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Agenda

 Kiritéria hodnoceni (bezpecnosti) — Uvod

2 www.fi.muni.cz/crocs



CR& CS

Kritéria hodnoceni bezpecnosti

 USA — konec 60. let a 70. leta — potreba
minimalizace nakladu na individualni hodnoceni

* 1985 — Trusted Computer System Evaluation
Criteria — "Orange Book”
— Trida D — zadna bezpecCnost
— A1 — nejvyssi bezpecnost (matematicky formalismus)
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Vyvoj kriterii

* Evropa — ITSEC — oddéleni funkCnosti a zaruk
(plus metodologie — ITSEM)

« Kanada — CTCPEC - funkénost rozdélena do
skupin duvérnost, integrita, zodpovédnost a
dostupnost (plus krypto)

* US - Federal Criteria — vyvoj zastaven

« Spolecna kritéria (Common Criteria) —
celosvetovy standard
— ISO/IEC 15408
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Pojmy

« Akreditace — oficialni souhlas (povéreni) s
provadenim urcité cinnosti

+ Certifikace — vydani daneho osvedceni na
zaklade provedeneho hodnoceni

 Hodnoceni (evaluace) — ovéreni shody
deklarovanych vlastnosti (dle kritérii)

* Validace — ovéreni platnosti/souladu, v US
terminologii ,hodnoceni” — viz vysSe
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Dulezité pojmy z CC

 Predmet hodnoceni (Target of Evaluation, TOE) —
produkt nebo systém (nebo jeho Cast), ktery je
predmetem hodnoceni

« Specifikace bezpecnosti (Security Target, ST) —
cilova kombinace komponent spojenych s
konkrétnim produktem nebo systémem

* Profil bezpe€nosti (Protection Profile, PP) —
Implementacne nezavisla skupina bezpecn.
pozadavku urcité skupiny TOE

www.fi.muni.cz/crocs



CR& CS

Spolecna kritéria
« Zajem uzivatell, vyrobcu, hodnotitelu

 Profil bezpecnosti (Cipové karty, biometriky, DBMS,
postovni razitkovace ap.)

— ,Minikritéria“ — katalogovany jako samostatny hodnotitelsky
dokument

— Popisy bezpecnostnich potfeb ¢asto riznorodé ®
« Security target (ST) — teoreticky koncept/cil
* Hodnoceni TOE = odpovida realita teorii (ST)?

* Pozadavky na funkcnost (angl. functionality) a zaruky
(angl. assurance)
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Agenda

 Kiritéria hodnoceni (bezpecnosti) — uvod
 Priklad profilu bezpecCnosti
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Study of a particular PP

« PP BSI-PP-0025 — German (BSI) Common Criteria
Protection Profile for USB Storage Media

* PP organisation:
— the TOE description,
— the TOE security environment,
— the security objectives,
— the IT security requirements and
— the rationale.
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PP BSI-PP-0025 - roles in the TOE

 Authorised user (S1)

— Holds the authentication attribute required to access the
TOE protected memory area, in which the confidential data
Is stored.

— Can modify the authentication attribute.
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PP BSI-PP-0025 — roles in the TOE, cont’d

* Non-authorised user (S2)

— Wishes to access S1's confidential data in the USB
storage medium’s memory (examples of confidential data
are given in Section 2.5).

— Does not have the authentication attribute to access the
protected data.

— Can obtain a USB storage medium of the same type. Can
try out both logical and physical attacks on this USB
storage medium.

— Can gain possession of the TOE relatively easily since the
TOE has a compact form.
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PP BSI-PP-0025 — threats (countered)

* T.logZugriff — Assuming that S2 gains possession of the
TOE, he/she accesses the confidential data on the TOE.
S2 gains logical access by, for example, connecting the
TOE to the USB interface of a computer system.

* T.phyZugriff — Assuming that S2 gains possession of the
TOE, he/she accesses the TOE's memory by means of a
physical attack. Such an attack could take the following
form, for example: S2 removes the TOE memory and
places it into another USB storage medium which he/she
uses for the purpose of logical access to the memory.
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PP BSI-PP-0025 — threats, cont’d

 T.AuthAndern — Assuming that S2 gains
possession of the TOE, he/she sets a new
authentication attribute, with the result that the
data becomes unusable for S1.

« T.Storung — A failure (e.g., power failure or
operating system error) stops the TOE operating
correctly. As a result, confidential data remains
unencrypted or the TOE's file system is damaged.
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Agenda

 Kiritéria hodnoceni (bezpecnosti) — Uvod
 Priklad profilu bezpecCnosti
* Funkénost (functionality) a zaruka (assurance)
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Common Criteria —two catalogues

« Two catalogues of components for specification of
assurance and functionality requirements, with a
standard terminology.

* Functionality — rules governing access to & use of
TOE resources, and thus information and services
controlled by the TOE

 Assurance

— grounds for confidence that an entity meets its security
objectives (CC v2.3)

— grounds for confidence that a TOE meets the SFRs (CC
v3.1)
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CC - going for evaluation (in a nutshell)

Define the product/system for evaluation

Specify its functionality

Specify the assurance level claimed

See details of evaluation with a certification body
Prepare evidence

S
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CC functional classes

17

FAU: SECURITY AUDIT

FCO: COMMUNICATION

FCS: CRYPTOGRAPHIC SUPPORT
FDP: USER DATA PROTECTION
FIA: IDENTIFICATION AND AUTHENTICATION
FMT: SECURITY MANAGEMENT
FPR: PRIVACY

FPT: PROTECTION OF THE TSF
FRU: RESOURCE UTILISATION
FTA: TOE ACCESS

FTP: TRUSTED PATH/CHANNELS
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CC assurance classes

« APE: PROTECTION PROFILE EVALUATION

 ACE: PROTECTION PROFILE CONFIGURATION
EVALUATION

- ASE: SECURITY TARGET EVALUATION
 ADV: DEVELOPMENT

« AGD: GUIDANCE DOCUMENTS

« ALC: LIFE-CYCLE SUPPORT

- ATE: TESTS

* AVA: VULNERABILITY ASSESSMENT

« ACO: COMPOSITION
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CC assurance paradigms

e assurance based upon an evaluation (active
Investigation)

« measuring the validity of the documentation and of
the resulting IT product by expert evaluators with
Increasing emphasis on scope, depth, and rigour

« CC does not exclude, nor does it comment upon,
the relative merits of other means of gaining
assurance
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Assurance viewed by...

» Customer — what level of guarantee do | get that
security has been implemented in the product?

* Developer — what (inputs and cooperation) will my
team have to provide for the evaluation?

- Evaluator — did | get all required inputs and did all
tests run OK to confirm the claim?

« Operator — what assumptions can | build on when
preparing for my actions?
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7 evaluation assurance levels (EALSs)

 Hierarchical system — higher or new components
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Agenda

 Kiritéria hodnoceni (bezpecnosti) — Uvod
 Priklad profilu bezpecCnosti

* Funkénost (functionality) a zaruka (assurance)
« Zajimavy priklad s Win2K
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Famous issue — Windows 2000

* Windows 2000 operating system was certified
(Common Criteria) at EAL-4 in 2002.

— with SP3 and one patch;

— EAL-4, augmented with ALC_FLR.3 (Systematic Flaw
Remediation);

— Microsoft invested millions of dollars and three years of

effort to gain the certification. (S. Bekker, Redmond
Magazine).

« Controlled Access Protection Profile (CAPP)
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CAPP assumption A.PEER

“Any other systems with which the TOE communicates
are assumed to be under the same management
control and operate under the same security policy
constraints.

The TOE is applicable to networked or distributed
environments only if the entire network operates under
the same constraints and resides within a single
management domain.

There are no security requirements that address the
need to trust external systems or the communications
links to such systems.”
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Controlled Access Protection Profile

* Level of protection appropriate for an assumed non-
hostile and well-managed user community

— requiring protection against threats of inadvertent or casual
attempts to breach the system security.

* The profile is not intended to be applicable to
circumstances in which protection is required
against determined attempts by hostile and well
funded attackers to breach system security.

« CAPP does not fully address the threats posed by
malicious system development or administrative
personnel.
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Windows 2000 EAL-4 certification

« EAL4 rating means that you did a lot of paperwork
related to the software process, but says absolutely
nothing about the quality of the software itself. (J.S.
Shapiro)

« System disconnected from networks (at different
security level), disabled media drives, etc.

 Don't hook this to the internet, don't run email, don't
iInstall software unless you can 100 percent trust the
developer, and if anybody who works for you turns
out to be out to get you, you are toast. (J.S. Shapiro)
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Agenda

 Kiritéria hodnoceni (bezpecnosti) — Uvod
 Priklad profilu bezpecCnosti

* Funkénost (functionality) a zaruka (assurance)
« Zajimavy priklad s Win2K

« Nastroj sec-certs
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CVE-2017-15361 (RoCA)

« [CVE-2017-15361]: practical factorization of certain
RSA keys.

* Billion+ devices affected.

+ /\ How many products certified under Common
Criteria are impacted?
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CVE-2017-15361

< RoCA vulnerability >

affects

v

[ BSI-DSZ-CC-0926-2014 ]

/ 4 \
COMPONENT _USED COMPONENT _USED COMPONENT _USED

| |

[ANSSI-CC-2016/23] {ANSSI-CC-2016/24J [ANSSI-CC-2015/73J
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What If you need help answering
guestions like

* What processor architectures are commonly used
In certifications/products of interest?

 How do we compare with our competitors (their
certified products)?

« Check how long evaluations take for certain labs,
types of products, etc.
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VARIOUS ECOSYSTEM
INSIGHTS
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Few major observations from reference
analyses

* Top-10 products are used in 16% of all active
smartcards.

— These are microcontrollers, typically with cryptographic
functionality.
* Higher reach is positively associated with higher
evaluation assurance level.

A vulnerability in cryptographic functionality would
spread from high-reach devices to approx. 70% of
their dependants.

— Affecting 50+ certified products, RoCA was not an outlier.
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Vyznam a vyhody kriterii

« Usnadnuji nasazeni a pouzivani bezpeénych systému
— jednodussi srovnavani a vyber podle skutecnych
potreb

« Usnadnuiji specifikaci pozadavku

» Ujasnuji pozadavky na navrh a vyvoj
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Problémy kritérii (CC)

Hodnoceni neni levné ani rychlé (>$100k, >3 més)
Certifikace plati jen pro presne danou konfiguraci
(HW i SW)

Marketingove oznaceni “Common Criteria certified”
(ToE detalls, achieved EAL, PP conformance,

laboratory used...) neni to stejné jako “Common
Criteria ready”

Rada detailtl hodnoceni neni vefejné dostupna
Dokumenty jsou Casto nekvalitne zpracované/chybneé
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Pouzité zdroje
« Common Criteria for Information Technology Security

Evaluation, v 3.1, release 5, April 2017
— https://www.commoncriteriaportal.org/

« Separation Kernel Protection Profile Revisited: Choices
and Rationale, T.E. Levin et al., 4" Annual Layered
Assurance Workshop, 2010

« Common Criteria Certification in the UK — UK IT security
evaluation & certification scheme, CESG

« Understanding the Windows EAL4 evaluation, J.S.
Shapiro, IEEE Computer 03/2003

* https://seccerts.orqg
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