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Executive Summary

These are turbulent times for American foreign policy. Nowhere are the challenges
facing the United States more evident than in U.S. policy toward Russia. Drawing on
scholars across several disciplines and perspectives, CSIS conducted a year-long study
that sought to achieve two goals. First, to provide policymakers with a clearer under-
standing of Russia’s strategic motivations and objectives, along with the tools it could
use to advance its goals. Second, to lay out a comprehensive strategy to secure U.S. and
transatlantic interests in the face of the complex Russia challenge set.

The Choice

» A fundamental choice faces the Trump administration: either it can work to defend
and bolster the global system America helped create, or it can aid in the system’s de-
struction, through intent or neglect, and start anew. This choice extends beyond U.S.
strategy toward Russia, but is foundational to the direction any such strategy will
take. In turn, how the United States approaches Russia will reverberate throughout
its world affairs, setting expectations for allies, partners, and potential foes alike.

» President Putin has made his preference clear. Since the collapse of the Soviet
Union, Russian security policy has been suffused to greater and lesser degrees with
a sense that the West did not accord it sufficient respect as a great power. Russia’s
propensity to use force to right this perceived historical wrong has risen over the
years, commensurate with its growing military prowess and economic and internal
stability. Moscow today is viewing its options through the lens of a security dilem-
ma that defines U.S. strength as its own weakness, and vice versa. It sees control
of its periphery as central to its own security, and Putin may be seeking to reap
domestic political benefits through foreign escapades abroad. Russia is testing its
tools of coercion, which are increasingly unconstrained by the rule of law, and find-
ing them sufficiently effective to meet its objectives. It does not want a war, but it is
finding it can get a lot done without one.

e Accommodating Russia’s preference would mean more than developing a new un-
derstanding with Russia about Europe’s security. It would mean rethinking the val-
ues and organizing principles, including the role of the United States in the world,
that have served as the foundation of global security since the end of World War
II. It would mean a world in which political decisions are made by great powers for
smaller powers; where borders can be redrawn by force; where liberal democratic
values fall victim to autocratic whims; and where existing international obligations
are no longer valid.

The Challenge

» Defending the international system against Russian attempts to undermine it will
require addressing two interrelated problems. First is the degree of disrepair within
the West’s core institutions, which has been exposed and exploited by the second
(more obvious) problem—Russia’s renewed aggression and opportunism. The first
cannot be expected to spontaneously fix itself and requires concerted action across
the United States and Europe to revitalize our institutions and inoculate our societies
against illiberal trends. The second will not abate while Moscow is reaping such ben-
efits from the situation as it stands. Indeed, Russia’s incentives today appear to push
it toward more activism, rather than less.

» The weaknesses that have been revealed in the current international system extend
beyond and are rooted deeper than the Russia challenge, but Russia is exploiting the
West’s vulnerabilities and increasing them. These weaknesses include the tone and
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polarization of U.S. and European politics, our susceptibility to disinformation, the
disengagement and disenchantment of our publics (who have largely forgotten why
NATO and the European Union were created), growing income inequality, the lack of
transparency and corruption in our governments, Europe's divestment in defense,
and the lack of clear and shared priorities.

Russia’s revisionist turn is not the only significant challenge the U.S.-led interna-
tional order faces today. In both the United States and Europe, the Russia chal-
lenge competes for attention and resources with a range of other threats: large-
scale migration as well as terrorism spawned by disorder in the Middle East;
economic dislocation; the rise of populism; and the continued if uneven rise of
China and other non-Western powers. In contrast to the Cold War, the Russia
challenge is rarely sufficient to promote unity of purpose among Western allies,
especially with the emergence of populist, pro-Russian movements in several
Western states.

Russia’s rebellion against Western-prescribed rules, norms, and values makes use of a
range of military and nonmilitary levers. Its nonmilitary coercive tools, such as cyber
infiltration and political influence operations, are being used to strong effects. It is
likely still calibrating what can and cannot be done at acceptable risk, but insofar as
these tools can be impactful at less human and financial cost than military tools, the
United States and Europe dismiss these capabilities at their peril.

In the conventional military realm, Russia continues to modernize and build. It has
combined its niche capabilities with a low bar for the use of force to ably do more with
less. Russia’s armed forces remain well below the capabilities of the United States and
NATO, but they are sufficient to Russia’s preferred means of using them: smaller-scale
operations with comparatively limited goals in defined regional spheres. The United
States and its allies, by contrast, have been overly hesitant and reactive in using the
wide and global array of tools at their disposal.

Almost every facet of the collective Western response to the Russia challenge—
from its overly cautious tactics to its insufficiently realistic assumptions—remains
far removed from what is required to adequately manage it. To believe that Russia is
committed to risk reduction, transparency, and predictability is a dangerous start-
ing point that will lead the West astray. Russia is playing a different game—one in
which Western leadership and existing institutions are to be challenged and in which
threats, ambiguity, and violence have emerged as effective, and thus preferred tools.
Moreover, dissonance among allies is only serving to further embolden Russia and
broaden its goals. The United States and its allies must chart a clearer course in their
Russia strategy, and take a bolder approach in its implementation.

A bolder approach to Russia does not equate to warmongering or taking reckless ac-
tion without concern for the consequences. It also does not mean challenging Russia
at every opportunity. However, given what is revealed in this report regarding Russian
motives, past use of force, instruments of power, and so-called redlines, it is logical to
conclude there exists a wide gulf between the steps that have been taken to date and
the steps that could be taken in the future to increase the West’s leverage vis-a-vis
Russia without sparking a conflict, or even coming close. This will entail lessening
the West's sensitivity to Russia’s reflexive protestations and false indignation, while
also taking into account Russia’s interests and perspective.



The Strategy

» U.S. strategy should aim to defend the current global order, protect the transatlantic
relationship, and manage the Russia challenge in a way that avoids direct hostilities,
discourages the sowing of global instability, and builds ties with the Russian people.
This should be done until Moscow stops playing the spoiler and begins to work con-
structively to develop and strengthen security in Europe and the world—a long-term
proposition to be sure. In support of these objectives, the United States should pur-
sue actions across three key pillars: strengthen, contest, and cooperate.

- Strengthen the health of our democracies, institutions, and defenses. First, the
West must shore up its vulnerabilities not simply to Russian coercion, but to all that
makes Russian coercion possible. The Unites States and its allies will not be credi-
ble critics of Russian aggression if they do not provide a strong alternative example.
Among other things, this requires practicing what we preach, standing up for human
rights and democracy in Russia and elsewhere, reinvesting in NATO and expanding
NATO-EU cooperation, reevaluating global interests and establishing clear priorities,
and building resilience among allies and partners.

» Contest Russian attempts to undermine U.S. interests. Second, the United States
needs more-robust offensive and defensive measures to contest Russia’s increasingly
aggressive actions. Russia’s challenging of the international order will not be con-
strained only by punitive measures imposed after the fact, but must also be shaped
by the proactive imposition of a predictable set of policies and actions that makes
clear the United States’ boundaries and expectations. This means shaping a new rela-
tionship paradigm, together with our transatlantic partners, that puts more onus on
Russia to comply with international norms rather than simply imposing consequenc-
es for breaching them. The sooner that the West adjusts its expectations and begins
standing firm in defense of its interests, the better able it will be to shape events vice
fall victim to them. A stronger approach may include creating a predictable sched-
ule of progressing sanctions, conducting proportional offensive cyber activities, in- VII
creasing and optimizing the U.S. and overall NATO conventional military presence
in Europe (including greater allied burden sharing), doing more to combat Russian
propaganda, and supporting non-NATO nations, including Ukraine, in their right to
maintain sovereignty.

« Cooperate where advantageous and feasible. Finally, engagement with Russia
on areas of mutual interest is not only wise but necessary. The United States must
approach engagement selectively, cautiously, and with firm limits. It must remain
steadfast in upholding its core values, remain clear-eyed about Russia's motives,
and understand the potential tradeoffs that deal-making with Russia might entail.
Engagement that degenerates into endless accommodation does not serve U.S. or
allied interests. For now, the United States and its allies may wish to focus on areas
where cooperation is both advantageous and feasible. This may include: improving
crisis communications and transparency measures, maintaining nuclear nonpro-
liferation and moving forward on bilateral nuclear and conventional arms control,
and working together in the Arctic.

» Attention should be paid to any potential opportunities for interaction across these
pillars—particularly between the contest and cooperate pillars—that could create
leverage for the United States as it seeks political concessions in its negotiations with
Russia. The more strongly the United States contests Russian attempts to reshape
the security landscape, the greater the opportunities later to cooperate on acceptable
terms. In other words, escalate to negotiate.
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VIII

« U.S. leadership in forging a common approach with allies will also be essential. The
role of the United States as a leader in NATO provides a unique platform to resolve
disputes and drive the agenda. While it is crucial that European voices be at the cen-
ter of European policy, the United States must be prepared to push back against calls
for greater isolationism and accommodation and rally allies to remain resolute in de-
fending the rules-based international order.

¢ The Importance of Europe. While focused on Russia, this report also emphasiz-
es the importance of Europe. This is not meant to suggest that Russia’s ambitions
are geographically limited. Europe, however, is where U.S. political, economic,
and security interests come into greatest tension with Russian interests and
where the stakes are arguably the highest beyond America’s own shores. This is
because the U.S. interest in Europe extends well beyond preserving the ideal of a
just and stable global order.

¢ Next to the strength of our constitutional democracy, our alliance structure is
America’s greatest foreign policy advantage. Europe is home to a number of the
United States’ most capable and willing coalition partners, who have fought and
died alongside the United States in every major combat operation since the turn
of the twentieth century. Joint action under NATO adds legitimacy and capability
to U.S. interventions and U.S. military bases in Europe enable rapid global force
projection. Intelligence relationships with European allies multiply the United
States’ ability to maintain awareness of common threats. Despite needing to grow,
the collective defense budget of European allies amounts to $300 billion annually,
more than quadruple Russia’s defense budget. The European Union is the United
States’ largest and most important economic partner, with trade totaling over $1
trillion in goods and services in 2014 alone, supporting an estimated 2.6 million
U.S. jobs. Additionally, the United States’ close relationship with Europe provides
powerful diplomatic influence that can shape allied decisionmaking in a way that
is beneficial to U.S. political and policy imperatives, as well as to American busi-
ness interests. Appeals for nations to “buy American” will have less resonance with
allies that feel abandoned or threatened.

 This approach in some ways builds on the strategy of the Obama administration.
However, it is neither reluctant in implementation nor averse to accepting some esca-
lation risk (criticisms that have been levied against the Obama administration’s strat-
egy). It is decisive and forceful in nature and defined by the defense of U.S. interests.

Now is the time for choosing a clear path that manifests a high U.S. priority on Europe-
an and transatlantic security. Should it rush to make deals with Russia to secure lesser
objectives, the United States may well find itself sacrificing a more fundamental goal:
advancing a global order that benefits our people, our economy, and our constitutional
values. Standing resolutely by our allies and our treaty commitments is central to up-
holding that order. This approach will speak to Putin’s Russia in the language it best un-
derstands: power and resolve. At the same time, it seeks to avoid miscalculation and es-
calation by finding avenues for cooperation where possible and by adapting deterrence
approaches to signal effectively across the full spectrum of Russian security threats.






RUSSIA’S
INTERVENTIONS

AND ENTANGLEMENTS










INTRODUCTION



INTRODUCTION

Introduction

RECALIBRATING U.S. STRATEGY TOWARD RUSSIA: A NEW TIME FOR CHOOSING

U.S. policy toward Russia is at a crossroads. Should the Trump administration seek to make
fundamental accommodations with Russia over European security or should it continue
to promote the promise of a Europe, whole and free? This question is linked to a broader
choice about whether the United States centers its foreign policy around promoting the
global system it helped to create, lead, and bolster since the end of World War Il or whether it
seeks to aid in the system’s destruction, through intent or neglect, and start anew. The latter
means not simply developing a new understanding with Russia about Europe’s security. It
means rethinking the values and organizing principles that serve as the foundation of global
security, including the role of the United States in the world.

(=)}

In October 1964, Ronald Reagan
delivered the speech that would
launch his political career. It was
titled “A Time for Choosing” and,
in it, he argued against sacrific-
ing American values in exchange
for a quick peace with an aggres-
sive Soviet Union. The choice we
face today is not about whether
to return to the Cold War para-
digm of 1964, which is neither
desirable nor possible. Never-
theless, Reagan’s words resound
today as the United States and its
allies are jbeing challenged and
tested by Russia in ways thought
inconceivable only a few years
ago. The Trump administration’s

foreign policy legacy and the fu-
ture of the international order
will be shaped in no small part by
how the United States chooses
to manage the Russia challenge.
This is a new time for choosing.

The Russia challenge sits at the
intersection of two interrelated
problems. First, Moscow’s gambles
have exposed and exploited the
degree of hidden disrepair within
the West’s core institutions. The
discovery—which has likely sur-
prised Putin as much asit haslead-
ers in the United States and Eu-
rope—does much to discredit the
West’'s misguided faith in the sus-

taining power of good intentions
absent proper upkeep. Second is
Russia’s renewed aggression and
opportunism, which fed off both
the West’s internal disrepair and
its lack of collective political will
in mounting sufficient resistance.
Indeed, the Kremlin must be rev-
eling in the unanticipated success-
es it has found in testing Western
strength and resolve. Its experi-
ments, aided by the pressures of
a migration crisis and econom-
ic stagnation, have revealed and
deepened fissures within NATO
and the European Union and will
not abate as long as they continue
to pay such dividends.



Wejudge that President Putin will
attempt to build on his success,
taking advantage of a change in
U.S. political dynamics to further
undermine the European secu-
rity architecture, along with the
principles underpinning it. The
United States must be prepared
for this and strive to manage the
Russia challenge in a way that
recognizes Moscow’s security
requirements, yet takes a bolder
stance in defending and advanc-
ing its own. While acknowledg-
ing that existing institutions are
imperfect, the United States must
also recognize that the system’s
complete dismantling will create
less security, not more, and that
any path forward will be more ef-
fective if it builds on the existing
foundations of the global order.
To succeed, such a strategy must
take account of Russia’s interests
and perspective. Sacrificing long-
term U.S. interests in exchange
for what would amount to short-
term Russian compliance, how-
ever, would be a bad deal with
tragic consequences. This report
offers our best advice to the new
U.S. administration on how best
to navigate this complex and
difficult path.

Scope and
Objectives

To contribute to the new ad-
ministration’s Russia policy de-
velopment, CSIS conducted a
year-long study that sought to
achieve two goals. First, to pro-
vide policymakers with a clearer
understanding of Russia’s strate-
gic motivations and objectives,
along with the tools—conven-
tional, unconventional, nuclear,
and nonmilitary—it could use
to advance its goals, primarily
in Europe but with implications

SACRIFICING
aound the worl. LOING=-TERM

Second, to lay out a
comprehensive strat-
egy to secure U.S. and
transatlantic  inter-
ests in the face of the
threats Russia’s goals
and approaches pose.

We view Russia’s
shift toward a more
belligerent security
posture as an en-
during reality, not
an aberration. This
is the product of
long-standing Rus-
sian beliefs, coupled
with an increasing
recognition that it
can advance them
more effectively to-
day than was possible in years
past. We argue, however, that nei-
ther the United States nor its al-
lies in Europe have made the nec-
essary conceptual shift to accept
the long-term Russia challenge,
nor determined the strategic ob-
jectives that their policies should
advance. The West’s approach
to date has been insufficient to
meet the threat, and dissonance
among allies is only serving to
embolden Russia and broaden
its goals. The United States must,
therefore, center its Russia poli-
¢y, and, indeed, its European and
global strategies, on an unadul-
terated assessment of interests,
priorities, and vulnerabilities,
identify achievable objectives,
and, on this basis, articulate ac-
ceptable tradeoffs against other
global requirements. To this end,
our report offers the framework
for a comprehensive strategy to-
ward Russia, one derived from
analysis and insights regarding
key elements of past U.S. policy
toward Russia; historical Russian
reactions to major events on its
periphery; and the tool sets each

U.S.
IN EXCHANGE
FOR WHAT
WOULD AMOUNT
TO SHORT-TERM
RUSSIAN COM-
PLIANCE WOULD
BE A BAD DEAL
WITH TRAGIC
CONSEQUENCES.

INTERESTS

side can bring to bear in advanc-
ing its national interests.

This project brought together ex-
perts from CSIS’s International
Security, Europe, and Russia and
Eurasia programs to develop in-
tegrated regional and functional
insights and generate broad pol-
icy solutions. It was informed by
three workshops—two in Wash-
ington, D.C., with senior U.S.
scholars and expert policy prac-
titioners, and a third in Brussels,
Belgium, with European experts
and policymakers at NATO and
the European Union—in addi-
tion to a study trip to Kyiv and
Moscow. The report is organized
into five chapters, as follows:

Chapter 1: Understanding the
Russia Challenge - Chapter 1
provides an overview of shifts in
Russian and U.S. foreign and se-
curity policy during the Cold War
to better understand both conti-
nuities and changes in Russia
and U.S. approaches over time,
with an emphasis on assessing
whether Cold War-era contain-
ment and deterrence strategies









INTRODUCTION

remain applicable to the con-
temporary Russia challenge. It
then provides a brief synopsis

power and position in the inter-
national system (e.g., changes in
Russian military capabilities),

RUSSIA’S SHIFT TOWARD A

MORE BELLIGERENT SECURITY
POSTURE IS THE PRODUCT OF

LONG-STANDING RUSSIAN
BELIEFS, COUPLED WITH AN
INCREASING RECOGNITION

THAT IT CAN ADVANCE THEM

MORE EFFECTIVELY TODAY
THAN WAS POSSIBLE IN
YEARS PAST.
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of Russian foreign policy and
U.S.-Russian security relations
in the modern era. Finally, it an-
alyzes potential Russian motiva-
tions and objectives.

Chapter 2: Case Studies on Rus-
sia’s Use of Force — To better un-
derstand what motivates Russia
toward either military action or
restraint, Chapter 2 looks back
at instances where Russia faced
choices regarding the use of
force. It examines six post—Cold
War events to illuminate Russia’s
calculations on using, or not us-
ing, force to advance its inter-
ests. The case studies focus on
Russia’s policy and actions with
regard to: (1) the NATO interven-
tion in Kosovo in 1998-1999; (2)
NATO enlargement in 2004; (3)
Ukraine and the 2004—2005 Or-
ange Revolution; (4) the war with
Georgia in 2008; (5) intervention
in Ukraine from 2013—2016; and
(6) intervention in Syria from
2014—2016. The cases analyze
systemic factors such as Russia’s

state-level factors (e.g., domes-
tic political dynamics, econom-
ic conditions), and individual
factors such as the roles of key
Russian decisionmakers. The
case studies are tied together by
a cross-case summary that iden-
tifies key causal mechanisms
driving changes in Russian for-
eign and security policy, with a
particular emphasis on factors
that affect Russia’s propensi-
ty toward the use of force and
toward confrontation with the
United States and its European
allies and partners.

Chapter 3: Russian Instruments
of Power — Chapter 3 provides
an assessment of the current
state and prospective evolution
of Russian political, economic,
and military power, including
coercive tools such as cyber and
information campaigns. We dis-
cuss how Russia has reformed
its armed forces and draw some
conclusions about what that
means for Russian effectiveness

and capabilities. We also review
how the Kremlin has used both
military force and its other in-
struments of power in re-
cent years, and what les-
sons might be learned from
those experiences.

Chapter 4: U.S. and Al-
lied Instruments of Power
— Chapter 4 evaluates the
key political, economic,
and military instruments
of power available to the
United States in manag-
ing the Russia challenge. It
considers the benefits and
drawbacks of employing
nonmilitary tools ranging
from economic sanctions
to information operations.
For military instruments,
it analyzes the state of U.S.
military posture in Europe
and the forces and capabilities
necessary to deter aggression
and defend U.S. interests in light
of Russia’s military moderniza-
tion. The nine U.S. and allied
capabilities examined in this
chapter include: precision strike,
air superiority, integrated air and
missile defenses, naval and mar-
itime forces, ground forces and
combined arms warfare, special
operations forces, intelligence,
surveillance, and reconnais-
sance (ISR), electronic warfare,
and cyber. Specific recommen-
dations are offered for how the
United States and its allies can
build upon and better leverage
existing military advantages,
as well as mitigate current and
emerging capability gaps.

Chapter 5: Responding to the
Russia Challenge - The report
culminates in a comprehensive
strategy for managing the Rus-
sia challenge. It offers an as-
sessment of the impact of U.S.
and allied efforts to date and



identifies the risks of failing to
confront Russia in a more mean-
ingful way. In detailing the value
of the transatlantic relationship
and other key U.S. interests, it
lays out six strategic objectives
that should drive the new ad-
ministration’s approach to Rus-
sia. The ways and means of the
strategy are defined across three
organizational pillars, including
actionable steps under each that
should be pursued simultane-
ously and credibly alongside U.S.
allies and partners.

11
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UNDERSTANDING THE RUSSIA CHALLENGE

Understanding
the Russia
Challenge
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Russia’s efforts to challenge the European and transatlantic security order rest on a set of
motives and interests that have been met with an ability to advance them through military
and other means. The CSIS study team sought to first assess these Russian motivations
and capabilities in order to inform and shape the answer to a harder question—and one
this report ultimately endeavors to answer—what to do about it. To provide a baseline for
understanding the Russia challenge and the threat it poses, this chapter will explore relevant
aspects of the U.S. approach to the Soviet Union and set the stage for a deeper discussion
(insubsequent chapters) on Russia’s motives and past use of force, the contents of its toolbox,

and potential points of leverage.

U.S. Policy
during the
Cold War

While the contemporary Rus-
sia challenge is in many ways
distinct from that once posed
by the Soviet Union, the West’s
success in managing the Sovi-
et threat during the Cold War
is worth studying for whatever
lessons it can provide for today’s
more competitive European se-
curity landscape. From the late
1940s, Western strategy toward
the USSR centered on the notion

of containment. As described in
1947 by its architect George F.
Kennan, containment entailed
“confront[ing] the Russians
with unalterable counter-force
at every point where they show
signs of encroaching upon the
interests of a peaceful and stable
world.”* Kennan believed that
Soviet hostility and expansion-
ism were driven not by insecuri-
ty vis-a-vis the West, but by the
very nature of the Soviet regime,
which in his view arose “mainly
from basic inner-Russian neces-
sities which existed before [the]
recent war and which exist to-

day.”” These necessities resulted
from the fact that:

Russian rulers have invari-
ably sensed that their rule
was relatively archaic in
form, fragile and artificial in
its psychological foundation,
unable to stand comparison
or contact with political sys-
tems of Western countries. For
this reason, they have always
feared foreign penetration,
feared direct contact between
[the] Western world and their
own, feared what would hap-
pen if Russians learned [the]
truth about [the] world with-



out or if foreigners learned
[the] truth about [the] world
within. And they have learned
to seek security only in [the]
patient but deadly struggle
for total destruction of rival
power, never in compacts and
compromises with it

Only by portraying the USSR as
a besieged fortress, Kennan be-
lieved, could the Soviet leader-
ship justify to its own people the
repressions and privations it was
imposing on them.

Kennan’s analysis portended
that Western efforts to improve
relations with Moscow through
concessions, integration of the
USSR into Western-backed mul-
tilateral institutions, or nego-
tiations would continue to fail.
Only through what Secretary of
State James Byrnes called “firm-
ness and strength” would the
West be able to prevent the ex-
tension of Soviet power until
such time as the nature of the
Soviet state itself changed and
Moscow no longer needed the
specter of a hostile world to le-
gitimate the repressive system
it was operating at home.* This
approach entailed preventing So-
viet military aggression at least
in areas of core strategic inter-
est, such as Western Europe, but
also limiting Moscow’s ability to
subvert Western governments
from within by delivering on the
promise of prosperity, equality,
and justice at home and reduc-
ing the attraction of the Sovi-
et-backed alternative.

Kennan’s views about the geo-
graphic scope of U.S. interests, as
well as the nature of the “count-
er-force” necessary to contain
Soviet expansionism, changed
over time; however, in the con-
text of the Cold War, Kennan was
a proponent of restraint, arguing

that the United States needed to
prioritize its interests (prevent-
ing Soviet expansion in Europe
was a high priority; stopping
Communist takeovers in China,
much less Southeast Asia, was
not). He also argued that the
United States should rely primar-
ily on nonmilitary forms of influ-
ence to weaken the appeal of the

Soviet Union ever contemplated
such an attack in the first place.”
Deterrence was no panacea,
however. Even before the deto-
nation of the first Soviet atomic
bomb in 1949, and with the Sovi-
et military still recovering from
the enormous losses sustained in
World War II, the United States
was able to prevent a Soviet sei-

KENNAN BELIEVED
THAT SOVIET HOSTILITY
AND EXPANSIONISM
WERE DRIVEN NOT BY
INSECURITY VIS-A-VIS
THE WEST, BUT BY THE
VERY NATURE OF THE
SOVIET REGIME...

Soviet model in Western Europe,
through initiatives such as the
Marshall Plan.’ Others, including
Kennan’s successor as director
of the State Department’s Policy
Planning Staff Paul H. Nitze, ar-
gued for a more robust variant of
containment that prioritized mil-
itary power—including prepa-
ration to fight and win a nuclear
war—as the key to deterring So-
viet aggression, and which ap-
plied to the jungles of Southeast
Asia as much as to the plains of
Central Europe.®

A key component of the U.S.
containment strategy was de-
terrence, both conventional and
nuclear. Most importantly, de-
terrence succeeded in prevent-
ing an all-out conflict between
the USSR and the United States,
or a Soviet attack on U.S. allies in
Western Europe—though some
scholars question whether the

zure of divided Berlin, but not
the seizure of power by Sovi-
et-backed Communist parties in
a number of Eastern European
countries from 1947-1949.%

Nor was the United States able
to deter Soviet military interven-
tions against states that lay out-
side the Western bloc, including
Hungary (1956) and Czechoslo-
vakia (1968). Some scholars claim
that the invasions of Hungary
and Czechoslovakia point to the
insufficiency of mere military or
nuclear superiority in effective
deterrence, while others note
that the asymmetry of interests
in these cases made deterrence
impossible, since Moscow knew
that Washington did not val-
ue Hungary or Czechoslovakia
(which were already members
of the Soviet-led Warsaw Pact)
highly enough to risk nuclear
escalation.” The examples of the
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Communist takeovers in Eastern
Europe and the Soviet invasions
of Hungary and Czechoslova-
kia point to one of the principal
challenges inherent in a deter-
rence-based strategy, namely
how to make deterrence work
in situations where there is an
asymmetry between the sides’
perceived stakes—where they
may be important for one but
closer to existential for the other.

Conversely, deterrence worked
well when the United States was
able to effectively and credibly
communicate the seriousness of
its interests, for instance when
U.S. intelligence discovered the
Soviets installing nuclear mis-
siles in Cuba in 1962. Similarly,
despite the Soviet Union’s con-
ventional military superiority in
Europe, Moscow never launched
an attack on a NATO member
state. For a country like Turkey,
membership in NATO (which
came in 1952) effectively ended
Soviet efforts to establish dom-
ination through military means,
a sign that Moscow took NATO
and its security guarantees for
members seriously.

Vice President Richard Nixon argues

with Soviet Premier Nikita Krushchev
during the “Kitchen Debate” at the
American National Exhibition in Moscow.
Moscow, Russia, July 24, 1959

Credit: National Archives/
Richard Nixon Presidential Library

Russia’s
Post-Cold War

Accommodation

Though Russia has chafed at the
post—Cold War security order for
most of the period since the So-
viet collapse, Moscow’s efforts
to directly challenge that order
were limited. It criticized steps
taken by the United States and
its allies that it viewed as inimi-
cal to its own security—but each
time grudgingly accepted them.
Among these steps were the ac-
cession of countries in Central
and Eastern Europe to NATO
(first in 1999 were the Czech Re-
public, Hungary, and Poland);
the use of force without UN Se-
curity Council authorization in
Serbia and later Iraq; and the
Bush administration’s withdraw-
al from the Antiballistic Missile
(ABM) Treaty coupled with its
commitment to building a mis-
sile defense system in Europe.

In each case, Western inter-
locutors attempted to assuage
Moscow’s concerns by arguing
that these steps were in Russia’s

interest as well. NATO enlarge-
ment, the United States asserted,
would help stabilize countries
on Russia’s borders, while a Eu-
ropean missile defense system
would deter Iran from develop-
ing missiles that could hit targets
in Russia as well as in Europe.
Moscow, however, rejected these
arguments, demonstrating that
it continued to define its inter-
ests as distinct from those of the
transatlantic community. Rath-
er, it viewed itself as an outsider
to the existing system of region-
al security based on the idea of
a rules-based order in Europe
centered on transatlantic insti-
tutions, whose doors remained
open to states across Europe, in-
cluding former constituents of
the USSR.

Russia’s accommodation to
shifts in the post—Cold War se-
curity landscape that it opposed
was the result of both Russia’s
relative weakness for much of
the 1990s and 2000s, and the
priority that Moscow continued
to place on maintaining general-
ly productive relations with the
United States, European Union,




U.S. Secretary of State

Hillary Clinton and Russian

Foreign Minister Sergei Lavrov
press a “reset button” to symbolize
improving relations between the
United States and Russia at the start
of the Obama administration.
Geneva, Switzerland, March 6, 2009
Credit: U.S. Department of State

and even NATO—if only be-
cause there was no real alterna-
tive. The 2008 invasion of Geor-
gia became the first time since
the end of the Cold War that
Moscow used force to halt what
itviewed as changes to the status
quo that were detrimental to its
interests. While there were many
reasons behind the Kremlin’s de-
cision to send forces into Geor-
gia in August 2008, the Georgian
government’s open aspirations
to join NATO, which the alliance
had endorsed at its summit in
Bucharest a few months earlier,
appears to provide the strongest
explanation for Russia’s willing-
ness to use force.

Yet in the aftermath of the Geor-
gia War, Russia and the trans-
atlantic community moved
quickly to resume cooperation.
Before the end of 2008, the Bush
administration was seeking a re-
sumption of dialogue. In early
2009, the new Obama adminis-
tration proclaimed its interest in
“resetting” relations with Mos-
cow, a step that entailed down-
playing not only the Georgian
conflict, but also the divergent

views of European security pre-
vailing in Moscow and in Wash-
ington. NATO membership, at
least for former members of the
Soviet Union, was effectively put
on the back burner. The United
States and Russia made a major
new push on arms control, com-
mitting in the New START agree-
ment to further reduce their
deployed nuclear warheads and
trying (unsuccessfully) to find
common ground on the fraught
question of missile defense. Rus-
sia also became an integral part
of the Northern Distribution
Network, which NATO estab-
lished to move supplies into and
out of Afghanistan. In 2012, the
United States initiated another
round of major U.S. Army force
reductions in Europe.

Following Vladimir Putin’s re-
turn to the presidency, accom-
panied by the outbreak of sub-
stantial antigovernment protests
in Moscow and other cities in
late 2011 and 2012, the “reset”
soon gave way to a much more
confrontational era between the
West and Russia, and Russian
foreign and security policy has

taken a much more assertive
turn, particularly in Europe.

Putin’s Russia
Defines a New
Foreign and
Security Policy

Elements of the contemporary
Russian challenge are reminis-
cent of an earlier era. Unlike
the bulk of the previous two
decades, the current confron-
tation appears to entail Russia’s
fundamental rejection of the
post—Cold War European secu-
rity order, along with active at-
tempts to subvert and ultimately
overturn that order. Since Putin’s
return to the presidency in 2012,
the Kremlin has increasingly
portrayed Russia as a civilization
unto itself, prioritizing policies
designed to establish it as an in-
dependent player in a global or-
der it sees as multipolar.

In Europe, Russia’s revision-
ist turn has been characterized
by the use of military force (in
Ukraine), as well as the deploy-
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ment of various levers of influ-
ence across Europe toundermine
both European and transatlantic
unity and lay claim to a sphere of
influence across much of the for-
mer Soviet Union. Putin’s Rus-

tion (i.e., binding some fraction
of the post-Soviet states into an
economic and political bloc in-
tended as an analog and com-
petitor to the European Union)
and a “pivot” to Asia. Until re-

WHY IS RUSSIA DOING

THIS? THE ANSWER APPEARS

TO BE A COMBINATION
OF MOTIVE AND ABILITY.
IN OTHER WORDS, THE
KREMLIN WANTS TO AND
IT CAN—WITHOUT MAJOR
CONSEQUENCES.
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sia increasingly seeks to present
an alternative political model, a
kind of authoritarian capitalism
that appeals to nationalism and
“traditional values” in a time
of change and upheaval across
much of Europe.”® This alterna-
tive model aims to capitalize on
the disaffection that many Eu-
ropeans feel with the status quo.
Galvanizing it is the Kremlin’s
support for a range of illiberal
parties, quasi-NGOs, media out-
lets, and other “fellow travelers”
within European states, along
with its appeals to “compatriots”
within the former Soviet Union."
Of course, this model is less co-
herent and has fewer propo-
nents than Communism did, but
it is also more fluid and capable
of appealing to a wider range of
constituencies, thanks in part to
Moscow’s increasingly sophis-
ticated and varied communica-
tions platforms.

In Asia, two important pillars
of Russia’s approach have been
the focus on Eurasian integra-

cently, this has focused mainly
on China, which the Kremlin
increasingly identifies as the
major driver of growth at a time
when Europe remains stag-
nant.> More recently, Russia
has also incorporated outreach
to Japan and southeast Asian
nations, with varying degrees
of success. Indeed, the Krem-
lin now portrays these two ap-
proaches as the twin pillars of
its efforts to create a “Greater
Eurasia” that will act as an alter-
native, and competitor, to the
liberal Western order.®

Why is Russia doing this? The
answer appears to be a combina-
tion of motive and ability. In oth-
er words, the Kremlin wants to
and it can—without major con-
sequences. While experts and
scholars may disagree on how
to prioritize them, Russia’s ag-
gressive actions seem to reflect
a combination of four main driv-
ers: internal, external, historical,
and geopolitical.

 Internally, Putin is seeking to
hold onto power and distract
from several significant do-
mestic political challenges,
including Russia’s economic
troubles, rampant corruption,
income inequality, long-term
demographic decline, and
the Kremlin’s lingering le-
gitimacy concerns following
the anti-regime protests and
subsequent crackdowns in
2011-2012.* Putin may view
foreign escapades abroad as a
way to rally the people around
the flag, so to speak, and raise
his approval rating despite no
longer being able to deliver
on the economic growth he
had previously provided to the
Russian people.

 Externally, Russia views its se-
curity as a zero-sum proposi-
tion vis-a-vis the West, and the
encroachment of NATO and
the European Union eastward
as a threat to its political and
economic influence, as well as
to its own security. Some ana-
lysts view the United States and
its European allies as ultimate-
ly responsible for provoking
Russian hostility.”” John Mear-
sheimer, for example, argues
that Russia is lashing out after
being backed into a corner by
the West, which dismissed
Russian security concerns and
underestimated its willingness
to use force. In this sense, an-
nexing Crimea was a defen-
sive act to secure what Russia
perceived to be core interests
under threat when it appeared
Ukraine was again on the path
to integration with the West.*®

» Russia may also be seeking to
right what it considers to be a
historical wrong. It is funda-
mentally dissatisfied with the
post—Cold War bargain struck



with the United States and Eu-
rope at a moment of profound
weakness. It may therefore be
using its rediscovered military
and economic might in order
to reshape the European order
more favorably. Its actions in
Ukraine were a step forward,
a test of Western resolve, and
an effort to divide the West in
order to lay the groundwork
for further aggression by Mos-
cow.” Having found success,
likely more than it anticipated,
Russia has been emboldened
to continue to challenge the
Euro-Atlantic order it so re-
sents, and to force the United
States and its allies to account
for Russian interests on major
international challenges.

» Finally, from a geopolitical
perspective, Russia sees con-
trol of its periphery as crit-
ical to its own security. As a
country with few geographic
barriers and which has been
repeatedly subjected to inva-
sion from the East (Mongols),
South (Tatars), and West (Na-
poleonic France and Ger-
many in both world

past 15 years, Russia has at least
partially recovered from the
collapse of the Soviet Union
and reemerged as a substantial
military power. In fact, many
point to high energy prices over
the course of the 2000s and the
rebuilding of Russia’s military
in more recent years as the pri-
mary enabler of its increasing-
ly assertive behavior toward its
immediate neighbors, its dis-
regard for Western institutions
and norms, and its willingness
to accept punishments and for-
feit cooperation with the United
States and Europe in pursuit of
its strategic objectives.

Russian actions in Georgia,
Ukraine, and Syria emphasize
the extent to which Moscow is
willing to use its military power
to achieve political ends. While
Russian capabilities remain far
short of what the Soviet Union
had, they are sufficient to spark
fears in much of Central and
Eastern Europe about Moscow’s
ability to either carry out a con-
ventional invasion, particularly
of the Baltic States, or to spark

wars), Russiahaslong RUSSIA HAS IN

sought to maintain a

nuerzoneaoundics. MANY WAYS BEEN

core regions. Wheth-

special operators (like the “lit-
tle green men” who appeared in
Crimea in the spring of 2014), ir-
regular forces, and agents provo-
cateurs. Combined with Russia’s
efforts to manipulate the media
in numerous post-Soviet as well
as European countries, these
low-level kinetic operations pro-
vide a foundation for what some
now refer to as “hybrid,” “grey
area,” or “integrated” warfare.
This approach was also a Cold
War staple, notably in the Com-
munist takeovers in Eastern Eu-
rope in the late 1940s, as well as
subsequent Soviet military oper-
ations from Hungary to Afghan-
istan. As during the Cold War,
looming in the background is the
Russian nuclear arsenal, which
Putin and others have invoked to
signal the dangers of escalation
in the event of a confrontation
between Russia and the West.>°

Russia is likely calculating that
its actions hold a low risk of
failure, while the direct and in-
direct costs likely to be imposed
after the fact by the West remain
manageable. Its newfound asser-
tiveness on the global
stage has borne fruit,
although not neces-
sarily the fruit Mos-
cow thought it was

2 drc MORE SUCCESSFUL, i wosis

infi 1
cominaion, r- AT LOWER COST,
ia h ditionall
wsied o sy THAN IT COULD
f def in depth.
suen consiceraions HAVE DREAMED.

informed Moscow’s
domination of Cold War East-
ern Europe, as well as modern
Russia’s hostility to a NATO
presence on its borders.

Regarding Russia’s ability to
act on these motivations, most
scholars agree that over the

unrest or seize territory without
triggering a full-fledged military
response under NATO’s Article
5 collective defense guarantee.®
In either case, Russia is expected
to employ a mix of nonmilitary
and military means, including

in many ways been
more successful, at
lower cost, than it
could have dreamed.
Its intervention in
Ukraine has led to
firm Russian control
of the Crimean Peninsula and a
simmering insurgency in east-
ern Ukraine, as well as a standoff
with the West, that has paradox-
ically enhanced Russia’s stature
and presented it as a counter-
weight to the United States at
home and abroad—albeit at the
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cost of much of its traditional in-
fluence over Ukraine. Moreover,
economic isolation has given
Russia an external scapegoat for
its economic troubles, far more
attributable to low oil prices and
its failure to implement struc-
tural reforms when the Russian
economy was booming.

Russia’s combination of a low
bar for the use of military force
and the ability to deploy it com-
paratively judiciously also sup-
ports its capacity to punch above
its weight, shifting the balance
in Syria and creating a festering
wound in Ukraine that will not
soon be resolved. Russia has giv-
en the impression of increased
conventional military capability
on the cheap by upgrading older
weapons, designing new weap-
ons off of older models, and de-
ploying wholly new weapons in
boutique numbers. Its creative
use of new technologies, includ-
ing with cyber campaigns, is also
notable. Finally, Moscow’s ap-
parent success in affecting the
debate around the U.S. elections
indicates that Moscow’s mach-
inations can hit at the heart of
America and other liberal democ-
racies, at comparatively little cost.

With the return of an assertive
Russia that seemingly poses a
threat to the existing European
security order, discussions of
containment and deterrence are
once again in the air. Plenty of
scholars and analysts have called
for a return to containment strat-
egy that played a central role in
the defeat (or collapse) of the So-
viet threat.? While most of these
calls for a return to containment
in Europe invoke Kennan, some,
echoing Nitze, seek a substan-
tially militarized and global ef-
fort to deter an expansion of
Russian power.??

Of course, much has changed
since the Cold War, and support
for a return to containment in
any form is far from universal in
the West. Critics note that a new
containment strategy would
only empower the most nation-
alistic, autarkic elements in the
Russian political establishment,
deepening the confrontation
between Moscow and the West
ata time when the United States
and its allies must confront
a number of pressing global
challenges.”® Others question
whether a containment strategy
would even work given Russia’s
integration into the global econ-
omy.>* That today’s Russia is
not a globe-bestriding colossus
constrains the kind of unifying
motivation that a containment
strategy might require in the
face of individual states’ com-
mercial and other competing
interests. Indeed, U.S. attention
to the Russia challenge must be
balanced against a focus on oth-
er threats, including those of a
rising China, a disintegrating
Middle East, continuing refugee
flows to Europe, the rise of pop-
ulism, the threat of terrorism,
and others. Mobilizing support
for a containment strategy even
within the West will be difficult
as long as the United States and
its allies do not agree on the
nature and extent of the Rus-
sian threat and its importance
relative to other challenges. It
will be made more difficult still
given the growth of pro-Russian
political parties and the pros-
pect that one or more of them
will come to power in key Euro-
pean countries.

For the United States and its al-
lies, the immediate challenge
lies in maintaining political co-
hesion and containing and de-
terring Russian efforts to upend

the status quo in Europe. The
longer-term challenge is more
complex—establishing a new
basis for relations with Russia
that protects transatlantic values
and interests while giving Mos-
cow a stake in maintaining peace
and stability. Establishing a more
productive relationship with
Russia over the longer term will
require, however, first defeating
Moscow’s efforts to overturn the
status quo and reengaging Rus-
sia from a position of transatlan-
tic strength and unity.
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Case Studies
on Russia’s
Use of Force
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This chapter seeks to shed light on the question: why and when does Russia resort to the
use of force? The CSIS study team examined six instances over the past two decades when
Moscow confronted a security challenge and faced the choice of whether to use military
force. These cases include the 1999 Kosovo conflict, NATO enlargement, the 2004 Orange
Revolution in Ukraine, the 2008 war with Georgia, the 2014 intervention in Ukraine, and
the 2015 intervention in Syria. The case study analysis considers factors at the systemic
level (e.g., Russia’srole in the international system, its military capabilities), the state level
(e.g., the domestic political situation, prevailing economic conditions, public opinion),

and the leadership level.

The Kosovo War,
1999

The Kosovo crisis in the late
1990s greatly affected Russian
thinking about security policy.
In Moscow’s view, the crisis was
a breakdown in the European or-
der—to the perceived detriment
of Russia’s interests—that led to
a change of state borders with-
out the consent of the Federal
Republic of Yugoslavia (a feder-
ation of Serbia and Montenegro)
or the approval of the UN Secu-
rity Council. From Moscow’s per-
spective, the failure of Russian

diplomatic efforts to resolve the
crisis and the ensuing NATO air
campaign against Yugoslavia was
a setback not only in its bilateral
relations with the United States,
but also to its hopes that Wash-
ington would accept and defer to
Russian interests in its neighbor-
hood. This “original sin” in the
Russian view sent a clear message
that the United States and its al-
lies would act in their interests
within a new unipolar structure,
notwithstanding contradictions
with the liberal international or-
der it had formally preached.?

Conditions in 1999

In the eight years prior to NATO’s
involvement in Kosovo, Russia
was struggling. The collapse of
the Soviet Union ushered in a
period of political and econom-
ic chaos. To bolster its economy,
Russian officials and legislators
alike strove to maintain and en-
hance relations with leading in-
ternational financial partners.
The United States and its allies
attempted to support fast-paced
economic reforms in Russia, be-
lieving economic liberalization
to be the best mechanism to align
the Russian people with Western



geostrategic goals.*® This ap-
proach appeared to be justified
by the growth rates experienced
between 1991 and 1999 by for-
mer socialist economies such as
Poland (+98 percent), the Czech
Republic (+119 percent), and
Hungary (+44 percent).?” Russia’s
economic troubles only mount-
ed. Despite the Clinton adminis-
tration encouraging the Interna-
tional Monetary Fund to provide
Russia with a $17 billion bailout
in 1998, Moscow still effectively
defaulted on its short-term debt
later that year.?® Meanwhile, the
Russian military was engaged
in a widely unpopular war in
Chechnya that led to increased
international and domestic crit-
icism of President Yeltsin. The

turmoil brought former Foreign
Minister Yevgeny Primakov into
power as the prime minister in
an attempted compromise be-
tween President Yeltsin and the
Communist-dominated Duma.

The Russian Federation’s eco-
nomic difficulties were only part
of the crisis the country faced
in the late 1990s, characterized
by growing divisions between
President Yeltsin’s administra-
tion and opposition political
parties within the Duma. In the
spring of 1999, the Duma was
dominated by Communists who
unsuccessfully sought to im-
peach Yeltsin and a nationalist
faction that supported Yeltsin,
but scathingly criticized the dis-
order of the state and spurned

the president’s foreign policy as
weak and failing to defend Rus-
sia’s interests.? Yeltsin was able to
rule by cobbling together support
from nationalists, pro-govern-
ment legislators, economic lib-
erals, and regional interests. The
internal struggle between the ex-
ecutive and legislative branches
in the Russian government would
continue to provide challenges
for Russia to produce a cohesive
political and military strategy for
the Balkans. Within the Duma,
Communist Party members and
nationalists led by Vladimir
Zhirinovsky’s Liberal Democrat-
ic Party of Russia vehemently
opposed Western intervention
in the region as a violation of
Yugoslavia’s sovereignty. Parlia-
ment Speaker Gennady Seleznev
(Communist Party) reflected this
view: “We are against the Amer-
icans taking up arms and again
sending their troops to restore
order. First of all, Yugoslavia it-
self should restore order.”* The
Russian Federation thus faced
an internal political challenge,
as Yeltsin supported a diplomatic
approach to the crisis in Kosovo,
while many in the Duma and mil-
itary pressed the importance of
preventing a U.S. and European
intervention in Yugoslavia.®*

Russia’s faltering economy and
its reliance on foreign credits
heavily crippled its ability to
modernize its military follow-
ing the First Chechen War from
1994-1996. Russia undertook
defense reforms during the late
1990s, including a cut in mili-
tary personnel (from 420,000
to 350,000 troops) and the re-
structuring of the military to
save money on personnel and
help restore combat capability.®
The Russian military remained
partially conscripted, despite
President Yeltsin’s goal of a ful-
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ly professional, combat-ready
force. Organizational and mod-
ernization problems left Rus-
sian forces poorly prepared to
address increasing conflicts with
militants in Chechnya and other
areas of the North Caucasus re-
gion. While Russia’s military was
undergoing modernization, the
country remained influential as
a permanent member of the UN
Security Council and one of two
major nuclear powers.

Russia’s Policy Shift
toward Kosovo

President MiloSevi¢ of Yugo-
slavia, who had risen to power
in the 1980s by pledging to roll
back the autonomy of the eth-
nic Albanian majority in the
Serbian province of Kosovo, in-
creasingly lost control of the re-
gion in the late 1990s as ethnic
violence and a movement for
an independent Kosovar Repub-
lic gained strength. The United
States, recognizing the potential
for the Kosovo problem to lead
to conflict between Serbs and
ethnic Albanians, had warned
MiloSevi¢ as early as 1992 that a
crackdown in Kosovo could lead
to international military inter-
vention. By the spring of 1998,
MiloSevi¢’s use of force against
the pro-independence move-
ment had set the country on a
path to conflict.3

Western leaders contemplated
how to apply diplomatic and
military tools to the situation
in Kosovo, while Russia sought
to avoid U.S. or NATO interven-
tion in the affairs of Yugosla-
via, its close partner, and in the
Balkans, its traditional sphere
of influence. Russia pursued a
diplomatic approach to the cri-
sis and insisted that there could
be no intervention without the

consent of the UN Security
Council. Russian conventional
military capabilities, however,
were in no condition to sup-
port Yugoslavia or prevent U.S.
and NATO forces from taking
action. Russia’s previous acqui-
escence to UN Security Council
Resolutions establishing arms
embargoes on Yugoslavia made
bolstering MiloSevi¢ with indi-
rect military support difficult.
Multilateral diplomacy was
Russia’s best option to influ-
ence the outcome of the Koso-
vo conflict.?* Russia previously
pursued a similar course and
participated in the internation-
al Contact Group and Dayton
Accords, which ended the Bos-
nian War in 1995.%

Russia maintained an important
but complicated historic rela-
tionship with Yugoslavia. Yeltsin
hoped to use this relationship,
in addition to Russia’s veto in
the Security Council, to achieve
a diplomatic resolution and
prevent NATO’s direct military
involvement in the region. Mi-
loSevi¢’s intransigence, howev-
er, made him a difficult partner
for Russia (Primakov also saw
relations with MiloSevi¢ in ze-
ro-sum terms, interpreting U.S.
direct contact with MiloSevic¢ as
weakening Russia’s position).®
Russia supported MiloSevi¢ in
general but there were limits to
how far the Kremlin was pre-
pared to go to defend him. For
example, Moscow did not use
its veto in the Security Council
in advance of the conflict, but
rather abstained on the Security
Council resolutions demanding
Yugoslavia permit Organization
for Security and Cooperation in
Europe (OSCE) and NATO ob-
servers to verify its compliance
with a cease-fire in Kosovo.

During the first half of 1998, the
United States and the European
Union implemented sanctions
against key individuals and insti-
tutions in Yugoslavia in an effort
to force Belgrade to end violence
and engage meaningfully in ne-
gotiations. Russian leadership,
however, did not support broad-
er economic sanctions as a dip-
lomatic tool to prevent a further
escalation in violence, which pre-
vented Security Council action to
implement more universal eco-
nomic pressure on MiloSevi¢.¥
This position had support across
the political spectrum in Rus-
sia; the Duma passed a resolu-
tion calling for a peaceful—and
only a peaceful— solution to the
Kosovo crisis and Prime Minister
Primakov threatened to break
Russia’s relations with NATO if
the alliance intervened against
Serbia.*® There was a mainstream
consensus in Russia for respect-
ing the UN arms embargo, which
was passed in 1991 during the ear-
lier violent dissolution of parts of
Yugoslavia. More extreme voic-
es, however, such as nationalist
leader Zhirinovsky, called for
Russia to supply antiaircraft sys-
tems to Yugoslavia in order to de-
fend the country against possible
NATO airstrikes.

As the conflict deepened and vi-
olence increased during the lat-
ter half of 1998, Russia remained
focused on diplomatic efforts,
such as the Contact Group, to
prevent a NATO intervention,
but grew increasingly frustrated
with the lack of results.® From
Russia’s perspective, it faced
not only the prospect of losing
a traditional ally and economic
partner in Yugoslavia, but also
the possibility of spreading sep-
aratism and instability closer to
its neighborhood and perhaps
within Russia itself.



FROM RUSSIA’S
PERSPECTIVE, IT

FACED NOT ONLY THE
PROSPECT OF LOSING A
TRADITIONAL ALLY AND
ECONOMIC PARTNER
IN YUGOSLAVIA, BUT
ALSO THE POSSIBILITY
OF SPREADING
SEPARATISM AND
INSTABILITY CLOSER TO
ITS NEIGHBORHOOD
AND PERHAPS WITHIN
RUSSIA ITSELF.

In Contact Group and bilater-
al meetings, Russian officials
pressed a four-part agenda: (1)
no NATO military operation in
Serbia; (2) no independent Koso-
vo; (3) no escalation of sanctions
against Yugoslavia; and (4) rees-
tablishment of Kosovo’s autono-
my (the latter condition putting
Moscow at odds with Belgrade).*°
By March 1999, negotiations
within the Contact Group had
failed to resolve the tension and
violence in the region, but the
Russian government stuck to
its position. As the tide began to
change and it appeared more like-
ly that NATO would intervene,
Primakov attempted to raise the
political pressure on the United
States by threatening future co-
operation between Russia and
NATO, as well as the Russia-U.S.
bilateral START II treaty.*

By March 1999, previous cease-
fire arrangements were unravel-

ing and NATO had confirmation
that Yugoslav forces were con-
ducting a systematic campaign
to ethnically cleanse Kosovo. It
decided intervention was nec-
essary.** In a last-ditch effort for
a diplomatic solution, Primakov
took off for the United States
for high-level talks. During the
same time period, the Unit-
ed States sent Special Envoy
Richard Holbrooke to Belgrade
to meet with MiloSevi¢. When
talks collapsed and President
Clinton announced the NATO
air campaign against Yugo-
slavia, Primakov ordered his
aircraft to turn around in mid-
flight and returned home. The
Duma unanimously condemned
the NATO air campaign against
Serbian forces and postponed
its vote on the ratification of the
START II Treaty.*

NATQ’s 78-day bombing cam-
paign ended in June 1999, when

MiloSevi¢ finally agreed to with-
draw Serbian forces from Kosovo
and permit peacekeepers into
the disputed region to enforce
a cease-fire. The United States
and NATO sought ways to in-
clude Russia in the follow-on
peacekeeping mission, but were
unwilling to cede to Russia the
leading role Moscow desired. As
NATO prepared to deploy ground
forces into Kosovo to serve as
peacekeepers, Yeltsin ordered
200 Russian troops stationed in
Bosnia to rush into Kosovo and
occupy PriStina International
Airport ahead of the alliance.*
This move did not change the
overall picture, but it was an at-
tempt by Russia to gain a tacti-
cal advantage amidst a strategic
failure to prevent NATO’s use
of force in Yugoslavia. This act
demonstrated a willingness to
showcase its military strength
and readiness, albeit at low risk,
salvaging some respect from the
West and emphasizing its role in
the international military pres-
ence in Kosovo. Though Russia
seized headlines briefly, the oc-
cupation of PriStina Internation-
al Airport did not erase the deep
sense of frustration within Rus-
sia about its inability to prevent
the NATO air campaign, as well
as the West’s readiness to use
force and redraw borders with-
out authorization from the UN
Security Council.

Conclusions

Russia’s decision to not use force
to counter NATO’s air campaign
in Yugoslavia was a conscious
decision based on two main fac-
tors: the country’s economic de-
pendency on the West and the
conventional inferiority of Rus-
sia’s military compared to that
of its Western counterparts.
Russian leadership sought to
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maintain a mutually beneficial
bilateral relationship with the
United States, as Western in-
vestment and internationally
backed loans heavily contrib-
uted to the economic stabiliza-
tion of Russia. The visit of IMF
Managing Director Camdessus
to Moscow just as the NATO
campaign started illustrates
this conundrum for Russia.*> As
Vladimir Lukin, then-chairman
of the foreign relations commit-
tee of the lower house of parlia-
ment, noted, “when we make
emotional outbursts on the Bal-
kans issue, we must not forget
these other interests.”*®

Russia’s conventional forces
were incapable of either inter-
ceding on Yugoslavia’s behalf
to prevent NATO’s intervention
or halt it once it began. Russian
leaders threatened vast but of-
ten nonspecific repercussions
for the use of force in the region.

Meeting with regional leaders in
Russia after the bombing cam-
paign began, Yeltsin directed
a warning to the West: “Don’t
push us toward military action;
otherwise, there will be a Euro-
pean war for sure and possibly
world war. Russia will not get
involved if the Americans do
not push us.” Russia’s leader-
ship was reduced to symbolic
gestures such as the operation
at the PriStina airport to salvage
the country’s prestige.*®

NATO
Enlargement,
1990-2004

The fall of the Berlin Wall and col-
lapse of Soviet dominance in Cen-
tral and Eastern Europe meant
nations in that region were free to
pursue independent foreign pol-

icies and relationships with the
West. The goal of U.S. policy was
to build a post—Cold War Europe
that is “whole, free, and at peace.”
Opening NATO’s door to new
members, as outlined in Article
10 of the North Atlantic Treaty,
was thought to advance that goal.
As enlargement discussions in-
tensified through the 1990s, the
West sought to persuade Russia
that its interests aligned with this
idea of new pan-European secu-
rity order. Some Russian leaders
even speculated (however fleet-
ingly) about the possibility of
Russia, itself, joining the alliance.

In the early post—Cold War
period, the then-16 members
of NATO were cautious about
bringing in new members, but
consensus eventually emerged
and enlargement, combined
with specific efforts to elevate
NATO'’s relationship with Rus-
sia, ultimately came to define



the West’s approach to Euro-
pean security. The alliance ad-
mitted the Visegrad Group (Po-
land, Hungary, and the Czech
Republic) in 1999, and the Vil-
nius Group (Bulgaria, Estonia,
Latvia, Lithuania, Romania,
Slovakia, Slovenia) in 2004.
Russia was generally opposed
in principle to NATO enlarge-

aries, and the united Germa-
ny’s membership in NATO was
accepted by the four victors of
World War II, including Sovi-
et leader Mikhail Gorbachev.
Much has been written about
the negotiations, particularly
Soviet and American positions
on Germany’s remaining a
NATO member. Former U.S. of-

that they had been scrupulously
carried out, and that there had
been no discussion of other for-
mer Warsaw Pact countries join-
ing NATO.> Only years later did
Russian commentators and offi-
cials begin trying to portray the
Baker-Gorbachev discussion as
a U.S. promise that NATO would
not enlarge, and this largely
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under the Helsinki Final Act in
1975 and the Charter of Paris
in 1990—that states have the
right to freely choose their po-
litical associations.*

There are several factors that
dissuaded Russia from us-
ing stronger means or force to
thwart NATO enlargement or
punish aspirants. These include:
the political aspirations of indi-
vidual Russian leaders; the con-
temporaneous policy imperative
to establish Russia’s internation-
alrole in a changed international
environment; domestic turmoil
that made security and foreign
policy second-tier priorities; and
the fact that Russia was a nascent
democracy that in its first decade
also faced severe economic trou-
bles, which made Russia depen-
dent on Western support.

German Unification:
1990

German unification was the
first post—Cold War expansion
of NATO’s geographical bound-

ficials and most analysts reject
Russian allegations that Wash-
ington made (and reneged on)
commitments to limit future
NATO enlargement, but that
view remains a centerpiece of
Russia’s narrative and is a fun-
damental point of tension.*

Controversy over a unified Ger-
many’s future membership in
NATO centers on an exchange
between Secretary of State
James Baker and Gorbachev
during a meeting in Moscow in
February 1990. In discussions
about the presence of NATO
forces in a unified Germany
once the former East Germany
was incorporated, Baker told
Gorbachev that “there would
be no extension of... [the] forces
of NATO one inch to the east.”
This commitment was reflected
in the Treaty on the Final Settle-
ment with Respect to Germany
in September 1990.%* Gorbachev
subsequently confirmed that
those discussions and commit-
ments related only to Germany,

forms the official Russian char-
acterization. However, the So-
viet, U.S., and other declassified
official records of those negotia-
tions, and the final treaty, do not
support this interpretation.”

NATO Welcomes
the Visegrad Group:
1997 -1999

Following the collapse of the
Soviet Union, there was a new
energy among former Warsaw
Pact states to secure their inde-
pendence but uncertainty about
how to do so while the War-
saw Pact remained in existence
and Soviet forces remained in
Central Europe. The “Viseg-
rdd Group,” led by Lech Wate-
sa in Poland, Vaclav Havel of
Czechoslovakia (later the Czech
Republic after the 1993 “Velvet
Divorce”), and Jozsef Antall in
Hungary, propelled consider-
ation of NATO enlargement. In
May 1992, the prime ministers
of the Visegrad countries met
and expressed their common de-
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sire to join NATO, and followed
up collectively and in bilateral
channels with the United States
and NATO allies.

In Russia, President Boris Yeltsin
initially conceded to the grow-
ing momentum of enlargement.
During a press conference in
August 1993, alongside Polish
president Watesa, Yeltsin stat-
ed that Moscow did not
object to Poland’s joining
NATO. The meeting’s com-
muniqué even stated, “In
the long term, such a deci-

immediate problem for Yeltsin,
while keeping open the possi-
bility of enlargement further in
the future.®® In January 1994, a
NATO summit meeting in Brus-
sels agreed that enlargement
would happen, that it would be
“evolutionary,” but established
no criteria for new members,
leaving the impression that en-
largement had been put on the

NATO
ENLARGEMENT

pona m e meens ot GAME TO BE
overall European integra- VI EWE D A S A

tion does not go against the
interests of other states,
including the interests of
Russia.”* This came as a
shock to many in Russia,
including within Yeltsin’s
own cabinet, as two days
earlier Russian foreign
minister Andrey Kozyrev
had publicly rejected the idea.®
Yeltsin continued his acquies-
cent tone toward the newly es-
tablished Czech Republic follow-
ing follow-on statements.

After Yeltsin’s October 1993
clash with hardline parliamen-
tary leaders, his sensitivity to
the issue of NATO enlargement
increased. At the same time,
Washington was ambivalent
about enlargement. It was more
concerned about maintaining
unity and consensus within the
alliance in its current configu-
ration, the need for reforms in
countries that aspired to mem-
bership, and the unpredictable
effect the issue might have in-
side Russia. The Clinton admin-
istration developed the idea of
NATO’s Partnership for Peace in
part to forestall rapid accession
of new members and reduce the

SOURCE OF

HUMILIATION
BY THE RUSSIAN e ericory of new men-
PUBLIC

back burner.” Yeltsin became
more and more unhappy with the
clear, albeit slow-moving, trend
toward NATO enlargement, and
at the December 1994 Confer-
ence on Security and Coopera-
tion in Europe (CSCE) Summit
in Budapest, he warned that Eu-
rope risked a “cold peace” and
said that NATO enlargement was
creating new divisions in Europe
instead of promoting unity.>®

Yeltsin’s now firmly established
opposition to NATO enlargement
was evident during a U.S.-Russia
summit held in March 1997 in
Helsinki, following a December
1996 NATO decision that the alli-
ance would invite new members
tojoin in the coming year. Yeltsin
expressed his concern that en-
largement would lead to a threat-
ening buildup of combat forces
near Russian borders. While

Clinton stressed this was not the
case, the two agreed to work to-
gether to promote cooperation
between NATO and Russia as
an important element of Euro-
pean security.®® This newfound
cooperation was cemented in
the May 1997 “Founding Act
on Mutual Relations, Coopera-
tion, and Security between the
Russian Federation and NATO,”
more commonly referred
to as the NATO-Russia
Founding Act.%® The agree-
ment established the Rus-
sia-NATO Permanent Joint
Council (PJC), and reiterat-
ed both sides’ commitment
to pursue arms control and
other steps to increase Eu-
ro-Atlantic security.®® The
Founding Act indicated
that NATO did not intend to
deploy nuclear weapons on

ber states, nor did it intend

to permanently station

“substantial combat forces”
in the current and foreseeable
security environment.

In July 1997, at its Madrid Sum-
mit, NATO officially invited
Hungary, Poland, and the Czech
Republic to join the alliance.
Yevgeny Primakov, then the Rus-
sian foreign minister, voiced firm
opposition, but emphasized Rus-
sia’s willingness to “minimize the
complications that may arise if
expansion goes ahead.”®* As do-
mestic pressure rose and NATO
enlargement came to be viewed
as a source of humiliation by the
Russian public, Yeltsin and Pri-
makov continued to voice their
open and strong opposition to
NATO enlargement until the
end of Yeltsin’s term in 1999, the
same year that the new mem-
bers formally joined the alliance
enlargement and the alliance’s
contemporaneous intervention



in Kosovo raised the profile of
NATO issues at a time of transi-
tion to new Russian leadership.%

Yeltsin, despite behavior that at
times appeared erratic, remained
the principal decisionmaker on
Russia’s policy and actions to-
ward NATO. Yeltsin faced mul-
tiple internal and external pres-
sures: Russia’s public position
varied throughout this period as
those pressures rose and fell, but
Russia did not at any time under-
take steps that threatened NATO
aspirants with consequences for
joining the alliance. One driving
factor behind Yeltsin’s accom-
modating approach was his leg-
acy as the Russian leader who
dismantled the Soviet Union and
represented a break with Russia’s
past. Yeltsin wanted credit for
bringing Russia into a new era
of closer political and econom-
ic relations with the West and
realizing the goal of an undivid-
ed Europe with Russia playing a
leading role. Closer ties with the
United States were a component
of this transition, and as a re-
sult, Yeltsin looked for mutually
beneficial solutions. However,
Yeltsin was also constrained by
domestic opposition, notably
from the legislature (first the
Supreme Soviet, and then the
Duma that took its place in 1993).

While domestic pressure from
the Duma showed a growing
anti-West  sentiment, those
with the political power to alter
Yeltsin’s stance toward NATO
enlargement resided principally
in his own cabinet. In Novem-
ber 1993, Foreign Intelligence
Service head Yevgeny Primakov
(later Yeltsin’s foreign minister
and prime minister) published a
study opposing NATO enlarge-
ment, suggesting significant op-
position within the government,

notwithstanding Yeltsin’s pos-
itive statements to Watesa and
Havel.** On numerous occasions,
subordinates presented a harder
line than Yeltsin, forcing him to
backtrack on commitments or
statements made in public. The
lack of clarity on exactly what
Russia would and would not ac-
cept placed members of the alli-
ance in the position of trying to
interpret where Russia stood on
the question of NATO expansion.

Russia was also experiencing
a series of domestic challeng-
es, in particular a struggling
economy, which reached crisis
level in 1998. In the years lead-
ing up to 1998, gross domestic
product significantly declined
as well as production from key
sectors including industrial
output, agricultural output, and
freight transport. Unemploy-
ment was also on the rise and
many dropped out of the work-
force.®® Moscow’s cash reserves
dropped to $14 billion in the
summer of 1998, the Russian
stock market crashed, and the
ruble was devalued.®® The IMF
eventually stepped in with a
$22.6 billion bailout package re-
quiring reforms to create long-
term stability.”” This crisis in-
creased Russia’s dependence on
international support and fur-
ther constrained its ability and
willingness to push back against
NATO enlargement.

The Vilnius Group,
2004

The George W. Bush administra-
tion entered office having prom-
ised to press NATO enlargement
forward, a point of continuity
with the outgoing Clinton admin-
istration. At the 2002 NATO sum-
mit in Prague, the then-19 allied
leaders extended membership

invitations to seven countries, in-
cluding Bulgaria, Romania, Slova-
kia, and Slovenia, as well as three
former Soviet republics—Latvia,
Lithuania, and Estonia. After
completing the accession proto-
cols, including ratification by all
allied governments/parliaments,
the countries were formally ad-
mitted into the alliance at the
June 2004 NATO Summit in Is-
tanbul. Russia was openly against
the expansion, arguing that it was
addressing a threat that no longer
existed. President Putin asserted,
“This purely mechanical expan-
sion does not let us face the cur-
rent threat... and cannot allow us
to prevent such things as the ter-
rorist attacks in Madrid or restore
stability in Afghanistan.”®®

The accession of Latvia, Lithua-
nia, and Estonia to NATO was es-
pecially unpalatable for Moscow
due to its tumultuous past with
the three Baltic States and tense
relations since the fall of the So-
viet Union. Since regaining their
independence, the Baltic States
had sought to keep Russia at
arm’s length and integrate rapidly
into Western institutions. While
recognizing their independence,
Russia simultaneously sought to
retain political and economic in-
fluence across the region.

Putin realized that he would not
be able to block NATO’s enlarge-
ment, acknowledging that “each
country has the right to choose
the form of security it considers
most effective.”® While Russia
was publicly against the move,
domestic turmoil and economic
imperatives constrained Russia
from taking other actions. The
reasons for this will be explored
in more detail in the following
case study. Suffice it to say that,
in the early 2000s, Russia’s mil-
itary was fully occupied fighting
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a war in Chechnya, leaving few
resources to intimidate NATO
aspirants (or those shifting to a
pro-Western orientation, as was
the case in Ukraine)—a tactic
that Russia has since used to de-
fend its interests along its bor-
ders. First and foremost, Putin’s
priority was to restore domestic
stability and internal order. Pu-
tin was also focused on carry-
ing out his promises of reviving
a struggling economy that was
beginning to see modest growth
following the 1998 collapse. This
required cooperative econom-
ic relations with the West, par-
ticularly European investment,
which encouraged a more con-
ciliatory response from Russia
on NATO enlargement.

An additional factor that ham-
pered a harsher response from
Russia was an improving rela-
tionship with the West in the
form of the new NATO-Russia
Council, established in May
2002. This initiative replaced
the Permanent Joint Council
and brought Russia an expand-
ed dialogue with NATO on is-
sues like terrorism, crisis man-
agement, nonproliferation, and
theater missile defense. Russia
also supported the U.S.-led war
in Afghanistan and used the
NATO-Russia Council to facili-
tate increased security coopera-
tion. As momentum for a more
cooperative relationship grew,
there was also a greater push to
integrate Russia into Western in-
ternational institutions beyond
NATO. In 2006, Russia hosted
the G-8 summit in Saint Peters-
burg.” Bush also wanted to speed
up Russia’s entry into the World
Trade Organization (WTO).
Bush and Putin also agreed to
a new multilateral framework
for the Middle East peace pro-
cess, known as the “roadmap for

peace,” which symbolically put
the United States and Russia on
equal footing with the United
Nations and EU.” For the West,
appeasing Putin’s desire for in-
ternational prestige on the world
stage supported its agenda to ex-
pand NATO and support demo-
cratic transition in Russia.

Conclusions

Despite U.S. and NATO efforts to
balance enlargement with im-
proved relations with Russia, the
Russian popular narrative con-
tinues to portray enlargement
as encirclement that challenges
Russia’s security and as proof
that the West, and the United
States in particular, did not seek
a genuine partnership with Rus-
sia. The December 2015 Russian
national security concept re-
flects this new thinking. It states,
“The buildup of the military
potential of NATO and the en-
dowment of it with global func-
tion pursued in violation of the
norms of international law, the
galvanization of the bloc coun-
tries’ military activity, the fur-
ther expansion of the alliance,
and the location of its military
infrastructure closer to Russian
borders are creating a threat to
national security.””?

Whereas past domestic con-
cerns, including political opposi-
tion, a struggling economy, and
depleted military capabilities,
prevented stronger Russian op-
position to NATO enlargement,
these factors no longer constrain
Russian behavior toward NATO.
Having failed to prevent NATO’s
past enlargement through dip-
lomatic means, Russia today is
more inclined to consider mili-
tary intervention and saber-rat-
tling as options to advance Mos-
cow’s aims. Russia’s 2008 war
with Georgia and its 2014 inter-

vention in Ukraine are two ex-
amples of Russia using military
force to, among other objectives,
derail any potential for NATO
enlargement along its borders.

Ukraine’s
Orange
Revolution,
2004

The 2004 Orange Revolution
in Ukraine that ushered in a
pro-Western government was a
significant setback for Russia giv-
en its interest in maintaining sig-
nificant influence over its close
neighbor. The presidential elec-
tion pitted the pro-Western Vik-
tor Yushchenko against Moscow’s
chosen candidate, Prime Minis-
ter Viktor Yanukovych. Leading
up to the election, the Kremlin
offered substantial financial and
political support for Yanukovych,
with Putin even traveling to Kyiv
to campaign for him.”” While Ya-
nukovych was initially declared
the winner, the vote was widely
viewed as rigged and hundreds of
thousands of protesters gathered
in Kyiv to protest the result. The
massive demonstrations trig-
gered a weeks-long political cri-
sis that eventually led to the judi-
cial annulment of Yanukovych’s
victory and the holding of a fresh
election in which Yushchen-
ko emerged victorious. Despite
the humiliation of its preferred
candidate’s defeat and the high
stakes for Russia’s security and
economic interests, the Krem-
lin did not use or threaten force.
The Kremlin accepted the elec-
tion result and the emergence
of a pro-Western government in
Ukraine, though continued to
undermine Yushchenko as much
as possible.



Russia’s response to the Orange
Revolution in 2004 stands in
stark contrast with its actions
in the aftermath of the 2014
Maidan Revolution in Ukraine
and is therefore worth fur-
ther exploration. After briefly
touching upon the motivations
behind Russia’s support for Ya-
nukovych, this case study will
focus on Russia’s response to
the events in Ukraine from the
campaign and presidential elec-
tion in mid- to late 2004 to the
inauguration of Yushchenko in
January 2005. It will not attempt
to narrate the history of Rus-
sian-Ukrainian relations, nor
will it detail all Russian actions
in the lead-up to the first and
second rounds of voting in Oc-
tober and November 2004.™

Conditions in 2004

In 2004, Russia continued to
experience strong economic
growth and repay the external
debt it had accumulated in the
1998 economic collapse. While
many of the factors contributing
to its GDP growth of over 7 per-
cent in 2003 and 2004 were ex-
ternal—including high oil prices
and a surge in industrial exports
because of the devaluation of
the ruble—increased levels of
investment and internal political
stability also played an important
role.” In March, President Putin
handily won reelection with 72
percent of the vote, far outstrip-
ping his first-term election re-
sults and solidifying his domestic
authority. The September 2004
massacre at a school in Beslan
by Chechen separatists led to
administrative changes that gave
Putin greater authority over Rus-
sia’s regional governance.”

Despite substantial reductions
in size during the 1990s, by the
early 2000s the Russian mili-
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however, Putin had not

been able to make substantial
progress in overhauling a stub-
born military establishment.”
Russia did retain a small core
of elite units within the armed
forces and intelligence services
that were more reliable than its
general-purpose forces. By Sep-
tember 2004, however, Russian
security forces were immersed
in domestic operations in the
North Caucasus after a devas-
tating series of terrorist attacks
over the summer had culmi-
nated with the Beslan school
massacre mentioned above.”
Having prematurely declared
victory in the Chechen conflict
earlier that year, Putin’s priority
for the military in late 2004 was
restoring internal security.®®

In 2004, Russia’s policy toward
the West was generally aimed
at improving economic coop-
eration. As described in the
previous case study, NATO’s
second and largest post—Cold

War enlargement was finalized
that year, pushing the borders
of the Western alliance hun-
dreds of miles eastwards. While
Russia’s opposition to NATO’s
enlargement was unsuccess-
ful, Moscow’s relations with
the European Union were con-
siderably more positive and
the Kremlin took pains to em-
phasize its willingness to work
with the expanded European
Union. Even as President Putin
and Minister of Defense Ser-
gei Ivanov declared that Russia
might need to orient its mili-
tary capabilities to defend itself
against an expanding NATO in
the winter and spring of 2004,
Putin declared the enlargement
of the European Union to be of
no concern.®

Russia stood to gain significant-
ly from the European Union’s
incorporation of 10 new coun-
tries including seven former
eastern bloc states and three
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former Soviet republics, which
brought Russia the promise of
significantly improved econom-
ic ties with the West. While the
European Union was already
Russia’s largest trading partner,
the bloc’s eastward enlargement
prompted a review of EU trade
policies, often to Russia’s bene-
fit. Many of the new EU eastern
members—Ilong wary of closer
ties to Moscow—were forced
to adopt the European Union’s
economic policies toward Rus-
sia.® For example, in April 2004,
it was announced that the new
EU member states’ tariffs on
Russian-origin goods would be
cut by over half.#¥ Moreover,

Yanukovych and his allies em-
phasized the economic growth
Ukraine was experiencing in the
fall of 2004, helped along by Rus-
sian policies, and argued that,
if elected, his presidency would
further the upward trend.®
Weeks before the election, Ya-
nukovych added to his platform
a promise to elevate Russian as a
second state language and, most
importantly, a promise to eschew
NATO membership—promises
that earned him even more favor
in the Kremlin.

The Kremlin threw considerable
political and economic support
behind Yanukovych’s candidacy
through both overt and hidden

BEHIND THE SCENES,
MOSCOW UNDERTOOK
A VARIETY OF COERCIVE
ACTIONS MEANTTO

INFLUENCE THE OUTCOME

OF THE ELECTION.

EU-Russia ties in general were
improving and, in May, Russia
and the European Union con-
cluded an agreement on further
expanding market access.*

Russia’s Policy

toward the Ukrainian
Presidential Election
Putin enjoyed positive rela-
tions with Ukraine under Presi-
dent Leonid Kuchma and Prime
Minister  Yanukovych. Rus-
sian-Ukrainian trade reached
a record level in 2004, though
it still lagged considerably be-
hind Russia’s trade with the Eu-
ropean Union.* Prime Minister

means. The decision to provide
Yanukovych with full support
was made by Putin himself,
who spoke openly of Russia’s
support for Yanukovych, and
said later he did so at the rec-
ommendation of outgoing Pres-
ident Kuchma of Ukraine.*” Pu-
tin claimed that Russia was “not
indifferent to what will happen”
and his support was forceful.®®
Publicly, the Kremlin essential-
ly endorsed Yanukovych as its
preferred candidate and adopt-
ed favorable economic policies
aimed at helping Yanukovych,
such as waiving the taxes on
Russian oil sales to Ukraine,
despite the lost revenue for

Moscow.®* Visa restrictions
on Ukrainians visiting Rus-
sia were loosened and there
was promise of a resolution
to the problem of ethnic Rus-
sians abroad seeking Russian
citizenship.”® Putin traveled to
Ukraine twice during the cam-
paign, essentially to stump for
Yanukovych. Several weeks be-
fore the first round vote, Putin,
Kuchma, and Yanukovych met
and publicly discussed the pos-
itive benefits of the Ukrainian-
Russian relationship—celebrat-
ing Ukraine’s economic growth
and discussing the progress of
Russia’s recent pro-Ukraine ini-
tiatives (e.g., the waiver on taxes
for Ukraine’s oil imports).
Only days before the first
round of voting scheduled
for October 31, Putin con-
ducted a live television
interview on Ukraine’s
three largest channels in
which he lauded the ben-
efits of Ukraine’s close ties
to Russia and praised the
economic growth under
Yanukovych.*

Behind the scenes, Moscow
undertook a variety of coercive ac-
tions meant to influence the out-
come of the election. The Krem-
lin reportedly poured millions of
dollars into Yanukovych’s cam-
paign coffers.”> Moreover, Russian
“political technologists,” or fixers
with close ties to the Kremlin,
worked on Yanukovych’s behalf
to help run smear campaigns and
manipulate voting. There was
also an assassination attempt
made on Yushchenko during the
campaign with a near-fatal dioxin
poisoning. Though the case has
never been resolved, there are al-
legations of involvement by the
Ukrainian government, potential-
ly with assistance from Moscow.”



Protesters rally in support of

Viktor Yushchenko on Kyiv’s
Independence Square (“Maidan”)
during the Orange Revolution.

Kyiv, Ukraine, 2014
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The first round of the election
on October 31 was split among
24 candidates.** Yanukovych and
Yushchenko emerged virtually
tied from the first round as the
leading candidates but neither
won a majority, setting the stage
for a second-round election
scheduled for November 21.

Having secured a near-tie in
the first round, Russia began a
far more concentrated effort to
produce its desired outcome in
the second round. Where the
results of the first-round vote
took over a week to announce,
Ukrainian election officials
almost immediately declared
that Yanukovych had prevailed
with 49.5 percent of the vote to
Yushchenko’s 46.6 percent. Ob-
servers including the OSCE re-
ported significant fraud in the
second round of voting.”> Sen-
ator Richard Lugar, an envoy
of President Bush in Ukraine
to observe the second-round
vote, declared on November
22, “It is now apparent that a
concerted and forceful pro-
gram of election day fraud and
abuse was enacted with either
the leadership or cooperation
of governmental authorities.”

Moscow immediately recog-
nized Yanukovych as the winner.
In Ukraine and elsewhere, how-
ever, the reaction was far less
celebratory. Protesters challeng-
ing the election’s fairness began
gathering in massive numbers
in Kyiv’s Independence Square
(“Maidan”) shortly after voting
closed. Russian officials quickly
condemned the protests as an
attempt by the “radical opposi-
tion forces of Ukraine” to ignore
the will of the Ukrainian peo-
ple.”” The United States and the
European Union declared they
would not accept the election’s
outcome due to the overwhelm-
ing evidence of fraud.”®

Whether the protests could re-
main peaceful was uncertain as
the crowds continued to mass
in Maidan, blockading and
threatening to storm govern-
ment buildings. On November
23 Yushchenko declared before
Parliament that “Ukraine stands
today on the brink of a civil con-
flict.”®® Russian parliamentary
speaker Boris Gryzlov warned
that “the situation [in Ukraine]
is heading toward a split or to-
ward bloodshed.”**°

Russia, both presidential cam-
paigns, and President Kuchma
called for lawfulness in the im-
mediate aftermath of the vote.
The Security Service of Ukraine
called for “peaceful” resolution
to the conflict “within the Con-
stitution.”®* Nonetheless, as
tensions increased throughout
the first week, violent conflict
became a real possibility. On
November 28, even as President
Kuchma met with his Nation-
al Security and Defense Coun-
cil and publicly pledged not to
use force against the protesters,
one of his military commanders
ordered troops to mobilize.**
Kuchma, however, never gave
the order to deploy them. It was
clear that Ukraine’s internal se-
curity forces and the military
were divided and could not be
counted upon to suppress the
protests if so ordered.**® Though
the Russian liberal newspaper
Kommersant later reported that
Russian special forces had been
in Ukraine since the immediate
aftermath of the election, and
Yushchenko ally Yulia Tymos-
henko repeatedly raised the issue
of their presence in subsequent
rallying speeches, the presence
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of Russian military personnel in
Ukraine has never been satisfac-
torily confirmed.** Even if pres-
ent, the forces were reportedly
only in Kyiv to evacuate files of
the president, the Security Ser-
vice of Ukraine (SBU), and the
chief of intelligence. There is no
indication that the Russian spe-
cial forces were deployed to con-
duct any other military activities
against the protesters.

In the weeks that followed, Rus-
sia was increasingly isolated in
its calls to honor the original
election results, with both can-
didates, President Kuchma, the
European Union, and the United
States all supporting a proposed
revote. The two candidates and
President Kuchma began ne-
gotiations on how to proceed,
with guidance from interna-
tional mediators from Poland,
Lithuania, Russia, and the Eu-
ropean Union.’*> After the first
roundtable hosted by the inter-
national mediators, President
Kuchma publicly announced
that all sides had agreed to re-
frain from using force.”® On
December 3, the Supreme Court
declared the results of the sec-
ond round invalid and ordered
a revote between Yushchenko
and Yanukovych. Putin kept up
public pressure, expressing his
“surprise” at the desire for a re-
vote in a press conference with
Kuchma, noting that “another
re-vote may also not give any
results. Then this means that it
will have to be held for a third or
fourth time, or for a 25th time,
until one of the sides receives
the necessary result.”**” The re-
vote went ahead—deemed by
OSCE observers as a significant
improvement on the earlier
rounds—and Yushchenko was
declared the victor.*®

There are several possible ex-
planations for the lack of more
forceful Russian intervention
during the Ukrainian protests
that ultimately led to the De-
cember revote.®® According to
one scholar, Moscow was fun-
damentally “shocked into pas-
sivity.”"° The Kremlin also had
few viable avenues to intervene
given that its allies in Ukraine
opposed any use of force on
their own behalf. An overt Rus-
sian intervention would like-
ly have undermined Russia’s
political interests by stirring
a Ukrainian nationalist back-
lash against the Kremlin and
its partners in Kyiv. Moreover,
though the outcome of the first
vote in October indicated that
the Russian “political technol-
ogists” might not have been as
effective as believed, there was
still a general confidence in the
Kremlin that Yanukovych would
eventually emerge the victor.**
President Putin had an approval
rating of more than 60 percent
in Ukraine and the VAT waiv-
ers, pension increases, and new
visa guidelines were designed to
make a close relationship with
Moscow seem indispensable.'

Conclusions

The Kremlin was undoubtedly
aware of the international at-
tention that the election—and
its results—were receiving.
Even as it strengthened its re-
lations with the expanded EU,
Russia was actively working
toward World Trade Organiza-
tion membership, and obtained
several declarations of support
from member states, including
the European Union, in 2004;
discussions with the United
States were still underway at
the time of the Ukrainian elec-
tions.”® With prospects of WTO

membership looming and a de-
sire to retain at least produc-
tive relations with the West,
uncertain military intervention
in a foreign country’s election
would have been a dangerous
gamble. Even during the throes
of the crisis in Ukraine on No-
vember 26, in a press confer-
ence following the previously
scheduled Russia-EU summit
at The Hague, President Putin
“confirmed [Russia’s] strategic
choice in favor of a united Eu-
rope—a stable and prosperous
Europe without dividing lines”
and declared himself to be “con-
fident that the strategic partner-
ship of Russia and the European
Union will continue to serve the
interests of European develop-
ment, will work for the benefit
of our peoples.”™*

Russia’s involvement in Ukraine
a decade later offered a stark
illustration of the Western re-
sponse to affronts to Ukraine’s
territorial integrity, but there
were indications in 2004 that
any further involvement by Rus-
sia would be ill-regarded. The
United States and Germany sent
clear signals toward Russia that
there would be consequences
for continued interference and
that Moscow needed to accept
the outcome.™?

By the time of the revote, Russia
had, in fact, all but given up in its
attempt to influence the election
outcome—withdrawing its past
financial support to the Yanu-
kovych campaign and ending its
use of “political technology.”
With global attention on Kyiv,
uncertain prospects of military
action if it did occur, and Rus-
sia increasingly isolated in its
commitment to the results of
the run-off, the costs of military
intervention may have appeared



too great—certainly far great-
er than the costs of deploying
money and influence for its al-
lies in Ukraine. Though Moscow
was concerned about Ukraine’s
tilt westward, there were sev-
eral clear economic incentives
for Russia to remain in good re-
lations with the West, and the
Kremlin may have concluded its
avenues for successful interven-
tion in the presidential transi-
tion had closed.

Russian’s

Intervention in
Georgia, 2008

Russia’s war with Georgia in
2008 marked a significant turn-
ing point in its approach toward
the use of force. Although the
conflict lasted for only five days,
the implications of Russia’s ac-
tions were profound. For the first
time since the dissolution of the
Soviet Union, Russia conducted a
major military offensive against a
neighboring state and forcibly re-
drew its borders. From Moscow’s
point of view, the use of force
allowed it to shift the dynam-
ics decisively in a long-running
dispute with Georgia, whose Eu-
ro-Atlantic aspirations were seen
as destabilizing for Russia. The
Russo-Georgian War not only sig-
naled Russia’s intent to defend its
immediate interests and prestige
when challenged, particularly by
a weaker neighbor, but also its
newfound will to take corrective
and aggressive action to address
its declining influence over the
post-Soviet neighborhood and to
push back against what it saw as
unwanted encroachment by out-
side powers. This case study will
examine why Russian policy to-
ward Georgia shifted from seek-
ing to maintain the tense status

quo in the separatist regions of
Abkhazia and South Ossetia to
open warfare in 2008.

Conditions in 2008

At the beginning of 2008, Presi-
dent Vladimir Putin was nearing
the end of his second term in
office. Within Russia, his pres-
idency was widely considered
a success that had steered the
state away from the brink of
political and economic collapse
and into a decade of tremendous
economic growth."” Putin’s Unit-
ed Russia party had gained a su-
permajority in the Duma in the
December 2007 elections and
Putin was preparing to trans-
fer the presidency to his hand-
picked successor, Prime Minis-
ter Dimity Medvedev, who was
all but guaranteed to win in the
upcoming presidential election
in March.”® Putin swapped roles
with Medvedev, becoming prime
minister, but continued to man-
age the state over Medvedev’s
shoulder, leading to muddled
perceptions among the Russian
public and in foreign capitals as
to who was in charge.*

Putin handed Medvedev an
economy that had averaged
about 7.5 percent GDP growth an-
nually between 2003 and August
2008.2° Much of this growth was
fueled by rising global oil prices,
which reached a peak of $147.30
per barrel in July 2008." This
drove a boom in other sectors of
the economy, from construction
to services, and led to substan-
tial improvements in the lives of
many Russians. Revenues from
oil and gas exports, accompa-
nied by a major fiscal overhaul,
allowed for series of budget sur-
pluses through the early 2000s
that were used to pay down for-
eign debt and build a significant
stabilization fund.”*

Throughout the boom years,
Russia’s military budget near-
ly doubled, largely in line with
GDP growth. Russia’s defense
spending stayed relatively sta-
ble at about 3.5 percent of GDP.
Despite this increase in de-
fense spending, the military
itself changed little as reforms
were greeted with resistance
by the conservative-minded
officer corps and stymied by
systemic corruption.” Almost
30 percent of the Ministry of
Defense’s budget was lost as a
result of corruption, according
to internal Russian estimates.’**
It would take the military’s em-
barrassing showing in the Geor-
gia War to provide the Kremlin
the impetus to push through
real change.

Russian policy toward Georgia
had been mired in territorial
disputes in the South Caucasus
since the collapse of the Soviet
Union in 1991. Separatist move-
ments in Abkhazia and South
Ossetia sparked conflicts under
Georgia’s first democratically
elected president, Zviad Gam-
sakhurdina, a Soviet dissident
and Georgian nationalist. Rus-
sia then helped Georgian presi-
dent Eduard Shevardnadze, the
former Soviet foreign minister,
consolidate power in Georgia.
Shevardnadze, however, did not
prove to be as cooperative a lead-
er as the Kremlin had expected.
Russia accused him of support-
ing Chechen separatists as he ac-
cused Russia of supporting Ab-
khazian separatists.’” Georgia
fought conflicts against separat-
ists in both Abkhazia and South
Ossetia, but both ended without
resolution and settled into fro-
zen conflicts in which the break-
away regions had de facto auton-
omy from Tbilisi. While Russia
did not confer diplomatic recog-
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nition on the two breakaway re-
publics, it extended political and
economic support, including the
widespread dissemination of
Russian passports and solidarity
against Georgian efforts to re-
assert control.?® When Mikheil
Saakashvili came to power in
the Rose Revolution of 2003,
Georgia’s pivot away from the
Kremlin was solidified. Saakash-
vili openly pursued Western ties
and sought NATO membership
for Georgia. He also ramped up
military spending, reasserted
Thilisi’s authority in the autono-
mous republic of Adjara, and ne-
gotiated the closure of Russia’s
remaining Soviet-era military
bases in Georgia proper.”

Despite closing its last military
base in nonseparatist Georgian
territory in 2007, Russiaretained
a significant military presence in
the Georgian breakaway regions
of Abkhazia and South Osse-
tia in the form of peacekeeping
forces. In South Ossetia, Russian
troops were deployed as peace-
keepers alongside Georgian
and Ossetian forces as part of
the Joint Cooperation Council
(JCC) established by the cease-
fire that ended the 1991-1992
South Ossetian War. In Abkha-
zia, Russian forces were de-
ployed as Commonwealth of
Independent States (CIS) peace-
keeping forces to act as a buffer
between Abkhaz and Georgian
forces, a remnant of the 1992—
1993 War in Abkhazia.”® Across
the border in the Russian fed-
eral republic of North Ossetia,
Russia maintained a significant
military presence in the city of
Vladikavkaz.”*® Although skir-
mishes between Georgian and
separatist forces had become
common occurrences by 2008,
the Russian military presence
discouraged any real attempt by

Georgia to retake control of the
regions by force. Still, Russian
analysts consistently expressed
concern about the situation in
Georgia, and often noted it as
the most likely proximate cause
of conflict that could involve
Russian forces.

Russia’s Policy toward
Georgia in Early 2008

In early 2008, Russian policy
toward Georgia was aimed at
maintaining the status quo in
South Ossetia and Abkhazia and
continuing to push back against
Saakashvili’s attempts to resolve
the conflicts and assert great-
er control over the regions. The
Kremlin also sought to under-
cut Thilisi’s bid to join NATO as
the alliance debated whether to
extend an invitation of member-
ship to Georgia and Ukraine later
that year.'°

Russia was already experiencing
a setback after Kosovo declared
independence from Serbia in
February, which quickly gained
recognition by the United States
and much of Europe. Harshly
criticizing the move, Putin re-
marked, “They have not thought
through the results of what they
are doing. At the end of the day it
is a two-ended stick and the sec-
ond end will come back and hit
them in the face.”** Russian of-
ficials had long threatened that
Western recognition of Kosovo’s
independence would prompt
Moscow to consider a change in
its policy of nonrecognition of
South Ossetia’s and Abkhazia’s
independence.’** The West large-
ly disregarded Russia’s opposi-
tion to Kosovo’s independence.

As calls multiplied within the
Duma for the Kremlin to more
forcibly assert its influence,
Tbilisi pressed forward with its

efforts to alter the status quo
in the breakaway regions. On
March 5, Georgia withdrew from
the four-party negotiations on
South Ossetia and proposed a
format that would elevate the
European Union and OSCE as
full parties to the negotiations
alongside Georgia, Russia, and
the Ossetians.’®® Russia rejected
the proposal that would invite
greater Western influence into
the conflict on the side of Geor-
gia. Four days later, on March 6,
Russia withdrew from the CIS
sanctions on Abkhazia, prompt-
ing concerns that Russia would
extend greater political, eco-
nomic, and military support to
Abkhaz separatists.’*

The NATO Bucharest Summit
in April 2008 marked a turning
point in Russia and Georgia’s ap-
proaches toward each other and
the breakaway regions. The Unit-
ed States and many Central and
Eastern European allies strongly
supported Georgia’s progress to-
ward NATO membership, while
other allies, led by Germany and
France, remained wary of antag-
onizing Moscow and lacked con-
fidence in the Georgian govern-
ment. In March 2008, the month
before the NATO summit, Ger-
man Chancellor Angela Merkel
gave a speech stating that any
state involved in a frozen conflict
would be ineligible for NATO
membership—an action inter-
preted by many as a German veto
of Georgia’s membership.”*> The
uncertainty surrounding the fu-
ture of the Georgian relationship
with NATO, combined with Koso-
vo’sdeclaration of independence,
led the Duma to pass a resolution
on March 21 that called for Russia
to recognize Abkhazia and South
Ossetia as independent states if
Georgia joined NATO, while also
calling for increased Russian eco-
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the alliance agreed that
Georgia,
Ukraine, “will become
members of NATO” eventu-
ally, but declined to take the
next step in that process: to of-
fer Georgia and Ukraine formal
Membership Action Plans.’
As NATO attempted to balance
the need to avoid antagonizing
Moscow while also reassuring
Georgia, the outcome ended up
satisfying neither.

Escalation

Although Georgian membership
in NATO was effectively stalled,
the alliance’s promise of even-
tual membership for Georgia (as
well as for Ukraine) was viewed
by Moscow as yet another in-
stance of Russia’s preferences be-
ing disregarded and its sphere of
influence violated. In response,
Russia sought to cement the ob-
stacles to Georgia’s NATO mem-
bership by strengthening its ties
to the breakaway regions.”® Pu-
tin signed a decree shortly after
the Bucharest Summit on April
16 that established “special re-
lationships” with Abkhazia and
South Ossetia, stopping just
short of full diplomatic recog-
nition (despite calls from some
Russian politicians) and promis-
ing greater economic support for
both regions.” For Saakashvili,
the failure to secure NATO mem-
bership marked a major political
defeat and furthered his moti-
vation to resolve the conflicts in
Georgia’s favor.*°

Russia’'s more assertive sup-
port for the breakaway regions
and provocations toward Thbili-
si coupled with Georgia’s in-

creasingly desperate efforts to
resolve the conflict and stave
off Russian recognition led to
several months of escalating
military tensions in the South
Caucasus. On April 20, a Rus-
sian fighter jet shot down an
unarmed Georgian drone over
Abkhazia. Several days later,
Russia increased its peacekeep-
ing force in Abkhazia from
2,000 to 3,000 troops.** While
skirmishes between Georgia
and the separatists had become
commonplace in recent years,
the breakaway regions were
rocked over the summer by an
escalating series of bombings,
assassination attempts, and ar-
tillery exchanges.** In mid-July,
Russian forces conducted the
Kavkaz-2008 military exercise
involving units stationed in the
North Caucasus and elite air-
borne units from elsewhere in
Russia, paralleling military exer-
cises across the border between
Georgian and U.S. forces. While
the Georgia-U.S. exercise was
significantly smaller, number-
ing roughly 1,600 soldiers and
focused on NATO interoperabil-
ity, the roughly 8,000 Russian
soldiers rehearsed a potential
military incursion into Abkha-
zia and South Ossetia.’** After
the exercise ended on August 2,
Russian forces in the North Cau-
casus remained in a heightened
state of readiness.**

The Russo-Georgia War

The exact circumstances sur-
rounding the initiation of the
Russia-Georgia War remain

g win QGSETIA AND ABKHAZIA...

deeply contested, with both sides
accusing the other of responsi-
bility for the conflict. Some an-
alysts have interpreted Russia’s
troop buildup shortly before the
outbreak of the conflict, as well
as other provocations, as indica-
tions that Moscow’s use of force
against Georgia was premedi-
tated. Some Russian observers
have argued that Saakashvili’s
increasing willingness to risk a
confrontation with Russia was
driven by a misplaced hope that
the United States and NATO
would restrain Russia or come to
Georgia’s assistance.” Still oth-
ers believe Saakashvili, political-
ly embattled at home and having
left Bucharest empty handed,
feared Russia’s provocations
were a prelude to recognition of
Abkhazia and South Ossetia and
was willing to take a risk toward
resolving the conflicts.™

What we know for sure is that
tensions were high in July and
August 2008, with flare-ups in
violence around the conflict
zone in South Ossetia. Most an-
alysts assess that it was Georgia
that escalated the violence into
active conflict.” On August 7,
Saakashvili took an enormous
gamble and ordered his military
to reassert control over South
Ossetia from the separatist au-
thorities. Georgia’s subsequent
attack on the South Ossetian
capital of Tskhinvali triggered a
Russian military response.

Russia entered the war with the
expressed purpose of protect-
ing the separatist regions from
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being reincorporated into a uni-
fied Georgia. After the Georgian
attack on Tskhinvali, Russian
troops fired artillery over the
border and began mobilizing for
the march southward. Yet the
Russian military high command
was unprepared for the conflict
and was not entirely ready to
enter South Ossetia in force.™®
Medvedev, Putin, and much of
the Defense Ministry and Gen-
eral Staff leadership were on
holiday and dispersed across
Russia (Putin was in Beijing for
the Olympics and flew home im-
mediately).” Commanders were
apparently confused as to who
could authorize the use of force
across the border and were hesi-
tant to intervene on Medvedev’s
word absent Putin’s blessing
(whether Medvedev sought Pu-
tin’s approval before dispatching
troops over the border has since

become a public point of conten-
tion between them).’*° Russian
aircraft began bombing Georgian
military targets in South Ossetia
and Georgia proper while naval
vessels from the Black Sea Fleet
steamed toward the Georgian
coastline. Owing to the woe-
ful state of the Russian ground
forces, even following the recent
exercises in the North Caucasus,
the first Russian troops over the
South Ossetian border on Au-
gust 8 were elite airborne forces
flown into the region from Pskov
(just south of St. Petersburg)
rather than the 58th Army sta-
tioned just across the border in
North Ossetia.’

The Kremlin used multiple jus-
tifications to defend its military
intervention to its domestic au-
dience and to the internation-
al community. Denying it had

made any provocations, Russia
claimed it was acting to defend
its peacekeeping forces in South
Ossetia and to protect Russian
citizens in the breakaway re-
gions from Georgian aggression.
Moscow also described its inter-
vention as one of humanitarian
assistance, with Putin accusing
the Georgians of committing
acts of genocide against the Os-
setians.” When Medvedev ad-
dressed the nation on August
8, he asserted that Georgia’s ag-
gression was a “gross violation
of international law” and prom-
ised that the “perpetrators will
receive the punishment they
deserve.”s3 This punishment
entailed the destruction of the
Georgian military.

Within two days, Russian forces
had pushed Georgian troops out
of South Ossetia (although not



without difficulty). Russia then
expanded its aims, attacking
into the Georgian interior with
ground forces and expanding the
war to Abkhazia. Russian rein-
forcements arrived via the Black
Sea and launched across the Ab-
khaz border. Russian warships
also imposed a naval blockade
of the Georgian port city of Poti.
The advance of Russian forces
outside of the breakaway regions
raised serious concerns in the
West that Moscow was aiming
to march on Tbilisi and remove
the Saakashvili government.™
Medvedev finally ordered a halt
to Russia’s operations on Au-
gust 12 and agreed to a cease-fire
with Georgia brokered by French
president Nicolas Sarkozy.

Despite holding a significant mil-
itary advantage, Moscow showed
restraint and chose to end the
fighting in the face of a signifi-
cant outcry from the West. The

days, he stated that the reason
was to carry out an operation “to
enforce peace on the Georgian
leadership.”*®* Russian forces
were slow to withdraw after the
cease-fire, taking their time to
destroy Georgia’s military capa-
bilities and carving buffer zones
out of Georgian territory to sepa-
rate Thilisi’s forces from the sep-
aratist territories in the future.””

After the end of hostilities,
Russian and separatist troops
dominated parts of the break-
away regions that were pre-
viously held by the Georgian
government.” The Kremlin
also extended formal diplomat-
ic recognition of Abkhazia and
South Ossetia as independent
states in late August.”® Only
three other countries (Venezue-
la, Nicaragua, and Nauru) have
joined in the recognition. From
Russia’s perspective, official
recognition of the breakaway

DESPITE HOLDING A
SIGNIFICANT MILITARY
ADVANTAGE, MOSCOW
SHOWED RESTRAINT
AND CHOSE TO END THE

FIGHTING IN THE FACE OF

A SIGNIFICANT OUTCRY
FROM THE WEST.

terms of the cease-fire placed the
war blame firmly on Saakashvili
and most importantly made no
mention of Georgian territorial
sovereignty over the breakaway
regions.”” When Medvedev was
asked during a press conference
why Russia had spurned Geor-
gian cease-fire overtures for two

regions solidified its military
gains and resolved the out-
standing sovereignty questions
that had lingered since 1991.
Moreover, recognizing the sov-
ereignty of Abkhazia and South
Ossetia provided Russia a firm-
er basis to try to prevent future
Georgian actions.

Conclusions

Russia’s paramount goals in its
war with Georgia in 2008 were
to solidify Western objections
to Georgia’s NATO ambitions
while resolving the Abkhazian
and South Ossetian issues in its
favor. It seems to have been suc-
cessful on both fronts. Russia
was able to change the facts on
the ground in ways that made
Abkhazia and South Ossetia pro-
tectorates of Moscow and in do-
ing so put NATO membership for
Georgia essentially out of reach.

There are lessons to be gleaned
from Moscow’s calculations on
the use of force from the Rus-
so-Georgian War. With the Geor-
gian military disintegrating and
Russian troops marching toward
Thilisi, Moscow did not press
its advantages to attempt a total
occupation of Georgia. Grow-
ing Western opposition, its own
military’s disappointing perfor-
mance, and the costs of im-
posing and sustaining a set-
tlement probably contributed
to the Kremlin’s decision to
halt the invasion and agree to
a cease-fire. Moreover, Rus-
sia chose not to annex either
South Ossetia or Abkhazia
but recognized them as inde-
pendent states, overtly refer-
encing the Kosovo precedent.

One of the greatest implica-
tions of the war for Russia
was that it served as a wake-
up call to the Kremlin over
the dire state of its military
and its effectiveness as an instru-
ment of national power. While
Russia’s leaders were aware their
reform efforts had failed to over-
haul the stubborn and calcified
military, the depth of the mili-
tary’s problems in Georgia final-
ly exposed the rot to daylight.'*®
Russia was able to overcome its
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deficiencies in command and
control and outdated equipment
through sheer numbers and even
greater chaos on the Georgian
side. Nevertheless, the fact that
Russia struggled to the extent it
did against Georgia’s forces was
an embarrassment for the Rus-
sian armed forces, and ushered
in a period of intense introspec-
tion that resulted in the greatest
overhaul of the Russian military
since the end of the Cold War.**

Russia’s war with Georgia
prompted many Western policy-
makers and experts to reassess
the implications of Russia’s eco-
nomic modernization and recov-
ery since the collapse of the Sovi-
et Union. It also sparked a debate
over how the West could on one
hand demonstrate respect for
Russia’s national interests in
the post-Soviet space while on
the other hand not yield the
neighborhood to Moscow’s self-
proclaimed sphere of influence
over sovereign states. Lastly, the
conflict prompted soul-search-
ing about the enlargement of
Western institutions like NATO
and the unanticipated—but in
hindsight somewhat predict-
able—risks of their expansion to
Russia’s doorstep.

The Ukraine
Crisis, 2013 -
2015

Russia’s seizure and annexation
of Crimea and its intervention
in support of separatist rebels in
eastern Ukraine in 2014 signi-
fied for many in the West a new
era of Russian international as-
sertiveness and military aggres-
sion. Between January 2013 and
December 2015, Moscow’s pol-
icy toward Ukraine underwent

dramatic changes, from seeking
closer cooperation with Kyiv to
near-open war during its annex-
ation of Crimea, and then to ac-
tual war followed by a simmering
confrontation as Russia tried to
stabilize aspects of its relation-
ship with Kyiv while supporting
and periodically intervening di-
rectly on behalf of separatists in
eastern Ukraine through 2015.
To the extent possible, this case
study will examine the motives
behind Russia’s policy evolution.
Given the ongoing nature of the
crisis, much of the Kremlin’s de-
cisionmaking calculus remains
unreported or otherwise poor-
ly understood. This case study,
therefore, is constrained in of-
fering a full explanation of the
fast-moving and often chaotic
events surrounding Russia’s in-
tervention in Ukraine over the
2013 to 2015 period.

Conditions in 2013

In the year prior to the out-
break of the Ukraine crisis,
Russia, under the leadership of
President Putin, faced a num-
ber of difficult political, eco-
nomic, and security challenges
at home. In January 2013, Pu-
tin was seven months into his
stage-managed return to a third
presidential term, but the polit-
ical circumstances surrounding
his regime and the tenor of his
governing coalition clearly had
undergone significant changes
since his previous turn as pres-
ident. Putin was elected with
close to 64 percent of the vote,
an impressive figure by Western
standards, but the narrowest
margin of victory that either he
or Dmitry Medvedev had expe-
rienced since 2000.* Putin’s
reelection was accompanied by
several large (by Russian stan-
dards) protests in Moscow and

other cities, which were quickly
quashed. Putin summarily ini-
tiated a crackdown against the
regime’s liberal opposition and
civil society, blaming the United
States and Europe for stirring up
the unrest.’

In early 2013, the Russian econ-
omy was experiencing a down-
turn as growth rates slowed to
their lowest levels since the glob-
al economic crisis in 2009.%4 De-
spite attempts under Medvedev
to diversify the economy, Rus-
sia remained deeply dependent
upon energy and commodity
exports that were hobbled by a
slump in oil and gas prices and
weak demand from Europe as
it struggled with the Eurozone
debt crisis. As Putin navigated
the unfavorable economic con-
ditions and a widening budget
deficit, Russia was also adjust-
ing to its accession the previous
year to the World Trade Orga-
nization (WTO). Only several
months into an adjustment pe-
riod estimated to last three to
five years, several areas of the
economy were already feeling
the repercussions, which was
stirring a small domestic back-
lash.’> Putin acknowledged that
his support for trade liberaliza-
tion presented a greater political
risk than he had calculated, but
pressed forward with plans to
open new markets with Russia’s
post-Soviet neighbors, including
Ukraine.**® The mechanism that
Russia would use to pursue inte-
gration was the Customs Union
of Russia, Kazakhstan, and Be-
larus, a regional trade bloc that
the Kremlin was seeking to ex-
pand into the Eurasian Econom-
ic Union (EEU).*” Putin planned
to use the EEU to strengthen
Russian influence over former
Soviet states and counter ex-
panding European integration.



Russia had made significant
progress on the military re-
forms and modernization ef-
forts begun after the disap-
pointing performance of its
military forces during the Rus-
so-Georgian War in 2008. In
addition to increasing defense
spending to modernize the mil-
itary’s equipment and profes-
sionalize its largely conscript
force, the Kremlin oversaw a
sweeping reorganization of the
military’s structure. The Krem-
lin had streamlined the mili-
tary’s organization, invested in
new capabilities, and promoted
senior leaders who embraced
modern methods of warfight-
ing. A broader discussion of
the Russian military’s transfor-
mation is included in Chapter
3. For the purposes of this case
study, it is sufficient to note

that by 2013, the Kremlin had
made the Russian military a
more viable and potent instru-
ment of national power.

Russian Policy toward
Ukraine in Early 2013

In early 2013, Russia enjoyed
a relatively receptive but diffi-
cult partner in Ukraine under
President Viktor Yanukovych
and his ruling Party of Regions.
Yanukovych, whose first presi-
dential run had resulted in the
2004 Orange Revolution, was
still generally viewed as pro-
Russian in the West and was cer-
tainly more pliant to the Krem-
lin’s will than his predecessor,
Viktor Yushchenko. Shortly af-
ter Yanukovych came to power in
2010, the Kremlin had succeed-
ed in persuading him to aban-

don Ukraine’s stalled pursuit
of NATO membership. In June
2010, the Ukrainian parliament
approved a law submitted by
Yanukovych declaring Ukraine
a nonaligned state and prevent-
ing it from joining NATO or any
other military alliance.’*® Thus,
in 2013, the issue of Ukrainian
NATO membership was not on
the table. Yanukovych had also
agreed to extend Russia’s leases
on bases in Crimea for the Rus-
sian Black Sea Fleet until 2042 in
return for a significant discount
on Russian natural gas.'®

Yet Yanukovych was hardly
a Kremlin puppet. Much like
his predecessors, Yanukovych
learned to leverage Ukraine’s
position between Russia and
the West to play the two off of
each other in search of the best
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deal. His support for the Krem-
lin’s preferences on any partic-
ular issue was never guaranteed
and the Kremlin often found
his support to be neither easy
nor cheap.” For example, Putin
balked at the cost of keeping the
Black Sea Fleet bases, estimated
to be $40—45 bil-

the association agreement as a
“backdoor entry into [the Rus-
sian] market.””? He also saw the
agreement as being in direct
competition with Russia’s bid
to get Ukraine to join Russia’s
own trade bloc, and as pulling
Russia’s most important neigh-

sia and incense his domestic op-
ponents, but that Ukraine’s best
prospects for economic growth
lay in closer ties to Europe rath-
er than Russia."”

Russian policy toward Ukraine
became increasingly antagonis-
tic as it became clear

lion over 10 years. T H E M AI N O BJ E CTIVE that Yanukovych was
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at the start of
2013 was to attain
greater economic
cooperation with
Kyiv, albeit on
the Kremlin’s terms.” Putin
sought to expand Russia’s bi-
lateral linkages to Ukraine and
minimize the potential trade
risks to Russia by incorporating
Ukraine into the regional trade
bloc he was piecing togeth-
er. Concurrently, Moscow was
staunchly opposing Ukrainian
and EU efforts to achieve great-
er economic integration. Kyiv
and Brussels had concluded ne-
gotiations the previous year for
the Ukraine-European Union
Association Agreement, a trea-
ty that would establish a broad
range of cooperative measures,
including a free trade area be-
tween Ukraine and the Euro-
pean Single Market. Putin and
his advisers, already managing
the political fallout of a slowing
economy, believed the agree-
ment would have harmful sec-
ond-order effects on the Rus-
sian economy. Putin described

bor closer to the West. While
the Russian government of the
1990s had generally viewed the
European Union as promoting
economic growth and trade,
the Russian government of the
2000s was increasingly view-
ing the European Union as a
threat to vital Russian econom-
ic and strategic interests.””

Beginning of the
Maidan Revolution

Throughout 2013, Russian policy
toward Ukraine remained large-
ly focused on securing great-
er economic cooperation, and
cautioning Kyiv against moving
forward on its now-stalled As-
sociation Agreement with the
European Union."”” Yanukovych,
however, believed formal mem-
bership for Ukraine in Russia’s
Customs Union would not only
increase his reliance upon Rus-

resolved to sign the
Association  Agree-
ment.”” Fearing the
potential economic
and political impacts,
Putin and senior
Russian officials rat-

position and began
threatening Ukraine
with economic retali-
ation if it pressed for-
ward. Putin declared
that Ukraine’s favor-

trading status

jeopardized and Rus-
sia could raise the price Kyiv
paid for natural gas. In August,
Putin remarked, “If our neigh-
bors opt to significantly liberal-
ize customs rules with the Eu-
ropean Union... then, member
states of the Customs Union
will have to think about protec-
tive measures. Such a possibil-
ity exists.””® To strengthen the
credibility of its threats and to
increase the domestic pressure
within Ukraine on Yanukovych,
in mid-August the Kremlin im-
plemented extensive customs
checks on Ukrainian imports
at border crossings, effectively
halting trade for several days."”
Yanukovych, however, held firm
on his commitment to signing
the Association Agreement,
despite a worsening economic
crisis that required a $10 to $15
billion cash infusion to keep the
economy afloat.’°



Protesters and police clash

during the Maidan Revolution.

Kyiv, Ukraine, February 12, 2014

Credit: Sergei Supinsky/ AFP/Getty Images

As autumn passed, Russia
honed in on the underlying
weaknesses of Ukraine’s econ-
omy and its growing need for
a bailout, attempting to raise
doubts in Ukraine about Eu-
rope’s willingness to give
Ukraine the economic support
it desperately needed.” Russian
media outlets in Ukraine prop-
agated anti-EU narratives while
emphasizing a greater “Russian
world” based in shared Slav-
ic history and Orthodox faith.
Between late October and early
November, Russia explicitly laid
out the economic consequences
to Kyiv for its defiance.’® Putin
met with Yanukovych at least
three times, reportedly offering
Yanukovych the loans he need-
ed and further cuts in natural
gas prices in exchange for not
signing the Association Agree-
ment.’® Yanukovych’s advisers
began simultaneously negoti-
ating with the IMF for a loan
rescue package, but their efforts
were complicated by Ukraine’s
previous failures to adhere to
the IMF’s conditions.”® As the
EU Summit approached, Russia
emerged as the lender of last re-
sort due in part to its own deft

maneuvering, and in part to a
series of decisions made in Kyiv
and Brussels.

Desperate to forestall an eco-
nomic implosion, Yanukovych
caved to the pressure from Mos-
cow. On November 21, 2013, Ya-
nukovych announced that he
would suspend plans to sign the
Association Agreement. Instead,
he called for trilateral talks with
Russia and the European Union
to discuss economic coopera-
tion.® The announcement was
met with fierce criticism from
EU officials, Ukraine’s business
sector and civil society, and the
political opposition. In response,
large antigovernment protests
erupted in Kyiv’'s Independence
Square [Maidan Nezalezhnosti]
and gained steam as Ukrainians
increasingly came to view Yanu-
kovych’s refusal to sign the As-
sociation Agreement (and later
his violent response to the pro-
tests) as representative of more
fundamental frustrations related
to Russian influence, Ukraine’s
future geopolitical orientation
(West versus East), endemic gov-
ernment corruption, and the sup-
pression of civil liberties, includ-
ing the right to peacefully protest.

Putin was reported to have been
surprised at Yanukovych’s sud-
den about-face, but he never-
theless seized the opportunity to
torpedo Ukraine’s move toward
the European Union.®® On De-
cember 17, Putin and Yanukovych
signed an agreement in which
Russia extended to Ukraine a
$15 billion economic lifeline and
further reduced natural gas pric-
es.”” Although the bailout was
relatively costly given Russia’s
economic position and means (it
was financed by borrowing from
Russia’s National Welfare Fund),
Putin viewed the deal as a means
of securing Ukraine within Rus-
sia’s orbit.”®® For Putin, the deal
marked a new high point in Rus-
sia’s position in Ukraine. Over
a two-month span, he had not
only managed to avoid a costly
trade war with Ukraine, but he
appeared to have reversed the
tide of the two-decades-long
tug-of-war between Moscow and
the West over Ukraine’s geopo-
litical orientation.

The key task for the Kremlin
became to consolidate its new-
found position in Ukraine by
buttressing Yanukovych against
the domestic demonstrations
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ALTHOUGH THE BAILOUT
WAS RELATIVELY COSTLY GIVEN ..

and to stem Western pressure
on his government. As the ten-
sions in Kyiv reached a boiling
point in January 2014, the Krem-
lin extended steadfast politi-
cal support to Yanukovych and
delivered on the first $3 billion
tranche of economic aid. Mos-
cow also reportedly dispatched
intelligence and security per-
sonnel to advise Yanukovych’s
security forces on how to quell
the protests.”™ As the clashes
between protestors and security
forces in Kyiv became increas-
ingly violent in early February,
with dozens of deaths, Ukraine
appeared to be unraveling at the
seams. Pro-government demon-
strations and threats of separat-
ism were brewing in eastern and
southern Ukraine, where sup-
port for Yanukovych remained
strong, while antigovernment
protests continued in Kyiv and in
western Ukraine.

The outbreak of violence in Kyiv
led Russian and Western offi-
cials to express serious concerns
about Ukraine’s stability. Putin
dispatched a special envoy to
join talks between Yanukovych
and opposition leaders being
brokered by Germany, France,
Poland, and the European Union.
On the evening of February
20-21, Putin personally pressed
Yanukovych to accept a deal to
be guaranteed by the Europeans

that called for major concessions
to the opposition including the
formation of a unity govern-
ment and early presidential elec-
tions.®® Yanukovych reluctantly
signed the agreement and Putin
urged him to remain in Kyiv. Yet
Yanukovych, reportedly fear-
ing for his life after his security
forces withdrew from parts of
the city, fled Kyiv and eventual-
ly found his way to Russia.”* The
following day, February 22, Yanu-
kovych was removed from power
by a vote of the Ukrainian parlia-
ment and replaced on an acting
basis by Oleksandr Turchynov.*?
Yanukovych’s Party of Regions
collapsed shortly thereafter as
deputies defected to the opposi-
tion, fragmented into new enti-
ties, or simply lost credibility in
their eastern strongholds.*

Ukraine’s newly empowered
interim leaders held strong
pro-Western outlooks and were
riled by the Kremlin’s support
for Yanukovych’s crackdown
and its interference in Ukraine’s
relations with the West. The
Kremlin denounced Yanu-
kovych’s removal as illegal and
demanded the opposition and
the West abide by the agreement
brokered on February 21. On
February 25, Russia withdrew
its ambassador to Kyiv (but did
not break diplomatic relations)
and issued a series of economic

threats against
Ukraine.®* Yet
soon

kovych would
not be restored
to power.

Gamble in
Crimea

Russia’s use of
force in Crimea
in late February 2014 is best un-
derstood from the frame of the
sudden and painful defeat that
Yanukovych’s fall from power in-
flicted on Russia. The gains that
Putin had notched in Ukraine
over the preceding months were
not only erased, but Russian in-
fluence was significantly rolled
back. Putin’s policy toward Rus-
sia’s most strategically important
neighbor had failed spectacular-
ly (and not for the first time). In
the immediate aftermath of the
Maidan Revolution, Ukraine was
slipping further from Russia’s
orbit than at any time since the
collapse of the Soviet Union."*

A number of factors may have in-
fluenced Russia’s decision to use
force in Crimea. First, longstand-
ing political channels that Russia
had used to protect and advance
its interests within Ukraine were
shattered or thrown into disar-
ray. Yanukovych’s abrupt remov-
al and the collapse of Party of
Regions in the Rada, which had
a cascading effect across its east-
ern and southeastern strong-
holds, left the Kremlin’s favored
political bulwarks in tatters with
early elections to be held within
several months.¢

Second, Putin and other Russian
leaders may have feared that the
new leadership in Kyiv would
seek to reduce security ties with
Russia by closing its military



bases and rekindling Ukraine’s
pursuit of NATO membership.*”
From Russia’s perspective, many
of Ukraine’s newly empowered
leaders like Turchynov were tied
to political blocs that had a histo-
ry of supporting security policies
that Moscow saw as counter to
its vital interests. Russia’s fears,
however, were largely specula-
tive at that point in time. Chang-
es to Ukraine’s relationship with
NATO or the future of the Black
Sea Fleet’s bases were neither
imminent nor inevitable. Mos-
cow, however, may have seen
only a small window of opportu-
nity to take action to ensure nei-
ther came to fruition and avoid
potentially more painful choices
down the road.

Third, Russia’s economic lever-
age was being undercut now
that the United States and the
European Union were galva-
nized behind Kyiv. Ukraine’s
new leaders pledged to quickly
resuscitate and sign the Asso-
ciation Agreement with the Eu-
ropean Union despite Russia’s
continuing objections. A posi-
tion for Ukraine in Russia’s Cus-
toms Union/EEU was no lon-
ger in the cards.”® The United
States and the European Union
hastily arranged for $27 bil-
lion in financial assistance that
nearly doubled Russia’s bailout,
which Putin had strung togeth-
er by tapping into his country’s
national welfare fund."®

The final dynamic to consider
is how the events in Ukraine
reverberated within Russia’s
domestic political sphere. Pu-
tin’s personal role and sub-
sequent failure in managing
the Ukraine situation was not
only a point of humiliation,
but could have created political
repercussions absent a strong

response that changed the
narrative from failure to suc-
cess, especially because certain
Russian politicians since the
collapse of the Soviet Union
had stoked a desire to return
Crimea to Russia. Many Rus-
sians viewed their nation’s in-
fluence in their junior neighbor
as a point of pride.?°° While the
Kremlin propaganda machine
was hard at work casting blame
on Western intelligence agen-
cies and Ukrainian radicals for
the revolution, there was little
Putin could do to gloss over
the painful new reality facing
Russia. Prior to the invasion of
Crimea, Putin’s public approval
rating was hovering near its all-
time low of 61 percent.?** Putin’s

to stem his losses and recast the
defeat to both his political allies
and the public.

Crimea offered a compelling and
comparatively low-risk oppor-
tunity for Russia to take action.
Russian military installations
and forces were already on the
peninsula. Locals sympathetic
to Moscow and hawks at home
were clamoring for action. The
interim authorities in Kyiv were
desperately disorganized and the
Ukrainian military rudderless.
According to subsequent inter-
views with Putin, he ordered his
administration to begin planning
to secure Crimea on the morning
of February 21, shortly after Ya-
nukovych fled.>*® Some reports

RUSSIA’S USE OF FORCE
IN CRIMEA IN LATE
FEBRUARY 2014 IS BEST
UNDERSTOOD FROM THE
FRAME OF THE SUDDEN
AND PAINFUL DEFEAT
THAT YANUKOVYCH’S
FALL FROM POWER
INFLICTED ON RUSSIA.

anxiety over the potential for
public dissatisfaction at the loss
was likely amplified by memo-
ries of the 2011—2012 protests
in Russia and concerns that the
successful revolution in Ukraine
could stir similar forces within
Russia.>*® Given Ukraine’s el-
evated importance relative to
other post-Soviet states and its
unique ties to Russia, it was im-
portant for Putin to take action

indicate that Putin’s advisers
were split over whether to act
in Crimea, with the intelligence
services favoring an interven-
tion while the military expressed
caution.> On February 26,
shortly after the Sochi Olympics
concluded, Russia commenced
a massive unannounced mili-
tary exercise involving 150,000
troops along Ukraine’s eastern
border that provided a smoke-
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screen for the deployment of
several thousand special opera-
tions forces and airborne troops
into Crimea.?*> This marked the
beginning of a buildup of Rus-
sian forces along Ukraine’s bor-
ders that would continue for the
next two months, aimed at co-
ercing Kyiv with the threat of a
wider military intervention.

As the military operation in
Crimea began, the Kremlin took
measures to shroud its involve-
ment and went to significant
lengths to portray the events in
Crimea at home and abroad as a
region seeking self-determina-
tion and protection from radical
forces in Kyiv. Since December
2013, Crimea’s large ethnic Rus-
sian population had protest-
ed against Kyiv. These protests
swelled after Yanukovych’s fall
and increased further in re-
sponse to the Ukrainian par-
liament’s repealing of a law al-
lowing the Russian language
to be used in government set-
tings. Beginning on February

In Crimeaq, Russia
employed its special

forces as deniable

“little green men,” who
wore uniforms without
insignia and masqueraded
as local militia members.
Crimea, Ukraine, March 13, 2014

Credit: Filippo Monteforte/
AFP/ Getty Images

27, well-armed soldiers wearing
masks and military uniforms
without insignia secured the
Crimean parliament in Simfer-
opol. As Putin and other Krem-
lin officials publicly denied any
involvement, Russian troops
expanded their control over
Crimea in late February and
gradually surrounded Ukrainian
military bases, resulting in tense
but bloodless standoffs.?* The
subterfuge employed by Rus-
sian special operations forces
startled Ukraine and the West.
Russia’s tactics were not only
effective on the ground, but
they allowed Russia’s political
leadership a wide degree of lat-
itude to quickly adjust. As Rus-
sia entered uncharted waters by
seizing Crimea, so-called hybrid
tactics and deniable forces pro-
vided Putin a means to reduce
risk and maintain strategic flex-
ibility given the uncertainty of
how Kyiv, the Ukrainian forces
on the peninsula, and the West
would react.>”’

As Russian forces seized con-
trol of Crimea, the United States
and several European countries
discouraged Kyiv from actively
fighting Russian forces. Wash-
ington, in particular, feared that
Russia would use any resistance
as a pretext for a wider inter-
vention into Ukraine, much as it
had done in Georgia in 2008.2°8
The Kremlin, however, did not
initially appear to have a clear
strategy about what to do with
the newly gained territory and
several days passed before Rus-
sia’s political strategy would
catch up to its military moves.>*?
The Crimean parliament had
declared on February 27 that a
referendum would be held in
May to decide on greater au-
tonomy, but then began shifting
the date earlier. Once the penin-
sula was secured, Russian and
Crimean leaders demurred over
the political status of the region
and whether to demand greater
autonomy from Kyiv, craft an
independent Crimean state, or
annex the region into Russia.



Annexation was perhaps the
riskiest option and represented
a dramatic break with Russia’s
past policies, including its ap-
proach to Abkhazia and South
Ossetia six years earlier. Since
1991, Russia had repeatedly
guaranteed Ukraine’s territo-
rial integrity and forsworn any
claims to Crimea. Russian as-
surances were enshrined in nu-
merous treaties and agreements
between Moscow and Kyiv, as
well as in the multilateral 1994
Budapest Memorandum.

By March 4, Putin decided that
annexation was the most stra-
tegically beneficial and politi-
cally viable solution regardless
of the risks. Two days later, the
Crimean parliament amended
the purpose of the referendum
to ask whether or not the region
should join Russia. The United
States and the European Union
denounced the referendum as a
violation of the Ukrainian con-
stitution and of international
law; Washington imposed the
first round of targeted sanc-
tions on ousted Ukrainian offi-
cials and Crimean politicians.*°
Crimea declared independence
from Ukraine after the referen-
dum on March 16 and immedi-
ately sought union with Rus-
sia.?* On March 18, Putin laid
out a sweeping justification for
the annexation of Crimea in a
landmark address to both cham-
bers of the Federal Council, list-
ing Russia’s perceived grievanc-
es against the new Ukrainian
authorities and the West and
reviving Russia’s longstanding
historical claims to Crimea.*?
By late March, Russia’s annex-
ation of Crimea was complete
and the remaining Ukrainian
forces on the peninsula surren-
dered. Only six countries (Cuba,
Nicaragua, Venezuela, Syria,

Afghanistan, and North Korea)
have recognized the annexation
of Crimea.*

The Donbas Erupts

In April 2014, following the
annexation of Crimea, Russia’s
intervention in Ukraine ex-
panded into the eastern Don-
bas region. The rapid success of
the Crimea operation—which
stunned policymakers in Kyiv
and the West—and the spiral-
ing unrest in eastern Ukraine
likely prompted Moscow to ex-
plore what gains it could make
elsewhere. Moreover, with Rus-
sia having made the decision to
annex Crimea, the peninsula
could no longer serve as a use-
ful bargaining chip for Russia
to pursue its interests with the
authorities in Kyiv.** Russia
now sought to fracture Ukraine
in order to weaken Kyiv’s polit-
ical power, ensure Russian in-
fluence, and impede Ukraine’s
integration into Western or-
ganizations like the European
Union or, if Ukrainian policy
changed, NATO.

The manner in which Rus-
sia would use force in eastern
Ukraine, however, was marked-
ly different than Crimea. Rus-
sia’s initial policy toward the
separatist protesters in the east,
particularly in Donetsk and Lu-
hansk, was more risk-averse and
Moscow was less willing to se-
cure gains with direct military
force.? For months, Russia with-
held direct military support for
the separatists, only intervening
when they faced the prospect of
an outright defeat by Ukrainian
forces and never actually ac-
knowledged the intervention.
Additionally, Russia has neither
recognized the independence
of the territories nor expressed
a strong desire to annex the

Donbas. This initial relative re-
straint—if it can be called that—
may have reflected a change in
Putin’s willingness to gamble
following his success in Crimea.
It may also have reflected the
considerably different condi-
tions on the ground in the east.
Russia’s use of force in Crimea
was enabled by a confluence of
factors that may have simply
been unique. This included the
existing Russian military pres-
ence that could facilitate rapid
troop deployments; the pop-
ulation’s close ethnolinguistic
and political disposition toward
Russia; Crimea’s unique autono-
mous political status within the
Ukrainian state; Crimea’s previ-
ous status as part of Russia; and
the surprise timing of Russia’s
operation, which caught Kyiv
(and the West) flatfooted. These
conditions did not exist in east-
ern Ukraine.>

By mid-April 2014, Russia’s pol-
icy toward eastern Ukraine and
its willingness to use force be-
came more evident. Separatist
movements in Kharkiv, Dnipro-
petrovsk, and other regions pe-
tered out. In Odesa, separatists
pulled back and overall efforts to
spread the unrest further ended
after a fire resulted in numerous
deaths. In Donetsk and Luhansk,
however, the violence escalated
into armed movements backed
by indirect Russian military, po-
litical, and financial support.*”
Politically, Russian objectives
emerged as a desire to impose a
federalist system in Ukraine in
which the eastern regions would
gain significant autonomy from
Kyiv, essentially preserving some
Russian interests and creating a
veto measure to foil the coun-
try’s full tilt toward the West.>'
Militarily, however, Russia es-
chewed a full-scale military in-
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tervention and opted to support
the separatists with indirect mil-
itary aid—including shipments
of arms, and sending advisers,
“volunteers,” and special forc-
es lacking insignia (“little green
men”) to bolster the separatists’
ranks. Still, Russia’s probes into
eastern Ukraine were far from
representing a well-laid plan.*

The first sign of Russian activi-
ty emerged in mid-April after a
band of irregular fighters from
Crimea with close ties to Russia’s
intelligence services took con-
trol of the eastern town of Slovi-
ansk. On April 13, Kyiv launched
an offensive using its internal
security forces to restore gov-
ernment control over Sloviansk
and other eastern pockets con-
trolled by the emerging sepa-
ratist forces, leading to the first
major outbreak of fighting in the

to which Moscow exercised po-
litical and military control over
the separatists during the early
stages of the conflict remains
uncertain, the Kremlin often
benefited from the separatists’
defiance, using episodes of dis-
harmony between itself and the
separatists as a point of leverage
in negotiations with the Europe-
an Union and Kyiv.

As the fighting in the Donbas in-
tensified over the spring, Putin
warned Ukraine not to mobilize
its armed forces to quell the reb-
els, but refused to rule out send-
ing Russian troops into Ukraine.
Meanwhile, U.S. and EU leaders
continued to threaten Russia
with greater sanctions unless the
violence subsided. By early May,
Putin demanded that Ukraine
halt its offensive in the Donbas
while also calling upon the sep-

THIS INITIAL RELATIVE

RESTRAINT—IF IT CAN BE
CALLED THAT—MAY HAVE
REFLECTED A CHANGE IN

Kyiv to accept a federal solution
for the east.>* Kyiv, however,
refused to recognize the rebel
governments as legitimate and
rejected direct talks.?*

Moscow’s strategy of providing
indirect support for the rebels
eventually began to reach its lim-
itations over the summer as Kyiv
mobilized its armed forces and
pressed its offensive. By June,
conflict-resolution efforts had
taken shape under the frame-
work of the Normandy Contact
Group, or “Normandy Format,”
which included Ukraine, Rus-
sia, Germany, and France. Dis-
satisfied with its weak bargain-
ing position, Russia was forced
to start more openly shipping
heavy weaponry to the separat-
ists including tanks, antiaircraft
systems, and heavy artillery to
such an extent that the dispa-
rate separatist formations
probably could not be absorb
or effectively employ all of
the equipment.?*® Moreover,
small bands of Russian sol-
diers were increasingly being
captured, Kkilled, or spotted
on the frontlines, with Mos-
cow claiming they were mere-

PUTIN’S WILLINGNESS TO b vtner g on

GAMBLE FOLLOWING HIS

SUCCESS IN CRIMEA.

east.>® Amid threats of stron-
ger Western sanctions, Russia,
Ukraine, the United States, and
the European Union signed the
Geneva agreement on April 18
that called for the disbandment
of all illegal armed groups in
Ukraine and the return of gov-
ernment buildings held by the
separatists.?®* The deal, however,
quickly faltered after the sepa-
ratists refused to adhere to the
agreement.” While the extent

aratists to delay their plans to
hold independence referendums
in Donetsk and Luhansk.??® Pu-
tin’s calls went unheeded by
both sides. The Donbas separat-
ists held sham referendums and
declared the independence of
the Donetsk People’s Republic
(DPR) and the Luhansk People’s
Republic (LPR). Moscow with-
held diplomatic recognition of
both entities but used the threat
of their secession to pressure

own accord. Eventually, Rus-
sia began providing the sepa-
ratists with indirect fire sup-
port using artillery positions
on Russian territory. Russia
and the separatists drew world-
wide condemnation on July 17
after a Moscow-provided, sep-
aratist-fired antiaircraft missile
system mistakenly shot down a
commercial airliner, Malaysian
Airlines Flight 17, over eastern
Ukraine, killing all 298 civilian
passengers and crew aboard.*”
While Moscow and the separat-
ists denied any responsibility,
the tragedy put a spotlight on
the consequences of Russian’s



uninhibited military support to
the rebels. The West respond-
ed by imposing additional eco-
nomic sanctions, alongside its
ongoing measures to militarily
reinforce NATO allies in Central
and Eastern Europe and provide
nonlethal support and advice to
Ukraine’s military.

By August, Ukrainian forces ap-
peared to be closing in on a major
victory as they encircled the sep-
aratist enclaves and threatened to
cut off their supply lines to Rus-
sia. Russia appeared to have un-
derestimated Ukraine’s military
capabilities and its political re-
solve and Putin was unwilling to
allow the separatists to be defeat-
ed outright. To salvage the situa-
tion, Putin shifted toward a direct
but limited military intervention
into Ukraine. Although Russian
special operations forces, mili-
tary advisers, and “volunteers”
had been involved in the fighting
in the east for several months,
they had done so in a piecemeal
fashion. In mid-August, several
Russian battalion tactical groups
numbering about 6,500 troops
crossed into Ukraine.>® Rus-
sia refused to acknowledge that
its forces were involved on the
ground and its troops operated
without insignias. The sudden in-
jection of Russian military forces,
however, was sufficient to turn
the tables on Kyiv. Russian and
separatist forces inflicted a crush-
ing defeat on Ukrainian forces
around the city of Ilovaisk and
Kyiv’s military gains were rolled
back. Russia’s brazen interven-
tion was heavily criticized by the
United States and the European
Union, which again leveled addi-
tional sanctions on Moscow.

Russia’s direct military inter-
vention forced Kyiv back to
the negotiating table. In early

September 2014, Ukraine, Rus-
sia, and representatives from
the Luhansk People’s Repub-
lic (LPR) and the Donetsk Peo-
ple’s Republic (DPR) signed the
Minsk Protocol, but the cease-
fire agreement collapsed within
weeks.?® Russia withdrew most
of its conventional forces across
the border, but over the coming
months would periodically dis-
patch them to shore up the sep-
aratists’ positions. After another
flare-up of fighting in January
2015, in which Russian combat
formations reentered Ukraine
en masse, leaders of the Nor-
mandy format, along with the
OSCE, met in Minsk and agreed
to a series of measures aimed at
resolving the Ukraine conflict.
These measures included an im-
mediate cease-fire and remov-
al of heavy weapons from the
conflict zone to be monitored
by the OSCE; local elections and
greater autonomy in the Donbas,
including through constitution-
al reforms that confer special
status to Donetsk and Luhansk;
and restoration of Ukraine’s con-
trol of its border with Russia.
Ukraine, Russia, the separatists,
and the OSCE signed the Minsk
II protocols in late February
2015. Fulfillment of the Minsk
protocols continues to represent
the West’s condition for the re-
moval of Ukraine-related sanc-
tions against Russia.

Since Minsk II, the Ukraine cri-
sis has settled into a medium-in-
tensity conflict. The frontlines in
eastern Ukraine, once constant-
ly shifting with battles, have
become static. The fighting has
devolved into trench warfare
and artillery duels reminiscent
of the First World War. A high
level of violence has persisted
into 2017, and OSCE monitors
are frequently denied access to

or otherwise unable to reach
key areas.®° Despite the con-
stant skirmishing, there have
been few major exchanges of
territory over the past two years.
The long-term outcome of the
conflict is still to be decided.
None of the major political in-
struments of Minsk II, signed
almost two years ago, have been
implemented by either Russia,
the separatists, or Ukraine. For
Western policymakers, Ukraine
has transformed from the major
international crisis of the day to
one of several issues competing
for attention, with no clear reso-
lution to the conflict.

Conclusions

Russia’s military intervention
in Ukraine marked the start of
a new period of confrontation
with its neighbor, the United
States, and Europe.** By forcibly
annexing territory, Russia rein-
troduced a degree of instability
and uncertainty into the Euro-
pean security environment that
had been absent for decades. It
isclear that an important driving
force behind Russia’s initial use
of force in Crimea was the stra-
tegicloss it suffered as a result of
the fall of Yanukovych and a lack
of confidence in the efficacy of
the political and economic tools
at Moscow’s disposal. Mean-
while, Russia’s military modern-
ization efforts meant that it had
a more potent military instru-
ment than it had available in the
past, perhaps making the use of
force in Crimea a more attractive
and effective option. Russia’s
use of force in eastern Ukraine,
however, was far messier and
more indecisive.

At the strategic level, Russia
underestimated Ukraine’s po-
litical resolve and its ability to
generate military power with
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minimal external support. At
the same time, Russia overes-
timated the capabilities of the
separatists and its own abili-
ty to achieve its political goals
using indirect support. While
Putin purportedly claimed he
could have marched on Kyiv
and taken it within weeks, it
appears he did not want to or
was not willing to pay the costs
to establish and maintain con-
trol over all of Ukraine. Like in
Georgia, Russia seemed satis-
fied with pieces of Ukraine that
afforded continuing pressure
points on Kyiv.

While the Ukraine crisis has pro-
vided Russia with an opportuni-
ty to test and hone its coercive
capabilities, the crisis has also
revealed the failings of Russia’s
contemporary soft power, which
did not prove very persuasive.
This dynamic repeated itself time
and again in the case of Ukraine.
Yanukovych, a pro-Kremlin leader
by most measures, when pressed
to choose between closer eco-
nomic integration with the Eu-
ropean Union or a similar offer
from Russia, was deeply ambiv-
alent. Russia was only able to
thwart the Association Agree-
ment due to Ukraine’s dire eco-
nomic circumstances combined
with a lack of will by the Euro-
pean Union to bail out Kyiv. Even
after pulling Ukraine back to-
ward Moscow’s corner, however,
pro-Russian forces in Kyiv could
not withstand the public back-
lash generated by such an abrupt
turn away from Western integra-
tion. When faced with calls from
compatriots to pressure Kyiv to
reshape Ukraine’s political sys-
tem, Russia had to resort to force
to impose its will on Kyiv, and its
success even at achieving this
end remains debatable.

The pattern of Russian policy
failures and successes in Ukraine
between 2013 and 2015 is trou-
bling. What Russia appears to see
asits core national interests, such
as its supremacy over the West in
the post-Soviet states, is in ten-
sion with Russia’s atrophying
capacity to secure these interests
through means short of coercion
and direct military force. Russia
lacks magnetism and positive ap-
peal; it is all sticks and very few
carrots. Certainly, for Ukraine’s
leaders, the opportunities pro-
vided through cooperation with
the West were far more attractive
than what Moscow could offer.
The Kremlin’s waning ability to
secure its interests short of coer-
cion and military force is a trou-
bling and dangerous develop-
ment that has elevated the risk of
further confrontations.

Russia’s
Intervention
in Syria, 2015

Russia’s decision to significant-
ly step up its military interven-
tion in Syria in September 2015
came as a surprise to many, if
not most, Western observers. Al-
though Moscow had longstand-
ing political and military ties to
Syria dating back to the 1950s,
had long supported Syrian pres-
ident Bashar al-Assad and his
father before him (including
with military advisers and fa-
cilities in the country), and had
expressed frustration with U.S.
backing of opposition forces, few
expected direct Russian military
action to prop up Assad’s gov-
ernment against the rebel forces
fighting to overthrow him. Un-
derstanding what led Russia to
the decision to send in sizable
forces, what it believed it could

accomplish with its military in-
volvement, and what it may be
learning from this experience is
therefore critical to understand-
ing how Russia views the use of
force today.

This case study will examine Rus-
sian policy changes toward Syria
from 2012 to 2016 as Moscow
moved from largely diplomatic
efforts in Syria to overt military
involvement. It will not explore
in depth the tactics, operations,
or equipment used by the war-
ring parties, or concern itself
with the day-to-day account of
all airstrikes and ground fighting
that has occurred throughout
the conflict. It will also not in-
clude a comprehensive review of
U.S. and EU policy toward Syria.

Russia’s
Strategic Calculus

Diplomatic ties between the
Soviet Union and Syria were
established in 1944, when Syri-
an independence remained un-
recognized by the international
community.?> Over the course
of the Cold War, Syria came to
be the Soviet Union’s closest ally
in the Middle East. To an extent,
Russia inherited that relation-
ship. While over the course of
the last two decades Russia has
been less active in the Middle
East than was the Soviet Union
before it, Syria remains its most
important foothold: Moscow
forgave $10 billion of the $13
billion in Syrian debt inherited
from the Soviet Union, contin-
ued to sell weapons to Damas-
cus, and maintained a naval
facility in Tartus.®® During the
mid-2000s, Russia signed arms
contracts with Syria the aggre-
gate value of which is estimated
in the billions and includes the
provision of military aircraft,



mobile air-defense systems,
coastal defense systems, and
antiship missiles. Not all of the
equipment covered under these
contracts has yet been delivered
(notably including an estimated
12 MiG-29M fighter aircraft that
are expected to be delivered in
2017), but arms sales did take
place both before and after the
beginning of the Syria conflict
and prior to Russia’s direct mili-
tary intervention.

The Kremlin viewed the uprising
that began in Syria in the spring
of 2011 with unease. In addition
to its longstanding relationship
with Assad, popular uprisings
against extant regimes struck
a bit too close to home for the
Kremlin. Moscow viewed the
Arab Spring uprisings in part
through the prism of the “col-
or revolutions” that shook the
post-Soviet region during the pre-
vious decade, and which Moscow
asserted were engineered by the
West. It also pointed to the chaos
following the overthrow of Iraq’s
Saddam Hussein and, later, that
of Libya’s Muammar al-Qadda-
fi, to argue that a collapse of the
Assad regime in Syria would fuel
a cycle of extremism and insta-
bility.»** Russian analysts and
officials pointed to past U.S. and
NATO military action in Iraq and
Libya as having made instabili-
ty and extremism worse rather
than better: Russian president
Vladimir Putin stated that “We
have been actively opposing ev-
erything that took place... in Iraq,
Libya and some other countries.”
Foreign Minister Sergei Lavrov
put it bluntly when he stated
that the instability and violence
rampant in Iraq in 2014 were “an
illustration of a complete failure
of the venture started by the U.S.
and the UK that allowed it to spi-
ral out of control completely.”?

International involvement in the
Syrian conflict began in earnest
in 2012, at first in strictly diplo-
matic, nonmilitary capacities.
In March 2012, following Russia
and China’s veto of a UN Security
Council Resolution on interven-
tion in Syria, the Security Council
finally issued an of-
ficial statement ap-
proving a nonbind-
ing, six-point peace
proposal that called

granting of access
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aid providers, and
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EXTANT REGIMES
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heavy = weaponry
from residential ar-
eas. To gain Russia’s

ment issued no con-

and the international communi-
ty on the removal of Syria’s de-
clared chemical weapons stock-
piles.*® In September 2014, the
United States began conducting
airstrikes against the so-called
Islamic State (ISIS, or Da’esh) in
Syria.?® As of January 2015, the

IN ADDITION TO
ITS LONGSTANDING
foraceasefire, he. REL ATIONSHIP WITH

demnation of Syria C Lo S E TO H o M E

and did not provide
a timeline for As-
sad’s compliance.?®
While the West secured Russia’s
and China’s endorsement of the
statement, the international
community remained at odds:
later in 2012, the United States
and other Western states recog-
nized the opposition National
Coalition as the Syrian people’s
“legitimate representative.”*’

Moscow, for its part, contin-
ued to view Assad as the legiti-
mate ruler of Syria and the only
hope for stability, and argued
that only the Syrian people, not
the international community,
had the right to determine who
would rule them. Russian dip-
lomatic efforts played a key role
in preventing U.S. and allied air-
strikes against the Assad regime
in response to Assad’s use of
chemical weapons in 2013, con-
vincing Assad to join the Chem-
ical Weapons Convention and to
cooperate with the United States

FOR THE KREMLIN.

Syrian National Council (SNC)—
one of the largest blocs within
the National Coalition—had re-
ceived $6 million from the Unit-
ed States in addition to military
training and equipment.>*°

Russia also views the Syrian con-
flict in a global context. Much of
Russian foreign policy in recent
years has been geared to estab-
lishing itself as a great power and
a global player. According to the
official Russian National Security
Strategy for 2015, “A solid basis
has been created at this time for
further increasing the Russian
Federation’s economic, political,
military, and spiritual potentials
and for enhancing its role in shap-
ing a polycentric world.”** The
2015 Strategy expanded upon
similar language in the previous
2009 strategy, which cited the
formation of “preconditions [that]
have developed for the... dynamic
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development of Russia into one of
the world leaders with regards to...
influence over global affairs.”> A
role in the Middle East is import-
ant to achieving that goal. Since
2014, as tension with the United
States and most European coun-
tries over the crisis in Ukraine
reached new heights, Moscow
was left on the one hand more iso-
lated than it had been in decades
and, on the other, taken more se-
riously by Washington than it had
been in years.?#3 Russia’s interven-
tion, of course, was not driven
solely by the desire to be seen as
a critical global player. However,
intervention to protect its signifi-
cant interests in Syria guaranteed
that in both Syria and the wider
region, Russia would play a key
role moving forward alongside or
in opposition to the United States
and that its interests would have
to be taken into consideration in
any diplomatic process.

The Syrian civil war was also seen
by Russia as a threat to domestic
security. Reports indicated that
substantial numbers of Russian
citizens were going to Syria to
fight against the Assad regime.
As of September 2014, the Rus-
sian Federal Security Service
(FSB) estimated that 500 Rus-
sians, primarily from Chechnya
and Dagestan, had joined ISIL in
Syria and Russia remained con-
cerned about the potential for
fighters to return to Russia.?#
There were even some reports
that local Russian government
officials were making it easier for
fighters to head to Syria, ostensi-
bly in the belief that they would
never return.>*® All of these fac-
tors constitute the background
and starting conditions that in-
fluenced policy changes regard-
ing Russian intervention in the
recent conflict in Syria.

Russian Involvement

in Syria

In September 2015, Russia car-
ried out its first round of offi-
cially confirmed airstrikes in
Syria.>*¢ They came just after
Assad had personally submit-
ted a request to Putin urging
Russia’s intervention in the
conflict, providing Russia with
a basis under international law
for its intervention.?” However,
at least some groundwork for
Russian military intervention
had been laid somewhat earlier.
On August 26, 2015, Syria signed
an agreement that governed the
status of Russian forces in Syr-
ia, according to which: Moscow
would deploy a contingent of its
air force on Syrian territory at
Damascus’s request; Syria would
provide Russia with the free use
of the Khmeimim airbase for an
indefinite period; and Syria and
Russia would acknowledge the
need to defend one another’s
territorial sovereignty.>*® This
guaranteed Russia’s unimpeded
military access to Syria.

Why did Russia switch to a mil-
itary strategy at that point in
time? In retrospect, several mu-
tually reinforcing factors appear
responsible. The most obvious
is the military situation on the
ground. The Army of Conquest
rebel group headed by Jabhat
al-Nusra had made major gains
in the strategic Idlib region in
the north of Syria and had be-
gun advancing southward to-
ward Hama, Homs, and Assad’s
home base of Latakia, posing a
real threat to Assad’s control.>#
In the south, the Southern Front,
a former faction of the Free
Syrian Army (FSA), led a push
north toward Damascus.®® In
a precarious alliance with Jaish
al-Fatah—an Islamist coalition

that includes Jaish al-Islam and
a southern faction of al-Nusra
Front—the FSA mounted an of-
fensive on Daraa, 56 miles south
of Damascus.®' Syria accused
Saudi Arabia, Qatar, and Turkey
of financing and supplying the
rebels—the three states were
reportedly vying for power over
Sunni opposition forces in Syr-
ia.»*> The Syrian military was
losing ground, unable to mount
an effective offense, and losing
the capacity to defend its few
strongholds in the south and on
the coastline against attack.?s?

While Russia’s commitment to
Assad himself was and remains
uncertain, by mid-2015, the pos-
sibility that he would be driven
from power by force threatened
multiple Russian interests in Syr-
ia, including the Russian military
presence and the maintenance
of a friendly regime. In addition
to worrying about chaos in Syr-
ia and beyond, the Kremlin also
viewed the conflict in Syria part-
ly through the lens of strategic
competition with Washington,
and was thus eager to stand by
its allies with military force even
in the face of the opposition of
the United States.

The experience of Crimea also
appeared to show that a small
amount of military power, ap-
plied judiciously, could rapidly
and effectively change facts on
the ground. That operation had
surely been even more success-
ful than Russia had expected, al-
though likely due far more to the
lack of Ukrainian resistance in
Crimea than to Russian capabil-
ities. In addition, some analysts
argued that the Crimea opera-
tion’s popularity with the Rus-
sian public spoke to the benefits
of military action for maintain-
ing domestic political support.®*



THE EXPERIENCE OF CRIMEA

ALSO APPEARED TO SHOW
THAT A SMALL AMOUNT OF
MILITARY POWER, APPLIED
JUDICIOUSLY, COULD RAPIDLY
AND EFFECTIVELY CHANGE
FACTS ON THE GROUND.

While this is debatable, and while
most Russians were opposed to
military action in Syria prior to
Russia’s decision to use force, the
operation was quite popular once
undertaken, and allowed the
Kremlin to maintain the patriotic
mobilization that started with the
Ukraine conflict.>> Nevertheless,
domestic politics was not the pri-
mary driver of Russian interven-
tion in Syria.

Russia also argued that as it,
too, was fighting ISIL, then the
United States and its allies had
no ground for complaint over
Russian military intervention—
particularly as their own opera-
tions were continuing. Indeed,
Russia seemingly perceived an
opportunity to compel the Unit-
ed States and its European allies
into joining a counterterrorist
coalition. Russian officials hoped
that such a coalition would lead
the United States and Europe-
ans to pull back their demands
for Assad to leave power, and
for the Europeans to back off
their support for Ukraine-related
sanctions. Forging a new coali-
tion with the United States and
its allies would also ensure that
Russia would be at the table for
any negotiated solution to the
conflict in Syria. For many in Eu-
rope, the allure of a counterter-
rorism coalition with Russia grew
even stronger in the aftermath of
ISIL-inspired terrorist attacks in

Paris, Brussels, and elsewhere
in Europe. After the Novem-
ber 2015 attack in Paris, French
president Francois Hollande
personally called on Russia and
America to “unite our forces” in a
coalition to defeat ISIL.*® Russia
continued to describe its military
action as being anti-ISIL, despite
consistent reports that Russian
airstrikes were targeting other
components of the anti-Assad
coalition, particularly those that
posed the most immediate threat
to Assad’s forces in northwestern
Syria, and civilians. This did not
sit well with the Western coali-
tion and has created lasting ten-
sions and mistrust in the diplo-
matic engagement surrounding
the conflict.

Still, it was not a simple decision.
If other Russian interventions,
such as in Crimea, had proven to
achieve rapid operational gains
at relatively low cost, there was
no guarantee that Syria would
follow a similar pattern. Mili-
tary intervention that would
cross purposes with the efforts
of multiple actors—some seek-
ing to destroy ISIL, others seek-
ing to remove Assad—made the
prospects of an international
counterterrorism coalition un-
certain at best. The decision to
intervene also risked conflict
with other powers with interests
in Syria, such as in the case of
the Turkish downing of a Rus-

sian jet in No-
vember 2015.%57
And even with
limited objec-
and an
emphasis on
air power and
special forces,
the specter of
mission creep
remained real.
Finally, Russia
could not ignore the possibili-
ty that attacks on Sunni forces
in Syria could spark a backlash
from Russia’s own Muslim pop-
ulation or prompt terrorist at-
tacks against Russian interests
in the Middle East, a danger
reinforced by the bombing of a
Russian airliner over the Sinai in
October 2015.

Russia ultimately judged that
small-scale intervention would
demonstrate its resolve, bolster
Assad enough to keep him at
the negotiating table, guarantee
Russia a key role, and, poten-
tially, help prevent the chaos
that it continued to fear would
result from the overthrow of As-
sad’s regime.

The circumstances under which
Russia chose to pursue a dip-
lomatic resolution during the
course of its intervention is part
and parcel of the broader Rus-
sian strategy in Syria. Russia
has played a key role in efforts
to negotiate a cessation of hos-
tilities, engaging in negotiations
throughout the conflict. Howev-
er, Russia appears to view this
diplomatic process as purely a
means through which to lock in
the military gains made by As-
sad (with Russian assistance),
rather than as a desired end
state in and of itself.

In February 2016, a partial cease-
fire was negotiated between ma-
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jor rebel groups (excluding ISIL
and Al-Nusra) and the Syrian
government, with the United
States and Russia serving as me-
diators.»® On March 14, Putin
declared a partial withdrawal of
Russian troops from Syria.> Yet
in practice, Russia maintained
and even expanded its military
presence in Syria following the
announced “withdrawal,” and
Russian air support remained
firmly in place as Syrian govern-
ment troops fought to retake the
historic city of Palmyra.>*® Later,
after the Syrian armed forces
continued to advance both pri-
or to and following the collapse
of the cease-fire in the summer,
Russia also provided air support
during their months-long siege
of Aleppo, Syria’s largest city be-
fore the start of the conflict.>®
Some analysts have even sug-
gested that the February 2016

cease-fire was viewed from both
the Syrian and Russian perspec-
tive as purely an opportunity for
the Syrian military to further its
position on the ground in ad-
vance of renewed hostilities.>

On December 29, 2016, Russia
announced another nationwide
cease-fire, this time negotiated
with Iran and Turkey without
the involvement of the Unit-
ed States.®® It remains unclear
whether or not the cease-fire will
hold or if the pattern of the Feb-
ruary 2016 cease-fire will repeat.
Once again, following the an-
nouncement, Russia announced
a second withdrawal of military
forces, though it remains likely
that Russia will maintain a siz-
able military presence in Syr-
ia and continue to support the
Assad government militarily.>*
It should be noted that, per the

Sources: Institute for the Study of War; SOHR.

Russian-Syrian status-of-forces
agreement, the Russian military
is allowed to use the Khmeimim
Air Base for an indefinite period;
the Russian presence in Syria is
in that sense open-ended. Rus-
sia’s continued involvement and
presence in Syria will allow it
to cement its status as a power-
broker in the Middle East for the
foreseeable future.

Conclusions

Early Russian efforts in the Syr-
ian conflict involved diplomatic
negotiations and support to the
Assad regime in a nonmilitary
capacity; however, the imminent
defeat of a Russian ally in the
Middle East threatened Russia’s
presence and regional influence
and was perceived as a danger-
ous loss of a partner that would
threaten several Russian inter-



ests. The West had imposed lim-
its onits own use of force, focused
on countering ISIL instead of the
Syrian government and trying
to ensure regional allies’ efforts
did not strengthen violence ex-
tremist movements in Syria and
Irag. Under these circumstanc-
es, Russia eventually decided to
use force openly in Syria. Mili-
tary intervention was aimed at
preventing the collapse of the
Assad regime, securing Russia’s
military foothold in the eastern
Mediterranean, establishing a
stake in any new regional order
that might follow in the Middle
East, countering terrorism, and
deflecting attention from its in-
tervention in Ukraine with the
aim of reducing its diplomatic
isolation and possibly creating
eventual leverage against U.S.
and European sanctions.

Russia’s
Use of Force:
Case Study

Conclusions

These cases highlight six key
factors that we assess likely in-
fluenced Russia’s decisionmak-
ing and acted either as a con-
straint or an inducement on the
Kremlin’s consideration of using
force: (1) Russia’s degree of de-
pendence on Western economic
support (particularly loans and
assistance); (2) the existence of
more-pressing domestic eco-
nomic and internal political ob-
jectives; (3) the effectiveness of
Russian diplomatic, economic,
and soft-power tools to accom-
plish its goals; (4) the Russian
leadership’s level of confidence
in the effectiveness of its mil-

Sources: Institute for the Study of War; SOHR.

itary instruments; (5) the con-
straints on Russian military
forces, including other missions,
military access, and logistical
feasibility; and (6) the existence
of an international framework
for addressing the crisis. The rel-
ative weight of some factors nat-
urally has changed with time, as
Russia’s economy has recovered
from the decline of the 1990s
and its military forces have been
restructured and rebuilt.

Russia’s propensity to use force
hasrisen in recent years. Notable
factors that have chipped away at
Russia’s internal barriers for ini-
tiating a military intervention
include the following:

 Minimal economic dependence:
The Kremlin, despite low inter-
national hydrocarbon prices,
does not have a short-term de-
pendency on foreign credits or
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face crucial international and
economic milestones (such as
whether it will be admitted to

ment establishment disagreed
with some of his positions (such
as on NATO enlargement).

NATIONAL SENSE OF
INDIGNITY TURNS INTO
HUBRIS AFTER A SERIES

OF SUCCESSFUL MILITARY
ENGAGEMENTS WILL
SIGNIFICANTLY SHAPE THE
SECURITY ENVIRONMENT

IN EUROPE AND THE WORLD

MORE BROADLY.
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the WTO), aswas the casein the
1990s and early 2000s. While
international sanctions lev-
ied on Russia since 2014 have
had an impact on its economy,
they are not the main driver of
Russia’s economic troubles and
their effect politically has been
to consolidate the Russian pub-
lic behind its government.

» Minimal domestic political con-
straints: Public opinion mat-
ters to Russia’s leadership, and
outward indications suggest
the public continues to strong-
ly support President Putin. In
late 2016, Russians, by a small
but positive margin, believed
their country was on the right
track.>®® The consolidation of
political authority under Putin
has essentially made Russia a
unitary actor in the foreign pol-
icy realm. By contrast, Yeltsin
faced strong opposition (and
narrowly averted impeach-
ment) from communist and na-
tionalist forces, and the govern-

o Ineffectiveness of economic and
diplomatic power alone: Russia
has consistently failed in re-
cent crises to achieve its objec-
tives through economic, dip-
lomatic, and soft power. The
decline in Russia’s influence
on Ukraine between 2004 and
2014 shows a striking change
in the Ukrainian public’s de-
sire for economic integration
with Russia, for example. As
recent events highlight, how-
ever, Russia is investing in po-
litical warfare tools that may
compensate for weakened tra-
ditional economic and diplo-
matic carrots and sticks.

e High confidence in military:
The decade-long military
modernization effort has
borne fruit, with Russian forc-
es better armed and increas-
ingly more effective on the
battlefield. This has made the
achievement of limited mil-
itary objectives increasingly
more realistic—and attractive.

This does not mean that military
force has or necessarily will be-
come Russia’s first resort in every
crisis. History shows that
Russia places an emphasis
on diplomatic approaches
and, in some cases, highly
values the international le-
gal justification of its posi-
tion: Yugoslavia’s territorial
integrity in 1999, and the
consent of the Assad regime
to intervene in 2015 stand
out, though Russia blatantly
disregarded Ukraine’s sov-
ereignty and its internation-
al commitments in 2014.
Moscow nevertheless at-
tempted to give its actions in
Crimea legal cover through
a referendum. Russia is also
willing to appeal to other
justifications—sometimes
imagined—to support its
actions. This includes protecting
so-called compatriots from vio-
lence—this was part of its jus-
tification in Crimea and eastern
Ukraine, as well as in Georgia.
It also seeks to leverage its eco-
nomic influence and is assertive
in exercising political pressure,
though in most instances unsuc-
cessfully (the shaping of Syria
options is the outlier). The above
factors likely do mean, howev-
er, that Moscow’s alternatives to
force are increasingly less effec-
tive and the disincentives to us-
ing force have diminished. In the
three most recent case studies
(Georgia, Ukraine 2014, and Syr-
ia), Russia opted for force (though
arguably the war with Georgia
stands out because Georgian
forces” attack into South Ossetia
provided justification for a Rus-
sian military response).

Once Russia decides to inter-
vene, its method may be de-
scribed as the ruthless pursuit
of relatively modest military ob-



jectives. Having overwhelmed
Georgian forces and destroyed
large amounts of Georgian
equipment and infrastructure,
Russia ended the conflict quick-
ly, did not attempt to remove the
Saakashvili government, and
did not occupy territory outside
South Ossetia and Abkhazia
(where it had forces prior to the
conflict). In Ukraine, Russia has
stoked the conflict in the Don-
bas and applied significant force
when necessary to ensure the
separatists’ survival, but it has
not tried to extend the separat-
ists’ area of control since early in
the crisis or provoke an all-out
conflict with Ukrainian forces
by threatening population cen-
ters outside the Donbas. In Syr-
ia, Russia’s airstrikes have been
devastating and indiscriminate,
but Moscow has limited its per-
sonnel and capability commit-
ment. While settling for modest
objectives, however, Russia has
also structured its interventions
in a manner that provide it with
options to escalate if necessary.

This suggests that Russia is cau-
tious about which goals it seeks
to achieve through military
force and which goals it seeks to
attain by other means, and per-
haps that it has concerns about
the sustainability of multiple
military operations. But one
must not overlook the possibil-
ity that the successes Russia has
enjoyed may encourage more
ambitious adventurism. Since
the collapse of the Soviet Union,
which Vladimir Putin famously
called the greatest geopolitical
catastrophe of the twentieth
century, Russian security poli-
cy has been suffused by a sense
that Russia was not accorded
sufficient respect and impor-
tance as a great power by the
United States and the West.>*

Whether or not Russia’s nation-
al sense of indignity turns into
hubris after a series of success-
ful military engagements will
significantly shape the security
environment in Europe and the
world more broadly.
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RUSSIAN INSTRUMENTS OF POWER

Russian
Instruments
of Power

Perceptions of Russian military and political power have shifted dramatically since early

2014. Prior to the annexation of Crimea, many observers, Western and Russian, doubted

the capability of Russia’s military and denigrated its soft-power goals. But Russia’s success

in Crimea, its continuing involvement in eastern Ukraine, and its military campaign in

Syria have forced a substantial reconsideration of the Russian military and spurred fears
of further Russian aggression. Meanwhile, as political parties sympathetic to Russia gain
traction in Europe, concern that Russian propaganda, coercive tools, and direct interference

pose areal threat to democratic institutions has also grown.

As the discussion below shows,
Russia’s military has indeed
become more capable over the
last few years, particularly as a
result of the New Look reforms
first announced in 2008. It has
demonstrated improved capaci-
ty in limited conflicts and built
new capabilities targeted at key
NATO vulnerabilities. This is
not to say that Russia is an equal
match for, say, the armed forces
of the United States—Russia’s
military remains hampered by
artifacts of its past, including
old equipment, inefficient in-
dustry, and incomplete profes-
sionalization. But Russia com-

bines niche capabilities and a
low bar for the use of force to
ably do more with less. Simi-
larly, the efficacy of Russian in-
formational, political, and eco-
nomic tools remains an issue of
debate—even in Russia, where
officials continue to experiment
with how to best match tools to
goals. The real threat that Russia
poses is, of course, that it can
combine these different tools
to great effect. Russia’s savvy
blending of its military capabil-
ities, information operations,
political tools, economic levers,
and advantageous geography
has created a much bigger prob-

lem for NATO than any one tool
would pose in isolation.

Russia’s propensity to rely on a
range of tools reflects its threat
perception. Russian writings indi-
cate a continued fear that adver-
saries may and do deploy a variety
of approaches to do it harm.?” Rus-
sia’s latest military doctrine makes
it clear that Russia sees the world
as a dangerous place—and that it
sees both military and nonmilitary
threats to its interests around the
world.>*® These and other Russian
writings make clear that the Krem-
lin’s military and civilian leaders
continue to view popular unrest
as a form of foreign-backed sub-



version; that they equate opposi-
tion with violent extremism; and
that they make little distinction
between threats to governing au-
thorities and threats to the nation.
It is therefore not surprising if
Russia is looking to rely on a tool
set it views as similar to that of its
adversaries—and perhaps to seek
ways of preventing their use by an
adversary, whether by using them
first or by effectively
defending itself.

This chapter begins

pro-Russian politicians through-
out Europe who also have ties to
Russian business, the direction
of causality is difficult to estab-
lish. For example, Jobbik, Hun-
gary’s second-largest opposition
party, is both pro-Russian and
ultranationalist. Party member
Béla Kovécs is now under investi-
gation as an alleged Russian spy.
Kovacs financed Jobbik as it was

RUSSIA COMBINES

far-left groups in Europe and the
United States. While the links can
be difficult to define, much has
been made of loans from Mos-
cow-based First Czech Russian
Bank to France’s far-right Nation-
al Front Party in 2014 and 2016.
France’s Republican Party also
supports closer relations with Rus-
sia because it represents business
interests within the defense, ener-
gy, luxury goods, trans-
portation, and banking
industries, which would

with a discussion of N I C H E C A PA B I I_ I TI E S like to do business with

ceonomic muene AND A LOW BAR
FOR THE USE OF
- . FORCE TO ABLY DO
it menst wiowes MORE WITH LESS.

and nonkinetic capa-
bilities, including in-
formation operations.
The chapter then ex-

by its conventional

military capabilities and reform
efforts. It then discusses what
we can learn about Russia’s mili-
tary capabilities by observing the
conflicts in Ukraine and Syria.
It closes with some thoughts on
how Russia may deploy this tool-
kit in the future.

Political and
Economic Tools

Over the last 25 years, the Krem-
lin has repeatedly sought to trans-
form economic relationships with
foreign governments into political
influence. Success has historical-
ly been limited. Years of efforts
to use energy ties to blackmail
Ukraine and other former Soviet
states, for example, failed time
and again.® Russia also leverag-
es the ties of Russian businesses
and the pro-Russian sentiments
of certain political parties in
Europe to increase Russian in-
fluence.?® But while there exist

starting out, and there is specula-
tion that some funding may have
come from Russian channels.?”
Hungary’s prime minister Viktor
Orban has been a “Euroskeptic”
since 2010, and has favored clos-
er ties with Russia. Under Orban,
Hungary has given Russia’s Rosa-
tom a multibillion-dollar contract
to build two nuclear facilities and
Hungary’s parliament has allowed
firms to defy EU regulations
to help build Gazprom’s South
Stream pipeline, a project that
has since been canceled.”” In this
and similar cases, it is clear that
Russia has supporters, and that
some of those supporters have
business interests that they seek
to advance by political means, but
it is not clear whether Russia has
cultivated the business interests
specifically to make this possible.

In Western Europe and the United
States, there are signs of a variety
of ties between the Russian gov-
ernment and both far-right and

Russia.?” There are also
business relationships
between Germany and
Russia, as well as parties
that favor closer rela-
tions with Russia rep-
resented in the German
Bundestag (including
the Social Democrats,
currently the junior partner in An-
gela Merkel’s government).” Most
recently, in December 2016 Rus-
sia’s United Russia Party signed a
cooperation agreement with the
Austrian far-right Freedom Par-
ty.#® While there is no evidence
to suggest Russia actively fostered
these relationships purely for po-
litical influence, Russia has surely
recognized the potential benefits
these lobbies may hold.

The Information
Space: Cyber
Operations,
Information
Operations,
and Electronic
Warfare

While Western parlance tends to
separate out the different compo-
nents, Russian military person-
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nel and analysts tend to use the
terminology “Information War-
fare” to encompass many things,
to include cyber campaigns,

capabilities, which are often re-
ferred to as computer network
exploitation (CNE), computer
network attack (CNA), or offen-

RUSSIA IS CLEARLY
WILLING TO DEVOTE THE
POLITICAL CAPITAL AND
TAKE THE REQUIRED RISKS
TO EFFECTIVELY LEVERAGE
OFFENSIVE CYBERSPACE
CAPABILITIES TO ACHIEVE
ITS NATIONAL OBJECTIVES.
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propaganda, and electronic war-
fare, among others. In an article
published in July 2014, retired
Russian major general Charis
Saifetdinov wrote that “informa-
tion warfare needs to be contin-
uously conducted in peacetime”
using “all available forces and as
a way to act against the informa-
tion objects of the opposing side
and to defend one’s own from
similar action.”?® Of course, in-
formation operations of various
sorts were important compo-
nents of both the Soviet and U.S.
toolkits during the Cold War.?”
And all of the terminology is
used inconsistently throughout
the world. However, recent Rus-
sian operations are notable for
their integration of these nonki-
netic capabilities with kinetic, or
real-world, operations, particu-
larly in Ukraine.

Cyber Attacks

Cyber has become a catchall
term with a nebulous meaning
that shifts depending on con-
text. This section focuses on
Russia’s offensive cyberspace

sive cyber. Russia’s defensive
cyberspace capabilities will not
be considered. Offensive cyber-
space capabilities capture a wide
range of techniques ranging
from relatively unsophisticated
denial of service (DoS) attacks
aimed at disrupting commercial
websites to highly tailored soft-
ware packages that rely on mul-
tiple zero-day exploits in order
to gain access to highly protected
systems.”® This can be thought
of as the difference between an
aging dumb bomb and the most
advanced long-range preci-
sion-guided weapon.

The end goal of offensive cyber-
space capabilities also varies.
Some cyberattacks are meant to
disrupt an adversary’s military
operations. Others may target
the civilian aspects of an adver-
sary’s government or cripple
critical infrastructure such as
water, power, and internet ser-
vices. Additionally, offensive
cyberspace operations may re-
semble espionage. In this use,
they gather information for later
dissemination as part of an in-

formation campaign or to steal
valuable technical secrets about
an adversary’s latest capabilities
to exploit and/or copy.

The very nature of cyberspace
can make it difficult to attribute
cyberattacks to any particular
person, group, or even nation.
States with sophisticated cy-
berspace capabilities are at an
advantage when it comes to at-
tribution as they can bring con-
siderable forensic resources to
bear.”® Attackers must ensure
that their operational security
is ironclad; even the smallest
lapse can permit attribution.
The recent report released by
the U.S. intelligence community
and other independent analy-
sis of the 2016 Democratic Na-
tional Committee (DNC) hack
has demonstrated this fact. It is
important to caution that states
may be able to retain some de-
gree of deniability if they employ
nonstate or quasi-state actors to
conduct offensive cyberspace
operations. While attribution is
often possible, discerning intent
will remain an ongoing chal-
lenge. As with most intelligence
problems, “the quality of attri-
bution is a function of available
resources... available time... [and]
adversary’s sophistication.”2°

Despite these limitations, Russia
has made considerable invest-
ments in cyberspace capabili-
ties dating to the waning days
of the Cold War. These invest-
ments are driven, in part, by an
acknowledgement that cyber
(and electronic warfare) capa-
bilities can undermine the U.S.
and NATO military advantage.
Russia is clearly willing to devote
the political capital and take
the required risks to effectively
leverage offensive cyberspace
capabilities to achieve its nation-



al objectives. This difference in
risk calculus is especially stark
when compared with the United
States, which seems far less will-
ing to use its considerable cyber-
space capabilities or engage in
overt or even veiled messaging.

The first confirmed Russian
state hacks against the United
States occurred in the late 1990s
with the Moonlight Maze attacks
against DoD computer networks,
but the series of cyberattacks ex-
ecuted against Estonia in 2007
is often pointed to as the first
instance of the “modern” use of
offensive cyberspace capabilities
by Russia.®®' In the latter case,
Estonia’s digital infrastructure—
including its government min-
istries, political parties, major
newspapers, and private compa-
nies such as banks and commu-
nications firms—were subject
to repeated distributed denial
of service attacks (DDoS) amidst
increased tensions between the
two countries.*® Some sites were
subject to “digital vandalism”
with their homepages replaced
with Russian propaganda.?

Similar attacks were conduct-
ed against Georgian targets
prior to the start of the August
2008 war.*® Various sources
attributed the attacks both to
government-sponsored groups
and to “patriotic hackers,” who
may have felt empowered by
the Kremlin, but acted on their
own.® After fighting com-
menced, cyberattacks appeared
to support an overarching in-
formation campaign to shape
public opinion through the cre-
ation of fake websites pushing a
pro-Russian narrative.¢

The following year, Kyrgyzstan
faced DDoS attacks from Russia
(or, at least, Russia-based com-
puters) against its two major

internet service providers, shut-
ting down many websites and
email. While this may have hurt
Kyrgyz opposition forces more
than its government, some spec-
ulated that the attack was retri-
bution for allowing the United
States to use Manas Airbase.?®

In December 2015, both U.S.
and Ukrainian officials blamed
Russia for a cyberattack that
disabled a portion of Ukraine’s
power grid, leaving several hun-
dred thousand people without
power for several hours.?®® The
attack used an exploit to access
the network’s control systems
and used a denial of service at-
tack targeting the telephone in-
frastructure to prevent electrici-
ty customers from reporting the
outage to the company.>

Today, Russian cyberespionage
efforts against U.S. government
and private networks have be-
come somewhat commonplace.
Russia’s cyber tools are general-
ly configured toward extensive
cyberespionage of government
and private networks and broad-
based cyberattacks. The afore-
mentioned Russian cyber espio-
nage and information campaign
directed against the 2016 U.S.
presidential election represents
the first large-scale combina-
tion of Russian cyberspace and
information warfare capabilities
to influence political debate and
public opinion. Influence opera-
tions are nothing new for Mos-
cow. As the January 2017 DNI re-
port on Russian activities during
the election noted, “Moscow’s
use of disclosures during the
U.S. election was unprecedent-
ed, but its influence campaign
otherwise followed a longstand-
ing Russian messaging strategy
that blends covert intelligence
operations—such as cyber ac-

tivity—with overt efforts by
Russian Government agencies,
state-funded media, third-party
intermediaries, and paid social
media users or ‘trolls.””?°

The DNC hacks demonstrate
technical skill and operational
sophistication as Russian actors
attempted to conceal their ac-
tions using fake personas such
as Guccifer2.0 and DC Leaks,
and by co-opting others, nota-
bly WikiLeaks. While Russian
actors also targeted the serv-
ers of the Republican National
Committee, most of their focus
was on the DNC and other Dem-
ocratic party-aligned groups
and figures.** Independent
cybersecurity analysts have
identified the signatures of two
separate Russian state hacking
teams: APT-28 and APT-29, col-
loquially Fancy Bear and Cozy
Bear.*> Fancy Bear, attributed
to Russian military intelligence
agency GRU, breached the DNC
network in April 2016. Cozy
Bear, reportedly linked to Rus-
sian foreign intelligence service
SVR, is believed to be behind
attacks on U.S. government
unclassified email networks,
to which they gained access in
Summer 2015.> The presence
of two different groups suggests
specialization among Russian
cyberspace actors, with Cozy
Bear involved in persistent sur-
veillance efforts and Fancy Bear
undertaking more-targeted op-
erations. Alternatively, it is pos-
sible that Russian intelligence
agencies failed to adequately
coordinate their operations
with one another.

There are numerous other Rus-
sian state hacking groups that
have been identified by secu-
rity researchers and traced by
distinct operational patterns
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and capabilities. It is likely that
Russia keeps its most capable
offensive cyber capabilities un-
der extreme secrecy, in much
the same way the United States
attempts to veil the National Se-
curity Agency’s (NSA) most pow-
erful systems. The appearance
in Summer 2016 of a previously
unheard-of group, the Shadow
Brokers, claiming to possess a
set of highly sophisticated NSA
exploits may be Russia signaling
the extent of its cyber capabil-
ities as a warning to the United
States.?* It is also possible that
some of these groups may be un-
related, false-flag operations, or
something else.

Despite Russia’s skillful use of
cyberespionage in its influence
operations, there remains little
evidence of Russia conducting
fully integrated offensive cyber-
attacks within its military opera-
tions. Instead, Russia’s cyberwar-
fare attacks have been described
as “relatively unsophisticated
types of attacks... carried out in
a very sophisticated manner.”**
Russia has certainly leveraged
cyberattacks as part of its coer-
cive efforts, as noted in the cas-
es of Estonia, Georgia, Ukraine,
and others. Most of these attacks,
however, were broad-based
DDoS attacks and other mali-
cious activities with the intent to
cause widespread but temporary
disruptions to government and
public websites and communica-
tions. They generally caused no
physical damage and their effects
were temporary.*® Moreover,
none of Russia’s actions in cyber-
space specifically targeted mili-
tary systems or capabilities.

This does not necessarily mean
that Russia lacks more-tailored
cyberwarfare capabilities. It may
simply mean that it has not yet

applied its capabilities in combat
(or has done so in an undetected
manner). Regardless, U.S. and
allied policymakers should take
no comfort in the lack of sophis-
tication in Russia’s demonstrat-
ed cyberwarfare capabilities. If
anything, Russia has shown that
even simple cyberattacks can be
employed to immense effect and
that Moscow has the skills to
successfully employ its cyber ca-
pabilities in pursuit of its broad-
er political objectives.

Information Operations

Information operations are the
dissemination of various media
(propaganda, news, disinforma-
tion) by a variety of means to at-
tain political and military ends.
Such campaigns can include
spreading false or subtly altered
information to create confusion
or revealing damaging confiden-
tial information. Russia learned
important lessons about infor-
mation operations from its var-
ious conflicts in Chechnya and
its war with Georgia in 2008. In
both cases, Russia’s adversaries
were far more successful, at least
in the early stages of both con-
flicts, in creating a persuasive
narrative of Russian aggression.
This prevented the spread of a
pro-Russian explanation for their
actions. Later in the Chechnya
War, Chechen separatists lost a
good bit of this goodwill due to
a series of attacks on journalists
and large-scale terrorist attacks
against Russian civilians.>”

In Georgia, both parties worked
hard to influence public opin-
ion, accusing one another of
war crimes while claiming in-
nocence on their own part.>®
Initially, Moscow felt Tbilisi had
been more successful on this
front, despite Russia having won
the military conflict. Later, af-

ter more press reporting of the
Georgian role in initiating the
conflict, both Russia and Geor-
gia may have felt dissatisfied
with efforts to sway global opin-
ion.?° During the Second Chech-
en War, Russo-Georgian War,
and operations in Syria, Russia
has allowed embedded report-
ers access to its military person-
nel to help create a pro-Russia
narrative for both domestic and
international consumption.

Russia has developed a large-
scale and generally successful
effort to control its domestic
information environment. This
includes a domestic press corps
that generally follows the estab-
lished government line and the
near absence of political opposi-
tion.>*° Russia is increasingly de-
veloping a Russia-specific inter-
net in the same way that China
has created a “closed” national
internet. The creation of a closed
internet allows the state to main-
tain close control of information
and the overriding media nar-
rative. To date, however, Russia
remains firmly connected to the
global internet, although the
Russian language means that it
has its own equivalents of some
popular international sites. For
example, Vkontakte is the pri-
mary Russian social network
and Yandex is the Russian equiv-
alent of Google. In addition, Rus-
sian internet users are closely
monitored by a relatively sophis-
ticated monitoring tool, SORM,
which records all internet activi-
ty and is a powerful tool for root-
ing out dissent.>**

The challenge abroad is far
more complex. Russian infor-
mation campaigns for foreign
consumption rely on a combina-
tion of government-sponsored
media, such as RT and Sputnik,



official and unofficial social
media, and orchestrated state-
ments by Russian officials. Rus-
sia’s propaganda abroad has not
created unequivocal support for
Russian positions, but rather it
has sowed doubt and uncertain-
ty about narratives pushed by
other nations and independent
news agencies. For example, the
Russian government’s consis-
tent and ongoing denials that
Russian troops are operating in
Ukrainian territory made some
foreign governments and for-
eign media wary of suggesting
that they were, despite the evi-
dence.?**> Russia was thought to
be behind at least some of the
many efforts to discredit both
Western and Ukrainian leaders
by demonstrating links between
them by leaking recordings of
telephone conversations and
email exchanges.’*

Indeed, state-owned and con-
trolled Russian media sought to
affect the situation in Ukraine
from the start. Prior to the
Maidan revolution, Russian
controlled or influenced re-
porting focused on discrediting
the European Union (and thus
association with it), in the eyes
of Ukraine’s largely conserva-
tive population. One example
of this information campaign
was the emphasis of EU stanc-
es on LGBT rights. After the
Maidan, Russia pushed a narra-
tive wherein ousted Ukrainian
president Yanukovych was
removed by a coalition of
“fascists” and Western gov-
ernments who backed the “rad-
icals.”*¢ The new Ukrainian
government attempted to cur-
tail the effects of Russian pro-
paganda by limiting air time for
Russian media and films, but
with limited success, as many
Russian speakers sought out

Russian television and infor-
mation on the internet.3°s

Russian propaganda has ex-
panded rapidly into new media
forms, especially social media.
Investigators have been able to
catalogue  numer-

counter these activities simply
by providing the truth, what-
ever it may be. It is a question
of volume. This quantity-over-
quality approach is evident in
the sheer scale of Russian oper-
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on social media to
undermine  Western narra-
tives and increase the pene-
tration of Russia’s messages.>*
Some reporting has indicated
the presence of “troll farms”—
locations from which a relative-
ly large number of people coor-
dinate troll accounts.’*’ These
accounts masquerade as people
from across the demograph-
ic spectrum and with a wide
range of interest groups. They
will realistically interact with
existing groups and comment-
ers to spread their message and
disguise the true nature of the
account. For example, Twitter
accounts disseminating disinfor-
mation may use names just a few
letters off from legitimate news
websites or famous persons to
increase their believability.>*®

In many ways, Russian informa-
tion operations take advantage
of the ability to, quite simply,
lie.3*® Because Russia and its
agents, intentional and oth-
erwise, promulgate a range of
demonstrably false but plenti-
ful and sometimes even plau-
sible narratives, it is difficult to

ations and the numerous groups
directly employed by or aligned
with the Russian government.
The breadth and depth of the
actors Russia is able to marshal
in the information and cyber
domains represents their com-
parative advantage.

Electronic Warfare

Russia has renewed its invest-
ments in EW capabilities and has
demonstrated systems with rele-
vance at the tactical, operation-
al, and strategic levels. These
systems can undermine an op-
ponent’s command and control,
communications, intelligence,
and precision fires capabilities.
Russia is aware that these sys-
tems form NATO’s competitive
advantage and are deploying sys-
tems that remove the key pillars
upon which this advantage rests.

As with many aspects of the cur-
rent NATO-Russia dynamic, the
competition in the electromag-
netic spectrum (EMS) can trace
its lineage to the Cold War. The
United States and NATO relied
upon advanced weapons sys-

69



RECALIBRATING U.S. STRATEGY TOWARD RUSSIA: A NEW TIME FOR CHOOSING

RUSSIAN INSTRUMENTS OF POWER

tems that were, in turn, reliant
upon the EMS to enable freedom
of movement and deliver preci-
sion firepower that could offset
the Soviet Union and Warsaw
Pact’s numerical advantages in
conventional forces. The Sovi-
ets, of course, sought to domi-
nate and deny NATO’s freedom
within the EMS, leading to a
proliferation of offensive and
defense capabilities and tactics
used by both sides. Today’s U.S.
and European militaries have
become even more reliant upon
uncontested access in the EMS
as battlefield communications
and combat platforms are now
increasingly integrated across
warfighting domains.

Russian EW capabilities have
made significant strides in re-
cent years. Russia has been
investing specifically in EW
since the 1990s, but increased
its investment after the Russo-
Georgian War.®° Dominance
of the electromagnetic realm is,
therefore, once again a corner-
stone of Russian military doctrine
and is being tested and refined on
thebattlefields of eastern Ukraine
and Syria.*** The Russian military
maintains significant EW units

Russian electronic warfare systems,
such as the Krasukha-S4, can be
used to target UAVs, aircraft radars,
and low earth orbit satellites.
December 2014

Credit: Vitaly V. Kuzmin

that are fully integrated into its
force structure’? This includes
EW centers and EW brigades in
each of its military districts.* In
2015, these units were manned
about 55 percent by professional
soldiers, but plans include a fully
professional force.?

EW capabilities are a compo-
nent of Russia’s overall anti-
access/air denial (A2/AD) com-
plex. The geography of NATO’s
eastern flank allows Russia to
keep powerful EW and sensing
capabilities relatively safe with-
in their territory. These nonki-
netic elements can be used to
both degrade U.S. and allied in-
telligence gathering and protect
key installations and equipment
in a crisis. Given the general
lack of U.S. and alliance ground-
based EW systems, this provides
Russia a distinct advantage.

New Russian EW systems are
being fielded that specifically
target NATO, particularly U.S,,
operational and strategic capa-
bilities to include satellite-based
navigation, unmanned systems,
and satellite datalinks. Powerful
jamming and electronic collec-
tion systems such as the Kra-
sukha-20, Krasukha-S4, Mur-

mansk-BN, and Avtobaza are
likely to be used to protect key
Russian capabilities and degrade
U.S. networks and precision nav-
igation systems. In fact, the Avto-
baza was rumored to be used by
Iran to force down an advanced
U.S. unmanned aircraft in late
2011.3%  Generally speaking,
these capabilities are targeted at
operational and strategic com-
munications and reconnais-
sance capabilities.

In addition to these systems,
Russian forces field a host of
relevant EW capabilities at
lower combat echelons includ-
ing tactical jammers targeting
small UAVs, cell phones, artil-
lery radars, and artillery fus-
es—all used to great effect in
eastern Ukraine. For example,
the Infauna system is able to
counter radio-controlled mu-
nitions and suppress tactical
communications, and the mo-
bile Borisoglebsk-2 can pur-
portedly jam satellite-based
navigation systems.*® Russian
systems such as the SPR-2,
R330, and PR-377 L/LA have
all been observed in eastern
Ukraine. Russia has also used
passive EW collection and di-



rection-finding systems in or-
der to target artillery fires. Such
operations have also included
EW-enabled psychological op-
erations wherein Ukrainian sol-
iders receive text messages fol-
lowing Russian artillery strikes
asking about their well-being.

Nuclear
Capabilities

In the 1990s, when the Russian
military was weak and disor-
ganized after the Soviet col-
lapse, Russian military doctrine
leaned heavily on its nuclear
arsenal as a deterrent. Today,
despite increased conventional
military capability, Russia’s nu-
clear deterrent remains a major
component of its national pow-
er, albeit often wielded in a de-
liberately ambiguous manner.
Russia’s formal doctrine sets a
high bar for nuclear use. The
2010 and 2014 versions of Rus-
sia’s military doctrine authoriz-
es use of nuclear weapons only
“in response to the use of nu-
clear and other types of weap-
ons of mass destruction against
it and/or its allies,” and “in the
event of aggression against the
Russian Federation with the use
of conventional weapons when
the very existence of the state
is in jeopardy.”®” The 2014 doc-
trine makes clear that Russia is
seeking to improve its conven-
tional deterrence capabilities.*
This high bar contrasts starkly
with rhetorical nuclear sabre
rattling. Russian officials have
made comments about possible
nuclear use that suggest a lower
threshold, muddying the wa-
ter.® Russia has also ramped up
the frequency of its nuclear ex-
ercises and added more surprise
inspections since March 2014.32°

Short of full-scale conflict with
the United States, Russia’s non-
strategic systems are of greatest
concern. Recent analysis puts
Russia’s nonstrategic warhead
count at between 1,000 and
2,000.* It is important to note
that this includes a broad range
of nuclear armed systems, in-
cluding many that have fallen
out of favor in Western arsenals,
such as nuclear armed surface-
to-air, antiship, and antisubma-
rine munitions. Russian rhet-
oric has recently emphasized
the dual-use capacity of some
of its most advanced conven-
tional delivery systems, notably
the Iskander and Kalibr, each of
which can carry nuclear weap-
ons. There is no evidence that
either system has been deployed
with a nuclear payload.

Russia is also continuing to mod-
ernize its strategic delivery sys-
tems. The current Russian arse-
nal is roughly split between new
launchers and aging systems.
The core of the Russian ICBM
force is composed of the RS-12M
Topol (SS-25 Sickle), RS-12M1/2
Topol-M (SS-27 Sickle-B), RS-
24 Yars, and RS-20V (SS-18 Sa-
tan).3>> The RS-24 and RS-20V
are both deployed with multiple
independent reentry vehicles.
Russia is continuing the deploy-
ment of the RS-24 and has plans
toreplace the RS-20V with a new
large ICBM, the RS-28 Sarmat, in
the coming years.’? Given the
issues that often plague Russian
military programs, the ICBM
modernization efforts have been
relatively issue-free. Conversely,
the program to develop a new
submarine-launched  ballistic
missile (SLBM) has struggled.
The RSM-56 Bulava (SS-N-32)
has faced consistent setbacks
during its development, and
while now deployed on the op-

erational Yuri Dolgoruky-class
ballistic missile submarines, it
has continued to perform poorly
in tests.3

While dramatically improving
the capability of its ICBMs, Rus-
sia is currently meeting its com-
mitments under the New START
arms control treaty. This treaty
limits Russia and the United
States to 700 deployed (800 total)
launchers and 1,550 warheads.
The parties have until February
2018 to meet these goals and
the treaty is binding until 2021
unless extended further. At pres-
ent, Russia is believed to be in
compliance with the launcher
restrictions, but over the total
number of deployed warheads.?*
Given a changing geopolitical
environment, it is unclear what
the future holds for U.S./Russian
arms control regimes. This is dis-
cussed further in Chapter 5 as a
recommended area of continued
cooperation between the United
States and Russia.

Russia’s
Conventional
Military Forces

Former defense minister Anato-
ly Serdiukov initiated the “New
Look” reforms of the Russian
military following the 2008
Russo-Georgian War. Despite
Russia’s victory in that conflict,
many Russians saw its perfor-
mance as disappointing, fos-
tering a commitment to reform
that had been missing in decades
past. Serdiukov’s successor, Ser-
gei Shoigu, has continued some
aspects of these reforms and
reversed others. The key com-
ponents of these combined ef-
forts include: consolidation of
Russia’s military districts into
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joint strategic commands (East-
ern, Western, Southern, and
Central, and now supplemented
by a new, Arctic-focused North-
ern command); shifting to a
brigade-centric force structure
from a division-based model
with an increased focus on pro-
fessional soldiers (kontraktniki)
rather than conscripts; an in-
creased pace and scale of mil-
itary exercises; and improved
material quality. While Russia’s
approach to military moderniza-
tion has shifted at times, overall,
Moscow has continued its efforts
to improve the technology, pro-
fessionalism, mobility, and read-
iness of its armed forces.?*®

Defense Spending
and Plans

Russia regularly releases am-
bitious State Armaments Pro-
grams (SAP), outlining spending
on new systems and moderniza-
tion over the next 10 years, with

new plans released every five
years. However, the release of
the 2016 SAP was delayed, so the
2011 SAP remains in place. While
the full program budget is classi-
fied, the total amount of money
allocated is stated as 20.7 tril-
lion rubles (about $704 billion at
2011 exchange rates and $345.7
billion at current exchange rates)
although Western analysts be-
lieve that 19.04 trillion rubles is
a more likely estimate. Much of
the spending has been pushed
into the future with 2020 spend-
ing projected as a tenfold in-
crease over 2010. Nevertheless,
implementation of the 2011 SAP
is already behind schedule.’?
This is not surprising since pre-
vious Russian armament pro-
grams have similarly deferred
funding into the future, creating
a bow wave of future funding re-
quirements that oftentimes nev-
er materializes.?*® The discussion
of specific Russian military capa-

Source: SIPRI Military Expenditure Database 2016

bilities in this chapter illustrates
this phenomenon. Historically,
Russia’s armament programs are
rarely fulfilled in their entire-
ty. Despite the obvious need for
modern equipment across the
armed forces, Russia has strug-
gled to afford the cost of de-
ploying modern systems in the
necessary quantities. Although
it has made significant cuts to
the force structure that it inher-
ited from the Soviet Union, Rus-
sia still faces challenges when
it comes to modernizing the
equipment across the breadth
of its forces. As a result, entirely
new equipment is rare and either
built slowly in boutique numbers
or scrapped outright in favor of
more economical upgrades to
older equipment.

Funding constraints are the
most obvious reason for this
phenomenon. Russia’s modern-
ization plans rely on rising bud-
get allocations that are often



threatened by economic down-
turns or fluctuations in energy
prices (which make up the bulk
of the government’s revenue).
Russia’s military budget has
been comparatively protected
in the recent economic down-
turn, but the fiscal realities
that Moscow faces are making
it difficult to keep up defense
increases in light of major bud-
get shortfalls. In 2015, Russia
cut the growth in its defense
spending by 5 percent to just
under 3.2 trillion rubles. Its
2015 budget, however, was still
25 percent higher than in 2014
and did little to dent the major
growth in defense spending
(in real terms and as a percent
of GDP) since 2009—2010. The
2016 military budget was to
remain the same as 2015, but
another 5 percent cut was an-
nounced in March 2016, indi-
cating the first real decline in
Russia’s defense spending since
2010.** Despite Russia’s ris-
ing defense spending in recent
years, it is important to remem-
ber that its defense spending
remains dwarfed by that of the
United States. Although fluc-
tuating exchange rates and dif-
ferent costs make comparisons
problematic, Russia’s official
defense budget in 2015 was ap-
proximately $91 billion (prior to
the rubble collapse), while U.S.
defense expenditure was over
$595 billion.3°

The fact that overall defense
funding has remained relatively
high means that the slow pace of
procurements is more than an
issue of funding. The inefficien-
cy and corruption in the Russian
defense industry plays a sub-
stantial role. Never a speedy or
effective producer, the Russian
military-industrial complex has
faced additional obstacles due to
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Drawing a straight line from
Russian defense plans to its ac-
tual military capabilities has
always led to overly optimistic
assessments (from a Russian
viewpoint). However, equat-
ing slow modernization with
weakness would also be a mis-
take. Economic constraints are
unlikely to cause issues in the
near term for Russian military
operations.?®* Indeed, many of
Russia’s recent and ongoing
military operations like east-
ern Ukraine have successfully
relied on forces using cheap-
er and older weapons systems
and light-footprint operations.
Even if Russia faces long-term
protracted conflicts, as long as
its adversaries also remain us-
ers of older, lower-technology
equipment, its problems may
not be ones solved by modern
weapons, as the United States
learned in Iraq and Afghani-
stan.?** More-advanced adver-
saries would, of course, present
a different dynamic.

EQUIPMENT.

Personnel, Manning,
and Mobilization

Although the Russian armed
forces have overall greatly im-
proved recruitment and reten-
tion over the last few years, it
still faces problems with low and
uneven manning levels. In 2016,
the Russian armed forces totaled
approximately 798,000 person-
nel, which fell short of Putin’s
stated goal of a million-person
force.?® Efforts to increase and
retain personnel have increased
manned rates from an estimat-
ed 80 percent between 2010 and
2012 to 90 percent in 2014 and
93 percent in 2016.%* The Rus-
sian Ministry of Defense (MoD)
has promised full manning by
2017.3% Despite these improve-
ments, manning remains un-
even across military districts and
within various components of
the overall force. For example, in
2012, units in the Southern Mili-
tary District, then engaged in op-
erations in the North Caucasus,

FAVOR OF MORE
ECONOMICAL
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were manned at 90 to 95 per-
cent, though the other districts
were below the 80 percent aver-
age.*® Russia’s tendency to mix
and match units from different
military districts for operations
also leaves some forces in better
shape than others.

Despite professionalization ef-
forts in recent years, the Russian
military continues to rely on
conscripts to fill large portions
of its ranks, creating an array of
problems in terms of the readi-
ness and skill of its personnel.
In 2007, Russia shortened its
conscription period from two
years to one year, which like-
ly improved compliance with
conscription laws that had of-
ten been flouted in the past.
The shortened service terms,
however, have also resulted in
conscripts who are less experi-
enced given their high rate of
turnover. Furthermore, Russian
regulations prohibit sending
conscripts into combat, cre-
ating controversy in the form
of reports of conscripts being
pressured or misled into sign-
ing contracts so that they can
be sent into eastern Ukraine.3s
Despite years of professional-
ization efforts, it was not until
2015 that professional soldiers
outnumbered conscripts.** Yet
the drive to increase the num-
ber of professional soldiers in
the ranks threatens to dilute the
higher quality of these troops.
In late 2016, the Russian Duma
introduced an option of a much
shorter, one-year contract (as
opposed to the typical two- to
five-year contract for profes-
sional troops) for those who
want to sign on to fight in “coun-
terterrorist” operations.>* This
suggests that Russia’s reliance
on conscripts continues to pose
a challenge for its ability to em-
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can be mobilized,

however, varies from district
to district.>* This analysis also
concluded that Russia has the
ability to conduct larger-scale
operations, along the lines of
the 150,000 forces, without
considerable strain.?*

But these larger mobilizations
rely on being able to move forces
quickly and effectively. Russian
forces have demonstrated such
capabilities during past exercis-
es where they may deploy from
bases over 200 miles away from
the exercise location. However,
these exercises are reliant upon
civilian resources to support
mobilization and logistics and,
importantly, take place with-
in Russian territory.?* If one is
thinking about possible Russian

use of force abroad, it is import-
ant to consider that, beyond
Syria, Central Asia, the South
Caucasus, and Belarus, Russia
does not have major military in-
frastructure. Russia lacks the air
and sea-lift capabilities it would
need to support sustained ma-
jor combat operations and proj-
ect large military forces abroad.
Even in Syria, where Russia had
existing bases, the overall num-
ber of forces is relatively small.
Russian combat power is most
potent near its borders. It lacks
the ability to decisively project
large military forces abroad. Rus-
sia may seek new (or revived old)
bases abroad, but progress to
date has been limited.



RUSSIAN CONVENTIONAL MISSILES

Maximum Range

Launch Platform (Approx.)

Air-launched cruise

- - ] 347
Kh-555 (AS-15 Kent) missile (ALCM) Heavy bomber 2,100 miles
Kh-101 ALCM Heavy bomber 1,700—3,100 miles34®
3M14 Kalibr Multlplatform %ar%d Surface vessels .
. attack cruise missile . 900—1,500 miles3*
(S8S-N-30 Sizzler) (LACM) and submarines

9K720 Iskander
(SS-26 Stone)

Precision Strike

In recent years, Russia has made
significant strides in its conven-
tional precision-strike capabili-
ties, as well as limited advances
in supporting capabilities, such
as command, control, commu-
nications, computers, intelli-
gence, surveillance, and recon-
naissance (C4ISR). The Russian
military now fields a relatively
advanced inventory of air- and
sea-launched cruise missiles,
air-delivered direct attack preci-
sion-guided munitions (PGMs),
and short conventional ballistic
missile systems.?*¢

Russia’s most robust and danger-
ous class of PGMs is its families
of long-range cruise missiles.
During the Cold War, the Sovi-
et Union developed impressive
cruise missile capabilities espe-
cially in the naval domain. The
Kalibr, Kh-555, and Kh-101 weap-
on systems give Russian forces
the ability to hold targets at risk
while limiting the threat faced
by their respective launch plat-
forms. All of these missiles have

Short-range
ballistic missile

been used as part of Russia’s mil-
itary operations in Syria.®*

The Kalibr and Kh-101 are the
most impressive of these weap-
ons. TheKalibris a multiplatform
weapon that can be launched off
of a wide array of naval vessels,
including small diesel-powered
submarines and small surface
vessels. It may be produced in
a lighter air-launched version
with reduced range for tacti-
cal aircraft.?*> The Kh-101 is an
evolution of the Kh-55 platform
with improved guidance ca-
pabilities and a reduced radar
cross-section. With an estimated
range of 1,700 to 3,100 miles and
improved mission planning and
terminal guidance capabilities,
the Kh-101 is capable of reaching
a wide swath of Europe and, po-
tentially, every U.S. military base
in both Europe and the Middle
East from launch platforms or-
biting the skies of Moscow.?5

Unlike NATO forces, which rely
heavily upon direct-attack, grav-
ity PGMs (e.g., the Joint Direct
Attack Munition, JDAM), Russia

Road-mobile launcher

300 miles3*°

maintains a much smaller inven-
tory of these weapons. Russia
has also largely eschewed the
development and deployment of
munitions guided by its GLON-
ASS navigation satellite system,
the Russian equivalent of the
U.S. Global Positioning System
(GPS). Most Russian direct-
attack PGMs instead rely upon
laser or electro-optical guid-
ance, which can be dramatical-
ly affected by adverse weather.
The all-weather capabilities of
NATO GPS-guided munitions is
one reason for their ubiquity in
Western arsenals. The primary
Russian GLONASS-guided PGM,
the KAB-500S, has been spot-
ted on Su-34s operating in Syria.
These munitions, however, have
reportedly been procured in only
limited numbers.?>*

Russia’s precision-strike capabil-
ities are buttressed by its short-
range ballistic missile system, the
Iskander, a road mobile system
evolved from the Soviet-era Scud
missile system. The Iskander can
trace its roots to the 1990s and it
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entered production in the mid-
2000s. Russia plans to deploy
up to 10 brigades with Iskander
systems by 2020.3% [ts maximum
range is compliant with the 500
km limitation set in the Inter-
mediate-Range Nuclear Forces
(INF) Treaty.*® The Iskander is
capable of firing missiles with
conventional warheads and nu-
clear warheads. Its missile may
have the ability to maneuver in
flight to avoid missile defens-
es.?” While the Iskander’s “nu-
clear capable” nature is often
touted by Russian and Western
media reports, the system itself
began development as a pure-
ly conventional ballistic missile
system. The Iskander’s nuclear
role has only been widely report-
ed on since 2008, with the Rus-
sian press seemingly touting this
feature since the renewal of ten-

IN 2016, NATO AIRCRAFT
SCRAMBLED MORE THAN

escalatory step that allows Russia
to hold a large number of vital
NATO targets at risk. Specifical-
ly, the deployment of a cruise
missile with a 1,500-mile range
could allow Russia to strike Eu-
ropean targets from launch sites
deep within Russian territory.

Russia’s long-range precision
strike capabilities can effectively
preclude any Russian adversar-
ies from quickly and safely mov-
ing forces to flashpoints arounds
Russia’s periphery. As such, they
are a key component of Russia’s
A2/AD complex. Long-range pre-
cision strike capabilities form the
outer limits of this complex. In
the European theater, precision
cruise missiles fired at standoff
distances could hit targets in
Western and Central Europe vi-
tal to reinforcement operations,
such as air and sea points of

600 TIMES TO MONITOR

RUSSIAN AIRCRAFT FLYING

NEAR NATO AIRSPACE
OR TO RESPOND TO
VIOLATIONS.

sions with the West.?*® Russian
deployments of Iskandar sys-
tems have since featured in nu-
merous Western media reports
in 2015 and 2016.

In addition to the Iskander, U.S.
officials have indicated their
belief that Russia has deployed
a non-INF-compliant ground-
based cruise missile.®® The de-
ployment of a non-INF-compliant
system should be considered an

disembarkation, command and
control centers, logistics hubs,
prepositioned equipment sites,
and other critical infrastruc-
ture.3*® Cruise missiles could
undercut the alliance’s ability to
deter by punishment by placing
adversary long-range strike ca-
pabilities, especially airfields, at
risk. High-volume missile salvos
may overwhelm the alliance’s
current missile defenses, which
lack the aerial or elevated sen-

sors needed to detect and defeat
low-flying cruise missiles.

Despite these advantages, Rus-
sian’s long-range precision strike
capabilities have some serious
limitations especially when
compared with Western capa-
bilities. Russia does not possess
the ability to conduct real-time
or near-real-time targeting with
its standoff weapons. The ca-
pabilities that Russia does have
to achieve this rely upon using
electronic signatures to trian-
gulate a target’s location. Russia
also lacks a high-altitude ground
observation radar system. The
result of this drawback is that
while Russia can hold fixed tar-
gets at risk, it cannot effectively
target mobile forces and may
struggle to engage assets that
can be randomly dispersed/re-
positioned on a regular basis.

Air

Russia’s air fleet also re-
lies heavily on Soviet-era
systems or their deriva-
tives for both tactical and
strategic aircraft.>** The
Russian tactical aircraft
inventory comprises pri-
marily variants of the Su-
27 and MiG-29. Russia
can likely field approxi-
mately 300 frontline tac-
tical aircraft.**> The most
advanced Russian fighter
aircraft, such as the Su-35, Su-
30SM, and MiG-35, are highly
maneuverable with excellent ra-
dars, long-range weapons, infra-
red search and track capabilities,
and helmet-mounted cueing for
short-range missiles. This com-
bination of capabilities makes
them formidable foes for every
fighter in the NATO inventory.
They may even pose a threat to
the F-22 Raptor should they be
able to close within short ranges.



Beyond these frontline aircraft,
Russia maintains a number of
non-upgraded MiG-29s, Su-
27s, MiG-31s, even older Su-
24s, and Su-25 ground attack
aircraft. The biggest issue with
Russian tactical airpower is the
lack of airborne early warning
and control (AEW&C) aircraft.
This deficiency and reliance
on ground-directed intercepts
has long been the Achilles’ heel
of Russian airpower. In a large
air campaign, Russian aircraft
would be deadly in small num-
bers, but they would lack coor-
dination and integration.

Since the late 1990s, Russia
has been working to develop
a fifth-generation aircraft to
compete with the U.S. F-22 and
F-35. The final result of several
programs is the PAK FA, which
first flew in 2010. This aircraft
is a fifth-generation aircraft
with Russian characteristics.
It is likely not as stealthy as
the F-22 or F-35 but possesses
an advanced array of sensors
and high maneuverability. It is
slated to enter service in 2018;
however, orders for the PAK FA
have been cut due to its rising
cost.? For this reason, the bulk
of the Russian tactical air fleet
will lack the stealth capabilities
and likely the more advanced
networking features found in
late fourth- and fifth-generation
Western aircraft.?s

Modern Russian aircraft carry
a formidable collection of air-
to-air weapons. It is believed
that the most recent Russian
aircraft, such as the Su-35, pos-
sess helmet-mounted cueing
systems, which means the air-
craft does not need to be point-
ed at its target in order to hit it.
This makes them extraordinari-
ly lethal in dogfights, especially

when paired with the excellent
R-73 short-range, infrared hom-
ing missile.?*® These aircraft also
carry the R-77 medium- to long-
range radar guided missile. This
weapon is akin to NATO’s AIM-
120 advanced medium-range air-
to-air missile (AMRAAM) in per-
formance. Certain fighters may
carry the R-37, an exceptionally
long-ranged missile designed to
target airborne early warning
and control, intelligence, and ae-
rial refueling aircraft thought to
be operating in safe zones.

While unmanned aerial systems
(UAS) appear to be a growing
emphasis within the Russian
armed forces, Russia still lacks
a major indigenous UAS indus-
try and has not demonstrated
UAS suitable for strategic or the-
ater-wide missions. Russian UAS
are either man-portable tactical
systems used for intelligence
and artillery spotting or vehi-
cle-transported tactical systems
imported from Israel. Russia is
largely reliant on imported mod-
els after a disappointing expe-
rience with Russian-made UAS
in the 2008 Georgia War. Russia
has concluded several deals with
the Israelis for a range of systems
including a $400 million deal in
2010.%*¢ While Russia’s novel use
of UAS in Ukraine was impres-
sive, the lack of larger systems
capable of conducting real-time
surveillance and targeting for
standoff precision weapons is
a key capability gap for Russian
forces in a high-end conflict.

While Russia is modernizing
many of its aircraft, it faces con-
tinuing issues of material read-
iness. The current in-service
rate of its aircraft is estimated
at about 66 percent.3¥ Russia
has also experienced some no-
table aircraft crashes in recent

years, partially as a result of its
increased operational tempo. In
July 2015, two TU-95MS strate-
gic bombers crashed in the East-
ern Military District, likely due
to engine failure. Following the
crash, all Tu-95MS planes were
grounded. Other crashes in June
and July 2015 included a Tu-95
Bear bomber, a MiG-29 fighter
jet, a new Su-34, and a Su-24.3
Two crashes occurred in Novem-
ber and December 2016—within
weeks of one another—during
attempted landings on Russia’s
sole aircraft carrier, currently
deployed in the Mediterranean
Sea. Most recently, on December
25, 2016, a Russian military Tu-
154 transport aircraft carrying
entertainers, journalists, and hu-
manitarian workers from Russia
to Syria crashed in the Black Sea.
Russian officials attributed the
crash to mechanical failure or
pilot error. All of these incidents
point to reasons to worry not only
about Russian material readiness
but also its training standards.

The Russian Air Force has sig-
nificantly increased its flights
around NATO’s airspace in re-
cent years, with airspace viola-
tions occurring at an alarming
frequency across the eastern
flank.3*° In 2016, NATO aircraft
scrambled more than 600 times
to monitor Russian aircraft fly-
ing near NATO airspace or to re-
spond to violations.?”® The Rus-
sian motive behind its increased
flights is often not as sinister as
portrayed. In fact, much of the
activity should be understood
as a return to common Russian
operating practices as their air
force modernizes. Russian aeri-
al provocations, such as those
over the Baltic Sea, however,
are cause for concern. In 2013,
Russian Tu-22M3s conducted a
high-speed dash toward Swedish
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airspace in what is believed to be
a mock attack on Swedish mili-
tary targets.”” Russia conducted
a similar exercise in 2014 against
Danish territory.’”* Probing ac-
tivity by Russian aircraft is not
limited to Europe, with viola-
tions occurring in recent years in
U.S. airspace near Northern Cal-
ifornia and Alaska and Canadian
airspace around the Arctic.’”

Integrated Air
and Missile Defense

Given U.S. and NATO advantag-
es in airpower, Russia—Tlike the
Soviet Union before it—has long
placed considerable importance
on the strength and capabilities
of its integrated air and missile
defenses. Russian investments
have produced systems with im-
pressive capabilities that form
the backbone of Russia’s A2/AD
complex. These systems do not
form an impenetrable shield or
entirely inhibit U.S. and NATO
forces from operating in certain
areas, but they do pose greater
operational risks for forces oper-
ating within their ranges.

This section examines two broad
categories of Russian air and

Russian S-400 surface-to-air missile
systems deployed in Kaliningrad,
Syria, and Crimea contribute to
Russia’s expansive A2/ AD complex.
Latakia, Syria, December 16, 2015

Credit: Paul Gypteau/ AFP/ Getty Images

missile defense systems: those
operated by the Russian Aero-
space Forces and those operated
by the Russian Ground Forces.
The Aerospace Forces were cre-
ated in 2015 and unified several
services and components of the
Russian Armed Forces, including
the Russian Aerospace Defense
Force, the Russian Air Force, and
the aviation elements of the Rus-
sian Ground Forces.? In terms of
air and missile defense systems,
the Aerospace Forces generally
operate strategic air and missile
systems such as the S-300 and
S-400 that have theater and stra-
tegic responsibilities. The Rus-
sian Ground Forces, by contrast,
operate more tactical air defense
systems that are intended to
move with maneuver forces and
provide medium- to short-range
air defense.

The Aerospace Forces operate
both fixed and mobile systems
to fulfill its strategic and theater
responsibilities. These fixed sys-
tems include long-range -early
warning radars and the opera-
tional strategic ballistic missile
defense system that protects Mos-
cow. Russia’s ballistic missile de-
fense complex predates the 1973

Anti-Ballistic Missile Treaty and
has been updated several times
over the years. It may receive a
new family of antiballistic mis-
siles in the future, although the
timelines for these upgrades are
unclear.? Additionally, Russia,
like other states, has leveraged the
technology of ballistic missile de-
fense systems to develop ground-
launched antisatellite missiles
(ASAT) and is now testing an
ASAT called the Nudol.? The ma-
turity of this weapon is unclear,
but Russia has joined China and
the United States in demonstrat-
ing an ASAT capability.

Russia is also in the process of
standing up a new generation of
long-range surveillance radars
called the Container system.
These are low-frequency, over-
the-horizon (OTH) radars with
a range in excess of 2,500 miles
and are designed to track incom-
ing ballistic missiles.?”” OTH ra-
dars operating in these frequen-
cies may also have the ability to
track some aircraft, although
these capabilities are more lim-
ited.?”® Moreover, low-frequency
radars will require using more
interceptors due to lack of target
discrimination.



Russia fields highly sophisticat-
ed mobile surface-to-air missile
systems in the S-400, S-300PM2,
and S-300V3/4. The excellence
of these capabilities should not
be surprising given the Russian

less clear. The large search and
acquisition radars used by these
systems are difficult to quickly
reposition and it is easy to over-
estimate the ability of Russian
forces to effectively network its

RUSSIA FIELDS HIGHLY
SOPHISTICATED MOBILE

SURFACE-TO-AIR MISSILE

SYSTEMS IN THE $-400,

S-300PM2, AND S-300V3 /4.

(and prior Soviet) fixation on the
threat posed by NATO airpow-
er, to include long-range cruise
missiles.?”® The S-300PM2 and
its evolution the S-400 combine
long-range missiles with mul-
tiple radar systems in order to
simultaneously engage a large
number of aerial targets in-
cluding aircraft, cruise missiles,
and unmanned aircraft out to a
range of at least 150 miles.**° The
S-400 adds two new missile fam-
ilies to the system, which offer
improved capabilities at short
range against highly maneu-
verable targets and exceptional
range (250 miles) against larg-
er jamming and airborne early
warning (AEW) aircraft.3®

The S-300PM2 and S-400 are
capable of operating as indepen-
dent batteries but become con-
siderably more lethal when op-
erating together as a brigade as
this adds dedicated acquisition
radars. At the battery level, the
S-300/400 system has the abili-
ty to rapidly reposition between
engagements. However, the abil-
ity of these systems to conduct
“shoot and scoot” operations in
an environment where its com-
munications are degraded is

various sensors and transmit
data to its launchers. The inte-
gration of multiple separate ra-
dars into a unified air and mis-
sile defense system is akin to the
complexities of the U.S. Ground-
based Midcourse Defense (GMD)
system, which is designed to in-
tercept intermediate- and long-
range ballistic missiles targeting
the United States. Furthermore,
these units may be able to in-
tegrate a new generation of
low-frequency radars that offer
enhanced detection properties
against stealth aircraft.?®*> Russia
is extremely interested in devel-
oping the ability to track and kill
stealth aircraft given NATO’s re-
liance on the assured precision
strike provided by U.S. aircraft
such as the B-2 and potentially
the F-22 and F-35.

The S-300V family of SAMs
is considerably different than
the S-300P. It is based on a
tracked family of vehicles
with a different collection of
radars and a completely dif-
ferent missile. The S-300V is
primarily designed to defeat
tactical ballistic missiles. Its
capabilities against aircraft are
not as robust as the S-300PM2

or S-400. The rumored S-500
system builds on the S-300V
but adds a new interceptor and
enhanced radars. It will likely
include many S-400V3/4 capa-
bilities for ballistic missiles and
may have the abili-
ty to defend against
ICBMs. In this role,
some analysts have
speculated that
a mobile S-500
may supplement
the fixed ballistic
missile  defenses
around Moscow.?®

The Aerospace Forc-
es are also developing a series of
shorter-range systems to defend
its strategic air defense systems.
This multi-tiered approach in-
cludes the medium-ranged
S-350, short-range Pantsyr-Si,
and very short-ranged Morfei.
The Pantsyr-S1, a combination
missile and gun system, is the
only one of these systems cur-
rently deployed to defend key
infrastructure such as S-400
sites and have appeared as part
of the Russian forces deployed
to Syria.® These medium- to
short-range systems have im-
proved mobility compared to the
larger systems and less reliance
on multiple large radar systems.

Separate from the air defense ca-
pabilities operated by the Aero-
space Forces, Russia also main-
tains a robust range of systems
as part of its ground forces. Gen-
erally speaking, these platforms
are not as complex and do not
have the range of the S-300/400.
Instead, they are highly mobile
in order to provide direct sup-
port for advancing forces and
protect them from low-flying
cruise missiles, helicopters, and
a wide range of aircraft.’® The
best known of these SAMs is the
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Buk, which gained internation-
al notoriety after it was used by
separatists to shoot down Malay-
sia Airlines Flight 17 over eastern
Ukraine.*®** The most upgrad-
ed versions of this system are
the Buk-M2 and M3. These can
operate either as independent
launchers complete with their
own radar systems or as part of
an integrated battery with mo-

these platforms provides the Rus-
sian army with a tiered tactical air
defense system. However, it is not
as networked or capable as the
Aerospace Forces’ complex. In ad-
dition, it leans far more heavily on
Soviet-era components. It is clear,
then, that Russia has prioritized
the development of advanced
strategic systems over recapital-
izing its tactical air defenses.

RUSSIA VIEWS U.S.
AND EUROPEAN NAVAL
CAPABILITIES AS A
THREAT DUE TO THEIR
ABILITY TO DELIVER AIR
POWER AND PRECISION
STRIKE CAPABILITIES
ACROSS THE EXPANSE
OF RUSSIAN TERRITORY,
AS WELL AS THREATEN
ITS BALLISTIC MISSILE
SUBMARINE FORCE—A
KEY PILLAR OF RUSSIA’S
NUCLEAR DETERRENT.

bile radars. The Buk-M2 has a
range slightly short of 30 miles,
while the Buk-M3 can hit targets
over 40 miles from the launcher.

The medium-range Buk is com-
plemented by short-range mobile
systems such as the Tor, a fully in-
tegrated short-range air defense
system, and the Tunguska gun/
missile system, the predecessor
of the Aerospace Forces Pant-
syr system. The combination of

Naval Forces and
Maritime Capabilities
Putin and Russian leaders before
him have viewed the Russian
Navy as an element of national
prestige. Nevertheless, the Rus-
sian Navy has historically been
subordinate in importance to
other elements of the Russian
Armed Forces. This can be at-
tributed in part to geographic
realities. Russia lacks a major

warm-water port with clear ac-
cess to the sea. Faced with over-
whelming U.S. and NATO dom-
inance of the open ocean, the
Soviet Union smartly embarked
on a strategy of sea denial, invest-
ing heavily in submarines and
long-range anti-ship missiles.
The strategy of sea denial con-
tinues to inform Russian invest-
ments and doctrine to this day.
Russia’s naval forces are geared
toward protecting waters close
to its shores rather than having
a blue-water fleet able to project
power long distances. In this role,
the Russian Navy aims to prevent
potential adversaries from using
the seas near Russia as a base
from which to launch strikes.?*”

In recent years, Russia has em-
barked on an ambitious effort
to strengthen and modernize its
naval forces. A major driver be-
hind this effort is Moscow’s rec-
ognition of the severe imbalance
that had developed between its
naval power relative to the Unit-
ed States and its allies, particu-
larly the United Kingdom and
France. Russia views U.S. and
European naval capabilities as
a threat due to their ability to
deliver air power and precision
strike capabilities across the
expanse of Russian territory,
as well as threaten its ballistic
missile submarine force—a key
pillar of Russia’s nuclear deter-
rent. In any conflict, the United
States and NATO would surely
control the seas and bottle up
Russia’s geographically dispa-
rate fleets in their ports (apart
from its submarines).

The maritime capability imbal-
ance with the West has been
magnified by the sheer age and
poor condition of Russia’s fleet.
The Russian Navy was among
the most neglected compo-



nents of the armed forces during
the 1990s, when more than
three-quarters of the Soviet fleet
it inherited was scrapped and
new investments were repeated-
ly delayed.®® This neglect is ev-
idenced by the fact that in 2013
only 40 percent of the navy’s
equipment was deemed mod-
ern.®® In 2016, it was assessed
that Russia had only 65 vessels
(of approximately 190 total) avail-
able for combat operations.*°

The MoD has pledged that by
2020, 70 percent of the Navy’s
equipment would be considered
modern. To this end, Moscow in-
tends to allocate 26 percent of its
State Armament Program (SAP)
to its Navy between 2011 and
2020.' However, it is unclear
how much of this funding will
actually reach the Navy due to
corruption and other structural
inefficiencies in the Russian in-
dustrial complex.

Russia’s shipbuilding efforts have
not been without problems. On-
going projects have faced delays
and longer-term programs for
new large naval ships have been
pushed back.** The Navy has
encountered difficulties in many
programs to include medium to
large surface vessels and nucle-
ar-powered submarines. These
difficulties have created signif-
icant delays and, in some cases,
led to the delivery of combat ves-
sels without functioning combat
weapon systems.?* In the wake
of Russia’s annexation of Crimea,
Russia has also struggled to ac-
quire key components like pro-
pulsion systems once made in
Ukraine.®* Russia’s ambitious
naval modernization plans, in-
cluding the construction of new
large surface combatants and
potentially an aircraft carrier,
may prove impossible to achieve.

It is also unclear how Moscow
plans to acquire the foreign tech-
nologies needed for certain ves-
sels or if it can find substitutes.
Moscow is attempting to resolve
this problem through import
substitution, though its degree
of success is unclear.

The Russian Navy is divided into
five components—the North-
ern, Pacific, Black Sea, and Baltic
Fleets, and the Caspian Sea Flo-
tilla.*> Most of this combat pow-
er is concentrated in the North-
ern and Pacific Fleets, though
the Black Sea Fleet has grown in
importance in recent years. With
Russia’s seizure of Crimea and
its now-unfettered access to its
longtime naval base in Sevasto-
pol, the Black Sea Fleet may grow
even further in the coming years.

On a per tonnage basis, Russian
naval vessels carry more offen-
sive weapons than their Western
counterparts.®® Most of Russia’s
frontline combatants are sched-
uled to undergo modernization
and its new small surface com-
batants, outfitted with cruise
missiles, can punch far above
their weight.*” However, Russian
surface vessels lack an integrat-
ed combat weapon system akin
to the United States’ AEGIS sys-
tem and, therefore, have limited
air and missile defense capabili-
ties. Russian attempts to remedy
this shortcoming have included
overhauling older vessels and
designing a new frigate class
with enhanced air defense capa-
bilities. However, these frigates
have encountered significant de-
lays worsened by Ukrainian ex-
port bans and a combat weapons
system that has proven unreli-
able at the best of times.>*®

The Russian Navy operates one
aircraft carrier, the Admiral
Kuznetsov. Due to lack of main-

tenance and personnel highly
trained in carrier operations, the
Russian Navy has struggled to
effectively use its sole carrier to
project power. It uses a ski-jump
for launching aircraft, making
the vessel less capable than its
U.S. or French counterparts. In
addition, the Kuznetsov is not a
“pure” aircraft carrier, reflect-
ing the Soviet design preference
for cruiser-aircraft carrier hy-
brids.*® The difficulties encoun-
tered during the carrier’s first
ever combat deployment to the
Eastern Mediterranean in 2016
demonstrate that carrier avia-
tion is a prestige mission for the
Russian Navy more than a legiti-
mate combat capability.

While much attention has fo-
cused on the fact that the Rus-
sian Navy’s operating tempo
has reached the highest levels
of activity since the Cold War, it
still falls significantly below that
of the much-larger Soviet Navy
during the Cold War.*® Some
Russian actions perceived as
provocative by the West are sim-
ply the result of a modernizing
Russian Navy resuming standard
operating practices—practices
that NATO navies have not seen
for many years due to the poor
state of the Russian fleet. For ex-
ample, Soviet aerial and surface
patrols and undersea activities
in the North Sea and the North
Atlantic were common in the
1980s and early 1990s. The Unit-
ed States and its allies may need
to recalibrate their sensitivities
and expectations of Russian na-
val strength in order to prevent
overestimating and misunder-
standing the Russia challenge in
the maritime domain.

The most dangerous component
of the Russian Navy has histor-
ically been, and remains today,
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its sizable submarine force. The
Russian submarine fleet has de-
clined dramatically from its Sovi-
et zenith; however, the vessels it
has retained and a small number
of new boats form a lethal deter-
rent force. The Russian Navy has
approximately 50 submarines
homeported in its three Europe-
an fleets (not including those in
the Russian Pacific Fleet). This
force looks significant on paper
but many of these vessels are cur-
rently either in need of or under-
going major maintenance.*”* With
that caveat in mind, the advanced
diesel submarines of the Black
Sea Fleet and the modernized
Akula-class submarines of the
Northern Fleet rival most allied
submarines in the region. The
new Russian nuclear-powered
attack submarine (SSN) class, the
Severodvinsk-class, provides the
Russian Navy with a vessel that
begins to rival the latest SSNs
produced by Western navies.*?
In addition, the Severodvinsk can
carry a significant cruise missile
payload in vertical launch tubes,
a first for a Russian SSN.*** Rus-
sia’s undersea capabilities add
another layer to Russia’s over-
arching A2/AD capabilities and
have been a consistent pillar in
their attempts to deny NATO un-
fettered control of the sea.

Land Forces

Much of Russia’s military
strength is concentrated around
the Russian Ground Forces,
which number around 350,000
troops.** Russian land forces are
primarily equipped with mod-
ernized versions of Soviet-era
systems. In many cases, these
platforms are excellent on paper
but struggle due to lack of con-
sistent maintenance, unreliable
engines, and poor crew training.
The most capable component of

Russia’s ground capabilities is its
extensive inventory of tube and
rocket artillery. Russian combat
doctrine dating to the Second
World War has stressed the use
of massed volumes of artillery
fire in support of ground oper-
ations. However, while Russia
has considerable stores of equip-
ment, the quality varies consid-
erably and only a small portion
can be considered modern.

The core of Russia’s ground
combat power is its armored
maneuver forces. These forc-
es rely almost exclusively on
modernized variants of the T-72
tank, first produced in 1971, in-
cluding the T-72B3 and T-90.
Generally speaking, these are
reliable tanks with an excellent
main armament. They do lack,
however, some of the advanced
gunnery systems of frontline
Western tanks. The Russian de-
sign philosophy vis-a-vis tanks
is much different than that of
Germany, the United States,
or the United Kingdom. NATO
tanks are quite heavy and pro-
tected by substantial, integrat-
ed composite armor. The most
resilient of these vehicles have
proven almost indestructible
but consume incredible quan-
tities of fuel and are difficult
to transport. Russian tanks are
much lighter and instead rely on
modular defensive measures to
include explosive reactive armor
(ERA), antitank guided-missile
(ATGM) jammers, and hard-kill
active protection systems (APS).
The most advanced Russian
ERA has been claimed to be able
to defeat the primary antitank
round used by NATO forces.**
The latest U.S. munition devel-
oped for the M1 Abrams was in
part designed to counter Rus-
sian advances in ERA.4°¢

The Russian tank fleet is esti-
mated to include 2,700 active
vehicles with over 15,000 in
storage. While formidable in
number, it is important to note a
large amount of those in storage
would provide very little capa-
bility against modern armored
forces. Furthermore, only about
a 1,000 of the 2,700 active tanks
are the most advanced T-72B3s
or T-90s. Russian moderniza-
tion efforts are largely focused
on upgrading its existing fleet or
remanufacturing vehicles previ-
ously placed in storage.*” Russia
has recently announced that it
may upgrade and return as many
as 3,000 previously mothballed
T-80 tanks to service to bolster
its ground combat power.

Financial constraints have been
a consistent barrier to the devel-
opment of new ground combat
systems; however, Russia has re-
cently unveiled a new family of
ground combat vehicles, includ-
ing the much-touted T-14 Arma-
ta. With a number of extremely
advanced systems including a
radar-based target system adapt-
ed from fighter aircraft, this ve-
hicle has caused concern among
some Western analysts.*® It is
exceptionally expensive, though,
costing an estimated 60 to 75 per-
cent more than a U.S. M1 Abrams
tank.*® This has led to the MoD
substantially lowering its order
and it is unclear if production will
be further curtailed due to ongo-
ing Western sanctions.** Further,
Russia’s decision to return a por-
tion of the T-80 fleet to service
does not indicate confidence in
the T-14 program or timeline.

The Russian military has also
seen limited results moderniz-
ing its infantry fighting vehicles
(IFVs), a prominent feature of
fighting in Eastern Ukraine. The



Soviet-developed BMP-3 and its
successor the BMP-3M have been
reliable IFVs for the Russian mili-
tary and are heavily armed com-
pared with Western equivalents.
These IFVs are complemented
by older BMP-2s and a host of
wheeled armored combat vehi-
cles. Despite past success, the
aging BMP-3 is growing obsolete
and the Russian MoD rejected the
option of buying additional ones
in 2011 in favor of developing
a completely new IFV, the Kur-
ganets-25. This vehicle is based
on the same platform as the T-14
tank. It faces similar delays due to
budgetary limitations and is still
in the testing phase.*"

The Russian military also main-
tains a deadly arsenal of antiar-
mor missiles carried by attack
helicopters, vehicles, and indi-
vidual soldiers. Two of the most
recent examples are the excel-
lent 9M133 Kornet (AT-14 Spirg-
gan) and 9Mi23 Khrizantema
(AT-15 Springer). The Kornet is
man portable and has been used
extensively in combat in the
Middle East. Reports indicate
that the Kornet has penetrated
the armor of U.S. M1 Abrams
sold to both Iraq and Saudi
Arabia.#* Russia still relies on
the tested RPG-7 as its primary
individual antiarmor weapon.
These rugged weapons are of-
ten equipped with enhanced
warheads that offer greater pen-
etration against modern armor.
According to Russian media, the
army has taken delivery of the
new RPG-30 antiarmor weap-
on.*? This innovative weap-
on uses two rockets launched
in quick succession in order
to defeat an adversary vehicle
equipped with explosive reac-
tive armor (ERA) and active pro-
tection systems (APS).

As mentioned previously, Rus-
sia has long prioritized artillery,
and its long-range artillery ca-
pabilities are impressive, espe-
cially with regards to the volume
of fire Russia is able to generate.
Russian artillery doctrine favors
volume over precision and each
brigade contains a sizable artil-
lery contingent including both
tube and rocket-based systems.
The backbone of the Russian ar-
tillery force is the 152mm MSTA
howitzer, which is produced in
both towed and self-propelled
versions. These guns outrange
the U.S. self-propelled M109
howitzer—although it has
comparable (or inferior) perfor-
mance to several allied howit-
zers such as the Ger-

man PzH 2000 and RUJSSIAN ARTILLERY

French CAESAR. Rus-

sia is developing . HQCTRINE FAVORS

advanced self-pro-

improve both their range and the
types of targets they can engage.
Many of these upgrades are meant
to enhance capability against ma-
neuvering armored targets.**

In eastern UKkraine, Russian
ground forces have demonstrat-
ed the ability to use small un-
manned aerial systems (UAS) to
conducts reconnaissance, ac-
quire targets, and direct artillery
strikes with increased accuracy.
UAS capabilities vary from us-
ing small commercial octo- and
quadcopters to drop incendiary
and fragmentation grenades on
front line troops to using larg-
er tactical systems for artillery
spotting and electronic warfare.

pelled howizerore- \fQLUME OVER

place the MSTA-S.44
The Koalitsiya-SV is
beginning low-rate
initial production, and it may be
the longest-range conventional
howitzer in existence.*

Unlike NATO forces, which collec-
tively field a single caliber of rock-
et artillery, Russia deploys light
(122 mm), medium (220 mm), and
heavy (300 mm) multiple-launch
rocket systems (MLRS). Each
military district in Russia main-
tains a separate MLRS brigade in
addition to the systems organic
to Russian maneuver units. Op-
erations in Ukraine have demon-
strated the tremendous volume of
fire that these systems are capable
of producing and their ability to
dominate the battlefield. Russia
is planning to upgrade its rocket
artillery capabilities in the com-
ing years by fielding upgraded
versions of its 122 mm, 220 mm,
and 300 mm rocket munitions to

PRECISION

Russian ground forces have also
emphasized large numbers of
snipers in operations in eastern
Ukraine. This comes after sniper
companies were added to their
brigade structure in 2011.47 In
addition to conducting recon-
naissance, snipers are used to
influence and channelize the
movement of enemy formations
in order to concentrate targets
for artillery.

Special Forces

Russia has a number of military
(and some police and paramili-
tary) organizations that can be
categorized as special forces.
These forces include Russia’s air-
borne forces (VDV) and various
“special designation” (spetsnaz)
units that exist across the mili-
tary services, internal security

83



RECALIBRATING U.S. STRATEGY TOWARD RUSSIA: A NEW TIME FOR CHOOSING

oo
S

RUSSIAN INSTRUMENTS OF POWER

services, intelligence services,
and other organizations. Russia
has relied heavily on its special
forces to spearhead its military
operations in Kosovo, Georgia,
Crimea, eastern UKkraine, and
Syria. This reliance speaks to
the capabilities and readiness of
Russian special forces compared
to regular Russian ground forces.

Russia’s special forces main-
tain a high percentage of pro-
fessional soldiers and have
higher manning and readiness
levels compared to Russian
general-purpose forces. Some
are fully professional, and even
those that are not get priority
in selecting conscripts.*® All of
these forces have received sub-
stantial funding and tend to re-
ceive some preference for equip-
ment.#® Spetsnaz brigades are
used for a variety of missions in-
cluding surveillance and recon-
naissance, targeted action prior
to larger military engagements,
counterinsurgency, and oper-
ations that mirror Soviet-style
“active measures.”#*°

It is important to understand
that Russian special forces, and
spetsnaz forces in particular, are
generally not comparable to the

Russia will likely continue to rely
on its special operations forces,
such as the Airborne Forces (VDV),
in future operations.

Baltic Sea, December 2014

Credit: Russian Ministry of Defense

Western conception of special
operations forces (SOF). Most
Russian spetsnaz units tend to
be highly deployable but fairly
large elite light infantry forces
that more closely resemble the
U.S. 75th Ranger Regiment and
the U.S. and Royal Marines in
terms of doctrine.**

In recent years, Russia has creat-
ed SOF units and organizational
structure that more closely re-
sembles Western SOF concepts.
As part of the New Look reforms
after the Georgia War, Russia
created the Special Operations
Forces Command (KSO) in 2011.
The KSO became operational
in 2013, and, according to Chief
of the General Staff General
Valery Gerasimov, is “primarily
intended for missions outside
Russia.”# It is difficult to find
detailed information about the
structure of the command and
what organizations fall within
or outside it, but some Russian
analysts believe that it borrows
at least somewhat from the U.S.
Special Operations Command
model in terms of serving as an
umbrella organization to coor-
dinate the myriad special forc-
es units across the military and

security services. It seems more
plausible that the force is more
of a branch within the Russian
armed forces. Others have specu-
lated that the command remains
relatively nascent, and compris-
es just a few specific units.**

The MoD also plans to grow the
VDV, which remains an indepen-
dent arm of the military, nearly
doubling its size from 40,000
personnel to 72,000 by 2019.4*
Despite the aforementioned ef-
forts to improve the readiness
of the regular Russian forces,
future operations will likely con-
tinue to rely heavily on the VDV,
spetsnaz, and the KSO.

Recent Military
Operations:
Ukraine and
Syria

Russia’s recent military opera-
tions in Ukraine and Syria pro-
vide a window into Russia’s cur-
rent capabilities and capacity in
action. As outlined in the Chapter
2 case study, initial operations in

Crimea relied heavily on special
operations forces and leveraged




Russia’s units stationed in Sevas-
topol. Russian forces were able to
rapidly take control of key infra-
structure and political sites such
as the Crimean parliament. Once
these were secured, Russian con-
ventional forces moved in.

The seizure of Crimea was an im-
perfect test of Russian capabili-
ties, however, because Russian
forces faced limited resistance.
Russia had the infrastructure
in place to quickly and easily
move forces in due to its exist-
ing bases on the peninsula. Al-
though Crimea was a successful
military operation, its unique

ALTHOUGH CRIMEA WAS

has continuously denied its di-
rect involvement, often opting
to hide its forces among local
separatists, mercenaries, and
“volunteers” from Russia. That
said, Russia appears to maintain
a robust coterie of “advisers”
to provide, and often operate,
a wide range of its own equip-
ment—and, it seems, some-
times move into command roles
as needed. The majority of this
equipment is older Soviet-era
equipment, although a few new-
er systems have popped up, in-
cluding thermobaric artillery
and air defense systems.

A SUCCESSFUL MILITARY

OPERATION, ITS UNIQUE

CHARACTERISTICS
ARE UNLIKELY TO BE
REPLICABLE ELSEWHERE.

characteristics are unlikely to be
replicable elsewhere. One lesson
lies in Russia’s use of subterfuge
and maskirovka, operations
that deflect attention from and/
or disguise one’s actual inten-
tions. Russia employed its spe-
cial forces as deniable forces, the
so-called “little green men,” who
wore uniforms without insignia
and masqueraded as local mili-
tia members. These efforts gave
Russia some level of plausible de-
niability, contributed to the over-
all state of confusion in the West
and Kyiv, and potentially limited
the Ukrainian military response.

The ongoing conflict in eastern
Ukraine has demonstrated both
new Russian capabilities and
persistent weaknesses. Russia

For the most part, the fighting
in eastern Ukraine has devolved
into World War I-style trench
warfare, albeit with a mod-
ern twist. Russian forces have
demonstrated some creative
applications by blending new
technology with old systems.
For example, UAS and electron-
ic warfare (EW) capabilities have
been used to target massed ar-
tillery fires. Lieutenant General
Ben Hodges, commander of U.S.
Army Europe, described Rus-
sia’s EW capabilities in eastern
Ukraine as “eye watering.”** Rus-
sia may have also demonstrated
some limited, albeit innovative,
cyber capabilities. Some reports
have suggested that malware
was planted in a smartphone

application used by Ukrainian
military personnel to process tar-
geting data. According to those
reports, Russian military intelli-
gence then exploited the infor-
mation to determine the location
of Ukrainian forces.**® Skep-
tics, however, noted discrepan-
cies between these stories and
Ukrainian casualty data, among
other things, and the Ukrainian
Defense Ministry rejected the re-
ports as false.*”

Russian operations in Syria, by
contrast, have shown Russia’s
capability to project and sustain
an expeditionary force, defy-
ing the expectations of many
Western observers. Opera-
tions in Syria have showcased
improvements in Russian air-
power and demonstrated an
ability to conduct operations
with extended air and sea lines
of communication.**® The mili-
tary has also demonstrated im-
proved command and control
capabilities and the capacity to
maintain a relatively high op-
erational tempo. Airstrikes in
Syria averaged 60 per day from
October through December
2015.** Further, improvements
in airlift and sealift facilitated an
eventual buildup of more than
3,500 troops, approximately 70
aircraft, and several antiaircraft
systems. While this represents
a major advance for Russian ex-
peditionary capabilities, it is im-
portant to recognize the relative-
ly limited scale of the operation
and presence of existing Russian
infrastructure in Syria. Persistent
gaps in Russian lift are illustrated
by the reliance on several older
reflagged Turkish cargo vessels
to move supplies into theater by
sea via the “Syria Express.”

Russia has touted Syrian oper-
ations as a testing ground for its
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latest weapon systems. However,
Russia’s operations in Syria—
including the first operational use
of long-range cruise missiles, first
use of direct attack PGMs, and de-
ployment of its frontline combat
aircraft—seem to be more about
demonstration (and potentially
arms sales) than military utility.
For example, Russia has relied
on PGMs for approximately 20
percent of its airstrikes.#° Other
tactics—such as the circumnavi-
gation of Europe by Tu-160 stra-
tegic bombers before conducting
strikes in Syria—appear to be
driven by military posturing rath-
er than strictly operational utility.
Russia’s most obvious “deploy-
ment as demonstration” move
may be that of its sole aircraft car-
rier to the eastern Mediterranean
in late 2016.

Russian operations in Ukraine
and Syria illustrate the strengths
and weaknesses of its armed
forces—within their specific
contexts. Tactical innovations
in Ukraine are unsettling—but
smallin scale. Syria demonstrates
modern capabilities, but it is un-
clear how these systems would
fare in a more contested environ-
ment. The combination of these
two fights demonstrates Russia’s
capacity to sustain two conflicts
and mobilize forces both near
Russia and further afield, which
some observers would have con-
sidered relatively surprising just
a year or two earlier. However,
these operations are sufficiently
small in scale to allow Russia to
pick and choose what it deploys
and where. In a broader conflict,
this benefit would disappear.
Moreover, Syria, while impres-
sive in its demonstration of pow-
er projection, is an air and spe-
cial-forces operation in support
of Syrian (and to a lesser extent
Iranian) capabilities. While the

inherent coordination aspects
are impressive, the operation is
not testing Russian combined
arms or its ability to mount a
wholly Russian operation in an-
other country.

Conclusions

Russia’s reliance on a range of
tools to attain its goals has been
termed “hybrid” by a number of
analysts. This terminology may
make it seem newer than it is.
Carl von Clausewitz wrote that
war is an extension of politics by
other means. Neither he nor oth-
er military thinkers have thought
that the transition from one to
the other was a clean break. Po-
litical-military success has long
meant harnessing all means of
political, economic, and mili-
tary means to achieve political
goals, including mixing conven-
tional and unconventional tac-
tics across all domains, utilizing
overt and covert operations, and
dispatching information cam-
paigns. Russia has not so much
perfected these techniques as, in
its efforts to keep operations lim-
ited and costs low, combined ele-
ments of them to striking effect.

This cautions against anyone con-
cerned about Russia’s capabilities
focusing exclusively on the mili-
tary aspect. Though there are very
real scenarios in which Western
militaries could find themselves
at a disadvantage. Russia is like-
ly, despite some level of military
showmanship, to continue to try
to leverage its nonmilitary and
indirect military tools to greater
effect—except, as the case study
analysis demonstrates, when it
thinks that military action can
be undertaken in a way that is
comparatively cheap, effective,
and low risk. Moscow cannot,

however, be sure of the Western
response, particularly where it
is unclear on so-called redlines
or believes them unlikely to be
enforced by Western militaries.
This, combined with Russia’s ear-
ly successes of the last few years,
creates a pattern of experimen-
tation that opens it to overreach.
Surprising success in Crimea led
to more adventurism in eastern
Ukraine. This did not go as well,
even if Russia was able to glean
other benefits.

Similarly, while Russia was able
to bolster Assad in Syria, Mos-
cow has no more of a long-term
solution to that conflict than
does anyone else, and as Russian
citizens fighting against Assad in
Syria continue to return home,
it may find that the war comes
home with them. Likewise, if Rus-
sia determines that its political
interference in the U.S. elections
is something to be attempted
elsewhere, its efforts could easily
backfire, damaging its influence
and reputation, and preclud-
ing the deals and arrangements
it seeks to enhance its security
in the long term. Moreover, the
Putin regime is extremely sensi-
tive to threats to domestic public
opinion. Despite its substantial
successes in shaping the public
mood, the Kremlin remains con-
cerned that the Russian people
might turn against the regime. If
they are right to worry, the com-
bination of a weak economy, na-
tionalists frustrated with the war
in Ukraine, and Islamists angry
about Syria could yet lead to up-
heaval that limits Russian capac-
ity for action.
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Developing a strategy toward Russia requires not only a thorough understanding of
Russia’s capabilities, but also a clear understanding of the United States’ own toolkit. As
during the Cold War, U.S. instruments of power can contribute to the preservation of peace
by strengthening diplomatic relationships, promoting economic stability, and deterring
aggression. They can also be wielded to coerce and punish states that would seek to
challenge the peace. For nearly a quarter-century, the United States and its allies have not
had to direct significant political, economic, or defense resources against a real or potential
threat from Moscow. These circumstances have now changed and so must the application
of the U.S. and allied toolkit.

90

This chapter describes the most
important political, economic,
and military tools available to the
United States in implementing a
security strategy toward Russia.
Of course, one of the most valu-
able assets available to the Unit-
ed States is its alliances, which
can amplify the strategic impact
of nearly every action taken by
the United States. This chapter,
therefore, considers certain al-
lied tools, where appropriate,
with the acknowledgment that
the United States will not be
managing the Russia challenge
alone. The analysis contained

below is focused primarily on the
challenges that the United States
faces on the European continent.
This is not meant to suggest that
Russia’s ambitions are geograph-
ically limited. Europe, however,
is where U.S. political, economic,
and security interests come into
greatest tension with Russian
interests and where the stakes
are arguably the highest beyond
America’s own shores.

Political and
Diplomatic
Instruments

Political and diplomatic tools
serve as important points of
leverage in managing the over-
all U.S. relationship with Russia.
Russia’s aggressive foreign poli-
cy has left it more isolated from
the West in some respects and
more engaged with it in others.
While Russia’s role in the in-
ternational community already
guarantees it a seat at the table
on a range of issues where its



Putin will likely leverage Russia’s
hosting of the 2018 World Cup as
an important propaganda tool to

influence foreign audiences and

bolster his position at home.
Zurich, Germany, December 2, 2010
Credit: Alexei Nikolsky / AFP/ Getty Images

interests are at stake, including
in Syria and Ukraine, its forcible
reassertion of its status has en-
hanced its voice. Moreover, as a
permanent member of the UN
Security Council, Russia is able
to veto or otherwise stymie res-
olutions put forth by the United
States and its allies.

Balancing the reality that Rus-
sia cannot (and should not) be
simply ignored with the need
to impose real consequences
for Russia’s aggression will be a
continuing challenge. Managing
that challenge successfully will
require nuance, creativity, coor-
dination with allies, and credi-
bility in terms of both promises
and threats. Above all, it will re-
quire patience. Diplomacy often
means playing the long game; its
coercive tools are rarely designed
to produce immediate results. Its
mechanisms of offering rewards
can be equally difficult to cali-
brate. Patience and persistence
in the application of tools such
as diplomatic sanctions, nonrec-
ognition policies, and public di-
plomacy is, therefore, necessary.

Diplomatic Sanctions

Diplomatic sanctions are a com-
mon tool of statecraft employed
by both the United States and
Russia to convey disapproval.
Diplomaticsanctionscaninclude
canceling meetings, summits, or
exchanges; expelling or recalling
diplomats; cutting off avenues of
communication; downgrading
diplomatic relations; and other
measures. As such, they can be
a double-edged sword in that
they eliminate traditional mech-
anisms to discuss disagreements
and conflict—making it more
difficult for both parties to find a
path forward.

Following Russia’s aggression in
Ukraine, the United States and
many of its allies imposed dip-
lomatic sanctions (alongside
economic sanctions) by sus-
pending certain high-level gov-
ernment-to-government contacts.
This included the U.S.-Russia Bi-
lateral Presidential Commission
established by President Obama
and President Medvedev in 2009
as a formal bilateral mechanism
to manage different aspects of the
U.S.-Russia relationship.#* NATO

also suspended meetings of the
NATO-Russia Council and prac-
tical NATO-Russia cooperation,
and Russia was disinvited from
the G-8. Most recently, in late De-
cember 2016, President Obama
expelled 35 Russian diplomats and
intelligence operatives from the
United States in response to Rus-
sia’s interference in the U.S. presi-
dential election.**

Often diplomatic sanctions are
met with tit-for-tat reprisals or
countermoves—though Russia
notably resisted such action
following the expulsion of the
Russian diplomats and intelli-
gence operatives noted above.
Imposing blanket bans on com-
munications or preconditions to
negotiations rarely results in an
adversary changing its behavior
or attaining policy goals. Under
certain circumstances, howev-
er, diplomatic sanctions can be
symbolically powerful and help
shape public perceptions, as well
as the bilateral agenda. In this
regard, U.S. and European lead-
ers would do well to continue to
coordinate their diplomatic ap-
proach to Russia.
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Boycotts are another form of
diplomatic sanctions. In 1980,
the United States and some of
its allies boycotted the Summer
Olympics in Moscow following
the Soviet Union’s invasion of
Afghanistan. More recently, in a
blow to Russian prestige, most
major world leaders

boyeotted Russizs THE UNIQUE POWER

Victory Day Parade

ammencrase AND POSITION OF

7oth  anniversary
War IL1.#® One prom-
ising
to send a powerful

nivinemes: A CHANGE IN ITS
NONRECOGNITION
POLICY COULD
UNDERMINE THE
L0 = ESTABLISHED NORMS
it ovn OF STATE BEHAVIOR...

may lie in crafting
a joint approach to
the 2018 World Cup
in Russia. The 2018
World Cup could
plausibly be seen
as the “crown jew-
el” of Putin’s pres-

Winter  Olympics

in Sochi, Putin likely views the
World Cup as an important pro-
paganda tool to influence foreign
audiences and bolster his posi-
tion at home, particularly ahead
of the 2018 Russian presidential
election.”* Protesting the World
Cup—either by agreeing that no
Western leader will attend or by
staging an alternative event—
would be unlikely to change Rus-
sia’s behavior in and of itself, but
it could deny Putin the strategic
messaging opportunity he desires
and offer one instead to the Unit-
ed States and its allies. This said,
the United States would not be ef-
fective with a World Cup-focused
measure on its own—a much
broader coalition of countries
that are more visible in the sport
would be required in order to have
real impact.

Nonrecognition Policy

The United States and the vast
majority of the international
community have adopted a non-
recognition policy toward Rus-
sia’s attempted annexation of
Crimea, in addition to refusing

oporniy THE WORLD MEANS

to recognize the independence
of South Ossetia and Abkhazia
in Georgia. Such positions send
powerful signals of solidarity to
the aggrieved and disapproval
to the aggressor, and upholds a
long-standing tenet of U.S. for-
eign policy that refuses to recog-
nize territorial changes commit-
ted by acts of aggression. This
policy dates back to the Stimson
Doctrine from the early 1930s
when the United States refused
to recognize the territorial con-
quests of Imperial Japan, Fascist
Italy, and Nazi Germany. U.S.
nonrecognition policy was also
applied to the Soviet Union’s
1940 annexation of the three
Baltic States, a policy that stood
firm throughout the Cold War
until they were able to gain their
independence in 1991.4* Non-

recognition is often accompa-
nied by other types of sanctions
and diplomatic restrictions on
engagement. For instance, U.S.
diplomats refused to have con-
tact with officials from the Baltic
Soviet Socialist Republics. Simi-
lar restrictions were imposed by
the Obama admin-
istration regarding
engagements with
Crimean officials.

ot e end ot Word THE UNITED STATES IN gniion” por

cy may argue that
there are reasons
the Trump admin-
istration  should
explore changing
U.S. policy toward
Crimea. It could be
viewed, for exam-
ple, as an irritant
in the relation-
ship with Russia
on an issue some
might consider
peripheral given
more pressing concerns. Some
might seek to portray Crimea
as a unique case in terms of the
controversial circumstances of
Khrushchev’s 1954 transfer of
the territory to Soviet Ukraine,
and so may suggest that recog-
nition would not necessarily
establish a precedent or fun-
damentally change U.S. foreign
policy positions. U.S. recognition
could even be viewed as a poten-
tial bargaining chip; Russia likely
places value on attaining recog-
nition of its claim to the territo-
ry, and might be willing to offer
concessions to the United States
on other issues.

The downsides of recognition,
however, would outweigh any
potential benefits. Recognition
would reward Russia for break-
ing international law, as well as



its violation of numerous multi-
lateral and bilateral agreements
to respect Ukraine’s sovereign-
ty. This could make it harder
for the United States to hold
Russia accountable on other
commitments, particularly to-
ward Kyiv.#* Recognition could
also have severe consequences
for U.S. relations with Ukraine,
Georgia, and the many NATO
allies who would be strongly
opposed. It would weaken a key
principle of post—=World War II
international relations—the un-
acceptability of altering borders
by force—and embolden Russia
and other would-be aggressor
states, setting a dangerous prec-
edent in a region littered with
potential tinderboxes. Any quid
pro quo would imply that attain-
ing recognition of conquered
territory is simply a matter of
cutting a good deal with Wash-
ington. The unique power and
position of the United States in
the world means a change in its
nonrecognition policy could un-
dermine the established norms
of state behavior more broadly.
Even if the United States made
an effort to portray recognition

In 2014, NATO released
satellite imagery showing
Russian combat troops inside
Ukraine to push back against
Russian misinformation.
Ukraine, August 21, 2014

Credit: NATO/ DigitalGlobe

of the Crimean annexation as a
one-time only event, it would
risk opening a Pandora’s box
of other predatory behavior by
countries around the world.

Public Diplomacy and
Information Operations

The Putin regime’s crackdown
on independent media and jour-
nalism are creating a closed-off
information space dominated
by Kremlin-controlled outlets.
U.S. public diplomacy is an im-
portant tool that the United
States can use to communicate
truthful information to the Rus-
sian people and advance U.S.
foreign policy goals. U.S. public
diplomacy efforts were a pillar
of its approach toward the Sovi-
et Union during the Cold War,
conducted mainly through the
U.S. Information Agency (USIA),
which was largely incorporat-
ed into the State Department in
1999.47 Today, U.S. international
broadcasting is conducted by the
Broadcasting Board of Governors
(BBG), an independent federal
agency that broadcasts Voice
of America, Radio Free Europe,
and Radio Liberty to foreign

populations including in Russia
and other post-Soviet countries.
Other functions for public diplo-
macy exist, such as education
and cultural exchanges and per-
son-to-person diplomacy within
the State Department and the
US. Agency for International
Development (USAID).*#®

Public diplomacy and other in-
formation tools can be useful
for providing information to
Russian and other foreign au-
diences to discredit Kremlin
propaganda and misinforma-
tion. Setting the record straight
against a torrent of direct and
indirect sources of misinfor-
mation can be bolstered, in
certain cases, with declassified
intelligence and other means
that force Russia to defend its
claims.*®* For example, U.S. and
NATO public releases of satellite
photography showing Russian
combat forces fighting inside
Ukraine offered indisputable
evidence to global media outlets
that Russia was lying about its
involvement in the conflict.**°

U.S. efforts to push back against
Russian propaganda have gen-
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erally been insufficient to date.
Calls to reestablish the USIA are
frequent, but this would not be
a panacea to combat modern
disinformation tactics. As one
commentator put it, “let’s stop
looking at a mid-twentieth cen-
tury solution for a 21st century
problem.”* The information
tools available to the United
States for a successful strate-
gy toward Russia are in need of
modernization and adaptation
to global communication flows.
There will need to be a top-to-
bottom reevaluation of the au-
thorities, tools, organizations,
and resources dedicated to pub-
lic diplomacy and other tools
available to U.S. policymakers
to compete with Russia in the
information space with a clear
strategy and purpose. Covert
tools, such as Military Informa-
tion Support Operations (MISO),
can also be valuable but they are
not sufficient today. A modern
way forward must leverage pop-
ular and emerging information
technologies, including social
media. The United States should
learn from the experience of the
corporate world and other coun-
tries to develop methods and
mechanisms that can effective-
ly target messages to audienc-
es and ensure that those mes-
sages reach their destinations.
Private-sector messages and
counter-propaganda efforts, es-
pecially independent media and
respected civil society organi-
zations, will be more important
than ever.

Economic Tools

U.S. policymakers should not
underestimate the value of eco-
nomic tools in achieving poli-
cy ends toward Russia. While
Putin has weathered Russia’s

current economic troubles with
little damage to his popularity,
Russia’s economic strength and
dynamism pales in comparison
to the United States and its Eu-
ropean allies and partners. Over
the long term, Putin’s political
fortunes and his efforts to reas-

RUSSIA’S
ECONOMIC

STRENGTH AND

DYNAMISM
PALES IN

COMPARISON
TO THE UNITED

STATES AND

ITS EUROPEAN

ALLIES AND
PARTNERS.

sert Russia’s role in global affairs
necessitate an end to stagnation,
if not a return to the substantial
economic growth Russia enjoyed
in the mid-2000s. Russia’s fail-
ure to find effective economic
alternatives to Europe (either
through import substitutions or
trade with China) mean that Pu-
tin will, sooner or later, need to
restore Russia’s trade relations
and access to capital markets in
the West. U.S. economic tools—
including economic sanctions;
trade policy and investment
policy; and energy policy—are
an asymmetric advantage and
source of leverage that should
continue to be cohesively ap-
plied in the United States’ strate-
gic approach toward Russia.

Economic Sanctions

Economic sanctions have played
a central role in U.S. policy to-
ward Russia since the start of
the Ukraine crisis, resulting in
added strain to Russia’s fragile
economy and heightened ten-
sions with Moscow.*** Decades
of fine-tuning have
transformed  sanc-
tions from what was
once a blunt instru-
ment of economic
coercion into a preci-
sion tool that can be
used against specific
foreign  companies,
groups, and individu-
als. U.S. policymakers
have an array of sanc-
tions options at their
disposal, ranging from
targeted  sanctions
(or smart sanctions)
against specific indi-
viduals and entities
intensifying  toward
comprehensive sanc-
tions that can restrict
all economic activi-
ties. To achieve their desired ob-
jectives, however, sanctions must
benested within a comprehensive
strategy that blends other ele-
ments of U.S. power and coercion
and matched by U.S. allies and
partners. The Trump adminis-
tration will face crucial decisions
early regarding the future of Rus-
sia sanctions, including whether
to strengthen, maintain, or lift
them and to what end, and how to
ensure continued unity with the
European Union and others.

The Obama administration first
imposed targeted sanctions
against Russia in response to its
seizure of Crimea in mid-March
2014. Additional tiers of sanc-
tions were imposed over the fol-
lowing weeks and months—with



each tier growing in scope and in-
tensity—as Moscow’s aggression
expanded into eastern Ukraine.
Current U.S. sanctions on Rus-
sia include: (1) asset freezes and
travel bans against Putin’s close
associates and officials involved
in operations in Ukraine; (2) asset
freezes and restrictions on trans-
actions with specific businesses
with close ties to the Kremlin; (3)
prohibitions on certain financial
transactions on specified Russian
financial, energy, and defense
firms; (4) prohibitions on exports
of technology, goods, and ser-
vices to the Russian oil industry;
(5) restrictions on defense and
dual-use exports to Russia; and
(6) a blanket ban on dealings with
Russian-occupied Crimea.** U.S.
sanctions on Russia related to the
Ukraine crisis are not the entire
extent of the U.S. sanctions re-
gime. In response to Russia’s in-
fluence campaign during the U.S.
presidential election, President
Obama levied economic sanc-
tions on the GRU and FSB, four

Russian intelligence officials, and
several technology companies.**
In the past, other U.S. administra-
tions have applied sanctions on
Russian arms companies for their
dealings with Iran.

DECADES OF FINE-TUNING

to the more extensive trade and
financial ties between the Euro-
pean Union and Russia.*** Strong
U.S. leadership and coordina-
tion with the European Union
has been essential in maintain-

HAVE TRANSFORMED
SANCTIONS FROM
WHAT WAS ONCE A
BLUNT INSTRUMENT OF
ECONOMIC COERCION

INTO A PRECISION TOOL

Ukraine-related sanctions have
proven particularly impactful
because they are multilateral.
The EU has imposed a similar
set of targeted economic sanc-
tions, which have had a far great-
er impact on Russia’s economy
than their U.S. counterparts due

ing consensus among the bloc’s
28 European capitals, many of
which face domestic resistance
to the high cost that sanctions
have had on their local econo-
mies.*® The United States has
also worked diligently to rally
participation from every non-
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EU member of NATO, with the
exception of Turkey, along with
major non-NATO U.S. allies in-
cluding Australia, Japan, and
South Korea, magnifying the im-
pact of the sanctions.*+

While economic sanctions have
impacted the Russian economy,
gauging their effectiveness as
an instrument to change Rus-
sia’s policy is difficult and re-
flects a broader debate about
the efficacy of sanctions as
tools of statecraft.*®* U.S. and
EU leaders have stated that the
objective of their sanctions are
to impose costs on Russia for
its behavior to deter future ag-
gression, attain Russian com-
pliance with the Minsk agree-
ment, and force it to respect
Ukrainian sovereignty (i.e.,
withdrawal from Crimea).**
Critics have pointed out that
sanctions have failed to change
the Kremlin’s behavior in east-
ern Ukraine or force it to retreat
from Crimea, while imposing a
significant burden on European
markets.*° Senior U.S. officials
have likewise acknowledged
that sanctions have so far done
little to change the facts on the
ground.** Supporters of sanc-
tions, however, contend that
they represent a practical, low-
risk course of action that, tak-
en in combination with other
measures, have the potential to
affect an outcome over the long
term and send a unified signal
in defense of the international
system, serving as a deterrent
to other would-be aggressor
states while still imposing costs
on Moscow.*5? There is, indeed,
some evidence that the threat
of further Western sanctions
may have deterred Russia from
pressing for greater military
gains in Ukraine in mid-2014.4%

The Trump administration has
a range of options available to
it as it considers how sanctions
will fit into its overall approach
to Russia. We will briefly re-
view the alternatives here (i.e.,
strengthen or lift), and make
recommendations in Chapter 5.
While each course of action en-
tails risks and tradeoffs, there
are two considerations that
should apply to any decision.
First, changes in U.S. sanctions
should be closely coordinated
with the European Union and
other allies and partners to en-
sure continued multilateral co-
operation. This is also important
to help preserve the West’s abil-
ity to effectively employ sanc-
tions against other actors in the
future. Second, changes in sanc-
tions should also entail close co-
ordination with Congress. The
sanctions on Russia to date have
had strong bipartisan support
in Congress. While the presi-
dent has traditionally enjoyed
flexibility to impose, modify, or
lift sanctions by executive order
and is often granted waiver au-
thority in sanctions legislation,
some members have expressed
interest in avenues to limit the
president’s unilateral ability to
lift sanctions on Russia.*

Strengthening sanctions: Be-
low is a menu of options for
strengthening sanctions on
Russia, divided across three il-
lustrative categories of intensi-
ty (high, medium, and low) that
could be used to support a range
of different policies toward Rus-
sia. Any ratcheting up across or
within these categories should
be tied to specific policy objec-
tives in order to make clear to
Russia (and participating allies
and partners) what must be done
for the sanctions to be lifted. The
risks of escalation must also be

thoroughly assessed. Certain
high-intensity options start to
encompass a comprehensive
economic embargo, and may be
considered tantamount to an act
of war in some cases. In assess-
ing options to strengthen the
U.S. and EU sanctions regime, it
will be important to keep in mind
the potential impacts to Western
businesses, as well as Moscow’s
ability to impose additional
counter-sanctions, particularly
targeting the European Union
(given the comparatively low
level of economic interaction
between Russia and the United
States). Absent significant new
aggressive actions by Russia,
the United States will also likely
have difficulty gaining multilat-
eral support for sanctions that
are seen as overly punitive.4

Additionally, the more the Unit-
ed States uses its leadership of
the global financial system to
pressure Russia and other states
with sanctions, the greater in-
centives Russia and others have
to develop alternative financial
institutions and mechanisms
over the long term to avoid
Western economic coercion.
The development of alterna-
tive financial systems is already
underway. A 2014 report by the
Russian newspaper Kommer-
sant showed that more than
90 percent of transactions with
Russian banks crossed interna-
tional borders.** Russia, seeing
its vulnerability in the inter-
national financial markets, is
looking to diversify away from
its reliance on SWIFT (Society
for Worldwide Interbank Fi-
nancial = Telecommunication)
and other western banking
mechanisms by developing its
own. This diversification has
many consequences, including
decreased security for the av-



EXAMPLES OF SANCTIONS OPTIONS*”

High-Intensity Medium-Intensity

Restrict transfers of inter-
national funds to and from
Russia, for example, by ban-
ning Russia from SWIFT.

Severely restrict Russia’s
access to Western capital
markets and financing

with stringent prohibitions
on investments in Russia,
extending loans to Russia or
buying bonds and equities.

Prohibit financial
transactions, direct
or indirect, with the
Russian government.

Limit Russia’s ability to
conduct foreign currency
transactions.

Impose significant restric-
tions or an outright embar-
go on the importation of
Russian oil and natural gas.

Freeze Russian
government assets held
overseas by Western
financial institutions.

Impose modest restrictions
on access to Western capital
markets such as imposing
limits on loans and

credits amounts that

could be extended to
specific institutions.

Impose additional conditions
on financial transactions with
targeted Russian firms.

Cancel or prohibit specific
large and high-visibility in-
vestments, deals, or projects
with Russia.

Broad embargo on military
sales and related material to
Russia and bar importation
of Russian arms.

Expand export-licensing
requirements for goods and
services to Russia.

Limit investments in

the Russian energy sector
or limit investments to
existing projects.

Prohibit transfers of equip-
ment and technology for oil
and natural gas extraction.

Restrict Western firms’ abil-
ity to provide underwriting
services for specific Russian
firms or sectors.

Impose sanctions on firms
that provide support services
to the Russian military and
security services.

Restrict certain forms of trav-
el to Russia such as tourism.

Expand asset freezes and
travel bans to cover additional
Russian officials.

Expand prohibitions on
specific Russian firms with
ties to the Kremlin and Rus-
sian security services.

o Add additional—but still

limited—restrictions on
specified Russian firms’
access to Western capital
markets, such as limiting the
maturity periods for transfer-
able securities or blacklisting
additional firms.

Deepen energy-sector sanc-
tions with restrictions on
providing financial services
for Russian oil and natural gas
exploration and production.

Expand energy sanctions

to including the provision
of technologies, goods, and
services for additional types
of oil projects and to cover
natural gas projects.

Ban financing and exports of
specified sensitive technolo-
gies and dual-use items used
by the Russian military or
security services.

Place limited restrictions
on imports or exports of
a specific good such as
luxury items.

Cancel government-to-
government contracts.

Expand targeted sectoral
sanctions to additional
sectors such as mining
and machinery.

97



RECALIBRATING U.S. STRATEGY TOWARD RUSSIA: A NEW TIME FOR CHOOSING

O
o

U.S. AND ALLIED INSTRUMENTS OF POWER

erage user as well as a lessened
ability to monitor the financial
transactions of terrorist groups
and other illicit organizations.
Breaking the relative neutrality
of systems such as SWIFT will
further encourage states like
Russia to develop and take part
in alternative systems. While
strengthened sanctions that
take broader aim at Russia’s
economy, the 12th largest in the
world, could be more effective
at inducing political conces-
sions from Moscow, they could
also have volatile and unpre-

in the past pursued secondary
sanctions as a means to inten-
sify their impact. Secondary
sanctions are designed to force
third parties to abide by U.S. pro-
hibitions or face punishments
themselves. In the case of the
secondary sanctions imposed
to halt Iran’s nuclear program,
for example, the United States
gave foreign companies a stark
choice: either cut business ties
with Iran or risk being shut out
of the U.S. financial system.

While secondary sanctions can
increase the effective reach of

THE CURRENT U.S.
SANCTIONS ON RUSSIA
WERE IMPOSED BY

EXECUTIVE ORDER UNDER

PRESIDENT OBAMA,

WHICH PRESIDENT TRUMP

COULD CHOOSE TO
RESCIND AT ANY TIME in casten Ultaine an
UNLESS CONGRESS ACTS TO uksine. remov o

CODIFY THEM INTO LAW.

dictable economic consequenc-
es and ripple effects on the glob-
al economy that will need to be
carefully weighed.

In addition to the above Rus-
sia-specific sanctions, the Unit-
ed States could levy sanctions
on third states that force a choice
between access to the U.S. econ-
omy or the Russian economy.
Since U.S. sanctions only restrict
U.S. persons and entities from
doing business with those des-
ignated, the United States has

U.S. sanctions, as was the case
with Iran, their use does entail
significant tradeoffs. Former
Secretary of the Treasury Jack
Lew warned that secondary
sanctions should be used “only
in the most exceptional cir-
cumstances, where—as with
Iran—the threat is severe, where
we have international consen-
sus, and when ordinary sanc-
tions have fallen short of their
mark.”#® Even close U.S. allies
view secondary sanctions as

violations of their sovereignty.
Secondary sanctions also pose a
long-term risk of blemishing the
global attractiveness of the U.S.
financial system if the free flow
of capital becomes constrained
by numerous U.S. sanctions
regimes. Secondary sanctions
would be a potent yet controver-
sial tool if levied in the case of
Russia (a much bigger player in
the global economy than Iran).

Lifting sanctions: The current
U.S. sanctions on Russia were
imposed by executive order un-
der President Obama, which
President Trump could
choose to rescind at any
time unless Congress
acts to codify them into
law.*® Unilaterally lift-
ing or easing sanctions
irrespective  of any
changes in Russia’s be-
havior would entail sig-
nificant risks. Current
US. and international
sanctions are linked
to Russia’s implemen-
tation of the Minsk
cease-fire agreements
in eastern Ukraine and

easing of the Minsk-re-

lated sanctions could

induce further aggres-
sion by Russia in Ukraine and
would certainly send a strong sig-
nal to Ukraine regarding the U.S.
commitment (or lack thereof) to
its territorial integrity. Likewise,
both Moscow and Kyiv may view
any lifting of the Crimea-related
sanctions as de facto U.S. recog-
nition of Crimea’s annexation.

Moreover, any moves to lift sanc-
tions in the absence of Russia’s
compliance with the United
States’ defined policy conditions
could potentially be interpret-



ed by other would-be aggressor
states as a weakening of U.S. re-
solve to oppose territorial ag-
gression in all forms. Sanctions
should only be lifted when Russia
meets the defined conditions for
removal in order to maintain U.S.
credibility and incentivize further
cooperation toward U.S. policy
goals. A collapse of the European
sanctions, a likely prospect in the
absence of strong U.S. leadership
in this context, would have simi-
larly negative effects and would
leave the United States with few
options and little leverage.

Trade &
Investment Policy

U.S. trade and investment policy
is another important consider-
ationincraftingacomprehensive
strategy toward Russia. Despite
the impact of Ukraine-related
sanctions, the United States and
Russia still maintain bilateral
trade valued at about $23 billion
in 2015.%° While relatively mi-
nor from the U.S. perspective, it
is significantly more valuable to
Russia. The United States is Rus-

sia’s sixth-largest trading partner
and a crucial source of outside fi-
nancing and investment.** To an
extent, this offers Washington
options to generate economic
effects to either incentivize or
punish Russian behavior.

U.S. trade and investment policy
toward Russia has undergone sig-
nificant changes in recent years.
In 2012, the Obama administra-
tion and Congress worked togeth-
er to end the last Cold War-era
trade restrictions on Russia under
the Jackson-Vanik Amendment
and extended normal trade rela-
tions to Moscow.*®* Bilateral trade
had already begun to blossom
even before that point, but had
not yet matured before Russian
aggression in Ukraine prompted
the United States to impose sanc-
tions.*®® Coupled with heightened
U.S.-Russian geopolitical ten-
sions, sanctions contributed to
the decline of bilateral trade by
roughly 40 percent between 2013
and 2015.*4 The Russian econ-
omy is highly dependent upon
access to Western capital and
financing. While most avenues

Source: U.S. Census Bureau

for access were not affected by
current sanctions, the risk that
additional sanctions could be im-
posed has spooked international
investment markets, significantly
dampening Western investment
in Russia across the board.

U.S. policymakers must consid-
er how to leverage the trade re-
lationships within the context of
the triangle of economic ties be-
tween the United States, the Eu-
ropean Union, and Russia. The
United States and EU are each
other’s largest and most import-
ant trade and investment part-
ners, with bilateral trade valued
at nearly $1.1 trillion in 2014.4%
Closer U.S. and EU economic co-
operation through agreements
like the proposed Transatlantic
Trade and Investment Partner-
ship (TTIP) would continue to
strengthen this relationship and
could help American business-
es, as well as bolster Europe-
an governments vulnerable to
Russian influence operations by
giving a boost to their struggling
economies. A more economical-
ly integrated EU-U.S. relation-
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ship would add significant lever-
age to the U.S. economic toolbox
vis-a-vis Russia.

Energy Policy

Russia is the world’s largest en-
ergy exporter and has enormous
reserves of oil and natural gas.
It is heavily dependent upon ex-
ports of hydrocarbons—crude
oil and natural gas—to gener-
ate economic growth and fill its
state coffers. The Kremlin also
frequently uses its neighbors’
dependency on its energy as
a source of political leverage.
The importance of energy to
Russia’s economy and foreign
policy, however, also offers pos-
sible sources of leverage to the
United States and its allies. The
United States is the world’s larg-
est energy producer (when in-
cluding coal) and a central actor
in global energy markets. U.S.
policymakers have a number of
options at their disposal that
can be used to either pressure
or cooperate with Russia.

For a variety of reasons, the en-
ergy ties between the United
States and Russia are relative-
ly minimal, especially for such
large energy players. By con-
trast, Russia and the European
Union (and other European na-
tions) are heavily dependent on
each other in the energy sector.
Some EU states made efforts
to diversify their gas supplies
following multiple disputes be-
tween Russia and Ukraine over
transit fees that left a handful of
countries without gas imports
for two to three days in 2006 and
almost three weeks in 2009.4¢
Diversification was elevated as
political imperative within the
European Union following the
2014 Ukraine crisis. It is not
easy for Europe, however, due
to long-term contract obliga-

tions and because Russia can
offer more competitive prices
than other natural gas produc-
ers, including the United States.
Russia has stepped up efforts to
solidify its energy relationships
with major European countries
like Germany and Turkey with
the promise of secure energy
through the development of
more direct pipelines to Europe
that will bypass Ukraine and
other transit countries.

It has been suggested that the
United States can support Eu-
rope’s efforts to diversify nat-
ural gas supplies with lique-
fied natural gas (LNG) exports.
There are, however, serious lim-
itations on the extent that U.S.
LNG can serve as a substitute
or relieve Europe’s dependency
on Russia. The biggest factor is
price. LNG is expensive given
high transportation costs rel-
ative to cheap Russian natural
gas delivered via pipeline. The
limited pipeline connectivity
between European countries
with large LNG import capacity
(such as Spain) and countries
with high dependence on Rus-
sian natural gas is another ob-
stacle.*” For example, the Baltic
States and Finland import over
90 percent of their natural gas
from Russia and are geographi-
cally isolated from the EU ener-
gy infrastructure.*® Central and
Eastern European states such
as Poland, the Czech Republic,
Slovakia, and Hungry are high-
ly dependent upon Russian gas
imports but are better integrat-
ed into EU energy networks.*%
U.S. energy policies that sup-
port LNG exports may be able to
help, to some extent, decrease
Russia’s leverage over its Eu-
ropean consumers by offering
competitive alternatives when
prices are high and acting as a

stopgap in the event of a major
dispute. Moreover, supporting
the growth of the global LNG
market will help drive down
prices and support an ongo-
ing shift in regional natural gas
markets that favor consum-
ers rather than producers—
weakening Russia’s ability to
leverage its advantage.*”°

The United States could choose
to lift, maintain, or strengthen
economic sanctions against the
Russian energy industry and
take other measures to encour-
age or discourage capital invest-
ment and technology that Rus-
sia needs to modernize its aging
energy extraction infrastructure.
Russia is increasingly in need of
foreign investment to boost its
aging energy industry, increase
its efficiency, and develop new
energy sources. Russia, for in-
stance, does not have the domes-
tic technology or financing to
pursue offshore drilling in Arctic
waters in the event that oil prices
rise enough to make such an en-
deavor worthwhile.*”

In response to the Ukraine crisis,
the United States and the Euro-
pean Union imposed targeted
sanctions on four major Russian
energy companies: Novatek,
Rosneft, Transneft, and Gaz-
prom Neft (a subsidiary of Gaz-
prom). The sanctions limited the
companies’ access to U.S. capital
markets and investment, in ad-
dition to prohibiting the export
of certain advanced services and
technologies. Notably, they sus-
pended large joint deals involv-
ing Exxon Mobil and other ma-
jor Western oil firms to support
Russian state-owned oil compa-
nies in their efforts to develop
offshore oil fields in the Arctic,
the Black Sea, and elsewhere.*
While U.S. sanctions on the Rus-
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sian energy sector were fairly
narrow, the reputational impacts
of the sanctions drove away ad-
ditional foreign investments.

U.S. economic tools will be
among the most important pol-
icies for the Trump administra-
tion. The power of the U.S. econ-
omy is by far one of the United
States’ greatest assets and unfet-
tered access to it remains a strong
incentive for foreign states. The
Trump administration will need
to ensure that its economic de-
cisions are coordinated with
those of European leaders. If
Europe loses faith in U.S. eco-
nomic leadership and decides to
forge ahead without the United
States, the United States could
find itself losing one of its most
important sources of leverage to
modify Russian behavior.

Military
Instruments

This section assesses the range
of military instruments available
to the United States and provides
recommendations to strengthen
them. These recommendations
are consistent with—and in-
tended to be nested within—the
broader Russia strategy that will
be outlined in Chapter 5.

The Need for
Conventional Deterrence

An armed conflict between the
United States and Russia re-
mains very unlikely, yet the con-
sequences should it occur would
be nothing short of catastrophic.
Avoiding direct conflict with Rus-
sia is the ultimate goal of deter-
rence in Europe. There remains
considerable debate, however,
regarding how the United States
and NATO should go about it.

Credible deterrence requires
the United States and its allies
to communicate clearly defined
redlines and demonstrate the
political will and capacity to back
them up. While NATO’s Article 5
collective security guarantee has
hitherto been effective at de-
terring a military attack against a
member state, Moscow’s respect
for U.S. alliance commitments
is not automatic. Some NATO
members, especially the Baltic
States, but also Poland, Roma-
nia, and others, worry that the
alliance’s will and ability to deter
conventional attacks is eroding,
a concern that Russia appears
eager to reinforce. NATO’s chal-
lenge then is to reconceptualize
its deterrence strategy to take
into account the current threat
environment facing its member
states. Such a strategy must be
explicit about what the alliance
seeks to deter, and appear credi-
ble to allies, partners, and poten-
tial foes alike.

Deterrence is typically divided
between nuclear threats and
threats involving conventional
forces.#”* Nuclear threats are a
form of deterrence by punish-
ment due to the destructive pow-
er of nuclear weapons and the
high risks of nuclear retaliation.
During the Cold War, for exam-
ple, NATO’s deterrence strategy
against the Soviet Union’s con-
ventional superiority in Europe
relied on the threat of nuclear
punishment.## Nuclear deter-
rence, however, is both high risk
and not particularly well suited
against most nonnuclear threats.
Nuclear threats would lack cred-
ibility in a “little green men” sce-
nario, for example. The United
States cannot, therefore, base a
strategy to deter conventional
and unconventional coercive ac-
tions primarily on the threat of

nuclear retaliation. The United
States would be most credible if
its nonnuclear forces possess the
demonstrated capability to deter
Russian aggression.*”

Crafting an effective convention-
al component to a full-spectrum
deterrence strategy in Europe
is complicated by a number of
factors, mostly related to the
size and expenditure involved
in maintaining large numbers
of such forces during peace-
time. This is not a new chal-
lenge. At various times during
the Cold War, the United States
and NATO sought to reduce their
reliance on nuclear deterrence
and commenced efforts to build
up their conventional forces on
the continent. Yet each of these
efforts was stymied due to the
political reluctance of Western
leaders to bear the heavy costs
of raising and maintaining con-
ventional forces large enough
to offer an effective defense. In-
deed, the force levels necessary
for a conventional defense (and
a deterrence by denial strategy)
are exceedingly, and, oftentimes,
prohibitively expensive.*¢ At a
time of pressing global security
challenges, public finances in
the United States and Europe
are stretched and many govern-
ments remain reluctant to in-
crease their defense spending to
the levels that would be needed
for a conventional defense or a
deterrence by denial approach.

At the strategic level, U.S. and
NATO conventional forces are
superior to Russia in both quality
and quantity. This is one of many
reasons why conventional Rus-
sian aggression against NATO is
unlikely. Russia, however, enjoys
military superiority in the local
balance across NATQ’s eastern
flank, particularly considering



Russia’s bases in Kalinin-
grad and the difficulty the
United States and NATO
would face in surging
troops into the region in a
crisis. This is another key

AT THE STRATEGIC LEVEL,
U.S. AND NATO CONVEN-
TIONAL FORCES ARE SUPE-

complication for deterring. RIOQR TO RUSSIA IN BOTH

conventional conflict in

Europe. If conflict occurs, QQUJALITY AND QUANTITY.

Russia would hold a con-
siderable advantage in its
ability to quickly move its

RUSSIA, HOWEVER, ENJOYS

forces into place and oper- NMUILITARY SUPERIORITY IN

ate with relative freedom

under the protection of its THE LOCAL BALANCE ACROSS

extensive A2/AD complex.

mis qeterrence cratenge INATQ’S EASTERN FLANK.,

is most acute on the north-

eastern flank. The Baltic States
share an extensive land border
with Russia proper as well as Ka-
liningrad, the Russian exclave be-
tween Poland and Lithuania. In a
crisis, Russian forces could likely
overrun the Baltic States in a mat-

ter of days.*”” Even a far more ro-
bust U.S. and NATO forward pres-
ence would do little to change
this outcome. With these realities
in mind, the most effective way
for the United States and its allies
the defend the Baltic States is a

deterrence-by-punishment ap-
proach that depends on small, yet
capable, in-place tripwire forces,
rapid-response forces that can be
mobilized on short notice, and
the ability to get follow-on forces
to the fight quickly.
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If a high-end fight were to occur
in the Baltic States, one could
conservatively estimate that the
United States and NATO could
well lose the first 90 days but
would almost certainly win the
next 90 days. This is less a ques-
tion of fighting prowess and ca-
pabilities and more a function
of the Baltics States’ proximity
to Russia and the United States’
and other NATO allies’ reliance
on a reinforcement strategy.
U.S. forces deployed to Europe
are only the tip of the iceberg
in terms of what the entirety of
the United States military could
bring to bear in an actual Arti-
cle 5 scenario. Deploying these
forces, however, would take
substantial time. Therefore, the
posture of U.S. and NATO forces
within the European theater—in
terms of tripwire forces, rapid-
response forces, and the ability
to receive follow-on forces—is
important for signaling to a po-
tential adversary the defenders’
will and capacity to impose costs
for any aggression.

Tripwire forces like NATO’s
Enhanced Forward Presence
(eFP)—and, previously, the
small U.S. troop deployments to
the Baltic States—send a strong
signal that if attacked, other
U.S. and NATO forces would re-
spond.*® The ultimate credibil-
ity of a tripwire force, however,
depends on the force having rel-
evant combat capabilities and
being of sufficient size that an
adversary could neither side-
step nor capture the force.*”?
Regarding rapid-response and
follow-on reinforcements, the
United States could shift addi-
tional air and naval forces into
Europe relatively quickly, but
the Army faces a major chal-
lenge in terms of providing rap-
id-response and follow-on rein-

CHANGE IN U.S. COMBAT
FORCES IN EUROPE**

Army Brigades Combat Aircraft

1987 17
1997

2017

forcements given its diminished
forward presence in Europe.

While specific timetables for re-
inforcing Europe are difficult to
estimate, building a sufficient
quantity of U.S. and allied heavy
combat and sustainment forces
in Eastern Europe would proba-
bly take several months. Large-
scale reinforcement can be sped
up to a degree by prepositioning
equipment for heavy units in
Europe. Moreover, sufficient for-
ward positioned logistics to set
the theater to receive and sus-
tain additional forces are also es-
sential to making U.S. deterrence
commitments credible.

The Transformation of
U.S. Forces in Europe

Questions regarding the number
of U.S. forces needed for deter-
rence in Europe inevitably draw
comparisons to the force levels
that the United States main-
tained to deter the Soviet Union
and Warsaw Pact allies during
the Cold War. While there are
valuable insights to be learned
from that era (and some com-
parisons are presented below,
for illustrative purposes), the
conventional military threats
that the United States and NATO
could face in Europe emanating
from Russia and other sources,
along with advancements in mil-

4 (-77% from 1987)

2 (-50% from 1997)

666
168 (-75%)

121 (-28%)

itary technologies, have changed
enough to limit the value of sim-
ple topline comparisons. Indeed,
exceeding force requirements
is not necessarily superior to
simply meeting them, and can
even be counterproductive if
additional forces are not care-
fully managed and strategically
placed. Adjusting to the reality
of a long-term challenge from
Russia and shifting from reas-
surance efforts toward a cred-
ible deterrence strategy raises
important questions about the
adequacy of current force levels.

In the late 1980s, the Unit-
ed States had roughly 350,000
troops stationed in Europe along-
side NATO forces to deter an
attack by the Soviet Union and
Warsaw Pact armies.”*® The U.S.
presence included two heavy
Army corps (17 brigades), nine
fighter wing equivalents (650+
combat aircraft), and stockpiles
of prepositioned equipment to
enable reinforcements to rapid-
ly deploy to the continent in the
event of a war.*®" U.S. force levels
began to undergo significant re-
ductions in 1988—-1989 as the large
Soviet forces forward stationed in
the Warsaw Pact states gradually
withdrew eastward and Moscow’s
alliance system buckled. The U.S.
drawdown picked up speed as the
Warsaw Pact dissolved and the
Soviet Union itself disintegrated.



The initial post—Cold War draw-
down in Europe concluded in
1995-1996 with U.S. troop num-
bers leveling out at approximate-
ly 115,000, a 67 percent reduc-
tion from the late 1980s. Over
the same period, the U.S. military
reduced its overall troop levels
by just 30 percent, meaning force
cuts in Europe were more than
double cuts occurring within the
broader force.*® Despite their
smaller footprint, U.S. forces in
Europe retained substantial ca-
pabilities. The Army, for example,
maintained a mixture of combat
forces including four heavy and
light brigades, a corps-level head-
quarters, enabler units, some re-
inforcement infrastructure, and
prepositioned equipment for
three brigades.*

As NATO’s enlargement debate
heated up in the late 1990s,
the Department of Defense,

Congressional Budget Office,
NATO, and others conducted
studies to determine the mil-
itary requirements of extend-
ing Article 5 guarantees to new
members. They generally con-
cluded that the potential new
allies in Central Europe were
defensible given existing U.S.
force posture and reinforce-
ment capabilities.*®*> These
findings were underpinned by
assumptions that the tranquil
European security environ-
ment would persist, along with
Russia’s military weaknesses,
and that the West would con-
tinue to build its fledgling part-
nership with Moscow. The 1998
DoD study, however, did note:

In the unlikely event that
trends developed in such a
way as to renew a direct,
large-scale territorial threat
to NATO members, then a fun-

Source: DOD; EUCOM Historian

damentally  different—and
far more demanding—set of
requirements and costs would
be needed. In such a situation,
the United States and its al-
lies would need to reassess the
security environment and re-
spond accordingly.+%

After the 1999 accession to
NATO of Poland, Czech Repub-
lic, and Hungary, however, there
was comparatively little deliber-
ation over the military require-
ments to defend or reinforce
additional entrants. Over time,
U.S. force posture in Europe be-
came increasingly disconnected
from the realities of America’s
growing security commitments
on the continent, largely due to
assumptions about Russia’s de-
clining capabilities and the lack
of intent to militarily challenge
NATO enlargement. In August
2004, as NATO was expanding
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its membership by seven (to in-
clude the Baltic States, Bulgaria,
Romania, Slovakia, and Slove-
nia), the Bush administration
announced 40,000 troops would
be withdrawn from Europe.*’
Unlike the late 1990s, however,
there was little debate or con-
sideration as to the military re-
quirements necessary to support
these new allies in a crisis.

Without a pressing need to de-
ter territorial aggression, U.S.
European Command’s (EUCOM)
forces were reconfigured for new
missions. This included training
allied and partner forces ahead
of their deployments to Afghan-
istan, providing rapid-response
forces for crises beyond the con-
tinent, and ensuring strategic
military access and support for
other combatant commands.
The drawdown announced in
2004—the second major reduc-
tion in Europe since the end of
the Cold War—continued de-
spite the warnings from EUCOM
that the cuts were reaching too
deep. These cuts also dispro-
portionally reduced the Army’s
presence and brought about fun-
damental changes to U.S. mili-
tary capabilities in Europe.*®®

The Army’s two last remain-
ing armored brigades in Europe
were deactivated or withdrawn
by mid-2013, leaving only two
light brigades lacking the capa-
bility for combined arms war-
fare. Enabler units—including
combat aviation, logisticians,
and engineers—were hollowed
out and remaining preposi-
tioned equipment was largely
withdrawn. The inactivation of V
Corps in 2013 left EUCOM with-
out a warfighting headquarters
for land operations.*®® The re-
maining U.S. forces in Europe—
particularly ground forces—

were thought by EUCOM to even
be insufficient to meet its steady-
state missions. Small rotations
of U.S.-based forces to Europe
were planned to fill the gaps on a
temporary basis. These rotations
took on a new purpose immedi-
ately following the Ukraine crisis
that included reassuring allied
nations up and down the eastern
flank. Nevertheless, drawdowns
to U.S. permanent forces in Eu-
rope have continued since 2014.
By 2017, approximately 60,000
U.S. troops remain permanently
stationed in Europe, 12,000 few-
er than in 2012 and about half
the number from 2000.%°

In light of the long-term Russia
challenge, a review of U.S. force
posture in Europe is needed to
assess the requirements of a
credible conventional deter-
rence strategy, including a re-
evaluation of legacy force reduc-
tion decisions made prior to the
Ukraine crisis. The success of
such a strategy will depend upon
having the forces and capabilities
in place to deter low-end threats,
as well as the ability to rapidly
surge air, land, and naval forces
into theater for a high-end fight.
Building reinforcement capacity
through additional investments
in prepositioned equipment, lo-
gisticians, and infrastructure to
enable rapid reinforcement is,
therefore, crucial.

U.S. and Allied

Capability Gaps

The following sections examine
areas where U.S. and allied non-
nuclear forces face force posture
challenges, capability gaps, or
significant operating challeng-
es deterring and, as needed, re-
sponding to Russian aggression.
An exhaustive examination of
all of the relevant capability ar-

eas fell beyond the scope of this
report. Rather, the posture and
capability areas examined here
were identified by the study
team as being both critical to a
successful conventional deter-
rence strategy and in need of
enhancement or reinvestment
due to: developments in Rus-
sian warfighting concepts and/
or technologies; the challenges
imposed by the European the-
ater (in particular the difficult
physical and political geography
of the eastern flank); or atrophy
over time.

The nine capabilities examined
below include: (1) precision
strike; (2) air superiority; (3)
integrated air and missile de-
fense; (4) naval forces and mar-
itime capabilities; (5) ground
forces and combined arms
warfare; (6) special operations
forces; (7) intelligence, sur-
veillance, and reconnaissance
(ISR); (8) electronic warfare;
and (9) cyber. Specific recom-
mendations are offered in each
area addressing how emerg-
ing capability gaps might be
bridged, where to direct invest-
ments, how forces might adapt
to theater-specific challenges,
and how U.S. and allied forces
can improve interoperability.

1 - Precision Strike

Precision strike is an essential
element in the credibility of U.S.
and NATO conventional deter-
rence. Precision strike enhanc-
es the ability of U.S. and NATO
forces to hold an adversary’s
valuable military assets at risk,
swiftly impose costs upon an ad-
versary’s forces from a distance,
and more safely enable the other
components of military force to
be brought to bear. The United
States and NATO have tradition-
ally held a significant advan-



U.S. FORCE POSTURE IN EUROPE*’

Wiesbaden, Germany
¢ U.S. Army Europe HQ

Ramstein Air Base, Germany

¢ U.S. Air Forces in Europe HQ
¢ 1Division HQ* ¢ 3rd Air Force HQ
¢ 1Military Intelligence Brigade ¢ 603rd Air Operations Center

¢ 1Signals Brigade ¢ 1Airlift Wing (14 C-130J)

Grafenwoehr & Vilseck,

Germany
¢ 1 Stryker Brigade Combat Team

¢ 1Air Ground Operations Wing

Spangdahlem Air Base,

Germany

¢ 1 Military Police Battalion ¢ 1Fighter Squadron (24 F-16C/D)

¢ 1Engineer Battalion Aviano Air Base, ltaly
¢ 2 Fighter Squadrons (21

F-16C/D)*>

RAF Lakenheath, UK

¢ 3 Fighter Squadrons
(21 F-15C, 55 F-15E)

Vicenza, ltaly
¢ 1Infantry Brigade Combat
Team (Airborne)

Western Poland (various)
¢ 1Armored Brigade Combat

Team* ¢ 2 Combat Search & Rescue

Ansbach, Germany
¢ 1Combat Aviation Brigade**

RAF Midenhall, UK
¢ 1Air Refueling Wing

Kaiserslautern, Germany (15 KC-135R)

¢ 1Patriot Battalion

(4 Patriot Batteries) ¢ 1Special Operations Wing

(5 MC-130], 5 CV-22B Osprey)
Baumholder, Germany

; . ¢ 1Reconnaissance Squadron
¢ 1Sustainment Brigade

(RC/WC-135%)

Panzer Kaserne, Germany
¢ 1 Special Forces Battalion

Incirlik Air Base, Turkey
¢ 1Air Base Wing

¢ 2 Naval Special Warfare Units

Moron Air Base, Spain
¢ 1Special Purpose Marine
Air-Ground Task Force
(AFRICOM)*

Camp Bondsteel, Kosovo

(NATO)
¢ 1 Army National Guard
Battalion*

Squadrons (5 HH-60 Pave Hawks)

Naval Support Activity Naples,
Italy
¢ U.S. Naval Forces Europe HQ

¢ Sixth Fleet HQ

¢ 1 Amphibious Command Ship

Naval Station Rota, Spain
¢ 1 Destroyer Squadron

(4 Guided Missile Destroyers)

Naval Air Station Sigonella,
Italy

¢ 1Maritime Patrol Squadron*

¢ ISR Aircraft Detachment*

Naval Support Activity Souda

Bay, Greece
¢ 1Reconnaissance Squadron

Detachment (RC/WC-135) *

* Denotes rotational forces from the United States that are continuous/near continuous

** Denotes a hollow permanent unit that requires rotational forces from the United States
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tage over potential adversaries,
including Russia, in precision
strike capabilities. This ranges
from long-range precision strike
(LRPS) weapons, such as con-
ventional cruise missiles and
short-range ballistic missiles,
to direct-attack precision guid-
ed munitions (PGMs) dropped
by tactical aircraft. Precision
strike capabilities have had an
essential role in the conduct of
U.S. military operations over
the past several decades. These
capabilities allowed the United
States and allies to build upon
their significant advantages in
air and naval power by engaging
adversaries at standoff distances
and expanded the reach of their
forces and support to operations
across

do;iaiifaﬁlii?gﬂi THE UNITED STATES
maicaty nerescs AND NATO HAVE

Moscow has developed its own
precision strike capabilities,
it has also sought to adapt its
forces to offset U.S. and NATO
advantages. Russia has heavily
invested in antiair and missile
defenses, electronic warfare ca-
pabilities, and refined its tactics
and techniques in order to di-
minish the effectiveness of U.S.
and NATO precision strike in a
potential conflict.

Disparities in Allied
Precision Strike Capabilities
While the United States possess-
es arobust ground-, air-, and sea-
based precision strike capability,
only a handful of NATO allies,
including the United Kingdom,

mitary operaions TRADITIONALLY

and provided poli-
cymakers the abil-

i loy fi
in more conenct ADVANTAGE

and complex envi-
ronments, including
urban areas,

lateral damage.

Given the utility of
precision strike to
U.S. and NATO mili-
tary operations, it is no surprise
that Russia both fears and covets
this capability. The vast com-
parative advantage the United
States once enjoyed in this area,
however, has begun to dimin-
ish in recent years as Russia and
other competitors develop their
own capabilities. The threats
posed by the diffusion of pre-
cision strike technologies have
considerable implications for
U.S. and allied militaries. While

« OVER POTENTIAL
ecucearoe ot o- MADVERSARIES IN
PRECISION STRIKE
CAPABILITIES.

France, Germany, Italy, and Tur-
key, field somewhat similar ca-
pabilities. This disparity impos-
es some constraints on how the
United States and NATO can ef-
fectively leverage their overrid-
ing advantages in air and naval
power to strengthen deterrence
in Europe—an already-chal-
lenging proposition on land due
to Russia’s proximity advantage
along NATOQ’s eastern flank.

The United States, Britain, and
France are the only allied navies
that possess the long-range con-
ventional cruise missiles that
have dominated the opening
stages of modern military op-
erations. This capability would
be essential in any effort to sup-
press Russian A2/AD network or
otherwise hold Russian targets
at risk at standoff ranges. The
sea-launched Tomahawk Land
Attack Missile (TLAM), which
has a maximum range of 1,550
miles, is the primary long-range
standoff munition employed by
the United States and the Unit-
ed Kingdom.*? Tomahawks have
been used in Kosovo, Irag, Lib-
ya, and other conflicts to sup-
press enemy air defenses and
destroy  command
and control centers
at the outset of op-
erations in order to
clear a path for tacti-
cal aircraft carrying

HELD A SIGNIFICANT i

While both the
French Navy and the
Royal Navy possess
land attack capabil-
ities comparable to
those operated by the
United States, they do
so in far more limited
quantities. Moreover,
apart from these three
countries, other European allies
lack any real form of sea-based
long-range precision strike ca-
pability. The Danish, Dutch, Ger-
man, Greek, Italian, and Spanish
navies all operate vessels that
could technically launch long-
range conventional munitions,
but have not chosen to field such
systems for financial and political
reasons.®* While adding these
weapons to the arsenal of NA-
TO’s surface combatants would



potentially require tradeoffs with
other munitions, they would also
add an important capability to
strengthen deterrence by pun-
ishment. In addition, this would
improve the ability of allies to
act independently in future op-
erations should the United States
be unable or unwilling to divert
the necessary assets. Specifically,
NATO allies should strive to put
small numbers of conventional
land attack weapons on the die-
sel electric submarines operated
by several alliance nations, in-
cluding Germany and potentially
Norway. The relative operational
stealth of submarines compared
to other platforms would help de-
ter an attempt by Russia to use its
own long-range precision strike
weapons to negate NATO’s com-
parative advantage.

In addition to sea-based preci-
sion strike capabilities, several
NATO air forces maintain a ro-
bustmedium-range air-launched
cruise missile (ALCM) capability
comparable to the U.S. AGM-
158 Joint Air-to-Surface Stand-
off Missile (JASSM). The British,
French, and Italian air forces
have air-launched Storm Shad-
ow cruise missiles that provide
their multirole fighters with a
standoff precision strike capa-
bility.*>* The uneven distribution
of precision strike capabilities
across the alliance places limita-
tions on the flexibility of allied
forces to meaningfully partici-
pate in a full-spectrum conflict
or contribute to deterrence by
punishment. The high-threat
environment along the eastern
flank would likely further con-
strain the ability of many NATO
allies to operate their forces at
an acceptable risk. Many allies
could find themselves sitting on
the sidelines of a conflict, at least
initially. Only a handful of allies

plan to acquire fifth-generation
aircraft like the F-35 that would
be the most survivable within
contested airspace (even many
fourth-generation U.S. aircraft
would be vulnerable against Rus-
sian air defenses).

While precision strike munitions
have proven indispensable in re-
cent conflicts, the high costs of
air and naval delivery platforms,
as well as the growing costs of
the munitions themselves, pose
a considerable barrier to en-
try for many allies. Small allied
purchases of costly precision
strike weapons tend to add up
to an expensive new capability
with extremely limited capac-
ity. Tomahawks, for example,
cost approximately $1.4 million
each.”® Wartime demand for
PGMs like cruise missiles can
rapidly exhaust the peacetime
stockpiles of even the United
States. Meanwhile, the ability
to swiftly replenish inventories
is constrained by an industrial
base with a limited capacity to
surge production of these com-
plex munitions. In the opening
two weeks of Operation Iraqi
Freedom in 2003, U.S. warships
fired 700 Tomahawks—a third
of the total U.S. inventory.*” In
a confrontation with Russia, it
is easy to foresee U.S. and allied
long-range PGM stockpiles being
rapidly depleted (this dynamic
would impact Russia as well).

This problem extends beyond
cruise missiles. During the
NATO air campaign in Libya in
2011, major allies such as Brit-
ain ran low on certain high-end
munitions while smaller allies
like Denmark quickly exhausted
their inventories of relatively in-
expensive direct-attack PGMs.**®
Efforts by NATO allies to address
munitions shortages through

pooling and sharing arrange-
ments have made some progress,
but different platform require-
ments and legal export obstacles
continue to pose problems oth-
erwise solvable through a great-
er commitment of resources.*”

Combating Russian A2/ AD

The scarcity of long-range pre-
cision strike weapons across the
alliance would be exacerbated
by the difficulties of employing
these munitions to gain air supe-
riority. The mobility of Russian
antiair systems combined with
the forested terrain of northeast-
ern Europe, the use of “scoot-
and-shoot” tactics, and the use
of decoys would frustrate air de-
fense suppression efforts.>*° The
lethality of Russian air defenses
would also dramatically com-
plicate the near-real-time ISR
that NATO air and ground forces
have come to rely upon to effec-
tively employ precision strike
weapons. Furthermore, the bulk
of NATO’s long-range strike ca-
pability, as well as its precision
strike capability more broadly,
depend upon munitions that
are guided to targets with coor-
dinates provided by GPS. Russia
has significantly invested in EW
capabilities to jam or spoof GPS
signals, which could degrade
U.S. and allied precision strike
advantages. EW jammers, for ex-
ample, could prevent cruise mis-
siles from receiving updated tar-
geting data midflight or render a
smart bomb into a dumb bomb
by disrupting the GPS-aided
guidance used by the Joint Direct
Attack Munition (JDAM).>°*

Given Russia’s growing capabili-
ties, the alliance should consid-
er investing heavily in small- to
medium-sized weapons, such
as the AGM-88E Advanced An-
ti-Radiation = Guided Missile
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(AARGM), that are purpose built
for SEAD missions, along with
general-purpose glide bombs
such as the Joint Standoff Weap-
on (JSOW) and the GBU-53 Small
Diameter Bomb II (SDB-II). Glide
weapons would allow more
fourth-generation aircraft, like
the F-16 and F-18, to be used by
the United States and other al-
lies to deliver precision strike
munitions in the opening stages
of a campaign at greater range,
decreasing (but not eliminat-
ing) their exposure to Russian
surface-to-air missile systems.
For example, the SBD-II is a rel-
atively inexpensive 250-pound
small glide bomb that can track
and hit moving targets up to 70
miles away.”® It is being fitted
and tested on nearly every U.S.
fighter and bomber airframe and
is likely compatible with many
European airframes.>*

While small-diameter bombs
pack relatively little punch, this
would not be a concern against
soft targets such as Russia’s mo-
bile surface-to-air missile sys-
tems. The missiles’ small size
allows aircraft to carry more of
them (sometimes by a factor of
4), increasing sortie efficiency.>**
Some reports suggest that U.S.
strategic bombers such as the
B-2 (and potentially the future
B-21) could carry in excess of
200 small-diameter bombs, of-
fering a formidable salvo against
multiple fixed and moving tar-
gets.’®> These munitions can
also improve the efficiency of
fifth-generation aircraft like the
F-35 and F-22. The inventory of
these stealth aircraft across the
alliance is already limited due to
their sheer cost, but their strike
efficiency is constrained be-
cause, to maintain their stealth
profile, they can only carry mu-
nitions within their modest

internal weapon bays. Small-
diameter bombs increase the
effectiveness of these aircraft
for suppression of enemy air de-
fenses (SEAD) missions. For ex-
ample, the F-22 can carry only
two JDAMs in its “clean” stealth
configuration, but can carry
eight SBD-IIs.>*¢ Small-diameter
bombs would also significantly
increase the strike capacity of
other U.S. and allied aircraft and
allow nonstealth aircraft to en-
gage at safer distances from air
defenses. The additional range
of glide weapons coupled with
the enhanced payloads offered
by small-diameter bombs would
allow the United States and its
allies to build upon their air ad-
vantages and weaken Russia’s
A2/AD complex. In a crisis, the
alliance could also be political-
ly strengthened by these capa-
bilities by enabling allies with
less-sophisticated aircraft to
contribute to critical missions at
the outset.

The United States and its al-
lies must also mature their op-
erational plans for how they
would bring their considerable
advantages in air and sea pre-
cision strike to bear given East-
ern Europe’s forbidding physi-
cal and political geography. For
example, how could alliance
maritime-based precision strike
assets best be leveraged to en-
hance deterrence in a crisis with
Russia on the eastern flank? The
Baltic and Black Seas would like-
ly be too risky for U.S. surface
warships or submarines to op-
erate in due to Russian defens-
es in these waters. While the
United States and several allied
navies have long-range conven-
tional cruise missiles that could
reach the eastern flank from
the North Sea or the Mediterra-
nean Sea, the flexibility of these

weapons decreases as range in-
creases. Since current and fu-
ture operational requirements
demand sea-based strike capa-
bilities reach deep onto land at
standoff ranges, would NATO
use nonlinear routing to avoid
firing missiles through neutral
countries’ airspace given the
tradeoff in effectiveness? There
are no easy answers to these
problems, but prudent planning
for operational challenges such
as these—even if conflict is un-
likely—is important.

Ground-Based
Precision Fires

Due to Europe’s operating envi-
ronment, U.S. and allied air and
sea power will face challenges
projecting precision strike capa-
bilities to support their land forc-
es directly with fire support and
indirectly by suppressing enemy
air defenses. There is a need for
the United States and its allies to
reexamine the utility of ground-
based long-range precision fires
in order to ensure additional
support for land forces as well
as contribute to air defense sup-
pression and other roles.

The backbone of the Army and
many allies’ long-range ground
fires capabilities are the M142
High Mobility Artillery Rocket
System (HIMARS) and the M270
Multiple Launch Rocket Sys-
tem (MLRS). Both systems fire
the aging Army Tactical Missile
System (ATACMS), which has a
maximum range of 186 miles.>*”
The Army is in the very early
stages of replacing ATACMS with
its Long Range Precisions Fires
(LRPF) Missile program, which
has a planned range of 310 miles,
the maximum allowable range
under the Intermediate Nuclear
Forces (INF) treaty.>®® However,



the easy availability of close air
support in recent low-intensity
conflicts has caused the Army
to neglect investment, capacity,
and training in its Field Artillery
branch.>® Moreover, improve-
ments to US. ground-based
fires capabilities will do little if
the forces are not postured and
configured where they would be
needed. The Army does not have
a fires brigade permanently de-
ployed in Europe nor does it have
prepositioned equipment for
one. In a crisis, the fires brigades
based in the United States would
likely be near the back of the
line to be airlifted or sealifted to
Europe since priority would be
given to maneuver forces. More
effort, therefore, should be given
to supporting the development
of allied land-based long-range
fires for those allies that would
be better positioned.

Specific recommendations in
this area include:

e Increase NATO’s sea-based
precision strike: Allies should
be encouraged to invest in con-
ventional land attack weapons
for their naval forces, particu-
larly their submarines.

» Maximize U.S. and allied
precision strike advantages:
Invest in developing flexible
and relatively low-cost preci-
sion strike capabilities such
as small-diameter bombs and
glide munitions that would
increase the efficiency of U.S.
and allied aircraft for preci-
sion strike.

2 - Air Superiority

Air superiority, or the ability to
assert control of the skies, is a
central component of U.S. and
allied military power and, thus,
also of its conventional deter-
rence strategy. It is essential for

RUSSIA

HAS LONG
FEARED U.S.
AND NATO
AIR POWER,
PERHAPS
MORE THAN
ANY OTHER
ELEMENT OF
WESTERN
MILITARY
STRENGTH.

enabling and protecting mari-
time, ground, and other air as-
sets so they can swiftly impose
high costs on an adversary, and
for employing other forms of air
power to strike an adversary’s
forces and military infrastruc-
ture behind the frontlines.>*
Many Western militaries have
come to consider air superiority
a precondition for operations.
With it, allied forces can more
safely conduct precision strike
missions with minimal collateral
damage; call in close air support
during ground combat; quickly
evacuate wounded troops from
the battlefield; and, of course,
protect Western populations
from an adversary’s attacks. The
United States and its allies hold
considerable advantages over
Russia in terms of air power. The
continuous improvements to
Russia’s A2/AD capabilities and
the disadvantageous geography
of NATO'’s eastern flank, howev-
er, would pose a major challenge
to their ability to gain air superi-
ority in a conflict.

Russia has long feared U.S.
and NATO air power, perhaps
more than any other element
of Western military strength.
During the latter years of the
Cold War, NATO’s convention-
al deterrent posture in Central
Europe rested heavily on the
alliance’s qualitative advantag-
es in fighter aircraft. The Sovi-
ets sought to deny NATO’s air
superiority by emphasizing so-
phisticated mobile surface-to-
air missile systems and elabo-
rate air defense networks. More
recently, Russia has watched
with concern the considerable
improvements in U.S. and al-
lied air power since the Persian
Gulf War with the growth of
precision weaponry, electronic
warfare, and other capabilities.
Subsequent conflicts, including
the NATO air campaign in Libya
in 2011, showcased the alliance’s
ability to rapidly and cheaply
gain air superiority.s"

Like the Soviet Union before it,
Russia is making targeted in-
vestments in a range of capabil-
ities that seek to challenge the
U.S. and NATO advantage in the
air. Moscow has directed recent
investments toward developing
and fielding mobile surface-to-
air defense systems, long-range
radar and sensor networks,
modern interceptor aircraft,
electronic warfare systems, and
long-range precision strike ca-
pabilities. Together, these ca-
pabilities form the backbone
of Russia’s A2/AD strategy. The
range and positioning of the
systems along the span of NA-
TO’s eastern flank—reaching
deep into NATO territory—
gives Russia the ability to hold
adversary aircraft and other
forces at risk well beyond its
own borders.
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U.S. and Allied

Air Force Posture

Gaining air superiority is a
multi-domain effort and encom-
passes a mixture of offensive
and defense forces. The numer-
ical and qualitative advantages
in fighter and multirole aircraft
that the United States and NATO
allies enjoy over Russia are sub-
stantial. While numbers alone
fail to tell the full story—for ex-
ample, readiness and operation-
al configurations vary drastically
across allied air forces—they do
at least give an indication of the
vast potential that exists for col-
lective action.

Overall, the United States and its
allies have approximately 3,000
tactical fighter and multirole
aircraft of various capabilities
in their inventories compared to
about 800 Russian fighter and
multirole aircraft.> Of that, 1,700
aircraft belong to the United
States. There are approximately
28,000 U.S. Air Force personnel
permanently stationed in Europe
under the command of U.S. Air
Forces in Europe (USAFE) large-
ly based in Germany, the United
Kingdom, and Italy. This force
includes six fighter squadrons
(three wings) of F-15Cs, F-16C/
Ds, and F-15Es totaling about 120
combat aircraft, many being pri-
marily ground strike aircraft with
some air-to-air capability. These
fighter squadrons are based at
RAF Lakenheath in the United
Kingdom, Spangdahlem Air Base
in Germany, and Aviano Air Base
in Italy.>

In addition, the United States
maintains one air refueling
wing with KC-135 tanker aircraft
at RAF Mildenhall in the United
Kingdom, one strategic lift wing
with C-130Js at Ramstein Air
Base in Germany, and enabling

units and a robust support in-
frastructure. Other air bases
located in Turkey, Spain, Ro-
mania, and Hungary are used to
enable force projection across
Europe and provide forces to
other theaters.

The Air Force’s permanent forces
are strengthened by rotational
deployments of U.S.-based air-
craft that provide additional pres-
ence and training opportunities.
While rotational deployments to
Europe are routine, they are not
continuous and generally provide
only a squadron or less of addi-
tional forces.” Rotational forces
include an assortment of aircraft
including F-22s, F-15s, and A-10s.
Most notable from a strategic
deterrence perspective are the
intermittent rotations of B-2 and
B-52 bombers to participate in
allied exercises.”® The addition-
al air presence provided through
rotational deployments is usual-
ly half of a squadron or less and
lasts between several weeks to
several months at a time.>

USAFE faces major posture
changes in the coming years in-
cluding legacy force structure
reductions and base realign-
ments that could significantly
reduce its capabilities. Under
current DoD plans, the 493rd
Fighter Squadron—one of three
squadrons based at Royal Air
Force (RAF) station Lakenheath
in the United Kingdom—faces
inactivation without Europe-
an Reassurance Initiative (ERI)
funding, reducing the overall
number of fighter squadrons
in Europe from six to five. The
493rd FS, which flies F-15Cs, is
the only dedicated U.S. air su-
premacy squadron in Europe. As
with the Army’s 12th CAB, the
decision to remove this capa-
bility was based on budget con-

straints and a consideration of
theater requirements prior to the
Ukraine crisis.”” While the Air
Force is grappling with difficult
challenges in terms of balancing
force structure reductions under
budget caps, going forward with
legacy force reductions amidst
such a drastically changed secu-
rity environment demonstrates
a dangerously stubborn and
inflexible approach to posture
management. Retaining a robust
forward-deployed fighter pres-
ence in Europe and a dedicated
air supremacy squadron in the
theater must be a priority.

US. and allied air forces have
built considerable interoperabil-
ity through air campaigns in Lib-
ya, Afghanistan, Iraq, and Syria,
along with constant combined
training and the advantages of
common airframes and weapons
systems. After the United States,
France has the largest modern
aircraft inventory in NATO with
approximately 270 Mirage 2000
and Rafale fighter and multirole
aircraft. Turkey is a close second
in terms of modern aircraft with
about 260 F-16s, although it also
has a large inventory of older
F-4s. The United Kingdom has
about 230 Eurofighter Typhoon
and Tornado fighter and multi-
role aircraft.”® Germany and Ita-
ly maintain 215 and 124 aircraft,
respectively, each possessing a
combination of Typhoons and
Tornados.”® Greece has about
190 F-16s and Mirage 2000s.
Canada operates about 75 aging
F/A-18s and has not yet made a fi-
nal decision about a replacement
aircraft after backing away from
plans to acquire the F-35.72° Den-
mark, Norway, Belgium, Spain,
Portugal, and the Netherlands
operate relatively smaller but
potent air forces built primarily
around the F-16.



The F-35 is designed

to achieve air superiority
against near-peer competitors
and operate in highly
contested airspace.

Utah Test and Training Range,
February 25, 2016

Credit: Jim Haseltine/U.S. Air Force

By contrast, the Central and
Eastern European allies gener-
ally have fewer, if any, modern
aircraft and little ability to field
the capabilities needed to par-
ticipate in or support a high-end
fight in the air. Poland has the
most significant air force on the
eastern flank, with approximate-
ly 34 MiG-29 fighters and 48
F-16s.* Hungary and the Czech
Republic each operate a single
squadron of Gripen C/D mul-
tirole fighters. Estonia, Latvia,
and Lithuania have no air forc-
es. Romania is acquiring a small
inventory of 12 second-hand
F-16s to replace its aging fleet of
36 MiG-21s. Bulgaria has deeply
neglected its air force, leaving it
with a barely serviceable fleet of
MiG-29s (Sofia has repeatedly
failed to come up with the re-
sources to purchase either new
or second-hand aircraft despite
assurances it would do so when
itjoined NATO in 2004).5*

Air-to-Air Operations

The United States has the con-
siderable advantage of having
fully deployed a fifth-generation
fighter aircraft with the F-22,
soon to be joined by the F-35,

which are specifically designed
to achieve air superiority against
near-peer competitors and oper-
ate in highly contested airspace.
The multirole F-35 is slated to re-
place a number of U.S. and allied
airframes, but its considerable
cost will reduce force structure.
A number of NATO allies are ac-
quiring or planning to buy the
F-35, including, Italy, Denmark,
the Netherlands, Norway, Tur-
key, and the United Kingdom.
Deliveries, however, are occur-
ring at a slow rate due to pro-
duction delays, cost overruns,
and issues with their aircraft’s
complex avionics and integrated
weapon systems.5*

In air-to-air combat, the United
States emphasizes “beyond vis-
ible range” (BVR) engagements
with adversary aircraft over
“within visual range” (WVR)
engagements, which means pi-
lots do not need to physically
see an adversary aircraft to en-
gage it. BVR engagements offer
a distinct advantage in most cir-
cumstances to the United States
and NATO forces because their
aircraft tend to operate more
advanced radars and sensors,
often enhanced by AWACS sup-

port, which provides them with
the ability to detect and engage
adversaries at significant dis-
tances. Much depends, however,
on the range of air-to-air mis-
siles in these engagements. The
AIM-120 AMRAAM is the prima-
ry long-range air-to-air missile
used by U.S. and NATO aircraft
for BVR combat. After two de-
cades of incremental improve-
ments to the AIM-120 family of
missiles, many experts believe
this platform is reaching the end
of its development life. Europe-
an allies are planning to replace
their AIM-120s with the Meteor
missile, which offers significant-
ly increased range and improved
lethality and may be fitted to
European-origin airframes, as
well as F-16s and F-35s.** De-
velopment of the next genera-
tion of U.S. long-range air-to-air
missiles, however, was canceled
due to budget cuts and a path
forward for the United States re-
mains uncertain.

Specific recommendations in
this area include:

» Retain six U.S. fighter squad-
rons in Europe: Given the
importance of U.S. airpower
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for deterrence, plans
to withdraw the F-15C
squadron at RAF Laken-
heath, the only dedicat-
ed air supremacy fight-
er squadron in Europe,
should be canceled. The
Air Force should also
explore more F-22 ro-
tational

CURRENT AND PLANNED
U.S. AND NATO BALLISTIC
MISSILE DEFENSES IN
EUROPE ARE NOT THE
RIGHT TOOLS TO DEFEND

e e AGAINST RUSSIA’S
e ol GROWING ARSENAL

ercising  short-notice
deployments to tempo-
rary operating locations
overseas.””® Over the long
term, the Air Force should
consider basing an F-22
squadron in Europe, possibly
to replace the F-15C squadron
or another unit.

 Accelerate U.S. F-35A basing:
Accelerate plans to replace the
two squadrons of F-15Es at
RAF Lakenheath with F-35As
(54 aircraft in total), currently
slated to begin in 2020 with
deployments phased over sub-
sequent years, to address the
need for high-end aircraft and
maximize opportunities for
integrating U.S. F-35As with
allied air forces.

« Invest in counter-air capa-
bilities: The United States
and allies should continue to
invest in long-range air-to-air
missiles to ensure their air-
craft maintain the advantage
in BVR engagements and can
operate at less risk from adver-
sary aircraft and air defenses.

 Train to fightin contested air-
space: Given the scarcity and
cost of fifth-generation air-
craft, U.S. and NATO air forces
should better prepare for oper-
ations that assume a contest-
ed environment and embrace
new tactics (or in some cases,

reintegrate old tactics) such as
low-altitude air operations to
operate beneath adversary air
defenses.>*

e Embrace a multi-domain
approach to air superiority:
While it will be important to
invest in penetrating count-
er-air platforms like the F-22
that can operate within an
adversary’s defenses, gaining
air superiority in a contest-
ed European environment
should also leverage U.S. and
allied advantages in preci-
sion strike, electronic war-
fare, cyber, C4ISR, and spe-
cial operations forces.

3 - Integrated Air and
Missile Defense

Integrated air and missile de-
fense is among the most press-
ing capability challenges facing
the United States and its allies
in Europe. The growing sophis-
tication of Russia’s long-range
precision strike capabilities—
primarily its conventional cruise
missiles—has the potential to
weaken the credibility of the
alliance’s conventional deter-
rent by thwarting its ability to
reinforce vulnerable areas and
by holding at risk critical allied
systems that would be used to

OF CRUISE MISSILES.

retaliate in a high-end conflict.
While NATO formally adopted
ballistic missile defense as a core
mission in 2010 and has pursued
systems to defend against ex-
tra-regional threats from states
like Iran, it has not devoted
much attention or resources to-
ward other air and missile chal-
lenges. Advancements in con-
ventional long-range precision
guided weaponry since the end
of the Cold War and the matura-
tion of these capabilities within
the Russian military, however,
means much work remains for
the United States and NATO in
meeting this challenge.

Current U.S. and allied air and
missile defenses in Europe
comprise a patchwork of na-
tional, multinational, and alli-
ance-owned ground-, air-, and
sea-based systems. In terms of
European ground-based air de-
fense systems, the United States
has one Patriot battalion forward
stationed in Germany. Germany,
Spain, and Greece also operate
Patriot air defense units. Germa-
ny has the most robust Patriot
capability but plans to replace
it in the coming years with the
Medium Extended Air Defense
System (MEADS) system.’” Po-
land also appears ready to move



forward with its own purchase of
Patriot.>® France and Italy oper-
ate the SAMP/T system, which
is roughly equivalent to the Pa-
triot, while Norway, Spain, and
the Netherlands operate the
medium-range NASAMS-2 (Nor-
wegian Advanced Surface-to-Air
Missile System).

At sea, the United States has four
Aegis BMD-capable destroyers
forward stationed in Spain, and
Spain and Norway also operate
Aegis-enabled warships. The
United Kingdom, France, and It-
aly have frigates and destroyers
that operate the Principal Anti
Air Missile System (PAAMS). Ger-
many, Denmark, and the Nether-
lands operate similarly advanced
air-defense frigates and destroy-
ers.”® Despite the diversity across
air and missile defense platforms,
some synergies and interoper-
ability have been achieved in
recent years as demonstrated
through combined naval ballis-
tic missile defense exercises in
which allied warships provided
tracking for U.S. destroyers to in-
tercept missiles.>°

In the interest of preserving
strategic stability and Moscow’s
confidence in its nuclear de-
terrent, the United States and
NATO have not deployed missile
defenses in Europe that would
threaten Russia’s intercontinen-
tal ballistic missiles (ICBMs).
For the better part of a decade,
U.S. and allied missile defense
efforts in Europe have there-
fore been exclusively oriented
against a limited medium- and
long-range ballistic missile at-
tack originating from the direc-
tion of Iran.’® These efforts in-
clude the U.S. European Phased
Adaptive Approach (EPAA) and
NATO’s broader Ballistic Missile
Defence (BMD) architecture.53?

While EPAA and NATO BMD are
not directed toward Russia as a
matter of policy, certain allies
have been known to purposely
conflate technical progress on
EPAA and NATO BMD with ef-
forts to strengthen alliance de-
terrence against Russia.®® Any
substantive shift to reorient
these capabilities toward Russian
strategic nuclear forces, howev-
er, would not only be perceived
as highly provocative by Russia
and politically divisive within
the alliance, but would also fail
to provide the needed capabil-
ity to address the actual missile
threats posed by Russia.”* Cur-
rent and planned U.S. and NATO
ballistic missile defenses in Eu-
rope are not the right tools to
defend against Russia’s growing
arsenal of cruise missiles. De-
fending against low-tier threats
like cruise missiles generally re-
quires different shooter and sen-
sor systems than those used in
ballistic missile defense.>*

Given shifts in the threat envi-
ronment, U.S. and NATO theater
ballistic missile defense planning
in Europe requires a complete re-
view. Both EPAA and NATO BMD
were adopted during a period
when Russia was an emerging
security partner and the prevail-
ing threat to allied territory was
long-range ballistic missiles be-
ing developed by Iran.®*® While
Iran’s ballistic missile program
continues to progress even after
the nuclear deal (Tehran is also
developing long-range cruise
missiles), the current balance of
threats merits a reexamination
of U.S. and alliance air and mis-
sile defense priorities and the
capabilities required to address
them. Air and missile defense re-
sources and assets are extremely
limited across the alliance but
are heavily tilted toward ballistic

missile defenses. Given the chal-
lenges posed by Russian cruise
missiles and other strike capa-
bilities, however, this imbalance
should be cause for concern.

The more pressing challenge
that the United States and NATO
face is developing sufficient
low-tier air and missile defens-
es in Europe to reduce the risks
to alliance reinforcement oper-
ations and conventional retal-
iation capabilities. Low-tier air
and missile defenses would pose
far less of a threat to Russian
strategic forces than ballistic
missile defenses (although one
should still expect Moscow to
be vocally opposed). Strength-
ening U.S. and NATO deterrence
against Russian low-tier air and
missile threats will entail a blend
of offensive and defensive in-
struments. This could involve
investments in and deployments
of conventional offensive ca-
pabilities to deter Russia and
hold its assets at risk if deter-
rence fails, as well as active and
passive defensive capabilities.
Active defenses for low-tier
threats should be based around
strengthening existing U.S. and
allied integrated air and missile
defense (IAMD) with multiple
layers of networked sensors and
shooters that can frustrate at-
tacks, improve the survivability
of critical sites such as command
and control nodes and rear bas-
es, and provide mobile protec-
tion for maneuver forces. Passive
defenses should include increas-
ing mobility for forces given Rus-
sia’s shortcomings in C4ISR to
conduct real-time dynamic tar-
geting at significant distances.
Other efforts should include tac-
tical and operational dispersion
of vital assets such as enabler
aircraft, munitions stockpiles,
and prepositioned equipment.
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Adequate sensors to detect
cruise missiles may be the most
urgently needed asset for cred-
ible air and missile defenses
in Europe, followed closely by
shooter platforms. While most
existing U.S. and allied IAMD
systems like Patriot, Aegis-em-
ployed SM-2 and SM-6, and NA-
SAMS are technically capable
of intercepting cruise missiles,
their ground-level radars are
largely ineffective at detecting
and tracking low-flying cruise
missiles due to terrain obstacles
and the curvature of the Earth.
These systems can be enabled to
engage against low-tier threats
at far greater ranges if supplied
with data from external sensors
such as airborne and/or elevat-
ed platforms with look-down/
shoot-down radars that can see
incoming cruise missiles over
the horizon.>"

Developing a low-tier integrated
sensor network, however, has
proven difficult given resource
constraints, the emphasis on
ballistic missile defenses, and
the operational tradeoffs im-
posed by dedicating forces to
missile defense missions. For ex-
ample, the United States, France,
the United Kingdom, and NATO
operate AWACS fleets capable

A PATRIOT missile battery from the
U.S. Army’s 10th Army Air and Missile
Defense Command based in Germany
participates in exercises in Poland.
Sochaczew, Poland, March 21, 2015

Credit: Janek Skarzynski/ AFP/ Getty Images

of detecting cruise missiles for
ground-based interceptors. The
utility of these aircraft, however,
is limited by their small num-
bers, competing operational re-
quirements, and high operating
costs.?® All U.S. fighter aircraft
carry the necessary look-down/
shoot-down radars in addition
to air-to-air missiles that could
intercept a cruise missile, but
fighter aircraft face even greater
costs and operational demands
than AWACS and can hardly be
expected to provide persistent
coverage over a fixed area.”

The Army’s attempt to acquire
a wide-area cruise missile de-
tection capability, called the
Joint Land Attack Cruise Mis-
sile Defense Elevated Netted
Sensor (JLENS), has also prov-
en difficult. JLENS comprises
two tethered aerostats with
sensors flying at about 10,000
feet that can detect cruise mis-
siles and other low-tier threats
over a 360-degree area the size
of Texas.>* This is particularly
advantageous given that cruise
missiles—which could be fired
by an adversary submarine or
aircraft—pose a multidirection-
al threat, whereas many cur-
rently deployed systems like Pa-
triot currently lack 360-degree

radars. While aspects of JLENS
were promising in terms of its
cost-effectiveness (compared to
alternative detection methods)
and its ability to provide per-
sistent detection over a large
area, the program appears like-
ly to be canceled by Congress
amid controversy over the long-
running program’s costs and a
fiasco that occurred during test-
ing.>** No viable alternative to
JLENS is forthcoming.>**

Over the short and medium
term, the United States and allies
should give priority to develop-
ing several layers of sensors to
detect low-tier threats like cruise
missiles to enable existing inter-
ceptor platforms. These sensors
should be interoperable with ex-
isting U.S. and allied IAMD sys-
tems, like Patriot, and command
and control architectures, like the
Army’s Integrated Air and Missile
Defense Battle Command System
(IBCS) and NATO’s Air Command
and Control System (ACCS). Ef-
forts must also be made to in-
crease the number of shooter sys-
tems, as well as ensure integrated
command and control with allies
to maximize capabilities.

The United States and NATO
also need to invest in low-ti-
er mobile shooters that can




defend maneuver forces. This
would also require reinserting
air defense units into maneu-
ver forces. The Army currently
has a glaring capability gap in
short-range and medium-range
air and missile defenses, which
has forced U.S. troops to rely on
allied Short-Range Air Defense
(SHORAD) capabilities while
training in Europe.>® While the
Army’s Indirect Fire Protection
Capability (IFPC) has shown
promise against low-tier threats,
it is still under development.>*
Yet systems like IFPC and Patriot
do not provide the mobile and
low-tier SHORAD capability like
the aging Humvee-based Aveng-
er platform does to help against
an adversary’s UAS, helicopters,
and low-flying aircraft.

Over the long term, the Unit-
ed States and allies will need to
begin investing in joint research
for IAMD capabilities that can
produce low-cost per shot inter-
ceptors capable of fighting high-
volume engagements. Looking
forward, areas for investment
in long-term development in-
clude directed energy weap-
ons such as the Army’s high-
energy laser-mobile demonstra-
tion (HEL-MD), high-endurance
unmanned systems, and distrib-
uted interceptor concepts.

Specific recommendations in
this area include:

o Reevaluate missile defense
threats and priorities in
Europe: Given the challeng-
es posed by low-tier threats
such as cruise missiles and the
changed European security
landscape, a strategic review
on the future of EPAA and
NATO BMD should be con-
ducted to ensure missile de-
fense priorities and resources
are aligned with threats.

» Develop low-tier networked
sensors: Direct allied invest-
ments toward the develop-
ment of a sensor network to
detect low-tier missile and
air threats using networked
air-, sea-, and ground-based
sensors. For the United
States, short-term priority
should be given to increasing
point defense at critical areas
and providing SHORAD for
ground forces.

- Emphasize passive defens-
es and offensive systems:
Passive defensive measures
should be explored to exploit
Russia’s weaknesses at dy-
namic targeting and because
of their relative cost effec-
tiveness compared to defen-
sive systems. U.S. and allied
military bases and other crit-
ical sites should improve sur-
vivability and complicate ad-
versary planning. Offensive
systems such as long-range
precision strike weapons are
another avenue that provide
a deterrent.

e Support European wide-ar-
ea air and missile defense
capability: While European
allies must take the lead on
developing wide-area low-
tier missile defenses on the
continent, the United States
should explore opportunities
to work with and enable allies
given existing U.S. capabili-
ties and systems. If the JLENS
program is canceled, oppor-
tunities should be explored to
repurpose its radars for other
low-cost systems that could
help provide allies with some
wide-area senor capabilities.
Opportunities should also be
explored with allies on a fed-
erated approach to low-tier air
defenses including SHORAD.

e Add U.S. Patriot deploy-
ments: When possible, an
additional Patriot battalion
should be rotated to Europe to
enhance interoperability with
allied IAMD systems through
challenging exercises that in-
clude multi-domain threats
and ground, air, and maritime
sensor and shooter platforms.

4 - Naval Forces and
Maritime Capabilities
While Russia’s recent military
aggression and coercive actions
have primarily occurred on
land, the conventional threat
posed by Russia is multi-domain
in nature. Russia’s increasing
naval capabilities and capacity
have led the United States and
NATO to consider how best to
leverage their advantages in
naval power to strengthen de-
terrence and the new challeng-
es of operating and projecting
power in a contested European
maritime domain. Due to per-
sistent challenges from near-
peer and regional competitors
in the Asia-Pacific and the Per-
sian Gulf, the United States has
sought to maintain a globally
capable naval force with the
ability to project power across
oceans, along with capabilities
needed to win high-end mar-
itime confrontations. By con-
trast, most allied nations have
drastically reduced their naval
force structures. They have cut
their high-end capabilities and
neglected interoperability in fa-
vor of focusing on new maritime
missions, such as counterpira-
cy. While the United States and
NATO retain clear advantages in
the maritime domain, there are
key capability gaps that need to
be addressed in order to cement
this advantage.
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Understanding the Russian mar-
itime threat requires an accurate
accounting of Moscow’s capa-
bilities and how they are being
used. As discussed in Chapter
3, Russia maintains a powerful
core of maritime capabilities
above, on, and below the waves.
But, as with many aspects of
Russian power, not every fac-
et of Moscow’s naval buildup,
growing capabilities, and asser-
tive maritime activities is as it
seems. And they are not all in-
tended to be provocative.

U.S. and Allied
Naval Forces

The U.S. Navy has about 271
naval combatants.’ Of those,
the United States has five ships
homeported in Europe and
maintains a robust presence in
and around European waters.
European members of NATO and
close alliance partners on the
continent, including Sweden and
Finland, operate about 200 ma-
jor naval combatants in total.>*
Russia, by contrast, has about 90
surface vessels and submarines
and 100 small vessel s limited to
littoral waters.>” These figures,
however, mask Russia’s consid-
erable disadvantages compared

On April 11-12, 2016, four
Russian jets and two helicopters
buzzed the USS Donald Cook
in the Baltic Sea, making over
20 passes within 1,000 yards
at an altitude of 100 feet.

Baltic Sea, April 12, 2016

Credit: U.S. Navy

to NATO fleets in terms of ship
size, capabilities, and readiness.

The U.S. Navy maintains its pres-
ence in European waters through
a mixture of forward-deployed
warships and the occasion-
al presence of Atlantic-based
fleet forces. There are current-
ly about 7,100 naval personnel
forward stationed in Europe
under U.S. Naval Forces in Eu-
rope (NAVEUR) headquartered
in Naples, Italy. There are five
Navy warships homeported in
Europe including a Blue Ridge-
class command ship near Naples
that serves as the flagship of the
U.S. Sixth Fleet and a destroy-
er squadron with four Arleigh
Burke-class guided-missile Aegis
destroyers (DDGs) at Naval Sta-
tion Rota in Spain. The destroy-
ers are a component of the Unit-
ed States’ theater ballistic missile
defense strategy under the Euro-
pean Phased Adaptive Approach
(EPAA) and also part of NATO’s
ballistic missile defense archi-
tecture. These destroyers are
capable of conducting a range
of missions in addition to bal-
listic missile defense, including
precision strike and antisubma-
rine warfare, and have provided

a flexible means of supporting
allies with a naval presence.>*®
Destroyer operations in the Bal-
tic and Black Seas in recent years
have drawn strong and some-
times dangerous responses from
Russian aircraft and naval ves-
sels. This included a high-pro-
file incident in April 2016 during
which Russian aircraft flew dan-
gerously close to the USS Donald
Cook in the Baltic Sea.>*

In addition to the posture of its
surface forces, naval bases in
Sicily and Crete provide expedi-
tionary air bases for U.S. aircraft
to access the Mediterranean Sea
and Black Sea, as well as the Mid-
dle East and Africa. A Navy mar-
itime patrol squadron from the
United States frequently rotates
to these bases to provide ISR
coverage for the region. Recently
the Navy has begun preparations
to deploy P-8 Poseidon maritime
patrol aircraft on a rotational ba-
sis at Keflavik Air Base in Iceland
to monitor increased Russian
naval activity.®®° Given long-term
requirements to monitor Rus-
sian naval activity in European
waters, the Navy could consider
either a more persistent deploy-
ment of maritime patrol squad-



rons or a forward-deployed
squadron to the Mediterranean,
where permanent facilities exist,
with a rotational detachment in
Iceland to enhance antisubma-
rine warfare (ASW) capabilities.

Beyond forward-stationed forc-
es, the U.S. Navy’s presence in
European waters is more typi-
cally due to requirements in the
Middle East. While the Navy’s
presence is occasionally aug-
mented in the Mediterranean by
a Carrier Strike Group and other
forces, their primary mission is
to transit the Suez Canal to the
Persian Gulf and the Arabian
Sea. Therefore, it is imperative to
prioritize building interoperabil-
ity with allies to improve the ca-
pabilities of the alliance’s Stand-
ing NATO Maritime Groups,
whose requirements are often
left unsourced.

While U.S. and allied naval ca-
pabilities dwarf those of Russia,
NATOQO’s maritime capability and
capacity for high-end conflicts
has atrophied over the years and
requires reinvestment. There are
positive signs that European na-
val force structure is beginning
to recover and that countries
are redirecting investments to-
ward maritime capability gaps
created by budget cuts resulting
from the 2008 economic crisis.
The Royal Navy, for example,
will commission the first of its
two new aircraft carriers in 2018,
giving European navies the abil-
ity to generate two to three car-
rier battle groups.® In addition,
several allied navies are or will
shortly be taking delivery of a
new generation of surface com-
batants and/or submarines.

Maritime Capabilities

Problems persist in terms of
achieving interoperability be-

tween major allied weapons
systems and training, particu-
larly as it relates to air and mis-
sile defense and antisubmarine
warfare (ASW). The capabilities
needed to seamlessly integrate
U.S. and allied vessels into com-
bined formations are critical to

vessels like minesweepers. By
contrast, European navies tend
to lack large surface combatants,
but tend to have sufficient num-
bers of small surface combatants
and support vessels.

The extent to which allied na-
vies can actually work together

WHILE U.S. AND ALLIED
NAVAL CAPABILITIES

DWARF THOSE OF RUSSIA,

NATO’S MARITIME

CAPABILITY AND CAPACITY
FOR HIGH-END CONFLICTS

HAS ATROPHIED OVER

THE YEARS AND REQUIRES

REINVESTMENT.

ensuring NATO’s advantages in
the European maritime domain.
In a contingency, only a portion
of the available U.S. naval forces
could be committed to Europe
due to other global missions,
such as contending with Russia’s
Pacific Fleet and protecting sea
lines of communication. Inte-
gration among allied maritime
forces, as well as with the United
States, is therefore crucial to the
alliance’s ability to collectively
leverage its maritime power and
fight together seamlessly. From a
pure force structure standpoint,
there are some natural synergies
between U.S. and allied naval
forces. The U.S. Navy is balanced
more toward aircraft carriers,
amphibious warfare ships, and
large surface combatants for
force projection and sea con-
trol, but has neglected smaller
surface combatants and support

to defeat advanced air and mis-
sile threats is uncertain, howev-
er, given the diversity in ships
and air defense weapons. The
current lack of interoperability
in this area is especially worry-
ing because Russia has invested
heavily in new multiplatform,
anti-ship cruise missiles and
may field hypersonic cruise mis-
siles in the coming decade.’>*
Moreover, the contested waters
along NATO’s eastern flank tend
to be within range of Russian
airbases, exposing allied vessels
to air-to-ship missile threats.
NATO allies must, therefore,
work diligently to develop an
integrated air defense capability
for its surface groups.

In a high-threat environment, al-
lied ships need to be able to share
real-time information between
platforms and manage complex
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missile engagements against a
large number of targets. Over
the long term, this will require
an integrated air and missile de-
fense system that should include
the ability to engage threats from
non-shipboard sensors, similar
to the U.S. Navy’s combined en-
gagement capability (CEC).> For
the Royal Navy and Italian Navy,
developing this capability will
maximize the value of their F-35
buys. While these are the only
nations in Europe that currently
plan to operate the F-35 variant
at sea, several other allies are
purchasing the land-based ver-
sions of the aircraft and are con-
sidering acquiring additional ad-
vanced aerial sensing platforms.
To improve NATO’s ability to face
air and missile threats, NATO na-
val forces will need to be able to
communicate more effectively.

NATO allies also face shortcom-
ings in ASW. As in the air de-
fense mission, these problems
have more to do with interop-
erability and training. During
the Cold War, NATO forces reg-
ularly exercised and executed
large-scale, theater-wide ASW
missions. Monitoring of the
Greenland, Iceland, UK (GIUK)
gap, the transit corridor for So-
viet submarines into the broad-
er North Atlantic, was a key
task for European navies. Today,
Russian undersea activity again
threatens the GIUK gap, the Bal-
tic Sea, and the Mediterranean
Sea. There are promising signs
that NATO nations are taking
the threat seriously and direct-
ing funds to new ASW plat-
forms. Both the United King-
dom and Norway have recently
committed to acquiring new
maritime patrol aircraft.”** Un-
fortunately, NATO has lost the
“muscle memory” to conduct
complex ASW operations.>®

Effective ASW can lessen the
asymmetric impact of Russian
submarine operations by par-
tially removing their veil of se-
crecy. NATO is making strides
to rebuild this capacity, most
prominently with its Dynam-
ic Mongoose exercise series.>
Unfortunately, there is no quick
answer to this problem. Correct-
ing NATO’s ASW deficiencies
will require sustained training
and exercising at both the na-
tional and alliance level. These
will have to be paired with tar-
geted investments aimed at re-
placing aging aerial and surface
ASW platforms.

Allied maritime capabilities will
not form the core of counter
Russian activity, but they can
limit Russia’s ability to act com-
pletely on its own terms, espe-
cially as it seeks to assert itself
throughout the Mediterranean
and North Atlantic. Naval forces
have always been an important
area of advantage for NATO—an
advantage that must not wane.
With targeted investments, en-
hanced training, and a few new
capabilities, however, NATO will
be more than able of responding
to the Russian maritime threat
and using its naval power to
strengthen deterrence.

Specific recommendations in
this area include:

e Increase priority for Eu-
ropean deployments and
training: Generate more naval
presence in European waters,
including regular patrols and
exercises in the Baltic Sea and
Black Sea. This should include
a US. Carrier Strike Group
participation in a large and de-
manding NATO maritime and
joint exercise to demonstrate
multi-domain capabilities and
build interoperability between

large U.S. surface groups and
allied forces, which has de-
graded in recent years.

 Increase antisubmarine war-
fare capabilities: Enhance
presence of maritime patrol
aircraft in the North Sea and
Mediterranean for ASW, in-
cluding reestablishing regular
rotations to Keflavik Air Base
for U.S. and allied aircraft.
Over the long term, the Navy
should explore the utility of
a forward-deployed maritime
patrol squadron to Europe giv-
en enduring requirements in
the Mediterranean Sea and the
North Sea. The United States
should also support antisub-
marine warfare training with
allies and contribute to train-
ing and exercises at both the
alliance level and bilaterally.

 Better integrate NATO mari-
time air defenses: Encourage
allied investment toward inte-
grated and interoperable mar-
itime air defense capabilities
for NATO surface groups.

« Utilize U.S. forward-de-
ployed destroyers: The main
mission of the four U.S. de-
stroyers homeported in Spain
to support EPAA should be
reconsidered in light of the
changing threat environment.
In addition to ballistic missile
defense, these multi-mission
destroyers offer capabili-
ties for long-range precision
strike, antisubmarine warfare,
and other roles that should be
utilized to build interoperabil-
ity with allied maritime forces.

5 — Ground Forces
and Combined Arms
Woarfare

U.S. ground forces are not only
larger than Russia’s, but they



Troops from the U.S. Army’s

1st Armored Brigade Combat Team,
1st Cavalry Division based at

Fort Hood, Texas, transport
equipment for Atlantic Resolve
exercises in Lithuania.

Rukla, Lithuania, October 4, 2014

Credit: Petras Malikas/ AFP/ Getty Images

possess a far higher degree of
readiness, quality of personnel
and equipment, and overall war-
fighting capability. Nevertheless,
the United States and its allies
face major challenges in terms of
ensuring their ground forces are
properly configured and suffi-
ciently postured to deter aggres-
sion against the alliance and able
to respond to contingencies in
Europe. After years of focusing
on counterinsurgency and sta-
bility operations, U.S. and allied
ground forces face key capability
gaps related to combined arms
warfare. The United States must,
therefore, prioritize the devel-
opment of its short-range air
defenses, antitank capabilities,
tactical-level ISR and communi-
cations, and artillery and fires.

Ground Forces Posture

There are approximately 24,000
Army personnel stationed on
the continent under the com-
mand of U.S. Army Europe (US-
AREUR). The forward-stationed
combat forces consist of two bri-
gade combat teams (BCTs): the
2nd Cavalry Regiment (Stryker)
based in southern Germany and
the 173rd Airborne Brigade based
in northern Italy. These two light

BCTs amount to about 7,500 to-
tal combat troops. In 2014, in the
wake of the Ukraine crisis, the
United States launched Opera-
tion Atlantic Resolve (OAR) to
enhance the U.S. air, land, and
sea presence across NATO’s east-
ern flank. This ongoing opera-
tion relies heavily on rotational
ground units deployed to Europe
on a temporary basis to provide
additional forces and capabilities
otherwise unavailable in the the-
ater due to years of drawdown.
USAREUR has been augmented
by rotational forces that include
an Armored Brigade Combat
Team (ABCT), combat aviation
units, a warfighting headquar-
ters, and other enablers. These
rotational forces have raised the
total Army force in Europe to
about 29,000 personnel.

Determining the best mix of per-
manent and rotational forces
requires weighing tradeoffs on
sustainability, capability, signal-
ing, and affordability.”” Begun
in January 2017, the Department
of Defense reconfigured its ro-
tational presence in Europe to
include heel-to-toe ABCT rota-
tions from bases in the United
States, bringing their equipment
with them rather than relying

on prepositioned activity sets
in Europe. The cost and effort
entailed in providing this partic-
ular kind of force (armored) on
a rotational basis without prep-
ositioned equipment is consid-
erable. The most recent deploy-
ment entailed transporting 87
Abrams tanks, 18 Paladins, 144
Bradley Fighting Vehicles, 400
Humvees, hundreds of support
vehicles, and thousands of ad-
ditional pieces of equipment by
ship across the Atlantic and then
loading the equipment onto doz-
ens of trains bound for Germany,
Poland, and other countries.>>®
The 2017 ERI request earmarked
$637 million to provide this pres-
ence for one year, not including
equipment transport.’® The en-
during requirement for an ar-
mored presence, in addition to
the strain such rotations place
on U.S. troops, argue for a per-
manently stationed ABCT in Eu-
rope. This would bring the total
number of permanent BCTs on
the continent to three (one less
than in 2012).

Army combat aviation forces in
Europe are another challenge.
Due to budget cuts and Army
force structure reductions in
2014, the 12th Combat Avia-
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tion Brigade (CAB) in Germa-
ny was gradually reduced to a
headquarters element. Despite
the continuing requirement for
Army aviation assets in Europe,
the 12th CAB’s last remaining
attack helicopters were with-
drawn and redeployed to Alas-
ka in August 2015.5°° To backfill
the loss, the 12th CAB is provid-
ed rotational forces from the
United States that deploy on
a heel-to-toe basis every nine
months, funded under ERI. As
with ABCTs, rotating aviation
forces is a significant and ex-
pensive undertaking. Dozens of
attack and transport helicopters
assigned to units in the United
States must be disassembled,
meticulously packed, airlifted
across the Atlantic, and then
reassembled. More than 1,700
troops and other equipment
must be moved as well. The
2017 ERI request seeks $40 mil-
lion to cover the one-year costs
of transporting the CAB equip-
ment to Europe. The United
States should consider options
for permanently stationing a
CAB in Europe to avoid such a
costly process and fill a critical
aviation capability requirement
that was under sourced even
before the removal of the 12th
CAB and the renewed tensions
with Russia.

Apart from the Army, the United
States has approximately 1,100
Marines permanently stationed
in Europe under Marine Corps
Forces Europe and Africa (MAR-
FOREUR/MARFORAF)  head-
quartered in Germany. The lim-
ited Marine Corps presence in
Europe reflects the service’s ex-
peditionary character, as well as
its focus dating to the Cold War
on the Asia-Pacific, the Middle
East, and more recently Africa.
The Marines have no major for-

ward-stationed combat units in
Europe, but maintain a presence
along NATO’s north and south-
eastern flanks through rotation-
al deployments aimed at theater
security cooperation.

In the north, the Marines main-
tain a sizable stockpile of prep-
ositioned equipment in caves in
Norway under the Marine Corps
Prepositioning Program-Norway
(MCPP-N), first established in
the 1980s. MCPP-N is designed
to equip a 4,500-man Marine
Air-Ground Task Force with
ground and air support elements
and is configured to sustain two
weeks of operations ranging
from theater security coopera-
tion to mid-intensity combat.’*
The Marines use this equipment
regularly to conduct cold weath-
er training exercises with allies
and partners. In 2016, this exer-
cise included 2,000 marines and
14,000 multinational troops.>*
In January 2017, the Marines be-
gan experimenting with a more
regular rotational presence to
Norway composed of a compa-
ny-sized deployment (about 300
troops), a move that drew strong
protests from Russia, including a
nuclear threat from a senior Rus-
sian parliamentarian.>®

On the southeast flank, Marine
forces make up the Black Sea
Rotational Force (BSRF), which
is a six-month rotational battal-
ion-sized presence (300—500 ma-
rines) in Romania and Bulgaria. >
Under OAR, the Marines have be-
gun shifting the focus of the BSRF
activities toward combined-arms
warfare training and increasing
exercises with allied mechanized
forces to increase their relevancy
in deterring Russia.>®

The Marine Corps presence
in the region is intermittently
supported by sea-based expedi-

tionary forces—known as Am-
phibious Readiness Groups and
embarked Marine Expedition-
ary Units (ARG/MEUs)—that
often transit through European
waters on their way to and from
deployments in the Middle
East. Additionally, the Marines
have rotationally deployed a
Special Purpose Marine-Air
Ground Task Force (SPMAGTF)
to Mordn Air Base in Spain. Fall-
ing under the command of U.S.
Africa Command (AFRICOM),
the SPMAGTF comprises 500
Marines and 12 MV-22B Ospreys
and is configured as a rapid-
response force for crises that
may emerge in Africa. This
force, however, was recently
halved due to deployment pres-
sures on the Osprey fleet.>¢¢

Combined Arms Warfare

U.S. ground forces have come
to expect that the Air Force and
other services will be able to
quickly achieve air superiority
and provide close air support
as they have in every post—Cold
War fight. This assumption led
the Army to remove air defense
capabilities from its maneuver
forces and neglect the devel-
opment of modern short-range
air defense (SHORAD) capabil-
ities. The presence of advanced
Russian A2/AD capabilities
in Eastern Europe, however,
means that U.S. and NATO air
superiority cannot be guar-
anteed in the initial stages of
combat. To reduce the resulting
vulnerability to ground forces,
the United States should prior-
itize providing SHORAD capa-
bilities for maneuver forces, in
addition to developing modern
infantry and vehicle-mount-
ed precision-guided missiles
(PGM). The PGMs that are or-
ganic to regular infantry units



have not significantly changed
since the 1970s, when anti-
tank guided missiles (ATGM)
and man-portable air-defense
systems (MANPADS) became
widely available. The Stinger
MANPADS and TOW and Jav-
elin ATGMs have become out-
dated, however, and need to be
miniaturized and outfitted with
superior warheads.

The potential for contested air-
space also increases the impor-
tance of artillery support for
U.S. and allied ground forces. As
the war in eastern Ukraine has
illustrated, Russia and its proxy
forces rely heavily on artillery
and advantages in rocket mass,
range, and destructive power.
While the Army has made im-
provements incorporating preci-
sionintoits artillery, it has gener-
ally neglected the development
androle of artillery in the context
of a high-intensity combined
arms conflict.’” The Army has
recently seen success upgrading
its Paladin self-propelled how-
itzer with the M109A7, which
is expected to enter full-scale
production in 2017. The M109A7
includes a brand-new chassis,
engine, transmission, suspen-
sion, and steering system—all
components common to Bradley
infantry fighting vehicles, which
will reduce cost and improve
interoperability.®®® The M109A7
is a welcome upgrade but falls
short of the potential of the
now-canceled Future Combat
System that could have provided
significant improvements to ar-
tillery range and mass.

Secure communication is an-
other necessary capability that
the Army and allied ground
forces must refine in order to
coordinate operations securely
in the face of advancing Russian

electronic warfare and jamming
capabilities. Likewise, ISR must
be carefully controlled and
shared through NATO’s classi-
fied computer network, the bat-
tlefield information collection
and exploitation system (BI-
CES), which also provides op-
erational security for planned
and ongoing operations. How-
ever, the BICES terminals are
not widely available to units at
the company level, making se-
cure, tactical-level communi-
cation with NATO allies in the
field difficult.>®

The advantages that U.S. forces
enjoy today in combined-arms
warfare may diminish over the
long term without proper invest-
ment, especially if Russia contin-
ues its pace of development.

Specific recommendations to
strengthen U.S. force posture
and improve U.S. and allied com-
bined-arms capabilities include:

» Forward deploy an armored
brigade combat team: There
is a clear and enduring re-
quirement in Europe for
the warfighting capabilities
provided by Army armored
forces. While upfront costs
would be high, rotational de-
ployments are not a sustain-
able or cost-effective over
the long term. A permanent-
ly stationed ABCT in Europe
would also provide more ca-
pability than a rotational unit
as it would be able to operate
as a whole from a fixed per-
manent base, rather than at
dispersed locations, and save
the time lost through packing
and shipping gear every nine
months. It would also build
stronger in-theater relation-
ships with allied forces. Final-
ly, it would relieve the stresses
on the Army’s armored units

caused by the need to generate
a rotational ABCT every nine
months as it essentially takes
three ABCTs to generate a con-
stant rotational presence of a
single ABCT.

Restore a full-strength com-
bat aviation brigade: Rotat-
ing aviation forces from the
United States to round out
to the otherwise hollow 12th
Combat Aviation Brigade is an
excessively expensive and un-
sustainable way to meet cur-
rent and future requirements.
A US.-based CAB should be
permanently assigned to Eu-
rope to meet this requirement
within the active Army’s end-
strength target of 11 CABs.

Forward station a mission
command element: Given
long-term requirements for
this capability in Europe, a
mission command element
should be permanently as-
signed back to Europe.

Add prepositioned equip-
ment: Army Prepositioned
Stocks (APS) should be estab-
lished in Europe sufficient for
two ABCTs (one above and
beyond the current DoD plan)
and two sets of enabler forces
for a fires brigade and a sus-
tainment brigade to ensure
follow-on forces can deploy to
Europe quickly in a crisis.

Augment ground logistics:
Forward deploying additional
logistics forces and equipment
to Europe would strengthen
deterrence by improving rein-
forcement capacity and bet-
ter enable surge operations.
Forward deploying additional
logistics units would strength-
en joint capabilities and rep-
resents a more cost-effective
approach than adding addi-
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tional ground combat forces
above the minimal thresholds
recommended here.

e Improve short-range air de-
fense capabilities: In a contest-
ed airspace where the U.S. Army
isnot guaranteed immediate air
support from the Air Force, it
needs to provide SHORAD ca-
pabilities to maneuver forces
and develop modern infantry
and vehicle-mounted preci-
sion-guided missiles.

« Increase the capability of
artillery: The Russian mili-
tary heavily utilizes artillery
in battle and the United States
needs the ability to respond
with strength as well as the
agility it already enjoys. ABCTs
assigned to Europe should be
equipped with new M109A7
howitzers and the Army
should develop modern artil-
lery systems with increased
range and mass.

o Establish secure tactical
communications with NATO
allies: The United States and
its allies must improve EMS
resiliency and develop secure
and interoperable radio com-
munications to combat Rus-
sian electronic warfare efforts
and coordinate intelligence
sharing and joint operations.

6 - Special
Operations Forces

Special Operations Forces (SOF)
have an important and multi-
faceted role to play in working
with allies to build their internal
resilience, as well as serving as
vital enablers for U.S. and allied
forces. SOF possess a compar-
ative advantage over general-
purpose forces across three re-
lated lines of effort. First, SOF
can be leveraged to support and

enable small allied response
forces to swiftly confront and
counter unconventional warfare
strategies, such as those involv-
ing deniable forces (i.e., “little
green men”). Second, SOF can be
employed to help allies develop
their own unconventional war-
fare capabilities in order to make
vulnerable allies difficult and
costly to occupy. Third, SOF’s en-
abling role for U.S. and NATO air,
land, and maritime forces can be
tailored to address some of the
high-end challenges posed by
Russian forces, such as A2/AD.

The United States maintains a
robust presence of permanently
deployed SOF in Europe under
Special Operations Command
Europe (SOCEUR) in Germany,
including the 1st Battalion, 10th
Special Forces Group (Airborne),
and two Naval Special Warfare
units (i.e., Navy SEALs). Addi-
tionally, the 352nd Special Op-
erations Wing stationed at RAF
Mildenhall in the United King-
dom provides mobility for SOF
and performs unique missions
including precision strike, com-
bat air control, and other func-
tions.”® The main priority for
European-based SOF is provid-
ing support to CENTCOM and
AFRICOM operations against
violent extremist organizations.
Nevertheless, U.S. SOF in Europe
have conducted in-theater rota-
tional deployments to the Baltic
States since mid-2014 that are
focused on training and partner-
ing with allied forces on uncon-
ventional warfare.

Countering
Unconventional Warfare

U.S. and allied SOF are uniquely
placed to help vulnerable states
develop their capability to ex-
ploit the weaknesses in Russia’s

unconventional warfare tech-
niques. While Moscow’s use
of low-signature and deniable
forces in Ukraine stirred fears
of similar aggression across the
eastern flank, the limitations of
this approach have often failed
to be appreciated. In Crimea,
Russia’s use of deniable forces—
comprising its most elite land
forces  (spetsnaz, Airborne
Troops (VDV), and naval infan-
try)—was largely successful
because the Ukrainian forces
did not resist, not because the
Russians were more numerous
or better equipped. In eastern
Ukraine, several weeks of grow-
ing unrest passed before Kyiv
launched a counteroffensive
aimed at reasserting its control
over separatist areas, providing
Russia precious time to raise and
organize proxy forces. Using de-
niable forces imposes constraints
on the aggressor in terms of the
size and capabilities that can be
reasonably employed (or raised
locally) to achieve objectives
while still remaining deniable.
One lesson from the Ukraine
conflict must, therefore, be that
the best defense against deniable
forces and similar unconvention-
al warfare threats is a rapid re-
sponse using decisive force.>

Given their expertise with small
unit tactics, limited employment
of force, and ability to operate
discreetly, SOF can be used to
train, advise, and enable allied
military and security forces to
rapidly detect and respond to
threats that fall below the thresh-
old of conventional warfare.
U.S. SOF also benefit from spe-
cific legal authorities that allow
them to work closely and more
creatively with other countries’
internal security forces. For ex-
ample, while the small size of
the Baltic militaries means they



stand no chance against Russian
conventional forces, responding
to deniable forces is within their
capacity. In combination with
their knowledge of small-unit
tactics and direct action, SOF
can support the development of
allied governments’ plans, forc-
es, and capabilities necessary

to unconventional warfare. Mili-
tary Information Support Opera-
tions (MISO)—a core competen-
cy of U.S. SOF—include tailored
and strategic communication
activities, sometimes lacking
originator attribution, to estab-
lish and reinforce the credibility
and veracity of the United States’

IF DETERRENCE FAILS,

THE GEOGRAPHY OF THE

EASTERN FLANK AND
THE LOCAL MILITARY

IMBALANCE WITH RUSSIA
PROVIDES FEW REALISTIC

AVENUES FOR U.S. AND

ALLIED GROUND FORCES

TO PREVENT THE BALTIC
STATES FROM BEING

OVERRUN.

to counter potential aggression
through unconventional warfare.
If ordered, SOF could also pro-
vide critical enabling support to
allied security forces during a cri-
sis. In such scenarios, it would be
important to keep in mind that,
while such a strategy could foil
Russian attempts at low-intensity
aggression, it could also entail
the risk that Russia would esca-
late to higher-order aggression
to achieve its goals. There is no
solution that is risk-free, howev-
er, and much depends upon Rus-
sia’s perceptions of its options.

Countering Russian information
operations is another important
part of building allied resiliency

presence in a region and counter-
act foreign propaganda efforts.
Although not sufficient in and of
itself, MISO can be a valuable tool
in creating and shaping accurate
local perceptions among audi-
ences that are predisposed to dis-
trust U.S. intentions based on the
lies being promulgated by states
such as Russia. Russian-language
outlets in the Baltic States—for
example—have spread fake news
stories about military exercises
and given intense and distorted
coverage of minor incidents be-
tween foreign troops and local
civilians. MISO can also be used,
as necessary, to enable offensive
cyber and EW operations against
Russian propaganda outlets.

Conducting
Unconventional Warfare

SOF are also uniquely able to con-
tribute to the development of the
Baltic States and other vulnera-
ble allies’ own unconventional
warfare capabilities. If deterrence
fails, the geography of the eastern
flank and the local military imbal-
ance with Russia provides
few realistic avenues for U.S.
and allied ground forces to
prevent the Baltic States
from being overrun.””> To
prepare for a worst-case sce-
nario, U.S. and allied SOF
can assist the Baltic States
in developing the capabil-
ities to transform them-
selves into a hornet’s nest if
occupied. This would also
contribute to deterrence by
signaling to Russia that any
aggression would be met
with violent local resistance
and complicate efforts to
achieve a fait accompli be-
fore other U.S. and allied
forces can respond.

This approach must be built
into each of the Baltic States’ na-
tional defense strategies, similar
to the one long pursued by Fin-
land.>”® U.S. SOF training and ad-
vice for what is known as foreign
internal defense (FID) should be
conducted not only with allied
active-duty forces, but also with
their volunteer national guard
structures, such as the Estonian
Defence League, the Latvian
National Guard, and the Lithua-
nian National Defence Volunteer
Forces. SOF training should be
connected with a U.S. security
assistance strategy aimed at en-
hancing these allies’ military ca-
pabilities to wage a costly asym-
metric conflict.
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Enabling Collective Action
and Joint Operations

SOF can also fill a critical role in
enabling other areas of U.S. and

NATO military power in a high-
end conflict. For example, SOF
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can assist U.S. and allied efforts
to gain air superiority by con-
ducting special reconnaissance
missions—including  spotting
mobile air defense systems and
serving as forward air control-
lers to guide precision strikes.
SOF could also be used to enable
offensive military cyber opera-
tions. This could include using
SOF reconnaissance forces to
gain physical access to adver-
sary C4ISR networks and other
closed military and intelligence
communications systems to en-
able or conduct cyber-espionage
and/or cyberattack operations.

More attention should be paid
toward marrying traditional SOF
missions like special reconnais-
sance with emerging technol-
ogies to hold Russian forces at
greater risk and complicate Mos-
cow’s risk calculus. This could be
particularly effective given the
relative low cost of SOF capabili-
ties compared to developing new
high-end capabilities for gen-
eral-purpose forces. Advance-
ments in the miniaturization of

infantry PGMs and small UAVs
could also make direct action by
SOF against certain targets, such
as surface-to-air missiles sys-
tems, a potent method to disrupt
Russia’s A2/AD strategy>” The
PGMs that are organic to regular
infantry  and
SOF units have
not signifi-
cantly changed
since the 1970s,
when antitank
guided mis-
siles and man-
portable air-de-
fense systems
(MANPADS)
became wide-

available.

iature PGM ca-
pabilities, such as the Pike mis-
sile, a two-pound laser-guided
missile that can be fired from a
standard rifle-mounted grenade
launcher and hit targets over a
mile away, could begin to signifi-
cantly increase the firepower,
engagement ranges, and preci-
sion available to SOF.5%

SOF can also force potential ad-
versaries to change how they
would prefer to operate in ways
that other U.S. and allied forces
can capitalize on. For example,
if Russia perceives direct attacks
from SOF units as a threat to its
mobile surface-to-air missile
systems, it might increase the
number of troops it attaches to
each system to bolster its secu-
rity perimeter. This could make
direct action by SOF a less at-
tractive strategy; however, those
added security forces might
make the systems they are pro-
tecting easier to spot from above
by U.S. and allied aircraft, while
also disrupting their own ability
to “shoot and scoot.”

Going forward, U.S. and allied
SOF will need to continue to
invest in and evolve the tactics
and capabilities necessary for
operations against near-peer
competitors in highly contest-
ed environments.’® Conflicts
over the last decade have, to a
certain degree, inversed the tra-
ditional relationship between
general-purpose forces and SOF.
Much investment, for example,
has been dedicated to better pre-
paring general-purpose forces
to conduct or enable traditional
SOF missions, such as counter-
ing terrorism and countering
insurgencies. While this will
surely remain crucial, it is clear
that more investment is needed
to ensure that SOF can better en-
able general-purpose forces in a
high-end confrontation under
today’s conditions.

The United States and its allies
need to continue to examine
Russia’s unconventional warfare
strategies, identify their weak
points, and find ways to exploit
those weaknesses to make the
strategy unappealing to Russia.
From a deterrence perspective,
a key objective for the United
States and its allies should be
to find ways to leverage their
strengths in SOF to undermine
Russia’s confidence in its A2/AD
strategy and other areas. This
should also include introducing
new ways for SOF to hold at risk
the capabilities that Russia per-
ceives as critical to a fight against
U.S. and NATO forces, and force
Russian forces operate in ineffi-
cient and disadvantageous ways.

Specific recommendations in
this area include:

» Exploit the weakness of Rus-
sia’s unconventional warfare
strategies: SOF’s unique ca-
pabilities should be leveraged



to help allies build resilien-
cy and the forces needed to
counter aggression through
unconventional warfare and
strengthen deterrence against
lower-end threats.

e Build allied unconvention-
al warfare capabilities: SOF
should be nested within a
broader strategy to reduce
the appeal of conventional
aggression by supporting and
building vulnerable allies’ in-
ternal unconventional war-
fare capabilities.

» Leverage SOF for the high-
end fight: The size and ca-
pabilities of U.S. and allied
SOF provide an advantage in
a high-end confrontation and
they should be prepared to
enable critical missions such
as establishing air superiority
and provide enabling support
to general-purpose forces.

7 - Intelligence,
Surveillance, and
Reconnaissance (ISR)

ISR capabilities underpin the
modern way of war. In recent
years, U.S. ISR capabilities have
become synonymous in the pub-
lic imagination with live video
feeds of distant battlefields and
drone strikes against terrorist en-
claves. The ISR enterprise, howev-
er, entails a wide family of systems
and capabilities that includes
collection platforms (including
manned and unmanned aircraft,
reconnaissance satellites, as well
as other air, land, maritime, and
cyber platforms), sensors, data-
links, personnel, and the analytic
capabilities that process raw data
into actionable intelligence for
warfighters. ISR is not only vital
for directing U.S. and allied com-
bat power. It combines various
sources and methods—including

human, signals, geospatial, imag-
ery, open-source, and other forms
of intelligence—to paint a truer
picture for policymakers of glob-
al events and the forces shaping
them. This, in turn, influences
the policies and strategies put in
place to manage and defend U.S.
interests. This section primarily
explores U.S. and allied military
owned and operated ISR capa-
bilities. However, the capabilities
brought to bear by the broader
U.S. and allied intelligence appa-
ratus are also valuable.

Strategic ISR

Strategic ISR capabilities devel-
oped by the United States and
the Soviet Union during the Cold
War offered both sides the means
to monitor the other’s nuclear
and conventional military forces
and helped to reduce—but not
eliminate—the risk of surprise
attacks. In the late 1950s, the
United States relied on U-2 pho-
tographic aerial reconnaissance
flights over the Soviet Union.
Later, as technology evolved,
these flights were replaced by
reconnaissance satellites. Today,
reconnaissance satellites, or Na-
tional Technical Means (NTM),
remain not only vital to moni-
toring Russian compliance with
various arms control treaties,
but to tracking Russian military
actions. Effective use of ISR ca-
pabilities can help reduce ambi-
guity in crisis situations and, in
some cases, lift the veil on cer-
tain Russian coercive activities.
For example, overhead imagery
of Russia’s military buildup in
Syria in early September 2015
provided U.S. policymakers with
advance warning of the Russian
airstrikes that would take place
later that month.>”

The United States is believed to
maintain the largest and most

sophisticated constellation of
reconnaissance satellites in the
world, with the ability to per-
form a variety of ISR missions.>®
The United Kingdom, France,
Germany, and Italy each operate
smaller satellite fleets for mili-
tary use.” U.S. and allied forces
have become dependent upon
satellites to provide ISR, as well
as to enable global military com-
munications. These platforms
are vulnerable to antispace ca-
pabilities being developed by
Russia and other near-peer ad-
versaries. Russia has developed
nonkinetic, antispace capabil-
ities including ground-based
jamming systems intended to
disable satellite datalinks and
lasers to disrupt satellites’ sen-
sors.’® Russia is also believed
to be developing kinetic antisat-
ellite weapons that would un-
doubtedly be aimed at some of
these assets.

Nonstrategic ISR

The diffusion of airborne ISR
capabilities down to the tacti-
cal level over the past 15 years
has provided U.S. and allied
forces with a significant advan-
tage on the battlefield. Today,
airborne ISR capabilities allow
U.S. forces to identify, locate,
track, and accurately strike a
moving target, such as a ve-
hicle carrying insurgents in a
major urban environment, with
minimal collateral damage. U.S.
military operations have come
to rely heavily on such theater-
and tactical-level ISR assets to
protect U.S. and allied forces,
provide close air support, and
monitor adversary activities.

In terms of ISR platforms, the
United States military operates
a robust fleet of unmanned air-
craft augmented by a smaller
number of manned aircraft, as
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well as space-based assets. The
Air Force operates approximate-
ly 450 ISR aircraft, of which
about 360 are unmanned.’® It
also reportedly operates strate-
gic ISR aircraft in conjunction
with the intelligence communi-
ty, such as the RQ-170 Sentinel,
one of which crashed in Iran in
2011 while collecting on Tehran’s
nuclear program.’®® The Army,
Navy, and Marines operate ad-
ditional unmanned and manned
ISR aircraft and other platforms.
Tactical and theater-level ISR
aircraft include the MQ-1 Pred-
ator and the MQ-9 Reaper (both
of which can be armed), as well
as a variety of other unmanned
and manned systems. Strategic
airborne assets include the RQ-4
Global Hawk and manned aircraft
largely developed during the Cold
War, including the U-2, RC-135
variants, and the E-8 JSTARS. Ad-
ditionally, the United States and
several allies are believed to have
or be developing a small number
of aircraft purpose-built to con-
duct ISR missions in nonper-
missive environments, largely
for strategic intelligence collec-
tion.’® Fifth-generation fighter
aircraft such as the F-35—which
are being fielded by the United

Many U.S. ISR collection platforms,
systems, and operating practices
developed since 2001 were designed

to support stability and counterterrorism
operations and are poorly suited to meet
the operational requirements of a
high-end fight.

RQ-4 Global Hawk at Beale Air Force Base,
California, 2006
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States and several NATO allies—
have noteworthy ISR capabilities
that can augment purpose-built
penetrating ISR assets in con-
tested areas. The future U.S.
bomber aircraft, the B-21 Raider,
may also have significant capa-
bilities in this respect.

The United Kingdom and France
operate relatively robust ISR
fleets, which are optimized for
counterterrorism and coun-
terinsurgency missions, as op-
posed to high-end operations.
Across NATO nations more
broadly there is a worrying lack
of ISR capacity. Throughout NA-
TO’s 2011 intervention in Libya,
shortfalls in allied ISR capacity
led allies to rely heavily upon
U.S. airborne ISR assets to en-
able their airstrikes.”®* During
a high-end crisis, however, U.S.
ISR airborne assets would first
and foremost be used to support
U.S. operational requirements
and not necessarily be readily
available to enable allied forc-
es, potentially diminishing alli-
ance-wide combat power.

Over the past several years, the
United States has increased
individual allies’ ISR capaci-
ty through sales of the MQ-9

Reaper to France, the United
Kingdom, Italy, the Netherlands,
and Spain. The United Kingdom
and Italy both operate armed
versions of this aircraft. In ad-
dition to national assets, NATO
will soon standup the Alliance
Ground Surveillance (AGS) sys-
tem, which includes five jointly
owned RQ-4 Global Hawk air-
craft based at Naval Air Station
Sigonella in Sicily.”* While AGS
will help meet some of the alli-
ance’s ISR demands, it will not
provide sufficient capacity across
the entire European theater.

ISR Challenges

Despite some advances, three
major challenges remain in
terms of allied ISR: (1) inade-
quate capacity, especially as
it relates to platforms needed
for contested airspace opera-
tions; (2) datalink limitations
in communications-degraded
environments; and (3) difficul-
ties with information sharing.
The first challenge is a result of
the nature of U.S. combat oper-
ations since 9/11. Many of the
collection platforms, systems,
and operating practices devel-
oped over the past decade and




a half were designed to support
stability and counterterrorism
operations and are poorly suited
to meet the operational require-
ments of a high-end fight. For
example, most airborne ISR col-
lection platforms are designed to
fly in uncontested airspace and
would not survive long against
an adversary with even basic air
defenses, let alone Russia’s so-
phisticated A2/AD network. The
U.S. and NATO ISR enterprises
will need to be adapted and en-
hanced to prepare for the very
different operating environment
they would encounter in a fight
against a state like Russia. While
upgrades to existing platforms
like the MQ-9 Reaper may im-
prove their performance in con-
tested airspace, they would still
face significant risks until air de-
fenses were significantly degrad-
ed. There is a clear need for more
allied ISR aircraft that can op-
erate in contested airspace and
track dynamic targets such as
mobile threats, fixed SAMs, EW
systems, and short-range ballis-
tic missiles to conduct or enable
precision strikes and/or support
ground forces.

Second, ISR capabilities will be
largely useless without the abil-
ity to successfully transmit data
from the collection platform to
other systems and users. While
UAS have dramatically increased
the scale of ISR collection in re-
cent conflicts, their total reli-
ance on remote datalinks—in
addition to the heavy demand
on limited satellite bandwidth
to both remotely control the
aircraft as well as transmit the
raw data back to analytic centers
for processing—is a significant
drawback. The high-bandwidth
demands of UAS aircraft make
them highly vulnerable to jam-
ming—interrupted  datalinks

can not only disable UAS sen-
sors, but can cause the pilot fly-
ing it remotely to lose control
of the aircraft. The high-band-
width transmissions emitted by
UAS can also make them vulner-
able to detection by adversary
air defenses. In contrast, large,
manned ISR aircraft like the E-8
JSTARS have crews that process
the raw data into actionable in-
telligence onboard and produce
far smaller transmissions, which
make them less vulnerable to
jamming. Solving the datalink
problem will require the integra-
tion of currently fielded manned
and unmanned platforms, a
push for open architecture in
newly developed systems, and/
or changes in operating proce-
dures. Additionally, the trans-
mission process and timeline
will need to be shortened. In-
stead of transmitting ISR data
and intelligence to rear-based
analytic centers for processing,
the future ISR enterprise will
likely transmit autonomously or
semi-autonomously processed
data directly to warfighters by
line of sight datalinks that are
harder to detect and jam.

The third, and perhaps most
fundamental, challenge is the
lack of adequate intelligence
sharing within the alliance es-
sential to integrating NATO’s ISR
architecture. In certain cases,
this has led to different threat
pictures and joint operational
constraints. Most nations are
extremely protective of the in-
telligence generated by national
ISR platforms. U.S. classification
restrictions guard ISR informa-
tion derived from highly sensi-
tive sources and methods that, if
revealed, could expose both the
presence of U.S. assets (human
and machine) and the level of
penetration into an adversary’s

programs and activities. There
are also policy and legal con-
cerns over sharing lethal, or ac-
tionable, intelligence with allied
and partner nations as doing so
may create liability for any re-
sulting errors. These concerns
are not imprudent and intelli-
gence sharing should rightly en-
tail scrutiny, especially consider-
ing that not all allied networks
and agencies are equally secure.
The bar for sharing, however,
is often set unreasonably high,
and the intelligence passed is
often untimely or unpersuasive.
Enhanced sharing with key al-
lies—especially those that the
United States expects to support
and enable its policies, notably
France—should be pursued in
order to better synchronize al-
lied threat assessments (and the
resulting policies), and better en-
able joint operations.

Specific recommendations in
this area include:

o Rebalance intelligence re-
sources: The Department of
Defense and the intelligence
community should reexamine
the resources committed to
collecting and analyzing in-
telligence on Russia in light of
its coercive activities and mil-
itary interventions in Europe
and elsewhere. This should
include a review of collection
assets and capabilities in-
cluding the allocation of ISR
aircraft in Europe, the tasking
of space-based assets, efforts
dedicated to human intelli-
gence (HUMINT) collection,
and other sources and meth-
ods. There is also a need to
invest in human capital and
foster greater analytic exper-
tise on Russia across the intel-
ligence community (including
Russian-language skills).
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« Enable acquisition and up-
grades to allied airborne
ISR fleets: The United States
should continue to support
the expansion of allied ISR air-
borne capacity. A number of
NATO allies now operate a sol-
id core of U.S.-origin ISR air-
craft such as the MQ-9 Reaper.
Allies will require additional
capacity and their current
fleets will require modifica-
tions to make them more vi-
able in a high-end fight. Cur-
rent U.S. export restrictions on
UAS, however, place burden-
some requirements on sales to
even close U.S. European allies
and should be revisited.>*

» Develop nonpermissive air-
borne ISR capabilities: The
United States and major allies
need to develop and field air-
borne ISR platforms that can
operate in highly contested
airspace to enable precision
strike and support SEAD and
other operations. The sensi-
tivity surrounding these sys-
tems would unfortunately
make a large multinational
collaboration extremely dif-
ficult. Instead, the United
States should use its close
defense relationship with the
United Kingdom to ensure
that there are appropriate fa-
cilities available for forward
basing existing and future
nonpermissive U.S. airborne
ISR assets should they need
to be deployed to Europe in
a crisis. Furthermore, the
United States and the United
Kingdom should explore col-
laboration on future nonper-
missive multirole aircraft.

« Develop solutions for degrad-
ed communications opera-
tions: Current U.S. and allied
airborne ISR platforms rely on

high-bandwidth satellite data-
links that connect the aircraft
to ground systems and are
highly vulnerable to jamming.
There is not necessarily a tech-
nical solution that can fully
resolve this problem. Instead,
the United States and allies
will have to develop tactics,
techniques, procedures that
pair artificial intelligence, and
future networking technolo-
gies, such as optical datalinks
and onboard data processing,
as workarounds.

e Review and revise intelli-
gence sharing policies with
key allies: The United States
should review its current in-
telligence-sharing authorities
with NATO allies, especially
as it relates to joint security
challenges, including Rus-
sia. While bilateral channels
will likely remain the primary
sharing mechanism for high-
ly sensitive intelligence, new
authorities and procedures
should be sought that broaden
the amount, quality, and time-
liness of both the operational
and strategic-level intelligence
being shared with NATO and
key partners.

8 - Electronic Warfare

Leveraging the electromagnetic
spectrum (EMS) allows U.S. and
NATO forces to act rapidly and
strike with precision. Renewed
Russian investments in EW capa-
bilities are increasingly putting
at risk a wide range of critical
U.S. and allied capabilities that
rely upon the EMS, including
integrated communications, pre-
cision weaponry, and unmanned
systems. But while Russia’s com-
mitment to EW capabilities has
redoubled, similar capabilities
and expertise across U.S. and
NATO forces has atrophied con-

siderably since the 1990s, espe-
cially the capabilities needed for
a high-end fight.>*

Recent conflicts in Iraq and Af-
ghanistan have required the
United States and its allies to fo-
cus their EW efforts on defeating
a wide array of radio-controlled
improvised explosive devices
(IEDs) and commercial commu-
nication systems. The bulk of
U.S. high-end EW capacity lies in
the Navy’s EA-18G Growlers. In
addition, the F-35 has a powerful
EW suite built into the airframe
and novel EW munitions such as
the MALD-] and the Non-Kinet-
ic Counter Electronics (NKCE)
program that may offer U.S. and
allied air forces new electron-
ic attack capabilities. However,
these are all either future sys-
tems, fielded in small numbers,
or largely aligned against threats
in the Asia-Pacific.

Beyond offensive EW systems,
U.S. and allied datalinks and sen-
sors that rely on the EMS will
have to build increased resiliency
in order to effectively operate in
degraded EMS environments. Re-
siliency includes “smart” radios
and radars that can rapidly cycle
between frequencies in order to
defeat enemy jamming as well as
new line-of-sight communication
technologies that are inherently
jam proof. Increasing resiliency
and therefore decreasing vulner-
ability to adversary EW capabil-
ities may require new concepts
of operations that minimize U.S.
and NATO reliance on satellite
communications, precision nav-
igation, real-time full-motion
video, and full human control of
unmanned systems.

A core component of EMS op-
erations is electronic intelli-
gence (ELINT), which enables
the detection, cataloguing, and



analysis of any and all adver-
sary systems that emit electronic
signals. The United States and
several NATO allies retain rela-
tively robust ELINT capabilities.
However, these systems are not
able to easily operate in contest-
ed environments and several of
the platforms are reaching the
end of their service lives. As with
jamming platforms, there are
programs slated to replace these
capabilities, but they often rely
on UAS, which may themselves
be vulnerable to Russian EW
systems. U.S. and allied ELINT
capabilities are in high demand
from other operations and it is
unclear if the alliance has the
capacity needed to meet steady-
state ELINT requirements let
alone surge capacity for a po-
tential crisis situation. Given the
centrality of ELINT collection
for operations against a near
peer competitor and the paucity
of assets available, NATO should
consider how to host ELINT sen-
sors on additional airframes to
add capacity.

Alliance Cooperation in the
Electromagnetic Spectrum

A key challenge faced by the
United States and NATO in the
EMS domain is their limited
ability to cooperate and coordi-
nate on EW. In a crisis, the elec-
tromagnetic spectrum must be
effectively managed to permit
combined operations and collec-
tive action. This is particularly
important as spectrum is a finite
resource that is quickly sapped.
Without effective EMS manage-
ment, one ally’s jamming equip-
ment could inadvertently jam
another ally’s communications
or weapons systems. For in-
stance, during the Iraq War, U.S.
forces using jamming equipment
to disrupt insurgent IEDs would

inadvertently jam the communi-
cations of nearby Polish troops
because both sides were not
properly de-conflicting their
frequencies.®®® Organizational-
ly, the alliance’s EW doctrine is
under the purview of the NATO
Electronic Warfare Advisory
Committee.”® Yet there is no
real coherent concept or strate-
gy guiding the development and
employment of EW capabilities
across the alliance.*° Devising a
NATO-wide spectrum manage-
ment capability is vital, but will
be incredibly difficult. Even the
U.S. military, for instance, finds
EMS management across its var-
ious service branches and sys-
tems difficult.

In addition to managing EMS, the
United States also faces consid-
erable issues with coordinating
offensive EW and ELINT opera-
tions with its allies. These capa-
bilities are some of the most sen-
sitive and classified in the entire
U.S. arsenal. The United States is
believed to only share operation-
al data on some of these systems
with a handful of countries, nota-
bly the United Kingdom and Nor-
way due to their long-term part-
nership monitoring Russian naval
forces in the North Sea and Bar-
ents Sea.>* Due to the well-known
problems in sharing intelligence
across the alliance, cooperation
on sensitive EW capabilities may
have to remain restricted to small
subsets of allies. This classifica-
tion barrier, however, could dra-
matically constrain the ability of
allied forces to operate collective-
ly against an adversary with con-
siderable EW capabilities.

The diversity of EW capabili-
ties and systems using the EMS
across the alliance could also
become a major hindrance in a
crisis. Allied cooperation could

be further taxed in a crisis be-
cause several allies operate
similar or identical Soviet-era
equipment as Russia. For ex-
ample, the Polish Air Force
operates Mig-29s that mount
Russian radars. There may not
be a feasible technical solution
to such issues and therefore
this may place operational re-
strictions on how certain NATO
forces operate together.

Given these limitations and
the difficulty of solving several
of these issues with technical
solutions, NATO should focus
on developing combined EMS
battle management that miti-
gates these issues to the great-
est degree possible through the
development of standardized
EW tactics, techniques, and
procedures. An integrated doc-
trine combined with realistic
exercises could help to identify
key EW vulnerabilities, develop
mitigation strategies, and build
interoperability between allied
forces. This may require dedi-
cated training areas focused on
preparing NATO forces for op-
erating together in a contested
EMS environment. For instance,
Russian forces have proven
highly competent in directing
massed artillery fires through
ELINT in eastern Ukraine.
Training troops to recognize
and attribute adversary actions
in the EMS is crucial. For ex-
ample, troops without training
in degraded EMS environments
tend to blame equipment fail-
ures rather than recognize an
adversary is jamming them. An-
other core component of such
training should be a renewed
emphasis on emissions control
to prevent an adversary force
from easily locating forces by
their radio traffic or cell phones.
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While systems are coming on-
line in the next 5-10 years that
will dramatically improve NA-
TO’s EW capabilities, they will
not be sufficient by themselves
to counter Russian investments.
They will need to be paired with
new tactics, an integrated EW
doctrine, and potentially new
electronic attack systems that
are tailored toward Russian EW
platforms.

Specific recommendations in
this area include:

e Develop a combined EMS
management  framework:
There is an urgent need to
develop basic interoperabil-
ity in EMS operations across
NATO forces. This should be
a phased approach that would
first coordinate and then
manage operations in the
EMS given the diverse range
of EW capabilities fielded by
NATO members.

e Mandate EW training for En-
hanced Forward Presence:
NATO plans to begin deploy-
ing multinational battalions to
the Baltic States in early 2017.
These operations will bring
them into close contact with a
wide array of relatively sophis-
ticated Russian EW equipment
that targets both military and
commercial systems. As forces
deploy, they should undergo
comprehensive and realistic
training on operations in a
compromised EMS environ-
ment. Such training will allow
these units to understand how
Russian EW capabilities may
impact their communications
and sensing equipment. In the
long term, this training evolu-
tion can form the nucleus of
renewed NATO efforts to both
understand the operational
and tactical effects of Russian

EW advances and to develop a
comprehensive training regime
that extends beyond units se-
lected for enhanced forward
presence (eFP) activities.

Improve EMS resiliency:
NATO nations, especially
the United States, are highly
reliant upon network tech-
nologies in order to achieve
military dominance. Russian
investments are targeting key
nodes of this system in order
to weaken U.S. capabilities. In
light of this, the United States
and NATO must invest in both
systems and techniques that
reduce vulnerabilities to jam-
ming and other nonkinetic ef-
fects. The most difficult area
for the United States to build
resiliency will be in its reli-
ance upon high-bandwidth
satellite communication. Op-
erational level commanders
will have to accept far less
information than they have
been accustomed to over the
past 15 years.

Prioritize ground-basedelec-
tronic attack: Ground forces
have largely focused their EW
research and development
efforts on countering a wide
range of commercial systems
employed by insurgents while
letting high-end capabilities
atrophy. NATO ground forces
should prioritize the develop-
ment of a family of EW capa-
bilities focused on degrading
Russian communications, un-
manned aircraft, and artillery
radar systems. This family of
system should scale from the
platoon to division level.

Counter EW: The United
States and key allies such as
the United Kingdom should
develop a next generation of
modular electronic attack ca-

pabilities designed to target
adversary EW systems. These
systems should include dis-
posable stand-in jamming mu-
nitions, modular EW payloads
for a host of aerial platforms,
and potentially targeted cyber
capabilities. When employed
as a system, a counter EW sys-
tem of systems would permit
the entire NATO force to dom-
inate the EMS.

9 - Cyber

The cyber domain is an area of
rising tension and competition
between Russia and the United
States. For the United States, the
difficulty of dealing with the cy-
ber challenge has little to do with
a technological capability gap.
The United States is believed to
retain an extensive repertoire of
cyber espionage and offensive
cyber capabilities. The challenge
rather lies in crafting a strate-
gy that harnesses U.S. capabili-
ties to effectively deter coercive
Russian activities in cyberspace.
Such a strategy will entail a com-
bination of activities, including:
defending government, military,
and private computer networks;
responding to various types of
Russian computer network op-
erations (CNO); correctly attrib-
uting attacks and discerning
intent; conducting proportional
offensive cyber operations; and
building allied resilience to sim-
ilar attacks. Among these, the
United States has been most ret-
icent in conducting offensive cy-
ber operations.

The United States is thought to
retain the world’s most tech-
nically advanced cyber capa-
bilities in terms of both cyber
espionage as well as offensive
cyberwarfare capabilities to be
employed for military opera-
tions. U.S. cyber capabilities for



intelligence and military oper-
ations reside primarily within
the National Security Agency
(NSA) and its colocated mil-
itary counterpart U.S. Cyber
Command (CYBERCOM), which
some have called to be elevated
to a fully separate unified com-
batant command.**? The secrecy
surrounding U.S. cyber capabil-
ities, however, means that little
is publicly known. Other NATO
allies, including the United
Kingdom, France, and Germa-
ny, are thought to retain fairly
sophisticated cyber capabilities,
while smaller allies such as Es-
tonia have sought to specialize
in cyberwarfare.

Demonstrating cyber capabil-
ities as part of an effective de-
terrence strategy entails risks to
the viability of the capabilities,
as well as significant risk of un-
wanted escalation.”? There is no
strategy that can defend or deter
all cyberattacks in their various
forms. Software will inevitably
contain flaws and a sophisticat-
ed and determined state actor
such as Russia will always find
vulnerabilities. In 2015, the De-
partment of Defense issued a
strategy that sought to bring
clarity to its missions, goals, and
capabilities in cyberspace. The
DoD Cyber Strategy outlined
three strategic missions for it-
self in cyberspace including (1)
defending DoD networks, sys-
tems, and information; (2) de-
fending against and countering
cyberattacks of “significant con-
sequence” directed at the U.S.
homeland and vital U.S. national
interests; and (3) providing inte-
grated cyber capabilities to sup-
port global U.S. military opera-
tions and contingency plans.®*
While much of the DoD strategy
was not necessarily new, it did
for the first time acknowledge

and address the role of U.S. of-
fensive cyber capabilities in de-
terring adversaries and respond-
ing to aggression. The strategy
noted that U.S. military could
“use cyber operations to termi-
nate an ongoing conflict on U.S.
terms, or to disrupt an adver-
sary’s military systems to pre-
vent the use of force against U.S.
interests.”® It also recognized
a cross-domain role for U.S. cy-
ber operations to deter or defeat
other strategic threats. To carry
out its strategy, CYBERCOM is in
the midst of standing up the Cy-
ber Mission Force, which is set
to reach full operational capabil-
ity in 2018 with 6,200 individu-
als and 133 teams.>*®

The United States possesses ex-
tensive offensive cyber capa-
bilities that could be employed
in direct support of its military
operations, as well as offensive
capabilities that could generate
strategic effects in the cyber do-
main against adversaries. The
Stuxnet attack against the Iranian
nuclear program in 2009-2010,
which caused physical damage
to Iranian centrifuges, remains
the most sophisticated cyberat-
tack ever conducted, although it
was undertaken as an act of sab-
otage.”®” Moreover, U.S. officials
were reported to have considered
employing cyber weapons to
disable Libyan and Syrian air de-
fense systems amid internal U.S.
deliberations over interventions
in those countries.®®® The United
States is also thought to have an
extensive number of “implants”
in adversary computer networks
generally used for espionage, but
which could also be used as attack
avenues to punish aggression as
needed. Other delivery methods
that could be used to target spe-
cific military capabilities include
fifth-generation U.S. aircraft as

well as electronic warfare plat-
forms that have the capability to
transmit cyber payloads of mali-
cious code against an adversary’s
radar and into its air and missile
defense system to disrupt or pos-
sibly disable its functionality.

Unlike conventional munitions,
cyber weapons must be exten-
sively tailored for specific mil-
itary systems in order to cause
disruption or damage and are
extremely perishable. Once an
adversary recognizes a cyber
vulnerability, it could render an
exquisitely designed cyber weap-
on unusable with fairly simple
fixes. The United States and its
allies have a major advantage in
developing these types of cyber
weapons through their consid-
erable scientific and technical
knowledge of Russian and Sovi-
et-era military equipment. The
United States and allies physi-
cally possess (and in some cases
operate) many of the major So-
viet-era combat systems that are
still widely in use by the Russian
armed forces today. For example,
the United States purchased 21
MiG-29s from Moldova in 1997
(to prevent their sale to Iran) and
then disassembled the aircraft
bolt-by-bolt—presumably along
with every line of code in their
avionics and radars.”*® NATO
allies that were once members
of the Warsaw Pact continue
to operate Russian air defense
equipment such as the S-300
(albeit somewhat modified ex-
port versions). These systems
can provide valuable technical
knowledge on potential vulner-
abilities since many modern
Russian systems are only incre-
mentally changed from older
models. While Russia and other
state adversaries are known to
have gained access to technical
knowledge of U.S. and allied mil-
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itary capabilities through cyber
espionage and other means, they
are not believed to have done so
to anywhere near the same de-
gree that the United States has
been able to do vis-a-vis Russia.
Indeed, actually possessing and
operating Russian combat sys-
tems offers a major advantage
for developing cyber weapons.
These advantages, however, will
diminish over time as Russia
continues to upgrade and re-
place its equipment.

In addition to the role of the U.S.
military and intelligence com-
munity in cyberspace, coordina-
tion and cooperation between
U.S. departments and agencies
are vital to effectively combat
cyberattacks and protect criti-
cal U.S. infrastructure. Beyond
increasing interagency cooper-
ation, U.S. defense and security
agencies should also improve
information sharing and coor-
dinating with the private sector
and with NATO allies.

Like the United States, NATO has
made progress in recent years at
adapting to the growing threats
in the cyber domain. It has taken
steps toward bolstering the role
of cyber defenses in the alliance’s
security framework, built some
internal capacities to protect the
alliance’s institutional networks,
and stood up mechanisms to
help members defend their own
national networks against cyber-
attacks. Notably, in 2014, NATO
declared that a cyberattack could
trigger a collective defense re-
sponse under Article 5.

The alliance still has a way to go,
however, to fully adapt to the
cyber challenge. It has trended
toward a highly circumscribed
approach to date that focuses
entirely on defensive measures
to prevent, mitigate, and recov-

er from cyberattacks. Due to po-
litical differences over the role
of cyber in military operations,
the alliance has shied away
from recognizing any role for
offensive cyber operations to
support collective defense and
deter adversaries.**® CSIS schol-
ar James Lewis describes NA-
TO’s purely defensive approach
to cyber as “essentially a cyber
Maginot Line,” which “serves
no one’s interest.”*** NATO took
an incremental step forward
at the Warsaw Summit in July
2016 by recognizing cyberspace
as a domain of operations and
integrating cyber defense into
alliance operational planning,
though it still fell short of recog-
nizing the importance of offen-
sive cyber in collective defense
and deterrence.5

Finally, the inherent connected-
ness of the digital world means
that NATO cyber defenses are
only as strong as their weakest
links. While no computer net-
work can ever be completely
secured, there are significant
disparities in cybersecurity
standards and practices across
NATO members’ secure national
government and military net-
works. Allied intelligence, mil-
itary capabilities, operations,
defense planning, and policies
are likely to spill into individu-
al members’ internal networks,
whether accidentally or not.
Therefore, one ally’s cyber vul-
nerabilities can pose an unfore-
seen risk to other allies as well
as the wider alliance. While
individual allies must ultimate-
ly take responsibility for their
own cyber defenses, the cyber
domain is an area where mech-
anisms for assistance should
be better developed. There are
several allies, such as Esto-
nia, which prioritized nation-

al cyber defense after Russia’s
cyberattacks in 2007, that are
well-placed to offer other allies
advice on improving their net-
work security and building resil-
iency to attacks.

Specific recommendations in
this area include:

 Craft a comprehensive,
strengthened, and resourced
cyber strategy. The United
States should rethink its cy-
ber strategy in the wake of
the unprecedented interfer-
ence in the 2016 U.S. presi-
dential elections. In gener-
al, offensive tools should be
more robustly integrated into
the U.S. approach, alongside
strengthening the defense of
government, allied, and pri-
vate networks. A new strate-
gy should also entail, among
other things, reinvestment in
cyber capabilities in support
of military operations; greater
cyberattack recognition train-
ing for troops in the field; and
more coordination and co-
operation with allies and the
private sector.

» Encourage NATO and indi-
vidual allies to build stronger
cyber capabilities and recog-
nize the role of offensive cy-
ber. NATO should continue to
strengthen the defense of alli-
ance networks. Highly capable
allies should also offer advice
and assistance to NATO’s most
vulnerable members and work
to elevate the collective cyber
sophistication of the alliance.
NATO should also recognize
the role of offensive cyber in
military operations. While the
sensitivity surrounding offen-
sive cyber capabilities means
members will likely retain tight
national control (as they do
with nuclear weapons), limit-



ing the alliance to a purely de-
fense role in cyberspace weak-
ens its deterrence potential.

Conclusion

This assessment of U.S. instru-
ments of power, along with the
previous chapter’s survey of Rus-
sian instruments, offers a useful
perspective on the comparative
advantages that Washington and
Moscow may seek to leverage in
advancing and defending their
national interests. The political,
economic, and military tools
available to the United States are
extensive and far more power-
ful than those of any other na-
tion. The U.S. and allied toolkit,
however, has yet to be fully har-
nessed to meet the current sit-
uation with Russia. As previous
discussions have demonstrated,
Russia has revamped its own
toolkit to exploit potential U.S.
weaknesses and is increasingly
willing and able to use coercive
measures—including military
force—to advance its interests.

There remain areas where U.S.
and Russian interests converge,
making cooperation not only
possible but preferred. More and
more, however, Russiais defining
its security interests in zero-sum
terms with the West. Given the
high geopolitical stakes, pru-
dence demands that the United
States and its allies consider how
to best shape and employ their
political, economic, and mili-
tary instruments over the long
term to better contend with the
challenges posed by Russia. The
next and final chapter will offer
a strategy framework that better
leverages the available instru-
ments of power to advance and
defend U.S. interests.
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CHAPTER




Responding
to the Russia
Challenge

"You probe with bayonets: if you find mush,
you push. If you find steel, you withdraw."

Since events in Ukraine in March
2014, the United States and its al-
lies have struggled to adjust to the
new reality shaping relations with
Moscow—a reality few saw com-
ing. Many had hoped that Russia’s
2008 invasion of Georgia was an
anomaly, a notion reinforced by
evidence of Georgia’s own provoc-
ative actions preceding the crisis.
Russia, the theory went, having as-
serted itself in the Caucasus, was
likely to return to a state of grudg-
ing acceptance of the status quo,
as our case studies show it had
done with the United States-led
intervention in Kosovo, successive
rounds of NATO enlargement, and
the 2004 Orange Revolution in
Ukraine. As incoming U.S. admin-
istrations have done in the past,
the United States initiated an opti-

mistic relationship “reset” in 2009
that allowed Washington to “pick
off the low-hanging fruit in terms
of bilateral cooperation,” including
agreements on arms reductions
under New START, Afghanistan
lethal transit, and Iran sanctions.*
Following its annexation of Crimea,
however, an irrefutable trend line
has emerged that suggests an as-
sertive and opportunistic Rus-
sian rebellion against Western-
prescribed rules, norms, and val-
ues. Chairman of the Joint Chiefs
of Staff General Joseph Dunford
has called the Russia challenge
“the greatest threat to our nation-
al security.”*** Neither the Unit-
ed States nor a critical mass of
its European allies has adjusted
its approach in ways that fully
accept the real and long-term

security challenges posed by an
increasingly aggressive Russia,
nor summoned the political will
and resources necessary to im-
plement a meaningful strategy.
Today, a variety of options are
possible, though Russia’s behav-
ior to date makes it clear that the
United States and its allies will be
best served if they approach the
Russia challenge from a position
of unity, strength, and clearly es-
tablished priorities.

To an extent, this is recognized.
Senior U.S. government officials,
legislators, and policy experts
have repeatedly affirmed the
importance of a unified, trans-
atlantic, and deliberate response
to the Russia challenge—though
the change of administrations
in Washington has revived fears



that this will no longer be the
case. The collective actions taken
by the West in the wake of Putin’s
adventurism have served to en-
hance deterrence along NATO’s
eastern flank and calm nervous
allies. These steps were difficult
to achieve and are a credit to the
skilled diplomats who worked to
overcome political differences.
While laudable in their own right,
these steps must, nevertheless,
be judged in relation to their im-
pact, and any self-congratulation
must ultimately be tempered by a
realistic accounting of the work
that remains. Such an accounting
reveals hard-fought battles over
what—when put into proper per-
spective—amounts to relatively
modest gains. While demon-
strating unity, they have also ex-
posed fissures. While showing
capacity, they have underlined a
reluctance to act. And clear and
shared priorities remain absent.
Success in this context cannot be
measured by the West’s ability to
reach consensus, but rather by its
ability to meet the requirements
of a strategy that strengthens
Western institutions, contests
Russia’s aggression, and pursues
cooperation without degenerat-
ing into endless accommodation.

The hard truth remains that
Russia’s pattern of interference
in Eastern UKraine, its reckless
brinkmanship along NATO’s air,
land, and sea borders, and its
search for ways to weaken trans-
atlantic unity continue unabated.
Indeed, Moscow, finding more
rhetoric than resolve in the West,
appears to have been emboldened
by the events of the last two years
to greater activism. Aside from
an escalated bombing campaign
in Syria, Russia appears to have
embarked on a program of un-
precedented interference in for-
eign elections. As the discussions

RUSSIA’S ARMED

in preceding
chapters indi-

cate, Russia’s
armed forces
may remain
well  below
the capabil-
ities of the

United States,
but they are
sufficient to
Russia’s pre-
ferred means
of using them:
smaller-scale
operations
with compar-
atively limited
goals. Its polit-
ical, cyber, and
information
tools, mean-
while, have proven more effective
than even Moscow may have ex-
pected. Russia’s incentives today
appear to push it toward more
activism, rather than less. While
politically and financially incon-
venient, the Russia challenge will
not be resolved anytime soon.
Unfortunately, almost every fac-
et of the collective Western re-
sponse—from its overly cautious
tactics to its insufficiently real-
istic assumptions—remains far
removed from what is required to
adequately manage it.

Moscow’s blend of nuclear
threats and conventional and
nonconventional tactics, mili-
tary and political, along with its
demonstrated willingness to use
force and violate internation-
al norms presents a substantial

FORCES MAY REMAIN
WELL BELOW THE
CAPABILITIES OF THE
UNITED STATES, BUT
THEY ARE SUFFICIENT
TO RUSSIA’S PREFERRED
MEANS OF USING
THEM: SMALLER-
SCALE OPERATIONS
WITH COMPARATIVELY
LIMITED GOALS.

challenge to U.S. interests and
the current world order. In the
face of that challenge, the re-
sponse of the United States and
many of its European allies has
been inadequate, and NATO has
likewise lacked sufficient urgen-
cy and ambition in responding to
this new environment.

Despite rotational increases
made possible through ERI, the
US. Army combat presence in
Europe is a full brigade-strength
below what it was in 2012—prior
to renewed tensions with Russia.
Most allies similarly have smaller
forces dedicated to NATO’s terri-
torial defense than they did even
five years ago. And, while the
assurance and adaptation mea-
sures agreed at the Wales and
Warsaw Summits were positive
developments, the debates sur-
rounding them were disconcert-
ingly contentious given a rapidly
decaying security environment
that NATO Secretary Gener-
al Jens Stoltenberg deemed the
“greatest challenge in a genera-
tion.”**> The Defense Investment



Pledge, for example, was touted
as one of the major deliverables
from the September 2014 Wales
Summit, a summit that presum-
ably should have arrived at rel-
atively easy consensus given its
concurrence with the Ukraine
crisis. The difficulty in getting all
28 allied leaders to agree to spend
more on their own defense even
when confronted with the fact of
Russia’s invasion and annexation
of its neighbor’s territory demon-
strates the reluctance among
some to shift toward a stronger
defense posture. The final lan-
guage in the pledge—in which
allies agreed to “aim to move to-
ward” NATO’s long-established
defense spending target of 2 per-
cent of GDP within a decade—
reflects a watered-down compro-
mise made at the insistence of a
few nations that sought to strip
anything nominally binding out
of the pledge.

To be fair, 22 allies have since tak-
en steps to reverse their down-
ward trend in defense spending,
with a 3 percent increase in real

terms expected in 2016.°° NATO
members have also committed
to allocating 20 percent of their
defense spending toward major
equipment and new research and
development, an encouraging
signal of commitment. Although
progress is occurring, the linger-
ing degree of resistance is deeply
concerning, even acknowledging
the economic challenge many
European nations face.

Political discord within the NATO
alliance has at times undermined
practical steps intended to send
signals of readiness and resolve.
Exercises, for instance, are an es-
sential part of the effort to deter
Russian aggression on NATO’s
eastern flank. Unfortunately, the
alliance’s internal bickering prior
to the July 2016 Warsaw Summit
over whether it would be too
provocative to fly a NATO flag
over Exercise Anakonda in Po-
land was allowed to sap precious
alliance bandwidth that could
have been dedicated to demon-
strating allied unity instead of
undercutting it.®” The criticism

by German foreign minister
Frank-Walter Steinmeier of allied
exercises as unnecessary “sa-
ber-rattling and warmongering”
indicates fundamental divisions
within the alliance and within
the German coalition govern-
ment—a message of irresolution
that sows doubt about the com-
mitment of a major ally to NA-
TO’s strategy.®*® It is true that the
Anakonda exercise—to which
Steinmeier alluded—was the
largest exercise of NATO allies
in Eastern Europe since the end
of the Cold War. However, in the
context of unannounced Rus-
sian war games that occasionally
reach well over 100,000 troops,
along with Russia’s “massive mil-
itarization” along NATO borders,
the idea that holding a relatively
moderately sized exercise on alli-
ance territory constitutes provo-
cation is questionable.5®®

The latest debate revealing con-
tinued fissures within NATO cen-
ters on delegated authorities, or
decisionmaking powers that are
granted to NATO’s supreme allied
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commander (SACEUR), currently
General Curtis Scaparrotti, in or-
der to ensure timely responses in
an emergency. Delegated author-
ities are contentious because,
while enabling responsiveness,
they bypass the political approv-
al phase that certain nations feel
should accompany every force
decision. As with the Very High
Readiness Joint Task Force (V]TF)
before it, NATO’s enhanced for-
ward presence (eFP) has met
allied resistance to provide SA-
CEUR the authority to guarantee
rapid response in an emergency.

eFPwas the prize deliverable from
the Warsaw Summit, establishing
four NATO battalions along the
alliance’s eastern flank (one in
Poland and in each of the three
Baltic States). Secretary General
Stoltenberg refuted the Russian

2013-2016

Sources: Courtesy U.S. Army Europe. Compiled with data from U.S. Army
Europe and the Atlantic Council. See Ian Brzezinski and Nicholas Varangis,

“The NATO-Russia Exercise Gap,” Atlantic Council, February 23,

portrayal of these battalions as
provocative, stating, “NATO bat-
talions numbering thousands of
troops cannot be compared with
Russian divisions numbering
tens of thousands just across the
border. Our response is defensive
and proportionate. But it sends a
clear and unmistakable message:
an attack against one will be met
by a response from all.”¢*° For the
battalions to be credible in send-
ing such a message, however,
they must be empowered to fight
in a contingency scenario. Then-
US. Secretary of Defense Ash
Carter announced at a meeting
of defense ministers in October
2016 that the United States would
put its forces under the opera-
tional control of SACEUR and the
tactical control of Poland, where
the U.S. battalion is located, and
“encourage[d] others to make the

2015.

same kind of command and con-
trol arrangements with NATO.”s"
Whether the other eFP frame-
work nations—Canada, Germa-
ny, and the United Kingdom—
will follow the United States’ lead
will be the next small test of the
alliance’s unity.

The European Union has likewise
taken steps that, while valuable,
require constant political engage-
ment to sustain. As mentioned in
Chapter 4, the European Union’s
Ukraine-related sanctions against
Russia have been more impactful
than their U.S. equivalents given
that Europe’s trade with Russia in
goods is 10 times larger than that
of the United States.? This also
means that European economies
have more deeply felt the effects
of the sanctions, which must be
renewed in the European Union



every six months. The sanctions
have been renewed three times
without serious challenge, but
certain EU member states are
growing more critical. The two
leading presidential candidates for
France’s spring 2017 election have
advocated lifting sanctions, as
have voices within Germany’s So-
cial Democratic Party (the junior
partner in Chancellor Merkel’s
coalition). Other EU heads of gov-
ernment have indicated a desire to
get back to business as usual with
Moscow. Because the sanctions are
directly linked to implementation
of the Minsk agreements, their re-
moval would drastically weaken
the West’s leverage in managing
the Ukraine crisis. Regardless, the
changing political dynamics in
Europe could reach a tipping point
in the coming year, especially if
there are changes of government
or U.S. sanctions policy.

Sanctions policy is only one area
in which Europe faces the chal-
lenge of balancing its economic
interests with broader security
requirements. Five major Euro-
pean energy companies signed
the “Nord Stream 2” agreement
with Russia’s Gazprom in Sep-
tember 2015. The proposal aims
to construct a new $11 billion,
745-mile pipeline from Russia to
Germany under the Baltic Sea,
doubling the amount of gas trav-
eling from Russia to Germany
“to the equivalent of two-thirds
of current Russian [gas] exports
to Europe” and ostensibly turn-
ing Germany, the de facto leader
of the European Union, into a
“Russian gas transit hub.”® Be-
yond violating the spirit of the
EU sanctions, Nord Stream 2
would also undermine EU efforts
to diversify away from Russian
energy supplies, make Ukraine
more vulnerable to gas cutoffs
from Russia, and deny Kyiv the

transit fees that currently bring
in billions of dollars in annual
revenue.®* While the project may
have been successfully stalled by
Polish antimonopoly regulations
targeting Gazprom, and German
or EU authorities may eventually
weigh in to block the project, the
fact that the German government
failed to oppose it demonstrates
the tension between security and
economic imperatives that Rus-
sia is exploiting to its advantage.

Part and parcel with its political
rapprochement with Russia—
which includes cooperation in
Syria with talks that exclude the
United States—NATO ally Tur-
key has also renewed energy
cooperation. Following a period
of heightened tensions brought
on by the downing of a Russian
fighter jet along the Turkey-
Syria border in November 2015,
the two nations have mended
ties and, in October 2016, Presi-

which fell through in 2014 due to
EU objections amid the ongoing
Ukraine crisis.®® The construc-
tion of TurkStream would further
undermine Eastern Europe’s po-
sition as a gas distributor, as well
as NATO’s interest in diversifying
away from Russian energy sup-
plies. How much of the Turkish
Stream project will be built, and
how quickly, will depend on com-
plicated Eurasian pipeline poli-
tics and whether Russia prioritiz-
es it over Nord Stream 2 and the
Russia-China “Power of Siberia”
pipeline project.*”

Lastly, it is worth noting the Eu-
ropean Commission’s decision to
green-light a no-bid, multibillion
euro contract between Hungary
and Russia’s state-owned ROSA-
TOM, which has been described
as “one of the starkest examples of
Moscow using energy diplomacy
to rebuild its strategic influence in
Europe” and has prompted an in-

THERE SHOULD BE NO
DOUBT THAT RUSSIA IS
BENEFITING FROM A
WESTERN RELUCTANCE
TO CONFRONT THE
WORLD AS IT IS RATHER
THAN IMAGINING THE
WORLD IT WANTS.

dents Putin and Erdogan signed
the “TurkStream” agreement
to begin construction of a $12.5
billion, 560-mile Black Sea nat-
ural gas pipeline.®® The pipeline,
stretching from Anapa, Russia,
to Kiykoy, Turkey, would take the
place of the failed South Stream
pipeline agreement with Bulgaria,

vestigation into whether Europe’s
competition laws were broken.*®
Under the agreement, Russia will
provide 80 percent of the financ-
ing, or €10 billion, to expand Hun-
gary’s Paks nuclear power com-
plex. Such robust collaboration
could provide a fertile breeding
ground for Russian political ma-



nipulation and corruption in Hun-
gary, as discussed in Chapter 3.

Such agreements between Eu-
rope and Russia reflect the con-
tinued conflicting interests and
half-hearted resolve that Pres-
ident Putin has come to expect
across all areas—political, mili-
tary, and economic—of the West-
ern response to Russia. Working
within a consensus-based alliance
system creates challenges that do
not similarly constrain lone au-
thoritarian actors, such as Rus-
sia. Too often, in the absence of
shared objectives and principled
leadership, the lowest common
denominator wins the day. There
should be no doubt that Russia is
benefiting from a Western reluc-
tance to confront the world as it
israther than imagining the world
it wants. This includes a blindness
not only to Russia’s motivations
and actions, but also to the West’s
own internal vulnerabilities.

As outlined in the previous chap-
ter, the United States and its allies
have a robust toolbox, including
a wide array of coercive tools, at
their disposal. But generally, they
have been both overly hesitant
and reactive in using them, pro-
viding Russia too free a hand in
influencing alliance posture and
actions. A CSIS report on U.S.
Army force posture in Europe of-
fered the following analysis of the
West’s internal debate over what
constitutes credible deterrence
versus escalatory provocation:

While it is legitimate and in-
deed necessary to consider
possible Russian reactions to
U.S. and allied actions, and

while these assessments must
include a stark recognition of
the dangers of miscalculation
and accidental escalation, one
can also err in being too cau-
tious. Russia is in many ways
looking for reasons to call NA-
TO’s actions provocative, and
will do so regardless of what
they are... This situation cre-
ates the worst of all worlds:
strong deterrence rhetoric but
diminished credibility and op-
erational capability.5”

Considering the grim warnings
from officials such as Dunford
and Stoltenberg, continuing the
misalignment between allied
words and allied actions may
well embolden an opportunis-
tic Moscow to act with even
greater impunity, threatening
the shared Euro-Atlantic vision
of a Europe whole, free, and at
peace and once again condemn-
ing the continent to an era of
spheres of influence. Several
leading national security ex-
perts argued in a February 2015
Atlantic Council report: “His-
tory makes clear that the only
way to stop [Russian] aggression
from precipitating a regional or
even world-wide conflagration
is to deter and defend against it
as early as possible and not be
fooled by protestations of in-
nocent motives or lack of fur-
ther ambitions.”%?° This means
that while it is unquestionably
necessary to work with Rus-
sia if true security is to be at-
tained, the West also faces an
imperative to stand up to Mos-
cow when its core interests are
threatened. Moving beyond its
initial shock and uncertainty re-
garding Russia’s intentions, the
United States must now chart a
clearer course in its Russia strat-
egy, and take a bolder approach
in its implementation.

As discussed in Chapter 1, critics
of a stronger approach may point
to the lack of self-awareness on
the part of the West for the role it
has played in creating and aggra-
vating the current standoff with
Russia, providing as examples
such sore spots as NATO enlarge-
ment, U.S. installation of missile
defense systems in Europe, West-
ern policy during the Arab Spring,
and democracy promotion that
encouraged revolutions over the
past 15 years. As mentioned, John
Mearsheimer has gone farther, ex-
plicitly calling the Ukraine crisis
the “West’s fault.”®* The United
States can also be held account-
able for not always itself following
the rules it now seeks to enforce
vis-a-vis Russia.®? If both sides
acknowledge their respective
roles in contributing to the cur-
rent state of the relationship, the
thought goes, then the West and
Russia can begin to find common
ground and deescalate tensions.

While it is valid to acknowledge
the West’s contribution to ten-
sions, assigning blame neither
changes how each side defines
its security interests nor cor-
rects the misalignment between
them. Russia remains highly
ambivalent about cooperation
with the West. It retains a view
that the NATO alliance exists to
limit Moscow’s power, and that
Western efforts to engage both
Russia and its neighbors threat-
en stability and security. It is also
important to recognize that one
reason Russia may be recalci-
trant is that it is reaping benefits
from the situation as it stands.

Despite a stagnant economy and
falling oil prices, Putin remains
extremely popular. Sanctions
have proven a convenient scape-
goat for greater structural prob-
lems within the economy, which,



combined with low oil prices,
bear far more responsibility for
Russia’s recession. Ukraine and
Georgia’s progress toward NATO
membership appears indefinite-
ly stalled, Russia now controls
Crimea, and the Ukrainian state
is severely handicapped. Euro-
pean and transatlantic cohesion
is straining under the weight of
growing political divisions and
an ongoing migration crisis, re-
vealing the fragility of NATO and
EU cohesion. Russia and Iran
have pulled Assad back from the
brink of collapse. And Russia’s
status as an international pow-
er player has been renewed. In-
deed, its standoff with the Unit-
ed States over Ukraine and Syria
has fed its sense of importance
beyond what cooperation would
likely have yielded. To believe,
therefore, that Russia is commit-
ted to risk reduction, transparen-
cy, and predictability is a danger-
ous starting point that will lead
the West astray. Russia is playing
a different game—one in which
Western leadership and existing
institutions are to be challenged
and in which threats, ambiguity,
and violence have emerged as ef-
fective, and thus preferred tools.

There should be no doubt that
Russia is viewing its options
through the lens of a security di-
lemma that defines U.S. strength
as its own weakness, and vice
versa. Russia is testing its tools
of coercion, and finding them
more effective than it might have
thought. It does not want a war,
butitis finding it can get alot done
without one by exploiting weak
points in the Western systems.
Even more dangerously, while it
is clear that Russia has long been
unhappy with current security
arrangements, it has never put
forward concrete positive alter-
natives or adaptations—to date,
its behavior is only destructive,
not constructive. The sooner that
the West adjusts its assumptions
to match this reality and begins
imposing greater consequences in
defense of its interests, the better
able it will be to shape events vice
fall victim to them. A clear-eyed
approach, therefore, requires the
West to deal with Russia as it is,
and not as so many, including in
Russia, wish it to be.

The United States and Europe-
an nations must also recognize
that their foundational security
interest is the advancement of

a world order that operates ac-
cording to Western democratic
and free-market principles. If
this orderisnot secured, it will be
challenging, if not foolhardy, to
advance other goals. According-
ly, the West must always weigh
the potential consequences of
deal-making against the risks
such actions, either singularly or
cumulatively, could pose to that
order. Demonstrating that polit-
ical decisions are not made by
great powers for smaller powers;
that borders cannot be redrawn
by force; that liberal democrat-
ic values are defended against
autocratic attempts to under-
mine them; and that the West
still adheres to the international
obligations underpinning this
vision—the Helsinki Final Act,
the Paris Charter, the Budapest
Memorandum, and others—are
key elements in upholding it.

If the United States and its al-
lies do not seek to maintain and
strengthen the international sys-
tem that has existed since the end
of World War II, then it behooves
the United States, Russia, and
European states to define a new
security order. But, here, too, a
position of strength would be



IT DOES
NOT WANT
A WAR,
BUTITIS
FINDING IT
CAN GET A
LOT DONE
WITHOUT
ONE.

valuable. Any so-called grand bar-
gain between the United States
and Russia that carves up the Eu-
ropean continent into spheres of
influence, or allows the United
States to withdraw from Europe,
while appealing to some, will be
difficult, if not impossible, to at-
tain. First, any deals signed over
the heads of European states will
be unenforceable—particularly
if the United States is no longer
offering those states security and
partnership. Second, and relat-
ed, the United States’ abdication
of leadership in Europe would
likely lead to renewed conflict-
ual relations between European
states that, if history is any teach-
er, would soon draw the United
States back in. Thus, any bargain
would need to be more multilat-
eral, and more complicated, than
one might want with a Wash-
ington-Moscow understanding.
And, as noted above, Russia is not
proposing any viable alternatives
at this time—it is merely working
to destroy what now exists.

Even if some components of the
current order are insufficient,
it would still make more sense
to preserve and bolster those
aspects of it that are working,
rather than pursue a bargain that

dismantles the entire system with
uncertain and potentially tragic
consequences. Specifically, the
relationship between the Unit-
ed States and its NATO allies has
guaranteed transatlantic security
since 1949. For the United States
to cede it would be preemptive
capitulation to Russia. It is logical
toreturn, therefore, to the need to
defend and bolster the system as
it stands, and find ways to ensure
that Russia accepts this reality.

It has been suggested that per-
haps a middle path can be found,
a path that cleverly balances the
ability to uphold the system and
Western principles—especially
state sovereignty and the right to
freely choose alliances—while
also closing NATO’s Open Door,
thus removing a major imped-
iment to a strong U.S.-Russia
relationship. This, advocates
say, could be accomplished by
creating an alternative security
structure for the so-called grey
zone states along Russia’s bor-
der that would “guarantee their
sovereignty and security with-
out NATO membership,” and by
securing a Russian guarantee to
respect and uphold the “security
of Ukraine, Georgia, Moldova,
and other states in the region.”**

Closing NATO’s open door is likely
an expedient way to appease Rus-
sia, at least in the near term, but
doing so would sacrifice core val-
ues that have formed the Western
approach for decades and would
be ineffective in securing the U.S.
interest of a stable Europe. An al-
ternative security architecture that
is akin to NATO without including
the United States and Europe’s
most capable and willing military
forces would be destined to fail ei-
ther because: (1) it is not credible
and Russia will not respect it; or (2)
itis credible and Russia will not ac-

cept it. Russia does not see NATO
as a threat because of its name; it
fears its military capability and
power projection, along with the
loss of Russian political influence
on European neighbors. The no-
tion that security guarantees from
Russia would be effective is belied
by recent history: Russia commit-
ted to respect Ukraine’s sovereign-
ty and territorial integrity in the
1994 Budapest Memorandum, and
pledged in the Helsinki Final Act
(1975) and Charter of Paris (1990)
not to use force or change borders
through force. This did not stop
Russia from invading and annex-
ing Ukrainian territory. There
can, therefore, be no reasonable
expectation that any new secu-
rity agreements would succeed
where others have failed. All that
said, NATO must continue to in-
sist that candidates fully meet the
responsibilities and obligations
of membership and contribute
to security in the North Atlantic
space. Indeed, it is imperative that
NATO membership not be simply
amatter of checking off a list of re-
quirements: the other states in the
alliance must see real benefit to
expansion. Among other things,
this means that countries cannot
bring to the alliance more security
liabilities than assets, and NATO
must be able to credibly defend
any new ally.

Responding to global challenges
should always begin with clear-
ly defined strategic objectives.
Without this direction, policies
can become unmoored from de-
sired end states and implementa-
tion can drift away from leaders’
intent. This report offers six stra-



tegic objectives to guide a new
Russia strategy based upon the
U.S. national interest in defend-
ing the global order—protecting
the transatlantic relationship,
and smartly managing tensions
with Russia.

The rules-based, international
system established by the Unit-
ed States and Europe to govern
the interactions between nations
was a response to two world
wars within a few decades that
killed millions and destroyed
economies. States from around
the world, working together un-
der U.S. leadership, established
and evolved a network of insti-
tutions, like the United Nations
and what later became the World
Trade Organization, which pre-
served a greater degree of peace,
security, and prosperity.

The system is built around a
community of like-minded na-
tions that have agreed to work
together to uphold liberal values,
including democracy, freedom,
and equality, and to push back
against the “might makes right”
philosophy espoused by would-
be strongmen seeking conflict
and spoils. It has restricted the
spread of nuclear weapons and
enabled collective action to ad-
dress transborder threats rang-
ing from terrorism to climate
change. Because nations have
agreed and, to a degree, codified
their expectations of one anoth-
er, punitive measures, such as
sanctions, are able to be levied
against those who would chal-

THE UNITED STATES
WILL NEED TO
CONTINUE TO PUSH
ALLIES TO DO MORE
AND FASTER, BUT
REDUCING THE VALUE
OF THE ALLIANCE TO
TRANSACTIONAL OR
FINANCIAL DETAILS
FAILS TO ACCOUNT FOR
ITS OTHER STRATEGIC

BENEFITS.

lenge the rule of law or engage in
activities that introduce unnec-
essary risk or irrationality into
the system. Without such rules
and enforcement mechanisms,
the world would undoubtedly be
apoorer, less free, and more dan-
gerous place.

The U.S. interest in Europe ex-
tends beyond preserving the
ideal of a just and stable global
order. Practically speaking, the
European Union is the United
States’ largest and most import-
ant economic partner. The com-
bined EU and U.S. economies
account for nearly 50 percent of
global GDP. In 2014 alone, the
United States and the European
Union traded over $1 trillion in
goods and services—trade that
supports an estimated 2.6 mil-

lion U.S. jobs.®>* Access to strong
European markets is vital for
continued U.S. economic pros-
perity. The need to cooperate on
issues such as energy, the evolu-
tion of digital markets, environ-
mental standards, and enforce-
ment of global trade rules will
only grow in the coming years.

History shows that European
and U.S. paths are intertwined—
that the United States cannot
sit out Europe’s wars and that
Europeans see U.S. security as
their own. As a result, European
and U.S. militaries have spent
decades cultivating common
doctrines; standardizing tactics,
techniques, and procedures; and
building the interoperability that
allows them to fight “shoulder to
shoulder.” Europe is home to the
United States’ most capable and
willing coalition partners, who
have fought and died alongside
the United States in every ma-
jor combat operation since the
turn of the twentieth century. As
former SACEUR James Stavridis



observed, “For all the frustration
we have with [NATO’s] cumber-
some bureaucracy and decision
making process, Europeans have
generally been willing to fight
alongside us.”®® In fact, over
1,000 non-U.S. NATO forces have
been killed fighting in Afghan-
istan alongside U.S., Afghan,
and other partner troops. Every
NATO ally is also contributing in
some way to the fight against the
Islamic State.

Former president Obama, like
presidents before him, be-
moaned allied “free-riding.”¢*
President Trump’s harsh words
for NATO and our allies are well
documented. U.S. concerns over
alliance burden sharing are bi-
partisan, long-standing, and
legitimate, but they should not
overshadow the fundamental

reality that NATO is good for U.S.
and shared interests. The Unit-
ed States will need to continue
to push allies to do more and
faster, but reducing the value of
the alliance to transactional or
financial details fails to account
for its other strategic benefits,
in addition to discounting what
European allies actually do
spend on defense. Their collec-
tive defense budgets amount to
$300 billion annually, which is
more than quadruple Russia’s
defense budget and, as Stavridis
points out, “still buy[s] an awful
lot of hardware.”¢*

U.S. military bases in Germany
and Italy, along with access to
Europe’s logistical and commu-
nication networks, enable rapid
global force projection in sup-
port of U.S. emergency response
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plans in Africa, the Middle East,
and elsewhere. Intelligence re-
lationships with European al-
lies multiply the United States’
ability to maintain visibility and
awareness of common threats
and increase the chances of be-
ing able to respond before they
materialize. Beyond the obvious
force-multiplier effect, joint ac-
tion under NATO auspices also
adds legitimacy and capability to
U.S. interventions. “Remember,”
Secretary of Defense Ash Carter
replied when asked about NATO
in a November 2016 interview,
“we have a lot of people who
[are] trying to attack all of us col-
lectively and we’re much better
at protecting ourselves if we can
find a way to work together.”¢>

The United States’ close rela-
tionship with Europe also pro-



vides the United States with
unique and powerful diplomatic
influence that can shape allied
decisionmaking in a way that is
beneficial to U.S. political and
policy imperatives, as well as to
American business interests. Ac-
cording to the Defense Security
and Cooperation Agency, Eu-
ropean governments requested
over $4.9 billion worth of new-
ly constructed, major weapons
systems from United States con-
tractors in 2016.%*° This includes
big-ticket purchases from the
United Kingdom for nine Boe-
ing-made P-8A Patrol Aircraft
and up to 26 General Atom-
ics-made Predator drones. Sepa-
rately, Poland is in the final stag-
es of negotiations for a $5 billion
Patriot Missile Defense System
made by Raytheon.®*° Countries
decide to purchase U.S. defense
products in part because they
value the quality of our systems
and the promise of greater in-
teroperability with the United
States, but also because they
hope it will bring or cement a
closer relationship through mu-
tual reliance. Appeals for nations
to “buy American” will have less
resonance with allies that feel
abandoned or threatened.

Political, financial, and security
stability in Europe is a prereq-
uisite for Europe’s continued
global engagement, including
support to U.S. military oper-
ations abroad. Should Europe
once again become a security
consumer rather than a security
provider, the United States will
not only stand to lose its most
capable and willing partner in
fighting extremism and enforc-

ing global rules and norms, but
it will also face increased risks to
the U.S. homeland. The United
States depends on Europe main-
taining and expanding its will
and capacity to address common
security challenges before those
challenges reach U.S. shores.

A more stable and prosperous
Europe means a more stable and
prosperous United States. The
symbiotic relationship between
the United States and Europe
means that the United States
cannot insulate itself against
the consequences of crises that
occur in Europe, and vice versa.
The United States must priori-
tize the preservation of Europe-
an stability in executing its Rus-
sia strategy as the surest way to
preclude the encroachment of
instability westward. Moreover,
the preservation of America’s
stability, once unthinkable to
mention as at risk, is a growing
concern among our allies. If we
are to continue being the partner
of choice for deals that advance
our interests, we must prove for-
midable as a society, remaining a
nation of laws that is true to our
constitutional values.

The fact that Russian actions in
recent years have had a negative
impact on European security
means that whatever level of co-
operation the West seeks with
Moscow, it must simultaneously
meet the requirement to disin-
centivize further adventurism
on the part of the Kremlin. This
means a strategy that avoids di-
rect hostilities while creating an
environment that makes aggres-
sive action in Europe unappeal-
ing to Moscow. Such an approach
should be pursued until Moscow

stops playing the spoiler and be-
gins to work constructively with
the United States and others to
strengthen and develop securi-
ty in Europe and the world. But
the idea that Russia will simply
accept Western leadership is
naive. The United States must,
therefore, model strategic pa-
tience, knowing that Russia,
while currently punching above
its weight, is ultimately playing a
losing hand. As a Heritage Foun-
dation report from December
2015 assesses:

The fundamental reality is
that time is not on Russia’s
side. It has made a geopolitical
splash for reasons that are as
simple as they are fragile: Rus-
sia has many weak neighbors.
It benefitted from the high
price of oil. It faced little effec-
tive Western pushback, and as
an autocracy it is capable of
mobilizing force and subver-
sion in ways that Western de-
mocracies find difficult... Rus-
sia is a declining power with
feet of clay in every way except
for the size and geopolitical
centrality of its territory, its
energy resources, its nuclear
arsenal, the modern portion of
its conventional armed forces,
and above all its willingness to
attack, subvert, and play the
spoiler... It can play what is
fundamentally a weak hand
because it is regionally strong
and acts stronger than it is,
while the United States and
Europe have cared little, done
less, and shown less will. Rus-
sian weaknesses would come
into play if the West pressed
its advantages.®

The stakes involved in fighting
a war against Russia are nothing



short of existential; a conven-
tional conflict could conceivably
escalate into nuclear war and
threaten the survival of both
states. It is correct, then, to take
extreme care to avoid moves
that would cross the threshold
into direct conflict. This caution
should not, however, be allowed
to paralyze the West from taking
necessary actions to protect and
advance its interests.

A bolder approach to Russia does
not equate to warmongering or
taking reckless action without
concern for the consequences. It
also does not mean challenging
Russia at every opportunity. Given
what we know about Russian mo-
tives, past reactions, instruments
of power, and so-called redlines,
however, it is logical to conclude
there exists a wide gulf between
the steps that have been taken
to date and the steps that could
be taken in the future to increase
the West’s leverage vis-a-vis Rus-
sia without sparking a conflict, or
even coming close. This will entail
lessening the West’s sensitivity to
Russia’s reflexive protestations
and false indignation.

Discouraging further Russian
attempts to “sow the seeds of
global instability” will not only
be important to promoting U.S.
objectives vis-a-vis Europe, but
also to protecting U.S. interests
beyond Europe.®* Russia is re-
newing its attempts to challenge
the United States globally. Its
support for the Assad regime has
extended the civil war, compli-
cated coalition strike planning,
distracted from the fight against
the Islamic State, and exacerbat-
ed human suffering. Its interest

THERE EXISTS A WIDE GULF

BETWEEN THE STEPS THAT

HAVE BEEN TAKEN TO DATE
AND THE STEPS THAT COULD

BE TAKEN IN THE FUTURE
TO INCREASE THE WEST'S

LEVERAGE VIS-A-VIS RUSSIA

WITHOUT SPARKING
A CONFLICT, OR EVEN
COMING CLOSE.

in selling $10 billion in arms—
including T-90 tanks, artillery,
planes, and helicopters—to Iran
would increase the military ca-
pability of a state whose malign
activities are already having sig-
nificantly destabilizing effects
across the Middle East.®3 In Asia,
Russia is building its military and
energy cooperation with China
and India, moves designed in
equal parts to advance its inter-
ests and challenge the influence
of the United States in the re-
gion. Similarly, in Latin America,
Russia is seeking to revive Cold
War-era ties and influence with
increased commercial trade and
major arms sales.

Russia’s attempts to confront
the United States in the cyber
and space domains could have
dangerous implications for how
Americans live and fight, ac-
cording to former U.S. director of
national intelligence James Clap-
per.®* Its nuclear saber-rattling,
likewise, raises worrying ques-
tions about Russia’s commit-
ment to strategic stability and to
the norms that have preserved a
certain degree of civility and cau-
tion in public discussions relat-
ed to nuclear weapons. In these

areas and others where U.S. se-
curity interests are at stake, the
United States will need to take
the necessary steps to both build
its capacity to resist Russia’s ac-
tions, protect its alliances and
global influence, and pursue op-
tions that disincentivize Russia’s
incitement and abetment of in-
stability beyond its borders.

It is not in the long-term in-
terests of the United States to
alienate or condemn the Rus-
sian people based on the deci-
sions of the Russian political
leadership. U.S. strategy should,
therefore, take care to not be
seen as anti-Russian, but rather
as standing up against the Rus-
sian government’s illegality, vio-
lence, and belligerence. A survey
released jointly by the Chicago
Council on Global Affairs and
the Levada Analytical Center in
October 2016 revealed that only
23 percent of Russians polled
reported having a positive view
of the United States, and that
Americans’ attitudes toward
Russia have “sunk to levels seen
only during the latter years of
the Cold War.”®® The ties bind-



ing American and Russian peo-
ple have been built over decades
through education and cultural
exchanges, trade, and travel, and
should not be allowed to atrophy.
The United States should, there-
fore, seek to preserve and re-
build these ties by making clear
its respect for Russia’s culture,
history, and global contributions
despite this period of political
and military tension.

Maintaining connections with
the Russian people will not
be easy considering President
Putin’s efforts to promote an-
ti-Western narratives, suppress
free speech, and distance Russia
from the international commu-
nity, but doing so will help coun-
teract Putin’s efforts in small but
important ways. Neither Russia
nor the United States benefit
from having younger genera-
tions that view their Russian or
American counterparts as per-
sonal enemies. In its strategy,
the United States should make
clear that its fight is not with the
Russia people and commit to do-
ing what it can from afar to pro-
mote and defend human rights
inside Russia.

The Trump administration has
inherited a fraught and difficult
dynamic in terms of U.S. sup-
port for democracy and human
rights in Russia, both of which
have been severely curtailed
under Putin.®*® Part of Russia’s
(and others’) critique of U.S. de-
mocracy promotion and human
rights policies is that these are
deployed cynically and hypocrit-
ically. From this perspective, the
United States uses these tools
as a means to pressure states it
seeks to coerce, but ignores even
more blatant violations in coun-
tries such as Saudi Arabia. Amer-
ican societal divisions and injus-
tices, real and perceived, further
bolster resistance to an assertive
U.S. human rights stance abroad.

Inconsistencies in the promotion
of human rights and democracy
indeed weaken the credibility of
such policies. Moreover, while
some dissidents and opposition
groups will take whatever help
they can get, many have found
that Western assistance of cer-
tain sorts can end up doing more
harm than good, as it leaves them
open to attacks from their own
government. Finally, there are
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many reasons to raise questions
about the effectiveness of de-
mocracy-promotion  activities
in countries that are hostile to
these policies. For these reasons,
democracy and human rights
policies should not be used as a
coercive mechanism, as this will
certainly backfire and may hurt
many of those the United States
might seek to help. This, however,
does not mean the United States
cannot and should not play a role
in supporting dissidents and pro-
moting freedom and democracy.

In support of the six strategic ob-
jectives outlined above, the Unit-
ed States should pursue actions
across three key pillars: strength-
en, contest, and cooperate. Activ-
ities under each pillar should be
pursued simultaneously, but can
be dialed up or down in intensi-
ty as the U.S.-Russia relationship
evolves. Attention should also be



paid to any potential opportuni-
ties for interaction between the
pillars—particularly between the
contest and cooperate pillars—
that could create leverage for the
United States as it seeks political
concessions in its negotiations
with Russia. To assist in identi-
fying and executing such oppor-
tunities, a clear sense of national
priorities and acceptable tradeoffs
in the context of other glob-
al threats will be needed early.
Equally important to the strategy’s
success in managing the current
tensions will be credibility—both
as it relates to promises made and
threats issued. Securing U.S. in-
terests will require us to confront
Russian actions in word and in
deed to demonstrate resolve and,
where needed, restore interests,
and to deter future threats.

Continued cooperation with al-
lies and partners will likewise re-
main paramount. U.S. leadership
in forging a common alliance ap-
proach will be essential, especially
given the forces of populism and
nationalism that are tearing at the
political fabric of democracies on
both sides of the Atlantic. The role
of the United States within NATO,
both as the strongest political
and military force in the alliance,
provides a unique platform to act
as an honest broker in resolving
disputes and driving the agenda.
While it is crucial that European
voices be at the center of Europe-
an policy, at a time when threats
are increasing from Europe’s east
and south, the United States must
be prepared to push back against
calls for greater isolationism and
accommodation and rally allies to
remain resolute in defending the
rules-based liberal order.

This approach in some ways
builds on the strategy of the
Obama administration.®” How-

ever, it is neither reluctant in
implementation nor averse to
accepting some escalation risk
(criticisms that have been lev-
ied against the Obama admin-
istration’s strategy). It is deci-
sive and forceful in nature and
defined by the defense of U.S.
interests. Now is the time for
choosing a clear path that man-
ifests a high U.S. priority on Eu-
ropean and transatlantic securi-
ty. This approach will speak to
Putin’s Russia in the language it
best understands: power and re-
solve. At the same time, it seeks
to avoid miscalculation and
escalation by finding avenues
for cooperation where possible
and by adapting deterrence ap-
proaches to signal effectively
across the full spectrum of Rus-
sian security threats.

The following subsections offer
brief descriptions of each of the
three pillars, along with a few
examples of policies or actions
that could be taken to opera-
tionalize them. These measures
seek to present a better balance
between coercive, defensive,
and cooperative measures. The
actions suggested under each
pillar are by no means compre-
hensive, but are rather reflective
of what may be the most rele-
vant to the current security sit-
uation or the most indicative of
the types of actions that should
be considered. Given the com-
plex nature of certain subject
matter (e.g., sanctions, force
posture), the study team sought
to leverage recommendations
offered by recent and comple-
mentary reports from CSIS and
other experts that explored each
area in greater depth. In some
areas, moreover, we believe that
more study is needed to develop
effective ways forward.

The first pillar—*“strengthen”—
is dedicated to those activities
the United States and its allies
should proactively take to build
the health of their democracies,
institutions, and defenses. The
weaknesses that have been re-
vealed in the current system
are bigger than just the Russia
challenge, but are certainly a
key component of what makes
the West so vulnerable to it.
Thus, the first order of business
must be strengthening and re-
building. This means shoring
up our vulnerabilities not sim-
ply to Russian coercion, but to
all that makes Russian coercion
possible, including the tone and
polarization of our politics, our
susceptibility to false news, the
disengagement and disenchant-
ment of our publics (who have
largely forgotten why NATO and
the European Union were creat-
ed), growing income inequali-
ty, the lack of transparency and
corruption in our governments,
Europe’s divestment in defense,
and the lack of clear and shared
priorities. Much activity is al-
ready underway but should be
continued and expanded. Such
activities should include:

» Practicing what we preach.
The United States and its al-
lies will not be credible critics
of Russian aggression if they
do not provide a strong alter-
native example. This means
working within the rules of the
international order, including
when it comes to use of force,
continuing to invest in trans-
parency, accountability, and
press freedom in their own
countries, building strong and
fair economic foundations,
and educating populations
about the benefits of democ-



racy and liberal values. They
must develop foreign policies
that seek to advance global
prosperity and security and
stand by their agreements.
This does not mean becoming
a “global police force.” Rather,
it means making judicious de-
cisions based on the evidence
of past policies, effective and
ineffective, and learning from
the lessons of history. Happily,
this approach also contributes
to our resilience.

Reinvesting in NATO. Next to
the strength of our constitu-
tional democracy, our alliance
structure is America’s greatest
foreign policy advantage. It
multiples our common force
and resource pool and confers
leadership and legitimacy on
the United States. The Trump
administration should take an
early interest in ensuring NATO
remains both united and capa-
ble, under supportive U.S. lead-
ership. The implementation of
steps NATO has taken since the
Wales and Warsaw Summits
should continue to be priori-
tized, especially high-level pres-
sure to expedite the alliance’s

collective defense spending,
interoperability, readiness, and
contingency planning. The
United States must increase
information sharing with
NATO and European govern-
ments to better combat com-
mon threats. Robust bilateral
relationships, including with
Germany, the United Kingdom,
and France, will remain im-
portant to achieving consen-
sus within NATO and will need
to be carefully tended by the
new administration. Finally,
the nationalist trends in both
the United States and broader
Europe demonstrate the need
for governments to do more to
draw a clearer link between the
strength of NATO and the pro-
tection of their respective na-
tional interests—the memory
of which has faded as the Cold
War generation ages.

Prioritizing global commit-
ments. Two decades of un-
challenged U.S. global leader-
ship have enabled the United
States to take action around
the world without ruthlessly
prioritizing its interests or al-
ways carefully evaluating the

tradeoffs in its policies. Rus-
sia’s ability to challenge that
leadership results in part from
the reality that these practices
have spread the United States
thin and left it pursuing nice-
to-haves even at the cost of
need-to-haves, while Russia
has been able to concentrate
its energies more narrowly. It
behooves the United States to
reevaluate its global interests
and establish clear priorities,
aligned with its global leader-
ship role, so as to create a sus-
tainable security strategy. Ad-
vancing our system of strong
alliances, including NATO,
should be a high global priority
for the Trump administration.

Building resilience among
allies and partners. The Unit-
ed States should enhance its
efforts to encourage and sup-
port European governments
in building energy security,
ensuring transparency and
media independence so that
Russian attempts at covert or
corrupt influence are mitigat-
ed, and building capabilities in
nondefense sectors (alongside
defense investments) to resist



Russian influence. An October
2016 report written jointly by
CSIS and the Center for the
Study of Democracy in Bulgar-
ia explored Moscow’s malign
economic influence in Eastern
Europe. The report recom-
mends several steps European
governments could take, in-
cluding: (1) creating specific,
high-level task forces within
NATO and EU nations to focus
solely on tracing and prose-
cuting illicit financial flows;
(2) prioritizing enhanced EU-
U.S. financial intelligence co-
operation; (3) elevating anti-
corruption by strengthening
institutions as an element
of NATO’s Readiness Action
Plan; and (4) revamping U.S.
and EU assistance to Central
and Eastern Europe and the
Western Balkans, to com-
bat Russian influence and
strengthen governance.®®

Fostering Russia expertise in
the United States. Following
the end of the Cold War, the
United States largely divest-
ed of the human capital it had
built over decades of study-
ing the Soviet Union, includ-
ing Russian language, cultur-
al, and historical knowledge.
The United States, along with
American universities, should
reinvest in teaching and pro-
moting Russian studies, cre-
ate scholarship programs, and
offer internships to students
in the field. Growing positions
for Russia specialists in our
intelligence community and
throughout our national secu-
rity community will help create
a sustainable talent pipeline.

Expanding NATO-EU coop-
eration. Greater institutional
cooperation between NATO
and the European Union has

long been a part of the trans-
atlantic conversation, though
in practice has been more
aspirational than operation-
al. This is in large part due to
the ongoing dispute between
Turkey and Cyprus, which
may be close to resolution
and should be brought across
the finish line. Managing the
range of threats presented by
Russia does not fit cleanly or
comprehensively under either
institutional framework. The
two organizations agreed at
the Warsaw Summit to deepen
cooperation in areas including
countering hybrid threats, en-
hancing resilience, defense ca-
pacity building, cyber defense,
maritime security, and exer-
cises.®® Concrete, urgent, and
robust progress in these areas
and others, such as countering
terrorism, will be necessary to
meet new threats.

Standing up for human rights
and democracy in Russia and
elsewhere. To be effective and
credible, the United States
must maintain its moral au-
thority by ensuring it is a mod-
el of democracy, transparency,
and human rights, including
press freedom, civil rights pro-
tection, and reforms of exist-
ing policies that limit these.
The United States should also
study the historical global ex-
perience with democracy de-
velopment and human rights
(including recent successes
and failures) to improve its
policies to promote and pro-
tect both. Finally, it should
continue to monitor human
rights and civil rights in Rus-
sia and elsewhere, including
allied states, and report on the
findings. If there are issues re-
lated to specific violations, it
should raise them with foreign

officials. This can keep indi-
viduals alive and can be effec-
tive in changing policies.

e Modernizing U.S. nuclear
forces. Irrespective of cur-
rent U.S.-Russia tensions, the
United States must continue
to maintain a strong, safe,
and secure nuclear capability
through the modernization
of its land, air, and sea deliv-
ery platforms, warheads, and
command and control tech-
nology. While the Depart-
ment of Defense is already
moving forward with plans
to modernize all three legs of
the U.S. nuclear triad in the
coming decades, the level of
ambition, affordability, and
specific requirements of that
modernization effort remain
core points of contention
within the expert community
and in Congress. The upcom-
ing U.S. Nuclear Posture Re-
view, mandated by the Trump
administration in January
2017, is an opportunity to ex-
amine the specific types of ca-
pabilities that will be needed
to ensure a robust and effec-
tive strategic deterrent. The
United States should contin-
ue to encourage the United
Kingdom—the only other ally
underwriting NATO’s nucle-
ar deterrent (France remains
outside of NATO’s nuclear
planning group)—to likewise
maintain and modernize its
nuclear capability through
the construction of new Tri-
dent-equipped submarines,
as authorized by the UK Par-
liament in July 2016.

The “contest” pillar is dedicated
to a combination of more robust
offensive and defensive mea-
sures vis-a-vis Russia. Great-



er offense is needed to bolster
the current U.S. and European
approaches, which have been
overly weighted toward defense
and assurance measures. To be
clear, the United States should
not go looking for a fight with
the Kremlin, and should do ev-
erything possible to avoid one,
but it should press its advantag-
es where it has them. Russia’s
current practice of seeking to
elevate its status by challeng-
ing the United States and the
broader international order
will not be constrained only
by punitive measures imposed
after the fact, but must also be
shaped by the proactive imposi-
tion of a predictable set of pol-
icy statements and actions that
makes clear the United States’
boundaries and expectations.
This means shaping a new re-
lationship paradigm, together
with our transatlantic partners,
that puts more onus on Russia
to comply with internation-
al norms rather than simply
imposing consequences for
breaching them. Likewise, an
elevated defense is needed to
bolster security and deterrence
in Europe and in the homeland,
block Moscow’s attempts to de-
stabilize U.S. allies and partners
and build competing global al-
liance networks, and infiltrate
U.S. space, communication, and
cyber networks. A strong ap-
proach within this line of effort
may include:

» Creatingapredictablesched-
ule of progressing sanctions.
The United States and its al-
lies should seek to strength-
en Ukraine-related sanctions
and individual asset freezes
and travel bans over Russia’s
continuing violations of the
September 2014 and Febru-
ary 2015 Minsk agreements,

rather than simply extending
what is already in place un-
til compliance is achieved or
waiting for a significant dete-
rioration of the security situa-
tion. This assumes, of course,
that fulfillment of the Minsk
agreements will be a con-
tinuing goal of the new ad-
ministration’s Ukraine policy.
Either way, the same enforce-
ment principle would apply
to any new agreement related
to Ukraine, and, for that mat-
ter, to any agreements made
in different contexts that are
tied to clear outcomes. The
United States needs tools to
incentivize Russian behavior,
and it needs to communicate
clear consequences for ac-
tions it opposes.

Possible options for strength-
ening sanctions against Rus-
sia were laid out in Chapter
4. Among these, the United
States and its allies should
seriously consider: (1) involv-
ing more third-party states
either “cooperatively by dip-
lomatic outreach, or coercive-
ly through the imposition of
secondary sanctions to force
third countries’ government
and firms to choose between
EU and U.S. markets and
Russia”; (2) expanding the
number of Russian entities
cut off from foreign financ-
ing and increasing borrow-
ing restrictions; (3) blocking
sanctions against specific
Russian banks; and (4) addi-
tional sectoral sanctions.®*°
For the European Union, re-
ducing the import of Russian
oil would be another import-
ant step to imposing costs on
the Russian economy, but is
a long-term proposition as
Russia supplies 29 percent of
EU oil imports.®* Sanctioning

Gazprom would be another
big step, but also perilous for
many in the European Union.

Conducting proportional of-
fensive cyber activities against
Russia. Prior to confirmation
by the director of national in-
telligence and the Department
of Homeland Security that
“only Russia’s senior-most of-
ficials” could have authorized
the hacking of Democratic
National Committee (DNC)
emails, then-president Obama
publicly warned President Pu-
tin that the United States has
“more [cyber] capacity than
anybody, both offensively and
defensively.”*> The United
States should make use of its
offensive capabilities in this
regard to respond to and disin-
centivize Russia’s active cam-
paign of cyber surveillance,
exposure, and denial-of-ser-
vice attacks against European
and American targets. In addi-
tion to bolstering the defense
of national networks and shar-
ing any lessons learned with
allies and partners, offensive
measures are needed. The spe-
cific range of offensive cyber
options requires greater study,
ideally in a classified environ-
ment. The long-term goal is to
create a system of cyber deter-
rence: to ensure that Russian
attacks are both ineffective
and not worth the cost. The
United States must continue
to innovate in this area, while
setting clear norms and avoid-
ing unintended escalations. If
Russia can be adaptive, surely
the United States can be too.

Increasing and optimiz-
ing the U.S. conventional
military presence in Eu-
rope. Strengthening U.S. and
NATO posture in key areas



of vulnerability will not only
bolster defense and deter-
rence, but can also create an
environment in which Rus-
sia is once again prepared to
agree to transparency, pre-
dictability, and arms con-
trol measures in Europe that
would increase European
security. The clearest and
most profound signal of NA-
TO’s post—Cold War desire for
enduring positive relations
with Russia was its dramat-
ic multi-decade drawdown
of military forces in Europe.
As a consequence, the NATO
force posture that existed pri-
or to Russia’s annexation of
Crimea was largely designed
for out-of-area operations.
Even as subsequently aug-
mented, NATO forces in Eu-
rope today are not adequate
to deter Russian aggression at
a remaining level of risk that
should be acceptable to U.S.
policymakers. This does not
mean that the United States
should return to the massive
Cold War-era military pres-
ence it once kept in Europe.
Threats and capabilities have
evolved on both sides, and
our strategic, conventional,
and unconventional capabil-
ities must evolve according-
ly. It is clear, however, that
the U.S. forward presence in
Europe has been allowed to
atrophy to levels too small
to provide the baseline capa-
bility needed to deter a large
power like Russia.

Additional U.S. forces are
needed in Europe to provide
a robust in-place tripwire and
rapid-response capability,
alongside allied forces. The
starting point should be for-
ward stationing an armored
brigade combat team and ad-

ditional Army enabling units
in Europe; retaining at least
six fighter squadrons with the
ability to rapidly flow in more
aircraft as necessary; and en-
suring a robust naval presence
in and around European wa-
ters. A reinforcement-based,
deterrence-by-punishment
strategy requires investments
in reinforcement capacity—in-
cluding staging prepositioned
equipment, forward stationing
additional logistician units,
and routinely practicing rein-
forcement to demonstrate the
capability to the Kremlin.

NATO FORCES

IN EUROPE

TODAY ARE NOT
ADEQUATE TO
DETER RUSSIAN
AGGRESSION AT
A REMAINING
LEVEL OF RISK
THAT SHOULD
BE ACCEPTABLE
TO U.S.
POLICYMAKERS.

There is also a need to change
how U.S. forces operate in Eu-
rope. While theater security
cooperation and building in-
teroperability with allies will
remain important, credible
deterrence must become the
priority. The focus should,
therefore, shift from small unit
training spread across multi-

ple locations in Europe to larg-
er and more complex exercises
with allies that develop and
demonstrate NATO’s warfight-
ing prowess. While these exer-
cises would be less frequent,
they would strengthen the
cohesion of U.S. combat units,
help U.S. and allied forces pre-
pare for the complexities of a
high-end fight, and improve
their ability to rapidly respond
to a contingency.

Lastly, the credibility of con-
ventional deterrence hinges
on U.S. and allied forces having
capabilities that are adapted to
the threat and the
operating  envi-
ronment and are
able to punish and
defeat aggression.
The United States
and its allies need
to reinvest in and
enhance their mil-
itary capabilities
in line with the
recommendations
made in Chapter 4.

« Resourcing
for strength. The
Trump adminis-
tration and Con-
gress must resolve
the stalemate over
defense spending
caps, which have
negatively impact-
ed the budgetary
process for years.
The uncertainty surrounding
the Defense Department’s bud-
get hampers sound decision-
making and planning related
to force posture, capabilities,
and readiness levels. Regard-
less of whether topline defense
spending increases or decreas-
es in the near term, returning
to a normal budget process for



the military should be viewed
as a necessary component of
national security strategy. Ad-
ditionally, the European Reas-
surance Initiative—or rather
its successor, the European
Deterrence Initiative, which
is likely to total $3.4 billion in
fiscal year 2017—will need to
continue to be funded at simi-
lar or slightly higher levels and
should be codified in the De-
fense Department’s base bud-
get, rather than be considered
as part of the Overseas Contin-
gency Operations account.

Combating Russian propa-
ganda. Chapter 3 discusses the
Russian use of propaganda to
advance its anti-Western agen-
da. Like cyber, the United States
is not outmatched when it
comes to information capabili-
ties though it is constrained by
the norms of democratic soci-
eties. In a statement as true to-
day as it was when it written in
the eighteenth century, “False-
hood flies, and the truth comes

limping after it.”*** At present,
Russia has a disinformation ad-
vantage. Greater study of what
can be effective in the current
environment is needed, rely-
ing on the experience of adver-
tising and social media cam-
paigns. A communications blitz
under the auspices of a new en-
gagement center for informa-
tion operations, as authorized
in the FY 2017 National Defense
Authorization Act, should be
funded and empowered to ra-
tionalize and leverage every
means at the U.S. government’s
disposal to “lead, synchronize,
and coordinate efforts... to rec-
ognize, understand, expose,
and counter foreign state and
non-state propaganda and dis-
information efforts aimed at
undermining United States na-
tional security interest.”5*

Activities should span both
overt measures—such as in-
creased public diplomacy, re-
investment in Radio Free Eu-
rope and Radio Liberty, foreign

journalism training, and the
creation of Russian-language
information platforms—and
covert measures, such as Mil-
itary Information Support
Operations (MISO), which,
though “repeatedly misunder-
stood and misrepresented...
as a means of informing and
influencing foreign audienc-
es, remain as relevant in peace
as in war and as vital to our
nation’s defense as ever be-
fore.”** To bolster and comple-
ment the efforts undertaken
by U.S. embassy public affairs
teams, Special Operations
Forces should be authorized to
conduct MISO, as described in
Chapter 4, to combat Russian
propaganda in Eastern Eu-
rope with truthful information
about U.S. and allied activities
and intentions. Counter-pro-
paganda activities should also
include direct outreach and
educational exchanges with
Russians living inside and out-
side of Russia.



e Supporting non-NATO na-
tions, including Ukraine, in
the so-called grey zone. The
previously mentioned Febru-
ary 2015 Atlantic Council re-
port argued for the provision
of direct military assistance to
Ukraine “in far larger amounts
than provided to date and in-
cluding lethal defensive arms”
in order to raise the risks and
costs to Russia for any con-
tinued aggression.®* “If con-
fronted by a strong Western
response [in Ukraine],” the re-
port holds, “the Kremlin would
be far less tempted to challenge
the security and territorial in-
tegrity of other states.”® The
new administration should in-
deed consider expanded sup-
port to Ukraine—conditioned
on its continued progress in
implementing necessary anti-
corruption and transparency
reforms—across the spectrum
of its security, economic, and
governance needs. This does
not necessarily require lethal
aid, although the CSIS study
team project directors support
lethal aid, but it should in-
clude assistance that is geared
to Ukraine’s requirements and
capability gaps.5® Also needed
is greater engagement with and
support to the other vulnerable
non-NATO partners in the Cau-
casus, Balkans, Central Asia,
and Eastern Europe as a means
to check Russia attempts to
undermine their sovereignty
and foment regional instabil-
ity. Importantly, NATO’s door
must remain open to nations
that meet the requirements
of membership—including,
crucially, that their member-
ship benefit the alliance. With
this in mind, the United States
should consider more deliber-
ately courting states like Swe-

den and Finland, who bring
robust capacity to the alliance
and challenge Russian influ-
ence in the High North.

o Pushing back against Rus-
sia’s nuclear saber-rattling.
In response to Russia’s irre-
sponsible stewardship in the
nuclear domain, NATO can
take steps to signal strength
through declarations in NATO
summits, bolstering conven-
tional defenses, revitalizing
NATO exercises to include a
nuclear component, and pos-
turing effectively and modern-
izing the allied dual-capable
aircraft (DCA) fleet. In addi-
tion, the United States should
continue to hold itself to the
highest possible standards for
responsible nuclear behavior
without resorting to bran-
dishing its nuclear weapons
or using them as a source of
coercion or intimidation. The
United States must press Rus-
sia to adopt a similar stance.

Engagement with Russia on ar-
eas of mutual interest is not only
wise but necessary. Transborder
threats such as climate change,
terrorism, and nuclear prolifera-
tion demand cooperation among
global powers. Cooperation has
been successful in the past and
can be again. As previously men-
tioned, the 2009 “reset” with
President Medvedev produced
some meaningful achievements.
History has shown that it is possi-
ble to seek transparency and dia-
logue alongside increased compe-
tition and containment. Indeed,
as previously mentioned, the
more strongly the United States
contests Russian attempts to re-
shape the security landscape, the
greater the opportunities later to
cooperate on acceptable terms

to increase transparency and
predictability. In other words,
escalate to negotiate. Engaging
in a cooperative manner will, of
course, require the United States,
along with its European allies, to
acknowledge that certain Russian
security concerns are legitimate
and to explore sensible compro-
mises. Indeed, doing so is crucial
to developing a more sustainable
and secure Europe and world.

At the same time, the United
States must hold firm to its core
values, be clear about Russia’s
motives, and understand the po-
tential tradeoffs that deal-mak-
ing with Russia might entail. En-
gagement that degenerates into
endless accommodation does
not serve U.S. or allied interests.
In some cases, Russia has been
able to use the West’s natural
penchant for process and dia-
logue as a delay tactic with tragic
consequences. In Syria, the dip-
lomatic process, chaired by for-
mer secretary of state John Kerry
for the United States and Minis-
ter of Foreign Affairs Sergei Lav-
rov for Russia, failed to achieve
a real or lasting cease-fire and
has acted to provide Russia the
diplomatic legitimacy it desires
while continuing to prop up the
Assad regime, attack civilians,
and block meaningful action at
the United Nations.

Amid renewed violence in
Ukraine in late January 2017, new
U.S. ambassador to the United
Nations Nikki Haley made clear
her intention to confront, con-
test, and cooperate with Russia
as evidence of its intentions and
actions warrant. Expressing her
frustration over Russia’s continu-
ing support for separatists in east-
ern Ukraine despite the Security
Council’s call for a cease-fire just
two days earlier, she stated:



IN TERMS OF ARMS
CONTROL, VERY
LITTLE CAN HAPPEN
WITHOUT RUSSIA’S
COOPERATION, GIVEN
THAT THE UNITED
STATES AND RUSSIA
BETWEEN THEM HOLD
ABOUT 95 PERCENT
OF THE WORLD’S
NUCLEAR ARSENAL.

I consider it unfortunate that
the occasion of my first ap-
pearance here is one in which
I must condemn the aggres-
sive actions of Russia. It is
unfortunate because itis are-
play of far too many instanc-
es over many years in which
United States Representatives
have needed to do that... Co-
operation on this issue is pos-
sible. Earlier this week, both
Russia and Ukraine support-
ed this Council’s unanimous
call to return to a ceasefire...
The United States expects
that those who can influence
the groups that are fighting—
in particular, Russia—will do
everything possible to sup-
port an end to this escalation
of violence.**

The United States must approach
engagement with Russia selec-
tively, cautiously, and with firm
limits. An over-eagerness to co-
operate can inadvertently elevate
and embolden Putin’s outrageous
demands; enhance Russia’s dip-
lomatic and political prestige;

create false equivalencies in
terms of mutual wrong-doing;
provide a platform for stunts “re-
plete with moralism and grand-
standing”; and weaken the West’s
bargaining position by signaling
that it cares more about com-
promising.®® As the U.S.-Russia
relationship evolves, more areas
for cooperation may emerge, to
which the United States should
remain open. For now, however,
the United States may wish to fo-
cus on areas that are both critical
and attainable. These include:

 Improving crisis communica-
tions and transparency mea-
sures. Russian conventional
force deployments along the
country’s western border, vi-
olations of airspace, and fre-
quent snap exercises are rais-
ing tensions with NATO allies
and partners, who worry that
the deployments could prefig-
ure an aggressive move against
them. The United States is
likewise concerned that it is
only a matter of time before
Russia’s increasingl y reckless

encounters with allied air and
sea assets result in injury or
unintended escalation. At the
same time, Russian leaders
claim that additional deploy-
ments by NATO forces, such as
those announced at the War-
saw summit, represent a threat
to Russian security. Ensuring
greater transparency about
these deployments and ma-
neuvers on both sides would
help lower tensions, reassure
allies, and ensure there is no
disconnect between messages
sent and messages received.
The United States should push
Russia to fully comply with
transparency and monitor-
ing measures under the Open
Skies agreement and the Vien-
na Document, “with a view to
lowering the threshold for no-
tifications and observations.”*
Despite Russia’s withdrawal
from the Conventional Armed
Forces in Europe (CFE) treaty,
Russia, the United States, and
European countries may want
to consider what is possible
in regards to a new agreement
controlling conventional force
deployments and exercises, as
part of building a more sustain-
able European security system.

Maintaining nuclear nonpro-
liferation and arms control
talks. Russia and the United
States have little choice but
to work with each other to
achieve progress on nuclear
nonproliferation, which has
been a venue for fairly produc-
tive cooperation over the last
20 years. Russia has a stake in
containing the risks of North
Korea’s nuclear weapons arse-
nal, of South Asian strategic
competition, and of terrorist
access to weapons of mass de-
struction or their components.
Russia is key on most nonpro-



liferation issues due to its role
as a leading member of the
International Atomic Energy
Agency board, a permanent
member of the UN Security
Council, and a participant in
both the Iranian P5+1 talks
and Six Party Talks with North
Korea. Russia is also a potential
source of sensitive materials
and technology and a “tradi-
tional friend of countries of
proliferation concern.”%

Likewise, in terms of arms
control, very little can happen
without Russia’s cooperation,
given that the United States
and Russia between them hold
about 95 percent of the world’s
nuclear arsenal.®® Arms con-
trol has also been an area of
bilateral dialogue, even when
U.S.-Russian relations ebbed
in the past. Each country is
the only one on Earth that
can threaten the world with

obliteration. As signatories to
the nuclear nonproliferation
treaty (NPT), both countries
are committed to reducing
their nuclear arsenals, and
they have always been most
successful at this task when
working together.

Recent actions by Russia have
raised concerns about its
commitments to these goals.
Specifically, Washington has
accused Moscow of violating
the Intermediate-Range Nu-
clear Forces (INF) Treaty. In
2016, Russia withdrew from
the Plutonium Management
and Disposition Agreement
(PMDA) and the Agreement
for Cooperation in the Peace-
ful Uses of Nuclear Energy.
Russia, for its part, has long
felt that the U.S. withdrawal
from the Anti-Ballistic Missile
(ABM) treaty in 2002 weak-
ened strategic stability.

Source: Arms Control Association

Most urgently, the United States
should pursue negotiations to
bring Russia back into compli-
ance with the INF Treaty. To
do so, the United States will
need to address Russia’s three
countercharges of U.S. viola-
tions. This may entail agreeing
on language that clarifies the
“differences between permitted
missile defense target missiles
and intermediate-range ballistic
missiles, differences between
[unmanned aerial vehicles]
and ground-launched cruise
missiles, [and]... transparency
measures regarding SM-3 [mis-
sile interceptors in Europe].”®
In exchange, Russia must end
its deployment of intermedi-
ate-range missiles in violation
of the treaty, coupled with rig-
orous transparency measures to
confirm its compliance.

As mentioned in Chapter 3,
US. and Russian strategic nu-



clear weapons are currently
governed by the New START
Treaty, which expires in 2021.
If it is not renewed or supersed-
ed by a new treaty by that time,
there will be no constraints on
either country’s further devel-
opment of strategic nuclear
weapons, other than their NPT
commitments. Both states have
benefited immensely from hav-
ing an effective and verifiable
treaty mechanism in place—it
provides transparency into
each other’s systems; prevents
runaway spending on weapons
that neither needs; and ensures
parity, which both have valued.
Moreover, while treaty renew-
al would enable New START
to continue, a new treaty could
have further benefits, allowing
the two sides to bring to the ta-
ble issues that have concerned
them in the past, whether they
are determined in this agree-
ment or in further talks. In Rus-
sia’s case, this might include
missile defenses and conven-
tional strategic weapons. In
the case of the United States, it
might include nonstrategic sys-
tems. Deployments in Europe,
and their ranges, could also be
considered. Hypersonic weap-
ons, now under development in
a number of third-party coun-
tries, as well as in Russia and
the United States, might also be
included. Whether any of these
topics are or are not included
in a New START follow-on or
another treaty, discussions are
a critical first step toward re-
solving misunderstandings and
mutual fears, particularly haz-
ardous in the nuclear context.
Indeed, as some of these issues
also affect other states, multilat-
eral discussions might be worth
pursuing in some cases. More-
over, progress here will help

Russia and the United States re-
build a united front on nonpro-
liferation under the NPT.

As noted above, conventional
arms control treaties can also
be pursued (the INF treaty, of
course, covers both sorts of
systems). But we reiterate that
agreements that relate to con-
ventional forces in Europe (or,
indeed, most anywhere else)
cannot be simply bilateral. Nor
can they only comprise Russia
and the NATO allies. Rather,
they must include all European
states. This creates challenges
for negotiation, but there exists
ways to finesse such challeng-
es, if the commitment is there.

Working together in the Arc-
tic. U.S.-Russia cooperation in
the Arctic, particularly with-
in the Arctic Council, has re-
mained at least partially insu-
lated from the current tensions,
and should remain so. The two
nations share practical interests
in environmental research on
the impacts of climate change
and the leakage of methane
trapped in permafrost layers;
search and rescue preparedness
as Arctic tourism grows more
popular; and oil spill rapid re-
sponse measures, among other
things. As the Arctic Sea warms
and maritime traffic increas-
es through the Bering Strait
(which is only 44 nautical miles
wide at its narrowest point), it
will be important to seek col-
laboration to establish basic
communication infrastructure
and designated sea lanes.®®
The melting of the Arctic also
has important economic, en-
ergy, and territorial implica-
tions that, without robust co-
operation, could become new
sources of conflict. Maintain-
ing an open dialogue on safety

and environmental issues may
make discussion of the thornier
issues, including Russia’s mili-
tary mobilization and modern-
ization programs in the Arctic,
a bit less challenging by grad-
ually rebuilding trust and con-
fidence. To this end, an August
2015 CSIS report on Russia’s
strategic interests in the Arctic
recommended the creation of a
U.S.-Russia joint working group
within the Arctic Coast Guard
Forum (ACGF) to focus on en-
hancing safety and improving
maritime domain awareness
in the Bering Strait, and for
the eight Arctic Council states
to begin to negotiate a “non-
binding political statement to
serves as a ‘Declaration on Mil-
itary Conduct in the Arctic’ in
line with the OSCE’s confidence
building measures.”®¢

How the United States chooses
to manage the Russia challenge
will shape the geopolitical land-
scape for decades to come. U.S.
allies, partners, and adversar-
ies in the Middle East, Asia, and
elsewhere will be watching to see
how the United States responds
to the evolving challenges posed
by Russia and will calibrate their
behavior accordingly. In the rush
to make deals with Russia to se-
cure lesser objectives, the United
States may well find itself sacri-
ficing a more fundamental goal:
advancing a global order that
benefits our people, our econo-
my, and our constitutional values.
Standing resolutely by our allies
and our treaty commitments is
central to upholding that order.
We must meet Russia’s efforts to
challenge it with the steel of our
determination rather than mush
that cedes our hard-won gains.
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