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Agrese online

e Zdanlivé vSude

* Bézna zkusenost uzivateld

e Vzajemné utoky (napr. SNS)

* Informace a materialy podnécujici agresi




Agrese

Siroky pojem

 ...."any form of behavior directed toward the goal of harming or injuring
another living being who is motivated to avoid such treatment” (Baron &
Richardson, 2004, p.7)

MUlzZeme rozliSit vice podob

* Pfima/nepiima
 Verbalni/fyzickd/sexudlni---
* Orientovana na sebe/druhé
* Interpersondlni/skupinova
e Atd.

Online/offline - Online prostfedi: mUze ovliviiovat pribéh agresivnich Gtoku



Agrese online

» Kybersikana, online obtézovani, cyberhate, cyberstalking,
cyberterrorism, cybermobbing,...

* Rlizné typy
* Podobné jako u offline agrese

* V. mnoha pripadech spojena s offline situaci
* Prolinani online a offline Zivota



Agrese online (Pyzalski, 2012)

= Electronic peer aggression (possible cyberbullying)
= Electronic aggression against school staff

= Electronic aggression against the vulnerable

= Electronic aggression against random victims

= Electronic aggression against groups

® Electronic aggression against celebrities



Cyberbullying and cyberthreads (Willard,
2007)

* Flaming — ,heated, short lived argument that occurs between two or more
|(orotagon|sts (....), include offensive, rude, vulgar language, insults, threats

p.5)
* Harrassement — includes repetititon

. Deniﬁration — harmful, untrue, or crue speach bout target, indirect, directed
to others

* Impersonation

* Outing and trickery — ,,publicly postinﬁ, sending, or forwarding personal
communication or images” (p.9.);, highly personal and embarassing; trickery
jakou soucast outing

* Exclusion

* Cyberstalking — repeatedly sending of harmful messages, threats of harm,
intimidating and offensive, extortion; tries to denigrate, to destroy
reputation; often linked to (onlin/offline) sexual relationshisp

e Cyberthreads — direct threats and distressing material
* A dalsi: revenge porn, trolling, cyberterrorism, happy slapping



Online agrese - dimenze

* Pfima vs neprima
* Soukroma vs verejna

* Komunikovana obéti vs ostatnim

* Aspekty vazané na technologie?

 Drive — pres internet a mobilni telefon (dnes?)
 Jeden kanal a multiplicitni utoky

* Specifické prostredi (komunity, hry) a socialni média



Vysvetleni online agrese

* Online disinhibice (Suler, 2004)
* Hostilita
* Anonymity, invisibility, asynchronicity, solipstic
introjection, dissociative imagination, minimization of
status and authority



Vysvetleni online agrese

e SIDE model

* Role socialni identity (Tajfel, Turner)

*\Vnimana anonymita vs. Identifikovatelnost

* Mensi anonymita — snizeni agresivnich komentaru v diskusich (Cho &
Kwon, 2015)



Teorie socialni identity
(Tajfel, 2010; Turner & Reynolds, 2001)

* Vnimame se v ramci skupinovych kategorii
 Socialni identita (a persondlni identita)

 Skupina ovliviiuje nase normy, postoje a chovani

* \/lyraznost socialni identity
* Definujeme se vice v ramci skupinové pfrislusnosti
* Vliv na postoje i chovani — disinhibované chovani, ,,nasledky pro skupinu®

» Skupinova a meziskupinova interakce
» Konformita, stereotypizace diskriminace...



SIDE model (Reicher, Spears, &
Postmes, 1995)

* Social identity model of deindividuation effects
* Role socialni identity
* Vnimana anonymita a identifikovatelnost

* Deindividuace? V podminkach anonymity vyssi identifikace se
skupinou

* Nejsou pritomny (viditelné) individualni znaky
* Naopak casto pritomnost téch skupinovych
e ZvysSuje se vyraznost socialni identity



Social context

Process
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Anonymity and other
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Y
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to personal
norms and
standards
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Moral disengagement

Bandura: Morality — normy, socialni a internalizované sankce
» Sebe-monitorovani, evaluace, regulace (afektivni)

* Moral disengagement: cognitive restructuring of inhumane conduct into a
benign or worthy one

1. moral justification, sanitizing language, and advantageous comparison;

2. disavowal of a sense of personal agency by diffusion or displacement of
responsibility;

3. disregarding or minimizing the injurious effects of one 's actions

4. attribution of blame to, and dehumanization of those who are victimized.

* Bandura, A. (1999). Moral disengagement in the perpetration of inhumanities.
Personality and social psychology review, 3(3), 193-209.



...................................................................................................

. MORAL JUSTIFICATION : . MINIMIZING, IGNORING, : DEHUMANIZATION
PALLIATIVE COMPARISON : . OR MISCONSTRUING THE . ATTRIBUTION OF BLAME
EUPHEMISTIC LABELING : : CONSEQUENCES E :
---------------- FrETET s AR L N SRS ESEEESSES jESESEsEEREEEEEal
REPREHENSIBLE DETRIMENTAL VICTIM
» — - I
CONRUGCT EBFFECTS

................................................

DISPLACEMENT OF RESPONSIBILITY
DIFFUSION OF RESPONSIBILITY

------------------------------------------------



Kybersikana a online obtézovani

* Kybersikana — znate termin?

* Hodné medializovana
» Casto v rozporu s empirickymi daty

.E;herhullymg

never takes
a vacation
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Kybersikana a online obtéezovani

ylntentional and aggressive act carried out through electronic media, which
may be repetitive in nature” (Nocentini et al., 2010; Tokunaga, 2010)

“the use of Information and Communication Technologies (ICTs) to support
deliberate, repeated, and hostile behaviour by an individual or group, that is
intended to harm others” (Belsey, 2005, p. 8)

Rizné formy(obdobné jako offline)

 Verbalni utoky, nadavky, vyhrtzky

« Sifeni osobnich informaci (nechté&né), publikovani ublizujicich material{
* Kradez identity

* Socialni exkluze



Kybersikana a online obtéezovani

Definice odvozena ze Skolni Sikany (Olweus, 1991)

O kybersikané mluvime pokud jsou utoky:

* Provadény skrze internet ¢i mobil

* Jsou umyslné zranujici

* Jsou opakované

* Mocenskd nerovnovaha — obét se nemuze ucéinné branit

e ....pokud tato kritéria nejsou naplnéna — online obtézovani



Kybersikana a online obtézovani

/

\

Kowalski et al. (2014):

10% - 40%
Also 3% - 70%

Table 18: Ways in which children have been bullied in
past 12 months, by age

Age
% 9-10 | 1112 | 13-14 | 1516

In person face-to-

13 13 12 15
face
On the intemet 3 5 6 8
By mobile phone

calls, texts or
image/video texts

1 2 3 6
Has been bullied
at all, online or 17 21 19
offline
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Kybersikana a online obtézovani

Nutno rozliSovat kybersikanu a online obtézovani!

Rozdily v prevalenci a dusledcich
Kyberikana: méné casta, vice zavazna

[ IMK: 79% bez viktimizace

p
21%
L obtézovani

" 6% obéti }

http://irtis.fss.muni.cz/wp-
content/uploads/2013/06/COST CZ report |l

Cl.pdf

CB

N



http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf
http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf
http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf
http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf

BedroSova, M., Hlavova, R., Machackova, H., Dédkova, L., & Smahel, D.
(2018). Ceské déti a dospivajici na internetu: Zprava z vyzkumu na
zakladnich a stfednich Skolach. Projekt EU Kids Online IV-Ceska republika.
Brno: Masarykova univerzita.

Tabulka se tyka déti a dospivajicich ve v&ku 9-17 let, ktefT pouzivaji internet.
e

Tabulka 3: Déti a dospivajici, kteri uvedli, ze byli alespon nekdy v poslednim roce obéti agrese (%).

9-12 let 13-17 let

Chlapci Divky Chlapci Divky Celkem

Osobné, tvari v tvar 16 17 21 23 19
Prostrednictvil bilniho telefonu, internet

rovs: re-w nictvim mobilniho telefonu, internetu, na 9 9 20 2 15
pocitaci nebo tabletu
Jiny zpusob 6 7 5 6 6
Zkusenost s jakymkoliv typem agrese 22 22 26 28 25

Znéni otdzek: Choval se k tobé nékdo v poslednim roce takto hnusné nebo nepfijemné? Jak ¢asto se to stalo nékterym z ndsledujicich zplsobi?
(a) Osobneé, tvdfi v tvdr (to znamend, Ze ta osoba s tebou byla na stejném misté), (b) Prostfednictvim mobilniho telefonu, internetu, na pocitaci
neba tabletu atd., (c) Jinym zplisobem.
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Jen 2 % déti mélo tuto zkuSenost kazdy den nebo skoro kazdy den a celkem 8 %
jedenkrat za mésic a Castéji —praveé tyto déti a dospivajici se pravdépodobnéji stali
obétmi kybersikany a nejen ojedinélé agrese. 92 % déti a dospivajicich s
kybersikanou nema zadnou zkusenost nebo se jim néco takového stalo jen
narkrat.

Graf 8: Jak se obeti online agrese po udalosti citily (%).

vaky 30 26 36 8

Chlapci 12 13 42 33

9-10 let 29 39 28 4
11-12 let 28 7 42 23
13-14 let 13 25 43 19
15-17 let 21 16 38 25

ey » »
0 10 20 30 40 50 60 70 80 90 100

m Byl/a jsem hodné rozhozena/y m Byl/a jsem dost rozhozena/y = Byl/a jsem trochu rozhozena/y =~ Nebyl/a jsem vibec rozhozena/y

Znéni otdzky: Ted si prosim vzpomen na to, kdyZ s tebou nékdo naposledy na internetu zachdzel takovym hnusnym nebo nepiijemnym
zptisobem. Jak jsi se pfitom citil/a?
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Mezinarodni porovnani — EU Kids Online

1V

Figure 45: Frequency of online victimisation,

by country
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QF21 In the PAST YEAR, how often did this happen in any
of the following ways? Via a mobile phone or internet,
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Base: All children 9-16 who use the internet.
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Figure 50: Frequency of online aggression, by

country
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*FI/RU/VL: Full age range not available. CH: Question not

asked.

QF29b In the PAST YEAR, how often have you TREATED
someone else in any of the following ways? Via a mobile
phone or internet, computer, tablet, etc.

Base: All children 9—16 who use the internet.

Smahel, D., Machackova, H.,
Mascheroni, G., Dedkova, L.,
Staksrud, E., Olafsson, K.,
Livingstone, S., and Hasebrink,
U. (2020). EU Kids Online
2020: Survey results from 19
countries. EU Kids Online.
https://doi.org/10.21953/Ise.47f
deqjOlofo
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Kybersikana a online obtéezovani

,New bottle, old wine“?
What is ,new?

Casoprostorova neomezenost — nemoznost utéct
Distance

Siroké publikum (potencialné)

Siteni material(i, dostupnost, trvanlivost

- Casto neni ucinna kontrola

Muze byt skryta



Kybersikana a online obtéezovani

Dlsledky — podobné jako u offline Sikany

* Internalizace, externalizace

* Deprese, uzkostnost, sebevrazedné myslenky, bezmocnost
* Socialni problémy

* Problémy ve skole

e Atd.



Kybersikana a online obtéezovani

Duasledky zavisi na zavaznosti
Nutno rozliSovat kybersikanu a online obtézovani!

Obdobné zavazna jako offline — nékdy i horsi
Zvlasté pokud jsou pouzity audio/vizudlni materialy (Sticca & Perren, 2013)

Propojenost online a offline Sikany
Obéti a agresofri

Zalezi i na zvladani - copingu

Machackova, H., Cerna, A., Sevcikova, A., Dedkova, L., & Daneback, K. (2013). Effectiveness of
coping strategies for victims of cyberbullying. Cyberpsychology: Journal of Psychosocial Research on
Cyberspace, 7(3), article 5. doi: 10.5817/CP2013-3-5



Kybersikana a online obtéezovani

Zalezi na kontextu
VCetné reakci ostatnich — publika, pFihlizejicich
ZkusSenost pfrihlizejicich ¢astéjsi (53% v JMK)

EU Kids Online IV (2017/2018): 47% déti 11-17 let



Kybersikana a online obtéezovani

Co mohou délat (online i offline)?

* Pomoci obéti: emocné, poradit jak se zachovat, konfrontovat
agresora...

* Podporit agresora: pridat se, re-postovat, shareovat, lajkovat,
komentovat...

e ZUstat ,,pasivni” - nejcastéjsi

Proc zlistdvame pasivni?



Kybersikana a online obtéezovani

Reakce — role osobnostnich charakteristik

* Empatie, prosociadlni tendence, vztah k aktérdm, sebe-ucinnost, pojimani
agrese — a Sikany a kybersikany, socialni status...

Role kontextu — online prostredi
Co se mUze podilet na vnimani situace?



Specifika online prostredi

* Asynchronni komunikace
e Chybi mnoho voditek

* Distance, anonymita, neviditelnost....
* Siroké publikum
* Materialy a informace — sdileni, lajkovani

* Metadata — ,views”



Kybersikana a online obtézovani

Latané & Darley
(1970)

|

sume

As
responsibility

1 1
v ¥

Intervene

No intervention/no help is given
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Cyberhate

* Jiny typ agrese online

e Zameérena na skupinovou prislusnost




