Hodnoceni online
informaci



Online informace a jejich kvalita

* V prostredi internetu - nepreberné mnozstvi a pluralita
* Pluralita zdroji — a typU informaci

* Nejsou ,gatekeepers”

* User Generated Content — kdokoliv mUize zverejnit cokoliv bez kontroly nékoho
jiniho (vs. tradi¢ni offline zdroje typu knihy, tisk&

 disintermediation (Eysenbach, 2008)

* ,leveling effect” — stejnd dostupnost informaci = v oCich uZivatel( stejna trover
duvéryhodnosti autort

* Neplati ale vidy (opinion leaders, oficialni zdroje...)

e Otazka autora a autority a jimi podavanych informaci
* Expert a ,,experiential” information

* Misinformation a disinformation

» To vSe klade dliraz na subjektivni hodnoceni



Online informace a jejich kvalita

* Otazka kvality informaci — vice dimenzi

* Tao, LeRouge, Smith, and De Leo (2017) information quality for health websites: completeness of
information, understandability of information, relevance of information, depth of information, and
accuracy of information

* Metzger (2007): 5 kritérii hodnoceni informaci (i offline)

Presnost — do jaké miry je dana stranka bez chyb, zda se informace daji ovéfit, spolehlivost informaci
Autorstvi — kdo je autorem, jaka je jeho odbornost, zda je zde uvedeny kontakt nebo organizace..

Objektivita — identifikace ucelu zverejnéni informace, reklama, politika?, porozuméni odkazl a
sponzorovanych odkaz(

Aktualnost

Rozsah (pokryti tématu) — Site a hloubka informace

* Kredibilita — vyznamna dimenze

* Nemusi byt pro uZivatele primarni! A nékdy ani dalezita

e zpravy o celebritach

» cilené , Fake news” — Onion (https://www.theonion.com/)

* Experiential information (zdravi)


https://www.theonion.com/

Online informace a jejich kvalita

* Obrovska sire témat, kde je dllezitd — zpravodajstvi, medicina, véda... a
obrovské mnozstvi stranek s nepresnymi Ci zavadéjicimi informacemi

* Pro priklad studie o zdravi: Modave et al. (2014) — stranky zamérené na
weight loss

* 103 websites including commercial sites, news and online media sites, blogs,
government and university sites, medical sites, and others (such as nonprofits ).

* The medical, government, and university sites, along with the blogs provided
content with the highest quality.

* In total, less than 20% of sites provided accurate information on more than half

of the key information about nutrition, physical activity, or behavioral strategies
for weight loss.

* Only 29% of the sites provided hyperlinks, 47% provided reputable references and
a date of the last update.

* Unsubstantiated claims, particularly regarding nutritional information, were made
by 54% of the Web sites, most often blogs



Kredibilita

* Interdisciplinarni koncept, vice moznych pojeti

* Dost propojeno s duvérou — nakolik informaci véfime?

* Trust - hodné populdrni téma v marketingové oblasti - dlivéra v
produkt/sluzbu/eshop...

* Ale co to konkrétné znamena??

* Presnost, nezkresleni, komplexnost (tj. obsahujici vSechny informace),
nezaujatost, celost, ...

* Tradi¢né délena na dvé dimenze:
* Duvéryhodnost — subjektivné hodnocena
* Expertiza —i objektivni komponenta (certifikaty, diplom, reputace)

Ale i dalsi pristupy



Kredibilita

e DUvéryhodnost a duvéra
» dlvéryhodnost — je atribuovdna subjektu
» dlvéra jako individualni charakteristika a stav

* Koncept divéry také komplexni, interdisciplinarni

* Kredibilita — v pojeti socialnich véd ne jako objektivni vlastnost, ale
subjektivni percepce



Kredibilita

* Vyzkum kredibility a dGvéry jiz od poloviny minulého stoleti
* Navazano na vyzkumy perzuaze, zkoumani masové komunikace
 Tradi¢ni rozdéleni: sdéleni, zdroj a (pozdéji) médium

* Mohou se vyrazne lisit a souc€asné ovliviovat navzajem



Kredibilita online

* Pole velkého zajmu (v souvislosti s vice typy informaci)
* Prvni vyzkumy jiz s prichodem internetu

* Fogg et al. (2003) — Prominence-Interpretation theory
* VVyzkum ruznych typu stranek a voditek

* Voditka — vedou nasi pozornost a hodnoceni
* Napf. design stranky, chyby v textu, certifikaty atd.

* Hodnoceni jako iterativni proces: Prominence a interpretace voditek

* Individualni faktory — schopnosti, motivace
* Kontextualni faktory — typ informace, ¢as k hodnoceni



Psychological Approaches to Credibility Assessment Online

Site or source cues:

« Professional, attractive page design

« Easy navigation, well organized
gite

« Absence ol errors and broken inks

« Cerilications, recommendalions, or
seals from trusted third parties

» Interactive fealures

» Paid access to information

« Fast download speed

= Domain name sulfix

» Absence of advertising

« Sponsorship by or links to
reputable organizations

» Presence of privacy and securily
policies

Credibility evaluation
decision

Message cues:

* Presence of date stamp showing
information is current

« Citations (especially to scientific data
or references), links to external
authorities

« Message relevance, tailoring

= Professional-guality and clear writing

* Message accuracy, lack of bias,
plausibility

* Information breadth and depth

« Description of editorial review
process or board

Author cues:

= Author identilication

« Author qualifications and
credentials

« Author contact informathon

« Absence of commercial molive

» Reputation, name recognition

Figure 20.1 Schematic representation of potential factors relevant to credibility evaluation of

online informanon.

Heceiver characteristics:

» Past experience with source

« Intemet experence & reliance

« Age, education, income, Sex
Prior knowledge and attitudes
Motivationfgoal Tor search lask
Personality traits (e.g., need for
cognition, thinking styles, etc.)

449




Exposure Phase Evaluation Phase Judgment Phase

Web Site Exposure

No Evaluation

Kognitivni zkratky

‘ Motivation to Evaluate?

Heuristic/Peripheral

Evaluation

Credibility Judgment

™~
e

Systematic/Central
Evaluation

Narocneéjsi a

,,heefektivni”

FIG. 1. Elements of a dual processing model of Web site credibility assessment.



Hodnoceni kredibility

* Dual processing models:
* Elaboration Likelihood Model (Petty, Cacioppo, & Goldman, 1981)
* Heuristic-Systematic Model (Chaiken, 1999)

* Centralni a periferni cesty, analytické a heuristické hodnoceni

* \\yznam: schopnosti a motivace

* Metzger (2007): dual processing model of credibility assessment

* Heuristiky: reputation, endorsement, consistency, self-confirmation,
expectancy violation, persuasive intent



Hodnoceni kredibility

* Persuaze — presvedcovani: centralni a periferni cesta
* Centralni —argumenty, logické uvazovani, zvazovani pro a proti
* Periferni — cokoliv ostatniho, typicky emocni presvédcovani

* Heuristic-systematic model — zpracovani informaci

VeV /s

znalosti
* Heuristické — kognitivni zkratky



Heuristiky

* Namisto peclivého hodnoceni lidé pouzivaji kognitivni zkratky
(heuristiky)

* Jednoduché, praktické, zkratkovité kroky vedouci k rychlému posouzeni
situace/c¢lovéka

* Tversky & Kahneman

* RUzné heuristiky : reputation, endorsement, consistency, self-confirmation,
expectancy violation, persuasive intent (Metzger, 2007)

* \/lyuzivani jinych voditek pro hodnoceni situace nez systematického
zpracovani



Heuristiky

« Casto nezbytné — a ne nutné chybné!
* Heuristiky pouzivame bézné v kazdodennim zivoté

* Heuristické zpracovani v prostredi internetu

» Kang, Bae, Zhang, Sundar (2011): lidé casto podkladaji dtvéru
proximalnim zdrojem (online news)

» kdyz zalezi vic na tom, kdo danou informaci sdili nez na tom, kdo ji vytvoril
(pr. sdili moje sousedka, ta by prece neposilala néjaky nesmysl, tak je to asi
pravda — mechanismus za emaily, které se snadno Sifi mezi seniory, napr.
pred volbami)



Pomér nakladu a zisku

* Ekonomické teorie chovani

* Lidé pri rozhodovani, jak se budou chovat, zvazuji a balancuji mezi naklady a
zisky

 Lidské” naklady: materialni naklady, energie, Cas
e Lidské” zisky: Uspora energie a Casu

 Systematické hodnoceni a centralni presvédcovani jsou (obvykle)
nakladnéjsi nez heuristické a periferni



Kredibilita — vliv individualnich
charakteristik

* Demografie — gender, vek, vzdéelani

» Osobnostni charakteristiky - need for cognition, anxieta,
instituciondlni a socialni diivéra

* Schopnosti — digital literacy, zkuSenosti s uzivanim internetu
* Motivace
 Dalsi — vlastni politické smérovani, zkusenosti...

* VétSinou neni jen linearni vztah!

* V celé zkoumané problematice!
* Media¢ni a moderacni efekty



Socialni charakter a vliv

* Viz endorsement (bandwagon)

* Kang, Bae, Zhang, Sundar (2011): lidé ¢asto podkladaji divéru proximalnim
zdrojem (online news)

e ZalezZi na skupinové prislusnosti, socialni blizkosti, kongruenci s vlastnim
nazorem

e konformita

» Autor (zdroj) — problematické autorstvi online
* Expertiza — individualni a ,,davova“

 Oficialni a neoficialni zdroje
* Dlvéra ve zdroj — navdzana na vlastni postoje



Borah, P., & Xiao, X. (2018). The importance of ‘likes’: The interplay of message
framing, source, and social endorsement on credibility perceptions of health
information on Facebook. Journal of health communication, 23(4), 399-411.

* N =340 (66.2% female, mean age = 19.8 years) + 552 8.2% female,
mean age = 19.1 years)

* Facebook: 2 x 2 x 2 design
 Study 1: issue focused on physical activity

e frame type: gain vs. loss

* gain-framed messages outlined the benefits of engaging in regular exercise,
while loss-framed messages outlined the risks of not engaging in regular
exercise

* source type: CDC vs. non-expert (Alex Smith)
* social endorsement: high vs. low (50 x 2 lajky)

e Study Il: issue focused on alcohol consumption behavior
* type of source: WebMD vs. non-expert



Borah, P., & Xiao, X. (2018). The importance of ‘likes’: The interplay of message
framing, source, and social endorsement on credibility perceptions of health
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Borah, P., & Xiao, X. (2018). The importance of ‘likes’: The interplay of message
framing, source, and social endorsement on credibility perceptions of health
information on Facebook. Journal of health communication, 23(4), 399-411.

* Vice kredibilni:
e Rdmovani ziskem
* Expertni vyjadreni
 Ale ne pocet lajku

* Moderacni efekty:

* the post from an expert source with a high number of ‘likes’ perceived more
credible than the post from a non-expert source with a low number of ‘likes’

e 74dn4 interakce zdroj vs. R&movani

* Celkove: the gain-framed post by an expert source with the high
number of ‘likes” as the most credible message



Zpét k voditkum - affordances

Aspekty online prostredi které umoznuiji urcitou akci

Sundar (2008) — MAIN model



The MAIN Model

¢ ™y I ™,
Credibility
Quality Judgment

A ’ A A h. A

s
Affordance Henristles

Figure 1
Overview of the MAIN Model.

It is very likely that a given affordance can convey a variety of different cues leading to a
number of different heuristic-based judgments, with some being positive and others
negative, resulting in a rather complex equation between the presence of an affordance
and the nature of credibility assessments that it can trigger (p. 79) .

* The MAIN Model: A Heuristic Approach to understanding Technology Effects on Credibility.,, Digital Media, Youth,
and Credibility. Edited by Miriam J. Metzger and Andrew J. Flanagin. Cambridge, MA: The MIT Press, 2008.
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* The MAIN Model: A Heuristic Approach to understanding Technology Effects on Credibility.,, Digital Media, Youth,
and Credibility. Edited by Miriam J. Metzger and Andrew J. Flanagin. Cambridge, MA: The MIT Press, 2008.



Affordances

* Kiousis (2006): Ovliviiuje modalita kredibilitu zdroje a sdéleni ve
zpravach? M: text, fotky, video

0.42% 0. 46%*
Modality » Participation - Credibility

FIGURE 1
Path model of influence on perceived source credibility. N =64; *p <0.05; **p <0.01. Note:
analysis controls for age, gender, race, media use, and attitudes toward China



Sbaffi, L., & Rowley, J. (2017). Trust and credibility in web-based health

information: a review and agenda for future research. Journal of medical
Internet research. 19(6). e218.

Figure 1. Search procedure for articles on trust and credibility in Web-bazed health information.

Multidisciplinary Health-related
databases databases Keyword/string search
(3044 articles) (783 articles)
¥ L]
Multidisciplinary Health-related Selection based on
databases databases removal of duplicate
(884 articles) (328 articles) articles
Assessment of
#  articles content

&

Reasons for excluded articles:
(214 articles)

* Focus not on trust/credibility
* Full article not available

+ * [Full citation not available

* Not in English

* Not in peer-reviewed journal

L A

Selected articles for
review:
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Sbaffi, L., & Rowley, J. (2017). Trust and credibility in web-based health
mformatlon a rewew and agenda for future research. Journal of medical
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I n t Table 2 Factors m.flua:ncmﬂ trust judgments with trust or credibility as dependent variable—design features (C=credibility, T=trust, and E=evaluation).

Features Impact Factor Articles using this factor
Website design features Positive Clear layout/design [6] (T [B1(Cy; [31](C); [33] (T [43] (Cy: [44](Th; [46] (C: [48]

(T0; (491 (T): [31] (E): [34](T); [33] (T [26] (C: [57] (T [58] (T;
[391(T); [60](C)

Comntact details [81(C): [301 (C): [32] (C); [341 (C & T); [32] (E): [61] (T); [62](C)
Authority of owner [81(C): [301 (C): [32] (C); [34] (C & T); [48] (T): [32] (E): [331(C)
Interactive features [6](TY; [48] (T): [32] (E); [33] (C); [63] (T [61](T)

Brand/logo [33](T); [491 (T; [54] (T} [55] (T} [61] (T)

External links [8] (C); [32] (C: [34](C & T); [64]1(C)

Quality seal’'endorsement  [8] {C); [30] (C): [52](E); [38](T)

Navigation aids [6] (T); [30](CY; [32](C)

Pictures [61(T); [321(C): [321 (E)

Discussion groups [6](Ty; [48] (T); [61]1(T)

Privacy policy [307(C; [32](C)y

Identity of sponsor [34]1(C & Ty [43]1(C)

Health on the Net (HON)  [30](C); [32] (E)

network

Personalisation [571(Ty; [39]1(T)

Functionality [431(C)

Customer service [431(C)

Affiliations [431(C)

Easy to access [571(T)

FAQ section [6]1 (T



Sbaffi, L., & Rowley, J. (2017). Trust and credibility in web-based health
information: a review and agenda for future research. Journal of medical
Internet research, 19(6), e218.

Negative Advertising [6] (T): [8] (C): [30] (C): [43] (C): [44] (T [32] (B): [33] (C): [54]
(T): [64] (C): [58] (T)
Slow [6] (T); [44] (T): [48] (T): [34] (T}
Complex layout/design [6] (T): [311(Cy: [44]1 ()
Boring layout/design [6] (T); [31](C); [44](T)
Inappropriate name [6] (T): [31](C); [44]1(T)
No navigation aids [6] (T); [31](C): [44](T)
No/poor search facility [6](T); [31]{C); [44]1(T)
Commercial domain [53]1(C); [63](T)
Uncaringunconcerned [66] (C)

Textual deficit [64](C)



Sbaffi, L., & Rowley, J. (2017). Trust and credibility in web-based health

information: a review and agenda for future research. Journal of medical

Table 3. Factors influencing trust judgments with trust or credibility as dependent variable—content features (C=credibility, T=trust, and E=evaluation).

Feature

Impact

Factor

Articles using this factor

Information content features

Positive

Autherity of author

Credibility/trustworthiness

Objectivity

[8] (C); [11] (T): [12] (C); [30] (C): [32] (C): [33] (T); [34] (C & T);
[43] (C); [48] (T); [49] (T): [50] (T): [52] (E); [55] (T): [67] (T): [66]
(C); [38] (T): [61] (T): [62] (C): [63] (T): [68] (C); [69](T)
[11](T); [12](C); [33] (T): [#9] (T); [53] (C): [34] (T); [64] (C); [35]
(T); [66] (C); [61] (T): [62] (C): [69] (T)

[6] (T); [11] (T); [33] (T); [34] (C & T); [44] (T); [46] (C); [48] (T):
[40] (T); [34] (T [35] (T); [66] (C); [59] (T); [61](T)

Ease of use [11] (T): [33] (T): [48] (T): [49] (T): [51] (B): [52] (B): [64] (C): [63]
(D): [55] (T): [57] (T): [61] (T)

Readability [6] (T): [8] (C): [43] (C): [44] (T): [52] B): [54] (T: [63] (T)

Familiarity 317 (C): [43](C): [49] (T): [67] (T): [56] (C): [61] (T): [65] (T)

Currency (up-to-date)

8] (C); 301 (C): [(34] (C & T): [52] (E); [70] (C); [381(T)

Triangulation 33](T): [34]1(C & T [491(T): [551 (T); [58] (T); [651(T)
Usefulness 33](T): [431(C: [491 (T): [63](T): [535] (T): [T1](T)

References 301(C); [521 (E); [70] (C); [65](T)

Relevance 6] (T): [311(C: [431 (C): [44] (T): [481 (T): [34] (T): [631(D): [71]

Recommended by others
Accuracy
Quality

Clarity/understandability

=

331(T); (491 (T); [331 (T)
A0 [321 Ex: 111D

O1(T): [371(T: [391 (T)

] (T: [711(T)

11(E): [63](T); [68] (C):; [69] (T): [711(T)
1 1

2]

1

]

Adequacy
Quotations 301(C); [701(C)
Comprehensiveness (E): [881(C)
Statistics 301(C): [701(C)
Empathy 121(©)

Negative Risk 11](T); [301(T); [631 (T)

Inappropriate information
Irrelevant information
Complex information

Bias of information

S (T): [441 (D: [341(T)
S(T): [#4] (D [341 (D)
2E)

[

[

[

[

[

[

(D

[

[

[ 1
[48] (T): [63]
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[
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Podvody online

* Tj. cilend snaha nékoho oklamat (na rozdil od ,,nevinného” sireni
nebo vytvareni nekvalitniho obsahu na zakladé nevédomosti..)

* Pf. podvodné emaily — phishing
* Emaily ¢i stranky se snahou ziskat od uzivatele osobni Udaje/prihlasovaci
udaje/finance/...
* kombinace socialniho inzenyrstvi a technickych moznosti

* Socialni inzenyrstvi - manipulace s lidmi, zneuzivani prirozenych
(naucenych) lidskych tendenci

e MUzZe a nemusi zahrnovat i vyhledavani informaci o cili (tj. o konkrétnim
¢lovéku/organizaci, na kterou utok mifi)

* Pfirozené tendence — napr. heuristické zpracovani informaci!



Phishing podle HSM (Heuristic-
systematic model)

* Podle HSM uspésny phishingovy utok
* musi podnitit/usnadnit heuristické zpracovani nad systematickym
* tj. musi poskytnout jasna voditka, ktera uzivatelé mohou k hodnoceni pouzit

* a co nejvice ztizit systematické hodnoceni v pripadé, ze se do néj nékteri
uzivatelé pusti



Heuristicka voditka ve phishingu

e DUvéryhodnost zdroje, autorita (authority heuristice)
 Lidé jsou nauceni autority poslouchat

* DOvéryhodnost
* Zndmd instituce s dobrou reputaci (banka, policie, ufad, zaméstnavatel)

(]

* Email od dlivéryhodné osoby (,kamarad”, , bezpecak”, ,pfibuzny“...)

e Zanr“ a dlivéryhodnost zpravy (forma zpravy odpovidajici normam
podobnych typu zprav)
* Gramatika, formalni Uprava zpravy, adekvatni jazyk
» Realisticky obsah zpravy

« Cim vic zprava neodpovida tomu, co bychom &ekali, tim se zvy3uje nase
obezretnost a motivace k systematickému zpracovani informaci



Heuristicka voditka ve phishingu

 Webova stranka

* Co nejvice podobna stranka originalu
* Lidé nevédi, jak jednoduché je udélat stejnou stranku

* Co nejvice podobna URL
Ktera URL je spravna?
http://www.fss-muni.cz/
http://www.fss.muni.uni.cz
http://www.fss.munii.cz

* Funkcni odkazy a dalSi prvky na strance

* Email

* DOvéryhodn3, existujici adresa odesilatele — uzivatelé si casto mysli, Zze nelze
odeslat email se stejnou adresou, aniz by se nékdo primo naboural do emailu

e ,realny”link v emailu — ale jina url nez jakou text zobrazuje



Phishing podle teorie perzuaze

 Podnitit vyuziti periferni cesty presvédcovani - emoce
« Casovy press — je tfeba jednat ihned

* Hrozba — nebo pfijdete o Ucet/penize/Udaje/moznost ziskat
slevu/penize/bonus...

* Vlydélek — pripiSeme vam bonus, vyhrali jste, za vérnost nasi spolecnosti
dostanete...

* Empatie — pomozte opusténym pejskiim

» Zvédavost — check out hot girls...



Nejen phishing...

* Podobné lze uvazovat o jinych snahach cileneé klamat nebo
manipulovat lidi na internetu

» Pokud byste chtéli vytvorit Izivou stranku o efektu ockovani, které by lidé
verili — jak by vypadala?

* Pokud byste chtéli, aby lidé prispéli na faleSnou sbirku..?

* Pokud byste chtéli, aby se zvysila dlivéra v konkrétniho politika...?
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