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Abstract

The experimental study of positions on policies and measures against various new types
of threat is fast becoming a mainstream research practice. In this article we argue as fol-
lows: in security studies in particular, there is a risk that the experimental treatment is con-
taminated by subjects’ previous experience of the real world (‘contamination’), and this
may substantially complicate the assessment of the size of the experimental treatment’s
causal effect. We discuss ways to decrease the risk of uncontrolled contamination. Using
two experimental case studies we show two typical cases of contamination in security stud-
ies (one, where the contamination of all treatments was extremely high, and another, where
the level of contamination was unknown and might have varied across the experimental
groups) and consider what this implies for the substantive results of the experiments. An
analysis of contamination should become a routine, especially when reporting security
experiments.
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1 Introduction

The challenges of the past decade, including the migration crisis, conventional and cyber
terrorism and the Covid-19 pandemic, have pushed the policy for managing dynamically
evolving threats to the forefront of national security. In an environment of political compe-
tition that is increasingly based on valence (Curini 2018)—that is, the emphasis is placed
more and more on competence in managing political issues as well as on blame attribution,
to the detriment of ideological differentiation (Sulitzeanu-Kenan and Zolhhofer 2019)—
politicians must be ever more sure of avoiding unenforced mistakes. In an environment full
of ‘new species of troubles’ (Slovic 2002), this is an exceptional challenge.
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What the risks described have in common is that they are able to incite intense nega-
tive emotional reactions among the public, such as fear, anger and disgust, and to influ-
ence the life styles of the populations affected (Huddy et al. 2002). In response to this,
studies that investigate the responses caused by threats to individuals, as well as their
coping strategies, are becoming increasingly relevant (Rogers 1975, Lerner et al. 2003).
The aim is to understand not just the connection between threat appraisal and coping
appraisal at the individual level (the field of human security) but also what individu-
als, on the basis of their appraisal processes, expect from those who exercise political
authority (and here we see the overlap with national or homeland security). There are
theories about how threat perception influences the support for variously militant retali-
ation policies or restrictions on privacy (Gross et al. 2016), what social norms should
inform the use of face recognition technologies in policing (Bromberg et al. 2020), how
coping appraisal affects the willingness to give up civil freedoms (Garcia and Geva
2016) and more generally how a large measure of coping appraisal is a necessary condi-
tion of accepting restrictive policies (Krueger et al. 2020).

Experimental methods assert themselves increasingly in the conduct of such studies,
and this is linked with the greater emphasis placed in security studies on causality (cf.
Baele and Thompson 2017). In this respect, experiments offer a number of advantages.
The most important is that there are greater possibilities of manipulating the independ-
ent variable than is the case in an observational study. If this variable is the content,
source or channel of information about a threat or risk, researchers have much better
options for isolating the constituent elements, and of adjusting its values to the question
under study (Iyengar 2011). This is of exceptional importance, because the threats are
often complex and the experimenter’s research task is to identify and understand how
their various components influence threat appraisal. A second, no less important, aspect
is the substantial spatial and temporal diffusion of the effects of the (potential) inde-
pendent variable on the research subjects in their real life. In observational research,
this creates difficulties with identifying these effects and data collection.

Systemically, the ‘experimental state’ (see Jones and Whitehead 2018) is becoming
increasingly prominent and is characterised by, first, an increasing willingness on the
part of governments and states to use innovative policy procedures as part of govern-
ance, and second, by using experimental methods to introduce these innovations. The
domain in which experimental methods are employed most often as part of this process
is the study of the factors that influence human behaviour, in particular cognitive biases
or unconscious heuristics. This is while randomised experiments serve as a research
tool (see Haynes et al. 2012; John 2013) in resolving issues at the core of which are
questions such as ‘what (which political measure) works (best) to address a particular
issue’ and this is often followed by the practical application of specific policy measures.
Jones and Whitehead (2018) cite examples of such policy preparation and implementa-
tion (including in homeland security) from a number of countries, including the US, UK
and Singapore. They note that this is increasingly concerned with very divisive issues
and, in the spirit of ‘libertarian paternalism’ (Thaler and Sunstein 2008), is often aimed
at discreetly pushing individuals towards decisions that are beneficial to the state (latest
examples: Goel et al. 2021, Lunz Trujillo et al. 2021). They also point out the possible
risks of this approach—in particular, the possible artificiality of the experimental envi-
ronment, the risks implied by the fact that only a small part of the real world can ever
be brought into the laboratory and the potential implications for the deterioration of the
relationship between the state and its citizens—if any such study is ever used to justify
the intensive deployment of policy innovations.
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In this paper we seek to show that the use of experimental methods is not without other
issues, in particular in the crucial domain of assessing the type and size of the causal effect
of the independent variable. We purposely use the term ‘effect of the independent variable’,
because our study is concerned not just with the experimental treatment, but all the effects
of the independent variable, including in the real world. We first present the problem of
‘contamination’! of the experimental treatment and its consequences for causal inferences,
and discuss the ways of reducing this contamination. We then present two experimental
studies, remote from each other in terms of the phenomenon examined (one where the
contamination is evidently high, and the other where the measure of contamination is not
apparent). The aim is (not just) to report the results of these studies, but in particular to
assess the impact of contamination on the estimate of the causal effect, while offering pro-
cedures that should become a regular part of reporting laboratory and survey experiments,
where contamination represents a potentially serious problem.

2 The problems of interactions between the real world
and the experimental treatment

In their critical appraisal of the opportunities and problems offered by survey experiments,
Gaines et al. (2007) point out a paradox that is inherent in all types of experiment (includ-
ing laboratory and field experiments). The experiment (i.e. the active intervention of the
researcher in the ‘data generating’ process) is usually justified as an effort to uncover
causal relations, which are potentially highly socially relevant. But this poses a serious
problem: the experimental treatment, having as its topic, let’s say, disturbing news of ter-
rorism or (dis-)information about the possible risks of vaccines or 5G networks, is not nec-
essarily first experienced by the experimental subjects in the laboratory—they might have
already encountered it in real life. In a classic experiment with a control and an experimen-
tal group, the control group includes subjects who have already undergone treatment in the
real world. In an extreme case, where the treatment or its analogue have been experienced
in the real world by all subjects, we are comparing causal effects in two groups, where the
subjects in the experimental group had one more treatment than their counterparts in the
control group—but this does not necessarily mean that the subjects in the control group
have not been exposed to the treatment.

This phenomenon poses another potential problem, both for experiments with a control
group and for those without. It is not apparent whether the causal effect in subjects exposed
to repeated treatment is of the same size as with subjects recruited from a virgin popula-
tion, who undergo exposure in the laboratory or survey for the first time. Theoretically, we
can envisage both those variants where the marginal utility of the treatment decreases with
repeated exposure, and those where the treatment effect in the real world is short term,
disappears entirely and is reactivated by a new treatment. Said more generally, the previous
treatment in the real world affects the experimental treatment in some way.

The two mechanisms by means of which the real world impacts on the effect of the
experimental treatment, usually lead to the average treatment effect measured being

! By ‘contamination’ we broadly mean the previous impacts in the real world of the variable that is being
manipulated in the course of the experimental treatment, while the term ‘pre-treatment’ is reserved spe-
cifically for those situations where subjects previously experienced in the real world the same treatment to
which they are exposed in the experiment.
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smaller than if we were to investigate an entirely virgin population. This does not necessar-
ily mean that we should always consider the estimates of treatment effects as conservative
and as underestimates. The ‘distraction-free’ factor of the experimental treatment works in
the opposite direction. An experimental session or an on-line survey seldom overwhelm
the experimental subjects with a number of intense, unconnected stimuli, as happens in
the real world. The stimulus examined then has too strong an effect and the resulting effect
measured is an overestimate.

The contamination problem is in no way disrupted by the assumption that, on the basis
of a random assignment procedure, the groups are not different from each other in any
observable or non-observable variables apart from the (non-)existence of the experimental
treatment, which is at the heart of the methodology. Unfortunately, the contamination prob-
lem negates some of the advantages that would normally follow, because it renders prob-
lematic the assumption that the measured difference in the value of the dependent variable
between the control and experimental groups is fully accounted for by the experimental
treatment.”

The study of countermeasures against threats is an area where the risk of contamination
by the external world is very strong. Seldom is the experiment so abstract that we could
justifiably argue that pre-treatment is minor or non-existent.> If the variables most often
manipulated are the nature of the threat, its intensity, salience and source, or the source
of the authority seeking to eliminate the threat, the content of the message intended to
elicit a certain response among the recipients and/or the communication channel (cf. Baele
and Thomson 2017), various contamination-related issues arise. If, for instance, a national
(expert) institute has the main say in formulating counter-epidemic policy in a country, and
all subjects know this, there is not much sense in experimentally investigating trust in vari-
ous potential channels conveying epidemic information, because in all groups (including
the control) this trust will be contaminated by the subjects’ experience of the national insti-
tute from the real world. By contrast, if the position of such an institute in the real world
were such that most of the subjects would not associate it with epidemic policy, an experi-
ment manipulating the source of counter-epidemic authority could be greenlighted. These
contrasting examples suggest that contamination is something that needs to be considered
both in designing an experiment, and in deliberations about how much the effect measured
is real.

How to resolve this problem? Perhaps the worst option is to focus solely on investigat-
ing issues where we do not assume pre-treatment or those where we do not believe the
effect of the treatment to be long-lasting. Such situations are mostly irrelevant to the study
of security-related behaviours (cf. Gaines et al. 2007), nor do they have great theoretical
value. Some authors (e.g. Fesenfeld et al. 2021) believe that if the experimental treatment

2 Let us imagine an experiment involving two groups, where the argument that vaccination is painless
(independent variable) is expected to influence the subjects’ willingness to be vaccinated (dependent vari-
able). The measured willingness to be vaccinated will be 51% in the experimental group and 49% in the
control group (not exposed to the painlessness argument). An obvious problem in interpreting this is that
many subjects in both groups previously participated in the ‘experiment’ in the real world in the experimen-
tal group, where they would have been exposed to this argument, and this may have affected their willing-
ness to be vaccinated. The size of the manipulation effect could therefore be bigger than the two percentage
points measured in the laboratory.

3 A rare example is provided by Yan et al. (2020), who studied the effect of emotions on responses to ter-
rorism. The dependent variable, representing trust in public resources versus reliance on a private solution,
was the type of insurance that subjects bought in the laboratory game.
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is not preceded by any items in the questionnaire that would direct the subjects’ attention
to the problem examined, this provides a sufficient defence against contamination. They
see this strategy as particularly appropriate for framing experiments. Although we do not
deny the correctness of such an approach in terms of the experimental script, it seems to us
that this conception assumes too much about the treatment effects (both in the real world
and in the experiment) being short-lived—that they will disappear quickly—and hence it
fails to address sufficiently those situations where the real-world effects are persistent in
the subjects. We do not believe this to be an ironclad defence against contamination. This
consideration also points to a possible tension between the contamination of the size of the
effect by real-world events and items that precede the treatment in the experiment, and the
subsequent measurement of the dependent variable. These too may cause contamination
(so-called prior questions or accidental spillover effects, cf. Gaines et al. 2007). Attempting
to establish how much a subject is contaminated by the real world might not be a reliable or
available strategy in every experiment.

By contrast, repeated experimental treatments, and repeated measurements, provide a
promising, but unfortunately only an auxiliary, path. This strategy is based on the prem-
ise that most of the truly theoretically relevant treatments are repeated in the real world
too, and if this property is translated into the experimental treatment, the investigators at
the very least obtain the information as to whether the repeated treatment actually has a
deflating influence on the effect measured or whether the pattern of the effect’s repeated
manifestation is more complicated (see Lecheler and de Vreese 2013 for a discussion of
this problem). In priming experiments, which increase the saliency of some stimulus, the
repeated measurements also provide other advantages in terms of building up the theory
(cf. Rivers and Sherman 2018). Correspondingly, the disadvantages are evident: they are
related to the technical aspects of the experiment, such as greater financial outlay (and in
the case of laboratory experiments, greater need for resources and laboratory personnel)
and experimental mortality (or experimental attrition).

The experiments in which investigators are interested in comparing either multiple
experimental groups among each other, or where the experiment is constructed as an
international study and the effect of experimental treatment is compared across multiple
countries, seemingly present a specific situation. But in terms of eliminating pre-treatment,
the advantage of such cases is chimeric. The comparison of many experimental groups
multiplies rather than decreases the contamination problem, and the inflationary and defla-
tionary factors of the experimental effect must be considered for each individual group
separately. In international studies, the context of the various countries with their different
measures of contamination, or different contamination potentials, is in fact necessary to
explain the variance between nations (for example: Makkonen et al. 2020).

Thus, several recommendations by Gaines et al. (2007) continue to hold true. First,
investigators should carefully consider whether the presence or absence of treatment in
subjects is a binary or a continuous variable, and prefer the latter by default (i.e. assume
that at least some subjects have been exposed to some measure of contamination). They
should also assess the quality of the previous treatment(s) (e.g. its clarity and the way it is
framed) and how closely its content matched the experimental treatment (cf. Linos-Twist
2018). They need to declare their consideration about the measure of contamination explic-
itly. If they do so, what should follow is a qualitative assessment of all three of the effects
outlined (i.e. the two deflationary effects, caused by contamination of some or all subjects,
and potentially also by the decreasing effect of repeated treatment; and one inflationary,
associated with the greater power of the experimental stimulus in a laboratory or in a sur-
vey); and this should be accompanied by a consideration of what this ultimately implies for
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the experimental effect measured. Investigators might also want to consider whether the
effect of the treatment to which the subjects were exposed in the real world was uniform or
heterogeneous (cf. Druckman and Leeper 2012).

3 Data and methods

In the Results section we present two experimental studies from a project dedicated to
an experimental analysis of emotional responses to threats.* We briefly present the basic
parameters of the experimental design (objectives, experimental manipulation, environ-
ment and conditions under which the experiment was conducted and results) and subse-
quently discuss these in terms of the relationship between inflationary and deflationary fac-
tors and the estimated causal effect. This is a much less rigorous procedure than a statistical
analysis of experimental results, and the conclusion is less rigorous too; but it should at the
very least suggest the possible direction of the bias in describing the size of the effect.

Similarly to Gaines et al. (2007) we distinguish in terms of pre-treatment four basic ana-
lytical situations that may arise as a result of an interaction between previous treatment in
the real world and that undertaken in the experiment. The first is that the subject could not
have been exposed to treatment in the real world. The second, that there was treatment in
the real world, but like the experimental treatment it had no effect. In the third, the ultimate
effect has already been caused by the manipulation in the real world, and the experiment
does not increase the effect in any way. And finally, in the fourth, real-world treatment has
an effect, but it is short-lived and exhausts itself. The experimental treatment then works
in the same way—we measure an effect, but it does not endure much beyond our study.
These, of course, are ideal types. Another deflationary factor—the decreasing effect of
repeated treatment—is a subtype of the last-mentioned situation (there is pre-treatment but
it does not persist). This is assessed qualitatively in consideration of the context in which
the experiment took place. We seek above all to estimate the frequency of subjects’ expo-
sure to treatment in the real world, and to assess its impact on the possible insensitivity of
subjects to experimental treatment.

Conceptualisation is more difficult with potentially inflationary factors. Gaines et al.
(2007) assume merely that experimental treatment is too strong and hence it overestimates
the effect; but there are multiple factors at play, related to how well the situation and the
real-world effect are represented. This is connected with three types of ‘realism’: mun-
dane, experimental and psychological (cf. Wilson et al. 2010; Druckman and Kam 2011).
Mundane realism assumes that experimental contents agree with real-world contents—in
other worlds, the treatments are similar. In terms of inflation, if the experiment’s measure
of mundane realism is appropriate, it should have a neutral effect, and in security experi-
ments mundane realism is usually easy to achieve. Experimental realism is concerned with
how seriously the subjects take the experimental treatment, whether they afford it sufficient
attention and believe in its veridicality. This type of realism potentially contributes not just
to experimental effect inflation (in situations where investigators make an excessive effort
to have a strong treatment) but also to its deflation (in situation where experimental real-
ism is low overall and the subjects do not believe the treatment under laboratory condi-
tions). Psychological realism (Aronson et al. 1994) is also a potential inflation factor. It is

4 Supported by the Technology Agency of the Czech Republic, the project took place in 2018-2021.
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concerned with whether the nature and intensity of psychological processes, occurring dur-
ing the experiment (for example, the activation of stereotypes) are similar to those occur-
ring during real-life treatments.

4 "Results"- case studies
4.1 Experiment 1: framing of information about Covid-19
4.1.1 Aim of the experiment

The experiment examined whether it were possible, using the framing of information about
the Covid-19 pandemic, to increase people’s resilience to the negative impacts of the pan-
demic, and whether it were possible to influence their willingness to comply with govern-
ment measures to limit the spread of the coronavirus.

4.1.2 Experimental manipulation

The experiment examined how the framing of information (independent variable) influ-
enced the feeling of personal and social threat from the pandemic, the evaluation of pan-
demic risks, emotional experiences, behavioural changes in response to the pandemic and
agreement with the introduction of security measures to combat the pandemic (depend-
ent variables). The experiment used three psychological theories that seek to explain the
processes linked with people’s emotional responses. Each of these theories approaches the
issue of eliciting attitudinal change, or of activating socially desirable values in a situation
of threat, in a different way, which allow the theories to be isolated as various types of
framing and assign one to each experimental group.

The first, lay-epistemic theory (LET), assumes that a change of judgment or the adop-
tion of a new stance is primarily linked with an individual’s willingness to make a new
judgment. Thus a certain measure of epistemic motivation is typical of the theory. If sub-
jects are motivated towards rational deliberation, it is possible to dampen their ‘reflexive
emotional responses and panic’. Thus the theory assumes that we can decrease the feeling
of threat and risk by means of a certain framing. The susceptibility to behavioural change
and support for stronger security measures should likewise decrease (Kruglanski 2001).

A second way of framing that may influence human behaviour is by reporting about
events in terms of their dreadfulness and unexpectedness. Slovic (2002) argues with regard
to this that emotional responses are strongly conditioned by how much the event creates
feelings of dread in people, and how new the stimulus actually is. If people feel that the
issue is close to them, this will influence their responses. For instance, it matters whether
an individual knows people who are at risk. To measure this effect, the study used a scale
of 11 characteristics, which, according to Slovic (2002), influence the response to the
threat. These are concerned with whether the threat is uncontrollable, causes dread, is a
catastrophe, is global in scope, has fatal consequences, is not equitable, poses high risk to
future generations, is not easily reduced, has risks that are increasing, is involuntary, and
affects the subjects. Proceeding from Slovic’s study, it was therefore assumed that a realis-
tic portrayal of a threat (in this case, the Covid-19 disease) would decrease people’s fears
of being exposed to the threat.
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The third theory is based on the concept of ‘emotional contagion’, according to
which people adjust their behaviour and experiences to those of people around them,
or to the experiences of people about whom they receive information. Schachter (1959)
emphasises that individuals do not have to be in immediate contact or have personal
communication with people whose emotional responses they potentially adopt. Thus,
if the responses of others exposed to the pandemic are framed as calm, deliberate and
not succumbing to fear, the expectation is that those responses will be reflected in the
results of the experiment, or in the causal nexus examined.

4.1.3 Population, sample, fee, experimental environment and ethics

The survey experiment took place in May 2020, and was conducted on-line due to the
pandemic measures in force. This was roughly at a time when the first wave of the
Covid-19 pandemic had ebbed in the Czech Republic. The study participants were
recruited from the population of subjects registered in the ORSEE database managed
by the project’s investigators (a non-representative sample of the Czech population). For
this study 949 subjects were invited, of whom 301 agreed to participate. Only Czech
citizens were invited. All registered participants were sent a link to the on-line ques-
tionnaire. Each respondent who completed the questionnaire in full was awarded a fee
of 300 K¢ (ca. 15 USD). The questionnaire itself took about 30 min to complete. Par-
ticipants filed informed consent forms and were given a short on-line debriefing upon
completion. There was no deception in this experiment.

4.1.4 Experimental procedure

The respondents were randomly distributed, uniformly into four (three experimental and
one control) groups according to the experimental conditions, with 75 or 76 in each
group. The random assignment was performed using the software algorithm in the
Qualtrics system that was used to implement and distribute the questionnaire. In the
questionnaire script, the subjects first answered questions concerned with their demo-
graphics (gender, age and education) and life style prior to the outbreak of the Covid-19
pandemic, and also whether they or someone close to them were in a ‘Covid-19 at risk
group’. Their personal characteristics were measured (big five scale and authoritarian
scale). Subjects were then exposed to experimental manipulation (they read a piece of
about 350 words containing one of the framings; the control group did not read a text
about Covid-19). In the next steps the subjects first assessed the emotions elicited in
them by reading the text (fear, anger, sadness, calmness, joy, surprise or disgust) and
then the emotions elicited in them by the Covid-19 pandemic. They also answered ques-
tions on the characteristics of the pandemic (the categories of dread, controllability, cat-
astrophic nature, extent of damage, prevention, risk escalation and prospective threat),
and whether they thought the exposure to the experience of the pandemic would lead to
significant life-style changes. Following that, they assessed the government’s handling
of the pandemic (in healthcare and the economy) and the meaningfulness of present
and planned countermeasures to the pandemic (24 in total), as well as the experimental
text itself and the role played by the media during the pandemic. The questionnaire was
completed with a short debriefing.
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4.1.5 Results

The various framings did not cause differences between the groups, in terms of the emo-
tions declared, or in the emotions they declared generally concerning Covid-19. Nor did
they influence the assessments of the role played by government in dealing with the pan-
demic, the role of the media, or support for planned countermeasures to cope with the pan-
demic. Together with these null results, statistically significant differences were measured
among the groups, concerned with their assessments of the experimental texts themselves.
The subjects in the Kruglanski and Schachter groups assessed the experimental material
presented to them as significantly more manipulative than did the subjects in the control
and Slovic groups. The text in the Slovic group was assessed as less manipulative than that
in the Schachter group, and information therein presented was assessed as more relevant
than the Kruglanski and Schachter, and even the control, groups. The texts in the Kruglan-
ski and Schachter groups were seen as more manipulative than that in the control group.
These effects can be interpreted as follows: the subjects saw a text based on an honest and
empirically justified conceptualisation of the risk and its contextualisation using statistical
arguments as more valuable in terms of information provided, and less manipulative, than
the other framings.

4.2 Experimental and real-world treatment
4.2.1 Pre-treatment issues

The Covid-19 experiment was conducted in May 2020, at a time when the first wave of
the pandemic had substantially ebbed in Czech Republic. Of course, as the country tried
to manage the pandemic, the topic of Covid-19 became dominant in the public discourse.
Studies of Czech government communications (Kabrhelova 2021; Senk 2020) show that
Czech leaders did not stick to just one of the framings here presented, but used all three in
various contexts. The efforts to conceptualise the risks (Kabrhelova 2021) were somewhat
weaker than abroad, but still very strong; and those framings concerned with emotional
contagion, or with the resulting conformity of emotions, as well as those positively influ-
encing the motivation to comply with pandemic measures, were also frequently used.’ The
pandemic was pervasive in the news: between a quarter and a third of all news reports in
March to May 2020 were concerned with it (Anopress 2021; Vaverka 2021). Thus it is fair
to assume that all participants in the experiment were exposed to pre-treatment, and that
each of them was exposed (probably multiple times) to treatments (framings) that were
used in all experimental groups. These framings were typically linked with the release
of government regulations seeking to control the pandemic, and the justification of these
measures in the mass media. At the same time, the Covid-19 pandemic was by far the most
salient social issue. Thus it may be assumed that in terms of pre-treatment the experimen-
tal situation was very close to that where the full effect of treatment occurred in the real

5 The speech by Prime Minister Andrej Babi§ on 9 April 2020, before Easter, can serve as an example
(IRozhlas 2020). Babis repeatedly appealed to people, arguing that we must all face this together by behav-
ing uniformly (framing by the conformity of emotion argument), while rationally justifying the pandemic
measures (we need to help senior citizens and the health system) and justified the strictness of the measures
by the seriousness of the situation, which was absolutely exceptional and unprecedented in the 30-year his-
tory of an independent Czech Republic (contextualisation of risk).
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world and persisted in the laboratory, and that it was neither increased nor decreased by
the experimental treatment. Even with subjects among whom the full effect of treatment
had not occurred in the real world, we cannot with certainty rule out the hypothesis of very
strong deflationary factors, caused by multiple contaminations of treatments. One of the
consequences of this was that the greatest possible effect of the experimental treatment in
every subject was smaller than would have been the case in a virgin population.

We believe the inflationary factors were neutral. The experimental material had a solid
mundane realism; the news report presented to subjects in its length or content did not
deviate from contemporary reporting of the pandemic in the real world. Experimental real-
ism was facilitated by the fact that the situation was not too artificial (on-line survey exper-
iment). Mechanisms were built into the experimental instructions to ensure that subjects
did actually become acquainted with the text containing the relevant framing (a notifica-
tion of upcoming manipulation check), and this increased the salience of the topic slightly
compared to the real world. It is questionable, however, whether this simply compensated
for the circumstance that in the real world the treatments framing the pandemic in various
ways were also very salient. In this case, psychological realism is very closely linked with
experimental realism—as long as it is true that the subjects took the treatment seriously, it
should elicit in them psychological processes similar to those occurring in the real world.

On the basis of this reasoning, we note that the contamination by the real world caused
a potentially substantial deflation of the effect of the variable manipulated (the framing of
information about the pandemic). Indeed, the results suggest as much: whereas concern-
ing the dependent variables, such as immediate emotional responses, assessments of the
character of the pandemic, its influences on people’s life styles and agreement with coun-
termeasures, the differences between the groups were not statistically significant, when
assessing the treatment itself, there were substantial differences in how the subjects saw the
three framings presented: risk contextualisation was seen as least manipulative and most
informationally valuable, while the remaining two framings were seen as more manipula-
tive, even compared to the control group. Thus the result of the experiment was that fram-
ing matters and that this needs to be taken into account particularly in those situations
where political leaders communicate with a population that is still virgin in terms of threat
perception.

4.3 Experiment 2: differences between emotional responses to conventional
and cyber terrorism

4.3.1 Aim of the experiment

The experiment sought to ascertain whether people respond differently to stimuli featuring
cyber and conventional terrorism. Areas of study: emotional responses, individual experi-
ences, impact on people’s life styles and their stances on security measures.

4.3.2 Experimental manipulation

One control and two experimental groups. Subjects in the groups were exposed to dif-
ferent stimuli of the independent variable. One of the groups saw in a laboratory experi-
ment a commercial television news report (created by the investigators) about the possible
danger of a conventional terrorist attack in the Czech Republic, on the railway, using a
derailing device, while the other watched a clip about the same type of threat in which
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the mechanism of the attack was different (a cyber-attack on the systems of the Railways
Administration, controlling railway traffic). The control group saw no clip about terrorism.

4.3.3 Population, sample, fees, experimental environment and ethics

Subjects were recruited from two populations: university students and security profes-
sionals (police and army officers). The experiment took place in November and December
2018, with additional sessions in January and February 2019. There were 284 participants
in total. The experiment was conducted at the computer labs of Masaryk University in the
Czech Republic. A total of 20 sessions were held, each with 10-20 participants. The exper-
iment was distributed in the Qualtrics system and lasted for about 40 min. Subjects were
awarded a show-up fee of 350 K¢ (about 17 USD). Participants filed informed consent
forms before the experiment. The experiment contained a deception (fake news report),
which was revealed during debriefing and the purpose of the deception was made entirely
clear to the subjects.

4.3.4 Experimental procedure

After the subjects had provided demographic information (gender, age, some personal
characteristics, professional experience of the area of security and sophistication in secu-
rity issues), the experimental manipulation followed. Subjects in both experimental groups
saw a news clip about terrorism, in a format typical of commercial television broadcasts,
about two minutes long. The structures of both clips are the same: they report that the
police have apprehended a suspicious foreigner coming from Syria and that plans have
been found on their person for planning a terrorist attack. A security expert comments on
the situation, noting that the threat is real, pointing out similar attacks throughout the world
and inferring that a successfully perpetrated attack would almost certainly cause a massive
loss of human lives. This is supported by visual materials in the background. A Railways
Administration spokesperson then addresses the issue, saying that such attacks cannot be
reliably prevented. The clips end by reporting that the police are taking further measures
and that an information embargo has been imposed on the case for the time being. This is
to encourage subjects to think that organised terrorism is involved. The two clips differ in
only one aspect: in one the threat described is conventional and in the other, cyber.

Having exposed the experimental subjects to the stimulus, the investigators measured
the dependent variable: response to threat. This is by its very nature multi-dimensional.
The measurements included items ascertaining immediate self-assessments by respondents
of their emotional states, their feeling of threat from conventional and cyber terrorism in
their personal lives as well as in society, changes to behaviour or life style in connection
with terrorist threats and support for political measures connected with the fight against
conventional and cyber terrorism.

4.3.5 Results

Exposure to threat of lethal cyberterrorism is not innocuous in terms of people’s emo-
tional responses. It elicits negative emotions (anger, fear, disgust and anxiety) only slightly
weaker than conventional terrorism. This pattern was replicated in virtually every domain
of response to the experimental stimulus described (general feelings regarding terrorism
in Europe; a sense of being personally under threat; considerations of life-style changes
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in connection with terrorism; index of intolerance of terrorism and preventive measures
against it, and selected offensive and defensive counter-terrorism measures). The subjects
exposed to the cyberterrorism stimulus generally exhibited stronger reactions than those in
the control group (i.e. they declared more concern, willingness to change their life styles
and support for various types of countermeasure), but these responses were somewhat
weaker than those recorded in the group exposed to a conventional terrorism stimulus.

4.4 Experimental and real-world treatment
4.4.1 Pre-treatment issues

In its main outlines, the experimental manipulation replicated the study by Gross et al.
(2016). Conducted in Israel and featuring lethal and non-lethal threats from the Hamas
movement, the study found that the negative psychological effects of cyberterrorism were
only slightly weaker than those of conventional terrorism. The key difference between the
original study and its replication here presented is the way subjects interacted with treat-
ments in the real world. Israelis have substantial experience of terrorist attacks, they know
their adversary, exhibit a substantial measure of resilience and are able to consider counter-
measures in terms of costs and benefits. Czechs are very different: Czech Republic belongs
to the Euro-American civilisation, but unlike other European countries has had no direct
experience of lethal Islamic terrorism at the time the experiment was conducted.® Despite
this it shared with other European countries the uncertainty as to how to confront threats
posed by the Islamic State, and perhaps it was the uncertainty of these threats that caused
them to be perceived as very urgent in the Czech Republic at the time the experiment was
conducted (CVVM 2021; Aktuélné& 2016).”

In terms of the discussion of contamination, at first glance it seems that the Czech sub-
jects had not been exposed to the same or similar treatment in the real world as their Israeli
counterparts. Czechs could not watch news reports about foreigners suspected of terrorism
apprehended in the country,® or about the terrorist tactic of derailing trains by a physical or
cyber attack. Thus, with due caution, the experiment can be ranked as the ideal type of no
pre-treatment. On the other hand, it can be argued that the treatment had as its topic only
one of a number of completed or foiled Islamist attacks in the world. This is opposed to
some extent by the character of some of the dependent variables measured in the domain of
countermeasures, which were closely related to the Czech situation, and particularly linked
to the specific character of the experimental treatment. Without knowing the results, it
would seem that the study was more likely to have been conducted on a virgin population.
Depending on which interpretation we choose, we need either to exclude or to consider
the deflationary factors linked with repeated treatment. Furthermore, the two experimental

® Potentially the closest to such experience was an incident in December 2017, when an unknown perpetra-
tor twice felled full-grown trees on a railway and left Islamic leaflets at the site. However, police investiga-
tion later uncovered that the perpetrator was a Czech senior citizen, a right-wing radical and member of the
anti-immigration party, Freedom and Direct Democracy, who wanted to pin the crime on Islamists. He was
later given four years in prison for a terrorist attack. At the time when the experiment was conducted, the
general public were not yet well acquainted with the case.

7 Fear of terrorism apparently increased in connection with the refugee crisis. In 2016, a terrorist attack
was seen as the most urgent threat, and 81 percent of Czechs feared one.

8 There were several cases where terrorist attacks were thwarted—all subsequent to the experiment.
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groups were not necessarily contaminated to the same extent. While conventional terror-
ism, in which means of transport were involved and which claimed lives, was relatively fre-
quent in Europe, cyber attacks were not linked with either transport or fatalities. Thus we
would expect the group exposed to the stimulus of conventional terrorism to be somewhat
more contaminated.

In terms of inflationary factors: in the pilot study, the mundane realism was evaluated as
high by both security and media professionals, because they thought that a real-world treat-
ment (commercial TV news clip about a foiled attack) would look very similar to that in
the experiment. Experimental realism may be an Achilles heel of laboratory experiments,
but mostly as a deflationary factor. In this particular case, realism was supported by the
experimental script’; at the same time, it cannot be argued that the treatment was exag-
gerated, compared to the real world (it can be assumed that a foiled terrorist attack would
make the main headline on Czech news). And likewise, the self-reports of emotions after
watching the clip confirm that the experiment’s measure of psychological realism was sat-
isfactory, with treatment activating more negative emotions or feelings of threat in both
experimental groups than in the control group, though the effect was not always statisti-
cally significant.

How, then, should we interpret the material result of the experiment—ultimately very
similar to that achieved by the Gross et al. study that was replicated—with regards to the
effects of interaction with the real world discussed above? The treatment effect in the group
exposed to conventional terrorism stimulus presents the greatest uncertainty. It is not clear
whether experimental subjects’ prior experience of terrorist attacks on public transport
and deep-rooted psychological processes, re-activated by the experimental treatment, were
involved, or whether a virgin population not exposed to pre-treatment was examined. The
differences between the conventional terrorism and control groups were, however, pro-
duced or reproduced by the effect of experimental treatment, because it can be assumed
that not many subjects in the control group had been previously treated in such a way in
the real world, and the questions used to measure the dependent variable had nothing to
activate among these subjects, and nor did any other items in the experiment. This is one
of the reasons that the effect measured in the two groups was probably not subject to a
major deflation. The same conclusion can be made with the cyber terrorism group, where
deflation can be ruled out with even greater certainty, given that exposure to this or similar
treatment in the real world was even less likely. The differences between the two experi-
mental groups can then be interpreted in two ways: either they are the result of the effect
of treatment on a virgin population, and cyber terrorism really is seen as less disturbing
than conventional terrorism; or, if we assume pre-treatment in the conventional terrorism
group and the activation of an effect that had already been present in the real world, we can
infer that experimental realism caused a slight deflation of the effect in the cyber terrorism
group, which was less affected by pre-treatment. But cyber terrorism was not seen by sub-
jects as harmless, and that is not questioned by either of these interpretations.

® For example, because the subjects saw not just the clip about the attack, but a section of an entire news
broadcast.
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5 Discussion and conclusion

As Baele and Thomson (2017) note, security studies should not trifle with people’s
responses and their concerns. If not considered, the contamination of experimental
treatment by real-world treatment in security studies is a serious problem. Hence it
needs to be addressed in the experimental design and in interpreting the results. The
two case studies of the issue presented here may be remote from each other, yet they
provide typical examples encountered in the study of countermeasures against threats.
The Covid-19 study exhibited an extremely serious and multiple contaminations of sub-
jects with real-world treatments. These, together with a number of other variables not
included in the experiment, caused the subjects to enter the study with fixed values of
the dependent variables, values that the experimental treatment was in no position to
change. This degree of contamination makes it very difficult to isolate the independ-
ent variable as subjected to experimental manipulation. Paradoxically, when not just
the occurrence but also the effect of the manipulation are significant in the real world,
investigators then find nearly nil effect in the experiment (cf. Slothuus 2016). If, when
designing the experiment, there are reasons to assume that such a situation is likely
to arise, it is appropriate to include among the dependent variables such variables that
would evaluate at least some characteristics of the treatment as if it were conducted on
a virgin population. In the study presented, these were a direct evaluation by subjects of
the informational value and manipulative nature of the treatment itself. Virtually all of
the most politically and socially salient issues suffer from extreme contamination, and
this poses a serious problem for study, which needs to allow for this aspect in its design.

The second of the studies presented investigated a situation where the countermeas-
ures were concerned with a threat that was relatively new in terms of its substance and
location. In this case, consideration of the effect of experimental manipulation is par-
ticularly complicated by the uncertainty about the measure of contamination from the
real world (both in terms of the frequency and the longevity of the effect), and this
is not necessarily the same for all the experimental groups. Furthermore, the problem
concerns not just the deflationary factors, but also those linked with experimental real-
ism and the possible inflation of the effect. A major complication is that virtually none
of these effects can be measured exactly; they can only be qualitatively estimated and
the resulting assessment of the size of the effect of the experimental treatment can be
ordinal at best.

In this paper we presented a broader understanding of the factors linked with real-
ism than Gaines et al. (2007), and we did not limit ourselves to inflation but also con-
sidered the deflation of the experimental treatment effect. Their qualitative assessment
should become standard in experimental protocols. The summary of all deflationary and
inflationary factors not only increases certainty regarding the size of the experimental
treatment effect, but can be put to broader use. The logic informing this thinking can be
used, for example, in international studies or to evaluate replication experiments.
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