Policejni akademie CR v Praze a Ceskd pobocka AFCEA

Vykladovy slovnik kybernetické bezpec¢nosti

Petr Jirdsek, Ludek Novdk, Josef PoZdr

Cyber Security Glossary

Druhé aktualizované vydani
vydané pod zdstitou
Ndrodniho centra kybernetické bezpecnosti Ceské republiky a
Ndrodniho bezpecnostniho viradu Ceské republiky.

The second updated edition
is published under the auspices of
National Cyber Security Centre of the Czech Republic and
National Security Authority of the Czech Republic.




Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary




Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Na priprave slovniku rovneZ spolupracovali:
¢lenové meziresortni Rady pro kybernetickou bezpecnost,
pracovnici Narodniho bezpecnostniho iiradu,
¢lenové pracovni skupiny AFCEA — Kybernetickd bezpecnost,
clenové AFCEA,
clenové AOBP,
zdstupci akademické obce,
zdstupci CZ.NIC a CESNET

a dalst odbornici z oblasti kybernetické bezpecnosti

Tato publikace neni urcena k prodeji.

Publikace bude distribuovdna zdarma v tisténé podobé vyhradné autory a
prevdiné v elektronické podobé, a to predevsim autory a spolupracujicimi
organizacemi.

© Jirdsek, Novdk, PoZdr, Praha 2013
Zddnd cdst této publikace nesmi byt kopirovdna a rozmnoZovdna za vicelem
rozsirovdni v jakékoli formé ¢i jakymkoli zpiisobem bez pisemného
souhlasu autorii.




Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Also cooperating in the preparation of the Glossary:
Members of Interdepartmental Council for Cyber Security,
Experts of the National Security Authority,
Experts of AFCEA Working Group — Cyber Security,
AFCEA members,

Members of AOBP,

Representatives of the academia,
Representatives of CZ.NIC and CESNET

and other professionals from the area of cyber security

This publication is not for sale.

The publication will be distributed free of charge in a printed form
exclusively by the authors and predominantly in the electronic form by
authors and cooperating organizations.

© Jirdsek, Novdk, PoZdr, Praha 2013
No part of this publication may be copied or duplicated for distribution in
any form or in any way without the written permission of the authors.




Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Obsah / Summary

ODbsah / SUMMATY .....eeiiiiiieiieieete ettt st 5
UVOANT SIOVO ..o 7
INErOAUCHION ..cvviiieiiiiiceeee ettt s 9
Cesko — anglicky slovnik / Czech — English Glossary ...........c..ccccccouunen... 11
POZNAMKY: oo 119
Anglicko — ¢esky slovnik / English — Czech Glossary .........ccccoceeeuennee. 121
INOLES: ettt ettt ettt sttt sr et st a et e n s sreeaeenn 187
Pouzité zkratky / Abbreviations used .........ccoceeevuerviriieenieneenienieeeeeee. 191
PouZité zdroje / Sources USed ..........coceevueenieriieriierienieeeeneeneeeee e 195




Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary




Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Uvodni slovo

Pojmoslovi je vkazdém oboru vyznamnym prostiedkem k raciondlnimu
dorozumivani a shodnému chdpani sdélovanych obsahl. Vzhledem k tomu, Ze
obory se vzdjemné prolinaji a dopliuji, také specidlni odborny jazyk nema pfesné
hranice, navic se mezioborové obohacuje.

Sestavit v dneSni dobé slovnik z oblasti spojenych s informacni a komunika&ni
technologii (ICT) je dkol zna¢né sloZity a soucasné velmi naléhavy. Nesnadnost
spociva v tom, Ze se tento obor stéle jeSté¢ velmi rychle rozviji, coZ se sebou nese
terminologickou explozi, doprovdzenou zikonit¢ mnohondsobné duplicitnim
pojmenovanim stejnych jevi, a to piimo v dominantnim jazyku oboru, anglicting.
Nutnost pokusit se kodifikovat vyjadfovaci prostfedky v tomto oboru pak vyplyva
ze skute¢nosti, Ze s ICT pracuje stdle veétSi mnozstvi pracovnikli i manaZerdi na
ruzném stupni znalosti a dovednosti, ktefi nutn¢ potiebuji komunikovat pomoci
pokud moZzno jednotné Ceské slovni zdsoby.

Promény soucasné spoleCnosti, v niz stidle vyznamnéj$i dlohu zaujimd véda,
moderni technologie, ICT se pochopitelné¢ odraZeji i v rozsahu a terminologii
slovni zdsoby v oblasti kybernetické bezpecnosti. Vyznamnym vysledkem tohoto
vlivu se stdvd ze strany uZzivatelli jazyka Casto velice kriticky a vnimavé
posuzovany proces piejimani slov z cizich jazykl, jehoZ nedilnou soucasti je
i vznik novych slovnich spojeni a utvdfeni novych nebo difve jen okrajové
zaznamendvanych slovnich vyznamt. VSechny tyto zmény podnécuji potiebu
moderniho ¢loveéka sloviim ciziho pivodu dobfe rozumét a presné a vystizné je
pouZivat.

Vykladovy slovnik kybernetické bezpecnosti navazuje na vysledky jiz
dlouhodobého zkoumdéni a zpracovani této problematiky. RozSifuje a aktualizuje
materidl pfedchoziho Vykladového slovniku kybernetické bezpecnosti, ktery byl
vydén za piispéni Ceské poboky AFCEA. Slovnik se brzy po svém uvedeni na
knizni trh i v elektronické verzi stal vyhleddvanou pfiruckou, kterou Siroka
vefejnost pfijala s opravdovym zdjmem. Tento Ptekladovy slovnik vznikl
pfedkladem ceské terminologie a pojmoslovi z kybernetické bezpe¢nosti do
anglického jazyka. Je tedy odliSného pojeti pfedchazejicich verzi. Autofi pojali tuto
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filozofii proto, aby i ¢tenafi, ktef{ rozumi{ anglicky, pochopili ¢esky vyznam pojmu,
terminu. Jsme si védomi, Ze tento proces je v podstaté nekonecny a je tomu tak
proto, Ze terminologie kybernetické bezpecnosti a nadéle rozsifuje a vyviji.

Snazili jsme se vytvofit slovnik, ktery by zahrnoval jak zdkladni slovni zdsobu
oboru, tak perspektivni vyrazy. Vybirali jsme z kartotéky obsahujici vice nez 700
vyrazi z kybernetické bezpecnosti, kterou hodldme pribézné dopliiovat
z nejnovejsich zahrani¢nich prament.

Nejveétsi nesndzi bylo, Ze jsme neustdle nardZeli na slovni spojeni a terminy nové
i v angli¢ting, a vyzadujici tudiZ tvorbu odpovidajici ceské podoby. Navrh ¢eskych
ekvivalentli jsme provadéli po prostudovani rtiznych odbornych publikaci a po
konzultacich s odborniky pfisluSnych oborid. Tam, kde se ndm nepodafilo vytvofit
vyhovujici termin, uvddime souslovi, které charakterizuje obsah daného pojmu.

Snazili jsme se dat uZivatelim dilo z oblasti kybernetické bezpecnosti co
nejobsahlejsi a doufame, Ze se ndm to podafilo, nebot’ tento slovnik je jednim
z prvnich Cesko — anglickych slovnikii v oboru. Nedostatky slovniku se nejlépe
mohou projevit aZ v praktickém uZivdni. ProtoZe na$i snahou je nedostatky
soustavné odstranovat, uvitime veskeré pripominky uZivateli a budeme je
odpovédné posuzovat.

Tento dvojjazy¢ny vykladovy slovnik obsahuje i mnoho vyrazli z ¢eského jazyka
do anglictiny nepteloZenych, jakoZ i vyrazy se kterymi lze polemizovat, nebot’ jsou
vyuzZivdny v okrajovych oblastech anebo na né¢ mohou dvé ¢i vice odbornych
skupin odliSny ndzor. Autofi ptredpoklddaji, Ze tato verze vykladového slovniku
otevie dalsi jesté SirS{ diskusi.

Autofi zdroven dékuji vSem, ktefi se aktivné podileli na piipravé této verze
slovniku, jeho pfipominkovani, jakoZ i vSem autortm plvodnich termind, které
poslouZily jako zdroj informaci.

V Praze dne 21. kvétna 2013 Autori
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Introduction

Compilation of a glossary, in particular from the areas related with the information
and communication technology (ICT), is a task which is both rather complicated
and highly necessary, and more so in our time. The difficulty rests in the fact that
the area has been rapidly developing which results in a terminological explosion
accompanied as a rule by a multiplicity of names for the same phenomena even in
the dominant language of the area, the English language. The necessity for
a codification of the means of communication in this area then follows directly
from the fact that more and more employees and managers are active here who
have different levels of knowledge and skills and share a need to communicate, if
possible, in a uniform Czech vocabulary.

Recent transformations in society, with science, modern technology and ICT
growing in importance, naturally find their reflection in scope and terminology in
the cyber security area. As a result, users of language are highly critical and
sensitive about the process of taking over words from foreign languages as well as
about the creation of jargon and new word meanings or word meanings formerly
only marginally recorded. All these changes stimulate the need of a modern human
being to understand foreign words quite well and use these precisely and aptly.

The glossary of computer security connects with the results of research and
processing of these issues over a rather long period of time. It expands and updates
the material of the previous Glossary of Computer Security, which was published
with a contribution of the Czech AFCEA Chapter. This Glossary has become, from
the very publication of both the printed version and the electronic version,
a sought-after handbook accepted by the general public with real interest. The new
bilingual Glossary came into being by translating Czech terminology and lexical
meanings into English. In this, it differs from the philosophy of the previous
versions. The authors have adopted this philosophy so that even the readers who
understand only English may comprehend the Czech meaning. We are aware that
this process is practically endless, the reason being that cyber security terminology
keeps expanding and developing.
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We have tried to compile a glossary which would contain both the basic
vocabulary and the vocabulary just at the horizon. We have been selecting from
card indexes containing more than 700 expressions of cyber security, and we
intend to supplement the indexes continuously from recent foreign sources.

The biggest issue is the fact that we have been encountering vocabulary and terms
new even in English and thus have been forced to find the appropriate Czech
counterpart. We have made proposals for Czech equivalents after studies of various
professional publications and upon consultations with experts from the relevant
area. Where we have been unable to find a suitable term, we give an explanation
characterizing the idea behind the term.

We have endeavoured to present to our users a piece of work as compendious as
possible in the area of cyber security, and we hope it will be a success as this
Glossary is one of the first Czech-English glossaries in our line of expertise. The
deficiencies are best found out during a practical use. Because we aim at removing
the deficiencies rather consistently, we welcome any comments of users and will
consider these very seriously.

This encyclopaedic and bilingual Glossary contains also many expressions with no
translations from Czech into English, and also some debatable expressions whose
use is either marginal or where two or more groups of professionals differ. The
authors assume that this version of the bilingual glossary opens an even wider
discussion.

The authors at the same time want to thank all those who took an active role in
preparing this edition of the Glossary and for their comments, as well as all authors
of the original terms which served as a source of information.

Prague, 21 May 2013 Authors
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Cesko - anglicky slovnik / Czech - English Glossary

Administrativni / proceduralni
bezpecnost

Administrativni opatfeni pro zajiSt€ni pocitacové bezpecnosti. Tato opatieni
mohou byt operacni postupy nebo postupy tykajici se odpov&dnosti, postupy
zkouman{ naruseni bezpec¢nosti a revize auditnich zdznamu.

Administrative measures to ensure computer security. These measures can be
operational procedures or procedures related to responsibility, procedures for
examining security incidents and revision of audit records.

Administrative / procedural security

Administrator Administrator

Osoba odpovédnd za spravu €asti systému (napf. informacniho systému), pro
kterou mé zpravidla nejvyssi privilegia pfistupu (prava supervizora).

Person responsible for the management of a part of a system (e.g. information
system) for which he/she usually has the highest access privileges (supervisor

rights).
Adresovy / adresni prostor Address space

V ICT oznaceni pro souvisly rozsah adres. Adresni prostor je tvofen sadou
jedine¢nych identifikatora (IP adres). V prostiedi Internetu je spravcem jeho
adresového rozsahu organizace JANA.

ICT denotation for a continuous range of addresses. Address space is made up
of a set of unique identifiers (IP addresses). In the Internet environment, IANA
organization is the administrator of the address range.

Adpvertising supported software Adware

Typ softwarové licence, jejiZz uzivani je zdarma, v programu se objevuje
reklama, ze které je financovan jeho vyvoj.

Type of software licence whose use is free, a commercial appears in the
programme, which is used to finance programme development.

Agentura pro elektronickou a European network and information

informaéni bezpec¢nost security agency (ENISA)

Agentura zaloZend Evropskou unii jako kooperativni centrum v oblasti sitové
a informaéni bezpecnosti vroce 2004. Jejim ukolem je tvofit informacni
platformu pro vyménu informaci, znalosti a ,,best practices®, a tim poméhat EU,
jejim clenskym statim, soukromému sektoru a vefejnosti pifi prevenci a feseni
bezpecnostnich problému.

Agency founded in 2004 by the European Union as a cooperative centre in the
area of network and information security. Its role is to create an information

11
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platform for the exchange of information, knowledge and "best practices” and
thus help EU, its member states, private sector and the public in the prevention
and solutions of security problems.

Agregace Aggregation

Rizend ztrita & omezeni informace nebo prostiedkd, obvykle slu¢ovanim,
spojenim, ¢i statistickymi metodami.

Controlled loss or limitation of information or equipment, usually by
aggregation, merge, or statistical methods.

AKktivni hrozba Active threat

Jakdkoliv hrozba imyslné zmény stavu systému zpracovani dat nebo pocitacové
sit¢. Hrozba, kterd by méla za nasledek modifikaci zprav, vloZeni faleSnych
zprav, vydavani se nékoho jiného nebo odmitnuti sluzby.

Any threat of an intentional change in the state of a data processing system or
computer network. Threat which would result in messages modification,
inclusion of false messages, false representation, or service denial.

Aktivum Asset

Cokoliv, co ma hodnotu pro jednotlivce, organizaci nebo vefejnou spravu.
Anything that has value to an individual, company or public administration.
Aktualiza¢ni balik Service pack

Souhrn (balik) vice aktualizaci, ktery Ize instalovat najednou.

Collection (pack) of several updates which could all be installed at the same
time.

Algoritmus Algorithm

Kone¢nd uspofddand mnoZina uplné definovanych pravidel pro vyfeSeni
néjakého problému.

Finite ordered set of completely defined rules in order to solve some problem.

Analyza hrozeb Threat analysis

Zkouman{ ¢innosti a uddlosti, které by mohly negativné ovlivnit kvalitu sluzby
IT (systém zpracovani a pienosu dat) i / nebo data samotna.

Analysis of activities and events which could negatively affect IT service quality
(system of data processing and transfer) and/or data proper.

12
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Analyza komunikace / datovych
prenosi

Jednoduché i pokrocilé matematické a vizualizaéni metody slouZici k analyze
datového provozu TCP/IP v pocitacové siti. Vice Analysis.

Simple and advanced mathematical and visual methods for the analysis of data
traffic TCP/IP in a computer network. See Analysis.

Traffic analysis

Analyza pocitacového viru Virus analysis

Komplexni ¢innost zahrnujici analyzu chovani pocitacového viru (zptisob Sifent,
skryvani, Skody plisobené virem), analyzu kédu viru, nalezeni zplsobu
vyhledan{ viru a jeho odstranéni ze soubort, resp. nalezeni postupu pro napravu
§kod virem zplsobenych. Vice téZ disassemblovani, debugger, trasovani,
emulace kédu.

Complex activity including the analysis of computer virus behaviour (how it
spreads, hides, damage caused by the virus), analysis of virus code, finding of
the virus and its removal from files, or rectification of damage caused by the
virus. More also in disassembly, debugger, tracing, code emulation.

Analyza rizik Risk analysis
Proces pochopeni povahy rizika a stanoven{ tirovné rizika.
Process of understanding the nature of risks and establishing a risk level.

Analyza zranitelnosti Vulnerability analysis

Systematické zkoumdni systému a provozovanych sluzeb vzhledem
k bezpecnostnim slabindm a efektivité bezpecnostnich opatieni.

Systematic analysis of a system and operating services in view of security
weaknesses and the efficiency of security measures.

Anonymni prihlaseni Anonymous login

Pfihlaseni do sité a zptistupnéni jejich zdrojii bez autentizace tcastnika.

Login into network and access to its resources without authentication of the
party.

Antispamovy filtr Antispam

Sofistikovany software, ktery kazdy email porovndvd s mnoZstvim
definovanych pravidel a pokud email pravidlu vyhovuje, zapocitd vdhu pravidla.
Vahy mohou mit riznou hodnotu, kladnou i zapornou. Pokud soucet vah emailu
piekroci urcitou hodnotu, je oznacen jako spam.

Sophisticated software comparing each email with a number of defined rules
and if the email satisfies a rule, counts in the weight of the rule. The weights can

13
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vary in value, positive and negative. When the total of weights exceeds a certain
value, it is labelled as spam.

Anti-stealth technika Anti-stealth technique

Schopnost antivirového programu detekovat i stealth viry (sub-stealth viry),
které jsou aktivni v paméti, napiiklad pomoci pifimého ¢teni dat z disku bez
pouZiti sluZeb opera¢niho systému.

Ability of an antivirus programme to detect even stealth-viruses (sub-stealth-
viruses) which are active in memory, for example by using direct disc reading
bypassing the operating system.

Antivir Antivirus
Vice Antivirus Program.
See Antivirus Program.

Antivirovy program Antivirus program

Jednotucelovy nebo vicefunkéni program plnici jednu nebo nékolik nésledujicich
funkci: vyhledavani pocitacovych virGt (jednou nebo nékolika riznymi
technikami, ¢asto s moznostf jejich vybéru nebo nastaveni rezimu vyhledavani —
scanovani, heuristickd analyza, metoda kontrolnich souctli, monitorovan{
podezielych cinnosti), 1é¢eni napadenych souborti, zdlohovdni a obnova
systémovych oblasti na disku, ukldddni kontrolnich informaci o souborech na
disku, poskytovéni informaci o virech aj.

Single-purpose or multipurpose programme doing one or more of the following
functions: searching for computer viruses (by a single or several different
techniques, often with a possibility of their selection or setting mode for search
— scanning, heuristic analysis, methods of checksums, monitoring of suspicious
activities), healing of infected files, backup and recovery of system sectors on
the disc, storing control information on files on disc, providing information on
viruses, eftc.

Asymetricka kryptografie Asymetric cryptography

Asymetricka kryptografie (nebo také kryptografie s vefejnym kli¢em) je skupina
kryptografickych metod, ve kterych se pro Sifrovani a deSifrovani pouZivaji
odlisné klice — pfesnéji par matematicky svazanych kli¢h. Par kli¢u tvoii klic
vefejny a kli¢ soukromy. Vefejny kli¢ je kli¢ Sifrovaci, majitel kli¢e ho volné
uvetejni, a kdokoli jim miZe Sifrovat jemu urcené zpravy; desifrovaci kli¢ je
soukromy, majitel jej drZi v tajnosti a pomoci n¢j muiZe tyto zpravy deSifrovat.
Kromeé utajeni obsahu komunikace se asymetricka kryptografie pouziva také pro
elektronicky (digitdln{) podpis, tzn. moznost u dat prokazat jejich autora.

14
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Asymmetric cryptography (also public-key cryptography) is a group of
cryptographic methods where different keys are used for encrypting and
decrypting — more precisely a pair of mathematically-bound keys. The pair is
made up of a public key and a private key. Public key is the encryption key, key
owner makes it public, and anyone can encrypt messages for the owner;
decryption key is private, the owner holds it in secrecy and uses it to decrypt
messages. In addition to making the content of communication secret,
asymmetric communication is used also for the electronic (digital) signature
that is the possibility to verify the author of data.

Attack surface Attack surface

Kéd v pocitacovém systému, ktery muize byt spustén neautorizovanymi
uzivateli.

Code within a computer system that can be run by unauthorized users.

Audit Audit

Systematicky proces objektivntho ziskdvani a vyhodnocovéani auditnich
zdznamu, jehoz cilem je stanovit, zda Cinnosti systému jsou v souladu se
stanovenou bezpecnostni politikou a provoznimi procedurami.

Systematic process of unbiased obtaining and evaluation of audit records,
whose objective is to determine whether system activities are in accordance with
defined security policies and operational procedures.

Audit pocitatové bezpecnosti Computer security audit

Nezavislé ovéteni implementace opatfeni a jejich tcinnosti vzhledem k dosazeni
pocitacové bezpecnosti.

Independent verification of measures implementation and their efficiency with
the view of attaining computer security.

Audit poéitac¢ového systému Computer system audit

Zkoumani postupll pouzivanych v systému zpracovani dat s cilem zhodnotit
jejich t€innost a spravnost, a doporucit zlepSeni.

Analysis of procedures used in data processing in order to evaluate their
efficiency and correctness, and to recommend improvements.

Auditni zaznam Audit trail

Chronologicky zapis aktivit v systému, které jsou dostatecné pro rekonstrukci,
zpétné sledovani a vyhodnoceni sekvence stavu prostiedi a aktivit souvisejicich
s operacemi a procedurami od jejich po€atku ke kone¢nému vysledku.

Chronological record of those system activities which suffice for restoring,
backtracking and evaluation of the sequence of states in the environment as well
as activities related to operations and procedures from their inception to the

15
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final result.

Auditovana udalost Audit event

Systémem detekovana akce, kterd vyvola spusténi a zapis auditu.

Event detected by the system and resulting in triggering and recording the audit.
Autenticita Authenticity

Vlastnost, Ze entita je tim, za co se prohlasuje.

Attribute confirming that the entity is what it claims to be.

Autentizace Authentication

Proces ovéfeni identity subjektu.

Process of verification of subject identity.

Autentizace dat Data authentication

Proces pouzivany k ovéfeni integrity dat (napf. ovéfeni, Ze pfijatd data jsou
identickd s odeslanymi daty, ovéfeni, Ze program neni infikovan virem).

Process used to verify data integrity (verification that received and sent data
are identical, verification that programme is not infected by a virus, for
example).

Autentizace entity / identity Entity / identity Authentication
Provedeni testll, umoznujicich systému zpracovani dat rozpoznani a potvrzen{
entity.

Execution of tests making it possible for a data processing system to recognize
and authenticate the entity.

Autentizace klice Key authentication
Proces ovéreni, Ze vetejny kli¢ osoby skutecné patii této osobé.

Process of verification that the public key truly belongs to that person.

Message authentication / data origin
authentication

Ovéfeni, zZe zprdva byla odesldna udajnym pivodcem zamysSlenému pifjemci
a Ze tato zprava nebyla pfi pfenosu zménéna. Ovéfeni identity zdroje informaci
— odeslatele zpravy. Castym zptisobem se stava vyuZiti digitdlniho podpisu.

Autentizace zpravy

Verification that message was sent by the alleged originator to the intended
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receiver and that this message was not changed in transmission. Verification of
the identity of information source-sender of the message. Frequently, digital
signature is used.

Autentiza¢ni vyména Authentication exchange

Mechanizmus, jehoZ cilem je zjistit identitu entity (subjektu) pomoci vymény
informaci.

Mechanism whose objective is to find out the identity of an entity (subject) by
way of information exchange.

Automatické monitorovani vyskytu = Automated security incident
bezpecénostniho incidentu measurement (ASIM)

Automatické monitorovdni provozu sit€¢ s detekci neautorizovanych aktivit
a nezddoucich udalosti.

Automatic monitoring of network operations with the detection of non-
authorized activities and undesirable events.

Autorizace Authorization

Udé¢leni prav, které zahrnuje udéleni piistupu na zdklad¢é pfistupovych prav.
Proces udéleni prav subjektu pro vykondvani uréenych aktivit v informa¢nim
systému.

Granting rights including granting access on the basis of access rights. Process
of rights granting to a subject to perform defined activities in the information
system.

Autorizaé¢ni udaje Credentials

Data, kterd jsou pfenaSena k ustaveni prohlasované identity dané entity,
povéteni.

Data transferred in order to establish proclaimed identity of a given entity,
credentials.

Autorizovany uzivatel Accredited user

UZivatel, ktery ma urcité pravo nebo povoleni pracovat v Informa¢nim systému
a s aplikacemi podle stanovenych zdsad ptistupu.

User having certain right or permission to work in the information system and
with the applications in accordance with defined access guidelines.

Bezpecnost Security

Vlastnost prvku (napf. informacni systém), ktery je na urcité trovni chranén
proti ztrdtim, nebo také stav ochrany (na urCité udrovni) proti ztratdm.
Bezpecnost IT zahrnuje ochranu divérnosti, integrity a dosazitelnosti pfi
zpracovdni, ischové, distribuci a prezentaci informaci.

Property of an element (e.g. an information system) which is at a certain level
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protected against losses, or also a state of protection (at a certain level) against
losses. IT security covers protection of confidentiality, integrity and availability
during processing, storage, distribution and presentation of information.

Bezpecnost dat Data security

Pocitacova bezpecnost aplikovand na data. Zahrnuje napiiklad fizeni piistupu,
definovani politik a procest a zajisténi integrity dat.

Computer security applied to data. Includes for example control of access,
definition of policies and ensuring data integrity.

Bezpec¢nost informaci Information security
Zajisténi (ochrana) diivérnosti, integrity a dostupnosti informaci.

Security (protection) of confidentiality, integrity and availability of information.

Bezpecnost informaci /
informaé¢nich systémi
Uplatnéni obecnych  bezpeCnostnich  opatfeni a postupli  slouZicich:
(1) kochrang¢ informaci pfed jejich ztrdtou nebo kompromitaci (ztrita
davérnosti, integrity, a dalSich vlastnosti jako napf. autenti¢nost, odpovédnost,
nepopiratelnost a spolehlivost), pfipadné k jejich zjisténi a pfijeti ndpravnych
opatfeni. (2) k zachovani dostupnosti informaci a schopnosti s nimi pracovat
v rozsahu pfidélenych opravnéni. Opatfeni INFOSEC zahrnuji bezpecnost
pocitacli, prenosu, emisi a Sifrovaci bezpecnost a odhalovani ohrozeni
skute¢nosti a systému a jeho prfedchéazeni.

Implementation of general security measures and procedures for: (1) protection
of information against loss or compromise (loss of confidentiality, integrity and
reliability), or as the case may be for their detection and adoption of remedial
actions. (2) Continuation of information accessibility and ability to work with
them within the scope of functional rights. Measures INFOSEC cover security of
computers, transmission, emissions and encryption security and exposing
threats to facts and systems and prevention thereof.

Information security (INFOSEC)

Bezpecnost internetu Internet security

Ochrana duvérnosti, integrity a dostupnosti informaci v siti internet.

Protection of confidentionality, integrity and accessibility of information in the
Internet network.

Communication security
(COMSECQ)

Pouziti bezpecnostnich opatfeni v komunikacich, které znemoZzni neopravnénym
osobam ziskat informace, které lze ziskat z pfistupu ke komunika¢nimu provozu
a z jeho vyhodnoceni, nebo které zajisti autenti¢nost komunika¢niho provozu.

Bezpec¢nost komunikaci
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Pocitacova bezpenost aplikovand na datovou komunikaci — pfenos dat.

Use of such security measures in communications which prohibit unauthorized
persons to obtain information which could be gained from access to
communication traffic and its evaluation, or which ensure the authenticity of the
communication process. Computer security as applied to data communications
— data transfer.

Bezpecnost transportni vrstvy Transport layer security (TLS)
Kryptograficky protokol, ktery poskytuje komunikacni bezpecnost pro Internet.

Pouziva se asymetrické Sifrovani pro vyménu klicl, symetrické Sifrovani pro
diivérnost a kody pro ovéfovani celistvosti zprav. Siroce se pouZivd nékolik
verzi téchto protokoll v aplikacich jako prohliZeni na webu, elektronicka posta,
faxovéni pfes internet, instantni zpravy and voice-over-IP (VoIP).

A cryptographic protocol that provide communication security over the Internet.
They use asymmetric cryptography for authentication of key exchange,
symmetric encryption for confidentiality and message authentication codes for
message integrity. Several versions of the protocols are in widespread use in
applications such as web browsing, electronic mail, Internet faxing, instant
messaging and voice-over-IP (VoIP).

Bezpe¢nostni audit Security audit

Nezdavisld revize a zkoumdni zdznamu systému zpracovdni dat a ¢innosti pro
testovdni adekvétnosti systémovych kontrol, k zjiSténi shody s pfijatou
bezpecnostni politikou a operaénimi postupy, k detekovani naruSeni bezpecnosti
a doporuceni jakychkoliv indikovanych zmén v fizeni, bezpecnostni politice
a postupech. Nezdvislé testovani Cinnosti informacniho systému a zdznamu
o této Cinnosti. Cilem je urCeni, zda kontroly jsou odpovidajici, zda existuje
shoda s bezpecnostni politikou, doporuceni piipadnych zmén v systému
protiopatfeni. Je zpravidla provadén externim, nebo internim auditorem.
Independent revision and analysis of records in the data processing system as
well as activities for testing of the suitability of system controls, checking
compliance with accepted security policy and operational procedures, detection
of security infringements and recommendation for any indicated changes in the
control, security policy and procedures. Independent testing of the information
system activity and records thereof. The objective is to determine if checks are
appropriate, if there is compliance with security policy, recommendation of
eventual changes in the system of countermeasures. As rule is, it is done by an
external or an internal auditor.
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Bezpecnostni autorita Security authority

Entita odpovédnd za sprdvu bezpecnostni politiky vramci bezpecnostni
domény.

Entity responsible for the administration of security policy within the security
domain.

Bezpecnostni cile Security aims

Stav bezpecnosti, ktery ma dany systém nebo produkt dosahnout.

State of security which the given system or product has to reach.
Bezpec¢nostni doména Security domain

Skupina uZivatell a systému podléhajici spolecné bezpecnostni politice.
Group of users and systems subject to common security policy.

Bezpecnostni filtr Security filter

Duvéryhodny pocitacovy systém, ktery prosazuje bezpecnostni politiku u dat
prochéazejicich systémem.

Trusted computer system enabling security policy for data passing through the
system.

Bezpecnostni hrozba Information security threat

Potencidlni pfi¢ina nezddouci udélosti, kterd mizZze mit za nésledek poskozeni
systému a jeho aktiv, napf. zniCeni, neZadouci zpiistupnéni (kompromitaci),
modifikaci dat nebo nedostupnost sluzeb.
Potential cause of an undesirable event which may result in a damage to system
and its assets, e.g. destroying, undesired accessing (compromising), data
modification or inaccessibility of services.

Bezpe¢nostni incident Security incident

PoruSeni nebo bezprostiedni hrozba poruseni bezpecnostnich politik,
bezpecnostnich zdsad nebo standardnich bezpecnostnich pravidel provozu
Informacni a komunikaéni technologie.

Infringement or an imminent threat of infringement, of security policies, security
principles or standard security rules of operation for the information and
communication technologies.

Bezpeé¢nostni kategorie Security category

Seskupent citlivych informaci pouzivanych k fizeni pfistupu k datim.
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Grouping of sensitive information used when controlling data access.

Bezpe¢nostni Klasifikace Security classification

Urceni, jaky specificky stupel ochrany pfed piistupem data nebo informace
vyZaduji, spolu s vyznacenim tohoto stupné ochrany.

Determination which level of protection for data or information is required
before access, together with noting this level of protection.

Bezpec¢nostni manaZer Security manager

Zamé&stnaneckd role pro vykon odpovédnosti gestora IS za bezpecnost
s definovanim odpovédnosti a pravomoci.

Employee role to act as a guarantee for IT security with the definition of
responsibilty and authority.

Bezpecnostni opatieni Security safeguards

Ochrannd opatfeni pro zajisténi bezpecnostnich poZadavkt kladenych na
systém. Mohou mit rizny charakter (fyzickd ochrana zafizeni a informace,
persondlni bezpecnost — kontrola pracovniki, organizacni opatieni — provozni
predpisy apod.).

Protective measures to ensure security requirements put on the system. May
vary in character (physical protection of equipment and information, personnel
security — checking of employees, organizational measures — operational rules,
and similar).

Bezpecnostni politika Security policy

(1) Na drovni organizace zdkladni dokument, ktery vymezuje strukturu
bezpecnostniho rizika, odpovédnost za ochranu informaci v organizaci, droven
ochrany informaci. (2) Na trovni systému soubor pravidel a praktik, které
specifikuji nebo reguluji, jak systém (nebo organizace) poskytuje bezpecnostni
sluZby, aby chrénil citlivé nebo kritické zdroje systému.

(1) At the level of an organization, basic document which defines the structure
of security risk, responsibilty for information protection within an organization,
level of information protection. (2) At the system level, a set of rules and
practices specifying or regulating how the system (or organization) provides
security services in order to protect sensitive or critical system resources.
Bezpe¢nostni politika informacéniho
systému

Celkovy zadmér vedeni asmér fizeni bezpecnosti informacniho systému
se stanovenim kritéri{ pro hodnocent rizik.

General purpose of management and direction in the control of information
system security with the definition of criteria to assess risks.

IS security policy
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Bezpecnostni politika IT IT security policy

Pravidla, smérnice a praktiky, které rozhoduji o tom, jak jsou aktiva vcetné
citlivych informaci spravovdny, chranény a distribuovany uvnitf organizace
a jejich systému ICT.

Rules, directives and practices deciding how are assets including sensitive
information administered, protected and distributed inside the organization and
its ICT systems.

Bezpec¢nostni pozadavky Security requirements

PoZzadavky kladené na informacni systém, které jsou odvozeny ze zdkont,
instrukci, pravnich uprav, zdvaznych norem a standardd, vnitinich ptedpist
organizace; prostfedi, ve kterém systém ptisobi a posldni, které plni; nutné pro
zajiSténi dbvernosti, dostupnosti a integrity informaci, kterd se v systému
Zpracovava.

Requirements put on the information system which follow from laws,
instructions, legal amendments, binding standards, internal regulations of an
organization; environment where the system operates and the mission it fulfills;
necessary for ensuring confidentiality, availability and integrity of information
processed in the system.

Bezpeénostni provéreni Security clearance

Povoleni udélené jednotlivci pro pfistup k datim nebo informacim na nebo
pod specifickou bezpecnostni trovni.

Clearance given to an individual for accessing data or information on or below
the specified security level.

Bezpecnostni rada statu National security council

Staly pracovni organ vlady Ceské republiky (CR) pro koordinaci bezpe&nosti
CR a pipravu ndvrhii opatieni k jejimu zajisténi.

Permanent working body of the government of the Czech Republic (CZE) for the
coordination of security of CZE and preparation of proposals to implement
them.

Bezpecnostni rozsiieni systému Domain name system security
doménovych jmen (DNSSEC) extensions (DNSSEC)

Sada specifikaci, které umoziuji zabezpecit informace poskytované DNS
systémem v IP sitich (napf. Internet). DNSSEC pouZivad asymetrické Sifrovan{
(jeden kli¢ pro zaSifrovani a druhy kli¢ na deSifrovani). DrZitel domény, kterd
pouzivd DNSSEC, vygeneruje privitni a vefejny klic. Svym privatnim kli¢em
pak elektronicky podepiSe technické udaje, které o své doméné do DNS vklada.
Pomoci vetfejného klice, ktery je uloZen u nadfazené autority jeho domény, je
pak mozné ovéfit pravost tohoto podpisu. DNSSEC dnes pouzivé fada velkych
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serveru.

Set of specifications which enable the security of information provided to DNS
by a system in IP networks (Internet, for example). DNSSEC uses asymmetric
encryption (one key for encryption and the second one for decryption). The
owner of the domain which uses DNSSEC generates both the private and the
public key. Using its private key it then electronically signs technical data about
the domain which are then input into DNS. Using the public key which is stored
at an authority superior to the domain, it is possible to verify the authenticity of
the signature. A number of large servers use DNSSEC at present.

Bezpeénostni standardy Security standards

Soubor doporuceni a obecnych principli pro vymezeni, udrZzovan{ a zlepSovani
bezpecnosti informac{ v organizaci.

Set of recommendations and general principles to define, maintain and improve
information security inside an organization.

Bezpecnostni udalost Information security event

Identifikovany vyskyt stavu systému, sluzby nebo sit€¢ oznacujici mozné
prolomeni politiky, bezpecnosti informaci nebo selhdni opatfeni nebo pfedem
neznamé situace, kterd miiZe byt pro bezpecnost zavazna.

Identified occurrence of a state of the system, service or network noting
a possible breaking of policy, information security or a failure of measures or of
formerly unknown situation which could be important for security.

Bezpecnostni udalost Security event

Udalost, kterd muze zpUsobit nebo vést k naruSeni informacnich systému
a technologii a pravidel definovanych k jeho ochrané (bezpecnostni politika).
Event which may result in or cause the infringement of information systems and
technologies and rules defined for the protection (security policy).

Bezpeénostni droveri Security level

Kombinace hierarchické bezpecnostni klasifikace a bezpecnostni kategorie,
reprezentujici citlivost objektu nebo bezpeénostni provefeni jednotlivce.
Combination of a hierarchic security classification and security category,
representing sensitivity of an object or security clearance of an individual.

Bezpecnostni zranitelnost Security vulnerability

Umyslna chyba nebo netimysiny nedostatek ¢i zdvada v software obecné nebo
ve firmware zafizeni komunikacni infrastruktury, kterd muze byt zneuZita
potencidlnim ttocnikem pro Skodlivou c¢innost. Tyto zranitelnosti jsou bud’
zndmé a publikované, ale vyrobcem jeSt€ neoSetiené nebo skryté a neobjevené.
V ptipad¢ skrytych zranitelnosti je dulezité, zda je objevi dfive utocnik,
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vyrobce, bezpecnostni analytik, ¢i uZivatel. Bezpecnostni zranitelnosti jsou
proto potencidlnimi bezpecnostnimi hrozbami. Bezpecnostni zranitelnosti 1ze
eliminovat dislednym bezpe¢nostnim zdplatovanim systémil.

Intentional error or unintended defect or software error in general or in
firmware of the communication infrastructure equipment which may be used by
a potential attacker for harmful activity. These vulnerabilities are either known
or published but yet untreated by the manufacturer, or hidden and undetected.
In case of hidden vulnerabilities it is important whether these are detected
sooner by the attacker, manufacturer, security analyst or user. Security
vulnerabilities are therefore potential security threats. Security vulnerabilities
can be eliminated by consequential security patches for the system.

Biometricky Biometric

Tykajici se pouZziti specifickych atributt, které odrazeji jedine¢né bio-
fyziologické charakteristiky jako je otisk prstu nebo otisk hlasu k validaci
identity osoby.

Related to the use of specific attributes reflecting the unique bio-physiological
characteristics as is a fingerprint or voice record to validate personal identity.

BitTorrent BitTorrent

Nastroj pro peer-to-peer (P2P) distribuci soubort, ktery rozklada zatéz datovych
prenosti mezi vSechny klienty, ktef{ si data stahuji.
Tool for peer-to-peer (P2P) distribution of files which spreads out the load of
data transfers among all clients downloading data.

Black hat Black hat

Vice Cracker.

See Cracker.

Bod obnovy dat Recovery point objective (RPO)
Misto v Case, ke kterému musi byt obnovena data po havdrii.

Point in time when data must be recovered after a breakdown.

Bot (Robot) Bot

V ramci kybernetické kriminality: programy, které ovlddnou pocitace v siti
apouzivaji je k provddéni zloCinnych aktivit — napf. distribuované utoky
(DDoS) a hromadnd distribuce nevyZadané komer¢ni poSty. Individudlni boty
jsou zdkladem velkych skupin robotti zndmych jako botnety. Pocita¢ zcela nebo
¢astecné ovlddany botem je zndmy jako "zombie".
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Within the framework of cyber criminality: programmes which take over
computers in the network and use them for criminal activities — for example,
distributed attacks (DDoS) and mass distribution of unsolicited commercial
emails. Individual bots are the basis for large groups of robots known as
botnets. Computer wholly or partially taken over by a bot is known as "zombie".

Bot herder / Bot wrangler Bot herder / Bot wrangler

(1) Cracker, ktery ovlada velké mnozstvi zkompromitovanych strojii (robott,
botl, zombii). (2) Nejvyssi pocita¢ v hierarchii botnetu ovladajici
zkompromitované pocitace daného botnetu.
(1) Cracker who controls a large number of compromised machines (robots,
bots, zombies). (2) The topmost computer in the botnet hierarchy controlling
compromised computers of the given botnet.

Botnet (sit’ boti) Botnet

Sit’ infikovanych pocitaci, které ovlada jediny cracker, ktery tak ma piistup k
vypocetnimu vykonu mnoha tisicli stroji soucasné. UmozZiluje provadeét
nezdkonnou c¢innost ve velkém méfitku — zejména utoky DDoS a distribuci
spamu.

Network of infested computers controlled by a single cracker who thus has the
possibility to access the power of many thousands of machines at the same time.
It allows for illegal activities on a large scale — in particular, attacks as DDoS
and spam distribution.

BSD licence BSD lincence

Ttida tolerujicich licenci na volny software, kterd klade minimalni omezeni
na opakované $ifeni takového softwaru.
A family of permissive free software licenses, imposing minimal restrictions on
the redistribution of covered software
Completely automated public
CAPTCHA Turing test to tell computers from
humans (CAPTCHA)
Turingliv test, ktery se na webu pouziva ve snaze automaticky odlisit skute¢né
uzivatele od robotl, napfiklad pfi vkladani komentait, pfi registraci apod. Test
spoc¢ivd zpravidla v zobrazeni obrdzku s deformovanym textem, pfiCemz
ukolem uZivatele je zobrazeny text opsat do pifisluSného vstupniho policka.
Predpoklada se, ze lidsky mozek dokaze spravné rozeznat i deformovany text,
ale internetovy robot pfi pouZziti technologie OCR ne. Nevyhodou obrazkové
CAPTCHA je nepfistupnost pro zrakové postizené uzivatele, proto je obvykle
doplnéna o mozZnost nechat si pismena z obrazku piecist.
Turing test used on the web in an effort to automatically differentiate real users

from robots, for example when entering comments, at registration, etc. t The test
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usually consists of an image with a deformed text and the task for the user is to
rewrite the pictured text into the entry field. It is assumed that the human brain
can properly recognize even corrupted text but an internet robot using OCR
technology cannot do. Disadvantage of the image CAPTCHA is its
unavailability for users with visual impairment; hence usually there is the
option of having the letters from the image read aloud.

Certifikace Certification

(1) V pocitaové bezpecnosti postup, pomoci kterého ddva tfeti strana zaruku,
Ze cely systém zpracovani dat nebo jeho €ast spliiuje bezpe€nostni poZadavky.
(2) Proces ovétovani zpiasobilosti komunikaénich a informacnich systémi
k naklddani s utajovanymi informacemi, schvéleni této zpusobilosti a vydani
certifikatu.

(1) Procedure in the computer security by means of which a third party gives
a guarantee that the whole system or its part meets security requirements. (2)
Proces for verification of the competence of communication and information
systems for handling classified information, approval of such competence and
issuance of a certificate.

Certifika¢ni autorita (CA) Certification authority (CA)

V pocitacové bezpecnosti tieti strana, kterd vydava digitdlni certifikaty, tak, Ze
svoji autoritou potvrzuje pravdivost udaji, které jsou ve volné dostupné Casti
certifikétu.

In computer security, a third party which issues digital certificates and uses its
authority to confirm the authenticity of data which exist in the freely accessible
part of the certificate.

Certifika¢ni dokument Certification document

P

Dokument oznacujici, Ze systém fizeni napf. systém fizeni bezpecnosti
informaci klientské organizace vyhovuje pfedepsanym normdm a dalsi
dokumentaci vyZadované pro certifikovany systém.

Decument stating that any system of control, for example system for the control
of information security, meets the required standard, and other documentation
needed for a certified system.

Certifika¢ni organ Certification body

Tteti strana, kterd hodnoti a certifikuje systém fizeni napf. systém fizeni
bezpecnosti informaci klientské organizace s ohledem na mezindrodni normy
a dalsi dokumentaci poZadovanou pro certifikovany systém.

Third party which assesses and certifies a system, for example system for the
control of computer security for a client organization, with regard to

26



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

international standards and other documentation needed for a certified system.

Certifikat Fizeni piistupu Access control certificate
Bezpecnostni certifikat obsahujici informaci o fizenf pfistupu.

Security certificate containg information on access control.

Cile opatieni Control objective

Tvrzeni popisujici, ¢eho se md dosdhnout jako vysledku zavedeni opatieni.
Statement describing what is to be achieved by introducing a measure.

Citliva data Sensitive data

Chranénd data majici pro chod organizace zdsadni vyznam. Jejich vyzrazenim,
zneuZitim, neautorizovanou zménou nebo nedostupnosti by vznikla organizaci
Skoda, ptipadné by organizace nemohla fadné plnit svoje poslani.

Protected data having fundamental importance for the operation of an
organization. Its leakage, abuse, unauthorized alteration or unavailability
would mean damage to the organization, or, as the case may be, the
organization would be unable to meet its objectives.

Citliva informace Sensitive information

Informace, kterd na zdklad¢é rozhodnuti pfislu$né autority musi byt chrdnéna,
protoZe jeji zpiistupnéni, modifikace, zniceni, nebo ztrata by zptsobilo nékomu
nebo nééemu znatelnou djmu, Skodu.

Information which, on the basis of a decision by the relevant authority, must be
protected, because access to it, modification, destruction, or loss would cause
a substantial damage to someone or something.

Citlivost Sensitivity

Mira dilezitosti pfifazend informacim vlastnikem téchto informaci, oznacujici
potiebu jejich ochrany.

Measure of importance assigned to information by the owner of the information,
describing the need for protection.

Cloud computing Cloud computing

Zptsob vyuziti vypocetni techniky, kde jsou Skdlovatelné a pruzné IT funkce
zpitistupnéné uzivatelim jako sluzba. Vyhody cloudti: snadny upgrade softwaru,
nendrocné klientské stanice a software, levny piistup k mohutnému
vypocetnimu vykonu bez nutnosti investic do HW, garantovand dostupnost.
Nevyhody: k divérnym datim md piistup i provozovatel cloudu.
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Mode of utilization of computing technology whereby scalable and flexible IT
functions are accessible to users as a service. The advantage of clouds: easy
software upgrade, unsophisticated client stations and software, cheap access to
a mighty computing power without hardware investments, guaranteed
availability. Disadvantages: confidential data are available also to the cloud
provider.

Cookie / HTTP cookie Cookie / HTTP cookie

Data, ktera miZze webova aplikace ulozit na pocitaci pfistupujiciho uZivatele.
ProhliZe¢ potom tato data automaticky odesild aplikaci pfi kaZdém dal$im
piistupu. Cookie se dnes nejcastéji pouziva pro rozpozndni uZivatele, ktery jiz
aplikaci dfive navstivil, nebo pro uklddani uzivatelského nastaveni webové
aplikace. Dnes jsou casto diskutovdny v souvislosti se sledovanim pohybu
a zvyklosti uzivateld nékterymi weby.

Data which a web application can store in the computer of a signed-in user. The
browser then sends these data automatically to the application at every future
access. Cookie is at present mostly used for the recognition of a user who visited
the application before, or for storing user setting of the web application.
Nowadays, discussions are underway about cookies in connection to watching
the movements and habits of users by some webs.

Crack Crack

Neopravnéné naruSeni zabezpeceni ochrany programu nebo systému, jeho
integrity nebo systému jeho registrace / aktivace.
Unauthorized infringement of programme or system security protection, its
integrity or system of its registration/activation.

Cracker (prolamovac) Cracker

Jednotlivec, ktery se pokousi ziskat neoprdvnény pfistup k pocitatovému
systému. Tito jednotlivci jsou Casto Skodlivi a maji prostfedky, které maji
k dispozici pro prolamovani se do systému.

Individual trying to obtain an unauthorized access to a computer system. These
individuals are often harmful and possess means for breaking into a system.

Creative commons (CC) Creative commons (CC)

Neziskova organizace se sidlem v Mountain View, Kalifornie, Spojené Stéty,
kterd se vénuje rozSifovani rozsahu kreativnich d¢l tak, aby i jinf na nich mohli
legdlné stavét a sdilet je. Organizace jiZ uvolnila zdarma vefejnosti nékolik
licenci na autorskd prava, zndmych jako Creative commons.

A non-profit organization headquartered in Mountain View, California, United
States devoted to expanding the range of creative works available for others to
build upon legally and to share. The organization has released several
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copyright — licenses known as Creative commons licenses free of charge to the
public.

Cross-site scripting (XSS) Cross-site scripting (XSS)

Utok na webové aplikace spo&ivajici v nalezeni bezpeénostni chyby v aplikaci
a jejtho vyuziti k vlozZeni vlastniho kédu. Vlozeny kéd se obvykle snaz{ ziskat
osobni informace uzivatel, obsah databdze ¢i obejit bezpe€nostni prvky
aplikace.

Attack on web applications consisting in an attempt to find a security error in
the application and using this for the insertion of own code. The inserted code
usually tries to get personal data of users, content of database or to bypass the
security elements of an application.

Cyberstalking Cyberstalking

Nejruznéj$i druhy stopovani a obtéZovani s vyuZitim elektronického média
(zejm. prostfednictvim elektronické poSty a socidlnich siti), jejichz cilem je
napf. vzbudit v obéti pocit strachu. Informace o obéti pachatel ziskdva nejcastéji
z webovych stranek, fér nebo jinych hromadnych komunika¢nich ndstroji.
Casto je takovéd aktivita pouze mezistupném k trestnému &inu, ktery mbize
zahrnovat vyrazné omezovani osobnich prav obéti nebo zneuziti chovani obéti
k provedeni kradeze, podvodu, vydirdni apod.

Different kinds of stalking and harassment using electronic media (especially
using emails and social networks), the objective being for example to instill
a feeling of fear in the victim. The culprit obtains information about the victim
most often from web pages, forums, or other mass communication tools. Often
such an activity is merely an intermediate step to a criminal act which may
include a substantial limitation of human rights of the victim, or misuse the
behaviour of the victim to steal, defraud, blackmail, etc.

Casovana bomba Time bomb
Logicka bomba aktivovand v pfedem urceny cas.
Logical bomb activated at a predetermined time.

Casovy hlida¢ Watchdog timer

Elektronicky Casovac, ktery se pouziva pro zjiSténi a obnovu po pocitatovych
chybach. V pribéhu normalni ¢innosti pocita¢ pravidelné spousti ¢asovac, aby
zabranil uplynuti ¢asu do konce jeho €innosti neboli jeho "vycasovani". Jakmile
vSak z diivodt bud’to technické nebo programové chyby pocita¢ znovu nespusti
Casovac, Casovac se vypne a vydd signdl o pferusSeni. Tento signdl o preruSeni se
pouzivd pro zahdjeni ndpravy nebo ndprav. Takové typické ndpravy jsou
uvedeni pocitace do bezpecného stavu a obnova normdln{ ¢innosti systému.
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An electronic timer that is used to detect and recover from computer
malfunctions. During normal operation, the computer regularly restarts the
watchdog timer to prevent it from elapsing, or "timing out". If, due to
a hardware fault or program error, the computer fails to restart the watchdog,
the timer will elapse and generate a timeout signal. The timeout signal is used to
initiate corrective action or actions. The corrective actions typically include
placing the computer system in a safe state and restoring normal system
operation.

Cerv Worm

Autonomni program (podmnoZina Malware), schopny vytvaret své kopie, které
rozesila do dalSich pocitacovych systémi (siti), kde vyviji dalsi ¢innost, pro
kterou byl naprogramovin. Casto slouZi ke hleddni bezpe¢nostnich skulin
v systémech nebo v postovnich programech.

Autonomous programme (subset of Malware) capable of creating its copies
which it then sends out to other computer systems (networks) where these
pursue further activities they have been programmed for. Often it may serve to
detect security holes in systems or mail programmes.

Cesky kyberprostor Czech cyberspace
Kyberprostor pod jurisdikci Ceské republiky.

Cyberspace under the jurisdiction of the Czech Republic.

Clovek uprostied Man in the middle (MITM)

Typ utoku, kdy tto¢nik zachycuje, ¢te a modifikuje komunikaci mezi dvéma
komunikujicimi stranami, aniZ by to tyto strany v&dély.

Type of attack whereby the attacker intercepts, reads and modifies
communication between two communicating parties without their knowledge.

Databaze Database

Souhrn dat uspofddany podle pojmové struktury, v niZ jsou popsdny vlastnosti
téchto dat a vztahy mezi odpovidajicimi entitami, slouZi pro jednu nebo vice
aplikac¢nich oblasti.

Set of data arranged by a notional structure which describes properties of these
data and relations among corresponding entities, serves one or more
application areas.

Davkové viry Batch viruses

Pocitacové viry vytvafené pomoci ddvkovych souborl. Zajimavd moZnost pro
nekteré operacni systémy (napf. UNIX), ale existuji i pro MS-DOS. Nejsou
prilis roz§itené a jsou spiSe raritou.
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Computer viruses created using batch files. An interesting possibility for some
operating systems (e.g. UNIX), exist however even for MS-DOS. They are not
too widespread and are more of a rarity.
Defacement, Zkresleni webovych
stranek

Prinik do webového serveru protivnika a nahrazeni jeho internetovych stranek
obsahem, ktery vytvofil utocnik. Zkresleni neni skryti, naopak, usiluje
o medializaci a jeho psychologicka sila spocivd jednak ve vyvolani pocitu
ohroZeni a neduvéry ve vlastni informacni systémy napadené strany, jednak
v prezentaci ideologie ¢i postoju ttocnika.

Breaking into the web server of an adversary and replacing its internet pages by
the content created by the attacker. Corruption is not hidden, quite the reverse,
it aims at medialization and its psychological power rests on the one hand in
creating a feeling of threat and mistrust in own information systems of the
infected party, on the other hand in presenting the ideology or points of view of
the attacker.

Defacement

Demilitarizovana zéna (DMZ) Demilitarized zone (DMZ)

Cést sitové infrastruktury organizace, ve které jsou soustiedény sluzby
poskytované nékomu z okoli, piipadné celému internetu. Tyto vnéjsi (vefejné)
sluzby jsou obvykle nejsnazs$im cilem internetového ttoku; dspé$ny utocnik se
ale dostane pouze do DMZ, nikoliv piimo do vnitin{ sité¢ organizace.

Part of the network infrastructure of an organization which concentrates
services provided to someone in the neighbourhood, or to the whole internet.
These external (public) services are usually the easiest target of an internet
attack; a successful attacker however only gets to DMZ, not straight into the
internal network of the organization.

Detekce anomalniho chovani sité Network behavior anomaly

(NBAD) detection (NBAD)

Reseni pro pomoc pii obrané proti ttokéim zero-day. NBAD je integralni ¢asti
analyzy chovani sité, kterd poskytuje bezpecnost kromé bezpe€nosti jiz
posytované tradi¢nimi aplikacemi proti hrozbam, jako jsou firewall, antivirovy
software a software pro zjiStovani spyware.

A solution for helping protection against zero-day attacks on the network.
NBAD is the continuous monitoring of a network for unusual events or trends.
NBAD is an integral part of network behavior analysis, which offers security in
addition to that provided by traditional anti-threat applications such as
firewalls, antivirus software and spyware-detection software.

Manipulation / modification

Detekce manipulace detection

Postup, ktery je pouZit ke zjisténi, zda data nebyla modifikovana, at’ uZ ndhodné
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nebo zameérné.

Procedure to ascertain whether data were modified, either by accident or by
design.

Dialer Dialer

Skodlivy program, ktery piipojuje poéitaé nebo chytry telefon uZivatele
k Internetu komutovanou linkou prostfednictvim velmi drahého poskytovatele
pfipojeni (obvykle dto¢nika).

Harmful programme which connects the computer or smart phone of the user to
Internet by a commuted line using a very expensive service provider (usually of
the attacker).

Digitalni podpis / Elektronicky Digital signature / electronic

podpis signature

Data pfipojena ke zpravé, kterd pifjemci zpravy umoZziuji ovéfit zdroj této
zpravy. Casto se vyuziva asymetrické kryptografie (podpis je vytvofen pomoci
soukromé casti kliCe a je ov&fovan vefejnou Casti). Obvykle jde ruku v ruce
i s ovéfenim integrity dat zpravy.

Data attached to a message which allows the receiver to verify the source of the
message. Asymmetric cryptography is often used (signature is created by the
private part of key and is verified by the public part). Goes usually hand in hand
with the verification of data of the message.

Dispecerské iizeni a sbér dat Supervisory control and data
(SCADA) acquisition (SCADA)

Pocitacovy systém pro dispecerské fizeni a sbér udaji. Mohou to byt
primyslové fidici systémy, nebo pocitacové systémy monitorovdni a fizeni
procesti. Procesy mohou byt primyslové (napf. vyroba elektrické energie,
vyroba a rafinace PHM), infrastrukturni (napf. dprava arozvod pitné vody,
odvadéni a ciSténi odpadnich vod, ropovody a plynovody, civilni systémy
protivzdu$né obrany — sirény, a velké komunikacni systémy) a zafizeni (napf.
letist€, Zelezni¢ni stanice a uzly).

Computer system for the dispatcher control and data acquisition. It could be
industrial control systems, or computer systems for monitoring and process
control. The processes could be industrial ones (e.g. electrical energy
generation, manufacture and purification of fuel), infrastructural (e.g. treatment
and distribution of drinking water, taking away and purification of sewage, oil
and gas pipes, civilian systems of antiaircraft defence — sirens, and large
communication systems), and facilities (e.g. airports, railway stations and
hubs).
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Distribuované odmitnuti sluzby Distributed denial of service (DDoS)

Distribuované odmitnuti sluZzby je technika dtoku na internetové sluZby nebo
stranky, pfi niZ dochdzi k pifehlceni poZadavky a k pddu nebo nefunkénosti
anedostupnosti  systému pro ostatni wuZivatele a to ttokem mnoha
koordinovanych tdto¢niki.

Distributed denial of service is the technique of attack by many coordinated
attackers on the internet services or pages resulting in flooding by requests or
breakdown or unfunctionality or unavailability of the system for other users.
Distributed computing environment
(DCE)

Programovy systém vyvinuty na pocdtku devadesitych let konsorciem
zahrnujicim Apollo Computer (pozdé¢ji ¢ast Hewlett-Packard), IBM, Digital
Equipment Corporation, a jinymi. DCE poskytuje rdmec a soubor ndstroji pro
vyvijen{ aplikaci klient/server.

A software system developed in the early 1990s by a consortium that included
Apollo Computer (later part of Hewlett-Packard), IBM, Digital Equipment
Corporation, and others. The DCE supplies a framework and toolkit for
developing client/server applications.

Distribuované vypocetni prostiedi

Domain name system server (DNS
server)

Distribuovany hierarchicky jmenny systém pouzivany v siti Internet. Preklada
nidzvy domén na ¢iselné IP adresy a zpét, obsahuje informace o tom, které stroje
poskytuji piisluSnou sluzbu (napf. pfijimaji elektronickou poStu ¢i zobrazuji
obsah webovych prezentaci) atd.

Distributed hierarchical name system used in the Internet network. It translates
the names of domains to numerical IP addresses and back, contains information
about which machines provide the relevant service (e.g. receive emails or show
content of web applications) etc.

DNS server / Jmenny server

Doba obnovy chodu Recovery time objective (RTO)

Casové obdobi, béhem kterého musi byt po havérii obnovena minimalni droveii
sluZeb a / nebo produktti a podplrnych systémd, aplikaci ¢i funkci.

Time period during which a minimal level of services and/or products and
support systems, applications or functions, must be recovered after a disaster.

Dohoda o trovni sluzeb (SLA) Service level agreement (SLA)
Dokumentovand dohoda mezi poskytovatelem sluzeb a zdkaznikem, kterd
urcuje sluzby a jejich parametry.

Documented agreement between the service provider and the customer which
defines services and their parameters.
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Dokument Document

Informace v ¢itelné podob€. Dokument mtiZze byt v papirové nebo elektronické
formé napf. specifikace politik, dohoda o drovni sluzeb, zdznam incidentu nebo
schéma uspotadani pocitacového silu. Vice také Zdaznam.

Information in a readable form. Document may be in a paper form or an
electronic form as for example specification of policies, service level agreement,
incident record or diagram of the computer room arrangement. See also
Record.

Doména nejvyssi trovné Top level domain (TLD)

Jednd se o internetovou doménu na nejvyssi drovni stromu internetovych
domén. V doménovém jméné je doména nejvySsi drovné uvedena na konci
(napf. u nic.cz je doménou nejvyssiho fadu cz). Domény nejvyssiho fadu jsou
pevné stanoveny internetovou standardiza¢ni organizaci JANA: a) Narodni TLD
(country-code TLD, ccTLD) sdruzujici domény jednoho stitu. Jejich nédzev je
dvoupismenny, aZ na vyjimky odpovidajici kodu zemé& podle ISO 3166-1, napft.
cz pro Ceskou republiku; b) Generické TLD (generic TLD, gTLD) spoleénd pro
dany typ subjektt (napf. aero, biz, com, info, museum, org,...), nespojené
sjednim konkrétnim stitem (aZ na vyjimku TLD mil a gov, které jsou
z historickych divodt vyhrazeny pro vojenské, resp. vladni pocitaCové sité
v USA); c) Infrastrukturni TLD vyuZivané pro vnitini mechanismy Internetu.
V soucasné dobé existuje jedind takova TLD: arpa, pouzivand systémem DNS.
This is the internet domain at the highest level in the tree of internet domains. In
the domain name, top level domain is given at the end (e.g. in nic.cz, cz is the
top level domain). Top level domains are fixed by the internet standards
organization IANA: a) National TLD (country-code TLD, ccTLD) unites
domains in one country. Their name has two letters, with exceptions
corresponding to country code per ISO 3166-1, e.g. cz for the Czech Republic;
b) Generic TLD (generic TLD, gTLD) is common for a given type of subjects
(e.g. aero, biz, com, info, museum, org,...) not tied to one concrete country (with
exceptions TLD mil and gov which out of historical reasons are assigned for
military and government computer networks in the U.S.A.); c) Infrastructure
TLD used for the internal mechanisms of the internet. At present there is just
one such TLD: arpa, used by the DNS system.

Doménové jméno Domain name

Nazev, ktery identifikuje pocitag, zatizeni nebo sluzbu v siti (v€etné internetu).
Pfiklad doménového jména: www.afcea.cz.

Name to identify a computer, equipment or service in the network (including the
internet). Example of a domain name: www.afcea.cz.
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Doménové piratstvi Cybersquatting

Registrace doménového jména souvisejictho se jménem nebo obchodni
zndmkou jiné spole¢nosti za ucelem ndsledného nabizeni domény této
spolecnosti za vysokou finan¢ni ¢4stku.

Registration of the domain name related to the name or trade mark of another
company, with the purpose of subsequent offering the domain to this company at
a high financial amount.

Dopad Impact

(1) Nepfizniva zména dosazeného stupné cilii. (2) Nasledky uréitého ¢inu
nebo udalosti.

(1) Adverse change in the attained degree of objectives. (2) Consequenses of
a certain act or event.

Dost dobré soukromi Pretty good privacy (PGP)
Mechanismus/program umoziiujici Sifrovani a podepisovani dat. Nejtypictéji se
pouziva pro Sifrovani obsahu zprdv (e-maild) a pro vybaveni téchto zprav
elektronickym (digitdlnim) podpisem.

Mechanism/programme enabling encryption and signature of data. Most

typically it is used for encrypting the content of messages (emails) and for
providing these messages with an electronic signature.

Dostupnost Availability
Vlastnost pfistupnosti a pouZitelnosti na Zddost autorizované entity.
Property of availabilty and usability at the request of an authorized entity.

Dotaz Request

Zadost o informace, obecné jako formalni Zadost zaslani databazi nebo do
vyhleddvace nebo signidl z jednoho pocitate do druhého, nebo na server
s zadosti o konkrétni informaci nebo tdaj.

Request for information, in general as a formal request sent to a database or to
a browser, or a signal from one computer to another, or to a server with the
request for concrete information or data item.

Divérnost Confidentiality

Vlastnost, Ze informace neni dostupnd nebo neni odhalena neautorizovanym
jednotlivem, entitdim nebo procestim.

Characteristic that information is not available or is not disclosed to
unauthorized individuals, entities or processes.
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Divéryhodny pocitacovy systém Trusted computer system

Systém zpracovani dat, ktery poskytuje dostate¢nou pocitaovou bezpecnost na
to, aby umoznil soub&ézny piistup k datiim uZivatelim s odliSnymi piistupovymi
pravy a kdatim sodliSnou bezpecnostni klasifikaci a bezpecnostnimi
kategoriemi.

Data processing system having sufficient computer security to allow for
a concurrent access to data to users with different access rights and to data with
different security classification and security categories.

Efektivnost, acinnost Effectiveness

Rozsah, ve kterém jsou pldnované Cinnosti realizovany a planované vysledky
dosaZeny.
Scope in which planned activities are implemented and planned results are
achieved.

Elektronicka obrana Electronic defence

Pouziti elektromagnetické energie k poskytnuti ochrany a k zajiSténi uZite¢ného
vyuziti elektromagnetického spektra (zahrnuje ochranu sil, prostort apod.).

Use of electromagnetic energy to provide protection and to secure useful
utilization of the electromagnetic spectrum (includes protection of forces,
spaces, etc.).

Elektronicka posta Electronic mail (E-mail)

Textovd, hlasovd, zvukovd nebo obrazovd zprdva posland prostfednictvim
vefejné sité elektronickych komunikaci, kterd miZe byt uloZena v siti nebo
v koncovém zatizeni uZivatele, dokud ji uZivatel nevyzvedne.

Text, voice or picture message sent using public network of electronic
communications which can be stored in the network or enduser terminal until
collected by the user.

Elektronické prostiedky Electronic means

Zejména sit’ elektronickych komunikaci, elektronickd komunikaéni zafizeni,
koncova zatfizeni, automatické volaci a komunikaéni systémy, telekomunikacni
a elektronicka posta.

Primarily a network of electronic communications, electronic communication
equipment, terminals, automatic call and communication  systems,
telecommunication and electronic mail.

Elektronicky boj Electronic warfare

Vojenskd ¢innost, kterd vyuZiva elektromagnetické energii na podporu tto¢nych
a obrannych akci k dosazeni dto¢né a obranné pievahy. Je to vedeni boje
v prostiedi pouZivajicim elektromagnetické zafeni. Je samostatnou disciplinou,
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ale jako jeden z prvki ptisobi na podporu kybernetické obrany v ramci NNEC.

Military activity using electromagnetic energy in support of offensive and
defensive actions in order to achieve offensive and defensive supremacy. This
means engaging in fighting in the environment using electromagnetic radiation.
It is a separate discipline but as one of the elements it supporst cyber security
within NNEC.

Elektronicky podpis Electronic signature
Vice Digitdlni podpis.
See Digital signature.

Elektronicky utok Electronic attack

Pouziti elektromagnetické energie pro ucely utoku. Zahrnuje zbrané se
smérovanou energif, vysoce vykonné mikrovinné a elektromagnetické pulsy
a RF zatizeni.
Use of electromagnetic energy for the purposes of an attack. Includes weapons
with directed energy, high-power microwave and electromagnetic pulses and
RF equipment.

Emulace Emulation

Pouziti systému zpracovani dat k napodobeni jiného systému zpracovéni dat;
napodobujici systém pfijima stejnd data, provadi stejné programy a vykazuje
stejné vysledky jako napodobovany systém.

Use of a data processing system to emulate another data processing system;
emulating system receives the same data, runs the same programmes and
exhibits the same results as the emulated system.

Evropska kriticka infrastruktura European critical infrastructure

Kritickd infrastruktura na tzemi Ceské republiky, jejiz naruseni by mélo
zavazny dopad i na dalsi{ ¢lensky stat Evropské unie.

Critical infrastructure in the territory of the Czech Republic whose infringement
would result in a serious impact also on another member of the European
union.

Extranet Extranet

[

Obdoba intranetu, ov§em zpiistupnénd v SirSim méfitku, neZ jen pro vnitini
potfeby organizace, stile vSak ne zcela vefejné¢ — napiiklad obchodnim
partnertim ¢i zahrani¢nim pobockam.

Analogy of the intranet, available however on a larger scale than for internal
needs only but fully public — for example, for business partners or foreign
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branches.

Failover Failover

Automatické pfepnuti na zdloZni systém ¢&i proces v okamZziku selhdni
pfedchoziho pro dosaZeni velmi kritké doby vypadku a zvySeni spolehlivosti.
Automatic switch to a backup system or process at the instant of failure of the
previous one in order to achieve a very short time of outage and increase in
reliability.

File transfer protocol (FTP) File transfer protocol (FTP)

Internetovy standard (RFC 959) pro pienos soubort mezi klientem a serverem.

An Internet standard (RFC 959) for transferring files between a client and
a server.

Firewall Firewall

Uceleny soubor bezpe€nostnich opatfeni, kterd maji zabranit neopravnénému
elektronickému piistupu k pocitaci, ¢i konkrétnim sluzbadm v siti. Také systém
zafizeni nebo soubor zafizeni, ktery lze nakonfigurovat tak, aby povoloval,
zakazoval, Sifroval, deSifroval nebo vystupoval v roli prostfednika (proxy) pro
vSechny pocitacové komunikace mezi riznymi bezpecnostnimi doménami
zaloZeny na souboru pravidel a dalSich kritérii. Firewall mize byt realizovadn
jako hardware nebo software, nebo jako kombinace obou.

Comprehensive system of security measures which should prevent unauthorized
electronic access to a computer or concrete services in the network. Also,
a system of devices or set of devices, which could be configured in such a way
as to allow, forbid, encrypt, decrypt or act as a mediator (proxy) for all
computer communications among various security domains, based on a set of
rules and other criteria. Firewall can be implemented as hardware or software,
or a combination of both.

Firmware Firmware
Program ovladajici hardware.

Programme controlling hardware.

Forum for incident response and
security teams (FIRST)

Celosvétoveé pulsobici asociace, kterd spojuje pfiblizné 200 pracovist typu
CSIRT / CERT.

Worldwide organization uniting about 200 workplaces of the CSIRT/CERT

type.

FIRST
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Forensni analyza / vySetfovani Forensic analysis / investigation

VySetfovaci postup nad digitdlnimi daty pouzivany k ziskdvani dikaza
o aktivitich uZivateld (itoénikd) v oblasti informacnich a komunikaénich
technologif.

Analysis used on digital data to obtain proofs about the activities of users
(attackers) in the area of information and communication technologies.

Freeware Freeware

Je proprietirni software, ktery je obvykle distribuovdn bezplatné
(¢i za symbolickou odménu). N&kdy hovoiime o typu softwarové licence.
Podminky bezplatného pouZivani a §ifeni jsou definovdny v licen¢ni smlouvé.
Autor si u freewaru zpravidla ponechdva autorskd prava.

Proprietary software usually distributed free (or for a symbolic reward). We
speak sometimes about a kind of software licence. Conditions for the free use
and distribution are defined in the licence agreement. The author of the

freeware usually retains the copyright.

Fyzické aktivum Physical asset
Aktivum majici materidlni charakter.
Asset having a material character.

Fyzické Fizeni pristupu Physical access control

Pouziti fyzickych mechanizmi k zajiSténi fizeni pfistupu (napf. umisténi
pocitace v uzamcené mistnosti). Vice Access Control.

Use of physical mechanisms to enable control of access (e.g. placing the
computer in a locked room). See Access Control.

Generické TLD Generic TLD
Vice TLD.

See TLD.

GNU/ GPL GNU/GPL

VSeobecnd vetejnd licence GNU - licence pro svobodny software vyZadujici,
aby byla odvozena dila dostupnd pod stejnou licenci.

General public licence GNU - licence for free software requesting that related
creations be available under the same licence.
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GPG GNU privacy guard (GPG)
Bezplatna verze PGP. Vice PGP.
Free version of PGP. See PGP.

Grey hat Grey hat

Osoba, kterd podle své Cinnosti je néco mezi hackerem White hat a Black hat,
protoze zneuzivd bezpecnostni slabinu systémti nebo produktu k tomu, aby
vefejné upozornila na jejich zranitelnost. AvsSak zvefejnéni takovychto citlivych
informaci mtze byt pfileZitosti k pachan{ trestné ¢innosti osobam typu Black
hat.

An individual who according to the activity stands between White hat and
Black hat hackers, since the individual abuses security weakness of systems or
a product in order to publicly draw attention to their vulnerability. However,
publicizing these sensitive information may be an opportunity to persons of the
Black hat character to commit criminal acts.

Hack / Hacking Hack / Hacking

Casto se pouzivd ve smyslu hesla Crack. Druhé obvyklé pouZiti je ve smyslu
podafeného, neobvyklého, ndpaditého, ¢i rychlého vyfeSeni programatorského
¢i administratorského problému.

Often used in the sense under the entry Crack. The second usual use is in the
sense of a fitting, unusual, witty, or fast solution of a programming or
administrative issue.

Hacker Hacker

Osoba: (1) kterd se zabyvastudiem a prozkoumdvanim detaild
programovatelnych systémt nejcastéji pro intelektudlni zvidavost a tuto
schopnost si neustdle zdokonaluje (White hat), (2) kterou bavi programovan{
a kterd dobfe arychle programuje, (3) kterd je expertem pro urcity operacni
systém nebo program, napi. UNIX. Pojem Hacker se ¢asto nespravné pouziva
pro osoby, které zneuZivaji svych znalosti pfi pronikdni do informaéniho
systému a tak porusuji zdkon. Vice Cracker.

Person: (1) who engages in the study and analysis of details of programmable
systems most often for an intellectual inquisitiveness and keeps on improving
this ability (White hat); (2) who enjoys programming and who programs well
and fast; (3) who is an expert for a certain operating system or a programme,
e.g. UNIX. The idea of Hacker is often improperly used for persons who abuse
their knowledge during breaking into an information system and thus break the
law. See Cracker.
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Hackers for hire (H4H) Hackers for hire (H4H)

Akronym pro hackery, ktefi nabizeji své sluzby jinym krimindlnim,
teroristickym nebo extremistickym skupindm (najmuti hackefi).

Acronym for hackers who offer their services to other criminal, terrorist or
extremist groups (hired hackers).

Hactivism Hactivism

Pouziti hackerskych dovednosti a technik k dosaZeni politickych cilti a podpote
politické ideologie.

Use of hacker skills and techniques to achieve political objectives and to
support political ideology.

Havarijni plan Contingency plan

Plan pro zdloZni postupy, odezvu na nepiedvidanou udalost a obnovu po havdrii.

Plan for backup procedures, response to an unforeseen event and recovery after
a contingency.

Havarijni postup Contingency procedure

Postup, ktery je alternativou k normdlnimu postupu zpracovani pro piipad, Ze
nastane neobvykl4, ale predpoklddand situace.

Procedure which is an alternative to the normal procedure in case of an
occurrence of an unusual but assumed situation.

Heslo Password

Znakovy fetézec pouZivany jako soucdst autentizacni informace. Obecny
prostiedek k autentizaci uZivatele pro pfihldSeni k pocitaci, k piistupu
k soubortim, programtim a sluzbam.

Character string used as part of the authentication information. General
instrument to authenticate a user signing up to a computer, accessing files,
programmes and services.

Hodnoceni rizik Risk evaluation

Proces porovnani vysledkt analyzy rizik s kritérii rizik k urceni, zda je mira
rizika pfijatelna (akceptovatelnd).

Process to compare the results of risk analyses with risk criteria to find out if
the risk level is acceptable.

Hodnoceni zranitelnosti Vulnerability assessment

Proces identifikace, kvantifikace a prioritizace (nebo hodnoceni) zranitelnosti
systému.

Process of identifying, quantifying, and prioritizing (or ranking) the
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vulnerabilities in a system.

Hodnoceni zranitelnosti a Fizeni Vulnerability assessment and
zranitelnosti (VA/VM) vulnerability management (VA/VM)
Viz hodnoceni zranitelnosti a fizeni zranitelnosti.

See Vulnerability assessment and Vulnerability management.

Hodnota aktiv Assets value

Objektivni vyjadfeni obecné vnimané hodnoty nebo subjektivni ocenéni
dalezitosti (kritiCnosti) aktiva, popf. kombinace obou piistup.

Objective expression of a generally perceived value or a subjective evaluation
of the importance (criticality) of an asset, or a combination of both approaches.

Honeypot Honeypot

Slouzi jako ndvnada ldkajici ttocnika (malware), pfiCemZ po zachyceni
potencidlné nebezpecného software dochdzi k jeho automatizované analyze.
Serves as a bait luring the attacker (malware) and after trapping a potentionally
dangerous software there is an automatic analysis.

Horka linka Help desk

On-line (zpravidla telefonickd) sluzba, kterou nabizi automatizovany informacni
systém a prostfednictvim které mohou uZivatelé ziskat pomoc v oblasti pouZiti
spole¢nych €i specializovanych sluZeb systému.

Online (as a rule, telephone) service offered by an automated information
system and through which users can get help for using shared or specialized
services of the system.

Hromadné rozesilani nevyzadané
posty

Hromadné rozesilani nevyzadanych zprdv elektronickymi prostfedky —
nejcastéji elektronickou postou.

Mass distribution of unsolicited messages by electronic means — most often by
electronic mail.

Hrozba Threat

Mowe

Potencidln{ pfiCina nechténého incidentu, jehoZ vysledkem muiZe byt poskozen{
systému nebo organizace.

Potential cause of an unwanted incident which may result in damage to a system
or organization.

Spamming
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Hypertext transfer protocol (HTTP) Hypertext transfer protocol (HTTP)

Aplikacni protokol pro distribuované, kolaborativni, multimedidlni informaéni
systémy. HTTP je zdkladem datovych pienost pro celosvétovou sit WWW.

An application protocol for distributed, collaborative, hypermedia information
systems. HTTP is the foundation of data communication for the World Wide
Web.

Hypertext transfer protocol secure Hypertext transfer protocol secure
(HTTPS) (HTTPS)

Siroce pouzivany komunikaéni protokol pro bezpenou komunikaci pies
pocitatovou sit’, zvlast Siroce pouzivan na Internetu. Technicky se nejednd
o protokol jako takovy, spiSe je vysledkem prostého vrstveni protokolu HTTP
na protokol SSL/TLS a tak doddvd standardni komunikaci HTTP jesté
bezpecnostni moZnosti.

A widely used communications protocol for secure communication over
a computer network, with especially wide deployment on the Internet.
Technically, it is not a protocol in and of itself; rather, it is the result of simply
layering the Hypertext Transfer Protocol (HTTP) on top of the SSL/TLS
protocol, thus adding the security capabilities of SSL/TLS to standard HTTP
communications.
Charakteristika viru (signatura
viru)

Jedine¢ny bitovy fetézec, ktery dostatecnym zplUsobem virus identifikuje,
a ktery muze byt vyuzit skenovacim programem pro detekci pfitomnosti viru.
Unique bit string which sufficiently identifies the virus and which can be used by
a scanning programme to detect virus presence.

Chat Chat

Virus signature

Zpusob piimé (on-line) komunikace vice osob prostiednictvim Internetu.
Way of direct (online) communication of several persons using the Internet.

Chyba Bug

V ICT oznaeni pro programdtorskou chybu, kterd v software zplsobuje
bezpeénostni problém. Utoénik vyuZivd takovou zranitelnost pro ovlddnutf
pocitace, znefunkénéni nebo chybné chovani bézici sluzby, modifikaci dat apod.
Term in ICT to denote a programming error which causes a security problem in
software. The attacker utilizes such a vulnerability to control the computer,
make a running service dysfunctional or running improperly, to modify data and

similar.
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Chybny piistup Failure access

Neautorizovany a obvykle neimyslny pfistup k datim v systému zpracovani
dat, ktery je vysledkem selhani hardware nebo software.

Unauthorized and usually unintentional access to data in a data processing
system which is the result of hardware or software failure.

ICMP zaplava ICMP flood

Utok vyuzivajici protokol ICMP. Nejéastéji se vyuZivaji pakety ICMP echo
(Ping), které slouzi ke zjiStovani, zda je vzdalené (cilové) zafizeni dostupné.
Zaslanim velkého poctu téchto ICMP zprav (nebo velkych ICMP echo paketil)
muZe byt docileno zahlceni vzdaleného systému a jeho zpomaleni nebo tplnou
nedostupnost. Jednd se o velmi lehce proveditelny utok typu DDoS.

An attack using the ICMP protocol. Most often used are ICMP echo (Ping)
packets which serve to establish if the remote (target) equipment is available.
Sending out a large number of these ICMP messages (or large ICMP echo
packets) may result in clogging the remote system and its slowdown or total
unavailability. This is a simply executed attack of the DDoS type.

Identifikace Identification

Akt nebo proces, béhem kterého entita predlozi systému néjaky identifikétor, na
jehoz zaklad¢ systém miZe rozeznat entitu a odliSit ji od jinych entit.

Act or process during which an entity submits an identifier to the system and on
its basis the system can recognize the entity and differentiate it from other
entities.

Identifikace / ID uZivatele User identification

Znakovy fetézec nebo vzorec pouZivany systémem zpracovani dat k identifikaci
uZivatele.

Character string or a formula used by a data processing system for user
identification.

Identifikace rizik Risk identification
Proces hledani, rozpozndvani a popisovani rizik.

Process of looking for, recognizing, and describing risks.
Identifika¢ni pFredmét Identity token
Predmét pouzivany pro zjiSténi a ovéfeni (autentizaci) identity.

Token used to find out and verify (authenticate) the identity.
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Identifikator Identifier

Informace o identité, kterd v dané doméné jednozna¢né rozliSuje mezi entitami.

Identity information that unambiguously distinguishes one entity from another
one in a given domain.

Identita Identity

Sada vlastnosti, které jednoznacné urcuji konkrétn{ objekt — véc, osobu, udalost.

Set of attributes which uniquely define a definite object — a thing, person, and
event.

Incident Incident

V prostiedi ICT je incidentem mySlena udélost, kterd je obvykle spojena
s vypadkem sité, sluzby nebo se zhorSenim jejich kvality.

Incident in the ICT environment assumed to be an event which is usually related
to the outage of a network, service, or to a deterioration of its quality.

Informace Information

Kazdy znakovy projev, ktery md smysl pro komunikdtora i piijemce.

Any sign expression which makes sense for the communicator and receiver.
Informace o autentizaci Authentication information
Informace pouzita k ustaveni validity prohlasované identity dané entity.
Information used to establish validity of proclaimed identity of a given entity.

Informace Fizeni pristupu Access control information (ACI)

Jakdkoliv informace pouzitd pro ucely fizeni piistupu, vcetné¢ kontextovych
informaci.

Any information used for the purpose of access control including context
information.

Informacni (kyberneticka)
spolecnost

Spole¢nost schopnd vyuZivat a vyuZivajici informacni a komunikacni
technologie. Zakladem je neustdld vyména znalosti a informac{ a prace s nimi za
predpokladu schopnosti jim rozumét. Tato spolecnost poklada vytvareni, Sifeni
a manipulaci s informacemi za nejvyznamnéj$i ekonomické a kulturnf aktivity.
Society capable of utilizing, and indeed utilizing, information and
communication technologies. The basis is an incessant exchange of knowledge

Information (cyber) society
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and information and handling them under the assumption of understanding
these. This society considers creation, distribution and manipulation of
information as the most significant economic and cultural activity.

Informaéni a komunikaéni Information and communication
technologie technology (ICT)

Informaéni a komunikacni technologii se rozumi veSkerd technika, kterd se
zabyvd zpracovanim a pfenosem informaci, tj. zejména vypocetni
a komunika¢nfi technika a jeji programové vybaveni.

Under information and communication technology we understand all
technology dealing with processing and transfer of information, in particular
computing and communication technology and software.

Informacéni aktivum Information asset
Znalosti a data, kterd maji pro organizaci hodnotu (vyznam).
Knowledge and data of value (importance) to an organization.

Informacéni kriminalita Info-crime

Trestnd ¢innost, pro kterou je urcujici vztah k software, k datim, respektive
uloZzenym informacim, respektive veSkeré aktivity, které vedou
k neautorizovanému ¢teni, naklddani, vymazani, zneuZzit{, zméné nebo jiné
interpretaci dat.

Criminal activity with a determined relation to software, data, more precisely to
stored information, more precisely all activities resulting in unauthorized
reading, handling, erasing, abusing, changing or other data interpreting.

Informacni operace (10) Information operation (10)

Pldnovand, cilevédomd a koordinovand c¢innost provddénd na podporu
politickych a vojenskych cili operace, k ovlivnéni rozhodovaciho procesu
moZného protivnika a jeho spojencii ptisobenim na jeho informace, informaéni
procesy a komunika¢ni infrastrukturu pfi soucasném vyuZivani a ochran¢
vlastnich informaci a komunikaéni infrastruktury. IO jsou vyhradné vojenskou
aktivitou (Cinnosti), kterd ma koordinovat vojenské informacni aktivity, jejichz
cilem je ovlivnit mySleni (vali), chdpani a moZnosti protivnika nebo
potenciondlniho protivnika. VeSkeré informacni aktivity by mély byt vedeny
v souladu s cili vojenské operace, a zaroveii je podporovat.

Planned, goal-oriented and coordinated activity done in support of political and
military objectives of an operation, to influence the decision-making process of
a possible adversary and its allies by affecting its information, information
processes and communication infrastructure and at the same using information
and protection for own information and communication infrastructure. 10 is
exclusively a military activity which has to coordinate military information
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activities with the objective of influencing the thinking (will), understanding and
capabilities of the adversary or potential adversary. All information activities
should be conducted in line with the objectives of the military operation and to
support them at the same time.

Informacni systém Information system

(1) Je funkénfi celek zabezpecujici cilevédomé a systematické shromazd’ovani,
zpracovavani, uchovavani a zpfistupiiovani informaci a dat. Zahrnuje datové
ainformacni zdroje, nosiCe, technické, programové a pracovni prostiedky,
technologie a postupy, souvisejici normy a pracovniky; (2) komplex prvki,
nachdzejicich se ve vzdjemné interakci (L. von Bertallanfy, 1956).

(1) A functional aggregate enabling goal-oriented and systematic acquisition,
processing, storage and access to information and data. Includes data and
information sources, mediums, hardware, software and utilities, technologies
and procedures, related standards and employees; (2) A complex of elements
existing in mutual interaction (L. von Bertallanfy, 1956).

Information assurance Information assurance

Soubor opatieni k dosazeni pozadované urovné divéry v ochranu
komunikac¢nich, informac¢nich a jinych elektronickych i ne-elektronickych
systémt a informaci uklddanych, zpracovdvanych nebo pfendsenych v téchto
systémech s ohledem na davérnost, integritu, dostupnost, neodmitnutelnost
a autenti¢nost.

Set of measures to achieve the required level of confidence in the protection of
communication, information and other electronic as well non-electronic systems
and information stored, processed or transferred in these systems with regard to
confidentiality, integrity, availability, undeniability and authenticity.

Informatizace spolec¢nosti Informatisation of society

Proces prosazovani nové gramotnosti ve spolecnosti zaloZzené na zvladnuti
novych metod prace s pocitacem, s informacemi a informa¢nimi technologiemi.
Process of promoting new literacy in a society focused on adopting new
methods of work with computers, information and information technology.

Infoware Infoware

Aplikace pro informatickou podporu klasickych bojovych akei, respektive jako
soubor aktivit, které slouzi k ochrané, vytézeni, poskozeni, potlaceni nebo
znieni informaci nebo informacnich zdroji, s cilem dosdhnout vyznamné
vyhody v boji nebo vitézstvi nad konkrétnim protivnikem. Pojem Infoware
nelze zaménovat s terminem Infowar, tj. informac¢ni vélka.

Application for the automatic support of classical battle events, more precisely
a set of activities serving to protect, mine out, damage, supress or destroy
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information or information sources, with the objective of achieving a significant
advantage in a battle or victory over a concrete adversary. The notion of
Infoware must not be mistaken with the notion Infowar that is information war.

Infrastruktura veiejnych kli¢t Public Key Infrastructure (PKI)

V kryptografii se jednd o oznaleni infrastruktury pro spridvu a distribuci
vefejnych klict z asymetrické kryptografie. PKI diky pfenosu divéry umoziuje
pouZivat pro ovéteni elektronického podpisu cizi vefejné klie, aniZ by bylo
nutné kazdy z nich individudlné provétrovat. Pfenos duvéry lze realizovat bud’
pomoci certifika¢nf autority (X.509), nebo pomoci divérnych siti (napt. PGP).
This in cryptography denotes infrastructure for the management and
distribution of public keys from asymmetric cryptography. PKI, thanks to
transfer of confidence, enables the use of unfamiliar public keys for the
verification of electronic signature without having to verify each individually.
The transfer of confidence can be implemented either by means of the
certification authority (X.509) or by trusted network (e.g. PGP).

Insider Insider

Nebezpecny uZivatel (zaméstnanec, stdZista), ktery zneuZivd svého legélniho
piistupu do komunika¢niho a informaéniho systému organizace zejména
k neopravnénému odcizovani citlivych dat a informaci.

Dangerous user (employee, intern) who abuses a legal access to the
communication and information system of an organization, in particular in
order to perform unauthorized pilferage of sensitive data and information.

Integrita Integrity
Vlastnost ochrany piesnosti a uplnosti aktiv.
Attribute of protection for accuracy and completeness of assets.

Integrita dat Data integrity

Jistota, Ze data nebyla zménéna. Pfenesené¢ oznacuje i platnost, konzistenci
a pfesnost dat, napf. databdzi nebo systémi souborti. Byvd zajistovana
kontrolnimi soucty, haSovacimi funkcemi, samoopravnymi kédy, redundanci,
Zurndlovanim atd. V kryptografii a v zabezpeceni informaci v§eobecn¢ integrita
znamend platnost dat.

Assurance that data were not changed. In the figurative sense denotes also the
validity, consistency and accuracy of data, e.g. databases or file systems. It
tends to be implemented by checksums, hash functions, self-correcting codes,
redundancy, journalling, etc. In cryptography and information security in
general, integrity means data validity.

48



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Integrita sité Network integrity

Funkénost a provozuschopnost propojenych siti elektronickych komunikaci,
ochrana téchto siti vii¢i poruchdm zpisobenym elektromagnetickym ruSenim
nebo provoznim zatizenim.

Functionality and operational capability of interconnected networks of
electronic communications, protection of these networks against failures caused
by electromagnetic jamming or operational loading.

Integrita systému System Integrity

Kvalita systému zpracovani dat plniciho svlij provozni tcel a zabranujici pfitom
neautorizovanym uZivatelim provadét zmény zdroji nebo pouZzivat zdroje
a zabranujici autorizovanym uZivatelim provadéni nesprdvnych zmén zdroja
nebo je nespravné pouZivat. Vlastnost, Ze systém vykondvd svou zamyS$lenou
funkci nenaruSenym zptisobem, bez zamérné nebo ndhodné neautomatizované
manipulace se systémem.

Quality of a data processing system fulfilling its operational purpose and at the
same time preventing unauthorized users from making changes in resources
or from using the resources or from improper use of these. Property that
a system performs its intended function without disruption, without intentional
or accidental non-automated system manupulation.

Internet Internet

Globdlni systém propojenych pocitacovych siti, které pouZivaji standardni
internetovy protokol (TCP/IP). Internet slouzi miliarddim uZivateld po celém
svéte. Je to sit’ sitf, kterd se sklddd z milioni soukromych, vefejnych,
akademickych, obchodnich a vladnich siti, s mistnim aZ globalnim rozsahem,
které jsou propojeny Sirokou Skélu elektronickych, bezdratovych a optickych
sitovych technologii.

Global system of interconnected computer networks which use the standard
internet protocol (TCP/IP). Internet serves billions of users around the world. It
is a network of networks consisting of millions of private, public, academic,
commercial and government networks, with a local to global outreach, that are
all interconnected by a wide range of electronic, wireless and optical network
technologies.

Internet control message protocol Internet control message protocol
(ICMP) (ICMP)

Jednd se o sluzebni protokol, ktery je soucdsti IP protokolu. Jeho hlavnim
ukolem je zasilani chybovych hlaSeni ohledné dostupnosti sluZeb, pocitacti nebo
routerti. K témto uceltim se vyuZiva napiiklad ndstroj ping nebo traceroute.

This is a service protocol which is part of the IP protocol. Its main mission is to
report error messages regarding the availability of services, computers or
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routers. For these purposes, ping or tracerout instruments are used, for
example.

Internet Protocol (IP) Internet protocol (IP)

Protokol, pomocfi kterého spolu komunikuji vSechna zafizeni na Internetu. Dnes
nejcastéji pouzivand je jeho Ctvrtd revize (IPv4), postupné se vSak bude
pfechdzet na novéjsi verzi (IPv6).

Protocol by which all equipment in the Internet mutually communicate. Today,
the most used is the fourth revision (IPv4); however, step by step there will be
a transition to a newer version (IPv6).
Internetova spole¢no¢nost pro
pridélovani jmen a ¢isel na
internetu (ICANN)

Neziskova asociace odpovédnd za fizeni pfidélovani doménovych jmen a IP
adres, zachovani provozni stability internetu, podporu hospodaiské soutéze,
k dosazeni Sirokého zastoupeni globalni internetové komunity, a rozvijet vhodné
politiky a standardy, a rozvijet své posldni prostfednictvim fizeni zespoda —
nahoru, a procesech konsensu.

Non-profit organization responsible for the administration of domain names
assignment as well IP adresses, for the maintenance of operational stability of
internet, support of economic competition, achievement of broad representation
of the global internet community, and which develops its mission by a bottom-
to-top management and consensual processes.

Internet corporation for assigned
names and numbers (ICANN)

Interoperabilita Interoperability

Schopnost spolecné putisobit pfi plnéni stanovenych cilii, neboli schopnost
systém, jednotek ¢i organizaci poskytovat sluzby jinym systémtim, jednotkdm
¢i organizacim a akceptovat je od nich a pouZivat takto sdilené sluZby pro
efektivni spole¢nou ¢innost.

Capability to act jointly in fulfilling set objectives, or the capability of systems,
units or organizations to provide services to other systems, units or
organizations and accept these from them and thus use shared services for an
effective common activity.

Intranet Intranet

sec
1

HPrivatni® (interni) pocitacova sit’ vyuzivajici klasické technologie Internetu,
kterd umoziiuje zaméstnanciim organizace efektivné vzdjemné komunikovat
a sdilet informace.

Private (internal) computer network using the classical Internet technology
making it possible for employees of an organization to communicate effectively
and share information.
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IP adresa IP address

Cislo, které jednoznaéné identifikuje sitové rozhrani v poéitadové siti, kterd
pouziva IP (internetovy protokol) slouzi k rozliSeni sitovych rozhrani
pfipojenych k pocitacové siti. V soucasné dobé nejrozsitenéjsi verze IPv4
pouziva 32b ¢islo zapsané dekadicky po osmicich biti (napt. 123.234.111.222).

Number which uniquely identifies a network interface which uses IP (internet
protocol) and serves for the differentiation of interfaces connected in the
computer network. At present, the most widespread version IPv4 uses a number
of 32 bits written in decimal in groups of eight bits (e.g. 123.234.111.222).

IRC Internet relay chat (IRC)

Forma Zivé (real-time) komunikace textovych zprdv (chat) nebo synchronni
konference. Jednd se o systémy ur¢ené zejména pro skupinové komunikace v
diskusnich férech, tzv. kandly, ale také umoZiluje one-to-one (jedna-ku-jedné)
komunikace pfes soukromou zpravu, jakoZ i chat a pienos dat prostfednictvim
pifimého Klient-s-klientem (client-to-client). Dnes jiZz neni tolik pouZzivén,
nahradili jej novéjsi nastroje jako Skype, ICQ nebo Jabber.

Form of live (real-time) communication of text messages (chat) or synchronous
conferences. These are systems intended primarily for group communications in
discussion forums, so-called channels, but it enables also one-to-one
communication via a private message, as well as a chat and data transfer using
direct client-to-client. Today, it is not used so much; it has been replaced by
newer instruments such as Skype, ICQ or Jabber.

IT sit’ IT network

Systém geograficky rozptyleny tvofeny propojenymi IT systémy pro vyménu
dat, obsahujici rtzné slozky propojenych IT systémid a jejich rozhrani
s datovymi a komunika¢nimi sitémi, které je dopliluji.

Geographically distributed system formed by interconnected IT systems for
information exchange and containing different components of the
interconnected systems and their interfaces with data communication networks
which complement them.

IT systém IT system

Soubor zafizeni, metod, dat, metadat, postupti a piipadné osob, ktery je
uspofddan tak, aby plnil funkce pfi zpracovani informaci

Set of devices, methods, data, metadata, procedures and sometimes persons that
is arranged so as to fulfil some functions during information processing.

Keylogger (Keystroke logger) Keylogger (Keystroke logger)

Software, ktery snimd stisky jednotlivych kldves, byvd vSak antivirem
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povaZovan za virus, v piipadé softwaru se jednd o urcitou formu spyware, ale
existuji i hardwarové keyloggery. Casto se pouZivd pro utajeny monitoring
vSech aktivit na PC, jenZ je pro ostatni uZivatele neviditelny a chranény heslem.
Umoziiuje automatické zaznamendvani vSech stiskti kldves (psany text, hesla
apod.), navstivenych www strdnek, chatll a diskuzi pfes ICQ, MSN apod.,
spousténych aplikaci, screenshotil prace s pocitatem, prace uZivatele se soubory
a dal8i. Zaznamenand data mohou byt skryté¢ odesilana emailem.

Software reading when individual keys are pushed; may however be regarded
as a virus by an antivirus programme, in case of software it may be a certain
form of spyware but there are even hardware keyloggers. It is often used for
secret monitoring of all PC activities, is invisible for other users and protected
by a password. It enables automatic logging of all keystrokes (written text,
passwords, etc.), visits to www pages, chats and discussions over ICQ, MSN and
similar, running applications, screenshots of computer work, user file handling
and other. Logged data could be secretly sent by email.

Klepani na porty Port Knocking

Oznacuje v pocitacovych sitich metodu, jak si z nedivéryhodného pocitace
oteviit pfistup do pocitate nebo pocitatové sité¢ chranéné firewallem bez
nutnosti se na pocita¢ s firewallem pfihlésit a jako administrator jeho nastaveni
zménit. Tento zptisob umoZnuje mit firewall vic¢i nedivéryhodnym pocitactim
zdanlivé tpln€ uzavieny a pfesto mit moZnost pomoci specidlni utajené
sekvence paketl jeho nastaveni zménit. Metoda umoziiuje vyhnout se zneuZit{
bezpecnostnich chyb v programech obsluhujicich trvale oteviené porty.

Denotes a method in computer networks how to gain access from an untrusted
computer into a computer or computer network protected by a firewall, without
the need to sign on with the computer protected by a firewall and change the
setting like an administrator. This way creates a semblance that the firewall is
closed to untrusted computers and yet gives a chance of changing the setting by
a special secret sequence. The method bypasses abuse of security errors in
programmes serving permanently open ports.

Kdd autentizace zpravy Message authentication code

Bitovy fetézec, ktery je funkci dat (v zaSifrovaném nebo nezaSifrovaném tvaru)
a tajného kliCe a je pfipojen k datiim, aby umoznil autentizaci dat.

Bit string which is a function of data (in an encrypted or plain form) and the
secret key, and is attached to data in order to authenticate them.
Kompromitace Compromising

Naruseni informacni bezpecnosti, které muze mit za nasledek modifikaci
programtl nebo dat, jejich zniCeni, nebo jejich dostupnost pro neautorizované
entity.
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Compromise of information security which may result in programme or data
modification, their destruction, or their availabilty to unauthorized entities.

Komunikace rizika Risk communication

Vymeéna nebo sdileni informaci o riziku mezi tim, kdo rozhoduje a ostatnimi
zucastnénymi stranami.

Exchange or sharing of information between the decision-maker and other
participating parties.

Komunikaéni systém Communication system

Systém, ktery zajiStuje pfenos informaci mezi koncovymi ucastniky. Zahrnuje
koncové komunikacni zafizeni, pfenosové prostiedi, spravu systému, persondlni
obsluhu aprovozni podminky a postupy. Muze zahrnovat i prostredky
kryptografické ochrany.

System which provides for the transfer of information among end users. It
includes end communication devices, transfer environment, system
administration, handling by personnel and operational conditions and
procedures. It may also include means of cryptographic protection.
Configuration management
database (CMDB)

Uloziité dat pouzivané pro zdznam atributii konfiguratnich poloZek a vztahti
mezi konfiguraénimi poloZkami po celou dobu jejich Zivotniho cyklu.

Data warehouse used for records of configuration items' attributes and
relations among configuration items during their whole life cycle.

Konfiguraéni databaze

Konfigura¢ni polozka Configuration item (CI)
Prvek, ktery mus{ byt fizen za icelem doddvani sluZby nebo sluZeb.
Element which must be controlled in order to deliver a service or services.

Kontaminace Contamination

Vlozeni dat s urcitou bezpecnostni klasifikaci nebo bezpecnostni kategorii do
nespravné bezpecnostni kategorie.

Input of data with a certain security classification or security category into
a wrong security category.

Kontinuita ¢innosti organizace Business continuity
Procesy a/nebo postupy k zajisténi nepietrzitého chodu organizace.

Processes and/or procedures to ensure continuous operation of an organization.
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Kontinuita sluzeb Service continuity

Schopnost fidit rizika a uddlosti, které by mohly mit vdzny dopad nasluzby
s cilem nepftetrzité dodavat sluzby na dohodnutych drovnich.

Capability to manage risks and events which could seriously impact services,
with the objective of providing continuous services at the agreed levels.
Kriminalita, souvisejici s
pokrodilymi technologiemi
Trestnd ¢innost, zaméfend na vyspé€lou techniku jako cil, prostfedi nebo néstroj
pachatele trestného ¢inu (zpravidla se jednd zdroven aktivitu, oznacitelnou za
,pocitacovou* ¢i ,,informacni* kriminalitu). Ve své podstaté pritom miZe jit ve
vSech vySe zminénych variantich o velmi rdznorodou smésici Cinu, kdy
konkrétni technologie muze byt jak pfedmétem zdjmu, objektem (prostfedim)
nebo ndstrojem pro jejich uskutecnéni. To v kone¢ném disledku muze vést
k pfistupu, kdy je zminénd mnoZzina aktivit chapdna: (1) znacné Siroce (,,jakdkoli
trestnd ¢i jinak zdvadova Cinnost s prvky vypocetni techniky®), véetné piipadu,
kdy je napi. pocitacova sestava pouzita pii padélani penéz nebo cennych listin;
(2) znaén€ tzce tedy vyhradné jako d&iny, spdchané proti informacnim
technologiim, které nemohou byt spachany Zadnym jinym zplGsobem ani proti
jinému cili.

Criminal activity focused on advanced technology as the objective, means or
instrument of the criminal act perpetrator (often it is also the activity which
could be labelled as "computer” or "information" criminality). In essence, in all
of these versions it may be a very diverse mixture of activities when concrete
technology may be the item of interest, the object (environment), or the
instrument for the act. This can, as the final consequence, lead to the approach
when the above-mentioned set of principles is considered: (1) rather broadly
("any criminal or otherwise harmful activity with the elements of computing
technology"), including the case when, for example, a computer system is used
for money or stock counterfeiting; (2) rather narrowly that is as acts committed
against information technologies, which cannot be committed by any other
means nor against any other target.

High-tech crime

Kritéria rizika Risk criteria
Referencni hodnoty parametrli, podle kterych se hodnoti zavaznost rizika.
Reference values of parameters which are used to assess risk severity.

Kriticka informa¢ni infrastruktura Critical information infrastructure

Zakonem jasn¢ vymezeny komplex informacnich systémd, jejichZ nefunk¢nost
by méla zdvazny dopad na bezpecnost stitu, ekonomiku, vefejnou spravu
a zabezpeceni zdkladnich Zivotnich potieb obyvatelstva.
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Complex of information systems clearly defined by law, whose unfunctionality
would result in a serious impact on state security, economy, public
administration and provision of the basic daily needs of population.

Kriticka infrastruktura Critical infrastructure

Systémy a sluzby, jejichz nefunkénost nebo Spatnd funkeénost by méla zdvazny
dopad na bezpecnost stitu, jeho ekonomiku, vefejnou spravu a v dusledku na
zabezpecen{ zdkladnich Zivotnich potieb obyvatelstva.

Systems and services whose unfunctionality or wrong functionality would result
in a serious impact on state security, its economy, public administration and in
the end on provision of the basic daily needs of population.

Kriticka komunikaéni Critical communication
infrastruktura (statu) infrastructure

V pfipadé statu: zdkonem jasné vymezeny komplex sluZzeb nebo siti
elektronickych komunikaci, jejichZz nefunkénost by méla zdvazny dopad na
bezpecnost stdtu, ekonomiku, vefejnou sprdvu a zabezpeceni zdkladnich
Zivotnich potieb obyvatelstva.

In case of the state: complex of services or networks of electronic
communications, clearly defined by law, whose unfunctionality would result in a
serious impact on state security, public administration and provision of the
basic daily needs of the population.

Krize Crisis

Situace, ve které je vyznamnym zptisobem naruSena rovnovaha mezi zdkladnimi
charakteristikami systému na jedné stran€ a postojem okolniho prostfedi na
stran€ druhé.

Situation where the equilibrium among the basic components of the system on
the one hand, and approach of the environment on the other hand, is disrupted
in a serious way.

Krizova piipravenost Crisis preparedness

Ptiprava opatieni k feSeni vlastnich krizovych situaci a k podilu na feSeni
krizovych situaci ve svém okoli.

Preparation of measures to solve own crisis cituations and partially participate
in solving crisis situations in the neighbourhood.

Krizova situace Crisis / Emergency situation

Mimotddnd uddlost podle zdkona o integrovaném zichranném systému,
naruseni kritické infrastruktury nebo jiné nebezpeci, pii nichZ je vyhlasen stav
nebezpeci, nouzovy stav nebo stav ohroZeni stitu (dédle jen ,.krizovy stav®).
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Emergency situation as per the law on integrated emergency system,
compromise of the critical infrastructure, or any other danger when a state of
hazard, state of emergency, or threat to the state is announced (henceforth only
"emergency situation”).

Krizové opatieni Crisis measure

Organizacni nebo technické opatfeni uréené k feSeni krizové situace
a odstranéni jejich ndsledkd, vcetné opatieni, jimiZ se zasahuje do prav
a povinnosti osob.

Organizational or technical measure to solve a crisis situation and remedy its
consequences, including measures interfering with the rights and obligations of
people.

Krizové planovani Crisis planning

Aktivita pfisluSnych organti krizového fizeni zaméfend na minimalizaci
(prevenci) moZnosti vzniku krizovych situaci. Hledani nejvhodnéjsich zpiisob
protikrizové intervence, optimalizaci metod a forem zvldddni téchto
nezadoucich jevl (j. redukci dopadd krizovych situaci) a stanoven{
nejraciondlnéjSich a ekonomicky nejvyhodnéjSich cest obnovy postiZenych
systému a jejich navratu do nového bézného stavu.

Activity of the relevant bodies of crisis management aimed at minimizing
(prevention of) the origin of crisis situations. Searching for the most suitable
ways of anti-crisis intervention, optimization of methods and forms to handle
these unwanted phenomena (that is, reduction of the impacts of crisis situations)
and establishing the most rational and economical ways of recovery for the
affected systems and their return into the normal daily state.

s N2 z

Krizové iizeni Crisis management

Souhrn fidicich cinnosti orgdnti krizového fizeni zaméfenych na analyzu
a vyhodnoceni bezpec¢nostnich rizik a pldnovani, organizovéni, realizaci
a kontrolu ¢innosti provddénych v souvislosti s pfipravou na krizové situace
a jejich feSenim, nebo ochranou kritické infrastruktury.

Collection of management activities of the bodies of crisis management aimed at
the analysis and evaluation of security risks and planning, organization,
implementation and verification of activities conducted in connection with
Preparation for crisis situations and their solution or protection of critical
infrastructure.

Krizovy plan Crisis plan

Souhrnny pldnovaci dokument, ktery zpracovavaji zdkonem stanované subjekty,
a ktery obsahuje souhrn opatieni a postuptl k feseni krizovych situaci.

Aggregate planning document elaborated by entities set forth by law and which
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contains a set of mesures and procedures to solve crisis situations.

Krizovy stav Crisis state

Legislativni opatieni vyhlagované Parlamentem CR (stav ohroZeni stitu
a vdle¢ny stav), vladou CR (nouzovy stav) nebo hejtmanem kraje / primatorem
(stav nebezpeci) za ucelem feseni krizové situace.

Legislative measure announced by the Parliament of the Czech Republic (threat
to the state, and the state of war), by the Government of the Czech Republic
(state of emergency) or governer of the region/mayor (state of danger), in order
to solve a crisis situation.

Kryptografie Cryptography

Nauka o Sifrovani — disciplina, kterd zahrnuje zasady, prostfedky a metody pro
transformaci dat aby byl ukryt jejich sémanticky obsah, zabrdanéno jejich
neautorizovanému pouziti nebo zabranéno jejich nezjisténé modifikaci.

Science of cryptography — a discipline covering the principles, means and
methods to transform data in order to conceal their semantic content, to prevent
an unauthorized use or prevent unrecognized modification.

Kybergrooming (Child grooming, Cyber grooming (Child grooming,
Kybergrooming) Cybergrooming)

Chovani uzivatelti internetovych komunikaénich prosttedkt (chat, ICQ atd.),
kteti se snazi ziskat duvéru ditéte a s cilem ho zneuZit (zejm. sexudln¢) ¢i
zneuZzit k nelegdlnim aktivitdm.

Behaviour of users of internet communication instruments (chat, ICQ, et al.)
who try to get the trust of a child in order to either abuse the child (especially
sexually) or misuse the child for illegal activity.

Kyberneticka bezpe¢nost Cyber security

Souhrn pravnich, organizacnich, technickych a vzdélavacich prostfedka
sméfujicich k zaji§téni ochrany kybernetického prostoru.

Collection of legal, organizational, technological and educational means aimed
at providing protection of cyberspace.

Kyberneticka kriminalita Cyber crime

Trestnd cinnost, v niz figuruje uritym zpisobem pocita¢ jako souhrn
technického a programového vybaveni (vCetné dat), nebo pouze nékterd z jeho
komponent, piipadné veétsi mnozstvi pocitaci samostatnych nebo propojenych
do pocitacové sité, a to bud jako pfedmét zdjmu této trestné Cinnosti
(s vyjimkou té trestné Cinnosti, jejimz pfedmétem jsou popsand zafizeni jako
véci movité) nebo jako prostiedi (objekt) nebo jako ndstroj trestné cinnosti
(Vice také Pocitacovd kriminalita).
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Criminal activity in which a computer appears in some way as an aggregate of
hardware and software (including data), or only some of its components may
appear, or sometimes a larger number of computers either standalone or
interconnected into a computer network appear, and this either as the object of
interest of this criminal activity (with the exception of such criminal activity
whose objects are the described devices considered as immovable property) or
as the environment (object) or as the instrument of criminal activity (See
Computer crime).

Kyberneticka obrana Cyber defence

Obrana proti kybernetickému ttoku a zmirnovani jeho ndsledkd. Také
rezistence subjektu na ttok a schopnost se G¢inn¢ branit.

Defence against a cyber attack and mitigation of its consequences. Also,
resistence of the subject towards an attack and a capability to defend itself
effectively.

Kyberneticka strategie Cyber strategy

Obecny postup k rozvoji a vyuZiti schopnosti pracovat v kybernetickém
prostoru, integrovany a koordinovany s ostatnimi opera¢nimi oblastmi k
dosazeni nebo podpofe dosaZeni stanovenych cili pomoci identifikovanych
prostredkil, metod a nastroji v ur¢itém ¢asovém rozvrhu.

General approach to the development and use of capabilities to operate in
cyberspace, integrated and coordinated with other areas of operation, in order
to achieve or support the set objectives by using identified means, methods and
instruments in a certain timetable.

Kyberneticka Spionaz Cyber espionage

Ziskavani strategicky citlivych ¢&i strategicky dulezitych informaci od
jednotlived nebo organizaci za pouziti ¢i cileni prosttedkd IT. Pouziva
se nejcastéji v kontextu ziskdvani politické, ekonomické nebo vojenské pievahy.
Obtaining strategically sensitive or strategically important information from
individuals or organizations by using or targetting IT means. It is used most
often in the context of obtaining a political, economic or military supremacy.

Kyberneticka valka Cyber war, Cyber warfare

Pouziti pocitacti a Internetu k vedeni vélky v kybernetickém prostoru. Soubor
rozsdhlych, casto politicky ¢i strategicky motivovanych, souvisejicich
a vzdjemné vyvolanych organizovanych kybernetickych ttokl a protittoki.

Use of computers and the Internet to wage a war in cyberspace. System of
extensive, often politically motivated, related and mutually provoked organized
cyber attacks and counterattacks.

58



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Kyberneticky prostor Cyberspace

Digitélni prostfedi umoZziujici vznik, zpracovini a vyménu informaci, tvofené
informa¢nimi systémy, a sluzbami a sitémi elektronickych komunikaci.

Digital environment enabling the origin, processing and exchange of
information, made up of information systems and the services and networks of
electronic communications.

Kyberneticky protititok Cyber counterattack

Utok na IT infrastrukturu jako odpovéd na predchozi kyberneticky titok.
Pouziva se nejcastéji v kontextu politicky ¢i vojensky motivovanych ttokda.
Attack on IT infrastructure as a response to a previous cyber attack. It is used
most often in the context of either politically or militarily motivated attacks.

Kyberneticky titok Cyber attack

Utok na IT infrastrukturu za téelem zpuisobit poskozeni a ziskat citlivé &
strategicky dulezité informace. Pouziva se nejCastéji v kontextu politicky ¢i
vojensky motivovanych ttoku.

Attack on IT infrastructure having the objective of causing damage and
obtaining sensitive or strategically important information. It is used most often
in the context of either politically or militarily motivated attacks.

Kyberterorismus Cyber terrorism

Trestnd Cinnost pachand za primdrniho vyuZiti ¢i cileni prostfedkt IT s cilem
vyvolat strach ¢i neadekvatni reakci. PouZivd se nejCastéji v kontextu
extremisticky, nacionalisticky a politicky motivovanych ttoki.

Criminal activity done using or tageting primarily IT means with the objective
of creating fear or inadequate response. It is used most often in the context of
attacks having an extremist, nationalistic or politically motivated character.

Lamer Lamer
Osoba, zpravidla dplny zacatecnik, ktery se nevyzna v dané problematice IT.
Person, usually a complete beginner, who is unfaliar with the given IT issues.

Léc¢ka Entrapment

Umyslné umisténi zjevnych zdvad do systému zpracovani dat za iéelem detekce
pokust o prinik nebo pro zmateni protivnika, které zavady by mél vyuZit.

Intentional placement of obvious defects into a data processing system in order
to detect penetration attempts, or to deceive an adversary who should use the

defect.
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Leetspeak Leetspeak

Jazyk, ktery nahrazuje pismena latinské abecedy &isly a tisknutelnymi znaky
ASCII. Pouzivd se hodné na internetu (chat a online hry). Tento pocitatovy
dialekt zpravidla anglického jazyka nemd pevnd gramatickd pravidla a slova je
mozné tvofit také jejich zkracovdnim, napf. vynechdnim pismen nebo
zkomolenim (,,nd*“ — end, ,,U* — you, ,r* — are).

Language replacing the letters of the Latin alphabet by numerals and printable
ASCII characters. It is used quite a lot in the internet (chat and online games).
This computer dialect, usually of the English language, has no fixed
grammatical rules and words may be formed by shortening, e.g. by omissions of
letters or corruption ("nd" — end, "U" — you, "r" — are).

Licence Licence

Opravnéni a také dokument, ktery toto opravnéni zaznamena.

Permission as well as to the document recording that permission.

Log Log
Zkraceny vyraz pro Log file.
Shortened expression for Log file.

Logicka bomba Logical bomb

Skodliva logika, kterd ptisobi $kodu systému zpracovani dat a je spusténa
urCitymi  specifickymi systémovymi podminkami. Program (podmnoZina
Malware), ktery se tajn¢ vkladd do aplikaci nebo operac¢niho systému, kde
za pfedem uréenych podminek provadi destruktivni aktivity. Logickd bomba se
skladd ze dvou zdkladnich ¢asti: rozbusky a akce. Predem specifikovanou
podminkou startujici logickou bombu mitiZze byt napiiklad konkrétni datum
(vyroc¢i urcité uddlosti — Vice napt. ,,Virus 17. listopad®). V tomto piipadé se
jedna o typ tzv. Casované bomby (Time Bomb).

Harmful logic causing damage to a data processing system and being triggered
by certain specific system conditions. Programme (subset of Malware) which is
secretly put into applications or into an operating system where, under
predermined conditions, it performs destructive activities. Predetermined
specified condition triggering the logical bomb may be, for example, a fixed
date (anniversary of a certain event — See for example "Virus 17. November").
In this case the type is a so-called time bomb.
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Logické Fizeni piistupu Logical access control

Rl

Pouziti mechanizmt tykajicich se dat nebo informaci k zajisténi fizen{ ptistupu.
Use of mechanisms related to data or information to enable control of access.

Lokalni internetovy registr Local internet registry (LIR)

Jedna se o organizaci ptsobici obvykle v rdmci jedné sité, které je pridélen blok
IP adres od RIR. LIR pfidéluje bloky IP adres svym zdkaznikiim pfipojenym do
dané sit€. Vétsina LIR jsou poskytovatelé internetovych sluZeb, podniky ¢&i
akademické instituce. Souvisejici vyrazy — RIR.

Organization, usually active in one network, which is assigned a block of IP
addresses from RIR. LIR assigns the IP address blocks to its customers
connected to the given network. Most LIRs are internet service providers,
companies or academic institutions. Related expressions — RIR.

Lokalni sit’ (LAN) Local area network (LAN)

Oznaceni pro malé sité, obvykle v ramci administrativné jednotnych celkd —
firem, budov, spoleCenstvi, které jsou budované za Ucelem snadného sdileni
prosttedkd (IS, dat, sluzby, zafizeni) a umoznuji efektivni ochranu
a nezddoucich jevu.

Term for small networks, usually within administratively uniform aggregates —
companies, buildings, communities, which are formed with the aim to facilitate
sharing of means (IS, data, services, equipment) and to enable an effective
protection against undesirable phenomena.

MAC adresa MAC address

MAC = Media Access Control. Jedine¢ny identifikdtor sitového zafizeni, ktery
je pridélen vyrobcem.

MAC = Media Access Control. Unique identifier of a network device allotted by
the manufacturer.

Management bezpecnostnich Security information and event
informaci a udalosti (SIEM) management (STEM)

Systém, jehoZ tkolem je sbér, analyza a korelace dat — udélost{ v siti. SIEM
systémy kombinuji metody detekce a analyzy anomdlnich uddlosti v siti,
poskytuji informace pouzitelné k fizenf sité a provozovanych sluzeb.

System whose task is to acquire, analyze and correlate data — events in the
network. SIEM systems combine the methods of detection and analysis of
abnormal events in the network, provide information usable for network
management and operated services.
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Maskarada (IP maskarada) Masquerade (IP masquerading)

Mechanismus umoZziujici pfipojit do Internetu velké mnoZstvi zafizeni, pro
které nejsou k dispozici tzv. vefejné IP adresy. Takovato zafizeni dostanou
ptfidéleny tzv. privatni IP adresy a pfistup do Internetu se realizuje pomoci
mechanismu pfekladu adres (NAT, Network Address Translation).

Mechanism which allows to connect to the Internet a large number of devices
for which no so-called public IP addresses are available. These devices are
assigned so-called private IP addresses and access to the Internet is
implemented through the mechanism of address translation (NAT, Network
Addpress Translation).

Minimum business continuity
objective (MBCO)

Minimdln{ droven sluzeb a/nebo produkti, kterd je pfijatelnd pro dosahovani
cili organizace béhem havdrie.

Minimal level of services and/or products which is acceptable to attain the
objectives of an organization during a contingency.

Modra obrazovka smrti Blue screen of death (BSOD)

Slangové oznafeni chybového hlaseni, které operani systém Microsoft
Windows zobrazi, pokud doSlo k zdvazné systémové chybég, ze které neni
schopen se zotavit. Toto chybové hldSeni se zobrazi pfes celou obrazovku,
bilym pismem na modrém pozadi (odtud nazev).

Slang expression for an error message displayed by the Microsoft Windows
operating system if there is a serious system error from which the system cannot
recover. This error message is screen-wide, white letters on blue background
(hence the name).

Minimalni droveii chodu organizace

Monitorovani Monitoring

Nepftetrzitd kontrola, dozor, kritické pozorovdni nebo urcovdni stavu pro
identifikovani zmény od poZadované nebo ofekdvané drovné vykonnosti.
Permanent checking, supervision, critical observation or determination of status
in order to identify a change from the required or expected level of
performance.

Napravné opatieni Corrective action
Opatieni k odstranéni pficiny zjisténé neshody nebo jiné nezadouct situace.

Action to remove the cause of an identified noncompliance or other undesirable
situation.
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Narodni autorita National authority

Statni ufad odpovédny za problematiku kybernetické bezpecnosti (gestor).
State authority responsible for the issues of cyber security (guarantee).
Nasledek Consequence

Vysledek uddlosti ptisobici na cile.

Result of an event which affects the objectives.

NATO Cooperative cyber defence
centre of excellence

NATO stiedisko pro spoluprici v kybernetické obrané (Filtry tee 12, Tallinn
10132, Estonsko, http://www.ccdcoe.org).

NATO centre for cooperation in cyber security (Filters tee 12, Tallinn 10132,
Estonia, http://www.ccdcoe.org).

NATO CDMA

NATO CCD COE

NATO Cyber defence management
authority

Utad NATO pro spriavu kybernetické obrany, jehoZz smyslem je zastieSovat
a propojovat existujici schopnosti kybernetické obrany v ramci Aliance.

NATO authority to manage cyber defence with the aim of providing an umbrella
and interconnections for existing capabilities of cyber defence within the
Alliance.

NATO CIRC - Technické centrum
(NCIRC TC)

NATO computer incident response
capability — Technical centre
(NCIRT TC)

Centrum technické podpory NATO CIRC - druhd droven. Zajistuje schopnost
reakce na incidenty, sledovani incidentd, obnoveni systémut a poskytuje piimou
technickou podporu a pomoc provoznimu a bezpecnostnimu managementu
provozovanych informacnich systémi NATO.

NATO CIRC technical support centre — second level. It enables the capability to
respond to incidents, monitor incidents, perform system recovery, and provides
a direct technical support and help to the operational and security management
of the operational NATO information systems.

Nepopiratelnost Non-repudiation

Schopnost prokdzat vyskyt tdajné uddlosti nebo ¢innosti a vznikajicich entit
s cilem feSit spory o vyskytu nebo absence vyskytu uddlosti nebo ¢innosti
a zapojeni entit do uddlosti.

Capability to prove the occurrence of an alleged event or activity, and
originating entities with the objective to solve controversies about the
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occurrence of an event or an absence of an occurrence, or about the activity
and involvement of entities into the events.

Neshoda Nonconformity

Nesplnéni pozadavku.

Non-conformity with a request.

Neustalé zlepsovani Continual improvement
Opakujici se ¢innost pro zvySovani schopnosti plnit poZadavky.

Repeated activity for the increase of a capability to meet the requirements.

NevyZadana posta Spam

NevyZzadand reklamni posta, nebo jiné nevyziddané sdéleni, zpravidla
komercniho charakteru, které je Sifeno Internetem. Nej€astéji se jedna o nabidky
afrodisiak, 1é¢iv nebo pornografie. Neni-li systém dostate¢né zabezpecen, mize
nevyzadana posta tvofit znacnou ¢ast elektronické korespondence.

Unsolicited mail such as commercials, or another unsolicited message, usually
of a commercial character, which is distributed on the Internet. Most often these
are offers for afrodisiacs, medicaments or pornography. Unless the system is
adequately protected, unsolicited mail can make up a substantial part of
electronic correspondence.

Obdobi pFistupu Access period
Casové obdobi, béhem néhoZ je povolen piistup k uréitému objektu.

Time period during which access to a certain object is allowed.

Obecné zahlceni Generic traffic flood

Forma utoku typu DDoS.

Form of a DDoS attack.

Obnova dat Data restoration/ Data recovery

Akt znovuvytvofeni ¢i znovuziskdni dat, kterd byla ztracena, nebo byla naruSena
jejich integrita. Metody zahrnuji kopirovani dat z archivu, rekonstrukci dat ze
zdrojovych dat, nebo opakované ustaveni dat z alternativnich zdroja.

Act of re-creation, or re-acquisition, of data lost, or whose integrity was
compromised. Methods include copying from an archive, restoration of data
from source data, or repeated establishment of data from alternative sources.
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Obranna infrastruktura Defence infrastructure

Soubor objektll, staveb, pozemkl a zafizeni vcetné nezbytnych sluzeb,
vyrobnich a nevyrobnich systémi potiebnych k zajisténi jejich provozu, bez
ohledu na formu vlastnictvi a zpusob vyuziti, jejichZ zni¢eni, naruSeni nebo
omezeni jejich Cinnosti by za stavu ohroZeni stitu nebo za védle¢ného stavu
ohrozilo plnéni tikold: (1) Ozbrojenych sil Ceské republiky pii realizaci Planu
obrany CR a operaénich planti véetné mobilizatnich opatfeni, (2) zpracovatelti
pfi realizaci jejich dil¢ich plant obrany a ostatnich prvkli bezpecnostniho
systému CR, (3) spojeneckych ozbrojenych sil pfi realizaci jejich operaénich
pland, (4) ochrany obyvatelstva.

Set of objects, buildings, ground plots and equipment including necessary
services, production and non-production systems needed to ensure their
operation, regardless of the form of ownership and the way of utilization; whose
destruction, damage or limitation of activity would, under situation of threat to
the state or a state of war, put in danger fulfilment of tasks: (1) of Armed Forces
of the Czech Republic (CZE) during the implementation of the Plan of defence
of CZE as well as operational plans including plans for mobilization, (2) of
experts during implementation of their partial plans of defence and other
elements of security system of CZE, (3) of allied armed forces during the
implemantation of their operational plans, (4) of protection of population.

Obtizna zjistitelnost Stealth

Zabranéni nebo omezeni moznosti zjiSténi (identifikace) objektu.
Prevention or limitation of object's identification.

Odhad rizika Risk estimation

Proces k urceni hodnot pravdépodobnosti a nasledki rizika.

Process to determine values of probability and consequences of risk.

Odhaleni, prozrazeni, zveiejnéni Disclosure

V kontextu IT obvykle pouZivdno k vyjddfeni faktu, Ze byla odhalena data,
informace nebo mechanismy, které na zdklad¢ politik a technickych opatfeni
mély zUstat skryty.

In IT context it is usually used for the expression of the fact that data,
information or mechanisms were disclosed which should be hidden on the basis
of policies and technical measures.

65



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Odmitnuti sluzby Denial of service (DoS)

Odmitnut{ sluZby je technika dtoku na internetové sluzby nebo stranky, pfi niz
dochdzi k prehlceni poZzadavky a k pddu nebo nefunkCnosti a nedostupnosti
systému pro ostatni uZivatele a to itokem mnoha koordinovanych tto¢niki.
Denial of service is the technique of attack by many coordinated attackers on
the internet services or pages resulting in flooding by requests or breakdown or
unfunctionality or unavailability of the system for other users.

Odolnost Resilience

Schopnost organizace, systému ¢i sité odolat hrozbam a celit vlivu vypadkd.

Capability of an organization, system or network to resist threats and brace
itself against the influence of outages.

Odposlech Wiretapping

Jedna se o jakykoliv odposlech telefonniho pfenosu nebo konverzace provedeny
bez souhlasu obou stran, pomoci piistupu na samotny telefonni signdl.

This is any tapping of a telephone transmission or conversation done without
the consent of both parties, by accessing the telephone signal proper.

Odposlech / NeZadouci odposlech Eavesdropping
Neautorizované zachytavani informaci.
Unauthorized catching of information.

Odposlech webu Webtapping

Sledovani webovych stranek, které pravdépodobné obsahuji utajované nebo
citlivé informace, a lidi, jeZ k nim maj{ pfistup.

Monitoring of web pages which may contain classified or sensitive information,
and of people, who have access to them.

Odpovédnost Accountability
Odpovédnost entity za jeji €innosti a rozhodnuti.
Responsibilty of an entity for its activity and decision.
Odvétvova kritéria Sector criteria
Technické nebo provozni hodnoty k urcovdni prvku kritické infrastruktury
v odvétvich energetika, vodni hospodafstvi, potravindfstvi a zemédélstvi,

zdravotnictvi, doprava, komunikacni a informacnf systémy, finan¢ni trh a ména,
nouzové sluzby a vefejnd sprava.
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Technological or operational values to determine an element of critical
infrastructure in the sectors of energy, water management, food and agriculture,
health, transport, communication and information systems, finance market and
currencies, emergency services and public administration.

Ochrana dat Data protection

Administrativni, technickd, procedurdlni, persondlni nebo fyzickd opatfeni
implementovand za tc¢elem ochrany dat pfed neautorizovanym piistupem nebo
porusenim integrity dat.

Administrative, technological, procedural, staffing or physical measures
implemented in order to protect data against an unauthorized access or against
corruption of data integrity.

Ochrana kritické infrastruktury Critical infrastructure protection

Opatfeni zaméfend na sniZzeni rizika naruSeni funkce prvku kritické
infrastruktury.
Measures aimed at lowering the risk of corruption of an element of the critical
infrastructure.

Ochrana pied kopirovanim Copy protection

PouZiti specidlni techniky kdetekci nebo zamezeni neautorizovaného
kopirovani dat, software a firmware.

Use of a special technique for the detection or prevention of unauthorized
copying of data, software and firmware.

Ochrana souboru File protection

Implementace vhodnych administrativnich, technickych nebo fyzickych
prostiedkdt  k ochrané pfed neautorizovanym piistupem, modifikaci nebo
vymazanim souboru.

Implementation of suitable administrative, technological or physical means for
the protection against unauthorized access, modification or erasure of a file.

Opatieni Control

Znamend fizeni rizika, vcetné politik, postupli, smérnic, obvyklych postupti
(praktik) nebo organizacnich struktur, které mohou byt administrativni,
technické, fidici nebo pravni povahy.

It means control of a risk, including all policies, procedures, directives, usual
procedures (practices) or organizational structures, which may be of an

administrative, technological, management or legal character.
Open software foundation (OSF) Open software foundation (OSF)

Neziskova organizace zaloZend v roce 1988 na zdklad€ zdkona U.S. Cooperative
Research Act of 1984, aby vytvofila otevienou normu pro realizaci opera¢niho
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systému UNIX.

A not-for-profit organization founded in 1988 under the U.S. National
Cooperative Research Act of 1984 to create an open standard for an
implementation of the UNIX operating system.

Operadni systém Operating system

Programové prostiedky, které fidi provadéni programd a které mohou
poskytovat rtuzné sluzby, napf. pfidélovani prostfedkil, rozvrhovani, fizen{
vstupll a vystupd a spravu dat. Pfikladem operac¢niho systému je systém MS
Windows, LINUX, UNIX, Solaris apod.

Software which controls programme executions and which can offer various
services, e.g. assignment of devices, schedulling, control of input and output and
data administration. Examples of operating systems are the MS DOS system,
LINUX, UNIX, Solaris, and other.

Osobni pocitac Computer, personal computer (PC)

V souladu se znénim CSN 36 9001 se jednd o ,stroj na zpracovdni dat
provadéjici  samocinné posloupnosti rGznych aritmetickych alogickych
operaci. Jinymi slovy: stroj charakterizovany praci s daty, kterd probfha podle
pfedem vytvofeného programu uloZeného v jeho paméti.

In accordance with the wording of CSN 36 9001 this is "a data processing
machine executing independent sequences of various arithmetic and logical
operations.” In other words: a machine characterized by processing data

according to a previously created programme stored in its memory.
Otevi‘ené bezpecnostni prosticedi Open-security environment (OSE)

Prostied{, ve kterém je ochrana dat a zdroji pfed ndhodnymi nebo timyslnymi
¢iny dosaZena pouzitim normdlnich provoznich postupt.

Environment where data and source protection against accidental or intentional
acts is achieved by using standard operational procedures.

Otevi‘eny komunika¢ni systém Open communication system

Predstavuje (zahrnuje) globdlni pocitacovou sit’ véetné jejich funkcionalit,
podporovanou jak soukromymi spole¢nostmi, tak vefejnymi institucemi.

It represents (includes) a global computer network including all its functions
and supported both by private companies and public institutions.

Ovladnuti Governance

Zajisténi toho, aby bezpecnostni politiky a strategie byly skutecné
implementovany a aby pozadované procesy byly korektné dodrZzovany.

Making sure that security policies and strategies be really implemented and that
the required processes be correctly adhered to.
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Paket Packet

Blok dat pfendSeny v pocitacovych sitich, které pouzivaji technologii
"pfepojovani paketii". Paket se sklddé z fidicich dat a z uZivatelskych dat. Ridici
data obsahuji informace nutné k doruceni paketu (adresa cile, adresa zdroje,
kontroln{ soucty, informace o potadi paketu). UZivatelskd data obsahuji ta data,
kterd maji dorucena do cile (cilovému adresatovi).

Block of data transferred in computer networks and using the technology of
"packet switching". A packet consists of control data and user data. Control
data contain information necessary for packet delivery (destination address,
source address, checksums, and information on packet priority). User data
contain those data items which should be delivered to the target (destination
addressee).

Pasivni hrozba Passive threat

Hrozba zpfistupnéni informaci, aniz by doSlo ke zméné stavu systému
zpracovani dat nebo pocitacové sité.

Threat of making an access to data without actually changing the state of the
data processing system or the computer network.

Paterni sit Network core

Ustiedni &ast telekominikaéni sité, kterd poskytuje rizné sluzby zakaznikiim,
ptipojenych pies pristupovou sit’.

Central part of a telecommunication network that provides various services to
customers who are connected by the access network.

Penetraéni testovani Penetration testing

Zkoumani funkci pocitacového systému a siti scilem najit slabd mista
pocitacové bezpecnosti tak, aby bylo mozno tato slabd mista odstranit.

Analysis of functions of a computer system and networks with the objective of
finding out weak spots in computer security so that these could be removed.

Periferni zarizeni Peripheral equipment

Zatizeni, které je fizeno pocitacem a mizZe s nim komunikovat, napf. jednotky
vstupu/vystupu a pomocné pameéti.

Equipment controlled by a computer and able to communicate with it, e.g.
input/output devices and auxiliary memory.

Pharming Pharming

Podvodnd metoda pouZivana na Internetu k ziskavani citlivych tddaji od obéti
utoku. Principem je napadeni DNS a piepsani IP adresy, coZ zpusobi
pfesmérovan{ klienta na fale$né stranky internetbankingu, e-mailu, socidln{ sité,
atd. po zaddni URL do prohliZece. Tyto stranky jsou obvykle k nerozezndni od
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skute¢nych stranek banky a ani zkuSeni uZivatelé nemuseji poznat tuto ziménu
(na rozdil od piibuzné techniky phishingu).

Fraudulent method used on the Internet to obtain sensitive data from the victim
of the attack. The principle is an attack on DNS and rewriting the IP address
which results in redirecting the client to a false address of internetbanking,
email, social network, etc., after inserting the URL into the browser. These
pages are as a rule indistinguishable from the real pages of a bank and even
experienced users may not recognize this change (unlike the related technique
of phishing).

Phishing (,,rybafeni*, ,,rhybafeni*,
,Jhazeni udic*)

Podvodnd metoda, usilujici o zcizovani digitdlni identity uZivatele, jeho
ptihlaSovacich jmen, hesel, ¢isel bankovnich karet a Gctu apod. za tcelem jejich
nasledného zneuZziti (vybér hotovosti z konta, neopravnény piistup k datim
atd.). Vytvoteni podvodné zpravy, §ifené vétSinou elektronickou postou, jeZ se
snazi zminéné udaje z uZivatele vyldkat. Zpravy mohou byt maskovany tak, aby
co nejvice imitovaly diivéryhodného odesilatele. MiiZe jit napiiklad o padélany
dotaz banky, jejichz sluzeb uzivatel vyuziva, se Zadosti o zasldni ¢isla dctu
a PIN pro kontrolu (pouZziti dialogového okna, ptredstirajictho, Ze je oknem
banky — tzv. spoofing). Timto zpisobem se snaZi pfistupujici osoby pfesvédcit,
Ze jsou na znamé adrese, jejimuz zabezpeceni diveruji (stranky elektronickych
obchodii atd.). Tak byvaji rovnéZ velice Casto zcizovdna napiiklad cCisla
kreditnich karet a jejich PIN.

Fraudulent method having the objective of stealing the digital identity of a user,
the sign-on names, passwords, bank account numbers and accounts etc. in order
to subsequently misuse these (drawing cash from the account, unauthorized
access to data etc). Creation of a fraudulent message distributed mostly by
electronic mail trying to elicit the mentioned data from the user. The messages
may be masqueraded so as to closely imitate a trustworthy sender. It may be
a forged request from a bank whose services the user accesses with a request to
send the account number and PIN for a routine check (use of the dialog window
purporting to be a bank window — so-called spoofing). Thus the fraudster tries
to convince accessing persons that they are at the right address whose security
they trust (pages of electronic shops etc.). Also, very often credit card numbers
and PINS are stolen in this fashion.

Phreaker Phreaker

Osoba provadégjici ,hacking™ prostfednictvim telefonu. Pouzivanim riznych
trikti manipulujicich se sluzbami telefonnich spole¢nosti.

Person doing "hacking” on the phone, using various tricks manipulating the
services of telephone companies.

Phishing
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Phreaking Phreaking

Oznaceni pro napojeni se na cizi telefonni linku v rozvodnicich, vefejnych
telefonnich budkich nebo pfimo na nadzemni/podzemni telefonni vedeni, diky
¢emuz lze: (1) volat zadarmo kamkoliv, (2) surfovat zadarmo po internetu a (3)
odposlouchdvat cizi telefonni hovory. Platba za hovor jde samoziejmé na tcet
obéti (registrovaného uZivatele linky anebo telekomunikaéni spole¢nosti).
Za phreaking se povaZuje i nabourdvani se riznymi metodami do mobilni sité
nebo vyroba odposlouchdvacich zafizeni.

Denotation for tapping into a somebody else's telephone line in distribution
panels, public telephone booths or directly in the ground/below ground
telephone lines and thanks to these: (1) it is possible to call anywhere free of
charge, (2) surf the internet free of charge, and (3) listen to somebody else's
telephone conversations. Payment for the call is of course at the cost of the
victim (registered user of the line, or the telephone company). Tapping into
a mobile network by using various methods or the manufacture of listening
devices is also considered phreking.

Ping Ping

Nastroj pouzivany v pocitacovych sitich pro testovani dosaZitelnosti pocitace
nebo cilové sité pfes IP sité. Ping méfi ¢as ndvratu odezvy a zaznamendvi
objem ztracenych dat (packets).

Instrument used in computer networks for testing computer availability over IP
networks. Ping measures the time of response and records the volume of lost
data (packets).

Ping of death Ping of death

Typ dtoku na pocitac, ktery zahrnuje chybné odeslany ICMP paket nebo jinak
nebezpecny paket, napf. odesilani IP paketu vétsiho neZ maximdlni velikost IP
paketu, ktery zhrouti cilovy pocita¢ nebo odeslanim paketu docili pfekroceni
maximalni velikosti 7P paketl, coZ zpuisobi selhan{ systému.

Type of an attack on a computer which includes an ICMP packe sent in errort
or an otherwise dangerous packet, e.g. a packet sent larger larger than the
maximum size of IP packet which collapses the target computer, or, by sending
the packet the attacker exceeds the maximum size of IP packets which results in
a failure of the system.

Plan kontinuity ¢innosti Business continuity plan

Dokumentovany soubor postupti a informaci, ktery je vytvofen sestaven
a udrZovan v pohotovosti pro uZiti pii incidentu za icelem umoZnéni organizaci
uskutecniovat své kritické ¢innosti na pfijatelné, pfedem stanovené drovni.
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Documented set of procedures and information which is made up and
maintained in readiness for use during an incident in order to enable an
organization to implement its critical activities at an acceptable and previously
set level.

Disaster recovery plan /

Plan obnovy / Havarijni plan Contingency plan

Plan pro zédlozni postupy, odezvu na nepiedvidanou udalost a obnovu po havarii.

Plan for backup procedures, response to an unforeseen event and recovery after
a contingency.

Plan ¥izeni rizik Risk management plan

Schéma v rdmci managementu rizik specifikujici piistup, diléi CEasti
managementu a zdroje, které se maji pouZzit k managementu rizik.

Scheme in the framework of risks specifying access, parts of management and
sources to be used for risk management.

Pocitacova / Kyberneticka Sikana Cyberbullying

Druh Sikany, ktery vyuziva elektronické prostfedky, jako jsou mobilni telefony,
e-maily, pagery, internet, blogy a podobné¢ k zasildni obtézujicich, urazejicich ¢i
utoénych mailt a SMS, vytvafeni strdnek a blogti dehonestujicich vybrané
jedince nebo skupiny lidi.

Type of bullying using electronic means such as mobile phones, emails, pagers,
internet, blogs and simila,r for sending harassing, offending or attacking mails
and SMSs, creation of pages and blogs defaming selected individuals or groups
of people.

Pocitacova bezpecnost Computer security (COMPUSEC)

Obor informatiky, ktery se zabyvd zabezpecenim informaci v pocitacich
(odhaleni a zmenSeni rizik spojenych s pouzivanim pocitace). Pocitacova
bezpeCnost zahrnuje: (1) zabezpeCeni ochrany pied neopravnénym
manipulovdnim se zafizenimi pocitaCového systému, (2) ochranu pred
neopravnénou manipulaci s daty, (3) ochranu informaci pfed kradeZi (nelegalni
tvorba kopii dat) nebo poskozenim, (4) bezpecnou komunikaci a pfenos dat
(kryptografie), (5) bezpecné uloZeni dat, (6) dostupnost, celistvost
anepodvrhnutelnost dat. Je to také zavedeni bezpecnostnich vlastnosti
hardwaru, firmwaru a softwaru do pocitaCového systému, aby byl chranén proti
neoprdvnénému vyzrazeni, dpravé, zméndm nebo vymazdini skute¢nosti nebo
aby jim bylo zabranéno nebo proti odmitnuti piistupu. Ochrana dat a zdrojt pted
ndhodnymi nebo Skodlivymi innostmi.

Branch of informatics dealing with securing of information in computers
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(discovering and lowering risks connected to the use of the computer).
Computer security includes: (1) enabling protection against unauthorized
manipulation with the devices of a computer system, (2) protection against
unauthorized data manipulation, (3) protection of information against pilferage
(illegal creation of data copies), (4) secure communication and data transfer
(cryptography), (5) secure data storage, (6) availability, integrity and
authenticity of data. It is also the introduction of security properties of
hardware, firmware and software into the computer system so that it is
protected against unauthorized disclosure, amendments, changes or erasure of
facts or to prevent these, or against access denial. Protection of data and
sources against accidental or harmful activities.

Pocita¢ova kriminalita /

Kyberneticka kriminalita
Zlo€in spachany pomoci systému zpracovdni dat nebo pocitatové sit€ nebo
pfimo s nimi spojeny.

Crime committed using a data processing system or computer network or
directly related to them.

Computer crime / Cyber crime

Pocitacova sit’ Computer network

Soubor pocitaci spolu s komunikacni infrastrukturou (komunikaéni linky,
technické vybaveni, programové vybaveni a konfiguracni udaje), jejimz
prostiednictvim si (pocitace) mohou vzajemné posilat a sdilet data.

Aggregate of computers together with the communication infrastructure
(communication lines, hardware, software and configuration data) using which
the computers can send and share data.

Pocitacové obtéZovani Cyber-harassment

Internetové obtéZovani (i jednotlivy piipad), zpravidla obscénni ¢i vulgarni
povahy. Casto byva souédsti cyberstalkingu. Vice také Cyberstalking.

Internet harassment (even an individual case) usually of an obscene or vulgar
character. It is often part of cyberstalking. See also Cyberstalking.

Pocitacovy podvod Computer fraud

Podvod spdchany pomoci systému zpracovdni dat nebo pocitatové sité¢ nebo
pfimo s nimi spojeny.

Fraud committed using a data processing system or computer network or
directly related to them.

Pocitacovy virus Computer virus

Pocitacovy program, ktery se replikuje pfipojovanim své kopie k jinym
programtim. MiZe obsahovat ¢ast, kterda ho aktivuje, pokud dojde ke splnén{
nékterych podminek (napf. ¢as) v hostitelském zatfizeni. Sif se prostfednictvim
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Internetu (elektronickd posta, stahovani programt z nespolehlivych zdroju),
pomoci pfenosnych pamétovych médii apod. Toto deéld za dcelem ziskani
ruznych typu dat, zcizeni identity, znefunkénéni pocitace, atd.

Computer programme which replicates itself by attaching its copies to other
programmes. It may contain a part which activates it when certain conditions
are met (e.g. time) in the host device. It is distributed using the Internet
(electronic mail, downloading programmes from unreliable sources), using
mobile storage media and others. This si done in order to obtain various types
of data, for identity theft, for putting the computer out of operation, etc.

Podrobna inspekce paketi (DPI) Deep packet inspection (DPI)

N2

Forma filtrovani paketi v pocitacové siti, kterd prohlizi datovou ¢ast (a mozna
také hlavicku) paketu pifi prichodu inspekénim bodem, a hledd nesoulad
s protokolem, viry, spam, pruniky nebo také definovana kriteria pro rozhodnuti,
zda paket mizZe projit ¢i zda je nutné pfesmérovani na jiné misto urceni, nebo za
ucelem sbéru statistickych informaci.

A form of computer network packet filtering that examines the data part (and
possibly also the header) of a packet as it passes an inspection point, searching
for protocol non-compliance, viruses, spam, intrusions, or defined criteria to
decide whether the packet may pass or if it needs to be routed to a different
destination, or, for the purpose of collecting statistical information.

Podstoupeni rizik Risk retention

Pfijeti bfemene ztraty nebo prospéchu ze zisku vyplyvajiciho z urcitého rizika.

Accepting the burden of a loss or benefit from profit ensueing from a certain
risk.

Podvrzeni IP adresy IP spoofing

Podvrzeni zdrojové IP adresy u zafizeni (pocitale), které iniciuje spojeni
(s piijemcem) za ucelem zatajeni skutecného odesilatele. Tato technika byva
vyuzivana pfedevsim v dtocich typu DoS.

Substitung a spurious IP address on a device (a computer) which triggers
connection (with a recipient) in order to hide the real sender. This technique is
used particularly in attacks of DoS type.

Pokrocila a trvala hrozba (APT) Advanced persistent threat (APT)

Typickym tcelem APT je dlouhodobé a vytrvalé infiltrovdni a zneuZivani
cilového systému za pomoci pokrocilych a adaptivnich technik (na rozdil od
béznych jednorazovych ttoki).

Typical purpose of APT is a long-term and persistent infiltration into, and abuse
of, the target system using advanced and adaptive techniques (unlike usual
single attacks).
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Politika Fizeni pristupu Access control policy

Soubor zdsad a pravidel, kterd definuji podminky pro poskytnuti piistupu
k urc¢itému objektu.

Set of principles and rules which define conditions to provide an access to
a certain object.

Politika Fizeni rizik Risk management policy

Prohlasenti o celkovych zdmérech a smérovani organizace tykajici se fizenf rizik.

Statement on the overall intentions and direction of an organization related to
risk management.

Poplasna zprava Hoax

ooy z

Snazi se svym obsahem vyvolat dojem divéryhodnosti. Informuje napf. o Sifent
virti nebo uto¢i na socidlnf citéni adresita. MiiZze obsahovat Skodlivy kéd nebo
odkaz na internetové stranky se Skodlivym obsahem.

It tries to create an impression of trustworthiness by its content. It informs, for
example, about the spread of viruses or it inveighs against the social feeling of
the addressee. It may contain harmful code or a link to internet pages with
harmful content.

Port Port

Pouzivd se pfi komunikaci pomoci protokoltt TCP ¢i UDP. Definuje jednotlivé
sitové aplikace bézici v rdmci jednoho pocitace. Muze nabyvat hodnot
v rozmezi 0 — 65535. Napiiklad webové stranky jsou obvykle dostupné na portu
80, server pro odesilani mailové poSty na portu 25, ftp server na portu 21. Tyto
hodnoty je mozné zménit a u nékterych sitovych sluzeb spravci nékdy zdmérné
nastavuji jind neZ bézn¢ pouzivand cisla porti kvili zmateni piipadného
uto¢nika.

It is used for communication using the TCP or UDP protocols. It defines the
individual net applications running on one computer. It may take on values in
the range 0 — 65535. For example, web pages are usually accessible on port 80,
server to send out electronic mail on port 25, ftp server on port 21. These values
may be changed and with some network services the administrators sometimes
set other than normally used port numbers in order to deceive a potential
attacker.

Port scanner Port scanner
Program na testovani otevienych portt.

Programme to test open ports.

75



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Portal Portal

Informace (obsahové oblasti, stranky, aplikace, data z vngjSich zdroji)
soustfedénd v jednom ustfednim misté, ke kterym je piistup prostfednictvim
webového prohlizece.

Information (content regions, pages, applications, and data from external
sources) concentrated in one central place which can be accessed using a web
browser.

Portal veiejné spravy Public sector portal

Informaéni systém vytvoieny a provozovany se zdmérem usnadnit vefejnosti
déalkovy pfistup k pro ni potfebnym informacim z vefejné spravy a komunikaci
s nim.

Information system created and operated with the intention of facilitating
remote access to, and communication with, the necessary information from the
public administration.

Poskytovatel sluzby Service provider

KaZda fyzickd nebo prdvnickd osoba, kterd poskytuje nckterou ze sluZzeb
informacni spole¢nosti.

Any natural or legal person providing some of the services of the information
society.

Poskytovatel sluzeb internetu Internet service provider (ISP)
Organizace, kterd nabiz{ pfistup k internetu svym zakazniktim.
Organization offering access to internet to its customers.

Postoj k riziku Risk attitude

Piistup organizace k posuzovani rizika a piipadné zabyvani se rizikem,
k spoluticasti, prevzeti nebo odmitan{ rizika.

Approach of an organization towards assessing risk and, also, dealing with risk,
sharing risk, taking over or refusal of risk.

Postup Procedure
Specifikovany zptisob provadéni ¢innosti nebo procesu.
Specified manner of executing an activity or process.
Posuzovanti rizika Risk assessment

Celkovy proces identifikace rizik, analyzy rizik a hodnocenf rizik
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Overall process of risk identification, risk analysis and risk assessment.
Poskozeni dat Data corruption

Néhodné nebo zamé&rné naruSeni integrity dat.

Accidental or intentional corruption of data integrity.

Povoleni pristupu Access permission

Vsechna pfistupova prava subjektu vzhledem k urc¢itému objektu.

All access rights of a subject related to a certain object.

Pozadavky na sluzbu Service requirement

Potfeby zdkaznika a uZivatell sluzby vcetné pozadavkl na droven sluzby
a potieby poskytovatele sluzby.

Needs of customers and users of services, including requirements for the service
level and the needs of a service provider.

Pracovni stanice Workstation

Funkéni jednotka, obvykle se specifickymi vypocetnimi schopnostmi, kterd
obsahuje uZivatelské vstupni a vystupni jednotky, napf. programovatelny
termindl nebo samostatny pocitac.

Functional unit, usually with specific computing capabilities, having user input
and output devices, e.g. a programmable terminal or a stand-alone computer.

Pravdépodobnost, moznost vyskytu  Likelihood
MozZnost, Ze néco nastane.
Possibility that something occurs.

Pretexting Pretexting

Jeden z druhii socidlniho inzenyrstvi. Jednd se o vytvafeni a vyuZivani
smySleného scéndfe, s cilem pfesvédcit obét k ucinéni potfebné akce, Ci
k ziskani potfebné informace. Jednd se o skloubeni 1Zi s jinou pravdivou
informaci, ziskanou diive.

One kind of social engineering. It creates and uses fictitious screenplay with the
objective of convincing the victim to perform the required action, or to obtain
the required information.
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Privatni IP adresa Private IP address

Skupiny IP adres definované v RFC 1918 jako vyhrazené pro pouZiti ve
vnitinich sitich. Tyto IP adresy nejsou smérovatelné z internetu. Jednd se
o nasledujici rozsahy: 10.0.0.0 — 10.255.255.255, 172.16.0.0 — 172.31.255.255
a192.168.0.0 — 192.168.255.255.

Groups of IP addresses defined under RFC 1918 as reserved for use in internal
networks. These IP addresses are not routed from the internet. Here are these
ranges: 10.0.0.0 — 10.255.255.255, 172.16.0.0 - 172.31.255.255 and
192.168.0.0 — 192.168.255.255.

Problém Problem
Primdrni pficina jednoho nebo vice incidentt.
Primary cause of one or more incidents.

Proces Process

Soubor vzdjemné souvisejicich nebo vzdjemné pusobicich Cinnosti, které
pfeméiuji vstupy na vystupy.

Set of mutually related or mutually influencing activities transforming inputs
into outputs/

Proces Fizeni rizik Risk management process

Systematické uplatiiovani manazerskych politik, postupii a zavedené praxe
u ¢innosti  sdélovani, konzultovani, stanoveni kontextu, a zjistovani,
Systematic implementation of management policies, procedures and well-
established practices for the activities of sharing, consulting, context setting,
and finding out, analyzing, evaluating, treating, monitoring and cross-checking
risks.

Profil rizik Risk profile
Popis jakéhokoliv souboru rizik.
Description of any set of risks.

Program Program

Syntaktickd jednotka vyhovujici pravidlim uréit€ého programovaciho jazyka;
skladd se z popist (deklaraci) a piikazti nebo instrukci nutnych pro splnéni
urcité funkce ¢i vyfeSeni urcité dlohy nebo problému.

Syntactic unit satisfying the rules of a certain programming language; it
consists of descriptions (declarations) and commands or instructions necessary
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to fulfil some function or solve some task or problem.

Prohlaseni o aplikovatelnosti Statement of applicability

Dokumentované prohlaseni popisujici cile opatfeni a opatieni, které jsou
relevantni a aplikovatelné na ISMS dané organizace.

Documented statement describing the objectives of measures and the measures
which are relevant and applicable for the ISMS of a given organization.

Prohlaseni o drovni sluzeb Service level declaration (SLD)

Specifikace nabizenych sluzZeb, kterd se miZze ménit na zdklad¢ individudlnich
dohod podle aktudlnich potfeb jednotlivych uZivatelt. Jednd se tedy
o podrobnéjsi SLA. Vice SLA.
Specification of offered services which can change on the basis of individual
agreements according to the actual needs of individual customers. Hence,
a more detailed SLA. See SLA.

Projekt ISMS ISMS project
Strukturované ¢innosti, které provad{ organizace pfi zavedeni ISMS.
Structured activities executed by an organization during the ISMS introduction.

Prolamovac hesel Password cracker

Program urceny k luSténi hesel, a to bud’ metodou Brute force attack nebo
Dictionary attack.
Programme designed to crack passwords either by the Brute force attack or
Dictionary attack.

Prolomeni Breach

Neoprdvnéné proniknuti do systému.

lllegal breach into a system.

Proniknuti / pranik Penetration
Neautorizovany pifstup k poc¢itatovému systému, siti nebo sluzbé.
Unauthorized access to a computer system, network or service.

Prostiedky Informadni valky Information warfare

Integrované vyuZiti vSech vojenskych moZnosti, které zahrnuje zajisténi
informacni bezpecnosti, klamdni, psychologické operace, elektronicky boj
aniceni. Podileji se na ném vSechny druhy prizkumu, komunikacni
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ainformacni systémy. Cilem informacéni védlky je branit informa¢nimu toku,
ovliviiovat a sniZovat G¢innost nebo likvidovat systém veleni a fizeni protivnika
a soucasné chrénit vlastni systémy veleni a fizeni pifed podobnymi akcemi ze
strany protivnika.

Integrated use of all military capabilities including information security,
deception, psychological operations, electronic warfare and destruction. All
forms of reconnaissance, communication and information systems contribute to
it. The objective of information warfare is to put obstacles in the flow of
information, influence and decrease efficiency or liquidate 'the system of
command and control of the adversary, and at the same time to protect own
systems of command and control from similar actions of the adversary.
Prosti‘edky pro zpracovani
informaci

Jakykoliv systém, sluzba nebo infrastruktura, zpracovavajici informace anebo
lokality, ve kterych jsou umistény.

Any system, service or infrastructure processing information, or the localities of
their placement.

Information processing facilities

Protiopati‘eni Countermeasure
Cinnost, zafizeni, postup, technika ur¢ena k minimalizaci zranitelnosti.
Activity, equipment, procedure, technology intended to minimize vulnerability.

Protokol Protocol

Umluva nebo standard, ktery fidi nebo umoZiuje piipojeni, komunikaci,
a datovy pfenos mezi pocitaci, obecné koncovymi zafizenimi. Protokoly mohou
byt realizovdny hardwarem, softwarem, nebo kombinaci obou.
Agreement or standard which controls or enables a link, communication and
data transfer among computers, in general among end devices. Protocols can be
implemented by hardware, software, or a combination of both.

Protokol ARP Address resolution protocol (ARP)

Protokol definovany v dokumentu RFC 826 umoziiuje pfevod sitovych adres
(IP) na hardwarové (MAC) adresy. ARP neuzivd autentizace, takZe ho lze
zneuZzit k dtoktim napf. typu MITM.

Protocol defined in the document RFC 826 enables the translation of network
addresses (IP) to hardware (MAC) addresses. ARP does not use authentication
hence it cannot be misused for attacks, e.g. of the MITM type.

Provozni dokumentace Operational documentation

Dokumentace informacniho systému vefejné spravy, kterd popisuje funkéni
a technické vlastnosti informac¢niho systému.
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Documentation of the information system of public administration describing
the functional and technological features of the information system.
Provozovatel informad¢niho systému  Operator of the information system
vefejné spravy of public administration.

Subjekt, ktery provddi alesponi nékteré informaéni Ccinnosti souvisejici
s informaénim systémem. Provozovadnim informaéniho systému vefejné spravy
miZe spravce povétit jiné subjekty, pokud to jiny zdkon nevylucuje.

Subject performing at least some of the activities related to the information
system. The administrator of the information system of public administration
can commission other subjects unless prohibited by a law.

Proxy trojan Proxy trojan

Maskuje ostatni pocitae jako infikované pocitate. UmoZiiuje ttocnikovi
zneuZit napadeny pocita¢ pro piistup k dalsim pocitacm v siti, ¢imZ pomdha
uto¢nikovi skryt jeho skutenou identitu.

Masks other computers as infected. Enables the attacker to abuse the infected
computer for an access to other computers in the network and thus aids the
attacker to hide its identity.
Priifezova kritéria Cross-section criteria

Soubor hledisek pro posuzovani zdvaznosti vlivu naruSeni funkce prvku kritické
infrastruktury s meznimi hodnotami, které zahrnuji rozsah ztrat na Zivoté, dopad
na zdravi osob, mimofddné vaZny ekonomicky dopad nebo dopad na vefejnost
v disledku rozsahlého omezeni poskytovani nezbytnych sluzeb nebo jiného
zévazného zdsahu do kaZdodenniho Zivota.

Set of viewpoints to assess how serious is the corruption of an element in the
critical infrastructure with bounds which include the scope of life losses, impact
on the health of people, extraordinary serious economic impact or impact on the
public due to an extensive limitation of providing the necessary services or any
other serious intervention into the daily life.

Element of the critical
infrastructure

Zejména stavba, zatfizeni, prostfedek nebo vefejnd infrastruktura, uréené podle
prufezovych a odvétvovych kritérif; je-li prvek kritické infrastruktury soucasti
evropské kritické infrastruktury, povaZzuje se za prvek evropské kritické
infrastruktury.

Building, equipment, device or public infrastructure in particular, determined
using the cross-criteria and sector criteria; if the element in the critical
infrastructure is a part of the European critical infrastructure, it is considered
to be an element of the European critical infrastructure.

Prvek kritické infrastruktury
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Prvek sluzby Service component

Samostatny celek sluzby, ktery, kdyZ se spoji s dal§imi celky, zajistuje dodavku
celé sluzby.

Independent component of a service which, when united with other components
provides the whole service.

Predc¢asné ukoncené spojeni Aborted connection

Spojeni ukonéené difve nebo jinym zptisobem, neZ je predepsdno. Casto miize
umoznit neoprdvnénym entitdm neautorizovany piistup.

Connection terminated earlier, or in another way, than prescribed. It can often
provide unauthorized access to unauthorized persons.

Piechod Transition

Cinnosti tykajici se piesunuti nové nebo zménéné sluzby do & z provozni
prostiedi.

Activity related to a shift of new or altered service into or out of the operational
environment.

Preklad sit'ovych adres Network address translation (NAT)

Mechanismus umoznujici piistup vice pocitacii z lokdlni sit¢ do Internetu pod
jedinou vefejnou IP adresou. Pocitace z lokaln{ sit¢ maji pridéleny tzv. privatni
IP adresy. Hrani¢ni prvek takové lokdlni sité¢ zajiStuje pieklad privatnich IP
adres na vetejnou. Vice také Private IP address.

Mechanism enabling access of several computers from a local network to the
Internet under one public IP address. Computers from the local address are
assigned so-called private IP addresses. The border element of such a local
network provides for the translation of a private IP address to a public one. See
aslo Private IP address.

Pienos rizik Risk transfer

Sdileni nédkladii ze ztrdt s jinou stranou nebo sdileni prospéchu ze zisku
vyplyvajiciho z rizika.

Sharing of costs with another party or sharing of benefits from profit flowing
from risk.

Presmérovavace Re-dial, Pharming crime ware

Programy (podmnoZina Malware), jejichZ dkolem je pfesmérovat uZivatele na
urcité stranky namisto téch, které plivodné hodlal navstivit. Na takovych
strankdch dochazi k instalaci dalStho Crimeware (viru), nebo touto cestou dojde
ke znacnému zvySeni poplatku za pfipojeni k Internetu (prostfednictvim
telefonnich linek se zvySenym tarifem).
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Programmes (subset of Malware) whose task is to redirect users to certain
pages instead of those originally intended to be visited. On these pages there is
an installation of other Crimeware (virus), or there is a substantial increase in
the Internet connection fee (using telephone lines with a higher rate).

Prezkoumani Review

Cinnost vykondvand k uréeni vhodnosti, pfiméfenosti a efektivnosti predmétu
zkoumani k dosaZeni stanovenych cild.

Activity done in order to assess the suitability, adequacy and efficiency of the
analyzed subject to achieve set objectives.

Prijeti rizika Risk acceptance
Rozhodnut{ pfijmout riziko.

Decision to accept risk.

Priklad dobré praxe, osvéd¢eny
zpusob

VyzkouSend metoda nebo postup, kterd v dané oblasti nabizi nejefektivné;si
feseni, které se opakovan¢ osvédcilo a vede k optimdlnim vysledkim.
Well-tested method or procedure which in the given area offers the most
effective solution which has been repeatedly proven as right and leads towards
optimum results.

Best practice

Piistupové pravo Access right

Povoleni pro subjekt pfistupovat ke konkrétnimu objektu pro specificky typ
operace.

Permission for a subject to access a concrete object for a specific type of
operation.

Ramec #izeni rizik Risk management framework

Soubor prvku poskytujicich zédklady a organizacni uspofadani pro navrhovani,
implementovani, monitorovani, piezkoumdvani a neustdlé zlepSovani
managementu rizik v celé organizaci.

Set of components providing the fundamentals and organizational arrangement
for the design, implementation, monitoring, re-analysis and continuousl
improvement of risk management in the whole organization.

Ransomware Ransom ware

Program, ktery =zaSifruje data a nabizi jejich rozSifrovdni po zaplaceni
vykupného (napf. virus, trojsky kun).

Programme which encrypts data and offers to decrypt them after a ransom
payment (e.g. a virus, Trojan horse).
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Redukce rizik Risk reduction

Cinnosti ke sniZeni pravdépodobnosti, negativnich nasledkii nebo obou téchto
parametrt spojenych s rizikem.
Activity to lower the probability and lessen negative consequences, or both of
these parameters linked to risk.

Redundance Redundancy

Obecny vyznam je nadbytecnost, hojnost. V IT se pouzivd ve smyslu zdloZni.
Naptiklad redundantni (zaloZn{) zdroj napdjeni, redundantni (zdloZn{) data.
General meaning is redundancy, abundance. In IT it is used in the sense of
backup. For example, a redundant (backup) power supply, redundant (backup)
data.

Regionalni Internetovy Registr Regional internet registry (RIR)

Organizace starajici se o pfidélovani rozsahti vefejnych IP adres, autonomnich
systému v jeji geografické plsobnosti. V souCasnosti existuje pét RIRu: RIPE
NCC - Evropa a blizky vychod, ARIN — USA a Kanada, APNIC - Asijsko-
pacificka oblast, LACNIC — Latinskd Amerika, AfriNIC — Afrika.

Organization looking after the assignment of public IP address ranges,
autonomous systems in its geographical scope. There are five RIRs at present:
RIPE NCC - Europe and Near East, ARIN — USA and Canada, APNIC — Asia —
Pacific Region, LACNIC — Latin America, AfriNIC — Africa.

Regist doménovych jmen Domain name registry

Databdze vSech doménovych jmen, kterd jsou zapsdna v roz$iteni domény
nejvyssiho fddu nebo druhé nejvyssi domény.

A database of all domain names registered in a top-level domain or second-

level domain extension.

Rekonstrukce dat Data reconstruction
Metoda obnovy dat analyzovanim piivodnich zdroja.
Method of data reconstruction by analyzing the original sources.

Replay, replay tatok Replay, replay attack

Situace, kdy je zachycend kopie legitimni transakce (datovd sekvence),
opctovné piehrdna neautorizovanym subjektem, a to zpravidla s nelegdlnim
umyslem (napf. pro otevieni vozidla s centralnim zamykanim).

Situation when a copy of a legitimate transaction (data sequence) is intercepted,
repeatedly replayed by an unauthorized subject usually with illegal intent (e.g.
to open a car with a central lock).
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Request For Comment (RFC) Request for comment (RFC)

Pouziva se pro oznaceni fady standardG popisujicich Internetové protokoly,
systémy a dal8i véci souvisejici s fungovdnim internetu. Napiiklad RFC 5321
popisuje protokol SMTP pro vyménu a zpracovani elektronické posty.

It is used to denote standards describing internet protocols, systems and other
items related to internet operation. For example, RFC 5321 describes the
SMTP protocol for the exchange and processing of electronic mail.

Riziko Risk

(1) Nebezpedi, moznost $kody, ztrity, nezdaru. (2) Uginek nejistoty na
dosazeni cilt. (3) Moznost, Ze urcitd hrozba vyuZije zranitelnosti aktiva nebo
skupiny aktiv a zplisobi organizaci Skodu.

(1) Danger, possibility of damage, loss, failure. (2) Effect of uncertainty to
achieve objectives. (3) Possibility that a certain threat would utilize
vulnerability of an asset or group of assets and cause damage to an
organization.

Riziko bezpe¢nosti informaci Information security risk

Souhrn moZnosti, Ze hrozba vyuZije zranitelnost aktiva nebo skupiny aktiv a tim
zpusobf organizaci Skodu.

Aggregate of possibilities that a threat would utilize the vulnerabilty of an asset
or group of assets and thus cause damage to an organization.

Role Role

Souhrn urenych cinnosti a potfebnych autorizaci pro subjekt plsobici
v informa¢nim systému nebo komunika¢nim systému.
Aggregate of specified activities and necessary authorizations for a subject
operating in the information or communication system.

Rootkit Rootkit

Programy umoZiiujici maskovat pifitomnost zdkeiného software v pocitali.
DokdZzi tak pfed uZivatelem skryt vybrané béZici procesy, soubory na disku,
¢i dalsi systémové didaje. Existuji pro Windows, LINUX i UNIX.

Programmes making it possible for insidious software to mask its presence in
a computer. Thus they can hide from the user selected running processes, files
on disc or other system data. They exist for Windows, LINUX and UNIX.

Rovny s rovnym Peer to peer (P2P)

Jedna se o pocitacovou sit’, kde spolu pfimo komunikuji jednotlivi klienti. Tento
model se dnes vyuZzivd predev§im u vyménnych siti. S rostoucim mnoZstvim
uzivatelll totiz u tohoto modelu roste celkovd pfenosova kapacita. Zatimco
u klasického modelu klient-server je tomu pfesné naopak.
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This is a computer network where individual clients communicate directly. This
model is primarily used in interchangeable networks. Total trasmission
capability grows as a rule with the growing number of users in this model. In
the classic model client-server this is quite the reverse.

Rozhrani Interface
Misto a zptisob propojeni systémul nebo jejich Casti.
Location and mode of interconnecting systems or their parts.

Retézovy dopis Chain letter

Dopis odeslany mnoha adresitiim a obsahujici informaci, kterou ma kazdy
pifjemce predat mnoha dal§im adresatim. Casto vyuziva natlaku (,,Pokud tento
dopis do 3 dnt neposles 25 dalsim osobdam, do 10 dnl té¢ potkd néco
hrozného.*).

Letter sent out to many recipients and containing information which each
recipient has to pass on to many other addressees. It is a frequently used method
of pressure ("If you do not send this letter to 25 other people, something terrible
happens to you in 25 days”).

Information security incident
management

Procesy pro detekci, hldseni a posuzovani bezpecnostnich incidentl, odezvu
na bezpec¢nostni incidenty, zachdzeni a pouceni se z bezpecnostnich incidentl.
Processes for detection, reporting and assessing of security incidents, response
to security incidents, handling and learning from security incidents.

Business continuity management
BCM)

Holisticky manazersky proces, ktery identifikuje moZné hrozby a jejich
potencidlni dopady na chod organizace a ktery poskytuje rdmec pro
prohlubovani odolnosti organizace tim, Ze rozsifuje jeji schopnosti efektivné
reagovat na krizové uddlosti a tim chranit z4jmy svych kliCovych partnert
a zdkaznik, svoji povést, znacku a svoje ¢innosti.

Holistic management model which identifies possible threats and their potential
impact on the operations of an organization and which provides a framework
for deepening the immunity of an organization by expanding its capabilities to
respond effectively to emergency events and thus protect the interests of its key
partners and customers, its reputation and its activities.

Rizeni bezpe¢nostnich incidenti

Rizeni kontinuity organizace

Rizeni piistupu Access control

Znamena zajiSténi, Ze pfistup k aktivu je autorizovdn a omezen na zdklad¢
obchodnich (podnikatelskych) a bezpe¢nostnich pozadavki.
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Making sure that access to an asset is authorized and limited on the basis of
business (entrepreneurial) and security requirements.

Rizeni rizik Risk management

Koordinované ¢innosti pro vedenf a fizen{ organizace s ohledem na rizika.

Coordinated activities to manage and control an organization in view of the
risks.

Rizeni sluzeb Service management

Mnozina schopnosti a procesi pro vedeni a fizeni Cinnosti a zdroju
poskytovatele sluZeb pro ndvrh, pfechod, doddvku a zlepSovani sluzeb, aby byly
naplnény poZadavky sluzeb.

Set of capabilities and processes to manage and control the activities and
sources of the service provider for the design, handover, delivery and
improvement of services so that the requirements placed on them be met.

Rizeni zranitelnosti Vulnerability management

Cyklickd praxe pro identifikaci, tfidéni, opakované zprostiedkovani
a zmiriovani zranitelnosti. Obecné se tato praxe vztahuje na zranitelnosti
programového vybaveni v pocitacovych systémech, miZe vSak byt Casto
roz§ifena na organiza¢ni chovén{ a strategické rozhodovaci procesy.

Cyclical practice of identifying, classifying, remediating, and mitigating
vulnerabilities. This practice generally refers to software vulnerabilities in
computing systems however it can also extend to organizational behavior and

strategic decision-making processes.
Sandbox Sandbox

Bezpecnostni mechanismus slouzici k oddéleni béZicich procest od samotného
opera¢niho systému. PouZiva se naptiklad pfi testovani podezielého softwaru.
Security mechanism serving to separate running processes from the operating
system proper. It is used, for example, in testing suspicious software.

Sdileni Sharing

Moznost spolecné a soucasné se délit o jeden nebo vice zdroji informaci,
paméti nebo zafizeni.

Possibility to have a portion at the same time of one or more information
sources, memory or devices.

Secure shell (SSH) Secure shell (SSH)

Protokol, ktery poskytuje bezpecny vzdileny login pfi pouZiti nezabezpecené
sité.
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A protocol that provides secure remote login utilising an insecure network.

Secure socket layer (SSL) Secure socket layer (SSL)

Protokol, respektive vrstva vloZend mezi vrstvu transportni (napi. TCP/IP)
a aplikaéni (napt. HTTP), kterd poskytuje zabezpeceni komunikace Sifrovdnim
a autentizaci komunikujicich stran.

Protocol or a layer inserted between the transport layer (e.g. TCP/IP) and the
application layer (e.g. HTTP) which enables communication security by
encryption and authentification of the communicating parties.

Security software disabler Security software disabler
Zablokuje software pro zabezpeceni PC (firewall, antivir).
It blocks software to secure the PC (Firewall, Antivirus).

Serverova farma Server cluster

Skupina sitovych servert, které jsou pouzivany k zefektivnéni vnitinich procest
tim, Ze distribuuji zat€Z mezi jednotlivé zapojené slozky, aby urychlily
vypocetni procesy vyuZzitim sily vice serverti. KdyZ jeden server ve farme selZe,
jiny mtze jeho sluzby nahradit.

Group of network servers used to increase the efficiency of internal processes
by distributing load among individual linked components in order to speed up
computing processes by using the power of more servers. When one server in
the farm fails, another one can replace it.

Service set identifier (SSID) Service set identifier (SSID)
Jedine¢ny identifikdtor (ndzev) kazdé bezdratové (WiFi) pocitaCové sité.
Unique identifier (name) of every wireless (WiFi) computer network.

Sexting Sexting

Elektronické rozesilani textovych zprdv, fotografii ¢i videi se sexudlnim
obsahem. Tyto materidly ¢asto vznikaji v rdmci partnerskych vztahil. Takovéto
materidly vSak mohou pfedstavovat riziko, Ze jeden partner z nejriznéjSich
pohnutek zvetejni fotografie ¢i videa svého partnera.

Electronic distribution of text messages, photographies or videos with a sexual
content. These materials often originate in partner relations. Such materials,
however, may represent a risk that one partner, out of various motives, would
publish photographies or videos of the other partner.
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Seznam pro Fizeni pristupu (ACL) Access control list (ACL)

Seznam oprdvnéni pfipojeny k néjakému objektu (napf. diskovému souboru);
uréuje, kdo nebo co md povoleni pfistupovat k objektu a jaké operace s nim
muiZze provadét. U bezpecnostniho modelu pouZivajictho ACL systém pted
provedenim kazdé operace prohledd ACL a nalezne v ném odpovidajici zdznam,
podle kterého se rozhodne, zda operace smi byt provedena.

List of authorizations attached to some subject (e.g. a disc file), it determines
who or what has the right to access the object and which operations it can do
with it. In the security model using the ACL system, it searches ACL prior to
performing any operation and looks up the corresponding record and on the
basis of it makes a decision if the operation may be be executed.

Shareware Shareware

Volné distribuovany software, ktery je chrdnén autorskymi pravy. V piipadé Ze
se uZivatel rozhodne tento software vyuzivat déle, nez autor umoziuje, je
uzivatel povinen splnit podminky pro pouZzivani. MuZe jit napiiklad o zaplaceni
urcité financni ¢astky, registrace uzivatele, atd.

Freely distributed software protected by copyright. In case the user decides to
use this software longer than the author permits, the user is obliged to satisfy
conditions for use. These can be, for example, payment of a certain financial

amount, user registration, etc.

Schopnost pro reakci na po¢itatové  Computer incident response

hrozby (CIRC) capability (CIRC)

Schopnost reakce na pocitatové incidenty. Je soucdsti kybernetické obrany
aktomu vyuzivd opatfeni zejména voblasti INFOSEC. Zajistuje
centralizovanou schopnost rychle a efektivné reagovat na rizika a zranitelnosti
v systémech, poskytuje metodiku pro oznamovani azvladdni incidenti,
zajiStuje podporu a pomoc provoznim a bezpecnostnim spravam systémi. Je
soucasti realizace havarijntho (krizového) pldnovani pro piipady obnovy
systému.

Capability of responding to computer incidents. It is part of cyber defence and
uses in particular measures of INFOSEC. Ensures centralized capability for fast
and effective reaction to risks and vulnerabilities in systems provides
methodology for reporting and managing incidents provides support and help to
the operational and security managements of systems. It is part of the
emergency (crisis) planning for cases of system recovery.
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Simple mail transfer protocol Simple mail transfer protocol
(SMTP) (SMTP)

Internetovy protokol uréeny pro ptfenos zprav elektronické posty. Popisuje
komunikaci mezi poStovnimi servery.

Internet protocol for the transmission of messages of electronic mail.
It describes communication among mail servers.

Simulace Simulation

PouZiti systému zpracovani dat k vyjaddfeni vybranych vlastnosti chovani
fyzického nebo abstraktniho systému.

Use of a data processing system to extract selected properties in the behaviour
of a physical or abstract system.

Sit Network

Mnozina pocitatovych termindlti (pracovnich stanic) a servert, které jsou
vzdjemné propojeny, aby si navzdjem vyménovaly data a mohly spolu
komunikovat.

Set of computer terminals (workstations) and servers which are mutually
interconnected in order to exchange data and communicate.

Network of electronic
communications

Pfenosové systémy, popiipadé spojovaci nebo smérovaci zafizeni a jiné
prostiedky, vcetné prvku sité, které nejsou aktivni, které umoziuji pienos
signdli po vedeni, rddiovymi, optickymi nebo jinymi elektromagnetickymi
prostiedky, v€etné druzicovych siti, pevnych siti s komutaci okruhii nebo paketti
a mobilnich zemskych siti, siti pro rozvod elektrické energie v rozsahu, v jakém
jsou pouZzivany pro pfenos signdld, siti pro rozhlasové a televizni vysilan{ a siti
kabelové televize, bez ohledu na druh pfendSené informace.

Transmission systems, or as the case may be, communication and routing
equipment and other devices, including elements of the network which are not
active, which make for the transmission of signals over wire lines, by radio,
optical or other electromagnetic devices, including satellite networks, fixed lines
with commuted circuits or packets, and mobile ground networks, networks for
the distribution of electrical energy in the extent to transmit signals, networks
for radio and television broadcast and networks for cable television, regardless
of the type of transmitted information.

Sit’ elektronickych komunikaci

Skript Script

Soubor instrukef zapsany v n€kterém formalnim jazyce, kterym je fizena ¢innost
zafizeni, programu ¢i systému.

Set of instructions written in some formal language which control the workings
of devices, programme or system.
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Skryty kanal Covert Channel

Prenosovy kanal, ktery miZe byt pouZit pro pienos dat zptisobem, ktery
naruSuje bezpec€nostni politiku.

Transmission channel which could be used for data transfer in a way impairing
security policy.

Skupina pro reakce na pocitacové Computer security incident
bezpecnostni incidenty (CSIRT) response team (CSIRT)

Tym odbornikd na informacni bezpecnost, jejichz tkolem je fesit bezpecnostni
incidenty. CSIRT poskytuje svym klientim potiebné sluzby pii feSeni
bezpecnostnich incidentll a pomaha jim pfi obnoveé systému po bezpecnostnim
incidentu. Aby sniZily rizika incidentdi a minimalizovaly jejich pocet, pracovisté
CSIRT poskytuji svym klientim také preventivni a vzdélavaci sluzby. Pro své
klienty poskytuji informace o odhalenych slabindch pouZivanych hardwarovych
a softwarovych prostfedkii a o moznych ttocich, které téchto slabin vyuZivaji,
aby klienti mohli dostate¢né rychle oSettit odhalené slabiny.

Team of experts in information security whose task is to tackle security
incidents. CSIRT provides its clients with the necessary services for solutions of
security incidents and helps them in recovering the system after a security
incident. In order to minimize incident risks and minimize their number, CSIRT
offices provide also preventive and educational services. For clients, they
provide information on detected weaknesses of used hardware and software
instruments and about possible attacks which make use of these weaknesses so
that the clients may quickly address these weaknesses.

Skupina pro reakci na pocitacové Computer emergency response team
hrozby (CERT) (CERT)

CERT je jiny uZivany ndzev pro CSIRT, na rozdil od oznaleni CSIRT je CERT
registrovand ochranna zndmka. Vice CSIRT.

CERT is another name for CSIRT; unlike CSIRT, CERT is a registered trade
mark. See CSIRT.

Slovnikovy utok Dictionary attack

Metoda zjistovani hesel, kdy crackovaci program zkous$i jako mozZné heslo
vSechna slova ve slovniku. Jednd se o metodu pomérné rychlou, zédleZi to na
velikosti slovniku a na tom, zda obét’ pouzivd jednoducha hesla.

Method for finding passwords when the cracking programme tries out all
dictionary words in a dictionary for the password. This is a relatively fast
method, depending on the size of the dictionary and whether the victim uses
simple passwords.
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Sluzba Service

Cinnost informaéniho systému uspokojujici dané pozadavky opravnéného
subjektu spojend s funkci informacniho systému.

Activity of the information system meeting the given requirements
of an authorized subject related to the function of the operating system.

Sluzba elektronickych komunikaci Electronic communication service

Sluzba obvykle poskytovand za uplatu, kterd spoivd zcela nebo prevdZzné
v pfenosu  signald po  sitich elektronickych  komunikaci, vcetné
telekomunikacnich sluzeb a ptenosovych sluzeb v sitich pouzivanych pro
rozhlasové a televizni vysildni a v sitich kabelové televize, s vyjimkou sluzeb,
které nabizeji obsah prostiednictvim siti a sluzeb elektronickych komunikaci
nebo vykondvaji redakéni dohled nad obsahem piendSenym sitémi
a poskytovanym sluzbami elektronickych komunikaci; nezahrnuje sluzby
informacni spolecnosti, které nespocivaji zcela nebo prevazné v pfenosu signala
po sitich elektronickych komunikaci.

Service usually provided for a fee which consists wholly or predominatly of
signal transmission over electronic communication networks, including
telecommunication services and tranmission services in networks used for radio
and television broadcast and networks for cable television, excluding services
which provide content using the networks and services of electronic
communications or have editing supervision of the content transmitted over the
networks and provided services of electronic communications; it does not
include services of the information society which do not rest wholly or
predominantly on the transmission of signals over networks of electronic
communications.

Sluzba informacdni spole¢nosti Information society service

Jakakoliv sluzba poskytovand elektronickymi prostfedky na individudlni Zddost
uZzivatele podanou elektronickymi prostfedky, poskytovand zpravidla za tplatu;
sluzba je poskytnuta elektronickymi prostiedky, pokud je odesldna
prostiednictvim sit¢ elektronickych komunikaci a vyzvednuta uZivatelem
z elektronického zafizeni pro uklddani dat.

Any service provided by electronic means at the individual request of a user and
put in by electronic means, usually provided for a fee. The service is provided
by electronic means if it is sent by means of an electronic communication
network and picked up by the user from electronic equipment for data storage.

Smérnice Guideline

(Zéavazné) doporuceni toho, co se ocekdvd, Ze ma byt provedeno, aby byl
dosaZen urc€ity cil.
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(Binding) recommendation of what is expected to be done in order to achieve
a certain target.

Sniffer Sniffer

Program umoznujici odposlouchdvini vSech protokoll, které pocita¢ pfijimd /
odesila (pouzivd se napi. pro odposlouchdvani piistupovych jmen a hesel, Cisel
kreditnich karet).

Programme for the eavesdropping of all the protocols which a computer
receives/sends (it is used, for example, for eavesdropping of access names
or passwords, numbers of credit cards).

Socialni inZenyrstvi Social engineering

Zptsob manipulace lidi za tucelem provedeni urcité akce nebo ziskani urcité
informace.

Way of people manipulation in order to perform a certain action or to obtain
a certain information.

Socialni sit’ Social network

Propojend skupina lidi, ktef{ se navzdjem ovliviiuji. Tvoii se na zdklad¢ zajmu,
rodinnych vazeb nebo z jinych divodl. Tento pojem se dnes také Casto pouziva
ve spojeni s internetem a nastupem webl, které se na vytvéareni socialnich siti
pifmo zamétuji (Facebook, Lidé.cz apod.), socidln{ sit¢ se mohou vytvéret také
v zajmovych komunitach kolem urcitych webt, naptiklad na jejich férech.
Interconnected group of people who interact. It is formed on the basis of
interests, family ties or other reasons. This idea is at present often used in
connection with internet and the onset of webs which are directly targeted at
social networks (Facebook, Lidé.cz etc.), social networks can also form in
interest communities around certain web sites, for example at their forums.
Software (programové vybaveni) Software

Sada programi pouZivanych v pocitaci, které vykondvaji zpracovani dat,
¢i konkrétnich tdloh. Software lze dile rozdé€lit na: a) systémovy software —
vstupné/vystupni systémy, operacni systémy nebo grafické operacni systémy; b)
aplikacni software — aplikace, jednoduché utility nebo komplexni programové
systémy; c) firmware — ovlddaci program hardwaru.

Set of programmes used in a computer which execute data processing
or a concrete task. Software can be further subdivided into: a) system software
— input/output devices, operating systems or graphics operation systems; b)
application software — applications, simple utilities or complex programming
systems; c) firmware — hardware control programme.
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Software veiejné domény Public domain software

Software, ktery je umistén do vefejné domény, jinymi slovy neexistuje viibec
7adné vlastnictvi, jako napiiklad autorské pravo, obchodni znacka ¢i patent.
Software that has been placed in the public domain, in other words there
is absolutely no ownership such as copyright, trademark, or patent.

Softwarové piratstvi Software piracy
Neautorizované pouZzivani, kopirovani nebo distribuce programového vybaveni.
Unauthorized use, copying or distribution or software.

Soubor File

Obecna pojmenovand mnozina dat. MizZe se jednat o dokument, multimedialn{
data, databdzi ¢i prakticky jakykoli jiny obsah, ktery je pro uZivatele nebo
software uZite¢né mit permanentné pfistupny pod konkrétnim jménem.

General named set of data. It can be a document, multimedia data, database
or practically any other content, which the user or software may find useful to
have permanently available under a concrete name.

Soubor logt Log file

Soubor obsahujici informace o aktivitich subjektd v systému, piistup k tomuto
souboru je fizen.

File containing information on the activities of subjects in the system, access to
this file is controlled.

Souborovy systém File system

Zptisob organizace a uloZeni dat ve formé& soubort tak, aby k nim bylo mozné
snadno pfistupovat. Souborové systémy jsou ulozeny na vhodném typu
elektronické paméti, kterd mize byt umisténa piimo v pocitaci (pevny disk)
nebo miiZe byt zpfistupnéna pomoci pocitatové site.

Method of organization and storage of data in the form of files so that access to
them would be easy. File systems are stored on a suitable type of electronic
memory which can be located directly in the computer (hard disc) or can be
made accessible using a computer network.

Soukromi Privacy

Soukromi je schopnost nebo pravo jednotlivce nebo skupiny zadrZovat
informace o sob&. Soukromi je rovnéZ hmotny nebo mySlenkovy prostor
subjektu.

Privacy is the capability or right of an individual or group to retain information
about themselves. Privacy is also the material or mental space of the subject.
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Spear phishing (rybareni oStépem) Spear phishing

Vv

o obéti. Diky vétSimu zacileni na konkrétni uZivatele dosahuje tato metoda
vétsiho ucinku nez bézny ttok typu Phishing. Vice Phishing.

More sophisticated attack than Phishing, which uses prior obtained information
about the victim. Thanks to a more focused targeting on a concrete user this
method attains higher effect than a standard attack of the Phishing type. See
Phishing.

Spojovani / Faze Linkage / Fusion

Ucelna kombinace dat nebo informaci z jednoho systému zpracovani dat s daty
nebo informacemi z jiného systému tak, aby bylo moZzné odvolat chranénou
informaci.

Useful combination of data or information from one data processing system,
with data or information from another system, so as to declassify protected
information.

Spolehlivost Reliability
Vlastnost konzistentniho zamysleného chovéani nebo vysledkt.

Attribute of consistent intentional behaviour or results.

Spravce aktiva (provozovatel Assets (information system)
informa¢niho sytému) Operator

Jedinec (entita), ktery zabezpeCuje zpracovani informaci nebo poskytovani
sluzeb a vystupuje vici ostatnim fyzickym a pravnickym osobam
v informa¢nim syst¢ému jako nositel prdv a povinnosti spojenych
s provozovanim systému.

Individual (entity) who enables information processing or service providing and
acts towards other natural and legal persons in the information system as the
bearer of rights and obligations connected to operating the system.

Spravce informac¢niho systému Operator of the information system
vei'ejné spravy of public administration.

Subjekt, ktery podle zdkona urcuje ucel a prostiedky zpracovani informaci
a za informacni systém odpovida.

Subject who by law determines the objective and means for information
processing and is responsible for the information system.

Spravce systému System administrator

Osoba zodpovédna za fizen{ a udrzbu pocitacového systému.
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Person responsible for the management and maintenance of a computer system.

Spravce zabezpedceni Géti Security account manager

Spravce zabezpeceni uctd v operacnim systému Windows, napi. databaze,
ve které se uchovavaji hesla uZivatelti (hesla v opera¢nim systému Windows NT
se nachdzeji napf. v adresafi c:\winnt\repair a c:\winnt\config).
Administrator for securing the accounts in the Windows operating system, e.g.
a database, where user passwords are kept (passwords in Windows NT
operating system may be kept, for example, in the directory c:\\winnf\repair and
c\winni\config).

Spyware Spyware

Program skryt¢ monitorujici chovani oprdvnéného uZivatele pocitate nebo
systému. Svd zjisSténi tyto programy prubéZné (napf. pii kaZzdém spusténi)
zasilaji subjektu, ktery program vytvofil, respektive distribuoval. Takové
programy jsou casto na cilovy pocita¢ nainstalovdny spolu s jinym programem
(utilita, pocitacovd hra), s jehoZ funkci vSak nesouvisi.

Programme which secretly monitors the behaviour of an authorized computer
or system user. The findings are sent by these programmes continuously
(e.g. at every startup) to the subject which created the programme or distributed
it. Such programmes are frequently installed on the target computer together
with another programme (utility, computer game), however, they bear no
relation to it.

SQL injection SQL injection

Injek¢éni technika, kterd zneuZivd Dbezpe€nostni chyby vyskytujici
se v databdzové vrstvé aplikace. Tato chyba zabezpeceni se projevuje infiltrac{
neopravnénych znakd do SQL piikazu opravnéného uZivatele nebo pfevzetim
uZivatelova piistupu k vykonani SQL piikazu.

Injection technique which abuses security errors occuring in the database layer
of an application. This security error manifests itself by infiltrating
unauthorized characters into an SQL command of an authorized user, or by
taking over user access, to execute the SQL command.

Stanoveni kontextu Establishing the context

Vymezeni vngjSich a vnitfnich parametrti, které maji byt zohlednény pfi
managementu rizik a nastaveni rozsahu platnosti a kritérii rizik pro politiku
managementu rizik.

Establishing the limits of external and internal parameters to be taken into
account during risk management and setting of the risk validity ranges and risk
criteria for the risk management policy.
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Stav kybernetického nebezpeci State of cyber danger

Stavem kybernetického nebezpeci se rozumi stav, ve kterém je ve velkém
rozsahu ohroZena bezpecnost informaci v informaénich systémech nebo
bezpecnost sluZeb nebo siti elektronickych komunikaci.

Under cyber danger we understand such a state when there is a large measure
of danger to information security in information systems or security of services
or of electronic ommunications.

Structured query language (SQL) Structured query language (SQL)

Standardizovany dotazovaci jazyk pouZivany pro praci sdaty v rela¢nich
databdzich.

Standard query language used to work with data in relational databases.

Stuxnet Stuxnet

Pocitacovy Cerv, ktery je vytvoren, aby ttocil na prumyslové fidici systémy typu
SCADA, jenz je vyuzivan k fizeni velkych primyslovych podnikd, napiiklad
tovdren, elektraren, produktovodt a dokonce armadnich zafizeni.

Computer worm created to attack industrial control systems of the SCADA type
used to control large industrial enterprises, for example factories, power
generating plants, product lines and even military objects.

Subjekt Subject
V pocitacové bezpecnosti aktivni entita, kterd muiZe pfistupovat k objektim.
In computer security, an active entity which can access objects.

Subjekt kritické infrastruktury Subject of critical infrastructure

Provozovatel prvku kritické infrastruktury; jde-li o provozovatele prvku
evropské kritické infrastruktury, povazuje se tento za subjekt evropské kritické
infrastruktury.

Operator of an element of critical infrastructure; if it is an operator of an
element of the European critical infrastructure, the operator is considered to be
a subject of the European critical infrastructure.

SYN-cookies SYN-cookies

Prvek obrany proti dtoku zaplavenim pakety protokolu TCP s pfiznakem SYN.
Vice SYN Flood.

Element of defence against a flooding by packets in the TCP protocol with the
attribute SYN. See SYN-Flood.
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SYN-flood SYN-flood

Kyberneticky tutok (typu Denial of Service) na server zaplavenim pakety
protokolu TCP. Utoénik zasild zéplavu TCP/SYN paketii s padélanou hlavickou
odesilatele. Kazdy takovy paket server pfijme jako normdlni Zadost o pfipojeni.
Server tedy odeSle paket SYN-ACK a ¢ekd na paket ACK. Ten ale nikdy
nedorazi, protoZe hlavicka odesilatele byla zfalSovdna. Takto polooteviend
zadost n&jakou dobu blokuje jiné, legitimni Zadosti o pfipojeni. Vice DoS,
DDoS, SYN-cookie.

Cyber attack (Denial of Service type) on a server by flooding with packets in the
TCP protocol. The attacker sends a flood of TCP/SYN packets with a forged
heading of the sender. The server accepts every such packet as a normal request
for a connection. Server then sends out the SYN-ACK packet and waits for the
ACK packet. This however never arrives as the heading of the sender was
forged. Such a semi-open request blocks out, for some time, other legitinate
requests for a connection. See DoS, DDoS, SYN-cookie.

Systém detekce praniku (IDS) Intrusion detection system (IDS)
Technicky systém, ktery se pouZziva pro zjisténi, Ze byl u¢inén pokus o prunik
nebo takovy ¢in nastal, a je-li to mozZné, pro reakci na prinik do informacnich
systému a siti.

Technical system that is used to identify that an intrusion has been attempted,

is occurring, or has occurred and possibly respond to intrusions in information
systems and networks.

Systém doménovych jmen (DNS) Domain name system (DNS)

Distribuovany hierarchicky jmenny systém pouZivany v siti Internet. Preklada
ndzvy domén na ¢iselné IP adresy a zpét, obsahuje informace o tom, které stroje
poskytuji piisluSnou sluzbu (napf. pfijimaji elektronickou poStu ¢i zobrazuji
obsah webovych prezentaci).

Distributed hierarchical name system used on the Internet network. It translates
domain names into numerical IP addresses and back, contains information
about which machines provide the relevant service (e.g. accepts electronic mail
or show the content of web pages).

Systém prevence priniku (IPS) Intrusion prevention system (IPS)

Varianta systému detekce priniku, které jsou zv1asté ur¢eny pro moznost aktivni
reakce.

Variant on intrusion detection systems that are specifically designed to provide
an active response capability.
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Systém Fizeného piistupu Controlled access system (CAS)

Prostiedky pro automatizaci fyzického fizeni piistupu (napf. pouZiti odznaki
vybavenych magnetickymi prouzky, inteligentnich karet, biometrickych
snimacu).

Means for automating of the physical control of access (e.g. use of badges
equipped with magnetic strips, smart cards, biometric sensors).

Systém Fizeni Management system

Réamec politik, postupl, smérnic a pridruzenych zdroji k dosaZeni cili
organizace.

Framework of policies, procedures, directives and affiliated sources to achieve
the objectives of an organization.

Systém Fizeni bezpe¢nosti informaci  Information security management
(SRBI) system (ISMS)

Cést systému fizeni, zaloZend na piistupu k bezpeénostnim rizikiim, k ustavent,
implementovani, provozovadni, monitorovani, pfezkoumavani, spravovani
a zlepSovani bezpecnosti informaci.

Part of the management system, based on the attitude towards security risks,
definition, implementation, operation, monitoring, re-analysing, administration
and improvement of information security.

Business continuity management
system (BCMS)

Ciést celkového systému Fizeni organizace, kterd ustanovuje, zavadi, provozuje,
monitoruje, pfezkoumdavd, udrzuje a zlepSuje kontinuitu fungovani organizace.
Part of the overall system of managing an organization which defines,
introduces, operates, monitors, re-analyses, maintains and improves operating
continuity of an organization.

Systém Fizeni kontinuity organizace

Sifrovani Encryption

Kryptograficka transformace dat, také nauka o metodach utajovani smyslu zprav
pfevodem do podoby, kterd je Citelnd jen se specidlni znalosti.

Cryptographic transformation of data, also the science about methods of hiding
the meaning of messages by a transformation into a form which is readable with
special knowledge only.

Skodlivy software Malware — malicious software

Je obecny ndzev pro Skodlivé programy. Mezi Skodlivy software patii
pocitacové viry, trojské koné, cervy, Spiondzni software.

This is the general name for harmful programmes. Harmful software includes
computer viruses, Trojan horses, worms, spyware.
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Spatné utvoieny dotaz Malformed query

(1) Chybny dotaz, ktery miZze vyvolat nestandardni nebo neocekdvané
chovani systému. (2) Zpusob utoku.

(1) Erroneous query which may result in triggering a nonstandard
or unexpected behaviour of a system. (2) Mode of an attack.

Tajna vratka / Piistup ke sluzbam Maintenance hook

Zadni vratka v softwaru, kterd umoZiuji snadné udrZovani a pfidani dalSich
charakteristik a kterd mohou umoznit vstup do programu v neobvyklych mistech
nebo bez obvyklych kontrol.

Loophole in software which enables easy maintenance and addition of other
characteristics and which can enable an access to a programme in unusual
locations or without the usual checks.

Technické prostiredky (vybaveni) Hardware

Fyzické souCdsti systému (zafizeni) nebo jejich ¢dst (napf. pocitac, tiskdrna,
periferni zatizenf).

Physical components of a system (equipment) or their parts (e.g. a computer,
printer, peripheral devices).

Telefonni phishing Phone phishing

Tato technika vyuzivd faleSného hlasového automatu (Interactive Voice
Response) s podobnou strukturou jako md origindlni bankovni automat ("Pro
zménu hesla stisknéte 1, pro spojeni s bankovnim poradcem stisknéte 2"). Obét
je vétSinou vyzvana emailem k zavoldni do banky za t¢elem ovéteni informace.
Zde je pak poZadovano ptihldSeni za pomoci PIN nebo hesla. Nékteré automaty
nésledné prenesou obét’ do kontaktu s titocnikem vystupujicim v roli telefonniho
bankovniho poradce, coZ mu umoZziluje dal$i moZnosti otdzek.

This technique uses a false voice automaton (Interactive Voice Response) with a
structure similar to the original banking automaton ("For a change of password
press 1, for connection to a bank advisor press 2"). The victim is usually asked
in an email to call the bank for information verification. Here, sign-on is
requested using a PIN or a password. Some automata subsequently transfer the
victim to a contact with the attacker playing the role of a telephone bank
advisor which allows for other possibilities for questions.

TERENA TERENA

Trans-European Research and Education Networking Association, evropska
mezindrodni organizace podporujici aktivity v oblasti internetu, infrastruktur
a sluZeb v ramci akademické komunity.

Trans-European Research and Education Networking Association, a European
international organization supporting activities in the area of internet,
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infrastructures and services in the academic community.

TF-CSIRT TF-CSIRT

Mezinarodni férum umoziujici spoluprdci tymi CSIRT na evropské urovni.
Déli se na dvé skupiny — uzavienou, kterd je pfistupnd pouze akreditovanym
tymim, a otevienou, kterd je pfistupnd vSem zdjemciim o praci tyma CSIRT.
TF-CSIRT je jednou z aktivit mezindrodni organizace TERENA. Pracovni
skupina TF-CSIRT se schazi obvykle n¢kolikrat ro¢n¢.

International forum enabling the cooperation of CSIRT teams on a European
level. It is divided into two groups — a closed one which is open only to
accredited teams, and an open one which is accessible to all parties interested
in the CSIRT teams' work. TF-CSIRT is one of the activities of the TERENA
international organization. Working group TF-CSIRT meets usually several
times per year.

Torrent Torrent

Jednd se o soubor s koncovkou .torrent, ktery obsahuje informace o jednom
nebo vice souborech ke staZeni. Vice BitTorrent.

This is a file with the ending .torrent which contains information about one
or more files to be downloaded. See BitTorrent.

Transmission control protocol Transmission control protocol
(TCP) (TCP)

Je jednim ze zakladnich protokolii sady protokolti Internetu, konkrétné
pfedstavuje transportni vrstvu. PouZitim TCP mohou aplikace na pocitacich
propojenych do sit¢ vytvofit mezi sebou spojeni, pfes které mohou pfenaset
data. Protokol garantuje spolehlivé dorucovani a doruovani ve spravném

s

pofadi. TCP také rozliSuje data pro vicendsobné, soucasné bézici aplikace
(napfiklad webovy server a emailovy server) bézici na stejném pocitaci. TCP
podporuje mnoho na internetu populdrnich aplikacnich protokold a aplikaci,
véetn¢ WWW, emailu a SSH.

It is one of the basic protocols in the protocol set of the Internet; more precisely
it represents the transport layer. Using the TCP, applications on interconnected
computers can link up and transmit data over the links. The protocol guarantees
a reliable delivery as well as delivery in the right order. TCP also differentiates
data for multiple concurrently running applications (e.g. a web server and email
server) running on the same computer. TCP is supported by many of the
application protocols and applications popular on the internet, including
WWW, email and SSH.
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Transport layer security Transport layer security (TLS)

Kryptograficky protokol, ktery poskytuje komunikacni bezpecnost pro Internet.
Pouzivd se asymetrické Sifrovani pro vyménu klict, symetrické Sifrovani pro
diivérnost a kody pro ovéfovéni celistvosti zprav. Siroce se pouZivd nékolik
verzi téchto protokolid v aplikacich jako prohliZeni na webu, elektronickd posta,
faxovani pfes internet, instantni zpravy and voice-over-IP (VoIP).

A cryptographic protocol that provide communication security over the Internet.
They use asymmetric cryptography for authentication of key exchange,
symmetric encryption for confidentiality and message authentication codes for
message integrity. Several versions of the protocols are in widespread use in
applications such as web browsing, electronic mail, Internet faxing, instant
messaging and voice-over-IP (VoIP).

Trojsky ki Trojan horse

Program, ktery plni na prvni pohled né&jakou uZite¢nou funkci, ale ve skutec¢nosti
ma jesté n&jakou skrytou Skodlivou funkci. Trojsky kan se sam nereplikuje, Sif{
se diky viditeln€ uZitné funkci, kterou poskytuje.

Programme which executes a useful function, taken at face value, but in reality
has also some hidden harmful function. Trojan horse does not self-replicate,
it is distributed thanks to the visible utility it provides.

Trusted introducer Trusted introducer

Utad, ktery sjednocuje evropské bezpeénostni tymy typu CERT / CSIRT.
Zaroven také napomaha vzniku CERT / CSIRT tymu a provadi jejich akreditace
a certifikace. Je provozovan organizaci TERENA. Vice TERENA.

Authority uniting European security teams of the type CERT/CSIRT. At the
same time it also helps in creating the CERT/CSIRT teams and provides for
their accreditation and certification. It is operated by the TERENA
organization. See TERENA.

Treti strana Third party

Osoba nebo organizace nezavisld jak na osobé nebo organizaci, kterd poskytuje
pfedmét posuzovani shody (produkt, sluzba), tak i na odbérateli tohoto
predmétu.

Person or organization independent both of the person or the organization
which submits the object to be judged for compliance (product, service) and
also independent of the purchaser of the the object.

Typ piistupu Access type

V pocitaCové bezpecnosti typ operace, specifikované piistupovym pravem.
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In computer security, type of an operation specified by an access right.
Utelnost Efficiency

Vztah mezi dosaZenymi vysledky a tim, jak spravné byly zdroje vyuZity.
Relation between the achieved results and how well have the sources been used.

deaje Data

Z pohledu ICT reprezentace informaci formalizovanym zptisobem vhodnym pro
komunikaci, vyklad a zpracovani.

From the ICT point of view, this is a representation of information in
a formalized way suitable for communication, explanation and processing.

Udalost Event
Vyskyt nebo zména urcité mnoziny okolnosti.
Occurrence or change of a certain set of circumstances.

Umyslné oklaméni, podvrieni Spoofing

Cinnost s cilem podvést (oklamat) uZivatele nebo provozovatele zpravidla
pomoci pfedstirdni faleSné identity.

Activity with the objective of deceiving (misleading) a user or operator usually
by sporting a false identity.

Uniform resource locator (URL) Uniform resource locator (URL)

Zdrojovy identifikator, ktery popisuje umisténi konkrétniho zdroje, vcetné
protokolu, slouZici k nacitdni tohoto zdroje. Nejzndméj$im piikladem URL je
napf. http://www.nejakadomena.nekde.

Source identifier describing the location of a concrete source, including a
protocol, serving to link to this source. The best known such an example is
http://www.somedomain.somewhere.

Universalni unikatni identifikator Universal unique identifier (UUID)

Standard pro identifikdtory pouZivand pfi tvorb& softwaru, standardizovany
organizaci Open Software Foundation (OSF) jako soucdst Distributed
Computing Environment (DCE).

An identifier standard used in software construction, standardized by the Open
Software Foundation (OSF) as part of the Distributed Computing Environment
(DCE).
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URL trojan URL trojan

Presmérovava infikované pocitace pripojené pies vytaené pripojeni k Internetu
na draz$i tarify. Vice hesla Dialer a Trojan Horse.
It redirects infected computers connected via the dial-in Internet connection to

more expensive rates. See Dialer and Trojan Horse.

Uroveii pristupu Access level

Urovet autorizace pozadovana pro piistup k chranénym zdrojim.
Level of authorization required to access protected sources.
Uroveii rizika Level of risk / risk level

Velikost rizika vyjadfend jako kombinace ndsledkt a jejich moznosti vyskytu.

Magnitude of risk expressed as the combination of consequences and the
possibility of their occurrence.

Utad pro pFidélovani &isel na Internet assigned numbers
Internetu (IANA) authority (IANA)

Autorita, kterd dohliZ{ na pfidélovani IP adres, spravu kotenovych zén DNS
(ptidélovani TLD domén a vznik generickych domén) a spridvu a vyvoj
internetovych protokolti. V soucasné dobé je IANA jednim z oddélen{
organizace ICANN.

Authority oversseing IP address assignment, administration of DNS zones
(assignment of TLD domains and the creation of generic domains) and the
administration and development of internet protocols. At present, IANA is one

of the departments of the ICANN organization.
User datagram protocol (UDP) User datagram protocol (UDP)

Internetovy sitovy protokol pro nespojovou komunikaci (RFC 768).

An Internet networking protocol for connectionless communications (RFC 768).

Utok Attack

Pokus o zniceni, vystaveni hrozbé, nezadouci zménu, vyfazeni z Cinnosti,
zcizeni nebo ziskdni neautorizovaného piistupu k aktivu nebo uskutecnéni
neautorizovaného pouZiti aktiva.

Attempt at destruction, exposure to a threat, unwanted change, putting out of
operation, stealing or obtaining an unauthorized access to an asset or execution
of an unauthorized use of an asset.
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Utok na po&itadovou sit’ Computer network attack (CNA)

Cinnost realizovand za uelem narusit, blokovat, znehodnotit nebo znigit
informace uloZené v pocitaci anebo na pocitaové siti, ¢i pocitaé anebo
poéitatovou sit samotnou. Utok na poéitatové siti je uréitym druhem
kybernetického ttoku.

Activity done in order to corrupt, block, degrade or destroy information stored
in a computer or on a computer network, or the computer or computer network
as such. Attack on a computer network is a certain sort of cyber attack.

Utok s pouzitim hrubé sily Brute force attack

Metoda k zjistovani hesel, kdy ttoc¢ici program zkousi jako moZzné heslo
vSechny existujici kombinace znakl, dokud nezjisti skute¢né heslo. Tento
zpusob je casové velmi ndro¢ny. Jeho dspéSnost je zdvisld na délce hesla,
sloZitosti hesla a na vypocetnim vykonu pouZzitého pocitace.

Method to find passwords when the attacking programme tries all existing
character combinations for a possible password. This method is very time-
consuming. Its success depends on password length and the computing power of
the used computer.

Uvolnéni Release

Soubor jedné nebo vice novych ¢i zménénych konfiguraCnich poloZek, které
jsou nasazovany do provozniho prostiedi jako vysledek jedné nebo vice zmén.
Aggregate of one or more new or changed configuration items which are put
into the operational environment as the result of one or more changes.

Uzavi‘ené bezpe¢nostni prostiedi Closed-security environment

Prostfedi, ve kterém je vénovana zvlaStni pozornost (formou autorizaci,
bezpecnostnich provéfeni, fizeni konfigurace atd.) ochrané dat a zdroji pred
nihodnymi nebo imyslnymi Ciny.

Environment where special attention (by a form of authorizations, security
checks, configuration control, etc.) is given to protection of data and sources
from accidental or intentional actions.

Uzivatel User

Kazdd fyzickd nebo pravnickd osoba, kterd vyuzivd sluzbu informacni
spolecnosti, zejména za icelem vyhledavani ¢i zpiistupnovani informaci.

Any natural or legal person using a service of the information society in order
to look for, or make access to, information.

Uzivatelsky profil User profile

Popis uZzivatele, typicky pouZivany pro fizeni pfistupu. MuzZe zahrnovat data
jako ID uZivatele, jméno uZivatele, heslo, pfistupova prava a dalsf atributy.
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Description of a user typically used for access control. It may include data such
as user ID, user name, password, access rights and other attributes.

Validace dat Data validation

Proces pouzivany kurceni, zda data jsou pfesnd, Uplnd nebo spliuji
specifikovana kritéria. Validace dat muize obsahovat kontroly formétu, kontroly
dplnosti, kontrolni klicové testy, logické a limitni kontroly.

Process used to determine if data are accurate, complete, or satisfy specified
criteria. Data validation may contain checks of format, checks for completeness,
control key tests, logical and limit checks.

Validace identity Identity validation

Vykondni testl umoziujicich systému na zdkladé zpracovani dat rozpoznat
a ovetit entity.

Execution of tests enabling a system to recognize and validate entities on the
basis of data processing.

Velikono¢ni vajicko Easter egg

Skrytd a oficidlné nedokumentovand funkce nebo vlastnost pocitacového
programu, DVD nebo CD. VétSinou se jednd pouze o neSkodné hiicky a vtipky,
grafické symboly, animace, titulky se jmény tvlrct apod. Tato skrytd funkce se
nevyvoldvd obvyklym zplsobem (menu, tlacitko apod.), ale netradi¢ni
kombinaci béznych uZivatelskych Ccinnosti, stiskem mySi na néjakém
neobvyklém mist&, zvlastni posloupnosti stisku konkrétnich klaves apod. Casto
byvaji vajicka skryta v obrazovce ,,O programu‘ (,,About), kde se daji zobrazit
napf. po poklepdni na rzné ¢4sti tohoto panelu s podrZzenim klavesy ALT apod.
Hidden and officially undocumented function or property of a computer
programme, DVD or CD. Mostly these are puns and jokes doing no harm,
graphics symbols, animations, subtitles with authors' names and similar. This
hidden function is not activated in the usual way (menu, key, etc.) but by an
unorthodox combination of the usual user activities, pushing a mouse key on an
unusual place, special sequence of keys, and so on. Often, eggs are hidden on
the screen under "About” where these can be displayed by tapping on various
parts of this panel while holding the key ALT and similar.

Veiejna IP adresa Public IP address

IP adresa, kterd je smérovatelnd v Internetu. Takovito IP adresa je tedy
dostupnd z celé sit¢ Internetu, pokud tomu nebrani napiiklad konfigurace
firewallu ¢i routeru.
IP address which is routable in the Internet. Such an address is then accessible
from the whole Internet network unless prohibited for example by firewall or
router configuration.
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Verfejna komunikaéni sit’ Public telecommunication network

Sit’ elektronickych komunikaci, kterd slouzi zcela nebo pfevazné k poskytovani
vefejné dostupnych sluzeb elektronickych komunikaci, a kterd podporuje pienos
informaci mezi koncovymi body sité, nebo sit elektronickych komunikaci,
jejimz prostrednictvim je poskytovana sluzba Sifeni rozhlasového a televizniho
vysilani.

Network of electronic communications serving wholly or predominantly to
provide publicly available services of electronic communications and which
supports information transfer among the endpoints of the network, or a network
of electronic communications through which radio and television broadcast are
porovided as a service.

Verejna telefonni sit’ Public telephone network

Sit’ elektronickych komunikaci, kterd slouzi k poskytovani vetrejné dostupnych
telefonnich sluZeb a kterd umoziuje mezi koncovymi body sité ptenos mluvené
feci, jakoZ i jinych forem komunikace, jako je faksimilni a datovy pienos.
Network of electronic communications to provide publicly available telephone
services and which allows for the transmission of voiced speech as well as other
forms of communications, such as facsimiles and data transmissions, among the
endpoints of the networks.

Veri'ejné dostupna sluzba Publicly available electronic
elektronickych komunikaci communications service

Sluzba elektronickych komunikaci, z jejthoZ vyuZivani neni nikdo pfedem
vyloucen.

Service of electronic communications from whose use no one may be a priori
excluded.

Verejny informaéni systém Public information system

Informacni systém poskytujici sluzby vefejnosti, ktery md vazby na informacni
systémy vetejné spravy.

Information system providing services to the public and having relations to
information system of the public administration.

Virtualni lokalni sit’ Virtual local area network (VLAN)

Logicky nezdvisld sit’ v rdmci jednoho nebo vice zafizeni. Virtudlni sité¢ lze
definovat jako domény vSesmérového vysildni (Vice LAN) s cilem ucinit
logickou organizaci sit¢ nezavislou na fyzické vrstve.

Logically independent network in the framework of one or more devices. Virtual
networks can be defined as the domains of all-directional broadcast (See LAN)
with the objective of making the logical network organization independent of the
physical network.

107



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Virtualni privatni sit’ Virtual private network (VPN)

Jednd se o privatni pocitatovou sit, kterd dovoli pfipojit vzdalené uZivatele
docilené LAN pies Internet. Bezpecnost se fesi pomoci Sifrovaného tunelu
mezi dvéma body (nebo jednim a né€kolika). Pfi navazovani spojeni je totoZnost
obou stran ovéfovana pomoci digitdlnich certifikatd.

This is a private computer network allowing for the connection of remote users
to the targetet LAN via the Internet. Security is tackled using an encrypted
tunnel between two points (or among one and several points). Identity of both
parties is verified using digital certificates when making the connection.

Virus Virus

Typ malware, ktery se §ifi z pocitace na pocita¢ tim, Ze se piipoji k jinym
aplikacim. Nésledné miZe ptisobit nezZaddouci a nebezpecnou ¢innost. Ma v sobé
obvykle zabudovan mechanismus dal$iho Sifeni ¢i mutaci.

Type of malware spreading from one computer to another by attaching itself to

other applications. Consequently it may cause unwanted and dangerous activity.
Usually it has a built-in mechanism for further distribution or mutations.

Vlastnik aktiva Asset owner

Je myslen jedinec, nebo entita, ktery ma vedenim organizace pfidélenou
odpovédnost za vyrobu, vyvoj, udrzbu, pouZiti a bezpecnost aktiva.

This is assumed to be an individual or entity whom the organization
management has assigned the responsibility for production, development,
maintenance, use and security of an asset.

Vlastnik rizika Risk owner

s Nz

Osoba nebo entita s odpovédnosti a pravomoci fidit riziko a sledovat udalosti,
které dané riziko vyvoldvaji.

Person or entity with the responsibility and authority to control risk and
monitor events which cause the risk.

N 24

Vnéjsi kontext External context

Vneéjsi prostiedi, ve kterém se organizace snazi dosahnout svych cilt.
External environment where an organization strives to achieve its objectives.
Vnitini kontext Internal context

Vnitfni prostfedi, ve kterém se organizace snazi dosahnout svych cila.

Internal environment where an organization strives to achieve its objectives.
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Vnitini, interni skupina Internal group

Cést organizace poskytovatele sluZeb, kterd uzaviela dokumentovanou dohodu
s poskytovatelem sluzeb o svém podilu na ndvrhu, ptfechodu, doddvce
a zlepSovani sluzby nebo sluzeb.

Part of an organization of a service provider which has concluded
a documented contract with the service provider about its share in the design,
handover, delivery and improvement of a service or services.

Vrcholové vedeni Top management

vz

Osoba nebo skupina osob, kterd na nejvyssi drovni vede a fidi organizaci.
Person or a group of persons who lead the organization at the highest level.

Vstup pres autorizovaného uzivatele Piggyback entry

Neautorizovany piistup k systému prostiednictvim legitimntho spojeni
autorizovaného uZivatele.

Unauthorized access to the system using a legitimate link of an authorized user.
Vyd¢isténi Clearing

Cilené ptepsani nebo vymazani klasifikovanych dat na datovém mediu, které ma
specidlni bezpecnostni klasifikaci a bezpec¢nostni kategorii, takZze dané medium
miZe byt opakované pouZito pro zdpis ve stejné bezpecnostni klasifikaci
a bezpecnostni kategorii.

Targeted overwriting or erasure of classified data on a data medium which has
a special security classification and security category so that the given medium

could be repeatedly used for a record in the same security classification and
security category.

Vyhnuti se riziku Risk avoidance
Rozhodnutf nedopustit zapojeni se do rizikovych situaci, nebo je vyloucit.
Decision not to allow an involvement into risk situations, or to exclude these.

Vychozi stav konfigurace Configuration baseline

Konfigura¢ni informace formdlné se vztahujici k ur¢itému Casu béhem Zivota
sluzby nebo prvku sluzby.

Configuration information formally related to a certain time in the lifetime of
a service, or element of the service.
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Vystaveni hrozbam Exposure

Moznost, Ze konkrétn{ ttok vyuZije specifickou zranitelnost systému zpracovani
dat.

Possibility that a concrete attack would use a specific vulnerability of a data
processing system.

Computer network exploitation
(CNE)

Zneuziti informaci uloZenych na pocitaci nebo v pocitacové siti.

VytéZovani pocitatové sité

Abuse of information stored on the computer or computer network.

Vyuziti navnady Baiting

Zpusob tutoku, kdy utocnik nechd infikované CD, flashdisk nebo jiné pamétové
médium na misté, kde jej obét s velkou pravdépodobnosti nalezne, napf.
ve vytahu, na parkovisti. Poté jiZ necha pracovat zvédavost, se kterou obét’ diive
¢i pozdéji vloZi toto médium do svého pocitace. Tim dojde k instalaci viru,
za pomoci kterého ziska uto¢nik piistup k pocitaci nebo celé firemni pocitacové
siti.

Mode of attack when the attacker leaves an infected CD, flashdisc or another
storage medium where the victim can find it with a high probability, e.g. in
a lift, on the car park. This leaves curiosity to play out and sooner or later the
victim inserts the medium into the computer. This results in virus installation
with which the attacker gets an access to the computer or the whole
companywide computer network.

Wardriving Wardriving

Vyhleddvdni nezabezpecenych bezdritovych Wi-Fi siti osobou jedouci
v dopravnim prostfedku, pomoci notebooku, PDA nebo smartphonem.
Searching for insecure wireless Wi-Fi networks by a person sitting in a means
of transport, using a notebook, PDA or smartphone.

Warez Warez

Termin pocitacového slangu oznacujici autorskd dila, se kterymi je nakldddno
v rozporu s autorskym pridvem. Podle druhu byvad nékdy warez rozdélovdn na
gamez (pocitacové hry), appz (aplikace), crackz (cracky) a také moviez (filmy).
Nejcastéjsim zpluisobem §ifeni warezu je dnes hlavné Internet.

Term from the computer slang denoting copyright-protected creations which are
treated in violation of the copyright. Warez is sometimes split into gamez
(computer games), appz (applications), crackz (cracks) and also moviez (films).
Today, the most frequent way of distribution is mainly the Internet.
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Webovy vandalizmus Web vandalism

Utok, ktery pozméni (zohyzdi) webové stranky nebo zpiisobi odmitnuti sluzby
(denial-of-service attacks).

Attack which alters (defaces) web pages or causes a service denial (denial-of-
service attacks).

White hat White hat

Eticky hacker, ktery je Casto zaméstndvan jako expert pocitaCové bezpecnosti,
programdtor nebo sprdvce siti. Specializuje se na penetrani testy a jiné
testovaci metodiky k zaji§téni IT bezpecnosti v organizaci.

Ethical hacker who is often employed as an expert in computer security,
programmer or network administrator. He or she specializes on penetration
tests and other testing methodologies to ensure IT security in an organization.

Whois Whois

Internetova sluzba, ktera slouzi pro zjiS§tovani kontaktnich udaji majitelt
internetovych domén a IP adres.

Internet service to find contact data of the owners of internet domains and IP
addresses.

WiFi WiFi

Bezdratovd technologie pro Sifeni dat (,,vzduchem®), vhodnd pro tvorbu
sitovych infrastruktur tam, kde je vystavba klasické kabelové sit¢ nemoZna,
obtiZnd nebo nerentabilni (kulturni pamétky, sportovisté, veletrhy). Pro pfenos
dat posta¢i vhodné umisténé navazujici pifistupové body, lemujici cestu od
vysilace k piijemci.

Wireless technology for data distribution ("by air"), suitable for the creation of
network infrastructures in places where the building of a classical cable
network is impossible, difficult or not cost-effective (cultural monuments, sports
facilities, fair grounds). Suitably located successive points of access along the
route from the transmitter to the recipient are sufficient for data transmission.

WiMax WiMax

Telekomunikacni technologie, kterd poskytuje bezdratovy pfenos dat pomoci
nejriznéjSich pfenosovych reziml, od point-to-multipoint spojeni pro pienos
a pln€¢ mobiln{ internetovy piistup.

Telecommunication technology providing wireless data transmission using
various transmission modes, from point-to-multipoint to completely mobile
internet access for the transmission.
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Wireshark Wireshark

Diive Ethereal. Protokolovy analyzer a paketovy sniffer, ktery umoZiuje
odposlouchdvéani vSech protokoll, které pocita¢ piijima / odesila pies sitové
rozhrani. Wireshark dokéaze cely paket dekddovat a zobrazit tak, jak jej pocitac
odeslal. Jeho vyhodou je, Ze je Sifen pod svobodnou licenci GNU / GPL.

Formerly Ethereal. Protocol analyzer and packet sniffler which enables
eavesdropping of all protocols which the computer receives and sends via an
interface. Wireshark can decode the whole packet and show it in a way as sent
out by the computer. Its advantage is that it is distributed under a free licence

GNU/GPL.

World wide web (WWW) World wide web (WWW)
Graficky orientovand sluzba Internetu — systém vzijemn¢ propojenych

hypertextovych strdnek vyuZivajicich formatovany text, grafiku, animace
a zvuky.

Graphically-oriented service of the Internet — a system of interconnected
hypertext pages using formatted text, graphics, animation and sounds.

X.509 X.509

Standard pro systémy zaloZzené na vefejném kli¢i (PKI) pro jednoduché
podepisovani. X.509 specifikuje napt. format certifikitu, seznamy odvolanych
certifikatti, parametry certifikatti a metody kontroly platnosti certifikatl.
Standard for systems based on the public key (PKI) for simple signatures. X.509
specifies, for example, the format of a certificate, lists of cancelled certificates,
parameters of certificates and methods for checking the validity of certificates.

Zadni vratka Backdoor / trapdoor

Skryty softwarovy nebo hardwarovy mechanizmus obvykle vytvofeny pro
testovani a odstranovani chyb, ktery muze byt pouZit k obejiti pocitatové
bezpecnosti. Metoda v pocitacovém systému nebo v algoritmu, kterd ttocnikovi
umoziiuje obejit béznou autentizaci uzivatele pii vstupu do programu nebo
systému a zdroveil mu umoZiuje zachovat tento piistup skryty pfed béznou
kontrolou. Pro vniknuti do opera¢niho systému mohou obejit firewall napiiklad
tim, Ze se vyddvaji za webovy prohliZze¢. Tento kéd mlize mit formu samostatné
instalovaného programu nebo se jednd o modifikaci stavajiciho systému.
Samotny vstup do systému pak mivd formu zaddni fiktivniho uZivatelského
jména a hesla, které napadeny systém bez kontroly pfijme a piidé€li uZivateli
administratorska prava.

Hidden software or hardware mechanism usually created for testing and error
removal which can be used to bypass computer security. A method in
a computer system or in an algorithm which allows the attacker to bypass the
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normal user authentication at the access to a programme or system and
simultaneously allows to have this access hidden from normal checks. Firewall
can be bypassed, in order to penetrate into the operating system, for example,
by pretending to be a web browser. This code can assume the form of an
independently installed programme or it could be a modification of an existing
system. The access to the system as such tends to have the form of a fictitious
user name and password which the attacked system accepts without checking
and assigns to the user administrative rights.

Zahlceni pingy Ping flood

Jednoduchy DoS tutok, kdy tuto¢nik zaplavi obét s pozadavky ,JCMP Echo
Request“ (ping). Utok je tsp&iny, pokud ttoénik md vétsi fiku pasma, nez
obét’, nebo miiZze kooperovat s dalsimi tto¢niky soucasné. Vice ICMP flood.
Simple DoS attack when the attacker floods the victim with requests "ICMP
Echo Request" (ping). The attack is successful provided the attacker has a wider
bandwidth than the victim, or, the attacker can at the same time cooperate with
other attackers. See ICMP flood.

Zahlceni TCP SYN TCP SYN flood

Typ ttoku DDoS, zasild zdplavu TCP/SYN paketi s padé€lanou hlavickou
odesilatele. Kazdy takovy paket je serverem pfijat jako normdlni Zadost
o pfipojeni. Server tedy odesle TCP/SYN-ACK packet a ¢ekd na TCP/ACK. Ten
ale nikdy nedorazi, protoZe hlavicka odesilatele byla zfalSovdna. Takto
polooteviena Zadost néjakou dobu blokuje jiné, legitimni Zddosti o pfipojeni.
Type of a DDoS attack, it sends a flood of TCP/SYN packets with a forged
heading of the sender. Each such packet is accepted by the server as a normal
request for a connection. Server then sends out a TCP/SYN-ACK packet and
waits for TCP/ACK. This however never arrives as the user heading was
forged. Thus a half-open request blocks, for some time, other legitimate requests
for a connection.

Zahlceni UDP UDP flood

Je typ DoS itoku pomoci User datagram protocol (UDP). Utoénik posle
nespecifikované mnoZzstvi UDP paketl na ndhodny port systému obéti. Pfijimaci
systém obéti neni schopen urcit, kterd aplikace si dany paket vyZzadala, coZ
vygeneruje ICMP paket nedorucitelnosti UDP paketu. JestliZe na pfijimaci port
obéti prijde vice UDP paketii, miZe dojit ke zkolabovani systému.

This is a type of an attack using the User datagram protocol (UDP). The
attacker sends out an unspecified number of packets to a random port of the
system of the victim. Receiving system of the victim is unable to determine which
application requested such a packet, which generates an ICMP packet of
undeliverabilty of the UDP packet. If more UDP packets arrive in the receiving
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port of the victim, the system may collapse.

Zainteresovana strana Interested party

Subjekt majici zdjem na vykonnosti nebo dspéchu organizace.

Subject having an interest in the efficiency or success of an organization.
Zakaznik Customer

Organizace nebo ¢ast organizace, kterd piijima sluzbu nebo sluzby.
Organization or its part receiving a service or services.

Zakladni prvKy Fizeni Baseline controls

Minimdlni soubor ochrannych opatfeni ustavenych pro urcity systém nebo
organizaci.

Minimal set of protective measures set for a certain system or organization.

Zakladni vstupné-vystupni systém Basic input output system (BIOS)

Programové vybaveni, které se pouZzivd pfi startu pocitae pro inicializaci
a konfiguraci pfipojenych hardwarovych zafizeni a ndslednému spusténi
operacniho systému.

Software used during the startup of a computer for initialization and
configuration of connected hardware devices and subsequent start of the
operating system.

Zalohovaci procedura Backup procedure
Postup k zajisténi rekonstrukce dat v piipad¢ selhani nebo havdrie.
Procedure to enable data reconstruction in case of a failure or contingency.

Zalozni soubor Backup file

Datovy soubor, vytvofeny za ucelem pozdéj$i mozné rekonstrukce dat. Kopie
dat uloZend na jiném nosi¢i (nebo i misté). ZaloZni data jsou vyuZivdna
v pfipad€ ztrity, poSkozeni nebo jiné potieby pridce s daty uloZenymi
v minulosti.

Data file created with the objective of a possible future data reconstruction.
Copies of data stored on another carrier (or even in a different place). Backup
data are used in case of a loss, corruption or any other need to work with data
stored in the past.
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Zaplata Patch

Aktualizace, kterd odstrailuje bezpe€nostni problém nebo nestabilni chovéni
aplikace, rozSifuje jeji moZnosti ¢i zvySuje jeji vykon.

Update which removes a security problem or unstable behaviour of
an application expands its possibilities and enhances its performance.

Zaplaveni, zahlceni Flooding

Nahodné nebo zamérné vlozeni velkého objemu dat, jehoz vysledkem je
odmitnuti sluzby.
Accidental or intentional insertion of a large volume of data resulting in
a service denial.

Zavada Flaw / loophole

Provozni nefunk¢nost, vynechani, nebo piehlédnuti, kterd umoziuje, aby byly
ochranné mechanizmy obejity nebo vyfazeny z ¢innosti.

Operational dysfunction, omission, or oversight making it possible to bypass
protective mechanisms or put them out of action.

Zaznam Record

Dokument, v némZ jsou uvedeny dosaZené vysledky nebo v némz se poskytuji
diikazy o provedenych ¢innostech.
Document with the record of achieved results or in which proofs about
completed activities are provided.

Zbytkova data Residual data

Data zanechand v datovém médiu po vymazani souboru nebo ¢dsti souboru.
Nemusi se vSak jednat pouze o data, kterd zbyla po mazani soubort na disku,
nezadouci zbytkova data muZe zanechat na lokdlnim pocitaci napiiklad i prace
pomoci vzdaleného pfipojeni (VPN). Muze se jednat napiiklad o nasbirana (do
cache) data aplikace.

Data left behind in a data medium after the erasure of a file or part of it. It need
not be, however, only data left after the erasure of disc files, unwanted residual
data can be left on the local computer, for example, even by work using
a remote connection (VPN). It could be data collected (into a cache), for
example, of an application.

Zbytkové riziko Residual risk
Riziko, které zlistava i po aplikaci pfisluSnych opatieni.

Risk remaining even after an application of the appropriate measures.
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Zdroj rizika Risk source

Prvek, ktery sdm nebo v kombinaci s jinymi prvky ma vnitini potencidlni
schopnost zpiisobit riziko.

Element, which either alone or in combination with other elements, has the
internal capability to cause a risk.

Zlovolna logika Malicious logic

Program, implementovany v hardwaru, firmwaru nebo softwaru, jehoZ ucelem
je vykonat néjakou neautorizovanou nebo $kodlivou akci (napt. logickd bomba,
trojsky ki, virus, ¢erv apod.).

Programme implemented in hardware, firmware or software whose purpose is
to perform some unauthorized or harmful action (e.g. a logical bomb, Trojan
horse, virus, worm, etc.).

Znalostni baze Knowledge base

Databdze obsahujici inferenéni pravidla a informace o zkuSenostech
a odbornych znalostech v urcité oblasti.

Database containing reference rules and information about the experience and
professional knowledge in a certain area.

Znama chyba Known error

Problém, ktery ma urcenu primarni pfi¢inu nebo je pomoci ndhradniho feseni
stanovena metoda pro sniZeni ¢i odstranéni dopadid problému na sluzbu.
Problem whose primary cause is known, or for which a method is established, to
decrease or remove the impact of the problems on a service, using a substitute
solution.

Zneuziti Exploit

(1) Chyba, nebo chyba v programu, software, piikazové sekvence nebo kdd,
ktery umoziluje uZivateli pouzivat programy, pocitate nebo systémy
neocekdvané nebo nepovolenym zpisobem. (2) Také bezpecnostni dira, nebo
ptipad s vyuZitim bezpecnostni diry.

(1) Error, or an error in a programme, software, command sequence, or a code
enabling a user to use programmes, computers or systems unexpectably or in an
unauthorized way. (2) Also a security hole or a case using a security hole.

Zneuziti pocitace Computer abuse

Zamérnd nebo z nedbalosti plynouci neautorizovand c¢innost, kterd ovliviiuje
pocitacovou bezpecnost systému zpracovani dat nebo je s ni spojena.
Unauthorized activity caused by intent or negligence which impacts computer
security of a data processing system, or is related to it.
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Zombie Zombie

Infikovany pocitac, ktery je soucdsti sité botnetl.

Infected computer which is part of botnet networks.

Zranitelnost Vulnerability

Slabé misto aktiva nebo fizeni, které mtize byt vyuzito hrozbou.

Weak spot of an asset or control which can be made use of by a threat.
Ztrata Loss

Kvantitativni mira Skody nebo ztraty, které jsou ndsledkem kompromitace.

Quantitative measure of damage or loss as a consequence of a compromise.

Information security incident
management

Procesy pro detekci, hlaSeni a posuzovani bezpecnostnich incidentl, odezvu na
bezpecnostni incidenty, zachdzeni a pouceni se z bezpecnostnich incidentt.
Processes for detection, reporting and assessing of security incidents, response
to security incidents, handling and learning from security incidents.

Zvladani bezpec¢nostnich incidenti

Zvladani rizika, oSetieni rizika Risk treatment
Proces pro modifikovani (zmé&nu) rizika.

Process to modify (change) a risk.

Zadost o sluzbu Service request

Zédost o informace, radu, pifstup ke sluzbé nebo o predem dohodnutou zménu.

Request for information, advice, access to service, or for a previously agreed
change.

Zadost 0 zménu Request for change

Navrh na provedeni zmény sluzby, prvku sluzby nebo systému fizen{ sluzeb.

Proposal to make a change of a service, element of a service or a system of
service control.

Zivotni cyklus Life cycle

Soubor etap, jimizZ prochdzi feSeni systému od okamziku zahdjeni vyvoje az
do ukonceni Zivotnosti nebo likvidace, véetné realizace zmén.
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Collection of stages through which a system transits from the moment of
development beginning up to end of life or liquidation, including the
implementation of changes.
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Poznamky:
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Anglicko - €esky slovnik / English - Czech Glossary

Aborted connection Predc¢asné ukoncené spojeni

Connection terminated earlier, or in another way, than prescribed. It can often
provide unauthorized access to unauthorized persons.

Access control Rizeni pFistupu

Making sure that access to an asset is authorized and limited on the basis of
business (entrepreneurial) and security requirements.

Access control certificate Certifikat Fizeni piistupu
Security certificate containg information on access control.

Access control information (ACI) Informace Fizeni pristupu

Any information used for the purpose of access control including context
information.

Access control list (ACL) Seznam pro Fizeni pristupu (ACL)

List of authorizations attached to some subject (e.g. a disc file); it determines
who or what has the right to access the object and which operations it can do
with it. In the security model using the ACL system, it searches ACL prior to
performing any operation and looks up the corresponding record and on the
basis of it makes a decision if the operation may be be executed.

Access control policy Politika Fizeni pristupu

Set of principles and rules which define conditions to provide an access to
a certain object.

Access level Uroveii piistupu
Level of authorization required to access protected sources.
Access period Obdobi piistupu
Time period during which access to a certain object is allowed.

Access permission Povoleni pristupu

All access rights of a subject related to a certain object.
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Access right Piistupové pravo
Permission for a subject to access a concrete object for a specific type of
operation.

Access type Typ piistupu

In computer security, type of an operation specified by an access right.
Accountability Odpovédnost
Responsibility of an entity for its activity and decision.

Accredited user Autorizovany uzivatel

User having certain right or permission to work in the information system and
with the applications in accordance with defined access guidelines.

Active threat AKktivni hrozba

Any threat of an intentional change in the state of a data processing system or
computer network. Threat which would result in messages modification,
inclusion of false messages, false representation, or service denial.

Address resolution protocol (ARP) Protokol ARP

Protocol defined in the document RFC 826 enables the translation of network
addresses (IP) to hardware (MAC) addresses. ARP does not use authentication
hence it cannot be misused for attacks, e.g. of the MITM type.

Address space Adresovy / adresni prostor

ICT denotation for a continuous range of addresses. Address space is made up
of a set of unique identifiers (IP addresses). In the Internet environment, IANA
organization is the administrator of the address range.

. Administrativni /  proceduralni
security «

bezpecnost

Administrative measures to ensure computer security. These measures can be
operational procedures or procedures related to responsibility, procedures for
examining security incidents and revision of audit records.

Administrative / procedural

Administrator Administrator

Person responsible for the management of a part of a system (e.g. information
system) for which he/she usually has the highest access privileges (supervisor
rights).

Advanced persistent threat (APT) Pokrocila a trvala hrozba (APT)

Typical purpose of APT is a long-term and persistent infiltration into, and abuse
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of, the target system using advanced and adaptive techniques (unlike usual
single attacks).

Adware Adpvertising supported software

Type of software licence whose use is free, a commercial appears in the
programme, which is used to finance programme development.

Aggregation Agregace
Controlled loss or limitation of information or equipment, usually by

aggregation, merge, or statistical methods.

Algorithm Algoritmus
Finite ordered set of completely defined rules in order to solve some problem.

Anonymous login Anonymni prihlaseni

Login into network and access to its resources without authentication of the
party.

Antispam Antispamovy filtr

Sophisticated software comparing each email with a number of defined rules
and if the email satisfies a rule, counts in the weight of the rule. The weights can
vary in value, positive and negative. When the total of weights exceeds a certain
value, it is labelled as spam.

Anti-stealth technique Anti-stealth technika

Ability of an antivirus programme to detect even stealth-viruses (sub-stealth-
viruses) which are active in memory, for example by using direct disc reading
bypassing the operating system.

Antivirus Antivir
See Antivirus Program.

Antivirus program Antivirovy program

Single-purpose or multipurpose programme doing one or more of the following
functions: searching for computer viruses (by a single or several different
techniques, often with a possibility of their selection or setting mode for search —
scanning, heuristic analysis, methods of checksums, monitoring of suspicious
activities), healing of infected files, backup and recovery of system sectors on the
disc, storing control information on files on disc, providing information on
viruses, etc.
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Asset Aktivum
Anything that has value to an individual, company or public administration.

Asset owner Vlastnik aktiva

This is assumed to be an individual or entity whom the organization
management has assigned the responsibility for production, development,
maintenance, use and security of an asset.

Assets (information system) Spravce aktiva (provozovatel
Operator informa¢niho sytému)

Individual (entity) who enables information processing or service providing and
acts towards other natural and legal persons in the information system as the
bearer of rights and obligations connected to operating the system.

Assets value Hodnota aktiv

Objective expression of a generally perceived value or a subjective evaluation of
the importance (criticality) of an asset, or a combination of both approaches.

Asymetric cryptography Asymetricka kryptografie

Asymmetric cryptography (also public-key cryptography) is a group of
cryptographic methods where different keys are used for encrypting and
decrypting — more precisely a pair of mathematically-bound keys. The pair is
made up of a public key and a private key. Public key is the encryption key, key
owner makes it public, and anyone can encrypt messages for the owner;
decryption key is private, the owner holds it in secrecy and uses it to decrypt
messages. In addition to making the content of communication secret,
asymmetric communication is used also for the electronic (digital) signature that
is the possibility to verify the author of data.

Attack Utok

Attempt at destruction, exposure to a threat, unwanted change, putting out of
operation, stealing or obtaining an unauthorized access to an asset or execution
of an unauthorized use of an asset.

Attack surface Attack surface
Code within a computer system that can be run by unauthorized users.

Audit Audit

Systematic process of unbiased obtaining and evaluation of audit records, whose
objective is to determine whether system activities are in accordance with
defined security policies and operational procedures.
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Audit event Auditovana udalost
Event detected by the system and resulting in triggering and recording the audit.

Audit trail Auditni zaznam

Chronological record of those system activities which suffice for restoring,
backtracking and evaluation of the sequence of states in the environment as well
as activities related to operations and procedures from their inception to the
final result.

Authentication Autentizace
Process of verification of subject identity.

Authentication exchange Autentiza¢ni vyména

Mechanism whose objective is to find out the identity of an entity (subject) by
way of information exchange.

Authentication information Informace o autentizaci
Information used to establish validity of proclaimed identity of a given entity.
Authenticity Autenticita

Attribute confirming that the entity is what it claims to be.

Authorization Autorizace

Granting rights including granting access on the basis of access rights. Process
of rights granting to a subject to perform defined activities in the information
system.

Automated security incident Automatické monitorovani vyskytu
measurement (ASIM) bezpecénostniho incidentu

Automatic monitoring of network operations with the detection of non-
authorized activities and undesirable events.

Availability Dostupnost
Property of availabilty and usability at the request of an authorized entity.

Backdoor / trapdoor Zadni vratka

Hidden software or hardware mechanism usually created for testing and error
removal which can be used to bypass computer security. A method in a computer
system or in an algorithm which allows the attacker to bypass the normal user
authentication at the access to a programme or system and simultaneously
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allows to have this access hidden from normal checks. Firewall can be
bypassed, in order to penetrate into the operating system, for example, by
pretending to be a web browser. This code can assume the form of an
independently installed programme or it could be a modification of an existing
system. The access to the system as such tends to have the form of a fictitious
user name and password which the attacked system accepts without checking
and assigns to the user administrative rights.

Backup file Zalozni soubor

Data file created with the objective of a possible future data reconstruction.
Copies of data stored on another carrier (or even in a different place). Backup
data are used in case of a loss, corruption or any other need to work with data
stored in the past.

Backup procedure Zalohovaci procedura
Procedure to enable data reconstruction in case of a failure or contingency.

Baiting Vyuziti navnady

Mode of attack when the attacker leaves an infected CD, flashdisc or another
storage medium where the victim can find it with a high probability, e.g. in a lift,
on the car park. This leaves curiosity to play out and sooner or later the victim
inserts the medium into the computer. This results in virus installation with
which the attacker gets an access to the computer or the whole companywide
computer network.

Baseline controls Zakladni prvky Fizeni
Minimal set of protective measures set for a certain system or organization.

Basic input output system (BIOS) Zakladni vstupné-vystupni systém

Software used during the start-up of a computer for initialization and
configuration of connected hardware devices and subsequent start of the
operating system.

Batch viruses Davkové viry

Computer viruses created using batch files. An interesting possibility for some
operating systems (e.g. UNIX), exist however even for MS-DOS. They are not
too widespread and are more of a rarity.

Priklad dobré praxe, osvédcéeny
zpusob

Well-tested method or procedure which in the given area offers the most
effective solution which has been repeatedly proven as right and leads towards

Best practice
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optimum results.

Biometric Biometricky

Related to the use of specific attributes reflecting the unique bio-physiological
characteristics as is a fingerprint or voice record to validate personal identity.
BitTorrent BitTorrent

Tool for peer-to-peer (P2P) distribution of files which spreads out the load of

data transfers among all clients downloading data.

Black hat Black hat
See Cracker.

Blue screen of death (BSOD) Modra obrazovka smrti

Slang expression for an error message displayed by the Microsoft Windows
operating system if there is a serious system error from which the system cannot
recover. This error message is screen-wide, white letters on blue background
(hence the name).

Bot Bot (Robot)

Within the framework of cyber criminality: programmes which take over
computers in the network and use them for criminal activities — for example,
distributed attacks (DDoS) and mass distribution of unsolicited commercial
emails. Individual bots are the basis for large groups of robots known as
botnets. Computer wholly or partially taken over by a bot is known as "zombie".

Bot herder / Bot wrangler Bot herder / Bot wrangler

(1) Cracker who controls a large number of compromised machines (robots,
bots, zombies). (2) The topmost computer in the botnet hierarchy controlling
compromised computers of the given botnet.

Botnet Botnet (sit’ botii)

Network of infested computers controlled by a single cracker who thus has the
possibility to access the power of many thousands of machines at the same time.
It allows for illegal activities on a large scale — in particular, attacks as DDoS
and spam distribution.

Breach Prolomeni

lllegal breach into a system.
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Brute force attack Utok s pouzitim hrubé sily

Method to find passwords when the attacking programme tries all existing
character combinations for a possible password. This method is very time-
consuming. Its success depends on password length and the computing power of
the used computer.

BSD lincence BSD licence

A family of permissive free software licenses, imposing minimal restrictions on
the redistribution of covered software

Bug Chyba

Term in ICT to denote a programming error which causes a security problem in
software. The attacker utilizes such a vulnerability to control the computer,
make a running service dysfunctional or running improperly, to modify data and
similar.

Business continuity Kontinuita ¢innosti organizace

Processes and/or procedures to ensure continuous operation of an organization.

Business continuity management
(BCM)

Holistic management model which identifies possible threats and their potential
impact on the operations of an organization and which provides a framework for
deepening the immunity of an organization by expanding its capabilities to
respond effectively to emergency events and thus protect the interests of its key
partners and customers, its reputation and its activities.

Business continuity management
system (BCMS)

Part of the overall system of managing an organization which defines,
introduces, operates, monitors, re-analyses, maintains and improves operating
continuity of an organization.

Rizeni kontinuity organizace

Systém Fizeni kontinuity organizace

Business continuity plan Plan kontinuity ¢innosti

Documented set of procedures and information which is made up and
maintained in readiness for use during an incident in order to enable an
organization to implement its critical activities at an acceptable and previously
set level.

Certification Certifikace

(1) Procedure in the computer security by means of which a third party gives
a guarantee that the whole system or its part meets security requirements. (2)
Process for verification of the competence of communication and information

128



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

systems for handling classified information, approval of such competence and
issuance of a certificate.

Certification authority (CA) Certifika¢ni autorita (CA)

In computer security, a third party which issues digital certificates and uses its
authority to confirm the authenticity of data which exist in the freely accessible
part of the certificate.

Certification body Certifika¢ni organ

Third party which assesses and certifies a system, for example system for the
control of computer security for a client organization, with regard to
international standards and other documentation needed for a certified system.

Certification document Certifika¢ni dokument

Document stating that any system of control, for example system for the control
of information security, meets the required standard and other documentation
needed for a certified system.

Clearing Vyd¢isténi
Targeted overwriting or erasure of classified data on a data medium which has
a special security classification and security category so that the given medium

could be repeatedly used for a record in the same security classification and
security category.

Closed-security environment Uzaviené bezpecnostni prostiedi

Environment where special attention (by a form of authorizations, security
checks, configuration control, etc.) is given to protection of data and sources
from accidental or intentional actions.

Cloud computing Cloud computing

Mode of utilization of computing technology whereby scalable and flexible IT
functions are accessible to users as a service. The advantage of clouds: easy
software upgrade, unsophisticated client stations and software, cheap access to
a mighty computing power without hardware investments, guaranteed
availability. Disadvantages: confidential data are available also to the cloud
provider.
Communication security
(COMSEC)

Use of such security measures in communications which prohibit unauthorized
persons to obtain information which could be gained from access to
communication traffic and its evaluation, or which ensure the authenticity of the
communication process. Computer security as applied to data communications —
data transfer.

Bezpec¢nost komunikaci
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Communication system Komunikaéni systém

System which provides for the transfer of information among end users. It
includes end communication devices, transfer environment, system
administration, handling by personnel and operational conditions and
procedures. It may also include means of cryptographic protection.

Completely automated public

Turing test to tell computers from CAPTCHA

humans (CAPTCHA)

Turing test used on the web in an effort to automatically differentiate real users
from robots, for example when entering comments, at registration, etc. t The test
usually consists of an image with a deformed text and the task for the user is to
rewrite the pictured text into the entry field. It is assumed that the human brain
can properly recognize even corrupted text but an internet robot using OCR
technology cannot do. Disadvantage of the image CAPTCHA is its unavailability
for users with visual impairment; hence usually there is the option of having the
letters from the image read aloud.

Compromising Kompromitace

Compromise of information security which may result in programme or data
modification, their destruction, or their availability to unauthorized entities.

Computer abuse ZneufZiti poditace

Unauthorized activity caused by intent or negligence which impacts computer
security of a data processing system, or is related to it.

Pocitacova kriminalita /
Kyberneticka kriminalita

Crime committed using a data processing system or computer network or
directly related to them.

Computer emergency response team Skupina pro reakci na pocitacové
(CERT) hrozby (CERT)

CERT is another name for CSIRT; unlike CSIRT, CERT is a registered trade
mark. See CSIRT.

Computer fraud Pocitatovy podvod

Computer crime / Cyber crime

Fraud committed using a data processing system or computer network or
directly related to them.

Computer incident response Schopnost pro reakci na poé¢itacové
capability (CIRC) hrozby (CIRC)

Capability of responding to computer incidents. It is part of cyber defence and
uses in particular measures of INFOSEC. Ensures centralized capability for fast
and effective reaction to risks and vulnerabilities in systems provides
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methodology for reporting and managing incidents provides support and help to
the operational and security managements of systems. It is part of the emergency
(crisis) planning for cases of system recovery.

Computer network Pocitacova sit’

Aggregate of computers together with the communication infrastructure
(communication lines, hardware, software and configuration data) using which
the computers can send and share data.

Computer network attack (CNA) Utok na pocitacovou sit’

Activity done in order to corrupt, block, degrade or destroy information stored
in a computer or on a computer network, or the computer or computer network
as such. Attack on a computer network is a certain sort of cyber attack.
Computer network exploitation
(CNE)

Abuse of information stored on the computer or computer network.

VytéZovani pocitatové sité

Computer security (COMPUSEC) Pocitacova bezpeénost

Branch of informatics dealing with securing of information in computers
(discovering and lowering risks connected to the use of the computer). Computer
security includes: (1) enabling protection against unauthorized manipulation
with the devices of a computer system, (2) protection against unauthorized data
manipulation, (3) protection of information against pilferage (illegal creation of
data copies), (4) secure communication and data transfer (cryptography), (5)
secure data storage, (6) availability, integrity and authenticity of data. It is also
the introduction of security properties of hardware, firmware and software into
the computer system so that it is protected against unauthorized disclosure,
amendments, changes or erasure of facts or to prevent these, or against access
denial. Protection of data and sources against accidental or harmful activities.

Computer security audit Audit po¢ita¢ové bezpecénosti

Independent verification of measures implementation and their efficiency with
the view of attaining computer security.

Computer security incident response Skupina pro reakce na pocitacové
team (CSIRT) bezpecnostni incidenty (CSIRT)
Team of experts in information security whose task is to tackle security
incidents. CSIRT provides its clients with the necessary services for solutions of
security incidents and helps them in recovering the system after a security
incident. In order to minimize incident risks and minimize their number, CSIRT
offices provide also preventive and educational services. For clients, they
provide information on detected weaknesses of used hardware and software
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instruments and about possible attacks which make use of these weaknesses so
that the clients may quickly address these weaknesses.

Computer system audit Audit pocitatového systému

Analysis of procedures used in data processing in order to evaluate their
efficiency and correctness, and to recommend improvements.

Computer virus Pocitacovy virus

Computer programme which replicates itself by attaching its copies to other
programmes. It may contain a part which activates it when certain conditions
are met (e.g. time) in the host device. It is distributed using the Internet
(electronic mail, downloading programmes from unreliable sources), using
mobile storage media and others. This is done in order to obtain various types of
data, for identity theft, for putting the computer out of operation, etc.

Computer, personal computer (PC)  Osobni pocdita¢

In accordance with the wording of CSN 36 9001 this is "a data processing
machine executing independent sequences of various arithmetic and logical
operations.” In other words: a machine characterized by processing data
according to a previously created programme stored in its memory.
Confidentiality Duvérnost

Characteristic that information is not available or is not disclosed to
unauthorized individuals, entities or processes.

Configuration baseline Vychozi stav konfigurace
Configuration information formally related to a certain time in the lifetime of
a service, or element of the service.

Configuration item (CI) Konfiguraéni polozka

Element which must be controlled in order to deliver a service or services.

Configuration management
database (CMDB)

Data warehouse used for records of configuration items' attributes and relations
among configuration items during their whole life cycle.

Konfiguraéni databaze

Consequence Nasledek
Result of an event which affects the objectives.

Contamination Kontaminace

Input of data with a certain security classification or security category into
a wrong security category.
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Contingency plan Havarijni plan

Plan for backup procedures, response to an unforeseen event and recovery after
a contingency.

Contingency procedure Havarijni postup

Procedure which is an alternative to the normal procedure in case of an
occurrence of an unusual but assumed situation.

Continual improvement Neustalé zlepSovani
Repeated activity for the increase of a capability to meet the requirements.

Control Opati‘eni

It means control of a risk, including all policies, procedures, directives, usual
procedures (practices) or organizational structures, which may be of an
administrative, technological, management or legal character.

Control objective Cile opatieni
Statement describing what is to be achieved by introducing a measure.

Controlled access system (CAS) Systém Fizeného piistupu

Means for automating of the physical control of access (e.g. use of badges
equipped with magnetic strips, smart cards, biometric sensors).

Cookie / HTTP cookie Cookie / HTTP cookie

Data which a web application can store in the computer of a signed-in user. The
browser then sends these data automatically to the application at every future
access. Cookie is at present mostly used for the recognition of a user who visited
the application before, or for storing user setting of the web application.
Nowadays, discussions are underway about cookies in connection to watching
the movements and habits of users by some webs.

Copy protection Ochrana pied kopirovanim

Use of a special technique for the detection or prevention of unauthorized
copying of data, software and firmware.

Corrective action Napravné opati‘eni

Action to remove the cause of an identified noncompliance or other undesirable
situation.

Countermeasure Protiopati‘eni

Activity, equipment, procedure, technology intended to minimize vulnerability.
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Covert Channel Skryty kanal

Transmission channel which could be used for data transfer in a way impairing
security policy.

Crack Crack

Unauthorized infringement of programme or system security protection, its
integrity or system of its registration/activation.

Cracker Cracker (prolamovac)

Individual trying to obtain an unauthorized access to a computer system. These
individuals are often harmful and possess means for breaking into a system.

Creative commons (CC) Creative commons (CC)

A non-profit organization headquartered in Mountain View, California, United
States devoted to expanding the range of creative works available for others to
build upon legally and to share. The organization has released several
copyright-licenses known as Creative commons licenses free of charge to the
public.

Credentials Autorizaé¢ni udaje

Data transferred in order to establish proclaimed identity of a given entity,
credentials.

Crisis Krize

Situation where the equilibrium among the basic components of the system on
the one hand, and approach of the environment on the other hand, is disrupted
in a serious way.

Crisis / Emergency situation Krizova situace

Emergency situation as per the law on integrated emergency system,
compromise of the critical infrastructure, or any other danger when a state of
hazard, state of emergency, or threat to the state is announced (henceforth only
"emergency situation").

s N2 z

Crisis management Krizové fizeni

Collection of management activities of the bodies of crisis management aimed at
the analysis and evaluation of security risks and planning, organization,
implementation and verification of activities conducted in connection with
preparation for crisis situations and their solution or protection of critical
infrastructure.
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Crisis measure Krizové opati‘eni

Organizational or technical measure to solve a crisis situation and remedy its
consequences, including measures interfering with the rights and obligations of
people.

Crisis plan Krizovy plan

Aggregate planning document elaborated by entities set forth by law and which
contains a set of measures and procedures to solve crisis situations.

Crisis planning Krizové planovani

Activity of the relevant bodies of crisis management aimed at minimizing
(prevention of) the origin of crisis situations. Searching for the most suitable
ways of anti-crisis intervention, optimization of methods and forms to handle
these unwanted phenomena (that is, reduction of the impacts of crisis situations)
and establishing the most rational and economical ways of recovery for the
affected systems and their return into the normal daily state.

Crisis preparedness Krizova piipravenost

Preparation of measures to solve own crisis situations and partially participate
in solving crisis situations in the neighbourhood.

Crisis state Krizovy stav

Legislative measure announced by the Parliament of the Czech Republic (threat
to the state, and the state of war), by the Government of the Czech Republic
(state of emergency) or governor of the region/mayor (state of danger), in order
to solve a crisis situation.

Critical communication Kritickd komunikaé¢ni
infrastructure infrastruktura (statu)

In case of the state: complex of services or networks of electronic
communications, clearly defined by law, whose unfunctionality would result in a
serious impact on state security, public administration and provision of the basic
daily needs of the population.

Critical information infrastructure Kriticka informa¢éni infrastruktura

Complex of information systems clearly defined by law, whose unfunctionality
would result in a serious impact on state security, economy, public
administration and provision of the basic daily needs of population.

Critical infrastructure Kriticka infrastruktura

Systems and services whose unfunctionality or wrong functionality would result
in a serious impact on state security, its economy, public administration and in
the end on provision of the basic daily needs of population.
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Critical infrastructure protection Ochrana Kritické infrastruktury

Measures aimed at lowering the risk of corruption of an element of the critical
infrastructure.

Cross-section criteria Prufezova Kritéria

Set of viewpoints to assess how serious is the corruption of an element in the
critical infrastructure with bounds which include the scope of life losses, impact
on the health of people, extraordinary serious economic impact or impact on the
public due to an extensive limitation of providing the necessary services or any
other serious intervention into the daily life.

Cross-site scripting (XSS) Cross-site scripting (XSS)

Attack on web applications consisting in an attempt to find a security error in
the application and using this for the insertion of own code. The inserted code
usually tries to get personal data of users, content of database or to bypass the
security elements of an application.

Cryptography Kryptografie

Science of cryptography — a discipline covering the principles, means and
methods to transform data in order to conceal their semantic content, to prevent
an unauthorized use or prevent unrecognized modification.

Customer Zakaznik
Organization or its part receiving a service or services.

Cyber attack Kyberneticky titok

Attack on IT infrastructure having the objective of causing damage and
obtaining sensitive or strategically important information. It is used most often
in the context of either politically or militarily motivated attacks.

Cyber counterattack Kyberneticky protittok

Attack on IT infrastructure as a response to a previous cyber attack. It is used
most often in the context of either politically or militarily motivated attacks.

Cyber crime Kyberneticka kriminalita

Criminal activity in which a computer appears in some way as an aggregate of
hardware and software (including data), or only some of its components may
appear, or sometimes a larger number of computers either standalone or
interconnected into a computer network appear, and this either as the object of
interest of this criminal activity (with the exception of such criminal activity
whose objects are the described devices considered as immovable property) or
as the environment (object) or as the instrument of criminal activity (See
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Computer crime).

Cyber defence Kyberneticka obrana

Defence against a cyber attack and mitigation of its consequences. Also,
resistance of the subject towards an attack and a capability to defend itself
effectively.

Cyber espionage Kyberneticka Spionaz

Obtaining strategically sensitive or strategically important information from
individuals or organizations by using or targeting IT means. It is used most often
in the context of obtaining a political, economic or military supremacy.

Cyber grooming (Child grooming, Kybergrooming (Child grooming,
Cybergrooming) Kybergrooming)

Behaviour of users of internet communication instruments (chat, ICQ, et al.)
who try to get the trust of a child in order to either abuse the child (especially
sexually) or misuse the child for illegal activity.

Cyber security Kyberneticka bezpe¢nost

Collection of legal, organizational, technological and educational means aimed
at providing protection of cyberspace.

Cyber strategy Kyberneticka strategie

General approach to the development and use of capabilities to operate in
cyberspace, integrated and coordinated with other areas of operation, in order
to achieve or support the set objectives by using identified means, methods and
instruments in a certain timetable.

Cyber terrorism Kyberterorismus

Criminal activity done using or targeting primarily IT means with the objective
of creating fear or inadequate response. It is used most often in the context of
attacks having an extremist, nationalistic or politically motivated character.

Cyber war, Cyber warfare Kyberneticka valka

Use of computers and the Internet to wage a war in cyberspace. System of
extensive, often politically motivated, related and mutually provoked organized
cyber attacks and counterattacks.

Cyberbullying Pocitacova / Kyberneticka Sikana

Type of bullying using electronic means such as mobile phones, emails, pagers,
internet, blogs and similar for sending harassing, offending or attacking mails
and SMSs, creation of pages and blogs defaming selected individuals or groups

of people.
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Cyber-harassment Pocitatové obtéZovani

Internet harassment (even an individual case) usually of an obscene or vulgar
character. It is often part of Cyberstalking. See also Cyberstalking.

Cyberspace Kyberneticky prostor

Digital environment enabling the origin, processing and exchange of
information, made up of information systems and the services and networks of
electronic communications.

Cybersquatting Doménové piratstvi

Registration of the domain name related to the name or trade mark of another
company, with the purpose of subsequent offering the domain to this company at
a high financial amount.

Cyberstalking Cyberstalking

Different kinds of stalking and harassment using electronic media (especially
using emails and social networks), the objective being for example to instil
a feeling of fear in the victim. The culprit obtains information about the victim
most often from web pages, forums, or other mass communication tools. Often
such an activity is merely an intermediate step to a criminal act which may
include a substantial limitation of human rights of the victim, or misuse the
behaviour of the victim to steal, defraud, blackmail, etc.

Czech cyberspace Cesky kyberprostor
Cyberspace under the jurisdiction of the Czech Republic.
Data Udaje

From the ICT point of view, this is a representation of information in
a formalized way suitable for communication, explanation and processing.

Data authentication Autentizace dat

Process used to verify data integrity (verification that received and sent data are
identical, verification that programme is not infected by a virus, for example).

Data corruption Poskozeni dat
Accidental or intentional corruption of data integrity.

Data integrity Integrita dat

Assurance that data were not changed. In the figurative sense denotes also the
validity, consistency and accuracy of data, e.g. databases or file systems. It tends
to be implemented by checksums, hash functions, self-correcting codes,
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redundancy, journaling, etc. In cryptography and information security in
general, integrity means data validity.

Data protection Ochrana dat

Administrative, technological, procedural, staffing or physical measures
implemented in order to protect data against an unauthorized access or against
corruption of data integrity.

Data reconstruction Rekonstrukce dat
Method of data reconstruction by analysing the original sources.

Data restoration/ Data recovery Obnova dat

Act of re-creation, or re-acquisition, of data lost, or whose integrity was
compromised. Methods include copying from an archive, restoration of data
from source data, or repeated establishment of data from alternative sources.

Data security Bezpecnost dat

Computer security applied to data. Includes for example control of access,
definition of policies and ensuring data integrity.

Data validation Validace dat

Process used to determine if data are accurate, complete, or satisfy specified
criteria. Data validation may contain checks of format, checks for completeness,
control key tests, logical and limit checks.

Database Databaze

Set of data arranged by a notional structure which describes properties of these
data and relations among corresponding entities, serves one or more application
areas.

Deep packet inspection (DPI) Podrobna inspekce paketi (DPI)

A form of computer network packet filtering that examines the data part (and
possibly also the header) of a packet as it passes an inspection point, searching
for protocol non-compliance, viruses, spam, intrusions, or defined criteria to
decide whether the packet may pass or if it needs to be routed to a different
destination, or, for the purpose of collecting statistical information.

Defacement, Zkresleni webovych
stranek

Breaking into the web server of an adversary and replacing its internet pages by
the content created by the attacker. Corruption is not hidden, quite the reverse,
it aims at medialization and its psychological power rests on the one hand in
creating a feeling of threat and mistrust in own information systems of the

Defacement
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infected party, on the other hand in presenting the ideology or points of view of
the attacker.

Defence infrastructure Obranna infrastruktura

Set of objects, buildings, ground plots and equipment including necessary
services, production and non-production systems needed to ensure their
operation, regardless of the form of ownership and the way of utilization; whose
destruction, damage or limitation of activity would, under situation of threat to
the state or a state of war, put in danger fulfilment of tasks: (1) of Armed Forces
of the Czech Republic (CZE) during the implementation of the Plan of defence of
CZE as well as operational plans including plans for mobilization, (2) of experts
during implementation of their partial plans of defence and other elements of
security system of CZE, (3) of allied armed forces during the implemantation of
their operational plans, (4) of protection of population.

Demilitarized zone (DMZ) Demilitarizovana zéna (DMZ)

Part of the network infrastructure of an organization which concentrates
services provided to someone in the neighbourhood, or to the whole internet.
These external (public) services are usually the easiest target of an internet
attack; a successful attacker however only gets to DMZ, not straight into the
internal network of the organization.

Denial of service (DoS) Odmitnuti sluzby

Denial of service is the technique of attack by many coordinated attackers on the
internet services or pages resulting in flooding by requests or breakdown or
unfunctionality or unavailability of the system for other users.

Dialer Dialer

Harmful programme which connects the computer or smart phone of the user to
Internet by a commuted line using a very expensive service provider (usually of
the attacker).

Dictionary attack Slovnikovy utok

Method for finding passwords when the cracking programme tries out all
dictionary words in a dictionary for the password. This is a relatively fast
method, depending on the size of the dictionary and whether the victim uses
simple passwords.

Digital signature / electronic Digitalni podpis / Elektronicky
signature podpis

Data attached to a message, which allow the receiver to verify the source of the
message. Asymmetric cryptography is often used (signature is created by the
private part of key and is verified by the public part). Goes usually hand in hand
with the verification of data of the message.
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Disaster recovery plan /
Contingency plan

Plan for backup procedures, response to an unforeseen event and recovery after
a contingency.

Plan obnovy / Havarijni plan

Disclosure Odhaleni, prozrazeni, zverejnéni

In IT context it is usually used for the expression of the fact that data,
information or mechanisms were disclosed which should be hidden on the basis
of policies and technical measures.
Distributed computing environment
(DCE)

A software system developed in the early 1990s by a consortium that included
Apollo Computer (later part of Hewlett-Packard), IBM, Digital Equipment
Corporation, and others. The DCE supplies a framework and toolkit for
developing client/server applications.

Distribuované vypocetni prostiedi

Distributed denial of service (DDoS) Distribuované odmitnuti sluzby

Distributed denial of service is the technique of attack by many coordinated
attackers on the internet services or pages resulting in flooding by requests or
breakdown or unfunctionality or unavailability of the system for other users.

Document Dokument

Information in a readable form. Document may be in a paper form or an
electronic form as for example specification of policies, service level agreement,
incident record or diagram of the computer room arrangement. See also Record.

Domain name Doménové jméno

Name to identify a computer, equipment or service in the network (including the
internet). Example of a domain name: www.afcea.cz.

Domain name registry Regist doménovych jmen

A database of all domain names registered in a top-level domain or second-level
domain extension.

Domain name system (DNS) Systém doménovych jmen (DNS)

Distributed hierarchical name system used on the Internet network. It translates
domain names into numerical IP addresses and back, contains information
about which machines provide the relevant service (e.g. accepts electronic mail
or show the content of web pages).

Domain name system security Bezpecnostni rozsiieni systému
extensions (DNSSEC) doménovych jmen (DNSSEC)

Set of specifications which enable the security of information provided to DNS
by a system in IP networks (Internet, for example). DNSSEC uses asymmetric
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encryption (one key for encryption and the second one for decryption). The
owner of the domain which uses DNSSEC generates both the private and the
public key. Using its private key it then electronically signs technical data about
the domain which are then input into DNS. Using the public key which is stored
at an authority superior to the domain, it is possible to verify the authenticity of
the signature. A number of large servers use DNSSEC at present.

Domain name system server (DNS
server)

Distributed hierarchical name system used in the Internet network. It translates
the names of domains to numerical IP addresses and back, contains information
about which machines provide the relevant service (e.g. receive emails or show
content of web applications) etc.

DNS server / Jmenny server

Easter egg Velikono¢ni vajicko

Hidden and officially undocumented function or property of a computer
programme, DVD or CD. Mostly these are puns and jokes doing no harm,
graphics symbols, animations, subtitles with authors' names and similar. This
hidden function is not activated in the usual way (menu, key, etc.) but by an
unorthodox combination of the usual user activities, pushing a mouse key on an
unusual place, special sequence of keys, and so on. Often, eggs are hidden on
the screen under "About" where these can be displayed by tapping on various
parts of this panel while holding the key ALT and similar.

Eavesdropping Odposlech / Nezadouci odposlech
Unauthorized catching of information.

Effectiveness Efektivnost, acinnost

Scope in which planned activities are implemented and planned results are
achieved.

Efficiency Ukelnost
Relation between the achieved results and how well have the sources been used.

Electronic attack Elektronicky ttok

Use of electromagnetic energy for the purposes of an attack. Includes weapons
with directed energy, high-power microwave and electromagnetic pulses and RF
equipment.

Electronic communication service Sluzba elektronickych komunikaci

Service usually provided for a fee which consists wholly or predominantly of
signal transmission over electronic communication networks, including
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telecommunication services and transmission services in networks used for radio
and television broadcast and networks for cable television, excluding services
which provide content using the networks and services of electronic
communications or have editing supervision of the content transmitted over the
networks and provided services of electronic communications; it does not
include services of the information society which do not rest wholly or
predominantly on the transmission of signals over networks of electronic
communications.

Electronic defence Elektronicka obrana

Use of electromagnetic energy to provide protection and to secure useful
utilization of the electromagnetic spectrum (includes protection of forces,
spaces, etc.).

Electronic mail (E-mail) Elektronicka posta

Text, voice or picture message sent using public network of electronic
communications which can be stored in the network or end-user terminal until
collected by the user.

Electronic means Elektronické prostiedky

Primarily a network of electronic communications, electronic communication
equipment, terminals, automatic call and communication systems,
telecommunication and electronic mail.

Electronic signature Elektronicky podpis
See Digital signature.
Electronic warfare Elektronicky boj

Military activity using electromagnetic energy in support of offensive and
defensive actions in order to achieve offensive and defensive supremacy. This
means engaging in fighting in the environment using electromagnetic radiation.
It is a separate discipline but as one of the elements it supports cyber security
within NNEC.
Element of the critical
infrastructure
Building, equipment, device or public infrastructure in particular, determined
using the cross-criteria and sector criteria;, if the element in the critical
infrastructure is a part of the European critical infrastructure, it is considered to
be an element of the European critical infrastructure.

Prvek kritické infrastruktury
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Emulation Emulace

Use of a data processing system to emulate another data processing system;
emulating system receives the same data, runs the same programmes and
exhibits the same results as the emulated system.

Encryption Sifrovani

Cryptographic transformation of data, also the science about methods of hiding
the meaning of messages by a transformation into a form which is readable with
special knowledge only.

Entity / identity Authentication Autentizace entity / identity

Execution of tests making it possible for a data processing system to recognize
and authenticate the entity.

Entrapment Léc¢ka

Intentional placement of obvious defects into a data processing system in order
to detect penetration attempts, or to deceive an adversary who should use the
defect.

Establishing the context Stanoveni kontextu

Establishing the limits of external and internal parameters to be taken into
account during risk management and setting of the risk validity ranges and risk
criteria for the risk management policy.

European critical infrastructure Evropska kriticka infrastruktura

Critical infrastructure in the territory of the Czech Republic whose infringement
would result in a serious impact also on another member of the European union.
European network and information = Agentura pro elektronickou a
security agency (ENISA) informacni bezpe¢nost

Agency founded in 2004 by the European Union as a cooperative centre in the
area of network and information security. Its role is to create an information
platform for the exchange of information, knowledge and "best practices"” and
thus help EU, its member states, private sector and the public in the prevention
and solutions of security problems.

Event Udalost
Occurrence or change of a certain set of circumstances.

Exploit ZneuZiti

(1) Error, or an error in a programme, software, command sequence, or a code
enabling a user to use programmes, computers or systems unexpectably or in an
unauthorized way. (2) Also a security hole or a case using a security hole.
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Exposure Vystaveni hrozbam

Possibility that a concrete attack would use a specific vulnerability of a data
processing system.

External context Vnéjsi kontext
External environment where an organization strives to achieve its objectives.

Extranet Extranet

Analogy of the intranet, available however on a larger scale than for internal
needs only but fully public — for example, for business partners or foreign
branches.

Failover Failover

Automatic switch to a backup system or process at the instant of failure of the
previous one in order to achieve a very short time of outage and increase in
reliability.

Failure access Chybny pristup

Unauthorized and usually unintentional access to data in a data processing
system which is the result of hardware or software failure.

File Soubor

General named set of data. It can be a document, multimedia data, database or
practically any other content, which the user or software may find useful to have
permanently available under a concrete name.

File protection Ochrana souboru

Implementation of suitable administrative, technological or physical means for
the protection against unauthorized access, modification or erasure of a file.

File system Souborovy systém

Method of organization and storage of data in the form of files so that access to
them would be easy. File systems are stored on a suitable type of electronic
memory which can be located directly in the computer (hard disc) or can be
made accessible using a computer network.

File transfer protocol (FTP) File transfer protocol (FTP)

An Internet standard (RFC 959) for transferring files between a client and
a server.
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Firewall Firewall

Comprehensive system of security measures which should prevent unauthorized
electronic access to a computer or concrete services in the network. Also,
a system of devices or set of devices, which could be configured in such a way as
to allow, forbid, encrypt, decrypt or act as a mediator (proxy) for all computer
communications among various security domains, based on a set of rules and
other criteria. Firewall can be implemented as hardware or software, or
a combination of both.

Firmware Firmware
Programme controlling hardware.

Flaw / loophole Zavada

Operational dysfunction, omission, or oversight making it possible to bypass
protective mechanisms or put them out of action.

Flooding Zaplaveni, zahlceni

Accidental or intentional insertion of a large volume of data resulting in
a service denial.

Forensic analysis / investigation Forensni analyza / vySetfovani

Analysis used on digital data to obtain proofs about the activities of users
(attackers) in the area of information and communication technologies.

Forum for incident response and

security teams (FIRST) FIRST

Worldwide organization uniting about 200 workplaces of the CSIRT/CERT
Iype.

Freeware Freeware

Proprietary software usually distributed free (or for a symbolic reward). We
speak sometimes about a kind of software licence. Conditions for the free use
and distribution are defined in the licence agreement. The author of the freeware
usually retains the copyright.

Generic TLD Generické TLD
See TLD.

Generic traffic flood Obecné zahlceni
Form of a DDoS attack.
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GNU/GPL GNU/GPL

General public licence GNU - licence for free software requesting that related
creations be available under the same licence.

GNU privacy guard (GPG) GPG
Free version of PGP. See PGP.

Governance Ovladnuti

Making sure that security policies and strategies be really implemented and that
the required processes be correctly adhered to.

Grey hat Grey Hat

An individual who according to the activity stands between White hat and Black
hat hackers, since the individual abuses security weakness of systems or
a product in order to publicly draw attention to their vulnerability. However,
publicizing these sensitive information may be an opportunity to persons of the
Black hat character to commit criminal acts.

Guideline Smérnice

(Binding) recommendation of what is expected to be done in order to achieve
a certain target.

Hack / Hacking Hack / Hacking

Often used in the sense under the entry Crack. The second usual use is in the
sense of a fitting, unusual, witty, or fast solution of a programming or
administrative issue.

Hacker Hacker

Person: (1) who engages in the study and analysis of details of programmable
systems most often for an intellectual inquisitiveness and keeps on improving
this ability (White Hat); (2) who enjoys programming and who programs well
and fast; (3) who is an expert for a certain operating system or a programme,
e.g. UNIX. The idea of Hacker is often improperly used for persons who abuse
their knowledge during breaking into an information system and thus break the
law. See Cracker.

Hackers for hire (H4H) Hackers for hire (H4H)

Acronym for hackers who offer their services to other criminal, terrorist or
extremist groups (hired hackers).

147



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Hactivism Hactivism

Use of hacker skills and techniques to achieve political objectives and to support
political ideology.

Hardware Technické prostiredky (vybaveni)

Physical components of a system (equipment) or their parts (e.g. a computer,
printer, peripheral devices).

Help desk Horka linka

Online (as a rule, telephone) service offered by an automated information
system and through which users can get help for using shared or specialized
services of the system.

Kriminalita, souvisejici s
pokrodilymi technologiemi

Criminal activity focused on advanced technology as the objective, means or
instrument of the criminal act perpetrator (often it is also the activity which
could be labelled as "computer” or "information" criminality). In essence, in all
of these versions it may be a very diverse mixture of activities when concrete
technology may be the item of interest, the object (environment), or the
instrument for the act. This can, as the final consequence, lead to the approach
when the above-mentioned set of principles is considered: (1) rather broadly
("any criminal or otherwise harmful activity with the elements of computing
technology"), including the case when, for example, a computer system is used
for money or stock counterfeiting, (2) rather narrowly that is as acts committed
against information technologies, which cannot be committed by any other
means nor against any other target.

High-tech crime

Hoax Poplasna zprava

It tries to create an impression of trustworthiness by its content. It informs, for
example, about the spread of viruses or it inveighs against the social feeling of
the addressee. It may contain harmful code or a link to internet pages with
harmful content.

Honeypot Honeypot

Serves as a bait luring the attacker (malware) and after trapping a potentially
dangerous software there is an automatic analysis.

Hypertext transfer protocol (HTTP) Hypertext transfer protocol (HTTP)

An application protocol for distributed, collaborative, hypermedia information
systems. HTTP is the foundation of data communication for the World Wide
Web.
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Hypertext transfer protocol secure Hypertext transfer protocol secure
(HTTPS) (HTTPS)

A widely used communications protocol for secure communication over
a computer network, with especially wide deployment on the Internet.
Technically, it is not a protocol in and of itself; rather, it is the result of simply
layering the Hypertext Transfer Protocol (HTTP) on top of the SSL/TLS
protocol, thus adding the security capabilities of SSL/TLS to standard HTTP
communications.

Chain letter Retézovy dopis

Letter sent out to many recipients and containing information which each
recipient has to pass on to many other addressees. It is a frequently used method
of pressure ("If you do not send this letter to 25 other people, something terrible
happens to you in 25 days”).

Chat Chat
Way of direct (online) communication of several persons using the Internet.

ICMP flood ICMP zaplava

An attack using the ICMP protocol. Most often used are ICMP echo (Ping)
packets which serve to establish if the remote (target) equipment is available.
Sending out a large number of these ICMP messages (or large ICMP echo
packets) may result in clogging the remote system and its slowdown or total
unavailability. This is a simply executed attack of the DDoS type.

Identification Identifikace

Act or process during which an entity submits an identifier to the system and on
its basis the system can recognize the entity and differentiate it from other
entities.

Identifier Identifikator

Identity information that unambiguously distinguishes one entity from another
one in a given domain.

Identity Identita

Set of attributes which uniquely define a definite object — a thing, person, and
event.

Identity token Identifika¢ni piredmét
Token used to find out and verify (authenticate) the identity.

149



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Identity validation Validace identity

Execution of tests enabling a system to recognize and validate entities on the
basis of data processing.

Impact Dopad

(1) Adverse change in the attained degree of objectives. (2) Consequences of
a certain act or event.

Incident Incident

Incident in the ICT environment assumed to be an event which is usually related
to the outage of a network, service, or to a deterioration of its quality.

Info-crime Informaéni kriminalita

Criminal activity with a determined relation to software, data, more precisely to
stored information, more precisely all activities resulting in unauthorized
reading, handling, erasing, abusing, changing or other data interpreting.

Information Informace

Any sign expression which makes sense for the communicator and receiver.

Informacdni (kyberneticka)
spole¢nost

Society capable of utilizing, and indeed utilizing, information and
communication technologies. The basis is an incessant exchange of knowledge
and information and handling them under the assumption of understanding
these. This society considers creation, distribution and manipulation of
information as the most significant economic and cultural activity.

Information and communication Informaéni a komunikaéni
technology (ICT) technologie

Under information and communication technology we understand all technology
dealing with processing and transfer of information, in particular computing
and communication technology and software.

Information (cyber) society

Information asset Informaéni aktivum
Knowledge and data of value (importance) to an organization.

Information assurance Information assurance

Set of measures to achieve the required level of confidence in the protection of
communication, information and other electronic as well non-electronic systems
and information stored, processed or transferred in these systems with regard to
confidentiality, integrity, availability, undeniability and authenticity.
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Information operation (I10) Informacdni operace (I10)

Planned, goal-oriented and coordinated activity done in support of political and
military objectives of an operation, to influence the decision-making process of
a possible adversary and its allies by affecting its information, information
processes and communication infrastructure and at the same using information
and protection for own information and communication infrastructure. 10 is
exclusively a military activity which has to coordinate military information
activities with the objective of influencing the thinking (will), understanding and
capabilities of the adversary or potential adversary. All information activities
should be conducted in line with the objectives of the military operation and to
support them at the same time.

Prosti‘edky pro zpracovani
informaci

Any system, service or infrastructure processing information, or the localities of
their placement.

Information processing facilities

Information security Bezpecnost informaci

Security (protection) of confidentiality, integrity and availability of information.

Bezpecnost informaci / informaénich
systémi

Implementation of general security measures and procedures for: (1) protection
of information against loss or compromise (loss of confidentiality, integrity and
reliability), or as the case may be for their detection and adoption of remedial
actions. (2) Continuation of information accessibility and ability to work with
them within the scope of functional rights. Measures INFOSEC cover security of
computers, transmission, emissions and encryption security and exposing threats
to facts and systems and prevention thereof.

Information security (INFOSEC)

Information security event Bezpec¢nostni udalost

Identified occurrence of a state of the system, service or network noting
a possible breaking of policy, information security or a failure of measures or of
formerly unknown situation which could be important for security.

Information security incident
management

Processes for detection, reporting and assessing of security incidents, response
to security incidents, handling and learning from security incidents.
Information security incident
management

Processes for detection, reporting and assessing of security incidents, response
to security incidents, handling and learning from security incidents.

Rizeni bezpeé¢nostnich incidenti

Zvladani bezpec¢nostnich incidenti
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Information security management Systém Fizeni bezpe¢nosti informaci
system (ISMS) (SRBI)

Part of the management system, based on the attitude towards security risks,
definition, implementation, operation, monitoring, re-analysing, administration
and improvement of information security.

Information security risk Riziko bezpe¢nosti informaci

Aggregate of possibilities that a threat would utilize the vulnerabilty of an asset
or group of assets and thus cause damage to an organization.

Information security threat Bezpec¢nostni hrozba

Potential cause of an undesirable event which may result in a damage to system
and its assets, e.g. destroying, undesired accessing (compromising), data
modification or inaccessibility of services.

Information society service Sluzba informacdni spole¢nosti

Any service provided by electronic means at the individual request of a user and
put in by electronic means, usually provided for a fee. The service is provided by
electronic means if it is sent by means of an electronic communication network
and picked up by the user from electronic equipment for data storage.

Information system Informacéni systém

(1) A functional aggregate enabling goal-oriented and systematic acquisition,
processing, storage and access to information and data. Includes data and
information sources, mediums, hardware, software and utilities, technologies
and procedures, related standards and employees; (2) A complex of elements
existing in mutual interaction (L. von Bertallanfy, 1956).

Information warfare Prostiedky Informadni valky

Integrated use of all military capabilities including information security,
deception, psychological operations, electronic warfare and destruction. All
forms of reconnaissance, communication and information systems contribute to
it. The objective of information warfare is to put obstacles in the flow of
information, influence and decrease efficiency or liquidate 'the system of
command and control of the adversary, and at the same time to protect own
systems of command and control from similar actions of the adversary.

Informatisation of society Informatizace spolec¢nosti

Process of promoting new literacy in a society focused on adopting new methods
of work with computers, information and information technology.
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Infoware Infoware

Application for the automatic support of classical battle events, more precisely
a set of activities serving to protect, mine out, damage, supress or destroy
information or information sources, with the objective of achieving a significant
advantage in a battle or victory over a concrete adversary. The notion of
Infoware must not be mistaken with the notion Infowar that is information war.

Insider Insider

Dangerous user (employee, intern) who abuses a legal access to the
communication and information system of an organization, in particular in
order to perform unauthorized pilferage of sensitive data and information.

Integrity Integrita

Attribute of protection for accuracy and completeness of assets.

Interested party Zainteresovana strana

Subject having an interest in the efficiency or success of an organization.
Interface Rozhrani

Location and mode of interconnecting systems or their parts.

Internal context Vniti'ni kontext

Internal environment where an organization strives to achieve its objectives.

Internal group Vnitini, interni skupina

Part of an organization of a service provider which has concluded a documented
contract with the service provider about its share in the design, handover,
delivery and improvement of a service or services.

Internet Internet

Global system of interconnected computer networks which use the standard
internet protocol (TCP/IP). Internet serves billions of users around the world. It
is a network of networks consisting of millions of private, public, academic,
commercial and government networks, with a local to global outreach, that are
all interconnected by a wide range of electronic, wireless and optical network
technologies.

Internet assigned numbers authority Ufkad pro p¥idélovani &isel na
(TANA) Internetu (IANA)

Authority overseeing IP address assignment, administration of DNS zones
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(assignment of TLD domains and the creation of generic domains) and the
administration and development of internet protocols. At present, IANA is one
of the departments of the ICANN organization.

Internet control message protocol Internet control message protocol
(ICMP) (ICMP)

This is a service protocol which is part of the IP protocol. Its main mission is to
report error messages regarding the availability of services, computers or
routers. For these purposes, ping or traceroute instruments are used, for
example.

Internetova spole¢no¢nost pro
pridélovani jmen a ¢isel na internetu
(ICANN)

Non-profit organization responsible for the administration of domain names
assignment as well IP addresses, for the maintenance of operational stability of
internet, support of economic competition, achievement of broad representation
of the global internet community, and which develops its mission by a bottom-to-
top management and consensual processes.

Internet protocol (IP) Internet Protocol (IP)

Protocol by which all equipment in the Internet mutually communicate. Today,
the most used is the fourth revision (IPv4); however, step by step there will be
a transition to a newer version (IPv6).

Internet relay chat (IRC) IRC

Form of live (real-time) communication of text messages (chat) or synchronous
conferences. These are systems intended primarily for group communications in
discussion forums, so-called channels, but it enables also one-to-one
communication via a private message, as well as a chat and data transfer using
direct client-to-client. Today, it is not used so much; it has been replaced by
newer instruments such as Skype, ICQ or Jabber.

Internet corporation for assigned
names and numbers (ICANN)

Internet security Bezpecnost internetu

Protection of confidentiality, integrity and accessibility of information in the
Internet network.

Internet service provider (ISP) Poskytovatel sluZeb internetu
Organization offering access to internet to its customers.

Interoperability Interoperabilita

Capability to act jointly in fulfilling set objectives, or the capability of systems,
units or organizations to provide services to other systems, units or
organizations and accept these from them and thus use shared services for an
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effective common activity.

Intranet Intranet

Private (internal) computer network using the classical Internet technology
making it possible for employees of an organization to communicate effectively
and share information.

Intrusion detection system (IDS) Systém detekce prianiku (IDS)

Technical system that is used to identify that an intrusion has been attempted, is
occurring, or has occurred and possibly respond to intrusions in information
systems and networks.

Intrusion prevention system (IPS) Systém prevence priniku (IPS)

Variant on intrusion detection systems that are specifically designed to provide
an active response capability.

IP address IP adresa

Number which uniquely identifies a network interface which uses IP (internet
protocol) and serves for the differentiation of interfaces connected in the
computer network. At present, the most widespread version IPv4 uses a number
of 32 bits written in decimal in groups of eight bits (e.g. 123.234.111.222).

IP spoofing Podvrzeni IP adresy

Substitung a spurious IP address on a device (a computer) which triggers
connection (with a recipient) in order to hide the real sender. This technique is
used particularly in attacks of DoS type.

Bezpecnostni politika informaéniho
systému

General purpose of management and direction in the control of information
system security with the definition of criteria to assess risks.

ISMS project Projekt ISMS

IS security policy

Structured activities executed by an organization during the ISMS introduction.

IT network IT sit’

Geographically distributed system formed by interconnected IT systems for
information exchange and containing different components of the interconnected
systems and their interfaces with data communication networks which
complement them.
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IT security policy Bezpecnostni politika IT

Rules, directives and practices deciding how are assets including sensitive
information administered, protected and distributed inside the organization and
its ICT systems.

IT system IT systém

Set of devices, methods, data, metadata, procedures and sometimes persons that
is arranged so as to fulfil some functions during information processing.

Key authentication Autentizace klice
Process of verification that the public key truly belongs to that person.

Keylogger (Keystroke logger) Keylogger (Keystroke logger)

Software reading when individual keys are pushed; may however be regarded as
a virus by an antivirus programme, in case of software it may be a certain form
of spyware but there are even hardware keyloggers. It is often used for secret
monitoring of all PC activities, is invisible for other users and protected by
a password. It enables automatic logging of all keystrokes (written text,
passwords, etc.), visits to www pages, chats and discussions over ICQ, MSN and
similar, running applications, screenshots of computer work, user file handling
and other. Logged data could be secretly sent by email.

Knowledge base Znalostni baze

Database containing reference rules and information about the experience and
professional knowledge in a certain area.

Known error Znama chyba

Problem whose primary cause is known, or for which a method is established, to
decrease or remove the impact of the problems on a service, using a substitute
solution.

Lamer Lamer
Person, usually a complete beginner, who is unfaliar with the given IT issues.

Leetspeak Leetspeak

Language replacing the letters of the Latin alphabet by numerals and printable
ASCII characters. It is used quite a lot in the internet (chat and online games).
This computer dialect, usually of the English language, has no fixed
grammatical rules and words may be formed by shortening, e.g. by omissions of

"o

letters or corruption ("nd" — end, "U" — you, "r" — are).
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Level of risk / risk level Urovei rizika

Magnitude of risk expressed as the combination of consequences and the
possibility of their occurrence.

Licence Licence
Permission as well as to the document recording that permission.

Life cycle Zivotni cyklus

Collection of stages through which a system transits from the moment of
development beginning up to end of life or liquidation, including the
implementation of changes.

Likelihood Pravdépodobnost, moznost vyskytu
Possibility that something occurs.

Linkage / Fusion Spojovani / Fuaze

Useful combination of data or information from one data processing system,
with data or information from another system, so as to declassify protected
information.

Local area network (LAN) Lokalni sit’ (LAN)

Term for small networks, usually within administratively uniform aggregates —
companies, buildings, communities, which are formed with the aim to facilitate
sharing of means (IS, data, services, equipment) and to enable an effective
protection against undesirable phenomena.

Local internet registry (LIR) Lokalni internetovy registr

Organization, usually active in one network, which is assigned a block of IP
addresses from RIR. LIR assigns the IP address blocks to its customers
connected to the given network. Most LIRs are internet service providers,
companies or academic institutions. Related expressions — RIR.

Log Log
Shortened expression for Log file.

Log file Soubor logt

File containing information on the activities of subjects in the system, access to
this file is controlled.
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Logical access control Logické Fizeni pristupu
Use of mechanisms related to data or information to enable control of access.

Logical bomb Logicka bomba

Harmful logic causing damage to a data processing system and being triggered
by certain specific system conditions. Programme (subset of Malware) which is
secretly put into applications or into an operating system where, under
predermined conditions, it performs destructive activities. Predetermined
specified condition triggering the logical bomb may be, for example, a fixed date
(anniversary of a certain event — See for example "Virus 17. November"). In this
case the type is a so-called time bomb.

Loss Ztrata
Quantitative measure of damage or loss as a consequence of a compromise.

MAC address MAC adresa

MAC = Media Access Control. Unique identifier of a network device allotted by
the manufacturer.

Maintenance hook Tajna vratka / Piistup ke sluzbam

Loophole in software which enables easy maintenance and addition of other
characteristics and which can enable an access to a programme in unusual
locations or without the usual checks.

Malformed query Spatné utvoieny dotaz

(1) Erroneous query which may result in triggering a nonstandard or
unexpected behaviour of a system. (2) Mode of an attack.

Malicious logic Zlovolna logika

Programme implemented in hardware, firmware or software whose purpose is to
perform some unauthorized or harmful action (e.g. a logical bomb, Trojan
horse, virus, worm, etc.).

Malware — malicious software Skodlivy software

This is the general name for harmful programmes. Harmful software includes
computer viruses, Trojan horses, worms, spyware.

Man in the middle (MITM) Clovek uprostied

Type of attack whereby the attacker intercepts, reads and modifies
communication between two communicating parties without their knowledge.
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Management system Systém Fizeni

Framework of policies, procedures, directives and affiliated sources to achieve
the objectives of an organization.
Manipulation / modification
detection

Procedure to ascertain whether data were modified, either by accident or by
design.

Detekce manipulace

Masquerade (IP masquerading) Maskarada (IP maskarada)

Mechanism which allows to connect to the Internet a large number of devices
Sfor which no so-called public IP addresses are available. These devices are
assigned so-called private IP addresses and access to the Internet is
implemented through the mechanism of address translation (NAT, Network
Addpress Translation).

Message authentication / data origin
authentication

Verification that message was sent by the alleged originator to the intended
receiver and that this message was not changed in transmission. Verification of
the identity of information source-sender of the message. Frequently, digital
signature is used.

Autentizace zpravy

Message authentication code Kdd autentizace zpravy

Bit string which is a function of data (in an encrypted or plain form) and the
secret key, and is attached to data in order to authenticate them.

Minimum business continuity
objective (MBCO)

Minimal level of services and/or products which is acceptable to attain the
objectives of an organization during a contingency.

Minimalni droveii chodu organizace

Monitoring Monitorovani

Permanent checking, supervision, critical observation or determination of status
in order to identify a change from the required or expected level of performance.

National authority Narodni autorita
State authority responsible for the issues of cyber security (guarantee).

National security council Bezpecnostni rada statu

Permanent working body of the government of the Czech Republic (CZE) for the
coordination of security of CZE and preparation of proposals to implement
them.
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NATO computer incident response  \\ 1) CIRC - Technické centrum
capability — Technical centre

(NCIRT TC) (NCIRC TC)

NATO CIRC technical support centre — second level. It enables the capability to
respond to incidents, monitor incidents, perform system recovery, and provides a
direct technical support and help to the operational and security management of
the operational NATO information systems.

NATO Cooperative cyber defence NATO CCD COE

centre of excellence

NATO centre for cooperation in cyber security (Filters tee 12, Tallinn 10132,
Estonia, http://www.ccdcoe.org).
NATO Cyber defence management
authority

NATO authority to manage cyber defence with the aim of providing an umbrella
and interconnections for existing capabilities of cyber defence within the
Alliance.

Network Sit

Set of computer terminals (workstations) and servers which are mutually
interconnected in order to exchange data and communicate.

Network address translation (NAT)  Pieklad sitovych adres

Mechanism enabling access of several computers from a local network to the
Internet under one public IP address. Computers from the local address are
assigned so-called private IP addresses. The border element of such a local
network provides for the translation of a private IP address to a public one. See
also Private IP address.

Network behavior anomaly Detekce anomalniho chovani sité
detection (NBAD) (NBAD)

A solution for helping protection against zero-day attacks on the network. NBAD
is the continuous monitoring of a network for unusual events or trends. NBAD is
an integral part of network behaviour analysis, which offers security in addition
to that provided by traditional anti-threat applications such as firewalls,
antivirus software and spyware-detection software.

NATO CDMA

Network core Patefni sit’

Central part of a telecommunication network that provides various services to
customers who are connected by the access network.

Network integrity Integrita sité

Functionality and operational capability of interconnected networks of
electronic communications, protection of these networks against failures caused
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by electromagnetic jamming or operational loading.

Network of electronic
communications
Transmission systems, or as the case may be, communication and routing
equipment and other devices, including elements of the network which are not
active, which make for the transmission of signals over wire lines, by radio,
optical or other electromagnetic devices, including satellite networks, fixed lines
with commuted circuits or packets, and mobile ground networks, networks for
the distribution of electrical energy in the extent to transmit signals, networks
for radio and television broadcast and networks for cable television, regardless
of the type of transmitted information.

Sit’ elektronickych komunikaci

Nonconformity Neshoda
Non-conformity with a request.

Non-repudiation Nepopiratelnost

Capability to prove the occurrence of an alleged event or activity, and
originating entities with the objective to solve controversies about the
occurrence of an event or an absence of an occurrence, or about the activity and
involvement of entities into the events.

Open communication system Otevi‘eny komunikaéni systém

It represents (includes) a global computer network including all its functions
and supported both by private companies and public institutions.

Open software foundation (OSF) Open software foundation (OSF)

A not-for-profit organization founded in 1988 under the U.S. National
Cooperative Research Act of 1984 to create an open standard for an
implementation of the UNIX operating system.

Open-security environment (OSE) Otevi‘ené bezpec¢nostni prostiedi

Environment where data and source protection against accidental or intentional
acts is achieved by using standard operational procedures.

Operating system Operadni systém

Software which controls programme executions and which can offer various
services, e.g. assignment of devices, scheduling, control of input and output and
data administration. Examples of operating systems are the MS DOS system,
LINUX, UNIX, Solaris, and other.

161



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

Operational documentation Provozni dokumentace

Documentation of the information system of public administration describing the
functional and technological features of the information system.

Operator of the information system  Provozovatel informa¢niho systému
of public administration. vefejné spravy

Subject performing at least some of the activities related to the information
system. The administrator of the information system of public administration can
commission other subjects unless prohibited by a law.

Operator of the information system  Spravce informaéniho systému

of public administration. vefejné spravy

Subject who by law determines the objective and means for information
processing and is responsible for the information system.

Packet Paket

Block of data transferred in computer networks and using the technology of
"packet switching". A packet consists of control data and user data. Control
data contain information necessary for packet delivery (destination address,
source address, checksums, and information on packet priority). User data
contain those data items which should be delivered to the target (destination
addressee).

Passive threat Pasivni hrozba

Threat of making an access to data without actually changing the state of the
data processing system or the computer network.

Password Heslo

Character string used as part of the authentication information. General
instrument to authenticate a user signing up to a computer, accessing files,
programmes and services.

Password cracker Prolamovac hesel

Programme designed to crack passwords either by the Brute force attack or
dictionary attack.

Patch Zaplata

Update which removes a security problem or unstable behaviour of
an application expands its possibilities and enhances its performance.

Peer to peer (P2P) Rovny s rovnym

This is a computer network where individual clients communicate directly. This
model is primarily used in interchangeable networks. Total transmission
capability grows as a rule with the growing number of users in this model. In the
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classic model client-server this is quite the reverse.

Penetration Proniknuti / prianik
Unauthorized access to a computer system, network or service.

Penetration testing Penetradni testovani

Analysis of functions of a computer system and networks with the objective of
finding out weak spots in computer security so that these could be removed.

Peripheral equipment Periferni zarizeni

Equipment controlled by a computer and able to communicate with it, e.g.
input/output devices and auxiliary memory.

Pharming Pharming

Fraudulent method used on the Internet to obtain sensitive data from the victim
of the attack. The principle is an attack on DNS and rewriting the IP address
which results in redirecting the client to a false address of internet banking,
email, social network, etc., after inserting the URL into the browser. These
pages are as a rule indistinguishable from the real pages of a bank and even
experienced users may not recognize this change (unlike the related technique of
phishing).
Phishing Phishin,g (,,‘rybal‘“eni“, »rhybaieni*,
,,hazeni udic*)
Fraudulent method having the objective of stealing the digital identity of a user,
the sign-on names, passwords, bank account numbers and accounts etc. in order
to subsequently misuse these (drawing cash from the account, unauthorized
access to data etc). Creation of a fraudulent message distributed mostly by
electronic mail trying to elicit the mentioned data from the user. The messages
may be masqueraded so as to closely imitate a trustworthy sender. It may be a
forged request from a bank whose services the user accesses with a request to
send the account number and PIN for a routine check (use of the dialog window
purporting to be a bank window — so-called spoofing). Thus the fraudster tries to
convince accessing persons that they are at the right address whose security
they trust (pages of electronic shops etc.). Also, very often credit card numbers
and PINS are stolen in this fashion.

Phone phishing Telefonni phishing

This technique uses a false voice automaton (Interactive Voice Response) with
a structure similar to the original banking automaton ("For a change of
password press 1, for connection to a bank advisor press 2"). The victim is
usually asked in an email to call the bank for information verification. Here,
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sign-on is requested using a PIN or a password. Some automata subsequently
transfer the victim to a contact with the attacker playing the role of a telephone
bank advisor which allows for other possibilities for questions.

Phreaker Phreaker

Person doing "hacking” on the phone, using various tricks manipulating the
services of telephone companies.

Phreaking Phreaking

Denotation for tapping into a somebody else's telephone line in distribution
panels, public telephone booths or directly in the ground/below ground
telephone lines and thanks to these: (1) it is possible to call anywhere free of
charge, (2) surf the internet free of charge, and (3) listen to somebody else's
telephone conversations. Payment for the call is of course at the cost of the
victim (registered user of the line, or the telephone company). Tapping into
a mobile network by using various methods or the manufacture of listening
devices is also considered phreaking.

Physical access control Fyzické Fizeni pristupu

Use of physical mechanisms to enable control of access (e.g. placing the
computer in a locked room). See Access Control.

Physical asset Fyzické aktivum

Asset having a material character.

Piggyback entry Vstup pies autorizovaného uZivatele
Unauthorized access to the system using a legitimate link of an authorized user.

Ping Ping

Instrument used in computer networks for testing computer availability over IP
networks. Ping measures the time of response and records the volume of lost
data (packets).

Ping flood Zahlceni pingy

Simple DoS attack when the attacker floods the victim with requests "ICMP
Echo Request" (ping). The attack is successful provided the attacker has a wider
bandwidth than the victim, or, the attacker can at the same time cooperate with
other attackers. See ICMP flood.

Ping of death Ping of death

Type of an attack on a computer which includes an ICMP pack sent in error or
an otherwise dangerous packet, e.g. a packet sent larger than the maximum size
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of IP packet which collapses the target computer, or, by sending the packet the
attacker exceeds the maximum size of IP packets which results in a failure of the
system.

Port Port

It is used for communication using the TCP or UDP protocols. It defines the
individual net applications running on one computer. It may take on values in
the range 0 — 65535. For example, web pages are usually accessible on port 80,
server to send out electronic mail on port 25, ftp server on port 21. These values
may be changed and with some network services the administrators sometimes
set other than normally used port numbers in order to deceive a potential
attacker.

Port Knocking Klepani na porty

Denotes a method in computer networks how to gain access from an untrusted
computer into a computer or computer network protected by a firewall, without
the need to sign on with the computer protected by a firewall and change the
setting like an administrator. This way creates a semblance that the firewall is
closed to untrusted computers and yet gives a chance of changing the setting by
a special secret sequence. The method bypasses abuse of security errors in
programmes serving permanently open ports.

Port scanner Port scanner
Programme to test open ports.

Portal Portal

Information (content regions, pages, applications, and data from external
sources) concentrated in one central place which can be accessed using a web
browser.

Pretexting Pretexting

One kind of social engineering. It creates and uses fictitious screenplay with the
objective of convincing the victim to perform the required action, or to obtain
the required information.

Pretty good privacy (PGP) Dost dobré soukromi

Mechanism/programme enabling encryption and signature of data. Most
typically it is used for encrypting the content of messages (emails) and for
providing these messages with an electronic signature.

Privacy Soukromi

Privacy is the capability or right of an individual or group to retain information
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about themselves. Privacy is also the material or mental space of the subject.

Private IP address Privatni IP adresa

Groups of IP addresses defined under RFC 1918 as reserved for use in internal
networks. These IP addresses are not routed from the internet. Here are these
ranges: 10.0.0.0 - 10.255.255.255, 172.16.0.0 — 172.31.255.255 and
192.168.0.0 — 192.168.255.255.

Problem Problém
Primary cause of one or more incidents.

Procedure Postup
Specified manner of executing an activity or process.

Process Proces

Set of mutually related or mutually influencing activities transforming inputs
into outputs/

Program Program

Syntactic unit satisfying the rules of a certain programming language; it consists
of descriptions (declarations) and commands or instructions necessary to fulfil
some function or solve some task or problem.

Protocol Protokol

Agreement or standard which controls or enables a link, communication and
data transfer among computers, in general among end devices. Protocols can be
implemented by hardware, software, or a combination of both.

Proxy trojan Proxy trojan

Masks other computers as infected. Enables the attacker to abuse the infected
computer for an access to other computers in the network and thus aids the
attacker to hide its identity.

Public domain software Software veiejné domény

Software that has been placed in the public domain, in other words there is
absolutely no ownership such as copyright, trademark, or patent.

Public information system Vefejny informaéni systém

Information system providing services to the public and having relations to
information system of the public administration.
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Public IP address Verejna IP adresa

IP address which is routable in the Internet. Such an address is then accessible
from the whole Internet network unless prohibited for example by firewall or
router configuration.

Public Key Infrastructure (PKI) Infrastruktura vefejnych kli¢a

This in cryptography denotes infrastructure for the management and distribution
of public keys from asymmetric cryptography. PKI, thanks to transfer of
confidence, enables the use of unfamiliar public keys for the verification of
electronic signature without having to verify each individually. The transfer of
confidence can be implemented either by means of the certification authority
(X.509) or by trusted network (e.g. PGP).

Public sector portal Portal veiejné spravy

Information system created and operated with the intention of facilitating remote
access to, and communication with, the necessary information from the public
administration.

Public telecommunication network Verfejna komunikaéni sit’

Network of electronic communications serving wholly or predominantly to
provide publicly available services of electronic communications and which
supports information transfer among the endpoints of the network, or a network
of electronic communications through which radio and television broadcast are
provided as a service.

Public telephone network Veiejna telefonni sit’

Network of electronic communications to provide publicly available telephone
services and which allows for the transmission of voiced speech as well as other
forms of communications, such as facsimiles and data transmissions, among the
endpoints of the networks.

Publicly available electronic Verejné dostupna sluzba
communications service elektronickych komunikaci

Service of electronic communications from whose use no one may be a priori
excluded.

Ransom ware Ransomware

Programme which encrypts data and offers to decrypt them after a ransom
payment (e.g. a virus, Trojan horse).

Record Zaznam

Document with the record of achieved results or in which proofs about
completed activities are provided.
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Recovery point objective (RPO) Bod obnovy dat
Point in time when data must be recovered after a breakdown.

Recovery time objective (RTO) Doba obnovy chodu

Time period during which a minimal level of services and/or products and
support systems, applications or functions, must be recovered after a disaster.

Re-dial, Pharming crime ware Piesmérovavace

Programmes (subset of Malware) whose task is to redirect users to certain
pages instead of those originally intended to be visited. On these pages there is
an installation of other Crimeware (virus), or there is a substantial increase in
the Internet connection fee (using telephone lines with a higher rate).

Redundancy Redundance

General meaning is redundancy, abundance. In IT it is used in the sense of
backup. For example, a redundant (backup) power supply, redundant (backup)
data.

Regional internet registry (RIR) Regionalni Internetovy Registr

Organization looking after the assignment of public IP address ranges,
autonomous systems in its geographical scope. There are five RIRs at present:
RIPE NCC — Europe and Near East, ARIN — USA and Canada, APNIC — Asia —
Pacific Region, LACNIC — Latin America, AfriNIC — Africa.

Release Uvolnéni

Aggregate of one or more new or changed configuration items which are put
into the operational environment as the result of one or more changes.

Reliability Spolehlivost
Attribute of consistent intentional behaviour or results.

Replay, replay attack Replay, replay atok

Situation when a copy of a legitimate transaction (data sequence) is intercepted,
repeatedly replayed by an unauthorized subject usually with illegal intent (e.g.
to open a car with a central lock).

Request Dotaz

Request for information, in general as a formal request sent to a database or to
a browser, or a signal from one computer to another, or to a server with the
request for concrete information or data item.
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Request for comment (RFC) Request For Comment (RFC)

It is used to denote standards describing internet protocols, systems and other
items related to internet operation. For example, RFC 5321 describes the SMTP
protocol for the exchange and processing of electronic mail.

Request for change Zadost 0 zménu

Proposal to make a change of a service, element of a service or a system of
service control.

Residual data Zbytkova data

Data left behind in a data medium after the erasure of a file or part of it. It need
not be, however, only data left after the erasure of disc files, unwanted residual
data can be left on the local computer, for example, even by work using a remote
connection (VPN). It could be data collected (into a cache), for example, of an
application.

Residual risk Zbytkové riziko
Risk remaining even after an application of the appropriate measures.

Resilience Odolnost

Capability of an organization, system or network to resist threats and brace
itself against the influence of outages.

Review Prezkoumani

Activity done in order to assess the suitability, adequacy and efficiency of the
analysed subject to achieve set objectives.

Risk Riziko

(1) Danger, possibility of damage, loss, failure. (2) Effect of uncertainty to
achieve objectives. (3) Possibility that a certain threat would utilize vulnerability
of an asset or group of assets and cause damage to an organization.

Risk acceptance Piijeti rizika

Decision to accept risk.

Risk analysis Analyza rizik

Process of understanding the nature of risks and establishing a risk level.
Risk assessment Posuzovani rizika

Overall process of risk identification, risk analysis and risk assessment.
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Risk attitude Postoj k riziku

Approach of an organization towards assessing risk and, also, dealing with risk,
sharing risk, taking over or refusal of risk.

Risk avoidance Vyhnuti se riziku
Decision not to allow an involvement into risk situations, or to exclude these.

Risk communication Komunikace rizika

Exchange or sharing of information between the decision-maker and other
participating parties.

Risk criteria Kritéria rizika

Reference values of parameters which are used to assess risk severity.
Risk estimation Odhad rizika

Process to determine values of probability and consequences of risk.

Risk evaluation Hodnoceni rizik

Process to compare the results of risk analyses with risk criteria to find out if the
risk level is acceptable.

Risk identification Identifikace rizik
Process of looking for, recognizing, and describing risks.

Risk management Rizeni rizik

Coordinated activities to manage and control an organization in view of the
risks.

Risk management framework Ramec Fizeni rizik

Set of components providing the fundamentals and organizational arrangement
for the design, implementation, monitoring, re-analysis and continuousl
improvement of risk management in the whole organization.

Risk management plan Plan Fizeni rizik

Scheme in the framework of risks specifying access, parts of management and
sources to be used for risk management.

Risk management policy Politika Fizeni rizik

Statement on the overall intentions and direction of an organization related to
risk management.
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Risk management process Proces Fizeni rizik

Systematic implementation of management policies, procedures and well-
established practices for the activities of sharing, consulting, context setting, and
finding out, analyzing, evaluating, treating, monitoring and cross-checking risks.

Risk owner Vlastnik rizika

Person or entity with the responsibility and authority to control risk and monitor
events which cause the risk.

Risk profile Profil rizik
Description of any set of risks.

Risk reduction Redukce rizik

Activity to lower the probability and lessen negative consequences, or both of
these parameters linked to risk.

Risk retention Podstoupeni rizik

Accepting the burden of a loss or benefit from profit ensueing from a certain
risk.

Risk source Zdroj rizika

Element, which either alone or in combination with other elements, has the
internal capability to cause a risk.

Risk transfer Pi‘enos rizik

Sharing of costs with another party or sharing of benefits from profit flowing
from risk.

Risk treatment Zvladani rizika, oSeti'eni rizika
Process to modify (change) a risk.

Role Role

Aggregate of specified activities and necessary authorizations for a subject
operating in the information or communication system.

Rootkit Rootkit

Programmes making it possible for insidious software to mask its presence in a
computer. Thus they can hide from the user selected running processes, files on
disc or other system data. They exist for Windows, LINUX and UNIX.
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Sandbox Sandbox

Security mechanism serving to separate running processes from the operating
system proper. It is used, for example, in testing suspicious software.

Script Skript

Set of instructions written in some formal language which control the workings
of devices, programme or system.

Sector criteria Odvétvova Kritéria

Technological or operational values to determine an element of critical
infrastructure in the sectors of energy, water management, food and agriculture,
health, transport, communication and information systems, finance market and
currencies, emergency services and public administration.

Secure shell (SSH) Secure shell (SSH)
A protocol that provides secure remote login utilising an insecure network.

Secure socket layer (SSL) Secure socket layer (SSL)

Protocol or a layer inserted between the transport layer (e.g. TCP/IP) and the
application layer (e.g. HTTP) which enables communication security by
encryption and authentication of the communicating parties.

Security Bezpecnost

Property of an element (e.g. an information system) which is at a certain level
protected against losses, or also a state of protection (at a certain level) against
losses. IT security covers protection of confidentiality, integrity and availability
during processing, storage, distribution and presentation of information.

Security account manager Spravce zabezpedeni Géth

Administrator for securing the accounts in the Windows operating system, e.g. a
database, where user passwords are kept (passwords in Windows NT operating
system may be kept, for example, in the directory c:\\winnf\repair and
c:\winnf\config).

Security aims Bezpecnostni cile
State of security which the given system or product has to reach.

Security audit Bezpeénostni audit

Independent revision and analysis of records in the data processing system as
well as activities for testing of the suitability of system controls, checking
compliance with accepted security policy and operational procedures, detection
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of security infringements and recommendation for any indicated changes in the
control, security policy and procedures. Independent testing of the information
system activity and records thereof. The objective is to determine if checks are
appropriate, if there is compliance with security policy, recommendation of
eventual changes in the system of countermeasures. As rule is, it is done by an
external or an internal auditor.

Security authority Bezpecnostni autorita

Entity responsible for the administration of security policy within the security
domain.

Security category Bezpeé¢nostni kategorie
Grouping of sensitive information used when controlling data access.

Security classification Bezpecnostni klasifikace

Determination which level of protection for data or information is required
before access, together with noting this level of protection.

Security clearance Bezpe¢nostni provéieni

Clearance given to an individual for accessing data or information on or below
the specified security level.

Security domain Bezpecnostni doména
Group of users and systems subject to common security policy.

Security event Bezpec¢nostni udalost

Event which may result in or cause the infringement of information systems and
technologies and rules defined for the protection (security policy).

Security filter Bezpecnostni filtr

Trusted computer system enabling security policy for data passing through the
system.

Security incident Bezpeénostni incident

Infringement or an imminent threat of infringement, of security policies, security
principles or standard security rules of operation for the information and
communication technologies.
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Security information and event Management bezpe¢nostnich
management (SIEM) informaci a udalosti (SIEM)

System whose task is to acquire, analyse and correlate data — events in the
network. SIEM systems combine the methods of detection and analysis of
abnormal events in the network, provide information usable for network
management and operated services.

Security level Bezpeénostni troveii

Combination of a hierarchic security classification and security category,
representing sensitivity of an object or security clearance of an individual.

Security manager Bezpecnostni manazer

Employee role to act as a guarantee for IT security with the definition of
responsibility and authority.

Security policy Bezpecnostni politika

(1) At the level of an organization, basic document which defines the structure
of security risk, responsibility for information protection within an organization,
level of information protection. (2) At the system level, a set of rules and
practices specifying or regulating how the system (or organization) provides
security services in order to protect sensitive or critical system resources.

Security requirements Bezpecnostni pozadavky

Requirements put on the information system which follow from laws,
instructions, legal amendments, binding standards, internal regulations of an
organization; environment where the system operates and the mission it fulfils;
necessary for ensuring confidentiality, availability and integrity of information
processed in the system.

Security safeguards Bezpeénostni opati‘eni

Protective measures to ensure security requirements put on the system. May
vary in character (physical protection of equipment and information, personnel
security — checking of employees, organizational measures — operational rules,
and similar).

Security software disabler Security software disabler
It blocks software to secure the PC (Firewall, Antivirus).

Security standards Bezpecnostni standardy

Set of recommendations and general principles to define, maintain and improve
information security inside an organization.
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Security vulnerability Bezpecnostni zranitelnost

Intentional error or unintended defect or software error in general or in
firmware of the communication infrastructure equipment which may be used by
a potential attacker for harmful activity. These vulnerabilities are either known
or published but yet untreated by the manufacturer, or hidden and undetected. In
case of hidden vulnerabilities it is important whether these are detected sooner
by the attacker, manufacturer, security analyst or user. Security vulnerabilities
are therefore potential security threats. Security vulnerabilities can be
eliminated by consequential security patches for the system.

Sensitive data Citliva data

Protected data having fundamental importance for the operation of an
organization. Its leakage, abuse, unauthorized alteration or unavailability would
mean damage to the organization, or, as the case may be, the organization
would be unable to meet its objectives.

Sensitive information Citliva informace

Information which, on the basis of a decision by the relevant authority, must be
protected, because access to it, modification, destruction, or loss would cause
a substantial damage to someone or something.

Sensitivity Citlivost

Measure of importance assigned to information by the owner of the information,
describing the need for protection.

Server cluster Serverova farma

Group of network servers used to increase the efficiency of internal processes by
distributing load among individual linked components in order to speed up
computing processes by using the power of more servers. When one server in the
farm fails, another one can replace it.

Service Sluzba

Activity of the information system meeting the given requirements of an
authorized subject related to the function of the operating system.

Service component Prvek sluzby

Independent component of a service which, when united with other components
provides the whole service.

Service continuity Kontinuita sluzeb

Capability to manage risks and events which could seriously impact services,

175



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

with the objective of providing continuous services at the agreed levels.

Service level agreement (SLA) Dohoda o drovni sluzeb (SLA)

Documented agreement between the service provider and the customer which
defines services and their parameters.

Service level declaration (SLD) Prohlaseni o drovni sluzeb

Specification of offered services which can change on the basis of individual
agreements according to the actual needs of individual customers. Hence,
a more detailed SLA. See SLA.

Service management Rizeni sluZeb

Set of capabilities and processes to manage and control the activities and
sources of the service provider for the design, handover, delivery and
improvement of services so that the requirements placed on them be met.

Service pack Aktualiza¢ni balik

Collection (pack) of several updates which could all be installed at the same
time.

Service provider Poskytovatel sluzby

Any natural or legal person providing some of the services of the information
society.

Service request Zadost o sluzbu

Request for information, advice, access to service, or for a previously agreed
change.

Service requirement Pozadavky na sluzbu

Needs of customers and users of services, including requirements for the service
level and the needs of a service provider.

Service set identifier (SSID) Service set identifier (SSID)
Unique identifier (name) of every wireless (WiFi) computer network.

Sexting Sexting

Electronic distribution of text messages, photographies or videos with a sexual
content. These materials often originate in partner relations. Such materials,
however, may represent a risk that one partner, out of various motives, would
publish photographies or videos of the other partner.
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Shareware Shareware

Freely distributed software protected by copyright. In case the user decides to
use this software longer than the author permits, the user is obliged to satisfy
conditions for use. These can be, for example, payment of a certain financial
amount, user registration, etc.

Sharing Sdileni

Possibility to have a portion at the same time of one or more information
sources, memory or devices.

Simple mail transfer protocol Simple mail transfer protocol
(SMTP) (SMTP)

Internet protocol for the transmission of messages of electronic mail.
It describes communication among mail servers.

Simulation Simulace

Use of a data processing system to extract selected properties in the behaviour
of a physical or abstract system.

Sniffer Sniffer

Programme for the eavesdropping of all the protocols which a computer
receives/sends (it is used, for example, for eavesdropping of access names or
passwords, numbers of credit cards).

Social engineering Socialni inZenyrstvi

Way of people manipulation in order to perform a certain action or to obtain
a certain information.

Social network Socialni sit’

Interconnected group of people who interact. It is formed on the basis of
interests, family ties or other reasons. This idea is at present often used in
connection with internet and the onset of webs which are directly targeted at
social networks (Facebook, Lidé.cz etc.), social networks can also form in
interest communities around certain web sites, for example at their forums.

Software Software (programové vybaveni)

Set of programmes used in a computer which execute data processing or
a concrete task. Software can be further subdivided into: a) system software —
input/output devices, operating systems or graphics operation systems; b)
application software — applications, simple utilities or complex programming
systems; c) firmware — hardware control programme.
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Software piracy Softwarové piratstvi
Unauthorized use, copying or distribution or software.

Spam NevyZadana posta

Unsolicited mail such as commercials, or another unsolicited message, usually
of a commercial character, which is distributed on the Internet. Most often these
are offers for aphrodisiacs, medicaments or pornography. Unless the system is
adequately protected, unsolicited mail can make up a substantial part of
electronic correspondence.

Hromadné rozesilani nevyZzadané
posty

Mass distribution of unsolicited messages by electronic means — most often by
electronic mail.

Spamming

Spear phishing Spear phishing (rybareni oStépem)

More sophisticated attack than Phishing, which uses prior obtained information
about the victim. Thanks to a more focused targeting on a concrete user this
method attains higher effect than a standard attack of the Phishing type. See
Phishing.

Spoofing Umyslné oklaméni, podvrieni

Activity with the objective of deceiving (misleading) a user or operator usually
by sporting a false identity.

Spyware Spyware

Programme which secretly monitors the behaviour of an authorized computer or
system user. The findings are sent by these programmes continuously (e.g. at
every start-up) to the subject which created the programme or distributed it.
Such programmes are frequently installed on the target computer together with
another programme (utility, computer game), however, they bear no relation to
it.

SQL injection SQL injection

Injection technique which abuses security errors occurring in the database layer
of an application. This security error manifests itself by infiltrating unauthorized
characters into an SQL command of an authorized user, or by taking over user
access, to execute the SQL command.

State of cyber danger Stav kybernetického nebezpedi

Under cyber danger we understand such a state when there is a large measure
of danger to information security in information systems or security of services
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or of electronic communications.

Statement of applicability Prohlaseni o aplikovatelnosti

Documented statement describing the objectives of measures and the measures
which are relevant and applicable for the ISMS of a given organization.

Stealth Obtizna zjistitelnost

Prevention or limitation of object's identification.

Structured query language (SQL) Structured query language (SQL)
Standard query language used to work with data in relational databases.

Stuxnet Stuxnet

Computer worm created to attack industrial control systems of the SCADA type
used to control large industrial enterprises, for example factories, power
generating plants, product lines and even military objects.

Subject Subjekt
In computer security, an active entity which can access objects.

Subject of critical infrastructure Subjekt kritické infrastruktury

Operator of an element of critical infrastructure; if it is an operator of
an element of the European critical infrastructure, the operator is considered to
be a subject of the European critical infrastructure.

Supervisory control and data Dispecerské iizeni a sbér dat
acquisition (SCADA) (SCADA)

Computer system for the dispatcher control and data acquisition. It could be
industrial control systems, or computer systems for monitoring and process
control. The processes could be industrial ones (e.g. electrical energy
generation, manufacture and purification of fuel), infrastructural (e.g. treatment
and distribution of drinking water, taking away and purification of sewage, oil
and gas pipes, civilian systems of antiaircraft defence — sirens, and large
communication systems), and facilities (e.g. airports, railway stations and hubs).

SYN-cookies SYN-cookies

Element of defence against a flooding by packets in the TCP protocol with the
attribute SYN. See SYN-Flood.

SYN-flood SYN-flood

Cyber attack (Denial of Service type) on a server by flooding with packets in the
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TCP protocol. The attacker sends a flood of TCP/SYN packets with a forged
heading of the sender. The server accepts every such packet as a normal request
for a connection. Server then sends out the SYN-ACK packet and waits for the
ACK packet. This however never arrives as the heading of the sender was
forged. Such a semi-open request blocks out, for some time, other legitinate
requests for a connection. See DOS, DDOS, SYN-cookie.

System administrator Spravce systému
Person responsible for the management and maintenance of a computer system.

System Integrity Integrita systému

Quality of a data processing system fulfilling its operational purpose and at the
same time preventing unauthorized users from making changes in resources or
from using the resources or from improper use of these. Property that a system
performs its intended function without disruption, without intentional or
accidental non-automated system manipulation.

TCP SYN flood Zahlceni TCP SYN

Type of a DDOS attack, it sends a flood of TCP/SYN packets with a forged
heading of the sender. Each such packet is accepted by the server as a normal
request for a connection. Server then sends out a TCP/SYN-ACK packet and
waits for TCP/ACK. This however never arrives as the user heading was forged.
Thus a half-open request blocks, for some time, other legitimate requests for
a connection.

TERENA TERENA

Trans-European Research and Education Networking Association, a European
international organization supporting activities in the area of internet,
infrastructures and services in the academic community.

TF-CSIRT TF-CSIRT

International forum enabling the cooperation of CSIRT teams on a European
level. It is divided into two groups — a closed one which is open only to
accredited teams, and an open one which is accessible to all parties interested in
the CSIRT teams' work. TF-CSIRT is one of the activities of the TERENA
international organization. Working group TF-CSIRT meets usually several
times per year.

Third party Tteti strana

Person or organization independent both of the person or the organization
which submits the object to be judged for compliance (product, service) and also
independent of the purchaser of the object.
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Threat Hrozba

Potential cause of an unwanted incident which may result in damage to a system
or organization.

Threat analysis Analyza hrozeb

Analysis of activities and events which could negatively affect IT service quality
(system of data processing and transfer) and/or data proper.

Time bomb Casovana bomba
Logical bomb activated at a predetermined time.

Top level domain (TLD) Doména nejvyssi arovné

This is the internet domain at the highest level in the tree of internet domains. In
the domain name, top level domain is given at the end (e.g. in nic.cz, cz is the top
level domain). Top level domains are fixed by the internet standards
organization IANA: a) National TLD (country-code TLD, ccTLD) unites
domains in one country. Their name has two letters, with exceptions
corresponding to country code per ISO 3166-1, e.g. cz for the Czech Republic;
b) Generic TLD (generic TLD, gTLD) is common for a given type of subjects
(e.g. aero, biz, com, info, museum, org,...) not tied to one concrete country (with
exceptions TLD mil and gov which out of historical reasons are assigned for
military and government computer networks in the U.S.A.); c¢) Infrastructure
TLD used for the internal mechanisms of the internet. At present there is just
one such TLD: arpa, used by the DNS system.

Top management Vrcholové vedeni
Person or a group of persons who lead the organization at the highest level.

Torrent Torrent

This is a file with the ending .torrent which contains information about one or
more files to be downloaded. See BitTorrent.

Analyza komunikace / datovych
prenosi

Simple and advanced mathematical and visual methods for the analysis of data
traffic TCP/IP in a computer network. See Analysis.

Traffic analysis

Transition Pi‘echod

Activity related to a shift of new or altered service into or out of the operational
environment.
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Transmission control protocol Transmission control protocol
(TCP) (TCP)

It is one of the basic protocols in the protocol set of the Internet; more precisely
it represents the transport layer. Using the TCP, applications on interconnected
computers can link up and transmit data over the links. The protocol guarantees
a reliable delivery as well as delivery in the right order. TCP also differentiates
data for multiple concurrently running applications (e.g. a web server and email
server) running on the same computer. TCP is supported by many of the
application protocols and applications popular on the internet, including WWW,
email and SSH.

Transport layer security (TLS) Bezpe¢nost transportni vrstvy

A cryptographic protocol that provide communication security over the Internet.
They use asymmetric cryptography for authentication of key exchange,
symmetric encryption for confidentiality and message authentication codes for
message integrity. Several versions of the protocols are in widespread use in
applications such as web browsing, electronic mail, Internet faxing, instant
messaging and voice-over-IP (VolP).

Transport layer security (TLS) Transport layer security

A cryptographic protocol that provide communication security over the Internet.
They use asymmetric cryptography for authentication of key exchange,
symmetric encryption for confidentiality and message authentication codes for
message integrity. Several versions of the protocols are in widespread use in
applications such as web browsing, electronic mail, Internet faxing, instant
messaging and voice-over-IP (VoIP).

Trojan horse Trojsky kun

Programme which executes a useful function, taken at face value, but in reality
has also some hidden harmful function. Trojan horse does not self-replicate, it
is distributed thanks to the visible utility it provides.

Trusted computer system Divéryhodny pocitacovy systém

Data processing system having sufficient computer security to allow for
a concurrent access to data to users with different access rights and to data with
different security classification and security categories.

Trusted introducer Trusted introducer

Authority uniting European security teams of the type CERT/CSIRT. At the
same time it also helps in creating the CERT/CSIRT teams and provides for
their accreditation and certification. It is operated by the TERENA
organization. See TERENA.

182



Vykladovy slovnik kybernetické bezpecnosti Cyber Security Glossary

UDP flood Zahlceni UDP

This is a type of an attack using the User datagram protocol (UDP). The
attacker sends out an unspecified number of packets to a random port of the
system of the victim. Receiving system of the victim is unable to determine which
application requested such a packet, which generates an ICMP packet of
undeliverabilty of the UDP packet. If more UDP packets arrive in the receiving
port of the victim, the system may collapse.

Uniform resource locator (URL) Uniform resource locator (URL)

Source identifier describing the location of a concrete source, including
a protocol, serving to link to this source. The best known such an example is
http://www. somedomain.somewhere.

Universal unique identifier (UUID) Universalni unikatni identifikator

An identifier standard used in software construction, standardized by the Open
Software Foundation (OSF) as part of the Distributed Computing Environment
(DCE).

URL trojan URL trojan

It redirects infected computers connected via the dial-in Internet connection to
more expensive rates. See Dialer and Trojan horse.

User Uzivatel

Any natural or legal person using a service of the information society in order to
look for, or make access to, information.

User datagram protocol (UDP) User datagram protocol (UDP)
An Internet networking protocol for connectionless communications (RFC 768).

User identification Identifikace / ID uzivatele

Character string or a formula used by a data processing system for user
identification.

User profile Uzivatelsky profil

Description of a user typically used for access control. It may include data such
as user ID, user name, password, access rights and other attributes.

Virtual local area network (VLAN) Virtualni lokalni sit’

Logically independent network in the framework of one or more devices. Virtual
networks can be defined as the domains of all-directional broadcast (See LAN)
with the objective of making the logical network organization independent of the
physical network.
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Virtual private network (VPN) Virtualni privatni sit’

This is a private computer network allowing for the connection of remote users
to the targeted LAN via the Internet. Security is tackled using an encrypted
tunnel between two points (or among one and several points). Identity of both
parties is verified using digital certificates when making the connection.

Virus Virus

Type of malware spreading from one computer to another by attaching itself to
other applications. Consequently it may cause unwanted and dangerous activity.
Usually it has a built-in mechanism for further distribution or mutations.

Virus analysis Analyza pocitacového viru

Complex activity including the analysis of computer virus behaviour (how it
spreads, hides, damage caused by the virus), analysis of virus code, finding of
the virus and its removal from files, or rectification of damage caused by the
virus. More also in disassembly, debugger, tracing, code emulation.
Charakteristika viru (signatura
viru)

Unique bit string which sufficiently identifies the virus and which can be used by
a scanning programme to detect virus presence.

Virus signature

Vulnerability Zranitelnost
Weak spot of an asset or control which can be made use of by a threat.

Vulnerability analysis Analyza zranitelnosti

Systematic analysis of a system and operating services in view of security
weaknesses and the efficiency of security measures.

Vulnerability assessment Hodnoceni zranitelnosti

Process of identifying, quantifying, and prioritizing (or ranking) the
vulnerabilities in a system.

Vulnerability assessment and Hodnoceni zranitelnosti a Fizeni
vulnerability management (VA/VM)  zranitelnosti (VA/VM)

See Vulnerability assessment and Vulnerability management.

Vulnerability management Rizeni zranitelnosti

Cyclical practice of identifying, classifying, remediating, and mitigating
vulnerabilities. This practice generally refers to software vulnerabilities in
computing systems however it can also extend to organizational behaviour and
strategic decision-making processes.
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Wardriving Wardriving

Searching for insecure wireless Wi-Fi networks by a person sitting in a means of
transport, using a notebook, PDA or smartphone.

Warez Warez

Term from the computer slang denoting copyright-protected creations which are
treated in violation of the copyright. Warez is sometimes split into gamez
(computer games), appz (applications), crackz (cracks) and also moviez (films).
Today, the most frequent way of distribution is mainly the Internet.

Watchdog timer Casovy hlida¢

An electronic timer that is used to detect and recover from computer
malfunctions. During normal operation, the computer regularly restarts the
watchdog timer to prevent it from elapsing, or "timing out". If, due to
a hardware fault or program error, the computer fails to restart the watchdog,
the timer will elapse and generate a timeout signal. The timeout signal is used to
initiate corrective action or actions. The corrective actions typically include
placing the computer system in a safe state and restoring normal system
operation.

Web vandalism Webovy vandalizmus

Attack which alters (defaces) web pages or causes a service denial (denial-of-
service attacks).

Webtapping Odposlech webu

Monitoring of web pages which may contain classified or sensitive information,
and of people, who have access to them.

White hat White hat

Ethical hacker who is often employed as an expert in computer security,
programmer or network administrator. He or she specializes on penetration
tests and other testing methodologies to ensure IT security in an organization.

Whois Whois

Internet service to find contact data of the owners of internet domains and IP
addresses.

WiFi WiFi
Wireless technology for data distribution ("by air"), suitable for the creation of
network infrastructures in places where the building of a classical cable network

is impossible, difficult or not cost-effective (cultural monuments, sports facilities,
fair grounds). Suitably located successive points of access along the route from
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the transmitter to the recipient are sufficient for data transmission.

WiMax WiMax

Telecommunication technology providing wireless data transmission using
various transmission modes, from point-to-multipoint to completely mobile
internet access for the transmission.

Wireshark Wireshark

Formerly Ethereal. Protocol analyzer and packet sniffer which enables
eavesdropping of all protocols which the computer receives and sends via an
interface. Wireshark can decode the whole packet and show it in a way as sent
out by the computer. Its advantage is that it is distributed under a free licence
GNU/GPL.

Wiretapping Odposlech

This is any tapping of a telephone transmission or conversation done without the
consent of both parties, by accessing the telephone signal proper.

Workstation Pracovni stanice

Functional unit, usually with specific computing capabilities, having user input
and output devices, e.g. a programmable terminal or a stand-alone computer.

World wide web (WWW) World wide web (WWW)

Graphically-oriented service of the Internet — a system of interconnected
hypertext pages using formatted text, graphics, animation and sounds.

Worm Cerv

Autonomous programme (subset of Malware) capable of creating its copies
which it then sends out to other computer systems (networks) where these pursue
further activities they have been programmed for. Often it may serve to detect
security holes in systems or mail programmes.

X.509 X.509

Standard for systems based on the public key (PKI) for simple signatures. X.509
specifies, for example, the format of a certificate, lists of cancelled certificates,
parameters of certificates and methods for checking the validity of certificates.

Zombie Zombie

Infected computer which is part of botnet networks.
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Notes:
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Pouzité zkratky / Abbreviations used
Zkratka > :
Abbreviation Cesky English
ACI Informace fizeni piistupu Access control information
ACL Seznam pro fizeni piistupu Access control list
APT Pokro¢ila a trvald hrozba Advanced persistent threat
ARP Protokol ARP Address resolution protocol
Automatické monitorovén Automated security incident
ASIM vyskytu bezpecnostniho y
L measurement
incidentu
BCM Rizen{ kontinuity organizace Business continuity
management
BCMS Systém fizeni kontinuity Business continuity
organizace management system
BIOS Zakl}adm vstupne-vystupnt Basic input output system
systém
BSOD Modr4 obrazovka smrti Blue screen of death
CA Certifika¢nf autorita Certification authority
Zcela automatizovany vefejny  Completely automated public
CAPTCHA Turingtv test odliSujici Turing test to tell computers
pocitace od lidi from humans
CAS Systém fizeného ptistupu Controlled access system
CcC Creative commons Creative commons
Skupina pro reakci na Computer emergency
CERT weox
pocitacové hrozby response team
CI Konfigura¢ni polozka Configuration item
Schopnost pro reakci na Computer incident response
CIRC o 2 q
pocitaové hrozby capability
CMDB Konfiguraéni databdze Configuration management
database
CNA Utok na poéitatovou sit’ Computer network attack
CNE VytéZovéni positaoveé sité Computer network
exploitation
COMPUSEC Pocitacova bezpecnost Computer security
COMSEC Bezpecnost komunikaci Communication security
CSIRT Skupina pro reakce na Computer security incident
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CZE

CR
DCE

DDOS

DMZ
DNS

DNSSEC
DOS

DPI
ENISA

EU
FIRST

FTP
H4H

HTTP

HTTPS

TANA

ICANN

ICMP

ICT
IDS
INFOSEC

pocitaové bezpecnostni
incidenty

Cesk4 republika

Ceska republika
Distribuované vypocetni
prostied{

Distribuované odmitnut{
sluzby

Demilitarizovand zéna
Systém doménovych jmen
Bezpecnostni rozsiteni
systému doménovych jmen

Odmitnut{ sluzby
Podrobna inspekce paketi

Agentura pro elektronickou a
informac¢ni bezpec¢nost

Evropska unie
Férum pro bezpecnostni tymy

Protokol pro pienos soubort

Hackers for hire

Protokol pro ptenos
hypertextovych dokumentt
Bezpecnostni nadstavba
protokolu pro pfenos
hypertextovych dokumentt
Utad pro piidélovani &isel na
Internetu

Internetova spole¢noc¢nost pro
pfid€lovani jmen a ¢isel na
internetu

Internet control message
protocol

Informaéni a komunikaéni
technologie

Systém detekce priniku
Bezpecnost informaci /
informacnich systémt

response team

Czech Republic

Czech Republic

Distributed computing
environment

Distributed denial of service

Demilitarized zone

Domain name system

Domain name system security
extensions

Denial of service

Deep packet inspection

European network and
information security agency

European union

Forum for incident response
and security teams

File transfer protocol
Hackers for hire

Hypertext transfer protocol

Hypertext transfer protocol
secure

Internet assigned numbers
authority

Internet corporation for
assigned names and numbers

Internet control message
protocol

Information and
communication technology
Intrusion detection system

Information security
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Ip
IPS
IRC
IS

ISMS

ISP
IT
LAN
LIR

MBCO

MITM
NAT

NATO

NATO CCD
COE

NATO CDMA

NBAD

NCIRC TC

NNEC

OSE

OSF
pP2pP
PC
PGP
PKI
RF
RFC

RIR
RPO

Informaéni operace

Internet protokol

Systém prevence priniku
Internetové sménové povidani
Informaéni systémy

Systém fizeni bezpecnosti
informaci

Poskytovatel sluZeb internetu
Informacni technologie
Lokalnf sit’

Lokaln{ internetovy registr
Minim4ln{ droveni chodu
organizace

Clovék uprostied

Pteklad sitovych adres

Severoatlanticka aliance

Kooperativni $pickové
centrum kybernetické obrany
NATO

Vykonny ufad kybernetické
obrany NATO

Detekce anomalniho chovani
sité

NATO CIRC - Technické
centrum

NATO Network Enabled
Capability

Oteviené bezpecnostni
prostied{

Open software foundation
Rovny s rovnym

Osobni pocitac

Dost dobré soukrom{
Infrastruktura vefejnych klict
Réadiové viny

Request for comment
Regiondln{ Internetovy
Registr

Bod obnovy dat

Information operation
Internet protocol

Intrusion prevention system
Internet relay chat
Information systems
Information security
management system
Internet service provider
Information technology
Local area network

Local internet registry
Minimum business continuity
objective

Man in the middle

Network address translation
North Atlantic Treaty
Organization

NATO Cooperative cyber
defence centre of excellence

NATO Cyber defence
management authority
Network behavior anomaly
detection

NATO computer incident
response capability —
Technical centre

NATO Network Enabled
Capability

Open security environment

Open software foundation
Peer to peer

Personal computer

Pretty good privacy
Public key infrastructure
Radio frequency

Request for comment

Regional internet registry

Recovery point objective
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RTO
SCADA

SIEM

SLA
SLD
SMS
SMTP
SQL

SRBI
SSH

SSID
SSL
TCP

TERENA

TLD
TLS

UDP
URL

UUID

VA/VM

VLAN
VPN
WwWw
XSS

Doba obnovy chodu
Dispecerské fizeni a sbér dat

Management bezpecnostnich
informaci a udalost{

Dohoda o drovni sluzeb
Prohldseni o drovni sluzeb
Systém fizeni sluZeb

Simple mail transfer protocol
Structured query language
Systém fizeni bezpecnosti
informaci

Secure shell

Service set identifier

Secure socket layer
Transmission control protocol

Trans-evropskd vyzkumnd a
vzdé¢lavaci sitové forum
Doména nejvyssi trovné
Bezpecnost transportni vrstvy
User datagram protocol
Uniform resource locator
Universaln{ unikétn{
identifikator

Hodnocen{ zranitelnosti a
fizen{ zranitelnosti
Virtudlni lokalnf{ sit’
Virtudlni privétni sit’

World wide web

Cross-site scripting

Recovery time objective
Supervisory control and data
acquisition

Security information and
event management

Service level agreement
Service level declaration
Service management system
Simple mail transfer protocol
Structured query language
Information security
management system

Secure shell

Service set identifier

Secure socket layer
Transmission control protocol
Trans-European research and
education networking
association

Top level domain

Transport layer security
User datagram protocol
Uniform resource locator

Universal unique identifier

Vulnerability assessment and
vulnerability management
Virtual local area network
Virtual private network
World wide web

Cross-site scripting
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Cesky

CSN EN ISO 9000:2006 Systémy
managementu kvality — Zakladni
principy a slovnik

CSN ISO 31000:2010
Management rizik — Principy a
smérnice

(SN ISO/IEC  27000:2010
Informaéni technologie -
Bezpecnostni techniky — Systémy
fizeni bezpecCnosti informaci —
Ptehled a slovnik

ISO/IEC 27000:2012 Informaéni
technologie -  Bezpec¢nostni
techniky -  Systémy fizeni
bezpecnosti informaci — Prehled a
slovnik

CSN  ISO/IEC  27005:2009
Informaéni technologie -
Bezpeénostni techniky — Rizeni
rizik bezpecnosti informaci
http://www.cybersecurity.cz/  ve
verzi 25. 10. 2011 a 29. 2. 2012

http://www.govcert.cz/ ve verzi
25.10.2011

http://www.nic.cz/ ve verzi 01.
03.2012
http://www.wikipedia.org/ ve
verzi 01.03.2012

ISO/IEC 20000-1:2011
Informaéni technologie -
Management sluzeb — Cast 1:
Pozadavky na  systém-fizeni
sluZzeb

PouZité zdroje / Sources used

English

ISO/IEC  9000:2006  Quality
management systems -
Fundamentals and vocabulary
ISO 31000:2010 Risk
management — Principles and
guidelines

ISO/IEC 27000:2010 Information
technology — Security techniques
- Information security
management systems — Overview
and vocabulary

ISO/IEC 27000:2012 Information
technology — Security techniques
- Information security
management systems — Overview
and vocabulary

ISO/IEC 27005:2009 Information
technology — Security techniques
— Information security risk
management
http://www.cybersecurity.cz/  in
Version 25. 10. 2011 and 29. 2.
2012

http://www.govcert.cz/ in Version
25.10.2011

http://www.nic.cz/ in Version 01.
03. 2012

http://www.wikipedia.org/ in
Version 01.03.2012
ISO/IEC 20000-1:2011

Information technology — Service
management — Part 1: Service
management system requirements
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ISO/IEC 27003:2010 Informacni

technologie  —  Bezpecnostni
techniky -  Smérnice  pro
implementaci  systému  fizeni

informacni bezpecnosti
ISO/IEC 27031:2011 Informacni

technologie = —  Bezpecnostni
techniky -  Smérnice  pro
pfipravenost informac¢ni a
komunika¢ni technologie pro
zabezpeceni kontinuity
organizace

ISO/IEC 27033 - Informaéni
technologie  —  Bezpecnostni
techniky — Bezpecnost sité
ISO/IEC 27039  (ndvrth) -
Informaéni technologie -

Bezpecnostni techniky — Vybér,
uvedeni do chodu a provoz
systému pro zjistén{ vniknut{
ISO/IEC 27032:2012 Informaéni
technologie -  Bezpec¢nostni
technologie — Smérnice pro
kybernetickou bezpecnost

ITIL®  vykladovy slovnik v
¢esting, v1.0, 29. Cervence 2011
zaloZen na vykladovém slovniku
v anglicting v1.0 z 29. 7. 2011
JTC1/SC27/SD6 Informacni
technologie — Bezpe¢nostni
techniky — Stily dokument 6
(SD6): Terminologicky slovnik IT
bezpecnosti

ISO/IEC 22301:2012 Spolecenskd

bezpeCnost — Systémy fizeni
kontinuity organizace -
PoZzadavky

Kybernetickd bezpecnost resortu
obrany v letech 2011 az 2013:
Pojmovy aparat a seznam zkratek,
Ministerstvo obrany

ISO/IEC 27003:2010 Information
technology — Security techniques
- Information security
management system
implementation guidance
ISO/IEC 27031:2011 Information
technology — Security techniques
— Guidelines for information and
communication technology
readiness for business continuity

ISO/IEC 27033 — Information
technology — Security techniques
— Network security

ISO/IEC 27039 (draft) —
Information technology — Security
techniques — Selection,
deployment and operations of
intrusion detection systems
ISO/IEC 27032:2012 Information
technology — Security techniques
— Guidelines for cybersecurity

ITIL encyclopedic dictionary in
Czech, v1.0, 29 July 2011, based
on the encyclopedic dictionary in
English v1.0, 29 July 2011
JTC1/SC27/SD6 Information
technology — Security techniques
— Standing Document 6 (SD6):
Glossary of IT Security
Terminology

ISO/IEC 22301:2012 Societal
security — Business continuity
management systems —
Requirements

Cyber security of the Defense
Department between 2001 and
2013: Concepts and a list of
abbreviations, MoD.
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e Vefejné¢ dostupné informace
(Internet) e  Public available sources (Internet)
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