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o Bilateralni uroven

o Multilateralni droven:
o NATO
o EU
o OBSE
o OSN
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Bilateralni spoluprace

o CR a druhy stat

o Napt. Memorandum of Understanding mezi CR a Izraelem (1/2015)

o CR a mezinarodni organizace
o Napt. Memorandum of Understanding mezi CR a NATO (10/2015)
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NATO - obecny prehled

o Historie:

o NATO summit v Praze (2002) — KB poprvé soucasti politické agendy
1/2008 — prvni Policy on Cyber Defence (reakce na Estonsko 2007)
6/2011 — druha Policy on Cyber Defence
NATO summit v Walesu (2014) — treti, Enhanced Policy on Cyber Defence
10/2015 - podpis CZE-NATO Memorandum of Understanding
o NATO summit ve Varsavé (2016) - ?

O O O O

o Zakladni principy:
o KO nedilnou soucasti kolektivni obrany NATO

o NATO je odpovédné pouze za ochranu svych vlastnich komunikacnich siti = jako
prostredek pasivni kybernetickd obrana (resilience-based CD)

o Clenské staty jsou zodpovédné za bezpeénost svych vlastnich komunika&nich siti

o Aktudlni dldraz na: zintenzivnéni spoluprace s primyslem, vzdélavani, trénink a
vycvik/cviceni
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NATO Enhanced Policy on Cyber Defence

O

O

Mezinarodni pravo aplikovatelné v kybernetickém prostoru

Art 5 Washingtonské smlouvy v pripadé kybernetického utoku
dosahujiciho srovnatelnych efektd jako konvencéni utok

Spoluprace s primyslem (NICP)

Asistence spojenclim pfi zajiSténi potfebné Urovné KO na narodnich KilI
Rozvoj schopnosti a kapacit NATO v kybernetickém prostoru:

o Smart Defence projekty
o Vzdélavani (CCDCoE, NATO CISS, NATO School Oberammergau...)
o Cviceni (Cyber Coalition, Locked Shields ...)
Spoluprace s partnery:
o Mezinarodni organizace (EU, OSN, OBSE...)
o Bilaterdlné (Science for Peace and Security projekt s Jordanskem, ...)
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NATO Cooperative Cyber Defence Centre of Excellence

o Mezinarodni vojenska organizace, zalozena 2008 v Talinu

o Cil: pozvednout schopnosti, spolupraci a sdileni informaci v
ramci NATO a mezi clenskymi zemémi a partnery na poli KO
skrze E&T, R&D, konzultace a lessons learned

o Co nabizi:

o Talinsky manual 1.0a 2.0

o Conference on Cyber Conflict (CyCon)
Interaktivni databaze INCYDER
Cviceni
Vyzkum (technicky, policy, pravo)
Kurzy (technické/netechnické)
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NATO CD Stakeholders

Box 4. NATO Cyber Defense Stakeholders

NATO HG Emerging Security Challenges Division
Deals with the growing range of nontraditional risks and
security challenges such as terrorism, the proliferation of
WDMD, nuclear policy, cyber defense, and energy security.

NATO Communication and Information Agency
(NCIA)

Through NCIRC Technical Center. it assumes the Alliance’s
cyberdefense and provides analysisand conceptdevelopment
through experimentation and capability development in
cyber defense. NC3A was merged into NCIA in July 2012.

NATO C3 Board
Multinational policy body in the consultation, command, and
control area.

Allied Command Transformation

Responsible for doctrine development, scientific research,
experimentation. and technological development. Assesses
the viability and value of new operational concepts. NATO
coordinates the work of CCD COE via ACT.

Cooperative Cyber Defense Center of Excellence
Enhances the capability, cooperation, and information
sharing in cyber defense through education, research,
development, lessons learned, and consultation.

Formal Governance

North Atlantic Council

Principal political decision-making authority for policy and
operational questions requiring collective decisions in the
cyber defense area. $

Cyber Defense Committee

The lead committee for political governance and cyber
defence policy in general, providing oversight and adwvice to
allied nations on NATO's cyber defense efforts at the expert

level. ¢

Cyber Defense Management Board

Assembles leaders of NATO political, military, operational,
and technical staffs with responsibilities for cyber defense.
The board coordinates cyber defense throughout NATO
civilian and military bodies. Operates under auspices of HQ
NATO ESCD. ¢

MATO Computer Incident Response Capability
(NCIRC)

Provides centralized protection and round the clock cyber
defence support to NATO static and deployed HQs, agencies,
and national networks.

Source: Various official NATO and NATO PA websites.

Zdroj: NATO'’s Cyber Capabilities by Jason Healey and Klara Tothova Jordan (Atlantic Council, 2014)
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EU Cybersecurity Strategy

EU Cybersecurity Strategy:
An Open, Safe and Secure Cyberspace

Digital Agenda for Europe Justice and EU Foreign and
Home Affairs Security Policy
Cyber resilience

- NIS Directive (capabilities, 2. Reduce . Cyber defence
cooperation, risk management, cybercrime policy and
incident reporting) capabilities

- Raising awareness . International

cyberspace policy

4. Industrial and technological resources: NIS platform; H2020

Fundamental rights apply both in physical and digital world

Cybersecurity depends on and contributes to protecting fundamental rights
Access for all

Democratic and efficient multi-stakeholder governance

Cybersecurity is a shared responsibility

BSS, predmét: Kyberneticka bezpecnost



Evropska agentura pro informacni a sitovou bezpecnost (ENISA)

Zalozena 2004, sidlo v Heraklionu (Kréta)
Hlavni zaméreni na technicky element

Cil: dosahnout vysoké urovné informacni a sitové bezpecnosti v
ramci EU - napomahad EU a clenskym statim posilovat
obranyschopnost proti kybernetickym hrozbam

+ ENISA jako ,hub“ pro vymeénu informaci a best practices
3 hlavni oblasti Cinnosti:
Poradenstvi a asistence EK a ¢lenskym statim na téma KB

Sbér a analyza dat o bezpecnostnich incidentech v Evropé

Podpora obecného povédomi a vzajemné spoluprace mezi
relevantnimi subjekty (EU instituce, ¢lenské staty, business) — napt.
seminare, skoleni, guidelines, EU cviceni Cyber Europe

BSS, predmét: Kyberneticka bezpecnost
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European Cybercrime Centre (EC3)

o Soucasti EUROPOLu
o Cil: boj proti kybernetické kriminalité

o 3 hlavni oblasti zajmu:
o KyberzloCin spachany organizovanymi skupinami
o Kyberzlocin zplsobujici znacnou Skodu obéti
o KyberzloCin, jez ma vliv na Kl a informacni systémy EU
o Aktivity:
o ,hub” pro sdileni informaci
o Podpora vysetrovani v ¢lenskych statech (napr. digitalni forensni analyza)

o Analyzy na strategické Urovni

o Spojovaci ¢lanek pro relevantni subjekty (soukromy sektor, akademie, law
enforcement atd.) - reprezentace evropské komunity law enforcementu
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CERT-EU

o Computer Emergency Response Team pro EU instituce,
agentury a ostatni jednotky

o Zalozen 2012 na zakladé Digital Agenda for Europe

o IT experti z hlavnich EU instituci (EK, Rada, EP, Vybor
regionu, ENISA...)

o Hlavni ukoly:

o Spoluprace s CERTy ¢lenskych statl a specializovanymi IT
bezpecnostnimi firmami

o Efektivni a rychla reakce na kybernetické incidenty a hrozby
- 24/7
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OBSE

o 3 oblasti zajmu:
o Counter-terrorism
o Kyberneticky zlocin

o Confidence-building measures (CBMs) for cyber space
o Inciativa z 12/2013

o Cilem potlaceni konfliktU, jejichz existence nebo vyvoj prameni z
pouzivani informacnich a komunikacnich technologii

o Zahrnuje napf.: vymeénu informaci o kybernetickych hrozbach,
zajisténi otevireného a bezpecného internetu, vymeénu POCs, vyuziti
OBSE jako platformy pro dialog
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OSN

o Silné fragmentované aktivity

o Dosud zadna rezoluce RB, pouze rezoluce VS:
o Economic and Financial Committee
o Social, Humanitarian and Cultural Committee

o Disarmament and International Security Committee

o Od 1998 Rusko kazdy rok predklada draft ,,Developments in the field of
information and telecommunication in the context of Security” - zaklad pro
Group of Government Experts (2001)

o Stale neexistuje konsensus ohledné aplikace mezinarodniho
prava do kybernetického prostoru

o Viz 2011 a 2015 Shanghai Cooperation Organisation a navrh
International Code of Conduct for Information Security
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Group of Governmental Experts (GGE)

> 1. GGE (2004)

o Bez konsensu

o 2.GGE (2009)

o Shoda na potrebé pokracovat v diskuzi o normach resicich hrozby v kybernetickém
prostoru

o 3. GGE (2012-3)

o Potvrzena aplikovatelnost mezinarodniho prava do kybernetického prostoru

> 4.GGE (2015)

o Navrh norem pro responsible behaviour

o Komentar k aplikovatelnosti mezinarodniho prava do cyber

o Speficikace normativniho ramce pro pouziti cyber capabilities staty
o Doporuceny seznam dobrovolnych CBMs

> 5.GGE (2016?)
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International Telecommunication Union (ITU)

o Specializovana agentura OSN pro informacni a telekomunikacni
technologie

o 193 ¢lent OSN + 700 zastupcl telekomunikacniho sektoru
o Cile (mimo jiné):
o Shoda na globalnich technickych telekomunikacnich standardech
o Alokace radio frekvenci
o Zlepseni telekomunikacni infrastruktury
o World Conference on International Telecommunications (2012,
Dubaj)
o Revize International Telecommunication Regulations (puvodné z 1988)

o Vysledek: neshoda vzhledem k rozdilnym nazorlim na internet
governance a kontrolu obsahu - smlouva podepsana pouze 89 Cleny,
pricemz v opozici zejména USA a EU
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