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Proc podporit presun konfliktti do kyberprostoru?

* Pozitiva pro stat i civilni obyvatelstvo

* Kyberneticka valka jako , Clean warfare®:
- Humannéjsi, méné destruktivni, méné ekonomicky narocna

* Priklady mezistatniho soupereni v kyberprostoru
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BLACKOUT

= 50 MILLION LOSE POWER
m CITY SWELTERS TO A HALT
= RUSH-HOUR CHAOS TODAY




Attack Sophistication vs. Intruder Technical Knowledge
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Cyber Attack Activity Since 2010

Note the increase of cyber attacks year after
year. For example, lock at the beginning of
2013 compared to 2014.
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Soucasnost

s there really any choicg?
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VYHODY PRO STAT

Mira nakladu x uzitek

Preciznost zaméreni

Mnozstvi potencionalnich cild

Preciznost + cile » obrovsky rozsah moznych akci
Zisk operacnich, taktickych i strategickych vyhod

Utajeni a nizka mira detekce
Odhaleni a prisouzeni Gtok

Utajenl detekce, odhaleni, pfisouzeni » velké Skody za znacného omezeni
rizik a dopad



“Nations don’t need expensive ground
stations, satellites, airplanes or ships to
spy. Global intelligence capabilities now

just need a few laptops and a high-speed
connection.”

(Singer, Friedman 2014)



Spionaz

Dlouhodobost

Aktivita operativce vs. kyber prostor




Vyhody pro civilni obyvatelstvo

Presné zacileni @ méné obéti

VyFazeni z provozu misto destrukce = zachovani
infrastruktury

Nabourani domaci propagandy nepritele




PRIKLADY

Spiona?
Sabotaz

Politicky natlak



Moonlight Maze (1998)

NASA, Department of Energy, Los Alamos, Wright Patterson AFB,
laboratore, vyzkumné instituce

Titan Rain (2004)
Série Utok( s pGvodem v Ciné
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University Hop Points
jsbach.harvard.edu
unixs2.cis.pitt.edu
oit1.iusb.edu .
sunmib.new fit.edu London Hop Point
serendip.brynmawr.edu
jsbach.harvard.edu

- io.harverford.edu

i! newvortex. ama.caltech edu

net.cs utexas.edu
bme-www.egr.duke edu

Victims cartman.aticorp.org

NASA More. ..

Department of Energy -
Wright Patterson Airforce Base

Los Alamos

Sandia national laboratory

Air Force Institute of Technology
Army Research Laboratory
Naval Research Institutions
More

Moscow Internet Connections



Stuxnet




Estonsko

2007 — presun pamatniku sovétskym vojakim

o série Utoku (distributed denial of service) na stranky
parlamentu, bank, ministerstev a médii
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