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OF THE FUTURE
LOOK LIKE®




Vymezeni

® kybernetické utoky

® tj. mimo EWar, InfoWar
o satelity, C3, drony, atp.



Archetypy utoku

akvizice informaci
o a nasledna diseminace/exploitace

Sifeni informaci
o propaganda
disrupce

o procesu a sluzeb

destrukce
o dat/zarizeni



Co chranime

« CIA

« Confidentiality
* Integrity
 Availability



Technické minimum

® aneb jak funguje internet
® a nékteré dalSi dllezité technologie
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|Pv4 Header
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U1 Version IHEE;?‘?H Type of Service (TOS) Total Length
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IHL
12 Source Address (Internet
Header
Length)
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20 IP Option (variable length, optional, not common)
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Version of IP Protocol. 4 and
6 are valid. This diagram
represents version 4
structure only.

Header Length

Number of 32-hit words in
TCP header, minimum value

of 5. Multiply by 4 to get byte
count.

IP Protocol ID. Including (but
not limited to):

1 ICMP 17 UDP 57 SKIP
2 IGMP 47 GRE 88 EIGRF
6 TCP 50 ESP 88 OSFF
9 IGRP 51 AH 115 L2TF

Total Length

Total length of IP datagram,

or IP fragment if fragmented.
Measured in Bytes.

Fragment offset from start of
IP datagram. Measured in 8
byte (2 words, 64 bits)
increments. If IP datagram is
fragmented, fragment size
(Total Length) must be a
multiple of 8 bytes.

Header Checksum

Checksum of entire IP
header

Copyright 2008 - Matt Baxter - mjb@fatpipe.org - www.fatpipe_org/~mjb/Drawings/

x 0x80 reserved (evil bit)

D 0x40 Do Not Fragment

M 0x20 More Fragments
follow

RFC 791

Please refer to RFC 791 for
the complete Internet
Protocol (IP) Specification.




User opens browser,
enters URL...

Browser now
has IP.

T Browser sends "http get”

O B S @ command to web server.
DHS {converts

name to IP).
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Web browser renders
HTML web page.

Web server returns
HTML data stream.




Vychodiska

® vétSina Skod neumysina

o bugy, nehody, prirodni katastrofy, ...
® pripadné utoky zevnitf

o napr. nespokojeni zamestnanci

® utoky v zasadé spodivaiji v nalezeni a vyuziti
nejake existujici slabiny
o lidské, strukturalni, implementacni, technické
o heexistuje dokonaly system



Casta tvrzeni

« biliony utoku“
* Jsme Cim dal zranitelngjsi”

e airgap



Sitové utoky

® DDoS
® botnet
® LOIC
® IRC
® https://threatmap.fortiguard.com/

® spoofing

® Man in the Middle


https://threatmap.fortiguard.com/
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mIRC

File View Favorites Tools Commands  Window  Help

X G e dacEERER B

IRChet Simoneg Hpiza

BmMB| s
| B Hluzea £ Hpontedera [ #miremania

BE #amici[121][+ntl 126]

& <{HaMgIa Anime> bella @AcyDc -
<Sadistico> azz @Acheron™|[
<Sadistico> canberra? EAmonAmar
<MaMgIa‘Anime> 1'australia Bangelo

= EE ¢Sadistico> sidney? @Annihilal®

BB =xx Pantera™” sets modes: -b =t*E85-18-136-184.fastres.net @Anthrax®

= J <annie-» le australiane sono particolrmente belle o shaglio? Baries

= <{Sadistico> melbourne? @Bathory

” <Subumana* no, Sadistico, sono del queensland EBehemoth

" <MaNgla*Anime> io conosco 2 australiane @bisk

= <Sadistico> mmm @Eb14d3

= <scorpi2h> ciaoo00 EBlackSab

— <HaHgla Anime> :P @Brigante

= <annie-> :=-) ECA4NN] BAL

- gl <Sadistico> & vicino a poggibonsi no? @Construc

- <%adistico> :-D Ecradledf

~ sa <HMaNgIa“Anime> subu @DeathInF

- <MaMgla“Anime> e dal australia @DisStRaTT

= <{Subumana> annie-: come ogni nazione ha le sue belle e 1le sue brutte :D @Down™ ™

= <ti-aspetto> annie mim scrivi in pur? @FaNtAsHi

T =*% romantic join #amicittt EFuelForH

~ Att <MaNgIa'Anime> sei venuta in calabbria? EFuRLY

= P <BELLOeHORD> annie?? E@GammaRay

g <MaMgIa‘Anime> :P @Giuda

R wxd €annie-> ci sn stata in questo paesello @Haggard

= x4 <BELLDeMORD> :-| @HailandK

_ ___lsxii<annie-> si bello _| BHammerfa

- L =%% scorpiZh has left Hamicittt ~| @Hellouee

- cotpe <BELLOeMORO> di ke si parla ragazzi? ~ @ImBroken .

- Hon SON0 ammesse CONNessionl permanentl al server, o1

- qualsiasi tipo esse siano.

= Hon vengono fornite spiegazioni sui motivi delle K-line.

- All'atto della connessione il server effettua un

controllo tramite portscan per rilevare open proxy




Victim Web Server
MITM
Connection

Attacker



Koncoveé utoky

defacement
drive by, watering hole

ransomware/spyware
zero-day exploits



X55 Defacement - Opera

File Edit View Bookmarks Widgets Feeds Chat Tools Help
EY %55 Defacement X B d3vil(securityshel) o.. X [BY Security-Shell

"> Search |

Invalid list name.

Legal | Privacy Site Map Copyright @ 2010 SAINT Corporation. All Rights Reserved.



Socialni inzenyrstvi

vyuzivani lidské hlouposti a naivity
phishing, spearphishing, whalephising

slabost a opakovani hesel
® prfenosna média



SOCIAL ENGINEERING
SPECIALIST

Because there is no patch
for human stupidity

* uzivatelska podpora, servis, snaha pomoci
* na zivo, po telefonu, mailem, IM



IN THIS CORNER Wt HAVE
FIREWALLS, ENCRYI'PTION,
ANTIVIRUS SOFTWARE , ETC.




Vypocetni sila

® kryptografie vs. moorellv zakon
® quantum computing



Kryptologie a bezpecnost
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Fiqure 3. Encrypting a circuit : basic steps
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Zakladni uvod

® bez matematiky
® a s obrazky

® kryptologie, kryptografie, kryptoanalyza



. 0od antiky

. pozvolny vyvoj az do novoveku
. revoluce ve 20. stoleti (valky)

. soucasnost
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Prolamovani kodu

. frekvencni analyza
. repetice

. chyby operatoru

. kodove knihy

. hruba sila
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Nektere pojmy

Steganografie
kdysi a dnes
text, obrazky, hudba, neviditelny inkoust...

Hash
.+ salt
,oecurity through obscurity”
dat, algoritmu, klice
Symetrie a asymetrie Sifer
,handshake”



Examples of steganography

Example 1: Coded message

Apparently neutral’s protest is thoroughly discounted and ignored.

Isman hard hit. Blockade issue affects pretext for embargo on byproducts,
ejecting suets and vegetable oils.

Take second letter of each word to get message:
Pershing sails from NY June 1

Example 2: Coded images: Least Significant Bits (LSB) insertion
Original image Altered image

Areas where
binary code
of pixel has
been altered

Binary code from original image pixel[1]
10000000 10100100 10110101 10110101 11110011 10110111 11100111 10110011 00110000
Changes made on altered image pixel [1]
10000001 10100100 10110900 10110100 11110010 10110110 19100110 10110011 00110011

Read last digit:

1000001 which is ASCII binary code forA
[1]2][3][4]



Hash

The red fox
runs across

Hash
function 52ED879E

the ice

The red fox

walks across 46042841
function

the ice




Same key is used 1o encrypt
and decrypt message

\J""
=9

Shared Secret Key



T T

Differant keys ara used to
encrypt and decrypt message

AD D

Recipient’s Recipient’s
Public Private

Key Key

Recipient



Message,

Digital Signature %

and Senders X.509 Message
> > >

Create Signature Verify Signature Recipient

T T

Different keys are used to creale
and werify Digital Signatura

) -

Sender’s Sender’s
Private Public

Key Key




Soucasne vyuziti

vsude a porad
digitalni podpis
bankovnictvi
komunikace

TOR



E) How Tor Works: 3 5 Tor node

. e Unencrypted link
—p ancrypted link

Alice J

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.
Again, green links are
encry pted, red links are In
the clear.
..l-l - - -.-'
Dave
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#1
#2
#3
#4
#5
#6
#7
#8
#9
#10
#11
#12
#13
#14
#15
#16
#17
#18
#19

PIN

1234
1111
0000
1212
rrri
1004
2000
4444
2222
6969
9999
3333
5555
6666
1122
1313
8888
4321
2001

Freq

10.713%
6.016%
1.881%
1.197%
0.745%
0.616%
0.613%
0.526%
0.516%
0.512%
0.451%
0.419%
0.395%
0.391%
0.366%
0.304%
0.303%
0.293%
0.290%



Oooootoooooooaoo

~28 BITS OF ENTROPY

WAS IT TROMBONE? NG,

UNCOMMON ooooaaoc TROVBADOR, AND ONE OF
URDER ooodopood .
(NoN -GIBBERSH) THE Os WAS A ZERD?
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1 “U;; X m‘; ] AND THERE uasx__
= OME SYMBOL...
TrQubddor &3 1000 GueceES e
T T (T e e
CP&PS? mqﬂﬂt\[ NUMERAL HESH 13 mﬁm M T WHAT THE
O SUBSTITUTIONS ooog Dm . TWMI OIFFICLLTY To
oo CTUAT IFFICOLTY 10 GUESS: IFFI REMEMBER:
{ You Caut A0 R B rURE B T Pl.]\ij O L.'l?im EPtS\( HARD
& DMLY ONE OF A Fé\ CoMmON FORIMATS)
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NooOoOnooonoo

oooooooooon

Correct hm bﬂﬁa.g Staple D:'D_[TEE:EL_JEID

mim Tl_l:l_l: ___:|!:|r_|]—_| Eg'ﬂ;;] .__l ;E Elj ooOoooooooon
Oooooc OOOCIL | 1aa
\ | | / 2"=5m0 m}as AT
1600 GUESSES/SEC
FOUR RANDOM
COMMON WORDS DIFFICOLTY To GUESS: D,FH%E T0 REMEMBER:
HARD MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EARSY FOR COMPUTERS TO GUESS.



Mozna reseni

password managers

password policies
komplexita
neopakovani



Vypocetni sila

stale delsi klice
Moore's Law
kvantove procesory?



CIA(N)

confidentiality
integrity
authentication
non-repudiation



Rizeni pfFistupu

identifikace, autorizace, autentizace
co jste, znate, mate
biometrika

vyhody, nevyhody
FAR, FRR



Biometrics

I
Physiological

— face

—fingerprint ‘S

—hand

-
L=

.

s

—DNA %

|
Behavioral

_ keystroke 11|

4

— signature /_ﬁ%

— voice MMMI



