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Teroristické minimum

® “zastrasovani”

® teroristicky kalkul
a teroristicky trojuhelnik



utocénici ——— obecenstvo

pozadavky



Znaky terorismu

nasili, skody a strach

cil a reprezentace

publicita

opakovatelnost, souvislost
symbolismus a dramaticnhost



Stav poznani

Kyberterorismus roste zavratnym tempem

Podle spolecénosti IBM vzrostlo v prvnim pololeti roku 2005 mnozstvi zavirovanych
e-mailil a utoki na pocitacove svstémy o 50 procent. Nové viné kybernetického
terorismu celily hlavné statni urady, finanéni instituce a spoleénosti v odvétvi vvroby
a zdravotnictvi. Hackefi kradou citlivé informace jako jsou napfiklad osobni tdaje é
vyrobni postupy, které dale prodavaji nebo jim slouzi k vydirani.

e nebo i “piratské utoky”



Stav poznani
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Oficialni definice Kkyberterorismu vyicena D.E.Denningem zni nasledovne:
L,K1‘E;rm*rerm*fmms je konvergenci terorismu a kyberprostoru obecné chapany jako nezakonny
utok nebo nebezpeci itoku proti pocitacim, pocitacovym sitim a informacim v nich sklado-
vamm v pripade, Ze tok je konan za ucelem zastrasit nebo donutit viadu, nebo obyvvatele
k podporovant socialnich nebo politickych cilin. “[3]

60

http://www.defenceandstrategy.eu/cs/archiv/rocnik-2006/2-2006/kyberterorismus-
terorismus-informacni-spolecnosti.html



prof. Dorothy Elizabeth Denning



Stav poznani

[ kdyZ se autorka pokusila o velmi pfesnou definici kyberterorismu, opomnéla jeden dile-
sty fakt, ktery doprovdzi veSkeré teroristické aktivity v kyberprostoru — psychologicky mo-
ment napadeni protivaikovy sité jakymkoli zptsobem. Tento efekt, dostate¢nd zndsobeny
hrozbami a jinymi metodami psychologické vilky, miZe byt postacujici k tomu, aby uvnitf
protistrany vyvolal takovou miru strachu, jez sekunddrn€ povede k vyznamnym fyzickym,
ckonomickym nebo jinym Skoddm znacn€ho rozsahu. A praveé na tento sekunddrnt efekt

[

unohé kyberteroristické skupiny sdzejf.

Jirovsky, Vaclav: Kyberneticka kriminalita, Praha: Grada, 2007.



tragicka uroven porozumeni mezi politiky,
medii a lidmi obecneé

Zlepsuje se jen velmi pomalu

vzacny prekryv IT a politiky



Pojeti kyberterorismu

® velké rozdily

® teroristé na internetu
® rekrutace, navody, propaganda, komunikce
® fyzické utoky na datovou infrastrukturu
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A MESSAGE TO THOSKE
IN THE FIELD OF MEDIA
By Sheikh Anwar Al-Awtaki
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Historie a predstavy

® pocatky koncem Studené valky
® rozmach v 90. letech (+ Y2K)
® exploze po 9/11
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Skutecne pripady?

Queensland, 20007

StuxNet, 20107

Lodz, 20087

Anonymous a LulzSec?
Estonsko 2007 a Gruzie 20087

® sibirsky plynovod, mafiansky bos



® jde o nenaplriény, imaginarni koncept
® “nic se nedégje”

® chybi nastroje, schopnostsi
a motivace, zajem



?






Hacktivismus

porad jeste Jakub Drmola







Hacktivismus

® narusovani chodu siti a informacnich
systému
® cilem je podpofit ideologii, protest, atp.

® adaptace politického aktivismu na internet a
21. stoleti






W

ANONYMOUS

WE ARE ANONYMOUS
WE DO NOT FORGIVE
WE DO NOT FORGET

You have tnied to suppress Freedom. You are not forgiven.
We hope you expected us, Tunisia.






This webpage is not available @ chrome

The webpage at https:/f'www.cia.gov/ might be temporarily down or it may have moved permanently to a new web address.

Here are some suggestions:
+ Heload this web page later.

Error 118 (net::ERR_CONNECTION_TIMED_OUT): The operation timed out.










Strucna historie

® podatky jesté pred koncem Studené valky

® hacktivismus se vyvinul z hackert
o nhe z aktivismu

® odkazy ke counterculture
® podatky na univerzitach, korporacich






Soucasnost?

® ccaod 2008
® vSechny ideologie a politiky

® ikona Anonymous

. v v






TEAMPOISON

TriCk aka Saywhat?




Anonymous

kdo to je?
odkud se vzali?
proC vubec?

co chtgji?

proc masky?
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What is 4chan? o

4chan is a simple image-based bulletin board where anyone can post comments and share images. There are boards dedicated to a
variety of topics, from Japanese animation and culture to videogames, music, and photography. Users do not neead to register an
account before participating in the community, Feel free 1o click on a board that interests you and jump right in!

Be sure to familiarize yourself with the rules before posting, and read the FAQ ifyou wish to learmn more.

Boards

Japanese Culture
Anime & Manga
AnimelCute
AnimefVallpapers
Mecha

Cosplay & EGL
Cutedale

Flazh
Transponation
Otaku Cullure
FPokémon

Interests

Video Games
Comics & Cartoons
Technology
Television & Film
Weapons

Aurto

Animals & Mature
Traditional Gameas
Sports

Science & Math
International

Creative

Oekaki

Fapercraft & Origami
Photography

Food & Cooking
Artwork/Critique
Wallpapers/Ganeral
Music

Fashion

Tays

aDCG

Adult (%]

Sexy Beautiful Women
Hentai

Ecchi

Y
Hental'allermative
Yaol

Tormrents
Rapidshares
High Resolution
Animated GIF

filter ¥

Other

Travel

Health & Fitness
Faranormal
Literature

mvice

MNews

Misc. (1%
Random

Request
ROBOTA000




e Hal Turner
e Epilepsy Foundation
e PirateBay







http://www.youtube.com/watch?v=JCbKv9yiLiQ


http://www.youtube.com/watch?v=JCbKv9yiLiQ
http://www.youtube.com/watch?v=JCbKv9yiLiQ
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The internet is here.
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WE ARE
ANONYMOUS




Videa

Tom Cruise
https://www.youtube.com/watch?v=UFBZ uAbxSQ0

Chanology
http://www.youtube.com/watch?v=JCbKv9yiLiQ

Vendetta
http://www.youtube.com/watch?v=chqi8m4CEEY

11/11/11
http://www.youtube.com/watch?v=bUm5seVCpf4

We are Legion
http://www.youtube.com/watch?v=gn9-800bGAS8

https://youtu.be/3SsLGPaYijvM?t=23m5s



http://www.youtube.com/watch?v=gn9-80ObGA8
http://www.youtube.com/watch?v=gn9-80ObGA8
http://www.youtube.com/watch?v=gn9-80ObGA8
https://youtu.be/3SsLGPaYjvM?t=23m5s










This domain has been seized by Anonvmous under section #14 of the rules of the Internet.

Greetings HEGary (a computer "security” company),

Your recent clamms of "nfiltrating” Anonymous amuse us, and so do yvour attempts at using Anonymous as a means to garner

press attention for vourself. How's this for attention?



HB’Gary E aaronbarr

Today we taught everyone a lesson.
When we actually decide to bite back
against those who try to bring us
down, we bite back hard. #gameover

hitp:/fvocaroo.com/?media=vYT7Tn2sXJaoPZVTHGq Aaron's new
resumé amirite #hurrhurr

Spot the edit: hitp://www. linkedin.com/in/tedvera you Ted
Vera, you're not getting away either! Nom nom nom, who's next?
Penny? #hbgary

Here's my address:

Here's my social security number:



http://pastebin.com/HZtH523f
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POkraéOVéni (nejen anon)

Sony
Arabskeé jaro

AntiSec

Vigilantismus
o hlavné ultrapravice a detske porno

Stratfor
MegaUpload, ACTA
zatykani

Syrie, KLDR



Proudly presents...

Anti-sec. We're a movement dedicated to the eradication of full-disclosure. We wanted to give
everyone an image of what we're all about.

Full-disclosure is the disclosure of exploits publicly — anywhere. The security industry uses full-
disclosure to profit and develop scare-tactics to convince people into buying their firewalls, anti-virus
software, and auditing services.

Meanwhile, script kiddies copy and paste these exploits and compile them, ready to strike any and all
vulnerable servers they can get a hold of. If whitehats were truly about security this stuff would not be
published, not even exploits with silly edits to make them slightly unusable.

As an added bonus, if publication wasn't enough, these exploits are mirrored and distributed widely
across the Internet with a nice little advertisement embedded in them for the crew or website which
first exposed the vulnerability to the public.

It's about money. While the world is difficult to change, and money will certainly continue to be very
important in the eyes of many, our battle is that of the removal of full-disclosure for the purpose of
making it harder for the security industry to exploit its consequences.

It is our goal that, through mayhem and the destruction of all exploitive and detrimental communities,
companies, and individuals, full-disclosure will be abandoned and the security industry will be forced
to reform.

How do we plan to achieve this? Through the full and unrelenting, unmerciful elimination of all
supporters of full-disclosure and the security industry in its present form. If you own a security blog, an
exploit publication website or you distribute any exploits... “you are a target and you will be rm'd. Only
a matter of time.”

This isn't like before. This time everyone and everything is getting owned.

Signed: The Anti-sec Movement

Mo images ware harmed in the making of this... image.
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KIM JONGUN

. Threatening world peace
with ICBMs and Nuclear weapons
Wasting money while his people starve to death
Concentration Camps and the worst human rights
violation in the world

The United Nations officially sanctioned North Korea
through the ICC due to its severe violation of human
- rights including concentration camps and torture

$1 million



Anonymous - #opSyria

More than 100,000 people have been killed in the conflict in Syria
Anonymous has been actively involved and contributed towards the uprisings in
Egypt, Lebanon and Tunisia.

For far too long, we have witnessed the barbarie, unjust and brutal treatment of the Syrian
people. Time and time again we have observed these war crimes. From the chemical weapons
and scud missile attacks employed by Bashar al-Assad, to the growing number of questionable
and violent actions taken by some of the opposing groups, it is clear that whoever the citizens
may rally behind, their safety and security is ultimately transient and not guaranteed . The ac-
cumulation of war crimes has irritated our nest and the time has now come for us to take
action.

Dictator Assad and elements within the Syrian Opposition, you now have the undivided atten-
tion of Anonymous. You are failing your country, you are failing your people, your country
faces following the examples of your Egyptian, Lebanese and Tunisian counterparts. Our re-
quest is a simple one; cease fire immediately and stop the violence towards the innocent or you
will feel our wrath.

To the people of Syria, know that Anonymous stands with you in this war against terror.

We vow to do everything we can to hinder war erimes played against you. We will raise aware-
ness in every manner we can. We will assist you in putting an end to this carnage. We have put
together the Anonymous Syria Care Package which contains instructions in Arabic and En-
glish that will aid you in areas of conflict. We encourage you to download this information,
keep it on your person and share it with your fellow Syrians to the best of your ability.

We are with you in this war, No matter how alone and abandoned you feel, no matter how many
atrocities you face - know that there are many of us working around the clock, concerned and
attemtping everything we can to catalyse change. We are oceans far from you, but closer than
the jugular vein. We, together, can conquer adversity.

We are Anonymous,
Wi are Legion.
We do not Forgive.
We do not Forget.

Dictator Assad, oppressors of the Syrian people,
EXPECT Us!



Spektrum hacktivismu

ebojovat |ze za cokoliv
enacionalisticky
eanarchisticky
enabozensky
evigilantismus
eckologicky

edominantni je levicove-anarchisticke ,cosi"
(Anonymous a naslednici)



Jak je nebezpecny

e neprilis, v porovnani s ostatnimi
ekratké
ea hlavne — public!

e problém tzv. kinetické bariéery
ehacktivismus muze fungovat i jako imunizace



Strukura a organizace

enehierachicka
e adhokracie”

evolna sitova struktura
evnitrni cleneni a rozkoly, konkurence
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www.wikileaks.org - TANGO DOWN -
for attempting to endanger the lives of

our troops, 'other assets’ & foreign
relations #wikileaks #fail

&ntworben Fetweat

www wikileaks.org - TANGO DOWN - for attempling to endanger the
lives of our troops, 'other assets' & foreign relations #wikileaks #fa

#is

If | was a wikileaks "source’ right now I'd be getting a little twitchy, if
they cant protect their own site, how can they protect a src?



Cile

ekoncept ,ops”

evolba cilu pfevazné reaktivni



#anonops
#ddos
f#topnewblood

#topSyria
#opnsa
ttantisec
#befacement
#anonymous

#0perationGreenRights

#news
ftopisrael
#hackers
#radioanonops
#ifreeanons
tiberoamerica
ftopiran
#loplastresort
ttopbigbrother
#Tutorials
#isetup
fthumanrights
#lulzsec
#lulzsecReborn
ftoperationpayback
#wikileaks
#lounge
ftopmultinational
#opturkey
#thelp

#titaly
#ireporter
#imexico
ftopjapan
#0un3d

#bots
#opblackout
ftopJapan-jp
#istopcispa
#anonchile
#0pmexico
#opusa
ttoperationfreedom
#0pHewBlood-es
#optrapuwire
fidev

#Dutch
#tidlerpg
#opIsraelReborn
ftopprism
#linux
#tmanning
#francophone
ftopaustralia
#opJapan-ACcs
#PanicBNC
#Programmers

[+Cnrt]
[+CPmnrt]
[+Cnrt]
[+]
[+Cnrt]
[+Cnrt]
[+]
[+CHMScnrt]
[+Cnrt]
[+]
[+Cnrt]
[+Cnrt]
[+Cnrt]
[+Cnrt]
[+Cnt]
[+Cnrt]
[+Cnrt]
[+CRnrtz]
[+Cnrt]
[+Cnrt]
[+CSnrt]
[+Ccnrt]
[+CTcnrt]
[+Cnrt]
[+Cnt]
[+Cnrt]
[+CHnrt]
[+Cnrt]
[+Cnrt]
[+Cnrt]
[+Cnrt]
[+Cnrt]
[+Cnt]
[+Cnrt]
[+Ccnrt]
[+Cnrt]
[+Cnrt]
[+CSTnrt]
[+Cmnrt]
[+Cnrt]
[+]
[+Cnrt]
[+Cnrt]
[+CKTnrt]
[+Cnrt]
[+Cnrt]
[+Cnrt]
[+Cnrt]

[+CFJNPSTFnrt 5:5 68 5:5] Main network channel. Please use English in here. Interpational channels are available, please use /list | Current
[+CSTFnrt 5:5] = Topic for #ddos is: Target #1 : www.moj.gov.sa || Reason: http://pastebin.com/C73H3f3L :: Useful channels: #0perationGreenf
[+CJSnrt 68] This Channel is for IRC/Anonymity help/Hoob orientation OHLY?! :: Hetwork: irc.anonops.com :: Hoobs: use commantg
GUIDES AND LINKS: https://sy.anonops.com/index.html || INTRO: http://imgur.com/gallery/khRclU || CURRENT INFO: http://i.imgur.com/RIjgJbB.jpq
[+CFfnrt 5:5 5:5] Operation HSA Info: http://fpastebin.com/jrkzfeDh | Website: https://nsa.anonops.com/ | Videos: http://tinyurl.com/ptxm3yx
LulzSec Sentences: Things Said In Court [SUMMARY] http://pastebin.com/wm9CHmai

PAD: https://pad.riseup.net/p/defacement | Do NOT wait for orderst Take initiative! | H#OpNSA - #DDOS - #anonops - #Setup - #tutorials - #Opk
[+Cfnrt 5:5] ohai thar. Welcome to #anonymous. Idling bravely since 2618. NHeed directions? http://search.mibbit.comfchannels/anonops/1 | Tro
March Against Monsanto Protest OCT 12th - http:/fwwuw.march-against-monsanto.com/ :: PRESS & INFO: http://7ipir.at/18g65 :: HAIN TARGETS -Hon$
Welcome to the AnonOps news channel. Current awtofeeds: Huffington Post, CHM, The Register, SlashDot, HYTimes, Fox Hews, RT.com, THI
Twitter: 20p_Israel Video: http:-//bit.ly/ZupsmiWuvL Info: http://bit.ly/0plisrael POLL: http://goo_ql/KIFwh Conma:
[+CFfnrt 3:5 6:5] no carding talk, no facebook talk®

Welcome to Radio AnonOps || http://radio.anonops.com || Wanna DJ? Go to #tutorials ttutor RadioAnonOps-WannaDJ || we need to raise some fund
WU .FREEANONS .ORG - Spain "Anonymous 3" Update http://bit.ly/1cLDNsZ | Hammond Sentencing (Tenative) November 15, 2813. Hulti-location Rally
[+CJnrt 68]

Operation Iran || Twitter @OpIran || newcomers please read our FAQ&GUIDE http://goo.gl/amvoF || TARGETS & INFOD https://piratenpad.de/tS5g5rRY
Lights out, game on: Anonymous's Superbowl commercial - d@x via the FED http://acjic.alabama.gov/documents/oops-we-did-it-again.html | http:
[+CJScnrt 15] [EN]RIDP13 RELOADED JUHE 1st http://interprivacy.wordpress.com DDOS is useless - find another way to act

Welcome to #Tutorials. || Use ttutor for tutorials || First consult Google , then use trial and error, then as a last resort ask us
- General software help OMLY? HO TARGET DISCUSSING DO NOT DDoS THROUGH TOR (pyloris/torhammer exempt) D0 HOT USE LOIC? Tor Serve
Welcolme to #humanrights | | Facebook: http://goo.gl/y6hE8 | Twitter : http://bit.1ly/12p3lqZ | Blog : http://bit.1ly/13pk83K | Every day at

THE LULZBOAT | LulzSec members sentences - Stuff said in court: http://pastebin.com/um?CHmai
Support Elulzsecreborn | http:-//www_h-online_com/security/news/itemn/NHew-hackers—old-name-LulzSec—-Reborn-hacks-servers—-1458588
Historic Channel 0:P. Hever ever forget the startt | Payback is a bitch | See #AnonOps channel for much talk
Assange granted asylum by Ecuador. Britain mulls responses including how to arrest assange inside the embassy. Julian Assange addresses UN o
But I didn't get to shake my belly like a bowl full of jellyt || (RS || AAAAAAHHHHHY WHERE? || jellyfish
target: wwu.parmalat.com {vulnerable to Killapache) | http://pastebin.com/Qr¥2bF5j | Video [EM][FR][ESP][ITA]: http://pastebin.com/TbiuQFRb
#0ccupyGezi : https:-//pad.riseup.net/p/thHHABHNRF652 | http:-//occupygezimap.com Revolution Song: http://fyoutu_be/Aigh—vkDBH
AHOHOPS HETWORK HELP OHLY. | We will HOT help you with your client, hacking, tools, browser, proxy, vpn, drama, ops or channel bans, etc
Blog: http://anon-news.blogspot.it/ Fb: https://www.facebook.com/#/operation.payback.ita Tw: EO0perationItaly | You cannot arrest an idea | b
Interviews with Anons :: Anonymous Contact: anonymousunitedpress@gmail.com :=: Hote: &=Metwork Staff | +=Reporter | Everything else = Apon ::
Bienvenido a #Mexico, :B, Welcome to #Mexico's channel :) We are Internationalt, Stay Safe? Read this shit: http://fgoo.gl/12ANh || Ayuda par
[ #opJapan ] ™ Target list: http://pastebin.com/rYkgS4ik |..| Twitter: @op_Japan |..| HMail: Operation_Japan@hush.com [ #opJapan-jp (Japanese
new target: sites gov.br http://pastebin.com/YHfEdddg http://budveles.by/plugins/ <-- http://wuww.cbtri.org.br/fresultado/Arquivo/ssa.html
IRC Bot Channel || Read the rules before bringing your own bot on this network? || % = user bot owners + = user bots || Anonops Bot
Welcome to OpBlackOut where we encrypt || We've stoped SOPA. And now we fight CISPA|| Get involved be active! encourage your friends to take
[OpJapan{B%E ) ~&52%] 5£E&EEA0E—E #Japan ~ | ACSOA<Fr ¥~ H#opJapan-ACS (EnickEH) | FEOACFro~ fadult-jp | OFLBEER<ZVTT.
CISPA is DEAD {(For How) :-: TPP is back. Take Action: /join EStopTPP :-: If they voted for CISPA, Uote Them Out:- http://_usa
| SEGUIMDS DE PIEY SEGUIMOS EWN LA LUCHA* FIRMES COWO SIEWPRE* EN PIE DE GUERRA! | #MoTPF
Aqui el pueblo manda y el gobierno obedece %n #OpIberoReboorn para este sabado 14/89/13 http://blog.anonme:

ftopmexico
tell me what you wanna do :> /ms send NHapst3r <TEXT> || everybody want your freedom... %|/ atm you haz to help in > #FreefAssange #0pSyria

Press: http://pastebin.com/fkzhxLf9 | AntiShock Analysis: http://bit.1y/NYBAqB | ACTION ALERT 1: http://bit.1y/TzaDWj | ACTION ALERT 2: http
General Development Channel

- || Putch || Het Hederlandstalige AnonOps Kanaal || https://wwuw.bof.nl/ons-werk/niets-te-verbergen/ || http://u
AnonOps IdleRPG :: Register: /msq IdleRPG REGISTER Char Mame Password Class :: Help: /msg IdleRPG help :: Login: /msg IdleRPG LOGIN Username
This is Operation Israel Reborn - #opIsraelReborn { Original Channel: #oplsrael ) - Article: https://tinyurl.com/pglpqéy - Original Video: H
[+CFJfnt 5:5 68 5:5] #OpPRISH | Press Release: http://pastebin.com/B4742LES | Twitter G@Operation_PRISH | FB: https://fb.me/OpPRISH | Read t
Welcome on #Linux - Channel in English | | Privacy-oriented
Channel Topic: Discuss Bradley Hanning Sentencing 777 http://rt_comfusa/manning-trial-verdict-judqge-751/// - www_bradleyma
Salon #francophone , 0Op en cours : flist #op* , N@Bbs: /join #opnewblood.fr
http://www.zdnet.com/au/australian-opposition-vows-to-implement-internet-filter-by-default-700088282708/ <<{< umm no* bye bye rudd the Dud* hel
Welcome to Anonymous Cleaning Service | Fe®Wiki(LME) : http:/fwiki.anonymous-jp.com | HEEHEEY-~: http://bit.1y/H1L2ua | twitter : B0per:
PanicBNC - https://PanicBNC.net - Status: http://s.pbnc.in - Request: trequest - Problems: treport - Password Reset: freset - Command:
Welcome to #programmers - creation is revolutionary - we are the collectives development team | Interesting channels -»> #hackers #thackerlibr



Nastroje a metody

e DDo0S
e defacement
e dox

e propaganda



) https://www.cia.gov

This web page is not available

The connection to www.cia.gov was interrupted.

Here are some suggestions:
+ Reload this web page later.
* Check your Internet connection. Reboot any routers, modems or other network devices

+ Add Google Chrome as a permitted programme in your firewall or antivirus software’s se
programme, try deleting it from the list of permitted programmes and adding it again.

+ [|f you use a proxy server, check your proxy settings or contact your network administrz
server 1s working. If you don't believe you should be using a proxy server, adjust your pr
menu > Options = Under the Bonnet = Change proxy settings... > LAN Settings :
server for your LAN" checkbox.

Error 101 {net::ERR_CONMNECTION _RESET): The connection was reset.
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£) Mozilla Firefox

File M8 Wiew History  Bookmarks Tools  Help

L e v o s - T~
* c (g iu |_] htkp: ffcopyprotected, complanguagefenglishfindex, aspFoountry=13 - "'l-

|J- http://copyprot....asp?country :USE ==

Payback is a bitch, isn 't it?

v 8.
R :‘:“‘\\

"'

..-'f,-;‘

Operation: Papback

To whoth it corwems,
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| suppartviber.com

Dear All Viber Users,
The Israeli-bated "Viber" is spying and tracking vou
We weren't able to hack all Viber systems, but most of it is designed tor spying and tracking

Screenshot of a hacked system:
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Budoucnost?

ekybermilice a patriotiCti hackeri

ofri pilire
elidé
e nastroje
ecile



- nastroje volne dostupne
- cile budou vzdy



Stejne nastroje, jiné motivy









WHO IS AFFECTED MOST BY CYBERCRIME?

CYBERCRIME VICTIMS MORE HIGHEST NUMBER OF CYBERCRIME
LIKELY TO BE: VICTIMS FOUND IN:

RUSSIA
MALE - 64% (J .
(COMPARED TO 58% OF FEMALES) 8 5 /o
MILLENNIAL — 66% a
(COMPARED TO 54% OF BABY BOOMERS) ' 7 7 D/
AND: \—‘ o
*»  MOBILE DEVICE OWMNERS - 63%
*  S0CIAL NETWORK USERS — 63% SOUTH AFRICA

= PUBLIC / UNSECURED WI-FI USERS — 68%
* EMERGING MARKET — 68%
= PARENT OF CHILDREN 8-17 - 65%

73%

A D CRNASLA LI DRASL P FAEICEN T3 U S E; FRAMDE A0 Gl RMANY 5 10 FTALT S0 S ECIER Db FCH AN D IR NETHERLSNE L ALLSTATS HEFLR TOLIFE TIRAE WILTIRG
AUETRALLA GO [halis G550, 1APAN 19%, SIRGAPDAE S18; MEW ZEALAN D S9%; TURKEY 63%; DERAAREK Sirk; SAuUDn ARa B 6% UAE 714, COUOMBIA 6%



Zaklady

etypicky motivovany finanCnim ziskem
estandartni zloCin rozsireny do nove domény
epodobna pravidla i skupiny

ena rozdil od hacktivismu se snazi o utajeni



From: McDonald s Consulting <consult @McDonalds.com
Date: Thu, 20 Jan 2011 04:44:06 -0600

Ta:

Subject: Survey

[’E‘H I ig

You have been selected to participate in a public opanion poll conducted by McDonald's, a non-partsan polling organization.
The pall 15 about current events at the national level and your viiws about them. It s short and should take you only 5-7
minutes to complete. All of your answers will be kept strctly confidential and will be used only for legiimate research purposes.

To take the poll, cick on this hink:
http:/fwww MoDonalds. com/Survey _Pool/ 1 50Dollar/ 5- 7 min/Sursay. htmi

Each person taking the poll will win $250

Thank you For your participation!

SanciErgly,
Survey Manager

Official Rules | Terms and Conditions | Privacy Palicy
© 2011 McDonald's. All Rights Reserved.



From: Vodafone [mailto: message@vodafone.co.uk]
Sent: 01 February 2012 08:49
Subject: [DETECTED AS SPAM]: IMPORTANT: The purpose of an information

Dear valuable customer,

We recently detected an unusual activity on your account. We will now place a hold
on your account until this issues have been resolved online by venfy your identity a
as the authonzed access holder.

You are strictly advised to match your information rightly to avol
service suspension., click on

Log In to My account to restore your access.

Important: You will be asked to verify your personal details.

Vodafone Limited



@ Safari File Edit View History Bookmarks Window Help s 8= o

YOUR BROMWSER HAS BEEN LOCKED
o £9 fbigov. 657546456 39994566 74 kA18] com | Reader

40 CEF Mon 11:53AM O ) i=

it [0 BN Apple Wlleml Facrbool Teiner Wikisedla Yaboo! Sess® Popeler =

g |
Mhlgov.id6s 75464 56- 10994 566 T4 kEBIA 1.0
[l ]

WORIR BROWTSER HAS BEEN LOCKED

ALL PC DATA WILL BE DETAMED AND: CRIMING]

PROCIDURES WILL BE DaMATED ACAINST YOI F THE
You have bean subjected 1o viokall FINE WILL KOT BE PAID

[Wideo, Music, Softwera) and i|H
contents, s infringing Adicle 1,
Copyrghl of the Criminal Code of Lnil
Artcia 1, Section 8, Causa 8 of the Crinmme
hundred minimal wikges of a dapriviation gl

You have besn viewing or disinbuting prohibiied Pomographic content
{Child Porng photos and oc wens found on your computar). Thus viclaling artiche
202 of the Criminal Code of United Siales of America, Article 202 of the Criminal
Codae provides ior 8 deprivation of Eberty for four bo wehe years

llegal access has besn initisted from your PC withoul your knowledge or 6722125574

consenl. your PC may be infected by malwam, thus you ana ‘-"l:llﬂlll'lp thia lanw Th-r-._l

on Noglectful Lise of Porsonal Computer. Adicle 210 of the Crimingl Code New york, United States
provedas for & e of up © S100,000 andior daprivation of =EIEI"I"'||' for four 1 e

yEATE =

Pursuan to the amendmaeant 1o Criminal Code of Uinited States of Amenca of May ﬁ

28, 2011, s law infrin parmant | ¥ it ia nol repaabed - firgt tima) Ty ba considenad '-._|_._.-l"| Mwwpah
A% congditional i case you pay the ine of the Statas

Enter the code MoneyPak

Te unlock your compuber and 1o avold other legal consequences, you an
obligated to pay a release fee of $300. Payable ihrough GreenDot Frm———
MoneyPak [you have to purchasa MoneyPak card, boad it with 5308 and e, el s

malm
enier ihe code). You can buy the code sl amy shop orf gas station nﬂﬂnﬂnunm
MoneyPak s avallable a1 the stores naliprwids

How do | pay the fine 1o unlock my PC?
1. Find & redai localion of MonayPak naar bo you



Ankivirus 2008

WARNING 42 infections found 1!

Lest ecan detected mabriows programs (3), vireses (B), adware (22),
spyware (7], tradang cookies (4).

These harmful programs can cause:

ﬁ System crash
€9 Permanent Data Loss

ﬁ System startup failures

'ﬂ System showdown

ﬂ Internet connection loss

ﬁ Infecting other computer on your network

[t is highly recommendad that you remove all the threats from yvour computer mmediately.
Ta remove thess threats immadiatelv. vou need to register Antivirus 200B.

To do so, chick Remowve all threats below,

| H:mnﬂl;luu;aum-ﬁ _l Contnue urprotected




Ruzné formy

.DDoS

.primy hacking a Spionaz
.sbéer dat

Jansomware

.nefinancni? RATs atp.






Dalsi formy?

edetska pornografie
eprodej drog a zbrani
ecyberbullying
ehatespeech
evydirani



