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Facebook
Nejrozsirenéjsi socialni sit

Vice nez 2.1 mld. aktivnich uZivateld mésic¢né (zari 2017)
PriUmérné straveny Cas na uzivatele a den je 20 minut (2017)
270 milionu falesnych profilu...(2017)

Denné nahravano pres 300 milionu fotek (2014)

Pres 5 bilionu sdileni denné (2016)
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Rychle se menici podminky

Data pristupna jeden den, nemusi byt pristupna dalsi den
Je treba mit trpélivost
A pouzivat Sirokou skalu technik
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FB Profile ID

Back

’ - ’ nt v B P
Reload Ctrl+ - - ‘
& Add Friend g
Save as... trl+ L .

FB Profile ID

Print...

Cast...

Timeline Translate to English
O AdBlock »
DO YOU KNOW JOSEF? Get Similar (Data Miner)

. . V4 V4 V4 z Save to Zotero »
View page source/Zdrojovy kod stranky e s 5 ci i ses |

1 Mutual Eiiend E Take Webpage Screenshots Entirely - FireShot 4

. . Ctrl+U
Ctrl+F profileid= s

@ Intro e Josef Slerka
23 mins - €

Muze mi nekdo z mych technicky zdatnych pratel potvrdit tuhle haluz? A
vysvetlit pripadne implikace:)

Zlodéj Duny.

{53 Works at Studia novych médii UISK FF UK/The
New Media Studies

Director at Nadacni fond nezévislé Zurnalistiky
Former Director, Social Science at Socialbakers
%7 Studied Estetika at Charles University, Prague

¥ Studied Informacni véda at Charles University
Prague

[_'E] Lives in Prague, Czech Republic

© From Opocno

\v
() _Joined November 2007
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Vyhledavani manipulaci URL

Za pomoci FB User Number

https://www.facebook.com/search/100001269187894/places-visited

https://www.facebook.com/search/100001269187894/recent-places-visited

https://www.facebook.com/search/100001269187894/photos-of

https://www.facebook.com/search/100001269187894/photos-liked

https://www.facebook.com/search/100001269187894/photos-by

https://www.facebook.com/search/100001269187894/videos

https://www.facebook.com/search/100001269187894/videos-of

https://www.facebook.com/search/100001269187894/events-joined

https://www.facebook.com/search/100001269187894/relatives
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https://www.facebook.com/search/100000057466024/places-visited
https://www.facebook.com/search/100000057466024/recent-places-visited
https://www.facebook.com/search/100001269187894/photos-of
https://www.facebook.com/search/100000057466024/photos-liked
https://www.facebook.com/search/100001269187894/photos-by
https://www.facebook.com/search/100000057466024/videos
https://www.facebook.com/search/100000057466024/videos-of
https://www.facebook.com/search/100000057466024/events-joined
https://www.facebook.com/search/100000057466024/relatives

People Find Thor

peoplefindThor

— the easy way to find people on
Facebook

Add filter(s) v i

= Nékolik kritérii soucasne —

URL: www.peoplefindthor.dk

Visited:

[https://www.facebook.com/search/str/ostrava/places- Likes:
named)visitors/str/brno/pages-named/residents/ever/females/str/ibm/pages- _

named/employees/ever/intersect]

= Vytvori dotaz za vas

Q Search Facebook ‘-f
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http://www.peoplefindthor.dk/

Find people and events on Facebook

Search is Back Search is Back!

Search by location, job, and relationships!

FIND PEOPLE | EVENTS | POSTS & SHARES | PHOTOS

= Vyhledavani lidi, udalosti, postu a Seaiciiof lpoogle '
fotografii _— Al .
v . o, 7 o7 . Interested in: All v
- NEkOIIk krlterll najednou Relationshipstatus: All ¥
URL: https://searchisback.com i 7| [Coimes, CrecREBIE
Interest:
Current ¥ company: IBM

Current ¥ | school:
Job title:
Language spoken:
Major:

Born Yl year

Name:

Find people!

09/11/2017 BSS [Created by Michael Morgenstern]


https://searchisback.com/

acebook Live Stream Search

* Vyhledavac zaméreny na FB live streamy
= Vysledky mohou byt nekonzistentni
URL: http://netbootcamp.org/facebooklive.html
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Facebook Live Search Tool

Your UserlD Insert VideolD

More Search tools: Facebook Search | Website | Instagram | People | Paste

STREAMS ~ LIVEDATA  VIDEOS  RESOURCES  HOWTO
Live Stream Search

Go |Facebook Live Map

Live Stories & Hashtags by Keyword
l Keyword

Live Videos v| Go

Keywords can include publisher's name / video description.

Live Stream by Location
Get Lat/Long Coordinates for Live Stream Location

[City or Street Address Get LatiLong

Select "Details” or "Show map bounds" for Lat/Long.

Enter Lat/Long to Find Live Streams

[Lat.Long Get Live Streams

Videos tagged to a Location (this week)

PlacelD Go

Live streams & video uploads (if tagged)

City or Business Name Go

Get the PagelD

Past Videos by Profile

UserlD 2]

Videos with keyword "was live" (unreliable)

UserlD 2]

All Videos by a Profile

Name or ScreenName Go

Get the UserlD

Example UserlD, PagelD, PlacelD

UserlD for Zuckerberg: 4

PagelD for Explore.org: 53427095333

PlacelD for Facebook HQ: 166793820034304
PlacelD for San Diego Zoo: 28896772146
PlacelD for San Diego, CA: 110714572282163

Facebook Live Search Tool by Bob Brasich @NetBootCamp 08/2016



http://netbootcamp.org/facebooklive.html

Extrakce dat

Data Miner
rozSireni v Chrome
napfr. seznam pratel — sjedte na konec seznamu

Navic Save to Google Drive a Screengrab!

09/11/2017 BSS
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Dalsi vyhledavaci nastroje pro FB

Graph.tips: http://graph.tips

Lookup-ID: https://lookup-id.com/facebooksearch.html

Stalkscan: https://stalkscan.com

Intel Techniques: http://inteltechniques.com/osint/facebook.html

09/11/2017 BSS
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http://graph.tips/
https://lookup-id.com/facebooksearch.html
https://stalkscan.com/
http://inteltechniques.com/osint/facebook.html

o
AR OO P

Online Training Live Training Privacy Training Tools Forum Blog Podcast Books Bio Contact

Search Target Profile: Locate Target Profile:

t by Emait) GO
t by Cell-
it by Cell-Covent-Testing) GO

GO | Displays User Number) O,

ichael Bazzell = :

GO | Places Vasited GO
GO | (Recent Places Visited, GO
GO | (Places CheckedIn) Go

GO
Go
)
GO
)
Go
Go

Komplexni nastroje pro OSINT Setreni

(Photos Of -Tagged)
(Photo Comment

(Videos)
(Videos Of User)

https://inteltechniqgues.com/menu.html e

GO
GO
GO

¥ User)

deos Liked)

Multiple Variables:
Name v AND
Search

Gender Search:

Males ) Females
GO
Males ) Females

GO

Alt: https://netbootcamp.org/osinttools/ .

Males ' Females

ALL | (Rua all-Maust allow pop-ups) Go
Multiple Target Profiles: Detailed Search:

| GO

GO

GO

on Likes) GO

80 6O

GO | (Common Photo Likes) GO

GO | (Common Photo Comments) GO

GO |

GO | (Common Video Likes) 9]

GO | (Common Video Comments) GO

G [=9)

ot Comments) GO

GO

ups)

Friends' Info: Video Data: ALL / L

Addional Options:

N e

(Photos of Friends)
(Videos liked by Friends)

(Videos Comments by Friends)

(Videos of Friends)

Additional Information:
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(Keyword by User)
Pip! APl Info)
back Archives)



https://inteltechniques.com/menu.html
https://netbootcamp.org/osinttools/

Stahnuti clenu FB skupiny

Na strance FB Skupiny pres pravy klik “Zobrazit zdrojovy kod stranky”

Pres Ctrl + F (nebo Command + F na Mac) hledejte “fb://group” pro
identifikaci ID skupiny

Na strance www.fbookscraper.com vlozte ID do vyhledavaciho okna

Stahnéte si seznam v CSV souboru

09/11/2017 BSS
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http://www.fbookscraper.com/

Stahnuti lajku u prispévku

Kopirujte URL postu, ktery chcete analyzovat
Jdéte na http://facebook-likes-scraper.tiny-tools.com

Vlozte do vyhledavaciho okna
Ve vysledcich bude fotka, FB ID, FB email
Pouze prvnich 1,000 lajkG

nebo Data Miner

09/11/2017 BSS
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http://facebook-likes-scraper.tiny-tools.com/

Vyhledani a stazeni FB skupin

* Vyhledani na zakladé klicového slova
= Stazeni a pristup po vlozeni emailu

" Pouze prvnich 200 skupin
https://fscraper.com

09/11/2017 BSS
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https://fscraper.com/

Dohledavani emailu a telefonniho cisla

Vyhledavani profilt podle tel. ¢isla nebo emailové adresy

Log out > Forgotten account?

o https://www.facebook.com/login/identify?ctx=recover&Iwv=110

c\(---)\:::-e hitps://www.facebook comvlogin/identify?ct=recover&wy=110 e |[@ searcn s ¥ A © =

facebook
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https://www.facebook.com/login/identify?ctx=recover&lwv=110

LikeAlyzer

Data k oblibenosti stranky

Obdrzené lajky

Pocet prispévku denné

Vykon vzhledem ke konkurenci
URL: http://likealyzer.com

09/11/2017 BSS
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http://likealyzer.com/

FanPageKarma

Za pouziti jména nebo ID stranky

Analyza vygeneruje statistiky k jedné nebo nékolika strankam
najednou

Nutné byt zalogovan na FB a FanPageKarma
URL: www.fanpagekarma.com

URL: www.fanpagekarma.com/vs

09/11/2017 BSS
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http://www.fanpagekarma.com/
http://www.fanpagekarma.com/vs

- Twitter - geolokace

= 1az2 % tweetl ma geolokaci...

* VV\yhledavani: geocode:49.2079517,16.5819769,5km

09/11/2017 BSS
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- Twitter — Casové rozpeti

Vyhledavani
" since:2017-01-01 until:2017-06-16 ,,govcert.cz“

" from:prezidentmluvci since:2017-01-01 until:2017-06-16
" to:prezidentmluvci since:2017-01-01 until:2017-06-16

09/11/2017 BSS
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~ Analyza Twitteru

Ewitomomy

Twitonomy - https://www.twitonomy.com/

= Komplexni analyza dat o uzivatelich

" Mapa socialni bubliny uzivatele

RINIRIRIRI N}

" Pracovni navyky uzivatele

b b O b E b H I H I
g if1i 1 §
[ ¥ .
iz dranizrgranizinij
s v t 3 -~

" Competetive intell tool

09/11/2017 BSS
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https://www.twitonomy.com/

Analyza Twitteru

https://socialbearing.com

Komplexni analyza dat o uzivatelich
Mapa socialni bubliny uzivatele
Pracovni navyky uzivatele
Competetive intell tool

Kompletné zdarma
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SOCIALBEARYNG

nksgreat
space

OB ﬂ

MWM”

for '@astro_timpeake'

607,087 1,271,118 850 347
HASHTAG CLOUD

||> #principia
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https://socialbearing.com/

Analyza Twitteru

= Hashtagify - http://hashtagify.me/ (mapy #)

= Foller.me - https://foller.me/

= Mentionmapp - http://mentionmapp.com/

* Followerwonk - https://moz.com/followerwonk/ (srovnani
sledovanych uctua)

09/11/2017 BSS
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http://hashtagify.me/
https://foller.me/
http://mentionmapp.com/
https://moz.com/followerwonk/

W Geolokace na Twitteru

* One million tweet map: http://onemilliontweetmap.com/

* Trendsmap: https://www.trendsmap.com/

" Geotracking uzivatell TW:

= http://app.teachingprivacy.org/

http://www.tweetpaths.com/

" Mapa tweetl
https://www.mapd.com/demos/tweetmap/

09/11/2017 BSS
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http://onemilliontweetmap.com/
https://www.trendsmap.com/
http://app.teachingprivacy.org/
http://www.tweetpaths.com/
https://www.mapd.com/demos/tweetmap/

Prezentace

= 30. listopadu a 7. prosince 2017
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Déekuji za pozornost!

o.rojcik@nukib.cz
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