Nebezpecne (?)
skupiny na internetu

Tento projekt je spolufinancovan Evropskym socialnim fondem a statnim rozpoc¢tem Ceské republiky.
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Nebezpecne skupiny

Internet je mnohdy pojiman jako nebezpecné prostredi

Castd moralni panika GYBERPORN

Wlmmﬂydmhmmmnﬂmldntmllgu,
Can we protectour kids—and free speech’
ae
Ly

Predevsim ze strany rodicU a vychovateld

*  Sifeni nevhodnych obsah(
* pornografie, nasili

* Time, 1995, citovana ,zjisténi* Ze 83,5 % online obrazky je pornografickych

Online agrese a kybersikana

Zavislost, hry

Extremismus

Ztrata soukromi, zneuziti informaci

* Hacking a surveillance

YES WE SCAN




Nebezpecne skupiny

Co je potencialné nebezpelné nelze jednoduse definovat
Jak to ovliviiuje rovinu
* Fyzickou (zdravi)

Profil uzivatelu/profil prostredi
* Psychickou (stav, vyvoj)

Motivace k
zapojeni

Osobnostni

Nutnost zohlednit vice rovin charakteristiky

* Individualni
Online
prostiredi

Socialné-
psychologické
charakteristiky

* SpolecCenske

Jedinec

Vice otazek:

Charakteristiky
offline prostiedi

Zpisob uzivani

* Legalni

* Legitimni

* Moralni



Nebezpecne skupiny

Opakovani: Internet jako
+Anonymni" prostredi
Fyzicka distance
Disinhibované prostredi

Vice ¢i meneé distinktivni od offline prostredi

Jak tyto faktory mohou zvysovat rizika?



Nebezpecne skupiny

Disinhibice
Flaming, nékdy velmi brutalni pfispévky

Anonymita m0Ze podnécovat nebezpecné chovani
 Détska pornografie

* Planovani nelegalnich akci

Fyzicka distance
* Nevidime realné nasledky, snizena empatie

* Agresivni chovani
Distance a distinkce:
Propojenost s offline chovanim — prenaseni do celé online skupiny

Odlisnost — chovani, ktere by jinde nebylo tolerovano

* Oboji napr. xenofobie v hate sites



Nebezpecne skupiny

Normativni pUsobeni

* specificka norma v ramci dané skupiny, kterou jedinec pfijme jako ,spravnou™

Diskurz a argumentace

* Podpora specifického hlediska (white supremacists)
Recipro¢ni podpora
- upevnéni urcitého chovani i postojU
Vymeéna informaci, materiald
- velmi snadne, rychle, nelze jednoduse zamezit
Budovani specifické sité kontaktd

- tézce nalezitelna, sledovatelna, znicitelna (prenosy do jinych prostredi)



Drivejsi priklad: Otaku komunita

Specifické zaméreni - mnoho jinak nedostupnych informaci
Moznost vénovat se s druhymi ,marginalnimu" zajmu

Moznost ziskat oporu ve specifické oblasti a rozvijet urcité smérovani
identity

* Kterd jindy mize byt az marginalizovana

,Neviditelné clenstvi" —riziko?!?




Priklady rizikovych komunit
Typické nebezpecné komunity:

+ Pro-ana —a komunity zamé&fené na ,zdravi®

» Extremistické komunity

* Sebe-poskozujicise



Pro-ana, pro-mia komunity

Propagace, podpora a spolecné sdileni a diskuse problému anorexie
Diskusni vlakna, chaty, tipy a doporuceni, obrazky, dalsi odkazy (Dias,200)

Velmi uzavrena komunita

* VUdiout-groups —i vOci lékarim, nedUvéra, zpochybnovani, posilovani marginalizované
identity

* Vyrazna sdilena skupinova identita

* Anorexie — pro mnohé jako volba, Zivotni styl; pro dalSi komunita zpUsob jak se s
nemoci vyporadat (Makova, 2012); ana a mia — silné metafory (Dias, 2003)

« Témata: tipy a techniky, ana vs. anorexia nervosa, soc. podpora, potreba anorexie
(Mulveen & Hepworth, 2006)

,Neviditelneé clenstvi"

Kontinualni existence online (hrozici relaps)



Pro-ana, pro-mia komunity

Mohou vznikat i na strankach vénovanych zdravi, hubnuti (Mulveen &
Hepworth, 2006)

Silné skupinové normy

* velka mira sebe-odkryvani — konkrétni informace o vaze (obrazky, denikové zaznamy,
presna Cisla, miry, velikosti)

* silna socialni opora

* Specificky diskurz — vs. harm-reducing sites

.Clearly, what are described as ‘honest’ and unguarded discussions reflect
the website as a safe place to express openly relationships with food, bodies

and weight loss, without fear of recrimination and stigma that could be
invoked in more public spaces" (Mulveen & Hepworth, 2006, s. 289)

HSnMath
its a lif estyle.
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Hate-sites

Predsudek — negativni stereotyp, prfipraveny negativni postoj vici urcité skupiné
lidi

Pomérné velka prevalence hate groups oproti skupinam zamérenym proti nim
SIDE — otazka sebe-prezentace a anonymity (Douglas, 2007)
Kdo je out-group?
Specificky diskurz — racionalizace predsudkd
Moral disengagement (Bandura)

Spise réetoricka povaha nez primé volani k akci — neni jednoduche tomuto zabranit
(internet a svoboda projevu)

| to ale zalezi na offline podminkach - cyberdjihad




Example: https://www.stormfront.org/

%, M R ' S i S 07 “ih
LIFY : . f4 Leif Ericson sights North Aferican Eoast, year 1000
. User Name User Name |:| Remember Me?
ws Stormfront -
Password Log in
Donate Radio Chat Register Blogs w FAQ Community w Today's Posts Searchw

Listen live to Stormfront Radio with Don Black & Roy
co-hosts Paul Fromm and Don Advo. Followed by Dr. David Duke.
Weekdays 9:00-11:00am ET | Archives

Callers welcome: 844-769-2944 | Chatroom

Welcome to Stormfront.

We are a community of racial realists and idealists. We are White Nationalists who support true diversity and a homeland for all peoples. Thousands of
organizations promote the interests, values and heritage of non-White minorities. We promote ours.

We are the voice of the new, embattled White minority!

If this is your first visit, be sure to check out the Introduction to Stormfront. You are also welcome to browse our other ten million posts, but you
must register before you can post anywhere except the Open Forums.

Tell the truth and fear no onel!




g Mational-Socialism for Newcomers

Quote:

Originally Posted by James Harting
Those new to Stormfront, including both members and guests, often have a false, mistaken impression of the National-Socialism of Adolf
Hitler. Most of what White people think they know about National-Socialism is wrong.

Their slim knowledge about NS belief is based exclusively on lies and distorted infarmation spread about it by its enemies. One key reason for
this is that victors write the history books, and National-Socialism suffered a crushing military defeat at the end of World War Two.

To help set the record straight, here is a quick and concise explanation of contemporary National-Socialism.

(Please note: this is intended only as brief introduction to National-Socialism for people unfamiliar with it. It is not a comprehensive definition
designed to satisfy ideologues, political scientists or people who like to argue about details. )

What is National-Socialism?
National-Socialism is a2 phifosophy (or waorldview) for White people that is based on three principles:

(1) Natural Order. We believe that the universe is gﬂvemed by nafura! laws. In order for Man to be happy and Sucr:essﬁ.r! he must first
!eam what fhe

Under Natﬂ:lnaf Socialism, every aspect of society will be in accord with the Natural Order: the way we structure the goverment, the way we

: ye plan our cities, the way we grow our food--EVERYTHING. Indeed, in this context, National-Socialism is the
clnigina! "green mowvement!"

(2) Rac:a! Ideahsm Racial idealism is based on the love of your own people. If means p!ar:mg the we

idealists @we have no wish to harm, persecute,
control or exploit other racial groups. We are only interested in protecting our own people.

We believe that all men are NOT created equal. Just as every individual has his own personal strengths and weaknesses, so each race certain
qualities that make it different from other races. We believe that the White (or Aryan) race has the right to maintain its biological, cultural
and political independence, and that it has the right to control its own destiny. We also believe that White people have the right to defend
themselves against all attacks--no matter where they come from.

(2) The Upward Development of the White Race. We want to do more than just defend our Race: we want to see it improve. This can be
done by encouraging a high birthrate among those Whites who are the healthiest, strongest and most intelligent. At the same time, science

should work to eliminate hereditary weaknesses and defects among our people. Our goal is that each new generation of White children will be
better off than the one before it.




Pornograficke stranky a site

Z Casti normalni fenomén

* MU0ze slouziti k sexualni vychové
* Obycejné uspokojovani potreb

* lujinak stigmatizovanych jedinc0

Problém — détska pornografie, nelegalni praktiky
Otazka - technologie jako
moznost uspokojit potrebu bez ,skutecnych didsledk{"?

stupnovani problemu?

DalSi nebezpecna chovani: cyberstalking, cyberharassment, cybergrooming



Kybersikana a hate speech

Kybersikana - Problém diskutovany hlavné v adolescenci

Utoky které (Tokunaga, 2010):

1) jsou agresivni a zameérné ublizujici (uskutecnované individualné nebo skupinou)
2) jsou opakované a déletrvajici (i kdyz...)

3) stavi obét do situace, v niz se online UtokOm nedokaze branit (mocenska
nerovnovaha)

4) se odehravaji prostfednictvim internetu ¢i mobilnich telefond

5) obét vnima jako zranujici

MUze byt soucast existujicich komunit

+Normalni komunita" se m0Zze stat pomérné nebezpecnou pro urcité jedince

Hate speech — obdobna kritéria, ovSem zamérena na kolektivni identitu



Nebezpecne skupiny

Vétsinou nelze jednoznacné fici, ktera skupina je nebezpecna
V jakém smyslu? Pro koho? Za jakych podminek?

Dosud — uzavrené, vyhranéné skupiny

Casté ale také velmi rychlé (relativné prchavé) tvofeni skupin a skupinovych
projevU reagujicich na specifickou situaci

Na globalni i lokalni Urovni

Prezidentske volby 2016



Donald J. Trump @ @realDonaldTrump B Donald J. Trump & 5

Heading to New Hampshire - will be With the exception of cheating Bernie out of the

: . s : nom the Dems have always proven to be far
talking about Hillary saying her brain more loyal to each other than the Republicans!
SHORT CIRCUITED, and other things! ,_ . _

soez 137e MEBEEDEGEE

¥ - 6 Aug 2016 « Twitter for Androdd ﬂ Donald J. Trump & ~

Did Crooked Hillary help disgusting {check out
sex tape and past) Alicia M become a U.S.
citizen so she could use her in the debate?

14441 2e0e EBECHEHISE N

' E Donald J. Trump & e m
E Donald J. Trump @ @realDonaldTrump

Appreciate the congrats for being right on

_ ) , radical Islamic terrorism, | don't want congrats,
| am not just running against Crooked | want toughness & vigilance. We must be

Hillary Clinton, | am running against the smart!

very dlsﬁungst and totally biased media Gn e BOBDYSEIE
- but | will win!

Grbdpm - 6 Akg 2096 - Twitter for Androhd

"When Mexico sends its people, they're not sending their best. They're not

sending you. They're not sending you. They're sending people that have lots of
problems, and they're bringing those problems with us. They're bringing drugs.
They're bringing crime. They're rapists. And some, | assume, are good people."



Online obtézovani na kolektivni Urovni

Fotografie a videa celebrit, politik0 - urcitych autorit

Velka viralita
Neni Ucinna obrana
velmi silny diskurz opravnénosti
,O0bét si to zaslouzi" (diskurz klasické Sikany)

komplikované hodnotit — verejny projev nesouhlasu, svoboda
projevu

Lpozitivni* priklady? — napr. anti-fasisticka kampan

pojimani obéti jako verejné postavy, ikony — chybi pojeti
individuality, empatie, vnimani dopad{

Otazka: U koho sami ne/preposlete ,vtipné" video?



Eugenia Cooney is YouTube user with nearly 9oo,000 subscribers
She frequently makes videos centered on beauty products and style.

About 18,000 people signed a Change.org petition, which has since been taken down,
called onYouTube to temporarily ban Eugenia Cooney from the platform. The petition
claims that Cooney "has a serious medical condition and needs to seek help."

YOU made tons of young girls get anorexia. STOP denying it. | want to help you. Please
eat... Eugenia im doing this for you. | cant let another good person leave this world. | love
youand want you to LIVE! <3 <3 <3 #Euginiaisawesome #eatplease

fuck that cunt ... is she wanna die _. let her die ... instead of feeling bad for her feel bad for
all those kids who actually wanna live but are dying due to small causes ...

DO YOU NOT UNDERSTAND YOU ARE TRIGGERING YOUNG GIRLS BECUASE THEY WANT
TO BE SKINNY LIKE YOU. YOU ARE NOT "MATURALLY SKINNY® YOU ARE SICK. SEE &
THERAPIST, A DOCTOR AND GET YOUR SELF SORTED OUT. STOP PARADING YOUR BODY
AROUND AND ACTING LIKE EVERYTHING IS JUST FINE AND DANDY WHEN IT'S NOT.

naturally skinny? Bitch , you lock like the walking dead! Im MOT sorry being so fucking
mean but you're literally killing yourself , for attention , there is no arguing because about
it! You have an issue , you are definitely anorexic , you're encouraging others to starve
themselves like you , are you fucking serious?! You're a horrible person to support

FUCKING EAT YOUR GONNA FUCKIN DIE YOU RETARD JUST EAT SKINNY MAKES YOU
LOOK UGLY CAN YOU NOT FUCKIN EAT?

'{9 eugeniacooney + Sledovani

Woke up like an hour age good morning guys B how are you doing today? %



,Davove chovani" online

Kazdy z nas se mUze stat clenem potencialné nebezpecné skupiny Ci hnuti
Specificky cil, ukol

Nejlépe spojeny se silnymi emocemi a specifickym diskurzem (,obrana
statu™)
* MU0ze vést k pozitivnim ¢inOm (online nadace, podpora obétim povodni, atd.)

* Podobné ale i k velmi agresivnim akcim



Skupiny narusujici soukromifonline
bezpeclnost

Dalsi priklad potencialné nebezpelnych skupin pUsobicich na a
prostfednictvim internetu

Hackers
Firmy

Narodni a globalni Uroven — surveillance

Hacking — i pozitivni dopady
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