Nastroje pro agregaci
medialnich informaci
a SOCMINT

Ondrej Rojcik



K cemu vam to bude?

» Nastroje pro agregaci medialnich informaci — horizontalni OSINT

=" Tj. nastroje pro prubézné sledovani témat vaseho odborného zameéreni
" SOCMINT = nahlédnuti do moznosti zameérenych OSINT Setreni

® Pochopeni rozdilu mezi horizontalnim OSINTem a OSINTovym Setrenim
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Nastroje pro agregaci medialnich informaci

» Koncentrujte Vasi pozornost do co nejmensiho poctu informacnich
bran

" Pouzivejte znamé nastroje chytre
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Google Alerts a Google Trends

EMM

Twitter Lists a Tweetdeck

IFTTT

Feedly/Inoreader

RSS



Prohlizece — podil na trhu

Web Browser Market Share View Monthly Trends

Chrome 57.1%

Safari

Firefox
X

Internet Explorer & Edge 9.9%

Opera h

Co o Vas Google vi? https://myactivity.google.com/myactivity
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Chrome: rozsireni (extensions)

24/10/2018

Pravy horni roh > dalsi nastroje > rozsSireni > (dole) ziskat
dalsi rozSireni > vyhledat (nazev nebo typ) > pridat do
Chrome

Generické, ale...
Google Translate
AdBlock / Adblock Plus
Ulozit do sluzby Disk Google
Fire Shot

Wl pd =l
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Chrome: rozsireni (extensions)

Video DownloadHelper

One Tab $
IP Address and Domain Information T
EXIF Viewer h
Click&Clean

Google Similar Pages
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Firefox: doplnky (extensions)

Pravy horni roh > doplnky > rozsireni > vyhledat (nazev
nebo typ) > instalovat

Generické, ale...

Google Translate &(
O

AdBlock / Adblock Plus
Nimbus Screen Capture I
Screengrab! ——+
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Firefox: doplnky (extensions)

Video DownloadHelper
One Tab

IP Address and Domain Information
Exify
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\'& A4 V' 4

Rozsireni Chrome

Pro dalsi tipy:

https://digitalinspiration.com/google-chrome

Keep: Create notes, to-do lists, voice memos and photo notes with searchable
text

Readability: Send web pages to your Kindle for reading later in a clutter free
environment

Problém u starSich/méné vykonnych strojd...

BSS476
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https://digitalinspiration.com/google-chrome

Google Search - operatory
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)

OR
Vyhleda jedno nebo druhé slovo

Minus funguje jako NOT operator. Vylouci z vyhledavani specificka slova
[liverpool —fc]

BSS476
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Google Search - operatory

)

site:
Zameéri vyhledavani na specifické stranky nebo domény
[syria crisis site:ec.europa.eu]

inurl:
Vyhleda terminy, které jsou soucasti URL
[syria crisis inurl:syria]

intitle:

Zameri vyhledavani na terminy v titulcich stranek - zfetelné zaméreni na
urcité téma

[climate change intitle:syria crisis]

BSS476

12



Google Search - operatory

filetype:
Vyhleda specifické formaty, napr. PDF, ppt, pptx, avi atd
[climate change intitle:syria crisis filetype:pdf]

VyuZiti:

doc — se jménem a CV, mizete dohledat Zivotopis
pdf —napr. zpracované a publikované papery

24/10/2018 BSS476
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Google Search — Knowledge Graphs
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= Poland gdp growth
= Czech Republic life expectancy

BSS476
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Google Search — vypocty a jiné...

from praha to bruntal / z prahy do bruntélu
6 pounds to kg / 6 liber na kg

50 euro to dollars / 50 eur na dolary

5,78 * 234

flip a coin

roll a die

BSS476
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Google Custom Search Engine
(vlastni vyhledavani)

Google

Custom Search Engine

https://google.com/cse/

Vas vlastni vyhledavac v oblastech, které vas zajimaji

MuUze roztridit vysledky podle parametru

Vytvorime vyhledavace pro
socialni média

vyhledavani podle typu dokumentu

BSS476
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https://google.com/cse/
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Google Custom Search Engine

Prohledavani socialnich médii
Jdi na novy vyhledavac
Nazev: SocialMedia
Do prohledavané weby postupneé vypis

www.facebook.com/*
www.twitter.com/*
www.instagram.com/*
www.linkedIn.com/*
www.youtube.com/*
www.plus.google.com/*

www.tumblr.com/*

BSS476
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Custom Search Engine
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Google Custom Search Engine

Jdi na vytvorit GO gle

Vysledky z jednotlivych siti izolujeme Custom Search Engine

Jdi na upravit vyhledavac > nastaveni > prohleddvané weby
> Stitek > manage labels > pridat

Vlybrat: Zahrnout pouze tuto konkrétni stranku + zadat nazev
socialni sité

/pét na nastaveni

Zakliknout prislusnou sit (url) > stitek > vybrat sit > apply

U vsech...
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Google Custom Search Engine

24/10/2018

Google

Custom Search Engine

=V podrobnostech > verejna adresa > otevrit a ulozit jako
bookmark

BSS476
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Google Custom Search Engine

Vyhledavani podle typu dokumentu

Jdi na novy vyhledavac GO gle

Custom Search Engine

Nazev: Dokumenty
Do prohledavané weby vepis Google.com

> Vytvorit
> Upravit vyhledavac > Nastaveni > Prohledavané weby:
prohledavat cely internet... >

Smazat google.com z prohleddvanych webu

BSS476
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Google Custom Search Engine

Vyhledavani podle typu dokumentu
> Upravit vyhledavac > Vyhledavaci funkce > Upresnéni

Nastroje pro praci s OZ: PDF + Prioritu maji weby... Upresnéni
faset > ext:pdf

DOC ext:doc OR ext:docx GO 7 g|€
XLS ext:xIs OR ext:xIsx OR ext:csv
TXT ext:txt OR ext:rtf

WPD ext:wpd

ODT ext:odt OR ext:ods OR ext:odp

ZIP ext:zip OR ext:rar OR ext:7z

BSS476
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Google Custom Search Engine
(vlastni vyhledavani)

24/10/2018

Google

SOCi&lMEdia Custom Search Engine

https://cse.google.com/cse/publicurl?cx=0033989638042726
74124:ynglgbby3sy

Dokumenty

https://cse.google.com/cse/publicurl?cx=0033989638042726
74124:iy8w 135-gu

BSS476
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https://cse.google.com/cse/publicurl?cx=003398963804272674124:ynglgbby3sy
https://cse.google.com/cse/publicurl?cx=003398963804272674124:iy8w_i35-gu

Alternativni vyhledavace

Globalni: Bing, Yahoo Regionalni: Baidu, Yandex,
Google = =0 L2, Naver, Seznam

MIVA. YaHOO! ,||ihewed LookSmart

: *
65'7' eeves NS -
WRRRIER abguit

@  Suon —

myall
http://myallsearch.com/ segrch

Prohleda vSsechny hlavni vyhledavace najednou

http://www.dogpile.com/ dOgPI le®

Vysledky z Google, Yandex and Yahoo pohromadeé
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Alternativni vyhledavace

24/10/2018

https://millionshort.com/

Odfiltruje prvnich 100, 1 000 nebo 1 000k vysledk

zapmeta 3

http://www.zapmeta.com/

Agregator vyhledavacu

BSS476
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Alternativni vyhledavace
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https://duckduckgo.com/

https://www.startpage.com/

startpage

Neuchovavaji uzivatelska data, neupravuji vysledky na
zakladé predchozich vyhledavani

BSS476
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Alternativni vyhledavace

https://carrot2.org

arrot?

Klastruje vysledky do tematickych kategorii
@g @ web | ¥ yahoo | [@ [mages | ' News | W MsN | 7 Jobs | U9 pubMed | o Blogs

chustering | search r-z%ns

Tree | Visualization Top 100 resuts of sbout 2520000 for clustering

1| Chester {computing) - Wikipedia, the free encvelepedia &, @ 0
Clustering Engine (3) A compuber chusker is a group of inked computers, warking together dost
Clustering Methods (3) .

© Mew Clustering (3]

| Search Resulbs 7

hitpffen. vakipedia orgwiki[Computer_cluster

2| Clyster anabysis - Wikipeda, the fres encydiopedia ¥ @ O

Clustering Algorithnes (6]
Open Source (5) Chustering i the classfication of abjeds into dfferent groups, or more
— Software for Cluskering (£} hitpaflen, wikipedia, orgfwiliData_chustering

Cluskering Techmigues (5)

Document Clustering (5] Clustering . &2

2 Cluster Analysis (4) Clustering i a nondinear activity that generates ideas, mages and fesk
Autnmated Tan Custering (31 btk heamn. edone k1 2ca.ug SCORE actbankftchustes b

High Availability (33
| Server Clusber (3)
~| Cluster Computing (23
Clustering Technolooy Services Open
Source [ hitpefhwriting 2. richmond, edufwrtingwesehf duster hitml

{ | Pre-writing: Clustering %o @ O
Clustering is & bype of prewriting that alows you to explars marn idess
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Alternativni vyhledavace
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https://www.wolframalpha.com/

= Vypocty, fakta, odpovédi

BSS476

WolframAlpha
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Google Alerts a Trends

= Alerts: www.google.com/alerts

* Trends: www.google.com/trends @

Trends YouTube Interest: cat, dog, goat. Worldwide, Past 12 months, ¥ -

I Expiore trends Interest over time -
Hot searches The number 100 represents the peak search interest ~" News headiines
Search terms

x I cat
* [ dog
x I goat

+ Add term

» Other comparisons

Limit to

YouTube
cat dog goat
Worldwide

Past 12 A = >
months b Regional interest < E Related terms Top Rising

All Categories b the cat 100

L
o5 nyan cat 55  e—
‘\l:!

cat daddy 30—

cat funny

24/10/2018 BSS476
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Google Alerts

24/10/2018

Alerts: www.google.com/alerts

* Na email nebo RSS

Upozornéni

"Narodni bezpe¢nostni ufad"

"Narodni centrum kybernetické a informaé... V4 I
"Narodni centrum kybernetické bezpeénosti” V4 [
ADIS EET S i

ADIS hack*

BSS476
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Alternativa k Google Alerts

24/10/2018

Talk Walker Alerts

https://www.talkwalker.com/alerts

* Neni treba se registrovat a mit ucet

BSS476

talkwalkeralerts %
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https://www.talkwalker.com/alerts
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Google Trends

Mozné vyuziti:

Monitoring klicového slova v Case
Porovnani dvou a vice klicovych slov v Case
Porovnani zajmu o klicové slovo ve svetovych regionech
|dentifikace dalsSich souvisejicich klicovych slov

BSS476
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Google Trends

25/10/2018

https://trends.google.com/trends/?geo=CZ

Search term iy + Audd term
Interest over time "t headiines

E
A
< B
- :
Merrmgn g DA ol TS Gt 214
L

BSS476
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Google News

https://news.google.com + app pro Android

Google Zpravy

Hlavni udalosti

Pro vas

Oblibene

L % e

Ulozena vyhledavani

Cesko

Svét

Mistni zpravy

Byznys

Véda a technologie

B o@ 7

Zabava
Sport

& Zdravi

[o)
boid

Jazyk a oblast

Ceitina| Cesko

Nastaveni

Stahnout aplikaci pro Android [4
Stahnout aplikaci pro iOS [4

Odeslat zpétnou vazbu

Napovéda [4

Ochrana soukromi - Smiuvni podminky +

24/10/2018 O spoletnosti Google

Udalosti dne

Pocta vojakovi, ktery padl v Afghanistanu. U rakve na letisti byla rodina,
prezident a kardinal
SeznamZpravy.cz + pred 4 hodinami
« Armédni special privezl télo padiého vojaka z Afghanistanu. Na letiSté dorazil i
prezident
Novinky.cz * dnes

Vojensky special pfivezl zpét do vlasti ostatky padlého vojaka
E15.cz - pied 5 hodinami

Armadni special s ostatky padlého vojaka priletél do Prahy
Tyden.cz + dnes

Letoun s ostatky padlého vojaka odletél z Afghanistanu, do Ceska dorazi pred
pulnoci
Aktudiné.cz + dnes

1B Ve o tomto tématu

Ve stavu jako most u Vitavské je v Praze sto dalSich. Metropoli hrozi
dopravni kolaps
Aktudiné.cz + pfed 2 hodinami

« Most na Vitavské v Praze pujde k zemi
Novinky.cz * véera

Putin vyhroZuje Evropé jadernym ttokem
EuroZpravy.cz * dnes

« Putin hrozi Evropé jadernou odvetou
Novinky.cz * dnes

Rusko porusuje dohodu o likvidaci raket fadu let, smlouva neni funkéni,
fika $éf NATO
ceskatelevize.cz/ct24 + dnes

- 50 tisic vojaku, 10 tisic vozd, 250 letadel. NATO pofada v Norsku obfi manévry

Dalsi Udalosti dne

Mistni pocasi
Dést
°
14°¢ o0
L]

dnes pa so ne po
.0 . . .
14°C 15°C 10°C 14°C 18°C
&C 7€ &C nc 14°C

€| F | K Dalsiinformace najdste na adrass weather.com

Vybrané zpravy
~
Viadimir Putin | Petra Kvitova
E Heavy Machinery Services  Evropa
Ceska piratska strana  Praha  Zdenék Hrib
Severoatlanticka aliance | Jiri Pospisil
Zobrazitvice V. Karolina Pliskova

—

i

Zobrazit vice Vv
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https://news.google.com/

Europe Media Monitor (EMM)
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http://emm.newsbrief.eu/

Nastroj pro agregaci zprav a jejich analyzu

Top Stories

24 Hours Overview
Events Detection
Most Active Themes.
Help about EMM
Overview

Advanced Search
Sources list

Web Site Map

80

0:00

Top Stories

UPDATED EVERY 10 MINUTES, 24 HOURS PER DAY.

Current top 10 stories
Language: en Period: Oct 25, 2018 12:00 AM - Oct 25, 2018 12:00 PM

1:00 2:00 3:00 400 5:00 6:00 7:00 8:00 9:00 10:00 11:00 12:00

Facebook is fined £500,000 over Cambridge Analytica scandal
Articles : 51 | Last update : Oct 25, 2018 11:56:00 AM | Start : Oct 25, 2018 10:12:00 AM | Sources - 44 | Peak - 1 | Current rank : 1

Facebook formally fined £500,000 for Cambridge Analytica scandal [£
in-cyprus Thursday, October 25, 2018 11:48:00 AM CEST | info [other]
Facebook for breaches of data protection law related to the harvesting of data by consultancy Cambridge Analytica.
Confirming its initial decision on the fine in July, the Information Commissioner’s Office said data from at least one
million British users had been among that harvested by Cambridge and used for political purposes....
More articles...

Debenhams unveils plans to close up to 50 high street shops

| Articles : 48 Last update : Oct 25, 2018 11:14:00 AM | Start - Oct 25, 2018 8:20:00 AM | Sources - 34 | Peak : 1 | Current rank : 2

The company currently has 166 branches [£
B8 bathchronicle Thursday, October 25, 2018 11:12:00 AM CEST | info [other]
and Taunton could face closure as the company plans to close 50 of its stores leaving 4,000 jobs at risk. The
retailer made a loss of 491.5m this year to September 1 after being stung by exceptional write-downs of 512.4
million, compared to profits of 59m the year before....

More articles...

Ex-French President Sarkozy loses latest court appeal
Articles : 43 | Last update : Oct 25, 2018 11:54:00 AM | Start : Oct 25, 2018 9:22:00 AM | Sources : 40 | Peak : 3 | Current rank : 3

Ex-French president Sarkozy loses latest court appeal in campaign financing case [£
B3 yenisafak-en Thursday, October 25, 811:34:00 AM CEST | info fother]

Former French President Nicolas Sarkozy has lost an appeal against an earlier decision to send him to trial over
charges of illegal campaign financing, and his lawyer said he would challenge the decision in France’s highest
appeals court. If Sarkozy stands trial, he would be the second French.......

More articles...

Buckle up: Wall Street volatility is back with a vengeance
Articles : 39 | Last update : Oct 25, 2018 11:55:00 AM | Start . Oct 25, 2018 9:11:00 AM | Sources : 39 | Peak : 6 | Current rank : 4

Buckle up: Wall Street volatility is back with a vengeance (£

S siouxcityjournal Thursday, October 25, 2018 9:38:00 AM CEST | info [other]

Specialist Charles Boeddinghaus, center, and trader Michael Milano work on the floor of the New York Stock
Exchange, Wednesday, Oct. 24, 2018. Stocks are off to a mixed start on Wall Street as gains for Boeing and other

Tools

Thursday, October 25, 2018
12:16:00 PM CEST

RSS | MAP
Facebook

subscribe | manage

=IMZ Q

info

LJ AppStore > Google

Languages [
Select top stories in other languages

GO ) () E=) (@)

\ es J(et )(0 ) (7 J(r)

(hu ) (it ) (it ) ) (me ) (i )
R E]ED)
E3IED D ED)

Show additional languages
Interface: en - Engish S

Legend

Country Watch

The country most in the news at the moment.

-
United States of America (US)

News about United States of America

News sources from United States of
America

European Commission m

LIFE Programme: Member States to
benefit from quarter of a billion euros
af inusstmants in amrnnmant
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Twitter
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Seznamy/Lists
= Zprehlednéni feedu

“ Levad nebo prava profilova fotka > Lists > Create
new list

Subscribed to Member of

UK and World media

9 Members

CGeska politika a média
88 Members

OSINT

39 Members

US Politics and Media
24 Members

Cyber

BSS476 38 Members
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TweetDeck
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* Webova aplikace typu , kontrolni panel” pro

twitterové ucty

= Sledovani vlastniho uctu, vybranych hashtagd,
uzivatell, geolokaci atd. < To VSE NAJEDNOU

Jeff Bullas /et
What are 4 Key Goals in

Iy AWINGE

Mariam Cook @h/iarc
Iol, have to, but progressively
deepens >is ‘SimCity
Homelessness a Bug or a Feature? |
Motherboard ow.ly/Hz

(«D NN
=

* Vyhledav

Ann Smarty @seonmery
19+ Eye-Popping List Building
Mistakes (& Other Lessons) At Traffic
Generation Café vob.bz/stu RT
@AnaTrafficCaf

oath
dence mea

her. An inspiration? To say the least!
#radiatedally

Jeft Bullas @sttouios 2
The Facts and Figures about the

https://tweetdeck.twitter.com

Power of Visual Content
Wd

Brett Prince a7
How To Present Your SEO Plan: Are
You preparing to present your 2015
SEO strategy to the C-suite in the

pouze desktop)

iaChara

BSS476

o B

Reuters Tech News &Ficu
Amazon to produce movies
theaters, Prime video service

The Guardian o,
Gay erotic novel linked to Oscar
Wilde bought after Kickstarter
campaign tno.alu5{F

8 (Worid) rotwosted
BBC Monitoring cE5CHnoring S0
Egyptian woman dons wedding
dress over ‘single stigma’

=1 Twitter Counter team ...

Katerina Petropoulou @t
9 Steps to an Awesome

10 Visited Bring Them
iebsite To Your Wel

et « B

Katerina Petropoulou @xat oe:

Joey van Ommen @.josn
The 5 Questions Every Company
Should Ask Itself y/1zpJidd

%

Joey van Ommen . n
VEQE® 5 Scientific Ways to Build Habits
%
B

That Stick bity/1BnHYWG by
@GregoryCiott

Joey van Ommen 0,000
UX Crash Course: User Psychology:
bitly/1ytKaBV

m Joey van Ommen @.oeymon

Study: What Is the Value of Imagery

ecount 4 Notificat

EqualityRising! aequestyising 2om Shanno
1just unlocked the 6-month graphs
ercounter. Find out more

twittercounte
ftm_... via

CupcakesAndCrinoline
Valuable and relevant content are

keys to atiracting quality audience
twitt om/blog/2015/01/s.

ustunfolk

Chuck Hughes aGnuc_Hughes 47m
The principles of creating Social
Media content that gets shared
every time
twittercounter.comblog/2015/01/s

lan H Sutheriand cannautn

The principles of creating Social
Media content that gets shared
every time bit ly/1Bttawa via

Linda Thieman 6L inda T emar
The three elements of amazng

- Algjandro J.Romén 970, 37
Acabo de encontrar a las 1 personas
que no me siguen gracias a
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Hootsuite
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W Hootsuite

“ Pro spravu nékolika socialnich siti najednou

[ il NS 1| P ]

https://hootsuite.com/

BSS476

37


https://hootsuite.com/
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Kontrolni panely

Hootsuite — hlavni socidlni média g Hootsuite

Tweetdeck — Twitter

Netvibes — hlavni socialni média + email J

BSS476
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IF This Then That (IFTTT)

https://ifttt.com

24/10/2018

Suggested Recipes

MM

Add incoming "Receipts” to Automatically set your

a Receipt Spreadsheet (w/ latest Instagram as your
first Attachment!) wallpaper

by alexander & 78k ¥ 229 by kev 467k ¥ 302

®
P o
9
Remember everyone Emails you label "To-do"
. get added to an iOS
you meet in Reminders list
Evernote!
by leorstern &64k O 161 by maxmeyers & 76k ¥ 500

MM

>

Save all your Gmail
Attachments to

Dropbox

by linden

MM

&381k ¥ 150

Save my email
attachments to
Google Drive

by jeffisageek &

& 10k 9 361

IFTTT

ifthisthenthat

BSS476
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Priklady receptu

Tweety s urCitym hashtagem nebo od
urcCitého uzivatele pridej do Google Tabulky

Kazdou prilohu emailu uloz do Dropboxu

Archivuj twitterové posty na blogu do
Evernote

Vyuziti je omezeno pouze vasi fantazii...

24/10/2018 BSS476
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ifthisthenthat
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Jak IFTTT funguje?
IETTT

“Applets” zalozené na jednoduchych ifthisthenthat
pravidlech
Vychazi z podminkové véty:

if this then that
this = spoustéc (trigger)

that = akce
Spoustec + Akce = Applet

24/10/2018 BSS476
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IFTTT
IETTT

ifthisthenthat

https://ifttt.com

If This Then That (IFTTT) je nastroj, ktery umoznuje
Spojit dve webové aplikace
Automatizovat rutinni ukony na webu
Automatizovat sbér dat
Ziskat OSINT data pro analyzu
Zasilat aletry na dulezité udalosti

BSS476
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Upozornéni na tweety
FTTT
f sthentha

@ nebo # nebo Q
1. Kliknout na “My Applets” v menu a pak na “New Applet”
2. Klikni na modré “this” pro vytvoreni spoustéce
3. kliknéte na ikonu Twitter
4. v nabidce kliknéte na:

New tweet from search/New tweet by a specific user
5. Zadejte co chcete sledovat @ nebo # nebo O\
6. Email/SMS/Google Drive

BSS476
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Feedly

https://feedly.com

RSS is not Dead...

Agregator zprav, RSS ¢tecka
V prohlizeCi nebo jako mobilni aplikace
Synchronizace

Sprava RSS feedu podle témat

BSS476
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Inoreader
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https://www.inoreader.com

= Alternativa k Feedly

= Agregator zprav, RSS cCtecka

=V prohlizecCi nebo jako mobilni aplikace
= Synchronizace

“ Filtrovani

" Propojeni do socialnich siti

BSS476
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Feed Filter Maker

Feed Filter Maker
Make RSS and Atom news feed filters that can be ust

Nastroj pro filtrovani RSS a Atom feedu
http://feed.janicek.co

Pojmenujte feed
Vlozte URL feedu, ktery chcete filtrovat

Vlozte terminy, na které se feed zuzi

...tim Ze musi nebo nesmi obsahovat urcité slovo

Vygenerovanou URL vlozte do Feedly nebo jiné ctecky
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Chimp Feedr

http://www.chimpfeedr.com/

Nastroj pro agregovani feedu, véetné filtrovanych

Vlozte feed a kliknéte na “+Add Feed”

Vygenerovani feedu po kliknuti na “Chomp! Chomp!”
Pojmenujte feed

Kliknéte na jméno feedu pro pridani do agregatoru (Feedly)

BSS476
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RSS Mix

http://www.rssmix.com

Nastroj pro agregovani feedu

Umoznuje
Pridani do ctecky
Filtrovani na zakladé klicovych slov a obsahu
Sdileni

BSS476
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Five Filters

http://fivefilters.org/content-only

Umoznuje ziskani plného textu feed
Vykopirujte a vlozte URL feedu do pole

Dalsi preference nastavite kliknutim na “Show Options”

Kliknéte na “Create Feed”

Kliknéte na “Subscribe to this feed” k pridani do agregatoru

BSS476

49


http://fivefilters.org/content-only

24/10/2018

Five Filters

http://createfeed.fivefilters.org

Nastroj k monitoringu stranek bez RSS
Dokaze ziskat obsah z HTML

BSS476
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SOCMINT

BSS476 Analyza otevienych zdroju
Ondrej Rojcik
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Obsah

Facebook
Vyhledavani
Extrakce dat

Analytické nastroje

Twitter
Vyhledavani: geolokace a Cas
Analytika

Analytické nastroje
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Facebook
Nejrozsirenéjsi socialni sit

Vice nez 2.1 mld. aktivnich uZivateld mésic¢né (zari 2017)

PriUmérné straveny Cas na uzivatele a den je 20 minut (2017)
270 milionu falesnych profilu...(2017)

Denné nahravano pres 300 milionu fotek (2014)
Pres 5 bilionu sdileni denné (2016)

24/10/2018 BSS
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Rychle se menici podminky

Data pristupna jeden den, nemusi byt pristupna dalsi den
Je treba mit trpélivost
A pouzivat sirokou skalu technik

24/10/2018 BSS
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FB Profile ID

Back

’ - ’ nt v B P
Reload Ctrl+ - - ‘
& Add Friend g
Save as... trl+ L .

FB Profile ID

Print...

Cast...

Timeline Translate to English
O AdBlock »
DO YOU KNOW JOSEF? Get Similar (Data Miner)

. . V4 V4 V4 z Save to Zotero »
View page source/Zdrojovy kod stranky e s 5 ci i ses |

1 Mutual Eiiend E Take Webpage Screenshots Entirely - FireShot 4

. . Ctrl+U
Ctrl+F profileid= s

@ Intro e Josef Slerka
23 mins - €

Muze mi nekdo z mych technicky zdatnych pratel potvrdit tuhle haluz? A
vysvetlit pripadne implikace:)

Zlodéj Duny.

{53 Works at Studia novych médii UISK FF UK/The
New Media Studies

Director at Nadacni fond nezévislé Zurnalistiky
Former Director, Social Science at Socialbakers
%7 Studied Estetika at Charles University, Prague

¥ Studied Informacni véda at Charles University
Prague

[_'E] Lives in Prague, Czech Republic

© From Opocno

\v
() _Joined November 2007
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Vyhledavani manipulaci URL

Za pomoci FB User Number

https://www.facebook.com/search/100001269187894/places-visited

https://www.facebook.com/search/100001269187894/recent-places-visited

https://www.facebook.com/search/100001269187894/photos-of

https://www.facebook.com/search/100001269187894/photos-liked

https://www.facebook.com/search/100001269187894/photos-by

https://www.facebook.com/search/100001269187894/videos

https://www.facebook.com/search/100001269187894/videos-of

https://www.facebook.com/search/100001269187894/events-joined

https://www.facebook.com/search/100001269187894/relatives
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https://www.facebook.com/search/100000057466024/places-visited
https://www.facebook.com/search/100000057466024/recent-places-visited
https://www.facebook.com/search/100001269187894/photos-of
https://www.facebook.com/search/100000057466024/photos-liked
https://www.facebook.com/search/100001269187894/photos-by
https://www.facebook.com/search/100000057466024/videos
https://www.facebook.com/search/100000057466024/videos-of
https://www.facebook.com/search/100000057466024/events-joined
https://www.facebook.com/search/100000057466024/relatives

People Find Thor

peoplefindThor

— the easy way to find people on
Facebook

Add filter(s) v i

= Nékolik kritérii soucasne —

URL: www.peoplefindthor.dk

Visited:

[https://www.facebook.com/search/str/ostrava/places- Likes:
named)visitors/str/brno/pages-named/residents/ever/females/str/ibm/pages- _

named/employees/ever/intersect]

= Vytvori dotaz za vas

Q Search Facebook ‘-f
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Find people and events on Facebook

Search is Back Search is Back!

Search by location, job, and relationships!

FIND PEOPLE | EVENTS | POSTS & SHARES | PHOTOS

= Vyhledavani lidi, udalosti, postu a Seaiciiof lpoogle '
fotografii _— Al .
v . o, 7 o7 . Interested in: All v
- NEkOIIk krlterll najednou Relationshipstatus: All ¥
URL: https://searchisback.com i 7| [Coimes, CrecREBIE
Interest:
Current ¥ company: IBM

Current ¥ | school:
Job title:
Language spoken:
Major:

Born Yl year

Name:

Find people!
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acebook Live Stream Search

* Vyhledavac zaméreny na FB live streamy
= Vysledky mohou byt nekonzistentni
URL: http://netbootcamp.org/facebooklive.html

24/10/2018 BSS

Facebook Live Search Tool

Your UserlD Insert VideolD

More Search tools: Facebook Search | Website | Instagram | People | Paste

STREAMS ~ LIVEDATA  VIDEOS  RESOURCES  HOWTO
Live Stream Search

Go |Facebook Live Map

Live Stories & Hashtags by Keyword
l Keyword

Live Videos v| Go

Keywords can include publisher's name / video description.

Live Stream by Location
Get Lat/Long Coordinates for Live Stream Location

[City or Street Address Get LatiLong

Select "Details” or "Show map bounds" for Lat/Long.

Enter Lat/Long to Find Live Streams

[Lat.Long Get Live Streams

Videos tagged to a Location (this week)

PlacelD Go

Live streams & video uploads (if tagged)

City or Business Name Go

Get the PagelD

Past Videos by Profile

UserlD 2]

Videos with keyword "was live" (unreliable)

UserlD 2]

All Videos by a Profile

Name or ScreenName Go

Get the UserlD

Example UserlD, PagelD, PlacelD

UserlD for Zuckerberg: 4

PagelD for Explore.org: 53427095333

PlacelD for Facebook HQ: 166793820034304
PlacelD for San Diego Zoo: 28896772146
PlacelD for San Diego, CA: 110714572282163

Facebook Live Search Tool by Bob Brasich @NetBootCamp 08/2016
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Extrakce dat

Data Miner
rozSireni v Chrome
napfr. seznam pratel — sjedte na konec seznamu

Navic Save to Google Drive a Screengrab!

24/10/2018 BSS
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Graph search tools

Use the following tools to gather intelligence on your targets

Graph.tips: http://graph.tips

Lookup-ID: https://lookup-id.com/facebooksearch.html

Stalkscan: https://stalkscan.com

Intel Techniques: http://inteltechniques.com/osint/facebook.html

24/10/2018 BSS
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http://graph.tips/
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Facebook

Michael Bazzell

* Komplexni nastroje pro OSINT Setreni

= https://inteltechnigues.com/menu.html

= Alt: https://netbootcamp.org/osinttools/

25/10/2018
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INTELTECH

NIQUES

y Michael Bazzell

Onlire Training

Live Events Services

log Podcast Books. Contact

Target Data

Q General Search

8 Emai Address

§ Facebook Profile

Facebook Tool

Face!

W Twiter Profiie

@ Instagram ¢

al Name

a

o User Name
@ Telepnone Numoer

@ Domain Name

@ IP Address

& Video
) image
I Document

@ Business.

@ Community

W Location

Online Resourtes

© sofware

& Public Records

+ OSINT Flow Charts

IntelTechniques OSINT Portal

G0

g
8

¢ Multiple Target Profiles:

Torget User Number
Search

Friends'

nfo:

Contact | Copyright &

Multiple Common Friends:

6o
G0
6o
60
60
G0
G0
G
G
G0
G0
60

Additional Information:

(Find Uses Number

(Popuate AlD)

(Places Visited)

(Recent Places Visited,

(Places CheckedIn)

(Places Liked)

(Pages Liked)

(Photon By User)

(Photon Liked)

(Photon O -Tagged)

(Photos Comments)

(Photos Interacted)

(Photos Interested)

(Photos Recommended)

(Apps Used)

(Videos)

(Videos Of User)

(Videos Tagged)

(Vidoos By User)

(Videos Liked)

(Video Comments)

(Future E'vest Insstations)
GO (Events)
GO (Events Created)
GO (Events lnvited)
GO (Events Joined)

(Posts by User)
GO (Powta by Yoar)

(Powts Tagged)

(Powts Liked)

(Posts Commented)

(Employens)

(Reviews)

(Groups)

(Co-Workers)

(Friends)

(Foliowens)

(Resati

(Freods Likes)

GO (Details)

GO (Frieads)

GO (Places)

GO (Check-ies)

GO (Likes)

GO (Photo Tgs)

GO (Photo Likces)

GO (Photo Comments)
Video Tags)

GO (Post Commeats)
GO (Grougs)

GO (Location)
GO (Likes)
GO (Employes)

(Photos Liked)
(Photos Comments)
(Photos)

(Videos liked)
(Videos Comments)
(Videos)

(Events Aneaded)
(Apps Used)
(Pouts)

(Posts Comments)
(Powts Tagged)
(Checkc 1)

GO (Keywerd)
GO (RLAPD

GO (Wayback Aschives)

AL
AL

(Run il MAY CRASHY)
(Rn all mobie- MAY CRASH!)

Classi Version | OSIN

Locate Target Profile:

Multiple Variables: (Try keyword and
Name
Search

Detailed Search:

T Texibook | Video Training

G

)

[2)

)

)

)

0

o

G0

Go

Go
60
60
60
=)
60
6o

%)
)

)

G

[

)

[

G

0

o

G

o

G0

G

)

)

)

0

62


https://inteltechniques.com/menu.html
https://netbootcamp.org/osinttools/

Stahnuti clenu FB skupiny

Na strance FB Skupiny pres pravy klik “Zobrazit zdrojovy kod stranky”

Pres Ctrl + F (nebo Command + F na Mac) hledejte “fb://group” pro
identifikaci ID skupiny

Na strance www.fbookscraper.com vlozte ID do vyhledavaciho okna

Stahnéte si seznam v CSV souboru

24/10/2018 BSS
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Stahnuti lajku u prispévku

Kopirujte URL postu, ktery chcete analyzovat
Jdéte na http://facebook-likes-scraper.tiny-tools.com

Vlozte do vyhledavaciho okna
Ve vysledcich bude fotka, FB ID, FB email
Pouze prvnich 1,000 lajkG

nebo Data Miner

24/10/2018 BSS
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Vyhledani a stazeni FB skupin

* Vyhledani na zakladé klicového slova
= Stazeni a pristup po vlozeni emailu

" Pouze prvnich 200 skupin
https://fscraper.com

24/10/2018 BSS
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Dohledavani emailu a telefonniho cisla

Vyhledavani profilt podle tel. ¢isla nebo emailové adresy

Log out > Forgotten account?

o https://www.facebook.com/login/identify?ctx=recover&Iwv=110

(€) 3 [ @ | htps:/mwn facebookcomviog nidentiyzctr=recover&iwy=110 ¢ |[@ searen [ve 3 & ® =

facebook
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LikeAlyzer

Data k oblibenosti stranky

Obdrzené lajky

Pocet prispévku denné

Vykon vzhledem ke konkurenci
URL: http://likealyzer.com

24/10/2018 BSS
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FanPageKarma

Za pouziti jména nebo ID stranky

Analyza vygeneruje statistiky k jedné nebo nékolika strankam
najednou

Nutné byt zalogovan na FB a FanPageKarma
URL: www.fanpagekarma.com

URL: www.fanpagekarma.com/vs

24/10/2018 BSS
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- Twitter - geolokace

= 1az2 % tweetl ma geolokaci...

* VV\yhledavani: geocode:49.2079517,16.5819769,5km

24/10/2018 BSS
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- Twitter — Casové rozpeti

Vyhledavani
" since:2017-01-01 until:2017-06-16 ,,govcert.cz“

" from:prezidentmluvci since:2017-01-01 until:2017-06-16
" to:prezidentmluvci since:2017-01-01 until:2017-06-16

24/10/2018 BSS
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~ Analyza Twitteru

Ewitomomy

Twitonomy - https://www.twitonomy.com/

= Komplexni analyza dat o uzivatelich

" Mapa socialni bubliny uzivatele

RINIRIRIRI N}

" Pracovni navyky uzivatele

b b O b E b H I H I
g if1i 1 §
[ ¥ .
iz dranizrgranizinij
s v t 3 -~

" Competetive intell tool
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Analyza Twitteru

https://socialbearing.com

Komplexni analyza dat o uzivatelich
Mapa socialni bubliny uzivatele
Pracovni navyky uzivatele
Competetive intell tool

Kompletné zdarma

24/10/2018
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SOCIALBEARYNG

nksgreat
space

OB ﬂ

MWM”

for '@astro_timpeake'

607,087 1,271,118 850 347
HASHTAG CLOUD

||> #principia
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Analyza Twitteru

= Hashtagify - http://hashtagify.me/ (mapy #)

= Foller.me - https://foller.me/

= Mentionmapp - http://mentionmapp.com/

* Followerwonk - https://moz.com/followerwonk/ (srovnani
sledovanych uctua)
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W Geolokace na Twitteru

= One million tweet map - http://onemilliontweetmap.com/
* Trendsmap

" Geotracking uzivatell TW:
http://app.teachingprivacy.com/
http://www.tweetpaths.com/
http://geosocialfootprint.com/

" Mapa tweetl
https://www.mapd.com/demos/tweetmap/

24/10/2018 BSS
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#photography

‘E ‘13 ’

74


http://onemilliontweetmap.com/
http://www.tweetpaths.com/
http://www.tweetpaths.com/
http://geosocialfootprint.com/
https://www.mapd.com/demos/tweetmap/

24/10

/2018

Déekuji za pozornost!

o.rojcik@nukib.cz
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