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Cybersecurity is hard



Characteristics to note when attack occurs

actors involved

* who did it? who is the target? states/companies/teenagers in basement?

methods used
* how did they do it? what type of attack? what was really lost or damaged?

motivation
 why did they do it? what was their goal? what did they really accomplish?

which are easy/hard to know and why?



Actor types

A ideology

hacktivism militias
cyberterrorism
espionage
<€ >
individual sabotage state
identity theft
financial crime
profit



Examples /\ Teieelegy
Anonymous SEA
7?7
PLA 61398
<€
individual Equation
Group
Russian Bussiness
Network, vDOS
profit

state



Attacks A 'deology
#OP Payback Estonia
2007
7
Flame
<€ >
individual Stuxnet state

DDoS for hire

scams

ransomware

profit




C-I-A triad of what is actually being attacked

Confidentiality

Integrity
Availability

examples?



Key distinctions

- attack for profit or politics?
- executed/planned as covert or overt?

- what is target losing/what is the attacker gaining?



Main problems

- attribution of attacks
- and therefore deterrence

- non-territoriality
- and therefore law enforcement

- asymmetry

- of actors
- of defence/offense



Common tools, methods and concepts

- DDoS (solo, botnets, LOIC, hijack)

- defacement

- man in the middle (passive/active)

- drive-by/watering hole

- zero-day exploit

- social engineering + human stupidity
- honey pot

-  The Onion Router, VPN
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HACKERS BRIEFLY TOOK
DOWN THE WEBSITE OF
THE CIA YESTERDAY. ..

|WHAT PEOPLE. HEAR: |

SOMEONE HACKED
INTO THE COMPUTERS

oF HE CYA

hé

WHAT (OMPUTER [
EXPERTS HEAR:

SOMEONE ToRE DOWN
A POSTER HUNG (P
B THe CIA!

iy




Web Server

MITM
Connection




\F T CAN JUST OVERCLOCK THE UNIX
DIANGO, T CAN BAS\C THE DDOS
ROOT. OAMN. NO DICE. BUT WAIT.. \¢ I
DISENCRYPT THER KILOBYTES WITH A
BRCKOOOR HWANDSHAKE

THEN... JACKAIDT.

H, THIS \& ROBERT |\ W\ BoB/ WOWCAN T

WACLKERMBN. T'M THE\\ HELP YOU TODAY?

COUNTY PRSSWORD ‘
\NSPECTOR..




§w “‘"‘? =" l::n mmg ]g [y Rasha ot samasa -ﬂ-vw
nn e winston Jakers  femder = m,im:- P = wilson  Jessie " martin mark mmh debbie trea bubba
5 = ii dreams a0 B LU D redeking 4 =Mmm£-_} camsds = boomer maim oy e gm artman 3
ehicago mm 1 marine Pt 212123 emantha peter mwm"“'" olden asdigh 2 x august  abio
a ssagziassh;ém ““‘“"““" iémélfgamsmhmum%{iii im:"ih:"m ii%% mmmw’ =-=~-,__x_-_ymﬁ§h
T T § 'n 'g hcu-.-Izeyrr“.:..';:r.‘.a.-'-'t fucker 123123 seastns barer .i";?;' daniel badbey pepper § To= oy love
.§ ‘E =] ab¢123”"" heather rhmen jbatman  sini e el. hammﬂwhz
- foo“’a'“' ‘u'““e' pusw R o monkey master 1111 joshua Sunshine me & m
sty matthew § & . fuc §
i fuckyou
12345'3 fwoime -

thunder g “o= O (-] 696959
. tigger O | m
qwerty

Pty -

E.‘.::"'--»-"“‘*’i

E
§ lDiliy

j-um- ginge
mu john ""' n-pu h""’- private  maxwall ».u. 'E
james uckoll --I-n pm' Jaguar bondoo7 : “ g
player Justin " l]eon winmer TN birch i E willow  123akc
arthur porme | bt rabbit
calvin h'::.. g 333333 driver  steve framl saturn g ooline T lie runner david rachel
4 AXEXEX  willie _: carer walter




m How Tor Works: 3 €% Tor node

. e UnERcCrypled link
encrypted link

Step 3: I at a later time, the

user visits another site, n 1
Alice's tor client selects a -_ k i -4+ 3 . s i St

second random path.

Again, green links are ‘/\—/
encrypted, red links are In
the clear.
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§tate activities



Espionage

- attack on confidentiality
- Flame, Red October

- Purpose:

- Economic espionage
- Strategic espionage
- Tactical espionage

- https://apt.securelist.com/#secondPage



https://apt.securelist.com/

Operation “Red October”
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Domestic surveillance

also attack on confidentiality (but targeted inward)
Prism

law enforcement, population control

efforts to limit cryptography - CryptoWar






BUSINESS Business » Policy
INSIDER

Deputy AG Rosenstein calls for law to
David Cameron is going to try and ban encryption in require encryption backdoors

Britain If you won't open up conversations, we'll make it a
- obPrice = o i :
EDJLIIT 1,2015,12:31PM 4 23916 Iaw’ Says SESSIDHS #2

By Shaun Michols in San Francisco 31 Aug 2017 at 21:45 88 [

David Cameron has signalled that
he intends to ban strong
encryption — putting the British
government on a collision course
with some of the biggest tech
companies in the world.

As reported by Polities.co.uk, the
British Prime Minister reaffirmed

his commitment to tackling strong

encryption products in Parliament
on Monday in response to a

TIITIIIT

question.

Strong encryption refers to the act ~ Prime Minister David Cameron. reuters/iamen Stapies
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of serambling information in such

a way that it cannot be understood

ateeBe
o

by anyone — even law enforcement with a valid warrant, or the software company itself —

without the correct key or password.

It's currently used in some of the most popular tech products in the world, including the The deputy US Attorney General said he wants legislators to force

iPhone, WhatsApp, and Facebook. But amid heightened terrorism fears, David Cameron is technolo gy compan ies to dec rypt peop le's pr ivate conversations
attempting to take action.




Censorship

- attack on availability
- Great Firewall of China
- content control (porn? drugs? IP piracy? dissent?)

- quite common, often via blacklists



5:20 pm EST, traffic to and from Egypt across 80 Internet
providers around the world drops precipitously.

_ Internet traffic to and from Egypt on January 27 - 28. At

January 27 January 28

e d. il

Credit: Arbor Networks




Censorship & surveillance

B Countries which extensively censor politically sensitive web content.
B Countries with inadequate safeguards and due process against government digital surveillance.

B Countries which extensively censor politically sensitive web content and have inadequate.
safeguards and due process against government digital surveillance.

I Source: World Wide Weab Foundation .



Sabotage

- attack against data integrity
- destruction of something, usually data
- Stuxnet, Shamoon

- still quite rare
- “kinetic barrier”
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Operational support

various forms, not a single specific type

used to enhance or enable military operations

Orchard 2007 (integrity)

- air defence system sabotage

Georgia 2008 (availability)

- DDoS on communication channels

ISIS (confidentiality)

- intel collection for targeting






Other activities

- Information warfare and propaganda

not necessarily cyberattack in narrow sense, but often uses their products or tools

influencing populations, their opinions and actions to advance ones goal
- e.g. Russian election meddling

- Show of force and will

harming another state through cyberattacks to send a message
Estonia 2007, Ukraine right now (most often DDoS)



| RTERDOGAN

karsi bir kalkismasidir. Se¢
milleti demokrasme ve n
| ik, Turk milletini Si

karsi sizleri sO
sahip cikmaya ¢
Devletine milletin

Recep TayyipP Erdogan

agiriyorum.




Error 522

Connection timed out

You www-local.projecthoneypot.org
Browser CloudFlare Host
Working Working Error

What happened?

The initial connection between CloudFlare's network and the
origin web server timed out. As a result, the web page can not be
displayed.

CloudFlare Ray D: 924a30c20e203e8

What can | do?

If you're a visitor of this website:

Please try again in a few minutes.

If you're the owner of this website:

Contact your hosting provider letting them know your web server
is not completing requests. An Error 522 means that the request
was able to connect to your web server, but that the reguest didn't
finish. The most likely cause is that something on your server is
hogging resources. Additional troubleshooting infoermation here.

» Help - Performance & Security by CloudFlare



internal

external

confidentiality

surveillance

integrity

availability

censorship

espionage

sabotage

suppression




Will there be a cyberwar?



