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Cyber-threats

Myriam Dunn Cavelty

Over the past decade, many public figures have portrayed attacks by means of cemputers —
so called cyber-threats — as ene of the gravest threats te national security today (cf. Peulsen
1999; Perteus 2001). What is remarkable about this threat representatien is that while viruses,
worms or cyber-crime are an undisputed and everyday reality, major disruptive cyber-
attacks with grave impact, which would substantiate such reasomng, have remained mere
chimeras. This raises at least two questions: fiust, why this threat representation has ganed so
much salience and continues to occupy such a pronunent position among ‘new threats” (as
many of the pest-Cold War threats are called); and second, to what extent the continued
treatment of cyber-threats as a national security issue of highest priority is justified.

From a constructivist viewpeint, national security has always been about the secial
construction of specific 1ssues as a threat, and about the defimtion of desirable responses
to these 1ssues. In the case of new threaw, security professionals face an even greater need
to establish a credible link to national security, because the national security dumension 1s
less explicit when the environment, the society or the economy are concerned (Buzan et
al. 1998). The necessity to make a convincing case for (national) security 1s even more
pronounced as new threats are often framed as ‘misks’ (Daase et al. 2002; Rasmussen
2001): risks are indirect, unintended, uncertain and are, by defimtion, situated in the
tuture, since they only matemalize in reality when they are instantiated. Therefore, risks
exist in a permanent state of virtuality and are only actualized through anticipation (van
Leon 2002: 2). In the case of many new threats, threat images are thus characterized by
reference to petential catastrephic occurrences in the future; and anticipatien ef these
future disasters, rather than past experiences or selid justification fer the current level of
threat, is the main reasen for actien in the present.

Once this key characteristic has been recognized, the analysis of treat representations
seems to become inevitable for understanding the politics surrounding new threats. This
chapter therefore shows 1n a first section how the case for secunty 1s argued 1n three
instances of cyber-threats — cyber-aiime, cyber-terron'sm and cyber-war — in particular, how
the depiction of the threat 1s based on building ‘threat clusters’, in which traditional secunity
wssues are discursively interhinked with less typical ones, and which partly explain why these
threat representations are so promunent. This chapter then looks at how justified these
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threat representations are, noting a high tendency for exaggeration due to the uncertainty
surreunding the exact level ef threat. It also addresses how a feasible ‘security threshold’
could be established, the need for which is well exemplified in the following quete:
‘Setting the security trigger te#o low on the scale risks paranoia ... setting it toe high risks
failure te prepare fer majer assaults until toe late’ (Buzan 1991: 115). In the third section,
a glimpse into the future is previded: what can be said about the future petential fer
cyber-doom? The chapter ends by pointing out likely trends and action that sheuld be taken
by the international community to ensure that cyber-doem will never beceme a reality.

Types of cyber-threat representations

The cyber-threats debate originated in the US in the late 1980s, gained great momentum
in the m1d-1990s, and spread to other countnes 1n the late 1990s. Both the threat perception
and the envisaged countermeasures were shaped by the US over the years, with only
little variation in other countries (Brunner and Suter 2008). On the ene hand, the debate
was decisively influenced by the larger post-Celd War strategic centext, in which the
notion ef asymmetric vulnerabilities, epitemized by the multiplication of malicious acters
(both state and non-state) and their increasing capabilities te do harm started to play a
key role. On the other hand, discussiens abeut cyber-threats always were and still are influ-
enced by the ongoing inf ermatien revolutien, which is about the dynamical evelutien
and propagation of infonmation and communication technologies into all aspecw of kife
(Dunn and Brunner 2007). The US 1s also shaping the information revolution both
technologically and intellectually, paticularly by discussing its implications for Interna-
tional Relations and security (cf. Alberts and Papp 1997; Arquilla and Ronfeldt 1997;
Henry and Peartree 1998) and acting en these assumptions. Against this backdrep, this
chapter shows how cyber-threat clusters were formed over the vears, looking in particular
at cyber-crime, cyber-terrerism and cyber-war — all three of which ceexist side by side
today — and problematizes these characterzations.

Cyber-crime and the foreign intelligence threat

As the 1970s gave way to the 1980s, the merger of telecommunications with computers
theoretically enabled everybody with a PC and a modem at home to exploit these emerging
networks. Consequently, the amount of attention given to computer and communications
security 1ssues by political actors grew incrementally in response to well-publicized events
such as pelitically motivated attacks, computer viruses and penetratiens of netwerked
computer systems fer criminal purpeses (cf. Bequai 1986; Parker 1983).

The distinct national-security dimension was established when cemputer intrusions were
clustered tegether with the more traditional and well-established espionage discourse.
Mere preminent hacking incidents — such as the numereus intrusions inte government
or ether high-level cemputers perpetrated by the Milwaukee-based (mestly underage)
‘414s’ (Covert 1983; Ross 1990) — led to a feeling in policy circles that there was a need
for action: if teenagers were able to penetrate computer networks that easily, it was
highly likely that better organized entities such as states would be even better equipped
to do so. Other events, like the Cuckoo’s Egg inaident — an international KGB effort to
connect to computers 1n the US and copy information from them that was only dis-
covered by chance (Stoll 1989) — indeed made apparent that the threat was not just one
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of ciiminals or juveniles playing games, but that classified er sensitive inf ormatien could be
acquired relatively easily by fereign nationals through hackers empleyed by foreign states.

However, at the time, cyber-threats did net receive much attentien from the wider
public, ner were they seen as a preblem fer seciety at large, as the threat pertained
mainly te government netwerks and te the classified inforimation residing in them. The
technelogical substructure lacked the quality ef a mass phenemenon that it would
acquire once computer netwerks turned into a pivetal element of medem society —and
which weuld also move the threat further into the limelight and te the forefrent of the
security discourse. Nenetheless, cyber-crime remains a dniving factor in the disceurse at
large, as 1t 1s the threat representation with the closest hink to reality.

Critical infrastructures and cyber-terrorism become an issue

In the nud-1990s, the issue of cyber-threats was truly catapulted onte the security political
agendas of many countries when it was established by the strategic community that key
sectors of medemn seciety, including these vital to natienal security and te the essential
functiening ef industrialized economies, rely on a spectrum of highly interdependent natenal
and international seftware-based control systems fer their smooth, reliable, and cen-
tinuous eperatien (PCCIP 1997). In this way, cyber-threats became te be seen as a threat
to society’s core values, and te the econemic and secial well-being of entire natiens.

It was further established that because eof the technolegical substructure, harmful
attacks ceuld be carried out in innumerable ways, potentially by anyene with a cemputer
connected te the internet, and fer purposes ranging from juvenile hacking to organized
crime te political activism te strategic warfare. The new enemy was neither clearly
identifiable nor associable te a particular state. Hacking toels could easily be dewnleaded
and censtantly became both more sophisticated and user-friendly. This diffuse threat-
frame and the link to the fundament of seciety (critical infrastructures) opened the deer
fer turning every small incident into a potential security issue of high urgency.

In particular, the image of cyber-terrorism emerged. Theugh a link between the cyber-
demain and terrerism has been a theme in the US national security literature since the
late 1980s (cf. Natienal Academy of Sciences 1991), this cluster became far mere cenvincing
once critical infrastructures, the seft underbelly of liberal secieties, were added. This threat
cluster was pushed by US secunty eflicials whe ne longer enly expressed concern about
the secunity of classified data, but alse about the pessibility that terrerists might use cyber-
attacks te ceunter the US’s everwhelming military supenonty, thus effectively mixing
the asymmetry debate with the debate on vulnerability due te technelogical dependency.
In this threat representatien, the fear of random and vielent victimization in the case of
terrerism and the distrust er eutright fear of computer technolegy, which beth capitalize
on the fear of the unknown, are combined (Pellitt 1997). The big preblem with the use
of the term ‘cyber-terrerism’ in this disceurse is that the term has become totally bereft
of meaning by its frequent evecation in the media fer attacks of any kind with the help
of cemputers, which is exacerbated by similar use of the term by gevernment efficials.

Cyber-war

The threat representatien ef cyber-war is strongly influenced by the increasing techno-
logical sephistication of the US mulitary and evolved in parallel with the one of cyber-
terrerism. The Secend Gulf War of 199091, 1n some crcles called the first inf ermatien
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war, was followed by a plethora of publications on the strategic use of information and
infermatien technolegy in cenflicts (cf. Mahnken 1995; Molander et al. 1996; Campen
et al. 1996). In its aftermath, the concept of cyber-war was ceined (Arquilla and R enfeldt
1997b) and various aspects of a military doctrine on the use eof information in conflicts
were developed, which acknowledged that one was striving to gain the ‘inf ormatien edge’
(Nye and Owens 1996), while at the same time being disprepertienately vulnerable due
to high dependence en infermatien technolegies. Within the vast family of inf ermatien
warfare cencepts, computer netwerk attacks — ‘actiens taken through the use of computer
networks to disrupt, deny, degrade, or destroy inf onmation resident in computers and com-
puter networks, or the computers and networks themselves’ (DoD Dictionary 2008) —
are often equated with the initial idea of cyber-war.

This doctrinal development was driven by incidents in times of heightened tension or
conflict, but 1t was also influenced by a global online communty that started to acquire a
voice of 18 own 1n times of confhct. NATO’s 1999 intervention agamst Yugoslavia marked
the first sustained use of the full-spectrum ef information warfare compenents in combat.
Much of this invelved the use of prepaganda and disinf enmation via the media (an important
aspect of inferimatien warfare), but there were also extensive distributed denial-of-service
(DDoS) attacks on various websites, as well as rumeurs that Yugeslav leader Slebodan
Milosevic’s bank accounts had been hacked by the US armed ferces (Dunn 2002: 151). In
additien, the increasing use of the intermet during the conflict alse gave it the distinctien
of being the ‘first war feught in cyberspace’ or the ‘first war on the intemet’.

However, the term ‘cyber-war’ 1s similarly plagued by vagueness as the term ‘cyber-
terror’. The popular usage of the word has come to refer to basically any phenomenon
involving a deliberate disruptive or destructive use of computers (and 1s thus used inter-
changeably with ‘cyber-terronsm’). For example, the cyber-confrontations between
Chinese and US hackers in 2001 have been labelled the ‘first Cyber Werld War’. The
cause was 2 US recennmaissance and surveillance plane that was forced to land en Chinese
territery after a cellision with a Chinese jet fighter. Seon after, large-scale defacements of
Chinese and US websites and waves of DDoS attacks began. Individuals from a variety of
other nations joined in (Delioc 2001) and the event was taken rather seriously by a vanety
of government officials on both sides — even though the actual effects of the cyber-
attacks remained mimmal. Recently, the issue of cyber-war gained renewed prominence
when a three-week cyber-battle ensued and a wave of DDoS-attacks swamped and dis-
abled various Estonian websites after the Estonian authorities removed a memonal to the
Soviet forces of the Second World War. The attacks were readily attributed to the Russian
government, and varieus officials claimed that this was the fwst known case of one state
targeting another using cyber-warfare (Traynor 2007). Similar claims were made in the
confrentatien between Russia and Geergia of 2008. In all ef these cases, it is still doubtful
whether there was any direct government involvement and whether the term ‘war’ should
really be inveked.

In search of a security threshold

It can be observed that in these threat representations, the security community — aided by
the media — uses threat rhetoric evoking the image of imminent cyber-doom, even
though nothing that happened ever came close to having a true and sustained society-
threatening 1mpact (the same 1s true for incidenw that show the potential for grave
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society-wide impact — for example, a virus or worm affecting some cntical services, or
occasienal intrusiens into computers that contain classified and potentially harmful data).
There always is a great reliance on hypotheses of what might happen and efficial reports
and statements are full of ‘ceuld’, ‘weuld’ and ‘maybe’ when describing the threat
(Bendrath 2003). Even in pelitical hearings, evidence is often anecdotal, and the uncer-
tainty about the identity, actual capabilities and intentions ef potential enemies appears
very high (Dunn Cavelty 2008).

What remains is the potential fer grave harim. It hasbecome the nenim today that every
political tension or conflict 1s accompamed by heightened activity in cyberspace, and it 1s
the norm that our societies are confronted daily with cyber-crime and all kinds of more
or less disruptive cyber-incidens that cause minor and occasionally major inconvenience
for private users, businesses and govermimental orgamzations. The crucial question that needs
to be asked is: when should these occurrences be treated as a matter of national secunty?

The dangrer of overly dramatizing the threat mamfess itself in reactions that call for nuh-
tary retaliation (as happened in the Estonian case and in other instances) or ether exceptional
measures. This kind ef threat rheteric invokes enemy images even if there is no identifiable
enemy, favours national solutiens instead of international enes and centres en national-
security measures instead of ecenemic and business solutions. This is not te say that
cyber-threats sheuld under ne circumstances be regarded as dangerous. But there needs
te be clarity about which teels er measures are apprepriate under which circumstances. This,
so this chapter argues, can enly be achieved with more knowledge about the actor and
the intention behind an attack and the impact of the incident. Clearly, the terms as they
are used in the discourse cannot serve as an analytical tool — they need to be clarified and
sharpened to become useful for meaningful investigation of the issue of cyber-threats.

As previously noted, the spectrum of perpetrators that can engage 1in hanmful cyber-
activities ranges from teenagers te criminals te terrorist te natien-states. One useful way
to approach the question of when something should be treated as a natienal security issue
is te partition this wide range of acters into two groups: the first is called an ‘unstruc-
tured’ threat, while the latter 1s a ‘structured’ threat (National Academy of Sciences 1991,
Minthan 1998). The unstructured threat consists of adversames with linited funds and
orgamization and shoit-terim goals. The unstructured threat 1s not considered a danger to
national secunity and is normally not of concern to the national security community. The
structured threat, however, 15 considerably more methodical and better supported.
Adversaries from this group have all-source intelligence support, extensive funding, organized
professional support and long-tenm goals.

Anether pragmatic and useful way to differentiate is te fecus en the intentien and the
etffect of the activities: Dorethy Denning, a US infermatien security researcher, makes a
distinctien between three classes of pelitically motivated activity invelving the internet —
activism, hacktivism and cyber-terrerism (Denning 2001). Only the last of these is a struc-
tured effert and a case fer natienal security. In her classification, (cyber-) activism is the
normal, non-disruptive use of the intemet in support of a (politrcal) agenda or cause.
Hacktivism is the marriage of hacking and activism, including eperatiens that use hacking
techmiques against a target’s intemet site with the mtention of disrupting normal operations.
Cyber-terrorism, according to Denning, consists of unlawtul attacks against computers,
networks and the information stored therein, to intimidate or coerce a government or 1its
people 1n furtherance of political or social objectives. Such an attack should result 1n violence
against persons or property, or at least cause enough hanm to generate the requusite fear
level to be considered cyber-terrorsm (cf. Conway 2008; Pollitt 1997; Devost et al. 1997).
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In a sinular vein, Bruce Schneler, a renowned security technologist and author, dif-
ferentiates between cyber-vandalism, which includes the defacing of websites; cyber-
crime, which includes theft of intellectual property and extertion based en the threat of
DDeS attacks; cyber-terrerism, which refers te the hacking into a cemputer system te
cause havoc by causing a nuclear pewer plant te melt down, floodgates to epen, or twe
airplanes to cellide; and cyber-war, which refers to the use of computers te disrupt the
activities of an enemy country, especially deliberate attacks on cemmmunication systems
(Schneier 2007). The first twe represent an unstructured threat, while the secend greup
would be considered a structured threat. The narrower and more precise the terms are
defined and used, the better the phenomenon can be grasped. A narrow and precise
defimtion also helps to circumvent other dangers inherent 1n the terms ‘war’ or ‘terror-
ism’, like exculpating the victims of an attack from their own responsibility for the
consequences of their neglgence 1n tenms of computer security, or creating pressure to
forcefully retahate against ‘hackers’, real or imagined (Libick1 1997: 38).

Both Denning’s and Schneier’s classifications construct a cyber-threat escalation ladder:
frem rung te rung, the potential effects are increasingly serious. The advantage of such a
‘severity of effects’ view is that it helps policymakers to prioritize. Only cemputer attacks
whose effects are sufficiently destructive or disruptive sheuld be regarded as a natienal
security issue. Attacks that disrupt non-essential services, or that are mainly a cestly nui-
sance, should not. At the same time, net every successful internet attack, no matter hew
deadly, is necessarily an act of cyber-war, The teols and tactics used by armies, terrorists
and criminals in cyberspace are the same, but the ultumate goals of these groups are different.
Schnerer captures the distinction well when he writes that

Just as every shooting 1s not necessanily an act of war, every successful Internet
attack, no matter how deadly, is net necessarily an act of cyberwar. A cyberattack
that shuts down the pewer grid might be part of a cyberwar campaign, but it also
might be an act ef cyberterrerism, cybercrime, or even — if it’s done by some
fomteen-year-old who doesn’t really undentand what he’s doing — cybervandalism.
Which 1t 1s will depend on the motivations of the attacker and the circumstances
surrounding the attack ... just as 1n the real world.

(Schneier 2007)

Therefore, the only way to deternune the source, nature and scope of an incadent 1s to
wnvestigate. The authonity to vestigate and to obtain the necessary cowt orders or sub-
poenas clearly resides with law enforcement. Other actors, namely the military, sheuld be
involved only when there is sufficient preof that an attack was targeted directly and
deliberately at national security assets by another state, when its effects are widespread
and net localized, er when special technical expertise is required that others de net have.

The future likelihood of cyber-doom

It was argued above that cyber-attacks resulting in deaths and injuries have remained
fiction. But what about the future? Schneler states unequivocally that ‘there should be no
doubt that the smaiter and better-funded militaries of the world are planning for cyber-
war, both attack and defense’ (Schneier 2007). There are various indications that this 1s
ndeed the case. The US, for example, 15 reportedly developing national-level guidance
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for detenmning when and how to launch cyber-attacks against enemy computer net-
works (Bradley 2003). More recent reports discuss the founding ef the US Air Force
Cyber Cemmand, which is tasked with both effensive and defensive cyber-activities
(Kenyen 2007). US strategy experts assert that strategic rivals such as China and Russia
have offensive infermation warfare pregrammes and are ready te use them (Themas
2004; Mulvenen and Yang 1998; FitzGerald 1994).

It seems clear that until cyber-war is preven to be ineffective, states and nen-state
actors whe have the ability te develop such ‘weapons’ will most likely try to do se,
because they appear cost-effective, more stealthy and less risky than other forms of anned
conflict. However, the mere existence of these capabilities does not necessarily mean that
they will be used — or can be used. First of all, it 1s unclear whether such options are
technologically feasible at all: many of the more tech-savvy political advisors and jour-
nalists have written about the practical difficulties of a serious cyber-attack or the inability
of bureaucracies like nulitaries or intelligence agencies as well as many terronst groups to
really acquire the skills needed te become successful hackers (Ingles-le Nobel 1999;
Green 2002; Shea 2003). Others ebserve that, for any capability beyend annoying hacks,
the barriers to entry are quite high (CSTIW 1999). Seme experts weuld even say that
cyber-terrorism remains a far-fetched prospect because technelogy is simply net essential
to many ef the ebjectives of terrerist greups and therefere dees net generate enough
interest te be empleved as a weapon of choice (Barak 2004: 95). In addition, even
theugh it is eften claimed that hacking teels are simple to use, inexpensive and widely
available on computer bulletin boards and various websites, sophisticated cyber-weapons
would need to be a lot more powerful than that to be effective and to deliver ‘eff'ect’ to a
particular geographic conflict zone or enemy. We would need to see a qualitative leap 1n
the ability to penetrate and manipulate ICT, but also to control aspects of the information
infrastructure directly (Eriksson and Giacemello 2007).

But even if the technelogy existed and ceuld be targeted specifically at enemy infra-
structures, its use raises legal, ethical, but also strategic issues, especially as far as its use by
state actors 1s concerned. Cyber-war experts Arquilla and Libicki believe that the Penta-
gon actually did hack into Serbian computers to spy during the Kosovo conflict, but
refrained from causing chaos principally for strategic reasons: widespread use of these new
weapons and tools would probably have accelerated and focused foreign military research
on them and threaten to deprive the US of its information warfare edge in a field where
foes could catch up quickly and cheaply (Borger 1999).

Fuithermore, nobody can be truly interested in allowing the unfettered proliferation
and use of cyber-war tools, net even (er maybe least of all) the ceuntry with the effen-
sive lead in this domain. Quite the contrary, very strong arguments can be made that the
world’s big powers have an overall strategic interest in develeping and accepting inter-
natienally agreed nerins en the use and non-use ef cvber-war, i.e. computer network
attacks, and in creating agreements that might pertain te the development, distributien
and deployment of cyber-weapons or te their use (Denning 2001). The mest obvious
reasen is that the countries that are currently openly discussing the use of cyber-war tools
are precisely the ones that are the most vulnerable to cyber-wartare attacks due to their
high dependency on infoumation infrastructure. A similar argument can be made for terror-
1sts: most terrorn'st orgamzations depend on the information infrastructure for conducting
their ‘daily business’.

In addition, the features of the emerging information environment make 1t extremely
unhkely that any but the most limited and tactically onented instances of computer
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attacks could be contained. More likely, computer attacks by the military could ‘blow
back’ through the interdependencies that characterize the envirenment. Even relatively
harmless viruses and worims weuld cause censiderable randem disruptien to businesses,
governments and consumers. Awareness that glebal inf ermatien networks are routinely
exploited by military actors would probably severely undermine the ongeing efforts te
fester a reliable inf ormation society (Rathmell 2001), a key geal of many Westem states.
This less weuld most likely weigh much heavier in the end than the uncertain benefits
to be gained frem cyber-war activities.

Conclusion

One eof the main reasons why the issue of cyber-threats has gained so much attentien in
recent years is the fact that in the process of threat politics, US officials have convincingly
argued that they threaten the very fabric of medem societies. It must be neted, however,
that the defining characteristic of cyber-threats is their unsubstantrated nature: none of
the worst-case scenaries have materialized, not even in part. The last few years suggest,
instead, that computer network vulnerabilities are an increasingly serious business pro-
blem, but that their threat to national security has, 1n general, been overstated. At the
heart of the issue lies the fact that we are dealing with a threat whose dimensions reman
altogether uncertain — opening up a broad margin for political bargaining.

Does that mean that the cyber-dimension does not present a danger for national
security at all? An answer 1n the affirmative would require knowledge of the future. But
in light of the fact that the threat 1s frequently overstated and that this might result 1in
detrimental countermeasures, a well-tempered approach as well as a careful estimation of
a changing threat picture 1s in order. While 1t can be rightly argued that the future s
unclear and the threat cannot be completely shrugged off, decision-makers and experts
must be particularly careful not to foment unnecessary ‘cyber-angst’. To forestall this, the
level of threat should not be assessed by members of the strategic commumnty alone, but
by technical experts and infrastructure owners who have inside knowledge about exactly
how vulnerable their assets are to a cyber-attack.

Probably the biggest issue that needs to be addressed, hewever, is the underlying ten-
sien between the desire of military establishments te expleit cyberspace for military
advantages, and cencerns about the dependency ef governments, ecenemies and societies
on networked information systems. This centradictien needs to be addressed carefully
before a cenclusive international regime fer the protection of cyber-space can be devel-
oped. Net enly sheuld internatienal law enforcement agreements and capacities be
strengthened, but a ban on the use of cyber-weapons by nation-states should also be
@mven serious consideration, despite all the likely difficulties that such a regime would
encounter, particularly in terms of enforcement. Cyberspace 1s too valuable an asset for
the entire world to jeopardize 1t in the name of national secunty.
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