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Cybersecurity is hard



Characteristics to note when attack occurs

actors involved

* who did it? who is the target? states/companies/teenagers in basement?

methods used
* how did they do it? what type of attack? what was really lost or damaged?

* motivation
* why did they do it? what was their goal? what did they really accomplish?

which are easy/hard to know and why?



Actor types

A ideology

hacktivism militias
cyberterrorism
espionage
<€ >
individual sabotage state
identity theft
financial crime
profit



Examples 7 ettty
Anonymous SEA
7?
PLA 61398
<€
individual Equation
Group
Russian Bussiness
Network, vDOS
profit

state



Attacks A 'deology
#0OP Payback Estonia
2007
77
Flame
<€ >
individual Stuxnet state

DDoS for hire

scams

ransomware

profit




C-I-A triad of what is actually being attacked

Confidentiality

Integrity
Availability

examples?



Key distinctions

- attack for profit or politics?
- executed/planned as covert or overt?

- what is target losing/what is the attacker gaining?



Main problems

- attribution of attacks

- and therefore deterrence

- non-territoriality
- and therefore law enforcement

- asymmetry

- of actors
- of defence/offense
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i The connection has timed out
F Ii

The server at www.cia.gov is taking too long to respond.

» The site could be temporarily unavailable or too busy. Try again in a few
moments.

s If you are unable to load any pages, check your computer's network
connection.

s If your computer or network is protected by a firewall or proxy, make sure
that Firefox is permitted to access the Web.

| Try Again



HACKERS BRIEFLY TOOK
DOWN THE WEBSITE OF
THE CIA YESTERDAY. ..

|WHAT PEOPLE. HEAR: |

SOMEONE HACKED
INTO THE COMPUTERS

oF HE CYA

hé

WHAT (OMPUTER [
EXPERTS HEAR:
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Google Ky -

Gmail ~ - O & - -

Important: Your Password will expire in 1 day(s) Inbox ~ x
MyUniversity 12:18 PM (50 minutes ago)
fome |-

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renewal

@ Thank you
MyUniversity Network Security Staff

MY UMIVERSITY

"
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| Need Your Assistance. © spam x ® 2

. Salif Issa salifissa70@gmail.com viz yahoo.com Tue, 22 0ct, 13:17 ¥y =
0 -

e This message seems dangerous

Similar messages were used to steal people’s personal information. Avoid clicking links, downloading attachments or replying with personal information.

‘ Looks safe

Dear Friend,

I am a banker by profession from Burkina-Faso in West Africa and currently holding the post of Manager of bill and exchange at the foreign remittance department of a Bank located Burkina Faso. | have the opportunity of transferring the abandon funds
($31.5 Million USD) of one of my banks client wheo died along with his entire family on 6th December 2003 in a plane crash.

Since we got information about his death, we have been expecting his next of kin to come over and claim his money because we cannot release it unless somebody applies for as next of kin or relation to the deceased as indicated in our banking
guidelines but unfortunately we learnt that all his supposed next of kin or relation died alongside with him at the plane crash leaving nobody behind for the claim.

The Banking law and guideline here sfipulates that if such money remained unclaimed after Eight to Nine years an above, the money will be transferred into the Bank treasury as unclaimed fund. | agree that 40 % of this money will be for you as foreign
partner in respect to the provision of a foreign account, and while 60 %would be for me.

There after | will visit your country for disbursement according to the percentages indicated. Therefore to enable the immediate transfer of this fund to you as arranged, you must apply first to the bank as relations or next of kin of the deceased indicating
your bank name, your bank account number, your private telephone and fax number for easy and effective communication and location where the money will be remitted. Upon receipt of your reply, | will send to you by fax or email the text of the
application. | will not fail to bring to your notice that this fransaction is hitch free and that you should no entertain any atom of fear as all required arrangements have been made for the transfer.

I will not fail to bring to your nofice this transaction is hitch-free and that you should not entertain any atom of fear as all required Arrangements have been made for the transfer, please treat this business with utmost confidentiality and you should contact
me immediately as soon as you receive this letter.

FPlease make sure you keep this fransaction as your top secret and make it confidential till we receive the fund into the account that you will provide to the Bank. Dont disclose it to any body, because the secrecy of this transaction is as well as the
success of it
I am waiting to hear from you urgentiy. Please reply me on this my private E-MAIL contact only; (issas2392@gmail.com)

Your full name...
Home address:.
“Your country..
our city..... .
Telephone.....

Age:.
SEX...
I expect your urgent response with much anticipationiiiii
yours faithfully,

Mr.Salif 1ssa.
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#1
#2
#3
#4
#5
#6
#H7
#8
#9
#10
#11
#12
#13
#14
#15
#16
#17
#18
#190

PIN

1234
1111
0000
1212
r7
1004
2000
4444
2222
6969
9999
3333
5555
6666
1122
1313
8888
4321
2001

Freq

10.713%
6.016%
1.881%
1.197%
0.745%
0.616%
0.613%
0.526%
0.516%
0.512%
0.451%
0.419%
0.395%
0.391%
0.366%
0.304%
0.303%
0.293%
0 2909,



m How Tor Works: 3 €% Tor node

. e UnERcCrypled link
encrypted link

Step 3: I at a later time, the

user visits another site, n 1
Alice's tor client selects a -_ k i -4+ 3 . s i St

second random path.

Again, green links are ‘/\—/
encrypted, red links are In
the clear.

e - "' - _‘- - - : e ] — S |
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§tate activities



Espionage

- attack on confidentiality
- Flame, Red October

- Purpose:

- Economic espionage
- Strategic espionage
- Tactical espionage

- https://apt.securelist.com/#secondPage



https://apt.securelist.com/

Operation “Red October”

Victims of advanced cyber-espionage network
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Domestic surveillance

also attack on confidentiality (but targeted inward)
Prism

law enforcement, population control

efforts to limit cryptography - CryptoWar






BUSINESS Business » Policy

INSIDER
Deputy AG Rosenstein calls for law to

David Cameron is going to try and ban encryption in require encryption backdoors
Britain

If you won't open up conversations, we'll make it a
e v law, says Sessions' #2
L

¥ ©Jul.1,201512:31PM A 23916

By Shaun Michols in San Francisco 31 Aug 2017 at 21:45 Ba [

David Cameron has signalled that
he intends to ban strong
encryption — putting the British
government on a collision course
with some of the biggest tech
companies in the world.

As reported by Polities.co.uk, the
British Prime Minister reaffirmed
his commitment to tackling strong
encryption produects in Parliament
on Monday in response to a
question.

Strong encryption refers to the act ~ Prime Minister David Cameron. reutersiDarren Staples

of serambling information in such

a way that it cannot be understood

by anyone — even law enforcement with a valid warrant, or the software company itself —

without the correct keyv or password.

It's currently used in some of the most popular tech produets in the world, including the The deputy US Attarney General said he wants legislators to force
iPhone, WhatsApp, and Facebook. But amid heightened terrorism fears, David Cameron is tEChﬂolﬂgY CDmpanies to decwpt I]EDD'EIS pTi"u"ate conversations

attempting to take action.




Censorship

- attack on availability
- Great Firewall of China
- content control (porn? drugs? IP piracy? dissent?)

- quite common, often via blacklists



5:20 pm EST, traffic to and from Egypt across 80 Internet
providers around the world drops precipitously.

_ Internet traffic to and from Egypt on January 27 - 28. At

January 27 January 28

e d. il

Credit: Arbor Networks




Censorship & surveillance

B Countries which extensively censor politically sensitive web content.
B Countries with inadequate safeguards and due process against government digital surveillance.

B Countries which extensively censor politically sensitive web content and have inadequate.
safeguards and due process against government digital surveillance.

I Source: World Wide Weab Foundation .



Sabotage

- attack against data integrity
- destruction of something, usually data
- Stuxnet, Shamoon

- still quite rare
- “kinetic barrier”
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Operational support

various forms, not a single specific type

used to enhance or enable military operations

Orchard 2007 (integrity)

- air defence system sabotage

Georgia 2008 (availability)

- DDoS on communication channels

ISIS (confidentiality)

- intel collection for targeting






Other activities

- Information warfare and propaganda

not necessarily cyberattack in narrow sense, but often uses their products or tools

influencing populations, their opinions and actions to advance ones goal
- e.g. Russian election meddling

- Show of force and will

harming another state through cyberattacks to send a message
Estonia 2007, Ukraine right now (most often DDoS)



| RTERDOGAN

karsi bir kalkismasidir. Se¢
milleti demokrasme ve n
| ik, Turk milletini Si

karsi sizleri sO
sahip cikmaya ¢
Devletine milletin

Recep TayyipP Erdogan

agiriyorum.




Error 522

Connection timed out

You www-local.projecthoneypot.org
Browser CloudFlare Host
Working Working Error

What happened?

The initial connection between CloudFlare's network and the
origin web server timed out. As a result, the web page can not be
displayed.

CloudFlare Ray D: 924a30c20e203e8

What can | do?

If you're a visitor of this website:

Please try again in a few minutes.

If you're the owner of this website:

Contact your hosting provider letting them know your web server
is not completing requests. An Error 522 means that the request
was able to connect to your web server, but that the reguest didn't
finish. The most likely cause is that something on your server is
hogging resources. Additional troubleshooting infoermation here.

» Help - Performance & Security by CloudFlare



internal

external

confidentiality

survelllance

integrity

availability

censorship

espionage

sabotage

suppression




