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HIS LAPTOPs ENCRYPTED.
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WHAT WoULD
ACTVALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE. TELlS US THE. PASSWORD.

GOT IT,
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Typy aktéru A ldeologie
hacktivismus milice

kyberterorismus

Spionaz
<€

jednotlivec sabotdz  stat

financni kriminalita

kradeze identity

zisk
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Priklady akteru A ldeologie
Anonymous SEA
7?
PLA 61398
<€
jednotlivec Equation
Group
Russian Bussiness
Network, vDOS
zisk

stat
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Priklady utoku A ldeologie
#0OP Payback Estonsko
2007
7
Flame
<€ >
jednotlivec Stuxnet stat
DDoS for hire
,higerijsky princ*
ransomware
zisk




CIA(n)

confidentiality

integrity

availability

(nonrepudiation)



APT

Advanced Persistent Threat

primarne statni aktéri

primarneé strategicky Ci politicky motivovani

https://apt.securelist.com/

jména ...


https://apt.securelist.com/

Hlavni statni aktivity

- Spionaz (Flame, Sandworm, GhostNet)



WANTED

BY THE FBI

APT 40 CYBER ESPIONAGE
ACTIVITIES

Conspiracy to Damage Protected Computers and Commit Economic Espionage;
Criminal Forfeiture

Ding Xiaoyang Cheng Qingmin



Hlavni statni aktivity

- Spionaz (Flame, Sandworm, GhostNet)

- sabotaz (Stuxnet, Shamoon, Petya)
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Hlavni statni aktivity

- Spionaz (Flame, Sandworm, GhostNet)
- sabotaz (Stuxnet, Shamoon, Petya)

- cenzura (Great Firewall of China)



5:20 pm EST, traffic to and from Egypt across 80 Internet
providers around the world drops precipitously.

_ Internet traffic to and from Egypt on January 27 - 28. At

January 27 January 28

e d. il

Credit: Arbor Networks




Hlavni statni aktivity

Spionaz (Flame, Sandworm, GhostNet)

sabotaz (Stuxnet, Shamoon, Petya)

cenzura (Great Firewall of China)

informacni vdlka/propaganda (Agentstvo Internet-Issledovaniy)



| RTERDOGAN

karsi bir kalkismasidir. Se¢
milleti demokrasme ve n
| ik, Turk milletini Si

karsi sizleri sO
sahip cikmaya ¢
Devletine milletin

Recep TayyipP Erdogan

agiriyorum.




Hlavni statni aktivity

Spionaz (Flame, Sandworm, GhostNet)

sabotaz (Stuxnet, Shamoon, Petya)

cenzura (Great Firewall of China)

informacni valka/propaganda (vsichni a porad)

demonstrace sily (Estonsko 2007)



Error 522

Connection timed out

You www-local.projecthoneypot.org
Browser CloudFlare Host
Working Working Error

What happened?

The initial connection between CloudFlare's network and the
origin web server timed out. As a result, the web page can not be
displayed.

CloudFlare Ray D: 924a30c20e203e8

What can | do?

If you're a visitor of this website:

Please try again in a few minutes.

If you're the owner of this website:

Contact your hosting provider letting them know your web server
is not completing requests. An Error 522 means that the request
was able to connect to your web server, but that the reguest didn't
finish. The most likely cause is that something on your server is
hogging resources. Additional troubleshooting infoermation here.

» Help - Performance & Security by CloudFlare



Hlavni statni aktivity

Spionaz (Flame, Sandworm, GhostNet)
- sabotaz (Stuxnet, Shamoon, Petya)

- cenzura (Great Firewall of China)

- informacni valka/propaganda (Rusko)
- demonstrace sily (Estonsko 2007)

- podpora konvencnich operaci (Gruzie 2008, Orchard 2007)






Zajimaveé pripady

. Sibirsky plynovod 1982
. mrtvy mafian

. Lodz 2008

. némecka slévarna 2014
. The Interview2014

. Lazarus heist 2016




Valka v kyberprostoru

- »Substitute” WHY RUSSIAN CYBER DOGS HAVE MOSTLY FAILED TO BARK

- ,Complement" Why Cyber Dogs Have Yet to Bark
el Loudly in Russia’s Invasion of

7 Ukraine

Is Ukraine the Cyberwar That
Wasn't?




OPINIONS ON INTERNET PRIVACY

THE PHILOSOPHER: THE CRYPTO NUT: THE CONSPIRACIST:
PRIVACY" 15 AN IMPRACTICAL | | MY DATA 1S SAFE BEHIND THESE (EAKS ARE JusT
WAY T THINK ABOUT DATA IN | | 91X LAYERS OF SYMIMETRIC THE TIP OF THE ICEBERG.

A DGITAL LJORLD SO UNLIKE. | | AND P}JBLIC'KEY ALGORITHYS. | | THERE'S A WPAREHOUSE

THE ONE IN WHICH OUR 50CI- \JHAT DATA IS IT? IN UTAH WHERE THE NSA

50 W MOSTLY ME EMAILING HAGTHE ﬂmmﬁf ICEBERG.
“ | | wiH PEoPLE ABoUT L DONT KNOW HOW
E CRYPRGRAPHY, Y 00T ] THERE:
THE NIHILIST: THE EXHIBITONIST: THE SAGE:

JOKES ON THEM, GATHERING I SUREHOPETHE NSA | [ T DON'T KNOW OR CARE WHAT
ALL THIS DATA ON ME N B eter | | DATA AMONE HAS ABOUT ME.
AG IF ANYTHING T DO 00P5, T ORPPED SOME ON l
MEANS ANYTHING. My SHRT! BETTER TRKE ToOF: DATA IS IMAGINARY,

GODGLE, ARE YOU THERE? THIS BURRITO IS REAL.
GOOGLE, THIS LOTION
FEELS SO000 GOOD.
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