APTs a “kybervalka”
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Hlavni problemy

- atribuce (aneb kdo to udelal)

- dopad na odstrasovani
- false flag” ops

- neteritorialita
- dopad na vymahani prava

- asymetrie
- aktery
- obrany/utoku

- prolinani s nestatni/komercni sférou



Znaky statnich utoku?

- motivace?
- penize Ci politika?

- planované jako ,overt/covert"?

- co cil ztraci a co utoCnik ziskava?
- nemusi byt totéz



APT

- Advanced Persistent Threat
- typicka charakteristika statnich utoku
- jdou za specifickym cilem, nikoliv za tim nejsnazsim
- sofistikované, dlouhodobé, planované

- https://apt.securelist.com/#secondPage



https://apt.securelist.com/

utok na duvérnost (C)
napf. Flame, Red October, Sandworm, Turla

sbér dat vSeho druhu, ze vSech zarizeni

ucel:

- politicka spionaz

- ekonomicka spionaz
- strategicka spionaz
- takticka spionaz



Operation “Red October”

Victims of advanced cyber-espionage network
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Sabotaz

- utok na integritu

- destrukce neceho, obvykle dat

- Stuxnet, Shamoon, BlackEnergy,
NotPetya?

- relativné mene Caste
- trvajici “kineticka bariera”
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APT - priklady

Comment Crew (61398F5RA)




APT - priklady

Fancy Bear ([ nasHoe pa3zgedbieamersibHOe

~\ WANTED
ynpasrneHue ") BY THE FBI

CONSPIRACY TO COMMIT COMPUTER FRAUD; CONSPIRACY TO COMMIT WIRE
FRAUD; WIRE FRAUD; AGGRAVATED IDENTITY THEFT; CONSPIRACY TO COMMIT
MONEY LAUNDERING

GRU HACKING TO UNDERMINE
ANTI-DOPING EFFORTS

“
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2K16 DEMOCRATIC
NATIONAL CONVENTIO

PRILADELPBIA, PENNSYLYANIA | JULY 25-28

DETAILS

©On Octaber 3, 2008, & federal grand jury sitting in the Western District of Pennsylvania returned an indictment
against 7 Russian individuals for their alleged roles in hacking and related influence and diginformation operations
targeting, among others, internatianal anti-daping sgencees, sporting fedemtions, and anti-doping officials. The
indictmant charges Dmitriy Sergeypevich Badin, Artam Andreyevich Malyshev, Alaxey Valerewich Minin, Alekse
Sergeyevich Morenets, Evgenii Mikhaylovich Sexsbriakov, Oleg Mikhaylovich Sotnikaw, and Ivan Sergeyevich
Yermakeyv, with computer hacking activity spanning fremm 2014 through May of 2018, inciuding the com puter
. . - ° intrusions of the United States Anti-Doping Agency (USADA), the World Anti-Doping Agency (WADA), and other
wictim entithes during the 2016 Summer Olympics and Paralympics and afterwards. The indictment charges these
lnls ry O Orelgn a]_rS defendants with conspiracy te commit com puter fraud, conspiracy to commit wire fraud, wire fraud, aggravabed
identity thelt, and conspiracy to cammit money laundering. The United States District Court for the Western
District of Pennsylvania in Pittsburgh, Pennisy lvania, issusd a federal arrest warrant for each of these defendants

f th C h R bl : upon the grand jury’s return of the indictment
O e ZeC epu ].C THESE INDIVIDUALS SHOULD BE CONSIDERED ARMED AND
DANGEROUS, AN INTERNATIONAL FLIGHT RISK, AND AN ESCAPE RISK

If you have any information concerning this case, plaase contact your local FBI office, or the nearest
Amarican Embassy or Consulata,
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APT — piik

Lazarus Group

Payment will be raised on

SMA20T 18:32:52

Tima Laft

Your files will be lost on

SM92017 16:32:52

Time |

-

What Happened to My Computer?

Your important files are encripted.

Many of your documents, photos, videos, databases and other files are no longer
accessible becauss they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not 50 enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your flles, you need to pay

You mnll\' have 3 d::\-;. to submit the payment After that the prinl will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever

We will have free events for users who are so poor that they couldn’t pay in & months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After vour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Pl T Lo TR T U T W

Wei ve already warned you, and this is just a beginning.
We continue till our request be met.

Wei ve obtained all your internal data including your secrets and top secrets.
If you doni” t obey us, wei |l release data shown below to the world.
Determine what will you do till November the 24th, 11:00 PM(GMT).

Post an email address and the following sentence on your twitter and facebook,
and wei |l contact the email address.
“sApstils contributing your great effort to pe

i°Thanks a lot to Godi

of the world.it



Kybervalka?

- Kontroverzni koncept
- Rozmeélneny koncept?
- Otazka realnych dopadu a zavaznostsi

"Pouziti pocitacu a Internetu k vedeni valky v
kybernetickém prostoru. Soubor rozsahlych, ¢asto
politicky Ci strategicky motivovanych, souvisejicich a
vzajemne vyvolanych organizovanych kybernetickych
utoku a protiutokd." (Jirasek, Novak a Pozar 2013)



Co je valka?

napfr:

Minimalne 2 ozbrojené sily (alespon jedna
regulérni)

Organizace v bitvach, organizace obrany,
strategicky planované utoky

Jista uroven kontinuity ozbrojenych operaci

Valka od 1 000 obéti/kalendarni rok

kybervalka by tohoto mela byt podmnozinou



Pojeti valky dle Clausewitze?

Je pritomno instrumentalni nasili s
politickym cilem?

"Valka, v niz by nikdo neriskoval svuj zivot,
by byla turnajem, hrou..." (Huyghe 2011)

Kyberneticke utoky jako projev
sekundarniho nasili (Rid 2013)



Problem atribuce

- Kyberneticke utoky v soucasnosti
problematické pfisuzovat aktérum

- Prisouzeni u statnich akteéru
- Rid: "Historie nezna neprisouzené valky."

- Gartzke: Politicky motivovany konflikt bude
prisouzen



Valka neni izolovanym jevem!

Pozadavek dlouhodobé organizované
strategie

Zalezitost poplatna predevsim nestatnim
aktérum?

Je dlouhodobée vedeni kyberneticke valky
mozne?



Kybernetické zbrane?

- Nikoliv kulky a srapnely, ale jedniCky a nuly
- Weapons of Mass Disruption

- (Ne)schopnost zpusobit trvalé skody,
podrobit, dobyt?

- Omezeneé schopnosti podle typu cile
- Gartzkeho "perishable nature of CW"



Operacni podpora

- ruzné formy podpory vojenskych operaci

- Orchard 2007 (integrity)
- utok na protileteckou obranu

- Gruzie 2008 (availability)
- DDoS na média a komunikacni kanaly

- I1SIS 2016 (confidentiality)
- sber dat pro cileni






Kybervalka?

- Co vSechno je tedy kyberneticka valka?

- Jde skrze prevazne kybernetické
prostredky vyhrat valka?

- Jsou spionaz a sabotaz valeCnymi akty?



