Eart 2: Non-state actors

Jakub Drmola



AH, THE INTERNET..
.. ONE OF THE
GREAT JALES

TOOLS OF OUR

TIMES.
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What is terrorism?

extortion?

using threats and fear to get stuff?
logic of terrorism



attackers audience



Typical features

violence, damage, fear
goal and representation
publicity

repeatability, campaign
symbolism, spectacle



Challenges

® poor understanding among media and politicians

getting better only very slowly
rare overlap of politics and IT



Cyberterrorism is...

® massive differences of opinion:
® “terrorists on the internet”
® recruitment, guides, propaganda,
communication, planning
® physical attacks on data infrastructure

® defined by:

® preparation/means/target?
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The internet’s undersea world

The vast majority of the world's
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® first ideas towards the end of the Cold War
® quick growth in 90s (+ Y2K)
® explosion (figurative) after 9/11
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Cases?

Queensland “cyberterror”, 2000
StuxNet, 2010

Lodz, 2008

Anonymous and LulzSec?
Estonia 2007 and Georgia 20087



® imagined and unfulfilled concept
® “nothing is happening”
® not really true, things are happening all the time,
but it is not cyberterrorism

® why?
® required combination of skills, motivation, resources
® its too hard to match effectiveness of real terrorism






Future of cyberterrorism

Would we recognize it? What should it look like?













Hacktivism

® disrupting networks, misusing systems
® support ideology, political goal, etc.

® political activism adapted to the internet in
215t century






W

ANONYMOUS

WE ARE ANONYMOUS
WE DO NOT FORGIVE
WE DO NOT FORGET

You have tried to suppress Freedom. You are not forgiven.
We hope you expected us, Tunisia.






This webpage is not available @ chrome

The webpage at https:/fwww.cia.gov/ might be temporarily down or it may have moved permanently to a new web address.

Here are some suggestions:
+ Heload this web page later.

Error 118 (net::ERR_CONNECTION_TIMED QUT): The operation timed out.
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Brief history

® roots towards the end of Cold War

® hacktivism started from hackers
- not from political activism

® going all the way back to the counterculture
® universities, corporations






Present?

® rise since 2008
® major force since 2010
® covers all strains of politics and ideologies

® Anonymous iconic
- reality is much muddier






TEAMPOISON

TriCk aka Saywhat?




Anonymous

who are they?

where they came from?
why?

what do they want?
why the mask?



ap
Q® 4d1an

What is 4chan? X

4chan is a simple image-based bulletin board where anyone can post comments and share images. There are boards dedicatedto a
variety of lopics, from Japanese animalion and culture tovideocgames, music, and pholography, Users do not need to register an
account before participating in the community. Feel free 1o click on 2 board that interests you and jump right in!

Be sure to familiarize yourself with the rules before posting, and read the FAD if you wish to learn migre,

Boards

Japanese Culture
Anime & Manga
AnimeiCute
AnimefVallpapers
Mecha

Cosplay & EGL
Cutefdale

Flash
Transpomation
Otaku Culture
Pakémon

Interests

Video Games
Comics & Cartoons
Technology
Television & Film
Weapons

Auto

Animals & Mature
Traditional Games
Sports

Science & Math
Intermational

Creative

Oekaki

Fapercraft & Origami
Fhotography

Food & Cooking
Artwork/Critique
WallpapersiGeneral
Music

Fashion

Tays

30CG

Adult (%=1

Sexy Beautiful Women
Hentai

Ecchi

i
Hentaialiernative
a0l

Tarrents
Rapidshares
High Resolution
Animated GIF

filter ¥

Other

Travel
Health & Fitness
Faranormal
Literature
Advice

Maws

Misc, (15
Random
Request
ROBOTI000







https://youtu.be/
ZHIOWI32XKY?t
=1384







The internet is here.




¥

WE ARE
ANONYMOUS
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Scientology Tom Cruise video
https://www.youtube.com/watch?v=UFBZ_ uAbxS0

Chanology declaration
http://www.youtube.com/watch?v=JCbKv9yiLiQ

We are Legion
http://www.youtube.com/watch?v=gn9-800bGA8



http://www.youtube.com/watch?v=gn9-80ObGA8
http://www.youtube.com/watch?v=gn9-80ObGA8
http://www.youtube.com/watch?v=gn9-80ObGA8







This domain has been seized by Anonymous under section #14 of the rules of the Internet.
Greetings HBGarv (a computer "security" company),

Your recent claims of "infiltrating”" Anonvmous amuse us, and so do vour attempts at using Anonvinous as a means to garner

press attention for vourself. How's this for attention?



HB’Gary E aaronbarr

Today we taught everyone a lesson.
When we actually decide to bite back
against those who try to bring us
down, we bite back hard. #gameover

http://vocaroo.com/?media=vYTn2sXJaoPZVTHGq Aaron's new
resumé amirite #hurrhurr

Spot the edit: hitp://www.linkedin.com/in/tedvera you Ted
Vera, you're not getting away either! Nom nom nom, who's next?
Penny? #hbgary

Here's my address:

Here's my social security number:
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There’s more

Sony

Arab spring

AntiSec

Vigilantism

- against ultra-right, children porn

Stratfor
MegaUpload, ACTA

arrests
Syria, DPRK, Ukraine



Proudly presents...

Antl-sec. We're a movement dedicated to the eradication of full-disclosure. We wanted to give
everyone an image of what we're all about.

Full-disclosure is the disclosure of exploits publicly — anywhere. The security industry uses full-
disclosure to profit and develop scare-tactics to convince people into buying their firewalls, anti-virus
software, and auditing services.

Meanwhile, script kiddies copy and paste these exploits and compile them, ready to strike any and all
vulnerable servers they can get a hold of. If whitehats were truly about security this stuff would not be
published, not even exploits with silly edits to make them slightly unusable.

As an added bonus, if publication wasn't enough, these exploits are mirrored and distributed widely
across the Internet with a nice little advertisement embedded in them for the crew or website which
first exposed the vulnerability to the public.

It's about money. While the world is difficult to change, and money will certainly continue to be very
impaortant in the eyes of many, our battle is that of the removal of full-disclosure for the purpose of
making it harder for the security industry to exploit its consequences.

It is our goal that, through mayhem and the destruction of all exploitive and detrimental communities,
companies, and individuals, full-disclosure will be abandoned and the security industry will be forced
to reform.

How do we plan to achieve this? Through the full and unrelenting, unmerciful elimination of all
supporters of full-disclosure and the security industry in its present form. If you own a security blog, an
exploit publication website or you distribute any exploits... “you are a target and you will be rm'd. Only
a matter of time.”

This isn't like before. This time everyone and everything is getting owned.

Signed: The Anti-sec Movement

No images wera harmed in the making of this... image.
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Site is currently undergoing maintenance

. Please check back soon . |










WANTED

KIM JONGUN

: Threatening world peace
with ICBMs and Nuclear weapons
Wasting money while his people starve to death
Concentration Camps and the worst human rights
violation in the world

The United Nations officially sanctioned North Korea

through the ICC due to its severe violation of human
= rights including concentration camps and torture

$1 million



Anonymous - #opSyria

More than 100,000 people have been killed in the conflict in Syria
Anonymous has been actively involved and contributed towards the uprisings in
Egypt, Lebanon and Tunisia.

For far too long, we have witnessed the barbaric, unjust and brutal treatment of the Syrian
people. Time and time again we have observed these war crimes. From the chemical weapons
and scud missile attacks employed by Bashar al-Assad, to the growing number of questionable
and violent actions taken by some of the opposing groups, it is clear that whoever the citizens
may rally behind, their safety and security is ultimately transient and not guaranteed . The ac-
cumulation of war crimes has irritated our nest and the time has now come for us to take
action.

Dictator Assad and elements within the Syrian Opposition, you now have the undivided atten-
tion of Anonymous. You are failing your country, you are failing your people, your country
faces following the examples of your Egyptian, Lebanese and Tunisian counterparts. Our re-
quest is a simple one; cease fire immediately and stop the violence towards the innocent or you
will feel our wrath.

To the people of Syria, know that Anonymous stands with you in this war against terror.

We vow to do everything we can te hinder war crimes played against you. We will raise aware-
ness in every manner we can. We will assist you in putting an end to this carnage. We have put
together the Anonymous Syria Care Package which contains instructions in Arabic and En-
glish that will aid you in areas of conflict. We encourage you to download this information,
keep it on your person and share it with your fellow Syrians to the best of your ability.

We are with you in this war. No matter how alone and abandoned you feel, no matter how many
atrocities you face - know that there are many of us working around the clock, concerned and
attemtping everything we can to catalyse change. We are oceans far from you, but closer than
the jugular vein. We, together, can conquer adversity.

We are Anonymous,
Weare Legion.
‘We do not Forgive.
We do not Forget.

Dictator Assad, oppressors of the Syrian peaple,
EXPECT Us!



The spectrum of hacktivism

* can be for anything
« nationalistic
anarchistic
religious
vigilantism
ecological

« dominant form is a vague leftwing anarchism
(Anonymous)



How dangerous is it?

« compared to other threats, hacktivism is not

especially dangerous
« attacks are usually short
« and more importantly — public!

* hacktivism can also act as ,immunization®



Structure and organization

not hierarchical
« ,adhocracy”

* loose network structure
« often even individual or separate groups in
conflict with one another (see th3j35t3r)



ﬁ th3j35t3r

www.wikileaks.org - TANGO DOWN -
for attempting to endanger the lives of
our troops, 'other assets’ & foreign
relations #wikileaks #fail

A Novw 28th via web &ntworten Retw eat

www wikileaks.org - TANGO DOWN - for attempting to endanger the
lives of our troops, 'other assets' & foreign relations #wikileaks #fall
#|s

If | was a wikileaks 'source’ right now I'd be getting a little twitchy, if
they cant protect their own site, how can they protect a src?



Targets

« concept of ,,ops”

» target selection is based on reactions and

opportunities
» therefore at least partially predictable



#anonops 177 [+] [+CFJNPSTFnrt 5:5 68 5:5] Main network channel. Please use English in here. International channels are available, please use /list | Current
ttddos 1 [+] [+CSTFnrt 5:5] = Topic for #ddos is: Target #1 : www.moj.gou.sa || Reason: http://pastebin.com/C73H3F3L :: Useful channels: #0perationGreenR
#topnewblood 84 [+] [+CJSnrt 68] This Channel is For IRC/Anonymity help/Hoob orientation OHLY?! :-: Hetwork: irc_anonops.com -:- Hoobs: use command
[+C GUIDES AND LINKS: https://sy.anonops.comfindex.html || INTRO: http://imgur.com/gallery/khRcl || CURRENT INFO: http: imgur.com/RIjg.JbB. jpg
ttopnsa 69 [+] [+CFfnrt 5:5 5:5] Operation NSA Info: http://pastebin.comfjrkzfebh | Website: https://nsa.anonops.com/ | Uideos: http://tinyurl.com/ptxm3ayx
ttantisec ] [+Cnrt] LulzSec Sentences: Things Said In Court [SUMMARY] http://pastebin.com/um@CHm4i
tibefacement 1] [+Cnrt] PAD: https://pad.riseup.net/p/defacement | Do NHOT wait for orders? Take initiativet | #0pNSA - HDDOS - #anonops - #Setup - #tutorials - #oph
ttanonynous 52 [+] [+Cfnrt 5:5] ohai thar. Welcome to #anonymous. Idling bravely since 2818. Heed directions? http://search.mibbit.comn/channels/anonops/1 | Tro
#0perationGreenRights 52 [+Cnrt] March figainst Honsante Protest OCT 12th - http://www.march-against-monsanto.com/ :: PRESS & IMFO: http://ipir.at/108g65 :: MAIM TARGETS —Hon$
#neus 49 [+CPmnrt] Welcome to the AnonOps news channel. Current autofeeds: Huffington Post, CHH, The Register, SlashDot, HYTimes, Fox Hews, RT.com, THt
ftopisrael 48 [+Cnrt] Twitter: B0p_Israel Video: http:z/7/bit._1ySfZupsmHi¥vlL Info: hittp:z//7bit._.1lys0pIsrael POLL: http://goo.gl/KIFwh Comma
#hackers 43 [+] [+CFfnrt 3:5 6:5] no carding talk, no facebook talk?
#iradioanonops 4B [+Cnrit] Welcome to Radio AnonOps || http://radio.anonops.com || Wanna DJ? Go to #tutorials ttutor RadioAnonOps-WannaDJ || we need to raise some fund
#ifreeanons 37 [+Cnrt] W .FREEANONS .ORG - Spain “Anonymous 3" Update http://bit.lyf1cLDNsZ | Hammond Sentencing (Tenative) Hovember 15, 2613. Multi-location Rally
#iberoamerica 38 [+] [+CJnrt 68]
#opiran 29 [+CHScnrt] Operation Iran || Twitter @OpIran || newcomers please read our FADKGUIDE http://goo.glfamuoF || TARGETS & INFO https://piratenpad.de/t5g5rRL
ttoplastresort 28 [+Cnrt] Lights out, game on: Anonymous's Superbowl commercial - d@x via the FED http://acjic.alabama.gov/documents/oops-we-did-it-again.html | http:
f#topbigbrother 26 [+] [+CJScnrt 15] [EH]RIDP13 RELOADED JUHE 1st http://interprivacy.wordpress.con DDOS is useless - find another way teo act
#iTutorials 26 [+Cnrt] Welcome to #Tutorials. || Use ttutor for tutorials || First consult Google , then use trial and error, then as a last resort ask us
#setup 23 [+Cnrt] - General software help OHLY? ND TARGET DISCUSSING DO HOT DDoS THROUGH TOR {pyloris/torhammer exempt) DO MNOT USE LOICY Tor Seruve
tthumanrights 21 [+Cnrt] Welcolme to #humanrights | | Facebook: http://goo.gl/y6hE8 | Twitter : http://bit.1ly/12p231q2 | Blog : http://bit.ly/13pke3K | Every day at
#lulzsec 21 [+Cnrt] THE LULZBOAT | LulzSec members sentences - Stuff said in court: http://pastebin.con/un?CHm4i
#lulzsecReborn 28 [+Cnt] Support 2lulzsecreborn | http://www_h-online_con/security/news/fiten/Hew—hackers—old-name-LulzSec—Reborn-hacks-servers— 148588
ftoperationpayback 19 [+Cnrt] Historic Channel 0:P. Mever ever forget the start?! | Payback is a bitch | See #AnonOps channel for much talk
#wikileaks 19 [+Cnrt] Assange granted asylum by Ecuador. Britain mulls responses including how to arrest assange inside the embassy. Julian Assange addresses UN a
#lounge 18 [+CRnrtz] But I didn't get to shake my belly like a bowl full of jellyt || |1 AAAAAAHHHHHY WHERE? || jellyfish
#opnultinational 18 [+Cnrit] target: www.parmalat.com (vulnerable to killapache) | http://pastebin.com/Qrs2bF5j | Video [EN]J[FR][ESP][ITA]: http://pastebin.com/TbiuQFRb
#opturkey 18 [+Cnrit] #0ccupybezi : https://7pad.riseup_net/sp/thHHABHRFGs2 | http:/foccupygezimap.com Revolution Seng: hitp:/fyoutu._be/Aigh-—vkDBN
#help 17 [+C5nrt] AHOHOPS HETWORK HELP OHLY. | We will HOT help you with your client, hacking., tools. browser, proxy, vpn. drama., ops or channel bans. etc
#italy 17 [+Cenrt] Blog: http://anon-news_blogspot.ity/ Fb: https://wuu._facebook._com/#/operation._payback.ita Tw: @0perationltaly | You cannot arrest an idea | F
tireporter 17 [+CTecnrt] Interviews with Anons :: Anonymous Contact: anonymousunitedpress@gmail.com :: Hote: &=MNetwork Staff | +=Reporter | Everything else = Anon ::
#mexico 16 [+Cnrt] Bienvenido a #fiMexico, :B, Welcome to #iMexico's channel :) We are International?, Stay Safe! Read this shit: http://goo.gl/1ZAMh || Ayuda par
#opjapan 15 [+Cnt] [ #opJapan ] ™ Target list: http://pastebin.com/r¥Ykg54ik |..| Twitter: Rop_.apan |..| Hail: Operation_Japan@hush.com [ #opJapan-jp (.Japanese
f#tBun3d 14 [+Cnrt] new target: sites gov.br http://pastebin.com/YHfEdddg http://budveles.by/plugins/ {-- http://fwww.cbtri.org.br/resultado/Arquivossa.html h
#bots 14 [+CHnrt] IRC Bot Channel || Read the rules before bringing your own bot on this netwerk? || % = user bot owners + = user bots || Anonops Bot
#opblackout 1% [+Cnrt] Welcome to OpBlackOut where we encrypt || We've stoped SOPA. And now we fight CISPA|| Get involved be activet encourage your friends to take
ftopJapan-jp 14 [+Cnrt] [OpJapan{B£E ) ~&52%] BEXERE£AOL—E #Japan ~ | ACSOALFr v~ H#opJapan-ACS (EnickEH) | ZELoA-Fre b #adult-jp | OFLEEL<EVTT.
fistopcispa 14 [+Cnrt] CISPA is DEAD (For How) :=: TPP is back. Take Action: /join EStopTPP :: If they voted for CISPA, Vote Them Out: http://_usa
ttanonchile 13 [+Cnrt] | SEGUIMOS DE PIE* SEGUIMDS EH LA LUCHA* FIRMES COMO SIEWPREY EN PIE DE GUERRA* | #HoTPH
#0pmexico 13 [+Cnrt] H#opmexico fiqui el pueblo manda y el gobierno obedece *n #0plberoReboorn para este sabado 14789713 http://blog.anonmex
#opusa 13 [+Cnt]
f#toperationfreedom 12 [+Cnri] tell me what you wanna do :> /ms send Hapstdr <TEXT> || everybody want your freedom... \|/ atm you haz to help in > #FreefAssange HOpSyria
#0pHewBlood-es 12 [+Ccnri]
ftoptrapwire 12 [+Cnrt] Press: http://pastebin.com/fkzhxLf? | AntiShock Analysis: http://bit.1y/HYOAqB | ACTION ALERT 1: http://bit.1y/TzabDWj | ACTION ALERT 2: http
ttdev 11 [+Cnrt] General Development Channel
#hutch 1 [+CSTnrt] E B H B || Dutch || Het Mederlandstalige AnonOps Kanaal || https://uww.bof.nlfons-werksniets-—te-verbergens || http:/su
ttidlerpg 11 [+Cmnrt] AnonOps IdleRPG :: Register: /msg IdleRPG REGISTER Char Mame Password Class :: Help: /msq IdleRPG help :: Login: /msg Id1eRPG LOGIN Username
#topIsraelReborn 11 [+Cnrt] This is Operation Israel Reborn - #HopIsraelReborn { Original Channel: #opIsrael ) - frticle: https://tinyurl.com/pglpgéy - Original Uideo: h
ttopprism 11 [+] [+CFJfnt 5:5 68 5:5] #OpPRISH | Press Release: http://pastebin.com/B4742LES | Twitter Q@Operation_PRISHM | FB: https://fb.me/0pPRISH | Read th
#linux 18 [+Cnrt] Welcome on #Linux - Channel in English | | | Privacy-oriented
ftmanning 18 [+Cnrt] Channel Topic: Discuss Bradley Hanning Sentencing /77 http://rt.com/usa/manning-trial-verdict-judge-751/// - www_bradleyma
#francophone 9 [+CKTnrt] Salon #francophone , Op en cours : /list #opx , H@Bbs: /join #opnewblood.fr
ftiopaustralia 9 [+Cnrt] http://wwu.zdnet.com/au/australian-opposition-vows-to-implement-internet-filter-by-default-708080208276/ <<{ umm no! bye bye rudd the Dud? hel
ftopJapan-ACS 9 [+Cnrt] Welcome to Anonymous Cleaning Service | Fe®Wiki(4#E) : http://wiki.anonymous-jp.com | SEEEES 1 http://bit.1ly/HlL2ua | twitter : B0per:
#PanicBHC 9 [+Cnrt] PanicBHC - https://FanicBHC.net - Status: http://s.pbnc.in - Request: trequest - Problems: treport - Password Reset: freset - Command:
#Programmers Q [+Cnrt] Welcome to Hprogrammers - creation is revolutionary - we are the collectives development team | Interesting channels -» #hackers #hackerlibr



Tools and Methods

e DDo0S

* botnets or LOIC and its derivatives (deniable?)
« defacement
» dox

« communication and propaganda
« twitter, youtube, facebook, blogs, IRC



@) hitps://www.cia.gov

This web page is not available

The connection to www.cia.gov was interrupted.

Here are some suggestions:
+ HReload this web page later.
# Check your Internet connection. Reboot any routers, modems or other network devices

+ Add Google Chrome as a permitted programme in your firewall or antivirus software’s se
programme, try deleting it from the list of permitted programmes and adding it again.

+ [fyou use a proxy server, check your proxy settings or contact your network administrz
server is working. If you don't believe you should be using a proxy server, adjust your pr
menu > Options > Under the Bonnet > Change proxy settings... > LAN Settings =
server for yvour LAN" checkbax.

Error 101 {net::ERR_COMNNECTIOMN_RESET): The connection was reset.
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| supportviber.com

Dear All Viber Lisers,
The Israell-based "Viber" Is spying and racking you
We weren't able to hack all Viber systems, but most of it is designed for spying and tracking
Screenshot of a hacked system:
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I'm gay and Proud.

@ Irag
& Gaymaletube com
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71 108 8 Edit profile
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W Hello World. It's time | share with you a
little secret...I'm Gay and Proud!!
#GayPride #OrlandoWiIlINotBeForgotten
" #GhostOfNoNation
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Jacked by a Yeti

@sfesadmnegat
¢ Gay Club, Kuwait

[#] Joined May 2016

83 Photos and videos

New to Twitter?

Sign up no
personal

86 417 294

TWEETS FOLLOWING FOLLOWERS

2~ Follow

Tweets Tweets & replies Media

. Pinned Tweet
Jacked by a Yeti (sfesadmnegal - 8m

The kuffr think they can make us nervous
with all these boob followers. | really don't
give a shit. And neither does my boyfriend.

B Jacked by a Yeti Retweeted
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The Kufr of Omar Suleiman (The wrongdoers are ...
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Future?

* depends on three main pillars
* people
» who perform the attacks

* tools
» to perform the attacks with

* (Ccauses
 what are the attacks for

* new cybermilitias and patriotic hackers?






T Ll A =
T e EIET  WHEL .

U..lﬂuﬂuﬂun.

=1 =g o F—E et —=T-

LHT

- F

1La.1-

Upﬁ_%ﬁhﬁupﬂﬂwﬂ = A=k

B T

- 2= PO e L

- — —

ﬂﬁﬂﬂﬂ1

J.
=
=4

g el =1




RKOVLEAKS

Lk

PART







