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INTERNATIONAL RELATIONS
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Threat, Conflict, and Ethics in an Emergent Domain

......................................................................................................

BRANDON VALERIANO AND RYAN C. MANESS

ADVANCEMENTS in technology and the rise of networked machines have perhaps led to
the most dramatic changes in social interaction and progress for society over multiple
generations. These advances have had important implications for security, given that
digital connectivity can be seen both as an opportunity to alter the distribution of power
and achieve coercive intent and as a factor contributing to vulnerabilities in states and
organizations.

The importance of cyber security as an emerging issue in International Relations (IR)
cannot be overstated; what can be overstated is the novelty of the domain. There is a
long history of speculation on the role of digital technology in security studies. To some
extent originating with Arquilla and Ronfeldt’s (1993) concept of netwar and cyber war,
there has been an extensive history of theoretical and ethical examinations regarding
cyber security concerns. The problem with these past examinations is that they often
rely on old frameworks to examine new methods of interaction. Scholarly viewpoints
on the cyber security debate tend to dominated by the popular media’s concern with the
possibility of global catastrophe brought on by our reliance on technology. The focus has
been on the consequences of the technology (Domingo 2015) without first understand-
ing the domain, its coercive potential, and usage by actors.

Technological improvement is continuous and ubiquitous. It impacts our lives
because each new advance alters how we communicate and analyse information; it
changes how we interact with the world. Change can lead to dependence, and therefore
cyber conflict and cyber war have become dominating issues of concern in the realm of
international relations. From the telegraph to the telephone, we become dependent on
each technological advance, and this dependency creates a perception of vulnerability.
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Dependence on technology tends to drive the discourse of fear, given the complex
nature of technologies. Given the connection between technology, politics, and the mili-
tary in the domain, technological development remains ripe for theoretical, empirical,
and critical examination.

In this chapter, we will evaluate the scope of IR research on cyber security topics with
a focus on frames of threat, conflict, power, and ethics. There has been progress in the
field, but much remains to be done, given the domain’s general lack of theoretical coher-
ence, dependence on frames developed for war frameworks, and general resistance to
comparative evaluation.

THE GATES ARE DOWN?

The central contention of many scholars in the cyber security field is that the gates are
down. In an era of digital connectivity, the state is incapable of maintaining its mon-
opoly on security. This is true: anything networked can be hacked and is vulnerable to
infiltration. Yet this is no different any other form of interaction in international politics.
Any leader can be killed, any organization seeking to ensure security for the vulner-
able can be brought down through internal weakness, dissension, or inaction. Instead
of marvelling at the novelty of the cyber domain, the focus of scholarship needs to be on
what we know about the domain, how force can be leveraged in the arena, and how to
foster the ethical and considered use of power.

Comparative case studies are rare, given the tendency to focus on events that might be
outliers, such as the Stuxnet worm (2010), the Sony Hack (2014), and Russia’s denial of
service bombardment of Estonia (2007). While the atypical events in cyberspace might
enlighten our understanding, explaining the everyday and typical in cyber interactions
is often overlooked.

The other dominant frame is that of a revolution in military affairs in which techno-
logical advances have a dramatic impact on the character and contrast of combat oper-
ations. In the cyber context, this is the undertone of Kello’s (2013) work that suggests
that the future of cyber war will forever change the way states interact with each other.
Lindsay (2013) and Gartzke (2013) counter this by noting that there are many constraints
on international actors to fully employ their advanced cyber weaponry. Technological
revolutions are never what they seem, and require appropriate integration with existing
technologies to make an impact.

The controversy extends the idea that technology will add to the power and capacity
of small states. There are small states such as Estonia and North Korea where this may
be the case, but as a collective this claim may be dubious. Estonia wields disproportion-
ate cyber power because of its experience with being attacked in 2007, and is thus now a
major center for cyber defence for the NATO alliance. Lindsay (2013) and Valeriano and
Maness (2015: 27) maintain that it is the great powers that will gain the greatest benefit
from cyber technologies. Cyber weapons are not simple and cheap weapons to leverage
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(Valeriano and Maness 2015: 35); they are complicated, expensive, and difficult to utilize
for offensive and defense intent.

Many suggested that precision weaponry advanced a revolution and provided an off-
set and advantage during the Gulf War (1991); but studies since have called into the ques-
tion the efficacy of precision weaponry, primarily in the context of aerial bombing (Pape
2004; Williams 2010). This suggests that rhetorical arguments on the question must give
way to fact-based examinations. There is a great need in the cyber security field to rec-
ognize that broad claims without evidence are inadequate, and that the development of
theory must be based on more than vague prescriptions for the future.

DEFINITIONAL ISSUES

Unfortunately, much time and effort has been spent in the cyber security field exploring
the definitions and terms used in the field. “Cyber security” refers to the threat oppor-
tunities from digital and computational technologies. Like all frames of security, the
idea of perfect protection is a myth; but this is especially relevant for computational-
based systems, which will always have weaknesses. The only way to avoid network-
based threats is to avoid the drive to network all electronic devices. The more complex
question of protection for whom is also often avoided. Most discussions implicitly sug-
gest that the one to be protected is the state, with a focus on critical infrastructure and
national industry, but what of the individual or corporation?
Nye’s (2011) definition of cyberspace is useful for political analysis:

the cyber domain includes the Internet of all networked computers but also
intranets, cellular technologies, fiber-optic cables, and space-based communica-
tions. Cyberspace has a physical infrastructure layer that follows the economic
laws of rival resources and political laws of sovereign justification and control. (Nye
2011: 19)

This layering of cyberspace is critical in the political discourse because it is impossible
to leave the state out of the analysis. States still control a monopoly on technology and
access through such programmes as the Wassenaar Agreement (limiting access to dual
use technologies). Institutions also play a role, with the International Corporation for
Assignment Names and Numbers (ICANN) governing domains on the internet and
the United Nations convening several Group of Government Expert’s (GGE) reports on
cyber security.

The term “cyber power” highlights the continued political importance of computa-
tional technologies. Politics is about the distribution of influence, and cyber power is
yet another strain of attempts to control leverage, access, and force in international and
domestic settings. Valeriano and Maness (2015: 28) define cyber power as the ability to
apply typical forms of control and domination in cyberspace. Resources dictate that
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states continue to have the upper hand in terms of leveraging cyber power (Nye 2010).
States still maintain a monopoly on digital violence, and efforts by non-state actors to
leverage cyber power often fail.

To date, Stuxnet is the most sophisticated cyber incident ever launched. To slow or
deter Iran from developing nuclear weapons, in 2010 a joint US-Israeli effort launched
this sophisticated worm in the Iranian Natanz plant, which resulted in the permanent
damage of thousands of centrifuges that were enriching uranium. While many take the
case of Stuxnet to symbolize the greater vulnerability and power associated with cyber
technologies, Lindsay (2013) makes the key point that cyber power is often leveraged
by major states to enhance capabilities. This is typical of such states as Russia, China,
and the United States, the perceived cyber heavyweights. While other actors like ISIS or
Anonymous have been said to leverage cyber capabilities, their ability to demonstrate
power has been limited.

The term “cyber war,” as used in the discourse, is complicated and loaded. Some, like
Lewis (2010), Rid (2013), and Gartzke (2013), argue that cyber war with death associ-
ated is unlikely to occur, mainly due to the strategic calculations involved. Valeriano and
Maness (2014) observe empirically that cyber war with death as a focus has not occurred
and seems unlikely given the general resistance to escalation dynamics (Maness and
Valeriano 2016) in cyberspace. If one is going to use the term “cyber war,” it should be
used correctly, as Rid (2013) points out. “War” as a term implies the use of violence and
death to achieve political ends (Clausewitz 2007). War without violence and death is
not a war.

We prefer to use the term “cyber conflict” to describe the shape of cyber malice as
used in international relations interactions. Cyber conflict is “the use of computational
technologies for malevolent and destructive purposes to impact, change, or modify dip-
lomatic or military interactions” (Valeriano and Maness 2015: 21). This definition covers
any interactions between entities, including lower levels of malevolence such as disrup-
tion and espionage campaigns typical in cyber interactions, all the way to outright cyber
warfare—if it were ever to happen.

NATURE OF THE CYBER THREAT

Much of the recent trend in cyber security scholarship seeks to evaluate the nature of the
cyber threat. As Guitton (2013) notes, accepting the threat framework can have a disas-
trous effect on policy development. Given that threats seem exaggerated, constructivist
frameworks seem to be critical in examining perceptions of cyber threats (Nissenbaum
2005; Hansen and Nissenbaum 2009). The nature of cyber threats and the narratives
associated with them are largely socially constructed, and may lead to the securitization
of the internet in otherwise free societies.

The work of Dunn Cavelty (2008; 2015) and Lawson (2013) is important in that it
reminds us the nature of the cyber threat is often overwhelmed by the extremes in the
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debate; nuances are more critical than the hyped perspectives typical in the discourse.
Concentrated government and private action is needed to contain potential damage, but
overestimating the threat will have a similar effect as overestimating the terrorism threat.

Poll data continues to demonstrate that the perception of cyber threat and vulner-
ability remain at the forefront of public and elite opinion. In an address to Congress
in February 2015, US National Intelligence Director James Clapper declared that cyber
attacks are a larger national security threat than Sunni extremists, the nuclear ambi-
tions of Iran and North Korea, and Russian and Chinese operatives trying to penetrate
national security community in the United States.

Yet the data collected by Valeriano and Maness (2014) demonstrates a different
perspective, observing a low rate of conflict for rival states. Only 20 of the 120 active
rival dyads engage in cyber conflict; furthermore, although the number of cyber inci-
dents have been on the rise since 2001, the impact and severity of the incidents have
remained constant and at a relatively low level. Nearly three-quarters of these incidents
are not coercive in nature, being espionage or deception in type (Jensen, Maness, and
Valeriano 2016).

Axelrod and Iliev (2014) show through game theory and data analysis how one can
predict the optimal timing of using cyber resources against adversaries. Certain condi-
tions give states both opportunity and motive to exploit a vulnerability of a target state’s
computer system (Axelrod and Iliev 2014: 1298). Using case studies of several high-
profile cyber incidents, the study demonstrates that states will wait until the conditions
are optimal—but also until stakes are highest—to utilize a cyber resource.

These investigations are important, but they also suggest that context matters. This
perspective is that what Lange (2013) calls the environmentalist approach to cyber
security, which seeks quantification and analysis in context. The cyber security environ-
ment is rich, and deserves scholarship that does not seek to promote an agenda.

The overwhelming majority of cyber conflicts occur between long-standing rivals
seeking to harm each other, and exist in the context of regional disputes (Valeriano and
Maness 2015). Exploitations between states such as China and Canada are rare, but they
do happen. The lesson should be that examinations of the cyber threat and security land-
scape are hollow without a deep consideration of and accounting for the international
processes. One cannot hope to understand the dynamics of the Sony Hack by North
Korea without understanding the long history of rivalry and cultural conflict between
the United States and North Korea.

THE NATURE OF CYBER CONFLICT

The idea that new technologies or ideas can be transformative is both provocative and
misleading. Major advances in technology are rarely completely sufficient to bring
about doctrinal change, nor are they the tipping point in altering the calculation of mili-
tary effectiveness. This promise of the future often colours debates and research.
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Nowhere is this made clearer than in Kello’s (2013) piece, which asserts that current
IR theories are unable to contribute in any useful way to the study of cyber conflict, and
that the cyber threat remains unprecedented because it will expand the range of harm
in international interactions. New theories and new ways of thinking are required, and
Kello (2013: 8) asserts that the social science field is ill-equipped to offer anything of
value now.

The concept of cyber blockades comes from Russell (2014), who likens certain meth-
ods of cyber conflict, primarily distributed denial of service (DDoS), to naval block-
ades, where the victim state can be economically strangled by its attacker. For example,
the 2007 series of defacement and DDoS incidents launched on Estonia from Russia
interrupted the daily economic life for many ordinary citizens. This attack was launched
because the Estonian government removed a Soviet-era grave-marker; many Russians
saw this as an insult, and Russia retaliated with what has been dubbed the first “cyber
war.” Yet this “cyber blockade” was chosen by the defender to protect systems. The
Estonians did not capitulate to Russian demands, and the attack was a brief interlude in
relations.

Gartzke’s (2013) article about cyber threats and the balance between offence and
defense is important in this context. The distinction between what is possible versus
what is probable is often missed. Given rational calculations, there is little chance that a
state will launch a massive cyber operation even against an enemy due to the limitations
of the weapon and the consequences for action.

This where theory and IR scholarship can have an impact on cyber security research;
use of the rational choice and bargaining framework (Gartzke 2013) can temper many of
the more bombastic cyber predictions. Likewise, Choucri’s (2012) work on international
cyber politics utilizes lateral pressure theory to predict how different states with differ-
ent social, political,and economic traits will behave in the digital realm, suggesting that
cyber action is much more complex than the simple ability to launch an attack.

Deterrence and Restraint in Cyberspace

Instead of suggesting that a revolution in military affairs has occurred, Maness and
Valeriano (2015) argue that the domain is dominated by restraint rather than by methods
of exploitation and escalation. New technologies require new tactics to be developed,
but also require support from older methods to achieve victory or exploit weaknesses.
A state can steal petabytes of data, yet without the ability to analyse such data this exploit
is near-useless (Lindsay 2015: 24). Given the limited nature of training and coordination
in major Western states, it is with little surprise to find that cyber tactics have been rarely
used and are ineffective beyond disruption and information seeking efforts (Jensen
etal. 2016).

Just what is restraint? Restraint means much more than deterrence. Deterrence has
certain limitations that have been shown to be problematic in cyberspace (Libicki 2009).
The problems of information, credibility, and variance of the level of cyber actions make
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it impossible to articulate a system of responses as assured and rigid as deterrence sys-
tems built during the Cold War. The connection between cyber security contexts and
physical capabilities are said to make deterrence much easier than previously thought
(Goodman 2010); yet this frame assumes that conventional deterrence is possible, when
many examinations in the past have raised important problems with the theory (George
and Smoke 1974; Vasquez 1991).

Restraint is a process of self-containment and straitjacketing that limits the option of
response because of consequences of action, not costs as elucidated in deterrence. The
flexibility and curve in costs makes defence possible, and the idea that offence is easy
when compared to defence depends on the unit under examination.

The US government has “made clear that we respond to cyber attacks in the time,
manner and place of our choosing” This is the language of restraint, not deterrence.
Deterrence means assured response such that the attacker figures the costs of an attack
are too high. In cyber security, there will likely be a response, but it is no means assured,
timely, nor in the domain of the operation in the first place. It is nebulous, flexible, and
considered given the implications of civilian harm in cyberspace.

That cyber-capable states like the United States and Russia have refrained from engag-
ing in offensive cyber operations in major conflicts such as in Ukraine, Libya, Syria, Iraq,
and Afghanistan is telling (Maness and Valeriano 2015; Geers 2015). Too much focus has
been directed to cyber power, as opposed to the more typical option of choosing not to
act because of humanitarian issues, legal concerns, the nature of the weapon, and the
possibility that it might not be effective in achieving coercive intent.

THE NATURE OF CYBER
POWER AND FORCE

A great amount of scholarship in cyber security is focused on what might be considered
realist theories or their variants, with the concern for power and balance dominating.
The question of deterrence is ubiquitous in the domain. The focus generally is on mass
destruction and events generally associated with total war—a problematic frame given
the general lack of outright violence on the cyber domain (Rid 2011). Although the pos-
sibility of death and destruction through cyber events exist, new and novel perspectives
are needed to evaluate lower-intensity forms of conflict.

Evaluating the nature of cyber power is a key concern, but this is a tricky propos-
ition, since defensive vulnerability is highly correlated with advanced industrialized
societies. States like North Korea and China rank high on defensive capabilities given
the closed-off nature of their connections. While the United States is the most power-
ful cyber state for offensive capabilities, it is also paradoxically the weakest state on the
defensive side (Valeriano and Maness 2015: 25). Clarke and Knake (2010: 148) were the
first to try to systematically rank cyber power, with North Korea scoring high and the
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United States scoring low. Russia, China, and Iran are ranked between these extremes
in terms of cyber strength. Valeriano and Maness (2015: 25) standardize and extend this
effort with modifications that consider how different sectors are protected, how much
states engage with others in cyber conflict, and the ratio of connectively to successful
breaches.

This leads us to considerations of the balance of cyber power. Because estimating the
nature of cyber power is difficult given the general secrecy in the domain, it is difficult to
measure the balance of power, and therefore is near-impossible to judge whether there
is a stable balance of power. The idea that offence dominates in cyberspace is explicit or
implicit in many cyber security research articles. Offence is said to be easy and defence
difficult, since exploits are easy to buy on the black market, and when they are con-
nected, avenues of attack manifest. In addition, basic cyber hygiene is almost nonexist-
ent in major industrial targets.

This still does not mean that offence dominates, and we prefer to leave this question
to empirical evaluation. Some states seemed to have mastered defence. Israel is attacked
and probed millions of times a day and repels all basic attacks. The United States is like-
wise probed exhaustively. The violations that do occur tend to come through third-party
vendors or contractors.

Lindsay and Gartzke (2015) argue instead that deception may have the advantage in
cyberspace. With tactics such as honeypots and traps possible, attackers can be easily
tricked. On the other hand, the issue of data integrity is a key future concern, given the
possibly that data can be deleted or altered. This idea shifts our conception of power in
a new direction, beyond the simple balance between offence and defence, and suggests
that these issues are much more complicated in cyber security interactions.

Theorizing about the nature of cyber power is therefore in its infancy. Many assump-
tions are made about the nature of offence and defence, with little connection to the
observed. Nye (2010: 5) notes that because the internet was “designed for ease of use
rather than security, the offense currently has the advantage over the defense” Yet as
cyber conflict continues to proliferate, this may not always be the case.

What does seem probable is the rise of proxy actors in cyberspace. As in the arena of
terrorism, state actors can use proxy actors to conduct operations and achieve strategic
goals (Conrad 2011; Maoz and San-Acka 2012). This is where the attribution and respon-
sibility problem in cyberspace comes to the forefront. Our ability to achieve attribution
has been greatly enhanced in recent years (Rid and Buchanan 2014), but deniability can
be achieved if proxy actors are used to conduct operations.

The nebulous and disjointed nature of cyber control does pose problems and possibil-
ities. Many major states like Brazil and those in the European Union focus on strength
through resilience rather than through offensive capabilities. Violations in cyberspace
will always occur; yet the most common vulnerability in all frames of security is often
the human actor, and this necessitates a return to the individual level of analysis and
considerations of everyday harm in cyberspace. The fear reaction we have built up in
this domain dominates (Gross et al. 2015), but it is not clear if this perception should
stand out, given the remarkable amount of stability in the system.
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Moving beyond frameworks of power, fear, and threat might be opportune at this
moment in scholarship. There is a great need to evaluate the nature of cyber espion-
age (Gartzke 2013; Valeriano and Maness 2015: 4), given that cyber conflict more often
than not involves information warfare and disruption, rather than coercion. This then
connects cyber security scholarship with the discourses on privacy and surveillance—a
needed turn in the field (Rid and Moore 2016).

CYBER INSTITUTIONS AND GOVERNANCE

What tends to be missed quite often in cyber discourse is the perspective of what might
be called liberal theories or institutions. Clear theoretical accounts of the development
of institutions that govern cyber interactions are sparse and the field would greatly bene-
fit from regime theory (Choucri et al. 2013).

A multi-stakeholder model, where state-based actors work with corporations and
individuals to develop functional models of international governance, does exist, with
ICANN being an example (de la Chapelle 2007). Indeed, the interaction between public
and private is the key nexus of cyber security relationship in many industrialized econo-
mies such as the United States and the United Kingdom. Public-private cooperation to
ensure protection of critical infrastructure goes back to the Marsh Commission in 1997.
Yet this relationship is complicated, with the state (the public) having difficultly justi-
fying its role, given concerns about privacy and general misgivings about sharing too
much with government.

True multi-level stakeholder methods of governance and representation are needed,
especially when many instances of cyber repression, where the state takes actions against
individuals, demonstrate the limitations of cooperation between private and public sec-
tors. The promise of the internet as a forum for the development of civil society and
democracy promotion has not been achieved, and this might be due to the residual
power controls implemented by major powers. Indeed, any model of global governance
of the internet must contend with the fact that states are necessary actors in the domain
(Cornish 2015).

There is a possibly that the nature of sovereignty (Wendt and Duvall 2008) may
change with the introduction of new ideas and concepts. Yet the reality is that the rise
of the global internet has not developed into a new global common (Cornish 2015), but
instead has prompted extensions of government responsibility and control (Tikk 2011;
Demchak and Dombrowski 2011).

Maness and Valeriano (2015) begin to articulate what might start to amount to a lib-
eral preference theory (Moravcsik 1997) in cyber interactions in their examination of
the impact of cyber conflict and cooperation at the dyadic level. They find that when a
state tries to utilize DDoS attacks or change the behaviour of the enemy, the level of con-
flict between two states increases. All other attacks, such as intelligence operations or
disruption tactics, have a varied and unsystematic impact on relationships. Some states,
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like China and the United States, seem to cooperate more after an attack; this is probably
because the issues at stake in cyber actions are of such low salience that they do not pro-
voke antagonistic reactions. This would suggest some fundamental ordering of prefer-
ences surrounding cyber actions: only certain actions, such as those that are remarkably
public or seek to force someone to change behaviour, are detrimental to relationships.

THE LEGALIST/MORALIST DEBATE

The call for norms of action in cyber security is strong: just about every major statement
on cyber security by state leadership tends to invoke a call for shared norms of behav-
iour. For example, in September of 2015, when Chinese President Xi Jingping was mak-
ing his state visit to the United States, President Obama remarked, “We’ll work together,
and with other nations, to promote international rules of the road for appropriate con-
ductin cyberspace”

As the major cyber powers, the United States, China, and Russia, are beginning to
formalize agreements on their respective behaviours in cyberspace, empirical analysis
(Valeriano and Maness 2015: ch. 4) suggests that informal modes of restrained behaviour
have already been employed for at least the last fifteen years. The transition that needs to
happen now is to shift these normative outcomes into institutionalized outcomes.

What can be achieved now is the continued encouragement of restrained behaviour
by establishing and encouraging a system of justice and proportionality, to mitigate
escalation between international actors for the foreseeable future. The Just War tradition
may be the optimal existing framework for this new and growing domain, given consid-
erations for harm of innocents (almost assured in the cyber domain, where there is no
separation between the military and public) and proportionality (Cook 2010; Valeriano
and Maness 2015; see Chapter 16). Adding in moral considerations (Fixdal and Smith
1998) is important, given that the possibility for civilian harm is pivotal in cyber security.

Legal frameworks are often problematic (Goldstone 1998; Spinello 2010; Dipert
2010: 395) and permissive (Eberle 2012). While international legal frameworks can
apply to cyberspace (Schmitt 2013), just how different frameworks apply is the subject of
much debate. Many reports and investigators seek either to justify offensive behaviour
or to explore the novelty of the domain. The Tallinn Manual released in 2013 (Schmitt
2013) was a promising attempt to forge agreement, but differences of opinion remain
between state representatives and even between the various authors.

To prevent tragedy (Brown 2007), Valeriano and Maness (2015) propose a system of
justice for the use of cyber technologies where states are incentivized to maintain con-
tinued restraint. A system of cyber justice can be based on the idea of the Just War trad-
ition, where cyber response is managed and proportional, and where civilian harm is
off-limits (O’Driscoll 2008). These practices need continued reinforcement in inter-
national forums such as the UN. The goal is to encourage positive cyber practices as a
matter of policy.

02_oxfordhb-9780198746928-Ch11-20.indd 268 @ 10/13/2017 10:11:54 PM



@UP UNCORRECTED PROOF — FIRSTPROOFS, Fri Oct 13 2017, NEWGEN

IRT AND CYBER SECURITY 269

CONCLUSION

While the field of cyber security is not new, the intellectual maturity of the perspective
is developing. Much of the work to be done in the future requires greater consideration
of methods, empirics, and evidence, as well as critical epistemological approaches that
would challenge the nature of the institutional arrangements concerning cyber ques-
tions. The ethical limitations of cyber actions seem clear, given the potential harm to
both civilians and observers. What is needed is greater care in demonstrating the stra-
tegic limitations and positive possibilities of cyber actions.

There is much the field can learn from the perspectives of IR theory and ethics.
Emerging policy areas need not be filled with reactionary perspectives. Preferring the
“island of theory” approach advocated by Guetzkow (1950), no one scholar can attempt
to tackle the great majority of cyber security questions. Instead, questions need to be
parcelled out and investigated by teams combining skills and abilities. Collaboration
and careful relationship-building is needed to achieve progress in this critical domain.

The cyber domain will be an arena continually in need of reset and monitoring, given
its importance. International institutions can be a path of stability, as would be controls
instituted by hierarchical actors such as the United States, China, Brazil, and the EU.
Our evaluation of legal means of control is less hopeful, given the instability of the legal
domain and the tendency for legal practices to seek to justify potential offensive actions
rather than seeking to limit harms.

Given the need to limit harms and violations, ethical perspectives are critical in the
cyber domain. The Just War perspective gives us some method of guidance proposing
that actions that seek to harm civilians and are not proportional to the violation should
be condemned (see Chapter 17). This is the crux of the cyber security debate; there is no
separation between civilian space and military targets in cyberspace. Pure military tar-
gets are myth: even Stuxnet, an operation directed at a facility in the middle of a desert,
was repurposed by non-originating actors.

Due to the importance of the cyber domain to research, education, business, and
social interactions, actions in the domain bring great risks but also great possibilities.
Anything depended on brings vulnerability, yet vulnerability will not lead to harm in
all cases. It can be the path to mutually assured stability, given the importance of digi-
tal connectivity. Our cyber futures might not be filled with conflict and violence; as the
line between stability and chaos is always in danger of being exploited in cyberspace, the
observation that cooperation dominates, despite examples to the contrary, should be
reassuring to some extent.
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