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The futures thinking of various nations and
stakeholders within the Alliance do not
align by default. Therefore, systemic efforts
are necessary to create a shared baseline
and understanding of relevant trends and
trajectories which affect the transformation of
the Alliance’s Military Instrument of Power.

The Strategic Foresight Analysis 2023 (SFA23)
updates assumptions and extends the focus
of the previous Strategic Foresight Analysis
(SFA17) to assess the major drivers and most
relevant implications of the Alliance’s Evolving
Security Environment until 2043. SFA23 assumes
that present attitudes of strategic competitors
will remain enduring amidst increasing global
challenges and disruption in the forthcoming
period, thus it is a decidedly risk-oriented
foresight study. This analysis provides a solid
baseline for the Future Operating Environment
Study 2024, which will assess the evolving
characteristics of actors, the battlespace and
the modern warfare.

Even though the knowledge generated by
strategic foresight is not scientific, this Strategic
Foresight Analysis is the result of extensive
research, robust collaboration with Allies and
Partners and input from other future-oriented
work strands within the Allied Command
Transformation.

The SFA23 research was closed on 15 November 2023.
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FOREWORD FROM THE
SUPREME ALLIED COMMANDER TRANSFORMATION

Few can doubt we are living in dangerous times. Our great Alliance,

as it prepares to celebrate 75 years shielding Allied territory from the
ravages of armed conflict, is now confronted with challenges on multiple
fronts, including from those unwilling to abide by the set of rules that
have allowed much of Europe and North America to live in peace and
prosperity since the end of the Second World War.

Providing for the defence of over a billion people requires we come together,
as Allies, to develop common solutions and capabilities. To do so, we need to
have a clear and - just as importantly - shared understanding of what those

threats and challenges might be.

By harnessing our combined and diverse intelligence, ACT's Strategic
Foresight Analysis can point to the characteristics of our changed and
evolving security environment and help NATO make the right long-term
strategic decisions for the next 75 years!

PHILIPPE LAVIGNE
General, French Air and Space Force
Supreme Allied Commander Transformation
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The SFA23 provides a shared understanding of the Evolving Security Environment to 2043, thus .
establishing the context for Allied futures thinking. Based on this context, the Future Operating ™. :.‘
Environment 2024 (FOE24) will address the military problem sets for Allied Warfare Development. 3
FOE24 will also serve as a baseline for further conceptual and strategic thinking. The renewed foresight ®, - A<
cycle, consisting of SFA23, FOE24 and deployable foresight analytics capacities, will facilitate collective, ®
futures thinking within the Alliance, as well as augment individual Ally’s foresight capabilities.

Since the publication of SFA17, the security environment has been gravely altered, profoundly shaped "f ik ,r
by the systemic shocks posed by the COVID pandemic and Russia’s full-scale invasion of Ukraine. The . /4
years ahead will be most likely characterized by further strategic shocks and structural disruptions, .

driven by actors and structural forces alike. The international order is in transition and will become-.- -
increasingly multipolar amidst intensifying great power competition and fragmentation at all levels.™ °
Pervasive competition is unfolding and spreading into new domains through all dimensions atall .
times. Strategic competitors will engage across a blurred continuum of competition at the global,. . ra
regional and sub-regional, state as well as non-state levels. . ../

SFA23 concludes that the competition and adversarial intent of major state actors and terrorist non- \ *
state actors will endure amidst disruptions, and will aim to shape and contest the Alliance, as well .

as challenge the rules-based international order (RBIO). These actors will continue attempting to
accumulate their own power and expand influence through exploiting instabilities and, leveraging | .
alternative digital, socio-economic and hybrid means. o -\

The report presents its research findings in three main areas: the Evolving Security Environment, - b
the seven drivers of change, and initial implications to the Alliance for the Instruments of Power® .
Additionally, its research context is established in the "Four Worlds™ model scenarios. Essentially,|

the report focuses on the overall trajectories and confluence of the key drivers of change, identifying. &6 et
potential strategic shocks for each, and determines the Alliance’s Evolving Security Environment.. '
in relation to its Instruments of Power (IoP). The seven interconnected drivers shaping the Evolvmg '
Security Environment are depicted in Figure 1.



The findings of this report were developed by 800 participants in a series of workshops with Allies and Partners.
The research utilized extensive scenario development and Artificial Intelligence (Al)-assisted horizon scanning
tools, and relied on expansive collaborative dialogue with Allied and Partner nations as well as external actors
in academia and industry. The research identified 170 trends, and their confluences were assessed with a view
to the most demanding outcomes and reduced to the most relevant trajectories, as shown in Figure 2.
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Figure 2: Trend radar for the Strategic Foresight Analysis



The SFA23 also examines the impact of these drivers
against the future utility and effectiveness of the
Instruments of Power (Diplomatic, Information, Economic
and Military):

e The Allied Diplomatic Instrument of Power will be
challenged by a rapidly increasing variety of actors,
behaviours and attitudes, as well as competing narratives,
complexity, contestation and confusion.

* The Allied Information Instrument of Power will face
an increasingly congested and confused information
environment facing challenges due to the abundance
of narratives, Al, and automation, thus complicating
detection. Cognitive warfare will play a critical role
in shaping public perception and decision-making,
requiring countermeasures.

* The Allied Economic Instrument of Power shall be used
to retain advantage and will become a key objective for
strategic competitors of the Alliance seeking to enhance
their power and influence. Retaining an economic

advantage for Allied nations will be fundamental to create
resilience against a confused future security environment.

* The Alliance's Military Instrument of Power may
become constrained by a wide range of challenges to
states, including the costs of climate adaptation and
green energy transition. It must keep pace with rapidly
changing technology and address economic, financial
and technology limitations. Additional factors include the
necessity to re-allocate spending to welfare and domestic
challenges; ageing societies and the shortage of a skilled
workforce; and an increasing defence cost escalation for
development, maintenance and stockpiling. Demand for
military capabilities is likely set to increase in a rapidly
changing, complex, contested and confused security
environment.

Allied warfighting development should be informed
by the main findings and initial implications of this

foresight research. Incorporating these insights will
improve NATO's understanding of future challenges
and aid in its long-term strategic designs.



1. Climate breakdown and loss of biodiversity is the most consequential and, in the long-term, the most likely
existential challenge. It will prompt significant changes in attitudes and behaviours of both state and non-state
actors.

2. Resource scarcity is expected to increase and drive further instability, competition and conflict. The green energy
transition is emerging as a central tenet for the future of international and domestic affairs.

3. The Age of Al and the convergence of Emerging and Disruptive Technologies (EDTs) will reshape states, societies
and armed forces as well as the character of competition and warfare with unprecedented speed. Competition
is extending to virtual and cognitive dimensions and increasingly taking shape in the non-geographical space
and cyber domains with new converging effects. Diffusion of technology will empower a wide range of actors
(primarily non-state actors), including both commercial and terrorist organizations, to pursue their autonomous
objectives more effectively and increasingly challenge traditional state power. Additionally, accelerating technology
development and changing public-private nexus will profoundly impact security and military matters. Converging
effects across operational domains as well as physical and non-physical dimensions will expand the scope and
profoundly shape the character of competition.

4. Security and reliance concerns, strategic competition and technology are driving a shift towards geoeconomic
blocs and fragmentation with significant implications for trade, technology, demographics, and the global financial
system, potentially weakening globalization. The emergence of geoeconomic blocs fuelling polarization is driven
by the securitization of supply chains, intensifying strategic competition, and alternative digital, economic and
financial ecosystems. Adapting to this Fourth Industrial Revolution (i.e. rapid technological advancements of the
21st century) will pose significant challenges and exert disruptions to most states, societies and armed forces, as
well as impact the geostrategic balance.

5. The rise of networked non-state actors, technological empowerment, urbanization challenges, changing
values, and information/disinformation overload is highly certain. Societal and commercial capabilities emerge as
indispensable elements of modern competition and warfare. These human network trends will profoundly affect
international relations, security, and governance, creating both opportunities and risks in an increasingly complex
and interconnected world. Notably, cities will emerge as the most critical nodes for future military operations, with
sub-state actors becoming more agile, adaptable and scalable. Human networks will be empowered by technology
diffusion and increasingly impact international and intra-state affairs. Commercial entities emerge as decisive
actors and drive both energy and industrial transition, changing the character of warfare. These changes occur
while strategic competition intensifies.

6. Ascramble for the insufficiently regulated global commons expands due to resource needs, strategic competition
and the rapid advancement of technology. Competition into new theatres, from the seabed to the outer space,
dramatically increases congestion of actors around critical trade and resource nodes as well as positions of strategic
advantage. The commercial sector will drive and lead the scramble with new EDTSs, research and autonomous
actions. All actors will pursue their own strategic advantage for resources. The ensuing pervasive competition,
extending into the virtual and cognitive dimensions, will continue to challenge the RBIO. It will increase the likelihood
of fragmented responses to strategic shocks and have profound implications for the global economy, international
trade and socio-demographics, thus potentially weakening globalization.

7. Accelerating changes, strategic shocks, pervasive instability and autocratic states will substantially challenge
and further fragment the RBIO, intensify strategic competition as well as the emergence of new forms of security
cooperation and military alliances. A pathway of pervasive competition across all domains, dimensions and in
all times is a most likely scenario. This environment will be complex, congested, commercialized, contested, and
inadvertently confused. It is where strategic competitors will attempt to effectively achieve coordination across
their instruments of power with an aim to limit the Alliance’s Military Instrument of Power in peacetime, through
shaping, contesting, exploiting disruptions and instabilities, and confronting from a position of strategic advantage.
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1. Climate breakdown poses significant challenges across all sectors and armed forces,
leading to attrition and higher costs.

2. Adaptation of military concepts and capabilities to green energy sources and EDTs
is crucial.

3. The protection of trade routes and supply chains may become a priority.

4. EDTs will transform the character of warfare increasing the speed, range and
scale of threats as well as their damage potential. EDTs will pose novel ethical, moral,
conceptual and governance dilemmas and likely increase chances of strategic surprise
as well as unintended escalation.

5. Military capabilities will become more intelligent and interconnected, increasingly
relying on the commercial sector.

6. Human networks play a critical role in modern warfare, necessitating a new approach
to national and human security and private-public partnerships.

7. Cities become critical nodes for military operations and human networks. Urban
warfare is becoming the prevalent physical operating environment.

8. The scramble for global commons increases demands for readiness and range of
military capabilities, including on the seabed and in the outer space. An increase of
operations in the commons will rely on commercial and non-governmental service
providers.

9. Adversaries will aim to limit the Alliance’s ability to generate fighting power in
peacetime through convergent effects and coordinated use of diplomatic, information
and economic capacities.

10. The increasing scale and cost of modern warfare makes it increasingly prohibitive
for most nations to conduct it alone, thus fostering new security, economic and digital
arrangements and military alliances.

11. Effective and efficient management of the aggregation of capabilities through
operations and defence planning will remain fundamental to generating future fighting
power and preserving NATO's military advantage across all operational domains and
effect dimensions. Defence planners must continue to adjust future requirements to
the Evolving Security Environment of the Alliance and subsequent futures concept and
warfare development strategies.




INTRODUCTION

AIM

The aim of the SFA23 is to anticipate the
Evolving Security Environment until 2043,
providing an assessment of the driving
forces and potential strategic shocks that
_ S are shaping it. Additionally, this report
® B draws implications for the Alliance's
® RN = Military Instrument of Power (MloP) as
bt y . well as provides assumptions on further
¢ . \ impacts on the utility and effectiveness
L) of Diplomatic, Information and Economic
- \ — instruments. The SFA23 focuses on trends
™ that are the most relevant for the future
) ° . | security of the Alliance. The assessment
. b d > is decidedly risk-oriented to assist,
] ¢ : inform and inspire NATO's warfighting
development, defence planning and

wargaming communities.

’ SCOPE

oAt : = A N\ . The SFA23 provides information for
- g future-oriented strategic considerations
(futures thinking) at NATO Allied Command
b ® A Transformation (ACT). Its military aspects
. ) : ‘ are being further developed in the FOE24
) iy 7 and support additional classified analyses.
& > g \ 4 L The SFA23 also enables the futures
/ : / thinking of a wide range of customers and
partners in the Allied futures’ community
with up-to-date and robust baseline
_ ! . foresight research. These include Allied
e < ° and Partner nations, the NATO Military
N ] = Authorities, International Staff, the Science
: g and Technology Organization, and the
Wargaming Community. The findings of
this report are in synergy with the NATO
Science and Technology Organization's
trend analysis. This report is designed
to support many users, including the
warfighting development and concept
development community, defence
planners and wargamers, to augment and
revise existing assumptions and develop

new scenarios.

e




BACKGROUND

The previous SFAreports (2013,2015 and 2017) informed
both the collective and Allied defence planning processes
as foundational documents on futures. Utilizing
general trend assessments from the SFA series, the
Future Framework of Allied Operations 2018 identified
characteristics and abilities of the forces the Alliance
needs to retain its military edge.

Built on these foundations, the NATO Warfighting
Capstone Concept (NWCC) was approved by Heads of
State and governments in 2021, detailing how NATO
and Partners must develop their MIoP to maintain the
advantage for the next twenty years.

In 2022, the Supreme Allied Commander for
Transformation (SACT) revived the Strategic Foresight
process, with three objectives:

1. Create a new, biennial foresight cycle, after six years
of hiatus, with a general trends assessment document
as a baseline for futures thinking (SFA23). Create a
subsequent analysis of the Future Operating Environment
of the Alliance (FOE24) to expand and update existing
assumptions on the future operating environments, as
set out in the NWCC. Enable the transformation of the
Alliance’s MloP and Warfighting Development efforts by
providing a shared futures baseline and initial implications.

2. Develop subsequent foresight studies to analyse long-
term challenges, as identified in the SFA23 research.

3. Establish a foresight community and modernize
foresight practices to enhance collaborative foresight
research and Allied and Partner interactions, as well as
provide support to Allied and Partner foresight efforts,
upon request.

The SFA23 research was designed and conducted in line
with SACT tasking to establish:

*General trends and implications assessment as a
baseline for FOE24.

*Employ novel analytic models and introduce new
problem sets to support further foresight analysis.
eEstablish means and platforms to revive the Allied
foresight community.

METHODOLOGY

The SFA23 identifies and assesses drivers of change (7
Drivers Model’), which are shaping the characteristics
of the evolving security environment (see Figure 1). This
report examines the impact of these drivers against the
future utility and effectiveness of the Instruments of power
(IoPs). This analysis provides insights into the nature of
security threats, challenges, and opportunities that the
Alliance and Allied nations may encounter.

The decision to overhaul the existing STEEP (Social,
Technological, Economic, Environmental and Political
factors) with the ‘Driving Forces Model" was based
on the appreciation of the increasing complexity and
interconnectedness of the most relevant trends in the
security environment. Additionally, the six-year gap
between the SFA17 and SFA23 also encouraged a complete
re-assessment of the trends landscape, intending to
create a flexible methodology. Renewed focus on practical
implications on the loPs, introduced by the NATO Military
Strategy in 2019 and followed by the NWCC further
reinforced the need for a novel approach.

The "Driving Forces Model' focuses on the underlying
causes and dynamics of change. It encourages
practitioners to explore the root drivers behind emerging
trends, enabling the standardized research of a wide
range of complex issues and the development of plausible
scenarios with a more robust assessment of their potential
implications. By understanding the fundamental forces
at play, the Alliance can better anticipate and adapt to
disruptions and capitalize on opportunities.

The SFA23 methodology is based on the Framework
Foresight Model (Figure 3) , tailored to the objectives of
ACT. The research has also utilized extensive scenario
development and Al-assisted horizon scanning tools,
and relied on expansive collaborative dialogue with Allied
and Partner nations and external actors in academia and
industry. The SFA23 research started in October 2022
and included seven workshops, one conference and one
seminar with an overall involvement of 800 participants.
Findings on trends and initial implications have been
developed as an iterative process between internal
research, collaborative thinking and external advice.




Based on this model, the SFA23 team adopted
the following definitions and parameters to fit the
scope of its objectives:

Past: Assessment of recent strategic shocks.
The Domain of Research: The Evolving Security
Environment of the Alliance.

Current (Baseline) Assessment: Strategic shocks
and emerging changes are transforming the
character of the evolving security environment,
creating novel challenges to the Alliance. The
extent and frequency of structural disruptions will
likely increase, while strategic competitors of the
Alliance will seek opportunities to exploit changes.
The Alliance’s effort to transform the Military
Instrument of Power needs to draw on extensive
futures thinking to remain fit for the future.

Scanning and mapping trends: 170 trends

identified and confluences assessed with a
view to the most demanding outcomes and
reduced to the most relevant trajectories (see
the trend radar at Figure 2, with the most relevant
trends for Alliance’s security environment).

Identifying drivers: Drivers of change have been identified
by an impact analysis of major trends. Primary drivers
shaping the evolution of the security environment are
climate change, resource scarcity, disruptive technology
development, securitization of economics, human
networks empowered, the exploitation of the global
commons and an international order in transition.

Drawing implications: The assessment of trends and
ultimately of major drivers allowed analysts to identify likely
characteristics of the evolving security environment and
draw implications for the future utility and effectiveness
of the Military as well as Diplomatic, Information and
Economic Influences of Power.

Options and integrated approach: The Future Operating
Environment Study will be built on the foundations of
the generic trends assessment provided by the SFA23
to provide an impact assessment to the transformation
process, led by the NATO Warfighting Capstone Concept
and the Warfare Development Agenda.

List of Workshops:

I. Washington, DC (USA): initial assessment of the
evolution of the security environment, including
discussions of potential drivers and multiple scenarios.
Il. Norfolk (USA): NATO ACT's internal discussion on
emerging trends and potential implications.

I11. Berlin (DEU): discussion with Allies on the three
horizons, including critical drivers and uncertainties as
well as conditions of transitions

IV. Helsinki (FIN): assessment of long-term implications
of the Russian War of Aggression to future security
environment, across first and second horizons.

V. Riga (LAT): assessment of the impact on the future
utility and effectiveness of Allied Instruments of Power.
VI. Bucharest (ROU): testing of the 7 drivers
framework and discussionwith Allies on the implications
of primary drivers.

VII. Norfolk (USA): testing of the "Four Wars™ framework
with the future warfighting community at ACT.



VIIl. Washington, DC (USA): closing symposium on the
major challenges in the first two horizons, scenarios,
drivers and uncertainties. (Although it is not counted as
a workshop, due to its significance it is reported here.)
IX. Brussels (BEL): additional test of *7 drivers” and

FRAMEWORK
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Figure 3: Framework Foresight Model. Source: Houstonforesight.org

“Four Wars'™ scenario was applied in the assessment of
implications with industrial actors.

These workshops have complemented the research by
assisting identification of trends and initial implications,
providing broad national views, and deliberating drivers
and scenarios offered by the Strategic Foresight team.

SCENARIO DEVELOPMENT

To reduce complexity and enable collaborative futures
thinking with Allies and Partners, four archetypical (‘Four
Worlds") scenario model was developed to explore
generic futures, allowing implications to be drawn
through the framework of the ‘seven drivers’. This
model was used to assess subsequent future trends and
initial implications with Allies, Partners and the Warfare
Development community (during the Workshops in
Bucharest, Norfolk, Washington DC and Brussels in 2023).
In addition to the generic future scenarios, a war-gaming

Implications

model was developed to improve the understanding of
potential new strategies by strategic competitors and the
effective capability to combine their national instruments.
The "Four Wars® scenario model serves to assess military
implications to the Alliance as well as to draw assessment
to the utility and effectiveness
of Allied loPs in the evolving
security environment. These
scenarios were tested in
two workshops (Norfolk and
Brussels) with the warfighting
development community and
industrial experts.

Appendix A contains in-depth
scenarios  description  and
diagram of the "Four Worlds®
Model.

Integrated

strategic

approach
Options
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0 These initial framing
discussions established that
the security environment is in
overall decline as a result of
a pessimistic outlook for two
significant variables: structural
disruptions and international

cooperation. Disruptions are
driven by climate breakdown,

increasing scarcity and unequal

distribution of resources and
the effects of accelerating technology development. Within
this context, behaviour of state and non-state actors was
assessed as increasingly competitive and in some cases
outright aggressive in a rapidly transitioning international
order, in pursuit of securing strategic advantages and
resources, as well as hedging against or coping with
fragmentation and instability on short and mid-term. In
such a security environment, preferences for strategic
cooperation will remain limited, with detrimental effects
on the efficiency of responses to global challenges and
likely undermining international stability. Unfolding
fragmentation is manifested in increasing attempts
by strategic competitors to undermine the RBIO and
challenge the Alliance, or instability caused by non-state
actors, and increasing levels of violence on a global
scale. In this framework, the COVID pandemic and the
Russian invasion of Ukraine have been considered as
systemic shocks.




THE EVOLVING
SECURITY ENVIRONMEN

A negative pathway of limited global
cooperation and outright competition,
resulting in a trajectory from a
fragmenting world to pervasive
competition, is the most likely and most
demanding pathway for the Alliance.




PATHWAYS OF EVOLUTION

As introduced in the Methodology chapter, the "Four Worlds (Annex A) model was used to explore generic
futures, out of which the Strategic Foresight team discarded the low disruption, high cooperation scenario as not
probable. As a result, three generic futures have been assessed against workshop findings, with the "Fragmenting
world" (the Alliance’s Strategic Environment as defined in the Strategic Concept 2022) as a baseline, "Global
cooperation’ as the positive scenario and "Pervasive competition” as the negative scenario. During the workshops
and engagements with Allies and Partners, the overwhelming opinion was consistently negative regarding the
short and midterm outlook of the Alliance’s security environment. Additionally, the SFA23 has decidedly taken
a risk-oriented approach to inform ongoing considerations in warfighting development and defence planning.
As a result, the "Pervasive competition® [high disruption, low cooperation scenario (see Appendix A) was most
likely and informative to properly assess the risks and challenges to the Alliance] pathway has been explored in
detail and constitutes the core assessment of the SFA23. Notwithstanding, this chapter will also provide a brief
discussion on the other scenarios.

Fragmenting world.

The starting point is defined by
heads of states and governments _
in the Strategic Concept 2022 Cooperation
(SC22) and reinforced in the Vilnius
Communique by Heads of States and
Governments in 2023. It portrays
an already fragmenting security
environment where the European
security order is violated by the
Russian Federation. Authoritarian
actors are challenging Allied interests
and values through contestation in
space and cyber domains, as well
as through hybrid means, while
undermining multilateral norms and

Global cooperation
Positive Pathway

institutions. Terrorism, in all its forms Fragme

and manifestations, is the most direct Baseline

asymmetrical threat and non-state N :
armed groups are exploiting conflict Pervasivw;
and weak governance. For example, Negative Pathway

conflict, fragility, and instability in \
North Africa, the sub-Saharan region,

and the Middle East affect NATO's Disruptioﬁ
security and enables destabilizing
interference by external actors.

Figure 4: Pathways of the Evolving Security Environment

Likewise, the development of the processes in the Black Sea region is of crucial importance for the Euro-Atlantic
area. In addition, China employs a wide range of political, economic, and military tools to increase its global footprint
and project power. Furthermore, erosion of arms control, disarmament, and non-proliferation negatively impacts
strategic stability. Climate change is also a defining challenge and a threat multiplier with profound impact on Allied
security, armed forces operations, and infrastructures. As recognized in the SC22, pervasive instability results in
violence against civilians, including conflict-related sexual violence, and these trends pose serious transnational
and humanitarian challenges.

The increasing frequency and extent of strategic shocks and the disruptive impacts of changes in digital, economic
and security systems necessitate further deliberations to understand how the strategic environment as assessed
in the SC22 will continue to evolve.




Pathways of the Future. The SFA23 assesses two possible pathways
for the evolution of a baseline security environment as defined in
the SC22: Global Cooperation and Pervasive Competition. Changes are
primarily driven by increasing disruptions posed by climate breakdown,
resource scarcity, technology transformation, and transitions in

the international order. Actors (state and non-state alike) respond
to these changes through changing attitudes and behaviour. As a key
variable, cooperative behaviour in critical areas leads to a more
benign scenario, whereas less cooperation leads to a higher level of
disruptions and competition.-- : :




GLOBAL COOPERATION

The positive pathway of the Alliance’s Evolving Security
Environment assumes changing attitudes of potential
adversaries and actors. It drives an enhanced level of
cooperation on a global scale to address increasing
disruptions and global challenges. It entails global
coordination to mitigate and adapt to climate change,
and to provide to fragile and developing states financial
assistance and access to technology. This will support
their efforts to green energy transition, to reinforce or
build critical infrastructure, and to tackle poverty, gender-
based inequality and uneven access to resources.

In addition, it requires governance on EDTs and in the
global commons, for example space traffic management,
as well as shared efforts to provide freedom of
navigation, to counter violent extremist organizations
and to promote international stability. Arms control
agreements for conventional, nuclear, and emerging
and disruptive technologies and systems would further
assure strategic stability and enhance cooperation and
dialogue.

However, such a development is unlikely while the
Russian Federation continues to violate the territorial
sovereignty of Ukraine, and maintains its hybrid activities,
which precludes greater cooperation. Additionally,
potential adversaries of the Alliance or Allied states
maintain assertive postures and influence to promote
alternative norms and regimes. Additionally, strategic
competitors of the Alliance can be expected to continue
exploiting vulnerabilities in the international system,
abstaining from global efforts to provide credible
response to global challenges and from establishing
new frameworks to promote strategic stability.

PERVASIVE COMPETITION

Accordingly, a negative pathway of limited global
cooperation and outright competition, resulting in
a trajectory from a fragmenting world to pervasive
competition, is more likely. In such a scenario, the green
energy transition remains disorderly, the extent of
disruptions remains unbounded, multiplying challenges
to states, societies, institutions and international norms.
Strategic competitors, in anticipation of a degrading
security environment, will likely expand operations to
gain strategic advantage, to include dominance in the
non-traditional and non-geographic domains, such as
space and cyber. They will compete with the Alliance in a
multi-dimension theatre of physical, cognitive and virtual
dimensions, at all times.

Pervasive competition will likely exacerbate the
impact of disruptive developments, instabilities, and
shocks. Potential adversaries will attempt to exploit
these disruptive changes as opportunities to expand
influence, shape and contest to ultimately confront the
Alliance. Hence, it is of key importance to anticipate and
understand such changes along with their implications to
the Allied instruments of power.




CHARACTERISTICS OF THE EVOLVING

SECURITY ENVIRONMENT

In the most likely pathway, the Evolving Security
Environment of the Alliance will continue
fragmenting, leading to pervasive competition
with potential adversaries in all domains and
across all dimensions. Such an environment
will exhibit increasing complexity, congestion,
commercialization, contestation and confusion.

Complexity: Interdependence and shared vulnerability
of economies will continue to grow in space, digital
services, and critical resource supply chains. High levels
of interconnectivity and interdependence, coupled with
heightened competition will continue to complicate
international affairs amidst increasing frequency and
extent of disruptions.

Global strategic competitors will attempt to promote
alternative economic, digital and security systems and
expand their influence through diffusion of investment,
technology, and power projection. Simultaneously they
will likely seek for limited cooperation and retain dialogue,
thereby increasing ambiguity of their objectives.

States and empowered non-state actors will scramble
for critical resources while simultaneously they will also
need to cooperate in providing global responses to global
challenges. Despite the imperative for international
collaboration to address these challenges, there is an
observable diminishing willingness and effectiveness in
such collective endeavours. Cooperation and competition
will thus likely take place simultaneously.

Thevariety of actors, attitudes, behaviours, and disputes
will increase significantly with empowered human
networks and an increasing number of state actors
acquiring advanced technologies. This will impact the
balance of power generated ontheinter-and intra-state
levels. Novel frameworks of security cooperation may
form as the cost and complexity of warfare increases.
This will likely introduce an environment consisting of
multiple military alliances.

Boundaries  between  cooperation, rivalry, and
confrontation are already eroded, and technology will
further enhance this process. The proliferation of actors
and activities in largely ungoverned domains will further
increase complexity. Technology advancement and
the emerging centrality of non-geographic domains will
increaseinscale, speed,anddistance ofactionsand effects.
Differing rule sets related to advanced technologies and
international affairs will further complicate cooperation.

Infinite alternative worlds may emerge in the virtual
dimension, unbounded by physical limitations, and
eventually the convergence of physical and non-physical
(virtual) realitiesfused into metaverses will furtherincrease
variations of realities and perceptions. The expansion of
competition from the physical to virtual and cognitive
dimensions significantly impacts the continuum and
character of conflict. This will likely shape the attitude and
behaviour of actors towards more focus on resilience and
on the increased exploration of pre-emptive measures.

Congestion: Climate breakdown as well as inequitable
and diminishing access to resources will drive actors into
new theatres. Changing climate conditions and expanding
instabilities will accelerate shifts in both behaviour,
attitude and actions of populations, especially in the most
severely impacted areas.

Migration, regular and irregular alike, will be a major
driver for increased population densities likely in the
Northern Hemisphere. Cities will continue to expand
by absorbing rural populations. Congestion will also
significantly increase in the global commons, with an
increasing number of commercial actors in space,
cyber, atmosphere, the High Seas and the Poles. Both
state and non-state actors will attempt to secure access
and dominance within these domains. Accordingly,
populations will congestinand around urban areas, critical
resources, trade routes and infrastructures. Competition
and confrontation may frequently arise to access and
dominate these nodes of human networks. Climate



degradation will further contribute to competition for
habitable areas and exploitable sea areas. The capabilities
of actors will increase, enabling them to explore, explait,
and manoeuvre in all domains. Development and
proliferation of sensors and autonomous systems will
further increase congestion, but also interdiction, fire,
lethality and attrition.

Commercialization: Limits of state power will increase
dependence on more agile, scalable, and adaptable
commercial service providers. Innovation is already led
by the private sector and the gap between the state
and private sector's potential will likely increase further.
Commercial actors will continue to act as distributed
and effective networks, with better economies of scale
and efficiency than state actors. Additionally, states’
economic power will likely be impacted by series of
shocks, the need to balance societal needs, adapt to the
green energy and industrial revolution as well as provide
for defence spending.

Increasing commercialization will likely proliferate into
services in space, cyber, logistics, and telecommunication.
The commercialization of security is extending to the
military domain, with the expanding role of private
military and security companies and violent non-state
armed groups. Innovation in most EDTs will be driven
by commercial non-state actors, and this surge is
revolutionizing warfare. The commercialization of Al
biotechnology, and quantum technologies augments
both the potential for innovation and the risk of misuse.

Contestation: Geopolitical rivalry will become more
prevalent in a multipolar world. The erosion of RBIO
would incentivize actors to resolve contradictions by
challenging established rules. Emerging and revisionist
powers may pursue strategic campaigns through novel
combinations of power, exploitation of EDTs, or triggered
by the perceived weakness of targeted states. Non-state
actors will play an increasing role. Strategic competitors
of the Alliance will be actively shaping, contesting, and

confronting state and non-state actors in specific regions.

Strategic competitors will attempt to shape and contest
the Alliance’s MloP across all domains, as well as through
the combination of loPs to limit the effectiveness of the
Allied fighting power. Such efforts will take place along the
entire continuum of conflict, including in peacetime and
may escalate into confrontation.

Confusion: The non-linear and non-gradual erosion
of RBIO will incentivize actors to ignore or challenge
established rules. EDTs will expand in both variability
and usability, possibly incentivizing actors to pursue
strategic surprise. The expansion of competition from
the physical to virtual and cognitive dimensions will blur
the continuum and character of conflict. Simultaneous
actions for both cooperation and competition will
further complicate anticipation, assessment, attribution,
and response. Enhanced concealment of intent and
capacities will defy physical limitations and increasingly
confuse boundaries between traditional and non-kinetic
forms of conflict, also challenging the traditional notion of
state sovereignty. The changing character of competition,
boundary, signal density, simultaneous manoeuvres, and
converging effects will challenge the understanding of an
actor’s attitude and behaviour and various perceptions of
competition. Aggression may take place in a distributed
manner encompassing all domains, even in times of
peace.

The likely pathway of the Evolving Security Environment
supports the assessment of the NWCC which understands
the changing character of war as persistent, simultaneous
and boundless. This will also have enduring impact on the
moral, conceptual and physical aspects of the Alliance’s
fighting power and as such, needs to be analysed with
a view to adapt the Alliance’s MIoP to remain fit for the
future. SFA23 provides an initial analysis of the likely
consequences under the ‘Initial Implications” chapter.
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Drivers
of Change

This chapter describes the most relevant strategic trends, organized into drivers of
change which will significantly affect the Evolving Security Environment of the Alliance.
(The "7 Drivers Model® (Figure 1) is discussed in detail in the Methodology section.)

The effects of these drivers are shaping all actors in the Alliance’s security environment. Major disruptive change is
caused by the Climate Breakdown and Loss of Biodiversity, Resource Scarcity Driving Instabilities, The Age of Al and
EDTs converging, Geoeconomics Enabling Polarization, Human Networks Empowered, Scramble for the Commons
and, as a result, International Order in Transition, all underlined by the detrimental effects of pervasive competition.

Climate breakdown and loss of biodiversity should be considered as the primary structural force that will have a profound impact
on every aspect of the Evolving Security Environment. If unchecked, it will act as a threat multiplier, accelerating disruption and
pervasive competition and causing further fragmentation. Societal instability, displacement and essential resource insecurity will pose
a significant challenge to military operations across all domains as impacts escalate. This is an existential challenge for humanity.
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CLIMATE BREAKDOWN
a= AND LOSS OF BIODIVERSITY

Climate change will continue to

enhance  devastating  extreme
weather and  climate  events
(hereafter climate extremes ) with
increasing  frequency

and severity. There is
unequivocal evidence

that the impact of &0
climate  change s

reshaping living

conditions on Earth 45

and poses existential
threats  driven Dby
human activities such
as the burning of fossil
fuels and deforestation.
Rising global surface
temperatures due to
increased greenhouse
gasemissions (GHG) can I
lead to the increased 1850
frequency and volatility
of extreme atmospheric
conditions, weather
events, rising sea levels,
and heat stress.

® GHG Emissions (GtCO,-eg/yr)

L=}

maritime ecosystems. Heat waves
and drought will further exacerbate
water and food insecurity. Coastal
cities will become more vulnerable

Greenhouse gas (GHG) emissions resulting
from human activities continue to increase
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Figure 5: Emissions of GHG have increased rapidly over recent decades (from IPCC, 2023: Current
Status and Trends. In: Climate Change 2023: Synthesis Report. Contribution of Working Groups |,

Il'and Il to the Sixth Assessment Report of the Intergovernmental Panel on Climate Change [Core
Writing Team, H. Lee and J. Romero (eds.)]. IPCC, Geneva, Switzerland, pp. 35-115, doi: 10.59327/

IPCC/AR6-9789291691647)

Extreme terrestrial
and marine heat waves
will continue to challenge the most
vulnerable  population’s  groups,
diminish  agricultural  production
and threaten vital terrestrial and

to natural disasters due to rising sea
levels, the changing characteristics
of compounding climate extremes
such as the increasing frequency and

Non-CO,

I
2019

intensity of tropical cyclones and
associated storm surge combined
with rising sea levels. Impacts on
human environment will likely relate
not only to mass
migration of people,
increasing organized
crime such as human
trafficking and gender-
based violence, but

emissions | . :
also transforming
E,Sei{gf:dlﬂgg national  population
Change and demographics, leading
Forestry to a shift in societal
(LULUCE) behaviours,  values,
resiliency and cultural
Flo(:su{rf‘fxpls norms as well as
and industry decreasing trust in
state.
Risks and projected

adverse impacts, as well
as related losses and
damages from climate
change will escalate
with every increment of
global warming. Climatic
and non-climatic risks
will increasingly interact,
creating compound and cascading
risks that are more complex and
difficult to manage.
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Human and ecosystem
vulnerability are interdependent.
Climate degradation and

disruption, the loss of biodiversity
and rising temperatures are driving
the shifting patterns in weather
extremeswithincreasing frequency
and duration affecting human
systems and vital ecosystems. As
temperatures rise, species are at
high risk of becoming endangered
or extinct, as ecosystems continue
to decline. In the extreme case, the
collapse of multiple ecosystems
will adversely impact the natural
balance of our planet. As a result,
even slight incremental upticks
in temperature will increasingly
affect marine, freshwater and
terrestrial ecosystems and services
such as water and food security,
settlements and infrastructure,
health, economies, and culture.
Climate breakdown and the loss
of biodiversity have cascading
effects on food production, water
supply and other critical ecosystem
services that are essential for
human well-being.

Water availability and food production

a) Annual hottest-day temperature change

the last time global surface termperature was sustained
o . at or above 2.5°C was over 3 million years ago
,B;r._ﬂ:;’“'\" The world at  The world at | The world at The world at
i 1] #1.5°C +2° | 3 +4°C
| |

1 | I 1 | 1 1
C Global warming level (GWL) above 1850-1900 ht)

Annual hottest day temperature is projected to increase most
(1.5-2 times the GWL) in some mid-latitude and semi-arid
regions, and in the South American Monsoon region.

urbanisation
further intens
heat extremes

change (°C)
7

Figure 6: Projected changes of annual maximum daily temperature at global warming levels of
1.5°C, 2°C, 3°C, and 4°C relative to 1850-1900 (Figure SPM.2 (a) from IPCC, 2023: Summary for
Policymakers. In: Climate Change 2023: Synthesis Report. Contribution of Working Groups |, Il
and Il to the Sixth Assessment Report of the Intergovernmental Panel on Climate Change [Core
Writing Team, H. Lee and J. Romero (eds.)]. IPCC, Geneva, Switzerland, pp. 1-34, doi: 10.59327/

IPCC/AR6-9789291691647.001)
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Figure 7: Adverse impacts from human-caused climate change - Observed widespread and substantial impacts and related losses and damages attributed to climate
change (Figure SPM.1 (a) from IPCC, 2023: Summary for Policymakers. In: Climate Change 2023: Synthesis Report. Contribution of Working Groups I, Il and Ill to the Sixth
Assessment Report of the Intergovernmental Panel on Climate Change [Core Writing Team, H. Lee and J. Romero (eds.)]. IPCC, Geneva, Switzerland, pp. 1-34, doi: 10.59327/

IPCC/AR6-9789291691647.001)
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The water and food insecurity
will likely exacerbate mass
displacement and shifts in human
migration patterns, leading to
increased regional economic and
social instability.

Climatic impact-drivers such

as drought, wildfires, flooding,
extreme weather events,
accelerated thawing, glacier
retreat, global sea level rise, ocean
acidification, and heatwaves are
attributed to human influence.
Migration will also continue to be
instrumentalized by authoritarian
states as done by Russia and
Belarus in recent years. Climate
breakdown affects states'
resources and may lead to social
unrest, increased instability, radical
movements, and terrorism.

Geoengineering is the deliberate
manipulation of the Earth's climate
to counteract the effects of global
warming or achieve other goals.
Worsening climate conditions

will induce considerations for the
use of multiple geoengineering
technologies, which will have
several short-term benefits for

the global climate, but may also
introduce serious ramifications as
a result, thus causing international
debate. The scalability of these
technologies to address global
warming is under debate due

to the uncertainty of whether
these technologies will impact

the climate in unpredictable

ways. Significant regulatory and
governance challenges are to be
anticipated, as the severity of
climate breakdown will induce
stakeholders to experiment with
geoengineering without regards to
effects on third countries.




Climate Breakdown is causing rapid and potentially catastrophic
changes to the Earth’s climate system, including extreme
weather events, melting ice caps, rising sea levels, and
disruptions to ecosystems.

Along with geoengineering, climate
terrorism  through ecocide, i.e.
human induced disasters to enact
purposeful attrition, may also become
a pervasive new phenomenon in the
security environment. Besides the
destruction caused by cascading
effects of climate breakdown, human-
induced catastropheswillalso emerge
more frequently as new technologies

Exploitation of the environment,
using direct and indirect tools, will
create lasting damage to the natural
environment and may render
areas uninhabitable. This may be
further amplified by technological
advancements, such as the
biological engineering of diseases,
which  target specific natural
habitats, or crops and livestock.

including the spread of emerging new
infectious and zoonotic diseases, while
some diseases become more resistant
to antibiotics.

As a result, climate-extreme
disruptions will significantly challenge
states and societies across the globe.
Weaker states, unable to mitigate the
impact or successfully implement

climate adaptation,

outpace safety
considerations.
EDTs  will  likely
enable novel

strategies to exert
pressure on a state
oronapopulation’s
capacity, capability
and will to employ \

STRATOSPHERIC
OZONE DEPLETION

the MloP. 5

Y
Conventional \
tools may also be

employed with
increasingfrequency
to devastate vital
commodities,

will become
more fragile and
_______ may collapse
with increasing
frequency.
Diverse Pathways DESERTIHB&T]W L] New d i p | omatic
1 LAND DEGRADATION and economic
UVEXW{ R vulnerabilities and
/ Displacermnent '] emerge, enab“ng
! Altered H f d
Decling in Several Ecosystern Services f  Precipitation interference an
Water Quality & Safety / exploitation by
external actors and
5 FRESHWATER DECLINE violent non-state
actors.

such as arable solil,
mines, plants and

livestock,  causing
severe and/or
irreversible  damage to  the

environment. Hence, novel types of
ecocide strategies may emerge as a
new tool of state coercion. This was
recently exemplified by the conscious
destruction of croplands, mines,
critical infrastructure and agricultural
cargo by the Russian Federation as
part of their war against Ukraine.

As the value of natural resources
continues  to  rise,  systemic
disruption of vital ecosystems
and services will likely increase.
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Figure 8: Extent of the loss of biodliversity is portrayed by the Living Planet Index. Source: Our World in Data.

Additional consequences of loss of
biodiversity and the destabilization
and/or collapse of vital ecosystems
and services needed for medicinal
resources, also include  the
emergence of new diseases and
antimicrobial resistance, including
non-communicable diseases, mental
health and neurological disorders.
This will further increase vulnerability
to targeted biological effects and
equally to drastic shifts in climate
patterns. Future generations will
face significant health challenges,

As the extent of
extreme climate

disruptions increases, narratives will play
an increasing role. Likewise, nations that
conduct successful, and expensive,
transitions to green energy will
demand the rest to follow. This may
be accompanied with designs to
establish novel forms of international
cooperation,  including  assisting
smaller states in their climate
adaptation efforts. Others may utilize
alternative narratives and promote
the right to increase the development
of fossil-based industries. Climate
extreme disruptions will also lead to



a shift in societal behaviours, values,

resiliency, and cultural norms. Notably,

women, children, the elderly and marginalized

groups will remain disproportionately affected

by the deteriorating conditions as they are part of

the blind spots in climate security and part of the most
vulnerable groups in societies. The scope and scale of
human migration due to climate change will test the limits

of national and global governance, as well as international
cooperation.

Strategic competitors may also exploit disruptive changes to
undermine the security of the Alliance, such as planting false
narratives on Climate Change, expanding influence through
diffusion on critical technologies, or weaponizing the trade of
rare materials, which are vital to green energy transition.

Climate adaptation, including decarbonization of industries,
will likely require the most significant state effort in the 21st
century. It may also induce the emergence of a new wave
of commercial, non-state actors who can acquire dominant
positions in their market segments and subsequently political
influence in domestic and international affairs. Additionally,
geoengineering and targeted carbon emission quotas are two
likely points of tensions in the future of international affairs.

The chances of global cooperation to take deep, rapid, and
sustained mitigation and accelerated adaptation actions in the
near term seem to be deteriorating. Resulting instabilities may
weaken states’ control, inducing a rise of violent non-state
actors, conflicts, and further destabilizing regional stability.
Notwithstanding, increasing climate extreme disruptions and
international coordination may change this in the long term
however, in the short to mid-term political influence, the cost
of transitioning to green energy solutions along with increased
disruptions will continue to destabilize regional stability.

@ Potential Strategic Shocks:
1. Unexpected climate collapse in multiple countries, severely changing weather patterns and enduring life-
threatening conditions, with little to no warning.

2. Increased risks from crop disease and failure in shrinking temperate zones, as extreme weather and loss of
biodiversity harm legacy crops and devastate less resilient ones.

3. Sudden emergence of pandemics or collapse of biodiversity as a result of natural causes or human-induced
ecocide creating lasting global crisis.

4. Activation of geoengineering of the atmosphere to create disruptive cross-border weather patterns, potentially
enabling instrumentalization of the atmosphere and prompting possible pre-emptive responses or conflict.



As climate breakdown further degrades vital ecosystems
and interrupts the services they provide, the demand for
renewable and non-renewable resources and critical raw
materials is set to increase, while the competition and
dependencies for these resources become more acute. The
high demand and scarcity of resources may cause a tipping
point whereby competition turns into confrontation.
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RESOURCE SCARCITY
== DRIVING INSTABILITIES

Emerging resource scarcity of both renewable and non-renewable resources and critical raw materials
combined with other climate-extreme events will increase the adverse impacts across all sectors such as
the agricultural, energy, social, and economic sectors and regions. This will create inequitable, compounding
effects globally. As a result, detrimental effects on nature, people, and materials will continue to increase. This
will instigate internal challenges such as displacement and migration, food and water insecurities, conflicts,
competition, and violence. Resource scarcity will also drive deepening competition and may lead to conflict
around the access to and control of these resources through indirect involvement of states in developing
countries, and direct confrontation along critical supply routes or in the global commons.

While agricultural production on a global level is increasing, access remains uneven and exploited as a lever
of coercion while it also continues to cause lasting challenges to human security. Increased agricultural
production ensued by expanding land use, through deforestation, are causing considerable land degradation.
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[tishighly likely thatthe levels of land degradation
and deforestation will continue to increase within
states that lack funding or the capacity to develop
sustainable agriculture and forestry. Enhanced climate-
extreme disruptions and land degradation will increase
instability in affected regions and will negatively impact water
scarcity and lead to acute food insecurity, primarily in Africa,
Asia, Central and South America, small islands, and the Arctic.

Technology transfer of smart agriculture solutions to include, Al
enabled irrigation methods in dry areas, vertical farming in cities and
precision agriculture as an alternative form of cultivation, like seaweed
plantations, will be critical to stabilization efforts, but may likely become a
subject of competition for influence.

High water stress levels (i.e. the lack of fresh water resources to meet the standard
water demand) will continue to severely impact sub-Saharan Africa, the Middle East, and
parts of Asia. Scarcity will be most severe in already arid climate conditions and urban areas
of low-income countries, where water quality will pose an additional challenge. Urbanization,
industrialization, electricity generation, exponential use of Al-driven computation, and reliance
on large quantities of freshwater for cooling will further exacerbate water stress conditions. Water
stressors will also likely affect most of the global population, driving instability, inequalities, discrimination,
and marginalization, as well as poverty. This will create favourable conditions for external influence,
transnational organized crime, gender-based violence, political violence and terrorism to emerge. Water could
become the “the oil of the 21st century”, as drinking water shortages become more prevalent, together with the
existing political frictions between states.
In addition, mining and processing of mineral resources, like coal, requires a substantial amount of water thus
adding increased water stressors to these regions. Moreover, due to the increasing global electricity demand,
electricity production still requires the need for coal mining. There are several global coal-mining hotspots.

The environmental impacts of food and agriculturc SRl

in Data
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Figure 9: The Environmental Impacts of Food and Agriculture. Source: Our World in Data
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Non-renewable resources will
continue to deplete, exacerbating
dependencies aswellasvulnerabilities
of states, which are not sufficiently
transitioning  toward  alternative
energy sources. Geopolitical rivalries
and pervasive instability, particularly in
Africa, will also shape mining patterns
and access to critical resources. This
will likely invite strategic competitors
of the Alliance to shape the political
conditions to favourably expand
influence in these regions.

Share of electricity production from coal, 2022

At the same time, states may
increasingly seek ownership stakes
in critical mines and attempt to

Nodala 0% 5%  10%  20%  40%  60%  80%  100% build alliances with the parties
- controlling mining outputs. They may
Source: Ember's Yearly Electricity Data; Ember's European Electricity Review, Energy Institute Statistical Review of Warld Enargy aISO, nav|gate trade wars as V\/ell as

OurWorldinData.argfenargy - CC BY

introduce  protectionist  attitudes.
Violent non-state actors will attempt
to access and control resource nodes
in unstable regions. Instabilities and
incidences affecting trade of critical resources and commodities will continue to increase in pervasive competition
and negatively impact supply chain security. This will have a further detrimental effect; trust and globalization may
incentivize nations to acquire more stable sources through established economic and security spheres of influence.

Figure 10: Share of electricity production from coal 2022. Source: Our World in Data.

The shifting behaviour to commodities and the securitization of economics will likely continue to exert challenges
to both globalization and economic cooperation. Diverging economic interests will certainly challenge the cohesion
of existing regional security formations and reshape patterns in international cooperation. Members of NATO will
likely remain dependent on external supplies for critical rare materials and this vulnerability may be consciously
targeted by potential adversaries to shape and undermine cohesion and resolve within the Alliance. Investments
to improve resilience and self-reliance, such as in mining and processing industries, will require sustained efforts

on long-term and joint actions by Allies as well as
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Figure 11: Political instability of mineral producing countries 2020. Source: World Mining
Data 2022, (via IRENA: Geo-politics of the Energy Transition-Critical Materials, Fig 2.14).
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The Green Energy Transition will challenge nation states’

ability to design,

develop and implement this transition as well as their capacity to afford both
financial and material resources. The success of this transition will also remain
dependent on open and equitable access to critical rare earth materials and
technology. Equally, the GET will likely induce the enablement and emergence of
powerful commercial actors with oversight on the GET supply chains and processing
capacities and as a result, become a significant political influence.

The global requirement for electricity will continue to
grow while many nations that currently lack optimal
access to energy aim to escape from energy poverty

and support their growing
population and industries.
The choices they make
will be crucial for global
decarbonization and
will require an energy
alternative  to  fossil
fuel at scale. The price
decline  of renewable
sources to fossil fuel
alternatives is a promising
trend. It may create
economic incentives,
where  applicable,  for
mass  installation  of
green energy plants and
programs. At the same
time, requirements for
technology transfer,
maintenance and spare
parts will create new

dependencies to strategic
competitors of the Alliance

as well.

The security of electric
grids will be central for
international and national
stability as well as for
economic _ and  social

progress. The existing grid is challenged by growing
populations and evolving customer needs expanding
digitaland mobiledatausage and Al-drivencomputational
needs. Operational risks are also increasing primarily
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Figure 12: The price of electricity from new power plants. Source: Our World in Data.

by cyber-attacks and the disruptive effects of extreme
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climate events. Both will increase considerably. In
an age of pervasive competition, electric grids (and
symbiotic data networks) will become increasingly

exposed to adversarial
actions through the use of
electromagnetic or cyber
effects at scale. Natural
variations  compounded
with climate breakdown
will likely fuel extreme
disruptions on a global
scale. For example, a
significant ejection from
the Sun's magnetic field

may cripple all electric
systems causing chaos
and economic collapse.

The most promising area
for sustained success is
found in the transportation
sector. Global sales of
electric vehicles (EV) may
well show tenfold increase
by 2030 and reach 50%
share in the number of
total vehicles. This  will
fundamentally  transform
the energy profile of
transportation in most
developed countries and
increasingly in urban areas

worldwide. Saturation in electric cars may pressure armed
forces to adapt to the emerging electrification of urban
EV infrastructures. This will require advance planning and
foresight in force designs.




GREEN ENERGY
TRANSITION (GET)
WILL LIKELY MANIFEST
THE MOST ROBUST
TRANSFORMATION OF
ECONOMIES.
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Notwithstanding,
successful adaptation
will remain dependent on
the efficiency of states
and, increasingly, the
contribution of non-state
commercial actors.



Thus, GET will exert a highly selective pressure on states and failure to adapt will undermine national trust and
cohesion, which is likely to be exploited by violent non-state actors. A rapidly unfolding scramble for exploration
and exploitation of raw earth materials in the global commons will further exacerbate geopolitical tensions and
communal violence, and may result in detrimental environmental impacts on vital ecosystems and potential

confrontation.

Access to technologies and materials will be fundamental for state security, given the central importance of climate
change mitigation and adaptation efforts to reduce GHGs, the rapid development of green energy solutions, and
the new reliance on the flows of critical and rare earth materials. Efforts to secure these critical and rare materials

may drive the establishment of new multilateral frameworks and security alliances.

By the end of the next 20 years, along with increasing instabilities, non-state actors may be able to control access to

Outlook for EV market share by major region
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Figure 13: Electric Vehicle (EV) market share outlook out to 2030. Source: Deloitte Insights: https://
www2.deloitte.com/us/en/insights/focus/furture-of-mobility/electric-vehicle-trends-2030-2030.html.
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critical resources or refinery
processes. Additionally,
non-state actors will likely
possess  capacities  to
explore and exploit hitherto
inaccessible global commons
for resources, especially in
space, in the depths of the
high seas, and at the Poles.
Actors will compete for these
resourcesinacommercialized
and congested environment.

In addition to physical
resources, knowledge which
will  be secluded from
competitors in an era of
pervasive competition will
inadvertently become a
critical resource to gain.
Accordingly, it will  be
targeted in both the physical
and virtual dimensions, with
simultaneous actions.

1. Confrontation over limited resources (‘resource wars') expanding to regional and global levels, attracting major powers or

security coalitions with further unintended or calculated escalations.

2. Popular movements revolting against fragile governments as a result of deteriorating environmental conditions, prompting

internal conflicts, coups and regional escalation as well as major humanitarian crises.

3. The sudden emergence of vast market asymmetries, as a result of instability or export control disrupting the continuity
of resource supply chains, undermining efforts of green energy transition and enhancing competition or confrontation with

potential adversaries.
4. Human-induced or natural disasters leading to disruptions to electric grids, on a global scale.

34



S0

g AGE OF A EMERGING & DISRUPTIVE i

== TECHNOLOGIES CONVERGING il

B g

A1 IR
w _
ST
- -.:““
f\ et

‘U mm

The pace of technology transformation will continue unabated.
Emerging and Disruptive Technologies will present opportunities
and challenges in an age where effects and enhancements will
converge across multi-dimensional environments. Convergence
of technology will not only be transformative on a societal level
in the next 20 years but will also change the character of warfare
where military capabilities are increasingly autonomous,
networked, multi-domain and precise, and empowering an
increasing number of actors.
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The current age of innovation is marked by an unprecedented pace of change and transformation across the
entire spectrum of human activities. Over the last few decades technology has rapidly evolved, while costs of
entry for accessing technologies have rapidly decreased. Technological innovations will continue to transform
human capabilities and provide opportunities to mitigate and adapt to a broad range of challenges from
incurable diseases to climate change.

The speed, breadth, and depth of the parallel digital transformations across multiple sectors and in multiple
regions are shaping new ways of development and value creation and changing the role of state and non-
state actors. Within two decades, an overwhelming majority of the population will have access to the internet
and mobile devices, along with virtually a limitless amount of information, while the distinction between the
physical and virtual dimensions will decrease. Technology will thus enable and enhance converging effects in
an emerging multi-dimensional environment (physical, cognitive and virtual domain).
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At the same time, the speed of evolving technologies is also
broadening attack surfaces, including critical infrastructures
and societies  beliefs and values. As a result, new state and
non-state behaviours will emerge and additionally, new tools
of competition and confrontation will enhance manoeuvres and
effects \in, the non-physical dimensions, to wage cognitive
warfare withythe objective of achieving physical effects with
increased efficiency and impact.




EDTs such as Al, data, robotics, human-machine
interfaces, autonomous systems, quantum
technology, space technology, biotechnology,
human enhancement technology, novel materials,
renewable and directed energy technology, new
propulsion technology, and others bring both
opportunities and risks. The convergence of
these scientific fields will lead to new cutting-
edge discoveries with increased efficiency and
productivity. As the NATO Science & Technology
(S&T) Organization's latest S&T Trends 2023-
2043 report explains, in the next 20 years,
advanced military technologies will have four
defining characteristics: they will be intelligent,
interconnected, decentralized, and digital.

Al will confer prime advantage to countries
incorporatingAlinto their existingmilitaryweapons
and defence systems, while counter-Al techniques
will likely emerge but struggle to keep pace. EDTs
will impact escalation dynamics, cost-calculus, and
diffusion of strategic power and capabilities to non-
state actors. The world's most advanced militaries
will be capable of producing more accurate,
better connected, faster, longer-range and more
destructive weapons. Al can power unmanned
naval, aerial, and terrain vehicles, deploy “fire-and-
forget” missile systems, use stationary systems to
automate everything from personnel systems and
equipment maintenance, deploy targeted swarms
of smart robotic drones, inflict more devastating
cyberattacks,.or even deploy high-altitude nuclear
bursts causing.electromagnetic pulses.

Other critical EDTs, such as additive manufacturing,
will potentially re-shape industry and revolutionize
logistics. Additive manufacturing will likely
converge with advances in Al and machine
learning, big data, and advanced robotics to enable
““integrated manufacturing systems that respond
in real-time to ad hoc challenges on demand. 3D
printing will potentially drive shortened supply
chains, which could facilitate regionalization,
transform military logistics, introduce new capacity
gains, and create new efficiencies in sustainment
and readiness. State and private space companies
will benefit from the 3D manufacture of parts and
components of satellites that are complex and
costly using traditional methods.
Quantum sensors will be capable of providing
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unparalleled precision and accuracy, including
detecting specific locations of a missile launch
or identifying a nuclear weapon signature.
Quantum technology could also create detailed
maps of foreign territory, providing a military
tactical planning advantage. In addition to
these potential pioneering military capabilities,
quantum technologies will bring ground-breaking
advantages to societies. However, the high cost
of quantum computing will probably increase the
divide between the haves and have-nots, as only the
wealthy will have access to its greatest advantages.
Additionally, a quantum supercomputer will likely
boost the capacity to disrupt and decrypt public
key cryptography and classified information. Global
financial technologies would be at risk as they rely
on modern encryption methods. Some attackers
are already attempting to steal encrypted data in
the hopes that quantum technology will eventually
make decryption possible.

While EDTs provide enhancements, the lack of
oversight and governance creates significant
vulnerabilities that will also lead to increased
economic and societal challenges. The rapid
pace of technological advancements is already
outpacing existing regulations and governance
frameworks, increasing complexity and confusion
and complicating anticipation, understanding,
attribution and response. State and non-state
actors are exploring dual uses of EDTs. The research
and development budgets of most authoritarian
states remain hidden and so does the full extent of
their technology development portfolio. It is highly
likely, however, that state actors will continue to
prioritize EDT development and exploitation of
dual usable technologies, led by the private sector
enabling them to conceal intent and capacities, and
remain undetected until employment.

Strategic competitors will likely prioritize first-
mover advantage and attempt to secure critical
technologies, which will likely lead to decoupling
in scientific research collaboration and increased
volume of intelligence operations. Early adoption
of EDTs is expected to confer prime advantages,
particularly in areas of command and control (C2)
and military decision making, while also creating
risks and vulnerabilities.
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Annual private investment in artificial intelligence, by focus area
Includes companies that received more than $1.5 million in investment, This data is expressed in US dollars,
adjusted for inflation.
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The risk tolerance of desperate actors
adopting new technology will likely be
higher. Such actors may be in a state
of disadvantageous strategic position,
enduring economic, social or political
crisis or imminent military defeat. The
lack of mature policies, regulation and
understanding in addition to ethical
and moral concerns around EDTs means
that societies may not fully comprehend
the potential damage and disruption
that the weaponization of these
technologies, may cause, which could
make it easier for decision-makers to
deploy them without fully considering
the consequences. The speed, lack of
human oversight, and opacity of these
systems increase the risk of escalation.
As a result, in a high signal density and
confused security environment, future
leaders may not be able to intervene
as automated attribution may trigger
unplanned crisis and conflict. At the
same time, adversaries with a different
moral threshold may not want to.
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Self-reliance in critical
EDTs and developing
effective counter-
measures will be of
foremost  concern,
while such capabilities
will likely be attainable
for only a handful
of nations. Other
nations may need
to seek acquiring
technologies through
international
cooperation.

Our World
in Data

Cybersecurity

Drones

For many states,
transfer of technology
may be used as
an incentive  to
strengthen  security
partnerships and
develop efficient
joint capacities.

Accordingly, both
major state and non-

state, commercial
actors could attempt to create their own alternative
ecosystem of innovation and standards as technology
evolves. As a result, a diverging set of standards,
technologies, and ethical, legal, and social issues (ELSI)
will evolve. This will likely further fragment the global
technology landscape and complicate global regulation
of critical technologies.

2019 2020

2021 2022

Private sector entities, with the majority of market shares
in democratic countries, will continue to invest more than
state-led economies in tech development, innovation,
and exploitation. State and military (or defence)
capabilities will likely become increasingly dependent on
public-private partnership, creating reliance problems
and security concerns, especially for third states. Private-
public partnership will take different forms in democratic
and authoritarian countries. Democracies will continue to
incentivize partnership with autonomy, while autocracies
will aim to obligate and control private actors. Autonomy
will likely enable innovation and technology diffusion at
scale, while control will provide enhanced cohesion and
flexibility to use the diplomatic, information, and economic
instruments of power.




Potential adversaries will also seek to erode NATO's
technological edge by seeking dominance 1in non-
traditional technological areas. These countries will
Llikely increase the volume of research, development
and experimentation. As a result, the Alliance may well
lose 1ts edge and advantage in EDT-related research
in the short term.




Language and image recognition capabilities of Al systems have improved rapidly

Test scores of the Al relative to human performance
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Figure 15: Language and image recognition capabilities of Al systems improvement. Source: Our World in Datta.

Economic espionage will likely intensify in a pervasive
competition, enabled in the virtual dimension by
increasing computational capacities, and broadened
attack surfaces on Allied governance and academic
information infrastructure.

The prospect of confronting adversaries with a different
moral threshold in their decision-making in a technology-
driven conflict raises essential concerns.

The diffusion of EDT technologies will empower an
increasing number of actors to contest and compete
with new economies of scale and efficiency. Historical
data confirms that less developed countries gain
an asymmetrically larger share in modern military
technologies than their Gross Domestic Product (GDP)/
capita would justify, meaning that with the advent of
EDT-enhanced weaponry, less developed states will
also acquire shares from novel technologies. This is
further confirmed by the expansive use of intelligent
and networked loitering weapons and other forms or
by remote violence by developing states and non-state
actors.

Accordingly, the accelerating pace of technological
advancement increases the risk of a “technology
surprise” potentially from all actors, states and
non-states alike. Additionally, non-state actors that
have fewer resources than states will increasingly
adopt dual-use Al technologies as they are cheaper,
commercially available, and help them overcome
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capability asymmetries vis-a-vis state actors.

Non-state actors, including terrorist and ethnic rebel
groups, have already begun using Al-enabled drones
to transport drugs or initiate attacks. Non-state
actors will also increasingly benefit from 3D printing,
biotechnologies, small warheads, and cheaper space
capabilities, particularly as these technologies converge
to confer greater advantages. Al technologies will likely
make terrorist communications and networks more
efficient, providing the capability to galvanize larger
numbers of people globally. Recruitment propaganda
will focus on exploiting young people and their feelings
of disconnection, promising community, opportunity,
and money. Conversely, the ability to track and intercept
communications will increase, forcing these networks to
use less regulated platforms like the dark web. This will
in turn further fragment cyberspace. In the Middle East
and North Africa (MENA) region, terrorists use social
media, encryption technologies, and portable satellite
technologies to plan and coordinate attacks. EDTs will
potentially increase the lethality of coordinated attacks,
offering greater accuracy and the need for fewer people.

Some actors may seek to intentionally trigger crises, with
the use of EDTs. For example, generative Al's within next-
generation social media networks will make it increasingly
cost-effective to create confusion at scale using Al
generated content to produce disinformation or shape
opinion. Countermeasures will need to be Al driven and
will become more time-consuming to deploy and difficult



to manage as the threats evolve. As a result, EDTs can
mobilize underlying societal tensions and create instability.
Employment of EDTs will further facilitate the generation
of both enduring and disposable social movements and
novel ideologies. As convergent effects coupled with the
accelerated diffusion of these technologies, the barriers,
including the cost of entry, will decrease and thus enhance
the connections of actors in the non-physical (virtual and
cognitive) dimensions. Those may be characterized by
reliable, continuously collected information, supported
by hyper-connected, as well as autonomously generated
information by distributed human networks. However,
with advent of Generative Al, it may also add confusion
by polluting the entire information environment with false
and unreliable data.

Long-distance strike capabilities are becoming more
cost-effective  and accessible. Cross-border rocket,
missile, and drone events will continue to occur in
peacetime, likely increase in general, and constitute
a considerable challenge to states and societies. In
the physical dimension, weapons systems and strike
capabilities will be enhanced by the high signal density of
integrated sensors and the capacity to strike at extended
ranges, adding more complexity to an already congested
operating environment. This challenges the Alliance’s
edge to act within severely compressed timelines, notably
through space and cyber capabilities and missile and
drone technologies through electromagnetic effects
such as electromagnetic jamming. Armed forces will still
balance mass and technology, quantity and quality, but
the characteristics of modern conflict will be enhanced
by a range of commercial and dual-use technologies
and evolving tactics in electronic warfare. The ability to
coordinate state and non-state capacities within the
congested operating environment with a high tolerance
to surprises and attrition, as well as the resolve to sustain
efforts will be vital to winning in future wars.

With the accelerating rate of changes and disruptions
posed by EDTs, regulation of standards and practices will
become imperative. Such efforts should extend to setting
ethical standards and norms, including at the international
level, promoting accountability and responsibility, and
enhance arms control practices to address dual useable
researches and technologies. The absence of global

@ Potential Strategic Shocks:

cooperation as well as enduring and actionable measures
could lead to a future where the uncontrolled deployment
of these technologies threatens peace, security, and
the values we hold dear. Bioengineering advances
are opening new terrain for challenging philosophical,
political, and economic questions, as well as providing
novel military capabilities including bio-manufacturing
and human enhancement.

Preceding generations of technology will become obsolete
at faster rates, disrupting the practices of employing
those technologies as well as the ELM - (Elaboration
Likelihood Model) frameworks meant to regulate them.
Adaptation will likely be driven by non-state commercial
actors, technology empowered super-wealthy individuals,
and smaller tech-aware segments of the societies.
Most nations, their technology infrastructures, and the
majority of people in global societies will be less capable
of adapting to the accelerating pace of change. The rate
of technology adaptation will vary significantly within and
between nations and within societies. Age and gender
also determine access to advancements in technology.
Armed forces will likely struggle to keep pace with the
speed of development, especially in the non-traditional-
and cross-domain capabilities.

Adoption of disruptive technologies will impact traditional
industries and job markets, likely leading to economic
dislocation and unemployment for specific sectors of the
workforce. Many new jobs will require technical acumen
from workers who may need to retrain and learn new
skills. A digitally interconnected world will search for
a balance between the benefits and threats of open
networks, whilst dealing with new cyber and information
threats unseen before.

Technology acceptance will emerge as a decisive
prerequisite of adopting new technologies. Its rate of
adoption will be a key element of technological advantage
and resilience amidst geopolitical and geoeconomic
competition. Individual acceptance will be influenced
by the ease of use (like human-machine interface), the
trust in the systems (challenged by cybercrime), and
accessibility  (technology development inequalities),
among other factors.

1. Significant political or social unrest triggered by the uncontrolled spread of misinformation, disinformation as a result of Al, big data,

and advanced language models.

2. The lack of human oversight and the speed of highly interconnected and automated systems triggering escalation or unintended crises
due to highly interconnected systems, operating in a confused security environment.

3. Unanticipated use of any Emerging or Disruptive Technology (EDT) to gain strategic advantage in anticipation of imminent confrontation.
4. Enduring and successfully concealed employment of any EDT with effects of mass destruction.
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Economic activity across the globe continues to shift towards Asia

whilst established economic systems and global division of labour is
still transforming, due to security concerns, digital transformation and
rapidly evolving manufacturing and production innovations. Pervasive
competition is unfolding amidst major shocks to the global economy. This
fuels an increasing level of polarization when both states and the private
sector face global decoupling, with weaker states choosing or being coerced
between systems, while states authority is being challenged with trust
issues that become harder to address.
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Over the next 20 years, several geoeconomic trends are expected to shape the global landscape. In a
fragmented world, the erosion of the RBIO, heightened geopolitical rivalries, trade and supply re-shoring,
technological competition and economic interests will likely drive regionalization and the solidification
of geoeconomic blocs with significant implications. Firstly, it will weaken globalization, resulting in slower
economic growth, increasing costs to supply chain security and reducing economy of scale for innovation.
Secondly, assertive powers will strive to internationalize currency to mitigate potential risks associated with
the dominance of the US dollar, albeit this process will take time and has seen limited success thus far.
Thirdly, major strategic competitors will increase attempts to establish norms and technological standards
that might lead divergence from western standards. Fourthly, developing countries may be compelled
to take sides to gain market access, foreign direct investment, technology transfer and aid, leading to
alignment of their financial systems with their respective protectors.




The world is thus witnessing the emergence of geoeconomic blocs further fuelling polarization. This shift is driven by
security concerns as democracies aim to cut reliance on autocratic countries' supply chains, while autocracies fear
democratic influences. While the growth in globalization of digital services will likely continue, global trade seems to
have plateaued, with narrow prospects to support a steady globalization. Dynamics leading to polarization have been
accelerating as a result of recent shocks and instabilities. Self-sufficiency is emerging as a critical concern.

China, for its part, aims to become self-reliant in critical areas, creating the capacity to function independently,
particularly in times of crisis and confrontation. Other states with regional influence may follow suit in the future,
contributing to further fragmentation of the global economic systems. However, there are challenges to complete
decoupling, including economic and market interests, influence of commercial actors and daunting costs. Russia
is decoupled from Allied countries to a large extent, but it shows intent and capacity to re-enter global economics
through the Chinese and other states markets. The securitization of economics demonstrates a shifting behaviour of
actors facing strategic shocks and key uncertainties.

Global economic activity has also been shifting toward Asia in the past two decades, reflecting its higher rate of
economic growth in comparison with the rest of the world. The share of Asian countries in the global economic
system will continue to increase. Some of the most populous countries in Asia are positioned to be among the
world's largest economies in the forthcoming decades.
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The share of European Allies’ global consumption will continue to shrink. At the
same time economic forecasts show that Asian economies, especially China
and India are likely to grow faster than the western world, even though the
growth is expected to be lower than in prior decades.

In addition, the fourth industrial revolution (i.e. the ongoing automation of
traditional manufacturing and industrial practices using modern innovative
technology, fusing physical and digital systems) creates novel opportunities
and challenges, as well as new dependencies. These are also driving towards
more regionalized economies and securitized supply chains. In a fragmenting
trade environment, supply chain security, transparency, and resilience emerge
as a key concern. This will likely promote further protectionist measures to
manage risks. In turn, further fragmentation of global trade of key commodities
and technologies will increase. Such dynamics can reduce incentives for global
cooperation and enhance the formation of polarized, solid regional ecosystems.
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New achievements of the fourth industrial revolution,
like additive manufacturing, smart agriculture, space
technology, and digital transformation will be key driving
factors in shaping wealth and economic power. The
efficiency of industrial processes will grow as a result of
the fusion of digital and physical systems of manufacturing
tools, digital codes, energy consumption, raw material
and processing capacities. Early adoption of novel
technologies to national industries can offer novel ways
to adapt to climate

populations will impact most high- and middle-income
countries. Consequences will likely transform economies,
and heavily impact politics, social norms and values. For
example, negative demographic trends of an unskilled
workforce and ageing populations may pose limitations
to economic output and innovation. Thus, a higher
expenditure on healthcare and welfare will compete with
defence budgets. Heavily affected countries may struggle
to recruit a sufficient quality and quantity of workforce

in peacetime, as

breakdown. Population, 1950 to 2100 m well as to mobilize
Prajections from 2022 onwards are based on the UN's medium-fedility scenario th e | r econo m|C
Access to th_ese 10 bilion World and military
technologies complexes in
may emerge times of crisis.
as a prominent  guilion Such trends will
objective of state further incentivize
politics and, automation.
equally, become  6billien
part of diplomatic A resulting
and economic loP. india need for (legal)
Likewise, additive ~ *PWen ;;ig?:_as migration  and
. . nited Slales .
manufacturing will Ethiopia various pull-
. Egypt
enable localized : Brazi factors for
. 2 billion Russia . .
production ﬁ Vietaan additional
Japan .
throggh ’ 3D e ik workforce in
printing and likely ———— e Frawe developed
assist resilience 1950 1980 2000 2020 2040 2060 2080 2100 countries can
against eCONOMIC  source: Urited Nations, World Popuiation Prospects (2022) ceBy unfold the
coercion, but it potential  where
also may impact Figure 17: Projected global population growth. Source: Our World in Data. benefits outweigh
global trade the costs for new

significantly once operations become mainstream.
Near-sourcing and automatization of logistics will
further accelerate localization. Consumer demands
as well as political requirements for locally sourced
products may further reinforce this trend. Additionally,
the space industry will both benefit from and drive the
next industrial technology revolution and will likely be
led by agile, adaptable, and scalable commercial sector
capacities.

Technology, demographics and the availability of a
skilled work force will significantly shape the speed, scale
and efficiency of economic policies and growth of the
industrial transformation. Declining birth rates and ageing
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migrants. Origin countries will likely experience mixed
effects as well, that range from critical skill and qualified
workforce gaps to a decrease in unemployment.

In NATO's neighbourhood, the population of low-income
states will continue to grow steadily during the next
decades. These states will also face daunting challenges
posed by climate change and increasing frequency of
instabilities.

Irregular migration amplified by other instabilities will
continue to be a major source of demographic shifts in
populations. It will also enhance illegal human trafficking,
empower criminal networks and non-state violent actors
and undermine state stability, resulting in domestic and



political disputes, and extreme international conflict.

Tackling irregular migration will increase in scale and
remain a foremost challenge for developed states.
Additionally, the instrumentalization of migration will also
remain highly likely, as done by Russia and Belarus as part
of hybrid actions targeted against Allies and Partners of
the Alliance for political purposes.

Rising national debts and prolonged stagflation may
limit states, especially low- and middle-income countries,
to drive effective digital and industrial transformation,
sustain and develop education and welfare, and create
climate resilience. Incremental debt services may reduce
states' abilities to re-allocate resources to resilience,
readiness, and defence. The current rate of lending, as an
economic means to increase influence, may be curbed in
the short term and might be replaced with the transfer of
technology and manufacturing processes.

Fragmented economic systems, especially in developing
countries, coupled with inequitable access to goads,
products, and technologies will continue to boost
informal economies. These trends will likely continue to
undermine state authority, enhance illicit networks, and
exploit women, children, and marginalized communities.

The global financial system will also be impacted by
technology developments and pervasive competition
in digital finances, cryptocurrencies, and block-chain-
based transactions which may increase the share of
informal transactions. The dollar-based international
financial system may be challenged, as is already the
case, leading to multiple financial systems in the wake of
the already visible decoupling of economies and trade.
Trust will remain a fundamental element of financial
transactions, but emerging informal and simultaneous
financial systems may undermine it. Sanctions may lose
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efficiencies in a decoupling global economy, while the
potential for economic coercion will likely increase.

Isolated andfragile stateswilllikelymissthefourthindustrial
revolution, digital transformation, smart solutions and the
productivity gains it promises. At the same time, these
actors may likely be able to acquire, retain and enhance
offensive cyber capabilities and novel disruptive means
at acceptable costs. Incentives for such actor to disrupt
these developed digital and economic networks will
likely increase in parallel, especially in an era of pervasive
competition with an eroding rules-based international
order. These actors, as well as potential adversaries may
seek preventive strikes against physical infrastructure and
persistent targeting of tech industry individuals and firms
to inhibit the progress or seize the technology of other
states. Additionally, the widening gap in Al acceptance for
manufacturing and production of goods between already
technologically advanced countries and those lagging will
Create massive trade imbalances as the latter continues
to be structurally outcompeted by increasingly efficient
advanced economies.

Technology developments, the industrial revolution
and pervasive competition will continue to drive the
emergence of geoeconomic blocs and more self-reliant
regional ecosystems with significant consequences. It will
likely weaken globalization, leading to reduced growth
and innovation. China may seek to internationalize its
currency to lessen risks associated with the US dollar
and promote an alternative economic system globally.
Technological standards may also increasingly diverge.
While the internet will likely remain global, and thus,
digital services as well, an increasing number of countries
may attempt to create ‘security safe zones' which will
enable them to control more segments of the global web.

1. Major supply chain shock resulting from regional conflict, denied access to resource nodes, or severe trade prohibitions.
2. Actors introducing an export ban on critical rare earth materials or energy resources in a concerted and coordinated fashion.
3. Isolated states conducting disruptive strikes against digital and economic global systems causing global shock in telecommunication,

supply flows and industrial activity.

4. Alternative financial systems emerging and gathering increasing support.
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HUMAN NETWORKS
- EMPOWERED

Technology accelerates interconnectivity within groups
and individuals increasing their influence in the security
environment. It empowers them to pursue their objectives
independently from and sometimes in contradiction with
state actors. Human networks’ ability to adapt rapidly,
makes them formidable allies, or foes in the future
security environment.




Human networks (i.e. a complex set of interconnected relationships that facilitate information exchange,
collaboration and resource-sharing) will continue to transform in both the digital and physical realms,
achieving new scales of efficiency but also new behavioural patterns as a result of technology enablement.
For example, immersive digital communication tools will allow more efficient global collaboration, thereby
untangling social groups from geographical boundaries and traditional institutions and values like state and
patriotism. The role of Al assistance may transform inter-personal trust and patterns of reliance between
individuals and groups. Future human networks will likely continue to decentralize, innovate solutions
autonomously, and providing effective governance solutions for their specific problems, potentially vying to
defy control of traditional, hierarchical institutions. These developments may create increasing challenges
to the existing geography-bounded governance frameworks and ultimately the states themselves. The
traditional role of states and international relations will likely be challenged by new, networked non-state
actors and their improving agility, scalability and resiliency in the face of disruptive changes.
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As the key resource for these networks will likely become the ability to transmit and the
capacity to protect data; digital and physical security will likely continue to converge. This
will necessitate new capabilities to protect national and Allied cohesion, as well as the morale
and efficiency of centralized structures like states and armed forces.

Traditional categories of state-provided security might also be blurred from the cyber-
space to the physical world, between the public and the private, between conflict and crime,
between the domestic and the international. In any event, the commercial sector will play
a crucial role in both supporting state security and building resilience within society.
Commercial services will augment and could replace state services. They will likely prove
agile, adaptable and scale efficiently. Non-state actors’ capacities and influence will
grow as private and illicit networks and social groups will adapt better, albeit with high
attrition rates. Modern tools of connectivity and technology will enable organized networks
that operate across national boundaries. These networks will often prove more efficient
than traditional state actors in mobilizing resources and exploiting and disseminating
information. The commercial sector will continue to dominate innovation, research, and
development in democratic countries.

Diffusion of ideas and beliefs through globalized networks will continue to foster economic
and productivity growth, but also polarization and ideological fragmentation. Technology and
social media will play a significant role in this trend, empowering human networks, enabling
activism, and redefining concepts of virtual violence.
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Additionally, exponential and disruptive
changes in technology are emerging, re- 2014 2015 2016
shaping the characteristics of violent non-
state actors in human networks. These
new patterns of the fourth industrial
revolution are driven by automation and
additive  manufacturing, the expansion
and transformation of the information
environment, and the cyber domain.

These dynamics, coupled with the diffusion
of technology and violence, are empowering
groups and individuals while increasing
fragmentation and inequality. Terrorist
organizations and violent non-state actors
are increasingly enabled by new technologies
and ableto operate autonomously instrategic
distances, shaping and contesting states and

societies across vast geographical regions. 2020 0()9 ] st eoom: | o)) Ingepmetedwitive punot
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and fragmented human landscape, fuelled
primarily by climate disruption, especially
in Africa, the Middle East and Asia, as well
as increasing poverty and inequality. The
inability of the state to respond efficiently
to these challenges is providing further
opportunities to strategic competitors and
non-state violent actors to exploit state

vulnerabilities.

Figure 18: Improving copabilities: Timeline of images generated by Al. Source: Our
World in Data.

As advanced technology will offer an expanding range of solutions for remote violence it will also enhance deniability in the congested
physical and boundless, non-physical dimensions. This will increase incentives for a wide range of actors to exploit innovations and
exert violence in pursuit of strategic objectives. In this sense, modern technologies will empower individuals and create an environment
of pervasive threats. Civilian uses of these technologies will allow many more actors to have access to their development, design,
acquisition, and use than the closed-loop development of specific weapon systems. In this context, connectivity and technology
enablement will continue toempower violent non-state actors and terrorist groups . Al will enable terrorist networks to galvanize larger
numbers of people globally and exploit social grievances more effectively. Recruitment propaganda will focus on exploiting young people
and their feelings of disconnection. Violent non-state actors are already early adopters of EDT and will exploit opportunities to expand
their networks and influence. Their capacity to use social media, encryption technologies, and portable satellite technologies to plan
and coordinate attacks will further increase. With the advancement and widespread use of technology, and in the absence of strong

international cooperation, violence will likely increase, especially in areas of instability or conflict.
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Private actors will also emerge
as critical enablers, and their
capacities may be integrated
into military operations with
increasing  frequency and
impact. Future armed forces
are unlikely to maximize their
capabilities without significant
commercial  support from
private partners. As a result,
composite  civil-
military capability
packages may
become prevalent.
Service providers
will participate
through the entire
capability  value
chain.  However,
while commercial
services
could become
indispensable,
states must
address concerns
about  reliability
and attribution of
commercial effects prior to
realizing their full potential
to contribute to military
operations.

The wealthiest 1% of the
population will continue to
accumulate wealth, power,
and influence. Technology-
enabled  super  wealthy
individuals  will increasingly
influence international
relations and state affairs, to
the point of contesting the
power and responsibilities
of states. At the same time,

inequalities are on the rise.
Shocks and instabilities will
further exacerbate inequality,
resulting in social unrest,
populism, violation of human
rights and potential negative
consequences for the world
economy and the state
authority.

Private actors will also emerge
as critical enablers, and their
capacities may be 1integrated
into military operations with
increasing frequency and impact.
Future armed forces are unlikely
to maximize their capabilities
without significant commercial

support from private partners.

The ability to generate data,
conduct distributed actions,
innovate  solutions,  and
support state services fosters
societal resilience. Human
networksare becomingcrucial
in an increasingly fragmented
security environment. Hence,
these networks will be
targeted in the cognitive and
virtualdimensions priorto and
during future conflicts. These
targeting efforts will include
influencing mobilization and
contesting human networks.
Such manoeuvres and effects

will  become cheaper and
more robust due to growing
connectivity and Al-enabled
information campaigns. As
human interactions become
more networked, the
instruments of national power
will gain enhanced range,
speed, scale, and impact.
This could lead to strategic

surprises and
converging  effects
across physical,
cognitive, and
virtual dimensions.
Strategic shaping

and  effects  will
likely begin during
peacetime, often
designed to stay
below response
thresholds and
avoid full-scale war.
Providing protection

and enhancing
resilience for
human networks

in the virtual and cognitive
dimensions may well become
a most significant challenge
for Allied states.

Human networks will continue
to concentrate in urban areas,
constituting centres of wealth,
innovation and progress as
well as political, economic,
and symbolic power. Urban
areas will account for two-
thirds of the population
globally,and predicted to peak
at approximately 10 billion by
2050. Cities will also constitute



highly complex, congested,
and heterogeneous
operating  environments
fusing all loPs and all actors
in  compressed physical
spaces. Megacities  will
continue to grow as global
hubs.  However,  their
challenges will also deepen
from the cascading effects
of climate breakdown,
resource scarcity, supply
chains shocks, increased
exposure to unsanitary
conditions, diseases and
lack of adequate health
services.

Africa will likely surpass
other  continents in
urbanization, with
increasingly — miserable
living conditions and
slummification in  the
absence of sustainable
economic growth.
This will further
enhance inequality and
disenfranchizement

of  the  population,
empowering illicit
networks.

Most cities and

megacities  will  steadily
continue  to  increase
energy consumption
and accelerate  human-
induced climate change
within the next 20 years.
Diseases will emerge and
spread in these congested
and condensed human

networks more  rapidly,
with heightened risks to
population and challenges
to authorities.

As the power of major cities
continues to grow, their
interests may diverge from
the general interest of the

Developing countries
in South Asia and Sub-
Saharan  Africa  will
account for almost all
global population growth
during  the  coming
decades. However, it may
not be able to provide the
necessary infrastructure
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Figure 19: Evolution of population by degree of urbanization. Source: Our
World in Data.

state. Robust cities with
the willingness to achieve
greater autonomy may
complicate  international
affairs by enacting para-
state  functioning  and
diplomacy. An increasing
urban-rural divide will further
exacerbate tensions at the
intra-state level.

and education systems
while rapidly urbanizing
at the same time. Already
existing youth  bulges
contribute  to  sodial
unpredictability and widen
the distance between a
young population and
their governments that
lack the ability to connect
with them.
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Changes in beliefs will continue to shape
values in the future. Economic and political
challenges, such as inequality and polarization,
may lead to a reorientation of values and the
rise of extreme ideologies. Disinformation and
downplaying of scientific knowledge by certain

parties may expedite this shift. Ethical and :
psychosocial questions along with lifestyle .
choices will gain prominence in public discourse, : "l -
particularly in developed countries. - : : -
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User generated content will increase exponentially, creating density and congestion of information. New waves of
general-purpose technologies and the continued diffusion of the internet will enable expanding content creation.
This could lead to the democratization of opinions but could also lead to a mounting increase in biased content
and mass disinformation. The expanding volume of information will lead to ambiguity, challenging the ability to
distinguish fact and fiction. The weaponization of public opinion through cognitive warfare involves creating narratives
and fuelling emotions, perceptions and opinions; the human mind becomes the battlefield. States and non-state
actors will strive and likely become enabled to efficiently create confusion and a state of ambiguity between fact and
fiction. Mobilization of populations against the values and systems of government through manipulation, subversion,
influence and destabilization are the fundamental goals of actors waging cognitive warfare.

Distributed generation of disinformation is a significant concern in the emerging age of Al. Using sophisticated
Al tools, it is becoming increasingly challenging to distinguish fact from mis- and disinformation. While Al can be
mobilized to reinforce democracy, it also can be used to undermine it. However, Almodels can also be used to detect
false or misleading information and recognize the tactics used by social media bots in spreading disinformation.
This includes the exploitation of children through Al-generated images and targeted campaigns of online violence
against minorities as well as female political leaders to sow internal conflict and weaken confidence in government.
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There are likely connections between increasing digital
disinformation and rising numbers of youth violence,
school shootings, and terrorism across the globe. The
potential of Al-based disinformation to wield disruptive
effects to shape politics, as well as elite and public
perceptions, is considerable and it will likely be used
extensively to expand instabilities as well as to shape and
undermine NATO and Allied cohesion and the willingness
to act.

Widespread employment of Alwill also enable mobilization
of networks and social movements. Interconnectedness,
shifting values, misinformation and Al will likely proliferate
social movements, which will evolve around an ideology
but will be aimed at a political objective. Such social
movements exist globally today and gain prominence via
social networking technology, connecting a wide variety
of people from diverse backgrounds and societies. It is
highly likely that this application of technology will be
used more frequently by political, socioeconomic, and
non-state actors and groups in the future to generate
disposable as well as enduring social movements in both
physical and non-physical domains.

Additionally, gaming is increasingly influencing the
cognitive and physical skills of the new generations
such as decision making, problem solving, spatial
awareness and social skills. Social media and its future
formats, including virtual and augmented reality, will play
a significant role in amplifying the influence of global
social movements. The current social media penetration
worldwide is around 60%, which will evolve significantly,
for example, as the developing countries in Africa and
elsewhere catch up, and growth in India reaches its full
potential. Projected demographic shifts will increase
the social media penetration growth, as the developing

@ Potential Strategic Shocks:

countries with the current low rates are also the ones with
the fastest growing youth population. Universal access to
the internet as a fundamental human right by 2030 may
therefore also boost the vulnerabilities resulting from
newly accessible networks.

Virtual and augmented reality will initially dominate
gaming and entertainment but extend to various fields
like learning, healthcare, work, and more. Privacy, data
influence, and maintaining a sense of reality will pose
challenges. Breakthroughs are possible by the end of the
next 20 years and people will adapt to mixed realities with
interactive holograms. More people are turning toward
like-minded and familiar groups for social encounters,
community and security, leaving behind their traditional
social habitats without being limited by geographic
location or national borders. This creates micro societies
and cultures which can enhance confirmation biases and
perceptions that feeds extremism and polarization.

Crowdsourcing is becoming a widely adopted production
and problem-solving model across various projects. It
leverages human networks' collective intelligence and
versatility to foster knowledge creation and innovative
solutions. With increasing digitalization and expansion
of global services, crowdsourcing may be mobilized to
improve physical and virtual resilience, conduct cyber and
cognitive and virtual operations and crowd sensing and
ensure alternative supply chains to armed forces.

Trustin governments varies among states, but shows signs
of decreasing, potentially undermining national cohesion
and resilience. For this reason, trust will be increasingly
targeted in the cognitive and virtual dimensions by
adversaries and social groups may be used as proxies to
undermine national cohesion.

1. Non-state actors openly and declaratively contesting and challenging state authority, or replacing state responsibility in critical
services, or acting in the state’s stead in international affairs. This may include the sudden removal of any previously provided
commercial enabler from a state leading to critical reliance concerns and counteractions.

2. Winning a conflict without fighting through successfully shaping and contesting within the cognitive and virtual dimensions, collapsing
national cohesion and severing the military instrument from the society.

3. The exponential spread of any emerging norm, belief, idea, technology or disease across the global human networks.

4. Collapse of a megacity.
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SCRAMBLE FOR
== THE COMMONS

Pervasive competition as well as depletion and umeven
access of existing resources will drive actors towards the
insufficiently governed global commons. Actors will explore
and exploit these commons to gain strategic advantage,
control or deny access to contest and, if needed, confront.
This scramble will require stronger reliance on non-state
actors and will be driven by commercial capacities.
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As a defining change of the next 20 years, structural forces will make global commons more
accessible. Climate breakdown will enable access and push competition towards the global poles,

and it will necessitate the eventual geoengineering of the atmosphere. Technology empowerment
opens cyberspace for the vast human population, while innovation and decreasing technology costs
will throttle exponentially, increasing the number of actors to the space. In the absence of efficient
global cooperation, however, these ‘new frontiers™ will remain insufficiently governed and ripe for
competition, for strategic advantages and new resources. State and non-state actors will scramble in
the commons to explore and exploit physical and non-physical dimensions alike.



The Arctic and Antarctica are emerging
as key strategic focal points of the global
commons. They will become more integral

to global economies, primarily dueto
the effects of climate breakdown.

As the regions transform at an unprecedented rate,
and cyberspace, as well as the Arctic and Antarctica.
Access to these commons will remain fundamental for
sustaining global trade, transportation, energy, and food
security, as well as digital communication. In the absence
of adequate regulation, the global commons will likely
become an essential theatre of competition.

The high seas, especially areas beyond national
jurisdiction,  will  experience  contestation and
confrontation of actors to control trade and natural
resources. Blockades and interdiction will be further
enabled by unmanned naval drones (initially surface
vessels and later submerged unmanned vehicles as
well), increased sensor density and satellite imagery,
swarming or loitering use of unmanned aerial vehicles,
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stand-off precision weapons,
jamming.

Competing claims over internationally disputed territories
will likely occur with increasing frequency. Actors will aim
to take advantageous strategic positions through various
illegal activities, such as conducting piracy, maritime
terrorism, and illicit trade. Climate related displacement
of people, fish- and live- stocks will potentially exacerbate
transboundary tensions, instability and food scarcity
between states. Threats will menace the critical undersea
infrastructure at an increasing scale and frequency. These
include loss of vital marine ecosystems, physical threats
from cable cutting, mine-laying or recon underwater
unmanned vehicles, and increasing cyber threats by
hacking the terrestrial infrastructure at cable landing
stations or data centres.

and electromagnetic



The Arcticand Antarctica are emerging as key strategic focal points of the global commons. They will become more integral
to global economies, primarily due to the effects of climate breakdown. As the regions transform at an unprecedented
rate, so will their strategic significance at a time when the international system is increasingly strained. Polar Regions will
yield huge potential in natural resources, with governance structures that are facing increasing challenges in a fragmenting

security environment. Their
surrounding areas will become
critical supply routes and thus,
likely the object of contesting
state and non-state actors,
similar to the high seas.

The atmosphere is also
emerging as a new theatre
of contestation. Emerging
technologies are changing
the way the world strategizes
securing the Earth's
atmosphere,  both  from
natural  occurrences  like
climate change and from the
expansion of military and
commercial use of manned
and unmanned aerial vehicles,
and high-altitude balloons.
Air  traffic  management
on state and international
levels could fail to keep
pace with the proliferation
of assets and sensors. The
use of drones is driven by
vast commercialization, and
the cost of entry continues
to decrease. Drones are
transforming  warfare by
exploiting the atmosphere in

a cost effective and scalable
manner. Their ability to create

sensor density, saturationinthe
atmosphere and the increased
use of electromagnetic effects
adds new efficiencies and
creates novel vulnerabilities to
existing weapon systems. In

the next 20 years, worsening climate conditions will likely drive the creation of new geoengineering technologies, which
have several short-term benefits for the global climate. However, they may also introduce serious ramifications leading to
international debates and frictions.

Exploration and exploitation of outer space will be a significant theatre for competition between states and technological
cooperation between private and public actors. The global space industry will increase steadily. The development of
reusable rockets and other emerging technologies by commercial actors is reducing the cost of accessing space and in turn,
broadening the number of actors in space. As a result, congestion and competition in space will likely accelerate, creating

.I"H-.|u-\.l.-\.1||-

ez deriya
Myz Shadis

i

Canata

Canada
-------- Russia
"Haldas
[
“W e 3t
e Al

ARCTW POHTAL
e el prtahary

Figure 20: “Arctic Sea Routes, Northeast Passage and EEZ's", March 2022. Source: Arctic Portal,
Northern Sea Route Office. https://arcticportal.org. -- North-West Passage, -- Future Trans Arctic
Shipping Route, -- Northern Sea Route, -- North East Passage, -- EEZs

geopolitical friction and proliferating objects in orbit, while increasing problems of managing space traffic and debris.
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The global energy landscape could
changessignificantly ifthe profitability of
exploiting the vast Helium-3 resources
on the lunar surface is realized. In
the event of a transfer of resources
in the direction of Earth, airspace
traffic control would be affected.
Likewise, the arrangement of launch
and landing sites for the vehicles
transporting them would reconfigure
the transport routes over the surface
of our planet. Itnhtems way, geographical

support more commercial markets

including  meteorology,  energy,
telecommunications, insurance,
transport, maritime, aviation, and

urban development, as well as for
defensive purposes.

Space, as the ultimate ‘high ground,
will grant decisive advantages in
warfare. The weaponization of space
is thus well underway and will likely
proliferate in a pervasive competition.

based and space-based kinetic
anti-satellite  weapons, while likely
possessing space loitering munition
disguised as dysfunctional satellites.
Smaller nations and non-state actors,
hostile to the Alliance may also
develop elements of an anti-satellite
ecosystem,  through  technology
transfer from major actors. Using
satellites as loitering munitions in low
earth orbit poses grave challenges to
the integrity of satellite constellations.
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resources  on
Earth will drive
space-based
mining and
manufacturing,
which ~ has thus far been
constrained by a lack of assets,
including technology and finances.
The convergence of EDTs like Al-
enabled  navigation  Quantum
Positioning, Navigation, and Timing
(PNT), additive manufacturing, and
advanced robotics will increase
the prospects of future mining of
asteroids and other spatial bodies,
which could potentially provide
resources like helium-3, gold, iron,
and platinum.

Space also serves as a critical
enabler for the global economy and
security. Actors will continue to build
upon existing space-based systems
and develop new capabilities to
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Figure 21: Growing number of objects launched into space, including satellites, probes,
landers, crewed spacecraft and space station flight elements. Source: Our World in Data.

Space-based  missions are  also
becoming essential for global military
power and competition. They provide
nations with increased overhead
coverage and enable early detection
of inbound threats, tracking, navigation
and timing for precision strikes, as
well as improved communication to
support C2. As the strategic value of
space-based capabilities is increasing,
states will seek to deny or counter
these with conventional and disruptive
means alike. For example, China is
building a space architecture to provide
its military with new long-range strike
capabilities. It has constructed ground
counter-space weapons to prepare
for possible future conflicts. Likewise,
Russia is testing its own ground-

This will likely
incentivize
smaller nations
to cluster with

major space nations, resulting in new
forms of security cooperation and
capability aggregation.

Cyberspace will play a crucial role in
modern societies over the next two
decades, enabling communication,
commerce, critical infrastructure and
warfighting. It will continue to support
global trade and services, helping
economies grow. Notwithstanding,
the cyber domain will remain mostly
ungoverned, fragmented, distributed,
andunstable. Thisdisorderis expected
to deepen as user-generated content
proliferates with Web 3.0 and large
language models combined.

The ongoing digital transformation



will  bring  significant  efficiency
improvements  across  various
production chains and financial
systems. However, it will also expose
critical  capacities  to  malicious
cyber activities. This combination of
efficiency and vulnerability will be a
defining characteristic of the cyber
domain. Cyberspace will integrate
with emerging technologies like Aland
biotechnologies, impacting almost
every aspect of life, from medical
devices to household appliances.

In the next two decades, cyber-
attacks will vary in scale and impact.
They may range from hacking
personal devices to gaining control
over vehicles to more extensive
disruptions like shutting down
websites or telecom networks,
stealing  intellectual property,
spreading disinformation to
destabilize regions, and exploiting
critical infrastructure at a relatively
low cost. This allows non-state
actors to execute more efficient
attacks on an increasing scale. The
use of cyberspace may dissolve
boundaries between the physical
and virtual realms, creating new
forms of manoeuvre, fires and
competition. The characteristics
of cyberspace, such as anonymity,
deniability, and speed, will contribute
to emergence of new characteristics.
As a result, distinguishing between
acts of espionage, aggression, and
war will become more complicated,
especially with the sophistication of
tools and the rise of autonomous
non-military actors and the influence
from civil society.

Moreover, cyberspace will provide
an ungoverned space for both
state and non-state actors to carry
out strategic campaigns without

direct  physical  confrontation.
This will add to the complexity of
managing and responding to cyber
threats in the future.
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Most states will struggle to keep up with industry leaders
who are responsible for most cyber innovations.

Governance challenges in the cyber domain will persist and
widen due to differing national perspectives on applying
international law to cyberspace. The establishment
of comprehensive global regulation or oversight is

unlikely, especially in pervasive competition. The lack of
international consensus on controlling digital activities will
likely remain a permanent characteristic of the Evolving
Security Environment. Non-state actors, including political
interest groups, extremist organizations, and foreign
influence campaigns, will become increasingly capable of

manoeuvres and effects that go beyond physical limitations.
Most states will struggle to keep up with industry leaders
who are responsible for most cyber innovations. This will
lead to a need for expanding technological expertise at
the State-level, collaborating with the private sector to
find regulatory solutions and to transform the private-
public relationship as a whole. Major Powers will be better
equipped to provide robust IT infrastructure and security,
while other nations may lack the technical capacity to
govern the cyber domain effectively.




As the cyber domain becomes more complex and confused,
and as it extends into the physical, cognitive and virtual
dimensions, it will increasingly impact states, economies and
societies. National weaknesses in cyber capabilities will be
exposed and exploited in such an environment. Without IT
champions or public-private frameworks of sufficient scale,
nations will find it challenging to achieve self-defence and
resilience in cyberspace. Smaller nations will increasingly
rely on commercial or external, state-owned capabilities to
cope with cyber challenges.
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() Potential Strategic Shocks:

1. Unintended escalation from
confrontation of state or state-
sponsored commercial actors in
scrambling for exploration and
exploitation beyond national
jurisdiction, in the insufficiently
governed global commons.

2. Interdiction of naval trade, air
traffic, satellite orbits and critical
undersea infrastructure in critical
nodes or locations with global effects.
3. Autonomous actors imposing
paralysis in physical and digital
infrastructure by creating strategic
disruptions in cyber space, driven by
alternative ideologies or beliefs.

4. Any form of kinetic or non-kinetic
attack against Allied and major
commercial satellite constellations.




Across all aspects of the Evolving Security Environment, pervasive
competition will accelerate as strategic competitors of the Alliance
adapt to increasing levels of global fragmentation and the erosion
of the current international systems. As a result of increasing
uncertainty and instability, rivals will position themselves to
undermine international norms, shape and contest in peacetime
and prepare for confrontation. The relationship between Russia
and China is likely to strengthen and smaller states may be exposed
to coercion as pervasive competition gathers pace. Formation and
solidification of new forms of regional security cooperation and
military alliances may become more prevalent.




INTERNATIONAL ORDER
== IN TRANSITION

In 2023, the Euro-Atlantic Area is not at peace and the short-term security outlook is frustrated by a series
of recent crises and transitions. Lasting food, energy and financial insecurities and challenges have emerged
in the wake of the COVID crisis, amplified by the Russian war of aggression. Climate change, regulation of Al
tackling poverty, nuclear proliferation and arms control, governance (and protection) of the global commons,
and regulation of new domains like cyber and space would all require successful collaboration, whereas the
trends are showing a general decline in the efficiency and willingness of such efforts. The enduring absence
of credible and collective international cooperation will certainly exacerbate disruptive effects of the unfolding
global challenges.

The COVID-19 Pandemic has fundamentally re-shaped near-term futures with long-term consequences. The
global pandemic has erased roughly four years of progress in decreasing poverty worldwide. At a minimum,
it infected more than 500 million people, led to more than ten million deaths, and disrupted essential health
services in almost all countries. The pandemic has deepened a global learning crisis, obstructing more than
one hundred million children from in-person school in 2020-2021 as they were forced to immediately adapt to
an entirely virtual environment with less social interaction. COVID-19 has led to increased inequality, violence
and polarization. Social and political divisions deepened over differing beliefs surrounding the methods,
effectiveness, and enforcement policies of distributing the vaccine.
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The Russian 1invasion of Ukraine has further deepened existing
challenges and gravely violated the RBIO and global security. The
cumulative cost of the war in Ukraine in loss of global GDP has
surpassed 3 trillion dollars.

The effects of the war, combined with losses caused
by the pandemic, have raised the number of people
living in extreme poverty, with sub-Saharan Africa and
already failing states experiencing the highest poverty
rate increases. Access to food and energy and resulting
market asymmetries are creating further instabilities in
the Alliance’s southern neighbourhood and highlighted
global vulnerabilities of interconnected economies
and production as well as corresponding increases in
violence. As a result, the war in Ukraine has created
additional adverse effects on the global economy and
increased inequality, poverty, overwhelmingly affecting
woman and children and impacting human security on
a global scale. These events have also led to increasing
changes in migration patterns, social attitudes, and
polarization.

These two global shocks are thus primary disruptors of
a current security environment amplifying the negative
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effects of most major trends, which would have been
unfolding without these shocks with likely less severe
disruptions to the existing international order. Major
shocks and instabilities, such as the war in Ukraine, will
also likely lead to a more precise division between Allied
countries and strategic competitors. The governments of
Russia, Iran, and North Korea are openly averse to Allied
states. Additionally, systemic competition between major
powers is intensifying challenging the West and the
existing RBIO across all instruments of power. The ability
of the RBIO to prevent, mitigate and resolve disputes
between states will be undermined by such dynamics
and particularly by the adverse and non-complying
behaviour of strategic competitors. These powers will
seek to alter the current international order to reflect
their own interests, ideologies, and values and advocate
for alternative international governance models.

Furthermore, they weaken global intergovernmental



organizations, creating political deadlock and decreasing global cooperation and collective
decision- making capacity. Solutions may be sought increasingly on a regional level and
with selected partners instead of utilizing existing international institutions. Additionally,
fragmentation and instability will increase as the number of unresolved and unmitigated
disputes will further increase.

The perception of pervasive competition will encourage states to hedge against threats
by generating mutual security guarantees and aggregating capabilities to achieve higher
economies of scale. Such efforts will also be driven by the need to create agility and resilience
in space and cyber domains at scale, as well as in sensor density and offensive means across
all dimensions. Notwithstanding, generating these capacities will likely prove to be challenging
for most nations. Potential adversaries will likely use it as an incentive to solidify technology,
economic and ultimately military cooperation. The governments of China and Russia will
seek to shape and influence international norms, standards, and institutions, challenging
the Western-led order and advocating for alternative models of global governance. Chinese
objectives to develop independent financial and digital ecosystems will severely challenge
existing global institutions and may incentivize states to develop their own alternatives or
join in. As a result, multiple orders may emerge across the security, economic, or digital
ecosystems. Allied actions and resolve to address challenges will be indispensable to mitigate
the detrimental effects on the existing rules-based international order.

As a result, the number of regional security formations and military coalitions may evolve
already in the short to mid-term. In the event of increasing clustering into ad-hoc or structured
security formats, non-aligned powers will become centrally important. Such states may increase
their power and influence asymmetrically or become a space for pervasive competition by other actors. The
emergence of new, structured military alliances, rivalling NATO or benevolent to it, is thus likely.

Consequently, there will be more shaping and contesting, higher probabilities of confrontation, and decreasing
levels of economic and technological cooperation. The absence of global cooperation in key global challenges
will likely exacerbate negative dynamics and drive competition further. Pervasive instability is also an ever-
defining feature or the global South, with long-lasting global consequences. Primarily, new challenges, including
climate change, financial and cost-of-living crisis, poverty and inequality, disruptive technology development
and geopolitical rivalries, are exposing the weaknesses of developing states and pressing them to adapt or fail.
One of the most evident ways of a state failure is defaulting on debt. This trend is occurring with an increasing
frequency, and is set to expand further in the years to come. Other states have chosen to leave the international
system and pursue their own approach, usually benefitting only a small segment of the society and pushing the
overwhelming majority into poverty. North Korea is a current example. Such states may pose heightened risks
in the future, with advanced offensive capabilities in cyber and missile technologies, potentially able to disrupt
global systems, such as space-based services, major trade routes or critical infrastructures.

The outcome of the Russian war in Ukraine will have long-term implications for alignment patterns in the
international order. Major nations as well as actors from Africa, Middle East, Central Asia and the Indo-Pacific
may re-assess their alignment strategies because of the war in Ukraine. In order to compensate for the losses
suffered due to the war, the Russian Federation will probably seek to quickly take control of the disputed
areas in the Arctic regions and to apply the “fait accompli’ policy it is familiar with. In addition, it will seek to
become more involved in the competition in the Middle East and Africa. Similarly, attempts to develop Russian
operational assets in Transnistria and the Balkan region, especially in Serbia, Bosnia and Herzegovina and
Montenegro, are possible. Behind-the-scenes activities in cooperation with organized crime are also credible,
including false flag operations aimed at increasing non-military threats and lowering the sense of security
across Europe.
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Itis unlikely, however, that Russia could sustain a conflict on more than one front
due to significant losses of personnel, equipment, and conventional supplies.

Atthe same time, conventional low-value military capabilities
may be reconstituted in the short to midterm, however the
quality of capabilities will suffer. Crucially, the state's role in
the economy is increasing. Other consequences of the war
will likely exert lasting frictions, including degraded social
cohesion, economic depression, ethnicrivalries, proliferation
of criminal organizations and illicit trade.

A decoupled Russia with devastated IT capacities may
miss out on the fourth industrial revolution and digital
transformation. Both the Russian technology sector and
industrial defence base will likely fall behind, increasing their
dependence on China and other states. This will likely be
further deepened by Russian inability to promote its own

digital ecosystem and remain inherently reliant on external
actorstomaintainasemblance oftechnologyfitness. Russian
military reconstitution beyond 2030 may be empowered
by imported dual usable EDTs and weapons of mass
destruction. Russian armed forces may also choose
to invest in a hybrid toolbox to off-set the attrition of
their conventional forces. The Sino-Russian cooperation
will likely continue to strengthen, in the absence of
viable alternatives, with Russia as a junior partner and
China prepared to exit should the relationship become
unfruitful or too costly for Beijing. The solidification of
existing and the emergence of new regional security
formations that involve Russia are possible.

A weapon of mass destruction is a nuclear, radiological, chemical, biological, or other device that is intended to harm a large number of

people or cause great damage to infrastructure and the environment.
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China is emerging as the only actor that will possess dominant capacities across all
instruments of power to promote alternative systems and will likely pose a growing range
of challenges to the Alliance. China will also likely remain a global leader in green energy
transition and expand its influence through the transfer of technology and provision
of services. By prioritizing technology innovation and scientific research, China aims to
become a leading global engine of innovation, rivalling developed countries in economic
advancements, income levels, and technological capabilities. China's military-civil fusion
strategy seeks to integrate civilian technology advancements with military capabilities.
This will present a growing challenge for NATO's Military Instrument of Power in terms of
understanding the potential dual-use nature of emerging technologies and their impact
on future warfare. As China continues to advance its military-civil fusion initiatives, it
becomes crucial for NATO to enhance its own capabilities for assessing and mitigating
the risks associated with technology transfers, safeguarding critical infrastructure, and
adapting its defence posture to address the evolving security landscape.
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Nodata  Does not consider Censiders Pursues Possesses

Source: OWID based on Bleek (2017) and Nuclear Threat Initiative (2022) OurWorldinData.org/nuclear-weapons + CC BY
Note: The Chart tab uses numeric values, ranging from 0 for not considering nuclear weapons, to 3 for possessing them

Figure 22: Country position on nuclear weapons 2022. Source: Our world in data.

With China's rapid expansion of its nuclear capabilities, a tripolar nuclear order
between the United States, Russia and China will emerge, with other major nuclear
powers continuing the development of their nuclear and missile programs. For the
next decade, Russia will likely maintain its practice of coercive nuclear signalling. Russia
has suspended its participation in the 2010 New Strategic Arms Reduction Treaty (New
START) since February 2023. China has not yet engaged in arms control negotiations,
which is raising additional risks.

The continued threat of proliferation of nuclear weapons in violation of the Treaty
on the Non-Proliferation of Nuclear Weapons (NPT) and the collapse of multiple
nuclear weapons treaties in recent years threatens to undermine strategic stability
and complicate strategic deterrence calculations. Potential adversaries and strategic



competitors could use nuclear weapons for intimidation, coercion and limited nuclear use to shape the security
environment and advance their interests. Al and EDTs in nuclear technologies, such as autonomous systems and cyber
capabilities, will pose new opportunities and risks for deterrence, crisis stability, and escalation risks. This is also the case
for intercontinental ballistic missiles (ICBM) and space sensors that provide capabilities for swifter and less predictable
incorporation of nuclear weapons in warfare. Finally, new uses of biological weapons might also be posing a threat in future
warfare, especially where dual use components are involved and can be overlooked by arms control and inspections.

The cost of modern conflict will continue to increase at levels that will be generally prohibitive for most nations. As such,
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and continues to expand in the years to come. The Russian invasion of Ukraine has further triggered defence spending with
the European defence expenditure showing the steepest increase since the end of the Cold War. Further increase will likely
be driven by increasing scale, complexity and costs of modern warfare.

== 10 warheads

Note: The boundaries used in this map do not imply any endorsement or acceptance by SIPRI.

Additionally, the lack of oversight of newer technologies integrated with weapon systems will increase the possibility of
unintentional escalation. Decision makers may deploy some advanced technologies without fully understanding the
consequences, particularly with automated and unsupervized systems. Future leaders will struggle to intervene in a highly
automated world, hampering human ability to orient and make quick decisions to adversarial moves.

Further, as the future continuum of conflict presents a novel spectrum of actions, from low-level crisis to full-scale conflict,
there is a potential for increased risks and uncertainties surrounding the use and control of nuclear weapons. The nuclear
domain becomes increasingly relevant in escalation dynamics when specific allied or adversary red lines are crossed. The
introduction of cyber and cognitive warfare into nuclear competition will instigate new dynamics. A cyberattack targeting
a nuclear system or national interest or an Al-driven disinformation campaign can significantly complicate escalation
dynamics in the nuclear realm. As nuclear competition broadens, it creates a higher risk of ambiguous or misunderstood
signals between nuclear-armed adversaries. Misinterpretation of actions, perceptions, intentions, or capabilities can
increase the risk of unintended escalation. Therefore, appropriate human oversight in critical decision-making should
serve as an important safeguard for the future security environment.
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Generating mass and
quality in the new

forms of competition
will require efficient
integration of capacities
and interoperability of
equipment, as well as
agile development of
digital ecosystems and
new methods of training.

The efficiency of alliance management will be dependent
on collective anticipation and information sharing,
effective planning and aggregation of capabilities, and
political cohesion to sustain unity of efforts. This will be
a key challenge for new formations and a fundamental
advantage for NATO. The interoperability of platforms
and capabilities through the multi-domain operations
concept will increase agility and scalability of Allied as well
as NATO's MIoP, at the cost of losing national autonomy
in operations.

A growing number of actors coupled with the diffusion of
technologies will likely complicate improvement of existing
and establishment of new arms control regimes. This will
increase the risk of miscalculation, unintended escalation,
and human-induced disasters. Concepts and methods of
arms control may also expand to include considerations
of emerging technologies, such as autonomous, cyber,
and space- based weapon systems and non-state actors,
like private military companies or commercial actors as
well as military alliances. Concealment and dual usability
of weapon systems will complicate detection and
adherence. Additionally, in a fragmenting world, amidst
accelerating changes, arms control agreements may
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need to become more flexible and adaptable to changes
in technology, armaments, and the balance of power. To
improve credibility of such regimes, information sharing
and enhanced detection capacities will be fundamental.

Human security is also emerging into the forefront of the
competition and the necessity of the Women, Peace and
Security agenda is ever more relevant. The overwhelming
majority of conflict-related population displacement are
women and children. Disruptive tactics, like ecocide and
mass deportation, are impacting and altering societies for
generations. Urbanization will increase the likelihood that
millions of non-combatants in the human environment will
be exposed to direct or indirect consequences of military
operations. Pervasive instability, both exacerbated and
exploited by pervasive competition, coupled with the
diffusion of technology, will result in growing inequalities
and increasing violence against civilians. This includes
conflict-related sexual violence, as well as attacks
against cultural property and environmental damage.
It contributes to forced displacement, fuelling human
trafficking and irregular migration and other criminal
activities like smuggling. Employment of remote violence
and targeted assassinations are already on the rise.
These developments degrade human rights and will



pose lasting challenges to human and state security and
have a disproportionate impact on women, children, and
minority groups.

A shift from the unipolar world towards multipolar is
thus already observable and will likely continue to unfold.
There is a corresponding trend of increasing violence
within the international system. The consequence of
this is continued fragmentation, instability and pervasive
competition across all domains. Itis envisaged that global
institutions will be increasingly challenged as regulators
of economic and political processes by regional economic
blocks, which will gradually transform into political or
political-military blocks.

Coercive interference between strategic competitors
empowers opportunist regional proxy actors including
terrorist groups and organizations. Access to natural
resources and modern weapons enable these threat
actors to use violence as a tool for forced demographic
change resulting in disruption of demographic structure
and threats to territorial integrity.

() Potential Strategic Shocks:

1. A Russian attack against Allied countries or assets or any
action by actors to violate territorial sovereignty with overt
or covert confrontation.

2. Formation of a military alliance, openly adversarial to NATO.
3. Major war expanding to multiple regions leading to
instability, prompting humanitarian crisis and mass migration.
Major systemic war is a distinct possibility. Its emergence

will be more likely a result of miscalculation (including
underestimated NATO reaction) or unintended escalation.

4. Surprise employment of massed autonomous weapons to
create an asymmetrical advantage against high-value targets.
5. Nuclear exchange between states.
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IMPLICATIONS TO
== THE ALLIANCE

In a pervasive competition scenario, Diplomatic, Information and Economic
Instruments of Power could potentially be used to target Allied cohesion, exert
influence over sovereign nations, solidify regional security formations and
military coalitions, and fuel as well as exploit grievances in areas of instability.

The capacity of potential adversaries and their efficiency to coordinate and
employ IoP will increase, while non-military instruments will likely gain more
relevance. Potential adversaries will likely prefer to avoid open and direct conflict
with the Alliance, due to NATO'’s advantage in the Military Instrument of Power.
Their objectives will reflect that, in attempting to conceal intent and capacity to
achieve strategic surprise. These adversaries may introduce plausible deniability
to avoid attribution and response, extensive use of EDTs, cyber warfare to
cause lasting damage to critical infrastructure, and robust technology-enabled
cognitive warfare designed to undermine unity. These actors will take advantage
of their ability to efficiently combine employment of all instruments of power to
limit the Alliance’s military instrument, already in peacetime.






Congestion of actors and challenges to
traditional states will require a new
type of diplomacy, simultaneously with
the traditional state-to-state relations,
to address an increasingly wide variety
of non-state actors as influential
stakeholders.




This will complicate international affairs and further impact the efficiency
of the RBIO. The Diplomatic loP will be challenged by the high complexity
and variety of actors as well as by the sophistication of their strategies.

The technology-enabled loP will likely achieve devastating
effectsinshapingvirtualand cognitive warfare, contesting
the Alliance’s narrative with the potential to undermine
political and social cohesion to limit the effective use of
the Military loP in the event of a conflict. Additionally, the
Economic loPwill be a central tool to deter, coerce or align
states. It will constitute a critical element of economic
growth, industrial adaptation, digital transformation
as well as the key factor to regionalization of economic
cooperation and securitization of supply chains.
Adversaries may also prefer reliance on third party actors,
proxy states or non-state actors. Confrontations with
such actors will likely take shape in the territory of weak
or collapsing states. The likelihood of major, systemic war
will remain possible, but its emergence is more likely a

result of miscalculation or unintended escalation.

Effective management of aggregating capabilities through
collective defence planning and force development as a
means to generate fighting power and cohesion across the
operational domains will remain fundamental to preserve
NATO’s edge against its potential adversaries. Anticipation
and detection of adversarial intent, information sharing
to address an increasing variety of actors, capacity to
credibly respond attacks, resilience and political cohesion
to sustain efforts will be fundamental to successfully
deter and defend against adversaries, across the physical
and non-physical dimensions. Such efforts may require
more exploration of mechanisms to coordinate Allied and
collective instruments more efficiently.
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DIPLOMATIC

The Diplomatic Instrument
of Power will be challenged
by a great variety of actors,
behaviours and attitudes, as
well as competing narratives
and increasing complexity.

The Allies' Diplomatic instrument of
Power (DIoP) will complement the use
of information, economic, and military
instruments to create incentives for
cooperation and dissuade adversaries
from undesired actions. It will also
persuade or encourage actors to comply
with existing rules and norms of the
international order. Allies will use this
instrument to enhance security through
partnerships, improve military and civilian
resilience, contribute to arms control,
non-proliferation, and disarmament and
assist aspirant countries to building up
their defence capacities.

In addition, the diplomatic instrument
may be employed to reinforce the RBIO
against subversions by assertive powers
and non-state actors. The Alliance may
take part in actions, under UN mandate,
to supervise ceasefires, monitor and
report developments in conflict areas, and
support counterterrorism and counter-
piracy to uphold the RBIO. Theatres may
expand to atmosphere, outer space,
high seas and Polar Regions. In these
operations, the security environment
will likely be degraded, consisting of
transnational, state and non-state
actors, terrorist organizations with their
affiliates and extensions, and commercial
organizations.



Climate breakdown will exert global challenges, multiple
crises and instability. Food and energy insecurity will likely
grow in the Alliance’s southern neighbourhood. EDTSs,
such as Al, will both enable and deny reach and impact of
diplomatic actions. Dual usable weapon systems, EDTs, and
non-compliance will challenge existing arms control and
non-proliferation regimes. Securitization of supply chains
and designed dependencies through economic means will
challenge a growing number of actors, and their narratives
will complicate the effective employment of traditional
diplomacy.

In the likely absence of an effective global solution, regional
powers may step up to mediate conflicts and instability
around the world. This will enhance the influence of
regional powers and potentially enable the formation of
new security cooperation frameworks in the Alliance’s
neighbourhood. Both deterrence and security cooperation
will become more complex with an increasing number of
actors, principles, and objectives. Alliance-to-alliance and
alliance-to-non-state-actor interactions may become more
prevalent, requiring changes to traditional diplomacy, which
was built upon state-to-state relations.

Potential adversaries will continue to promote their
own alternative systems, undermining the RBIO. The
DloP will likely be employed in a degraded environment
with waning respect and adherence to the norms and
principles. Negotiation will be increasingly complicated
in a congested environment with high numbers of state
and non-state actors, a high density of disinformation,
and signal interference. Managing relationships will be
challenged by diverging values, norms, and interests in
the virtual and cognitive dimensions.

DloP will likely rely on sensors and Al-enabled decision-
making processes in an environment where detection
and attribution of intent, capacities and actions will be
fundamental but challenging.

Information  sharing in a complex commercialized,
contested, congested, and confused future will remain
key to promoting transparency, trust, and solidarity
between Allies, providing situational awareness and

operational coordination and enhancing interoperability
and integration. As the development and maintenance
of strategic intelligence capacities remains cost-intensive,
more coordinated, federated and joint capacities will
become necessary amongst Allied and Partner countries.
The commercialization of sensors and intelligence, as well
as the boom of publicly available data, will enable greater
use of non-state commercial and public capabilities, while
also creating reliance concerns.

Diplomatic engagement and coordinated actions at the
Alliance level will remain a crucial tool to mitigate future risks
and challenges. Effective employment of this instrument
will require anticipation and foresight, Al-enabled data
analytics, situational awareness, campaign mindset and the
capacity to sustain reach and engagement with Partners.
Adherence to core values and enduring, credible strategic
communication will be key.

Key challenges to the effective use of DIoP:

1) Strategic designs by state actors to undermine the
credibility of diplomatic efforts and the RBIO through

the exploitation of the information environment in the
cognitive dimension;

2) Employment of cyber capacities to shape, contest, and
disrupt diplomatic efforts and operations in the virtual
dimensions;

3) Diffusion of dual usable EDTs enabling concealment
of intent and capacities in the physical dimension to
undermine effective arms control regimes;

4) Employment of legal operations, corruption, and
promotion of alternative standards and norms in pervasive
competition or exploitation of the global commons'
insufficient regulation.

As the continuum of conflict becomes blurred and contests
become prevalent, enduring diplomatic engagement will
become crucial. Increased competitive activities will require
persistent engagement by the Allies, as well as by the
Alliance, to reinforce Partner capacities across the physical,
virtual, and cognitive dimensions and to respond in the legal
and normative aspects of pervasive competition.

Legal Operations refers to the use of law as an instrument of power. It encompasses all types of action in the legal environment
by state and non-state actors aimed at gaining/undermining legitimacy, advancing/undermining interests, or enhancing/denying
capabilities at the tactical, operational and/or strategic/political levels. Such actions may occur across the peace-crisis-conflict
spectrum alone or in conjunction with other instruments of power in the Diplomatic, Information, Military, Economic, Finance,

Intelligence and Law (DIMEFIL) spectrum.
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INFORMATION

Allied actions in a congested information
environment will face challenges due

to the abundance of narratives, Al, and
automation complicating detection.
Cognitive warfare will play a critical role
in shaping public perception and decision-
making, requiring countermeasures in
pervasive competition.

Allied actions across all 1oPs will take place in a heavily
congested and contested information environment where
the abundance of narratives will challenge the success
of these campaigns. In addition, Al and automation will
enhance the quantity and quality of effects and complicate
detection. Human networks will continue to be vulnerable to
these efforts, hence they will be targeted in peacetime and
with a campaign mindset.

Green energy transition will evolve amidst the battle of
narratives. Additionally, resource scarcity driving poverty,
inequality, and social unrest will complicate positive Allied
narratives in unstable regions, fragile states or disaster-
affected areas. Al and large language models will enhance
the saturation of misinformation, signal density and
noise. Identification of target audiences and exploitation
of individual biases will be disseminated across various
platforms, challenging the tracking and countering of such
operations. Deep fakes and synthetic media will complicate
detection. Information operations may exploit media
outlets, celebrities, politicians, to endanger democracy,
human rights and freedom of speech.

TheInformation Instrument of Power (IloP)is a key beneficiary
of exponential growth of connectivity, data, and information
processing. Information changes the attitude, behaviour
and resource allocation priorities of human networks. The
Al revolution affects it by further empowering agents for
autonomous actions to influence and shape perceptions.
The speed and depth at which users can receive data that
is relevant, accurate and representative has grown through
advancements in technology and digital competencies.
The content-based, Al-enabled automated data generation
could further fuel the unfolding information revolution but
also signal density and noise. At the same time, it will also
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drown the information environment with vast amounts of
misinformation and alternative realities.

Cognitive warfare will be wielded with increasing impact to
build and challenge narratives, shape public perception,
impact audiences’ behaviours, and influence decision
makers. It can potentially disrupt societal resilience and
undermine national as well Allied cohesion to limit the
capacity and the will to fight, as well as the efficient generation
and employment of the military instrument.

At the same time, the vast amount of publicly available
information, novel employment of open-source intelligence,
and support by non-state actors will open new avenues to
transmit credible narratives to public audiences globally.
The potential impact of non-state actors in the information
environment will also likely surpass their physical capacities,
resulting in social groups and movements shaping the
information environment without a significant physical
footprint or resources.

Potential adversaries will enhance and expand their
information operations through social media and other
platforms to reach the masses. The scramble for the
commons will likely entail a promotion of alternative
worldviews, norms, and principles. Pervasive competition
will provide an enduring problem set in countering
information and influence operations.

Key challenges to the efficient use of lloP:

1) State actors using disinformation and alternative
narratives will undermine the credibility of the RBIO and
the core values of the Alliance, discredit collective and Allied
actions to Partners, and erode Allied cohesion and the will to
actin the cognitive dimension.

2) Adversaries may choose to use influence campaigns
by leveraging the increasing reach and targeting the
potential of Al-enabled data analysis, extended reality
spaces, digital platforms, and networks. They can also
launch disruption and deception operations to disrupt
communication networks, conduct technology-enabled
violence and infiltrate virtually augmented spaces and
digital infrastructure to gain sensitive information to exploit.
Novel means in the cyber domain can also undermine
credibility, identity, and norms in the virtual dimension.



3) The lloP will be extensively used to
shape and contest resilience, cohesion,
and support of Allied actions in the physical
battlespace. This will likely include highly
personalized and contextualized digital and
media information campaigns at mass scale,
diplomatic efforts to discredit, employment
of disposable social movements, as well as
interference in political processes and the
sovereignty of nations.

4) Promoting the superiority of alternative
rules, norms, and standards as well as
discrediting the existing status quo will
intensify, amplifying existing fragmentation.
It will polarize society and weaken the
RBIO. Forced divergence and promotion
of alternative rules, norms, and standards
will be implemented in the normative
battlespace.

5) Lacking clarity on the ownership and
posture within the lloP across the continuum
of competition will continue to enable
adversaries to maintain their initiatives in the
cognitive dimension.

The complex and confused security
environment will complicate audience
analysis, perception of stakeholders'
actions, and anticipation and detection of
threat signals. It will be more challenging
to understand opponents’ intentions
and imagine the possible effects of Allied
actions in the operating environment.
Information sharing, trust, and cohesion
are required to address such complexities.
Access to and use of the information data
will be essential to understand the actors’
attitudes and likely behaviours in order
to provide better coordination among
Allies and Partners to confront threats.
Effective partnerships with commercial
service providers will become fundamental
to enhance detection, attribution and
response to counter disinformation as
well as create resilience against adversarial
actions in the virtual dimension.
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The economic instrument will likely gain increasing utility
in the Evolving Security Environment, where fragmentation
and an increasing frequency of disruptions and instabilities
will drive the securitization of climate adaptation, industrial
and technological achievements, the weaponization of
resources, and the redistribution of wealth and influence.

Technology advancements will enable a more efficient
employment of economic power beyond traditional financial
sanctions. Non-financial sanctions, such as export controls,
technology restrictions, and visa bans, may become more
prominent. Emerging technologies could be subject
to heightened scrutiny and export controls, impacting
international collaboration and technology transfer.

Geopolitics will facilitate the formation of new alliances
and partnerships to counter the economic instruments
of power employed by others. In response to sanctions
and coercion, states will likely establish alternative trade
arrangements, create parallel financial systems, or develop
regional economic blocs to reduce vulnerability to external
pressures. Decentralized financial systems and digital
currencies could provide alternative transaction channels,
bypassing traditional financial sanctions. Regulators'
success in adaptation by developing new frameworks to
monitor and control these emerging technologies will be a
key benchmark for the efficacy of the RBIO.

Actors will scramble for exploration and exploitation of
resources in the global commons. Outright challenges by
state and non-state actors will block or interdict resource
and trade flows.

In a pervasive competition, states will seek to create and
exploit dependenciesand use them as leverage and a means
of coercion in expanding influence, shaping, and contesting
potential adversaries. Securitization of economies and
motivation to secure advantages will solidify new forms of
regional and security cooperation and may disrupt existing
ones. Gaining an economic advantage over competitors
will become a key objective for nations seeking to enhance
their power and influence. Retaining economic advantage
will also be fundamental to create resilience against a
chaotic future security environment. Self-preservation and

perseverance may emerge as key driving principles.
Potential adversaries will employ coercive economic
strategies like sanctions, export control, market closures,
and investment withdrawal with increasing frequency to
cause economic disadvantages. These measures will be
used as coercive tools to compel or deter certain behaviours,
thereby exerting influence and achieving strategic objectives
without resorting to armed conflict. New dependencies
driven by climate adaptation, industrialization, the scarcity
of critical resources, as well as human induced disruptions
to food supply chains and water distribution systems, will
amplify the effects of such strategies.

Key challenges to the effective use of EloP:

1) NATO as a military Alliance will not be able to fully exploit
its economic advantage of scale. Potential adversaries may
be able to mobilize and employ the economic instrument
without the need to consult or manage relations with other
actors in the international system to the same extent.

2) National interest remains a fundamental pillar of state
policies, so it may limit the economy of scale of actions on
the Alliance level.

3) The impact of accelerated changes remains unclear in
many areas, thus decreasing resilience against external
interference.

4) The securitization and decoupling of economic and
digital ecosystems, as well as scientific research, will
negatively affect the scale and efficiency of global economic
cooperation. Any attempt to do so will be contested
by narratives, hindered by national positions, and may
potentially instigate domestic polarization.

The economic instrument will also be employed increasingly
in concert with other instruments to achieve greater effects
or, conversely, to provide greater resilience. Countries and
international organizations will likely emphasize the use
of soft power tools such as cultural diplomacy, education
exchanges, assistance in climate adaptation, and human
and industrial development to enhance the efficiency of
the other instruments of power. Potential adversaries may
attempt to influence the Alliance’s cohesion and limit its
ability to generate fighting power through economic actions.
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MILITARY

National ability to generate fighting
power may become constrained by

a wide range of challenges to states,
including costs of climate adaptation
and green energy transition; keeping
pace with accelerating technology
changes; and economic, financial and
technology limitations. In addition,
social dynamics, including the need

to reallocate spending to welfare

and domestic labour challenges
(ageing societies, shortage of skilled
workforce) will pose further demands
for states resources. At the same time,
cost escalation in the defence sector is
set to increase further.

The character of NATO's three core tasks (deterrence
and defence, crisis prevention and management; and
cooperative security) will be shaped by the Evolving Security
Environment. Fulfilling these tasks will require collective and
Allied commitment to providing the quality and quantity
of capabilities required to conduct future operations.
Development of the right set of capabilities is therefore a
fundamental prerequisite for a NATO that is fit for the future.

Interconnectivity will increase across the loPs. The
utility and effectiveness of the Alliance’'s Military
Instrument of Power (MloP) will be increasingly
shaped by structural disruptions and adversarial
strategies, enabled by technology and the combined
employment of all loPs. The current and anticipated
future character of warfare is one where threats
and challenges to the Alliance will be simultaneous,
persistent, boundless, across all domains and loPs.
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Conditions for the employment of the military loP
therefore may degrade significantly due to non-military
factors, including climate breakdown, EDTs, and non-state
actors, expanding theatre of competition and adversarial
manoeuvres in physical and virtual dimensions.

Deployment of the military instruments may be impacted
by emerging economic and environmental factors. In
areas of instability and acute resource scarcity, states may
be more prone to accept warfare as a means for political
goals to address dire conditions that put their societies
at risk of collapse. In the next 20 years, protecting natural
resources, trade routes, and supply chains will become a
greater priority for actors. This will enhance exploration,
exploitation and manoeuvring in and around critical
resource and trade nodes, likely utilizing new scales of
sensor density, unmanned naval and aerial assets in mass,
and expanded precision strikes. Non-state actors may
acquire capabilities to challenge states and commercial
actors in these areas. The global commons will be prone
to a robust influx of actors due to the lack of international
governance and a state of pervasive competition. New
spaces will open further to exploration, increasing
competition for access and resources. For example,
effects will be generated within the space, cyber, and the
information domains without physical limitations.

Development of the military instrument will be further
complicated by an increasing complexity of warfare and
changing balances in quality and quantity as well as
economic limitations. Efficiency gains provided by Al-enabled
manufacturing and sustainment and continued aggregation
of capabilities within the NATO Defence Planning Process
may alleviate some pressure and create more resilience
among the Alliance. Moreover, if synergies are developed in
an Alliance-wide division of labour, economies of scale could
be enhanced. Technical innovations such as autonomous
robot delivery services, drones, Al, and on the long-term,
quantum computing will likely optimize logistics operations.
Shortages of a skilled workforce and the increasing
distances of military sustainment may further accelerate
the introduction of automated and autonomous systems,
robotics and the integration of modern technologies.




Notwithstanding, in the foreseeable
future, military equipment will continue
to be labour intensive, cost intensive,
technology intensive, and in the case of
most countries - scarce. Shrinking fleets
of weapons systems will cost more and will
therefore become more precious. This may
potentially lead to risk aversion, especially
in the case of high value assets deployed
in a degraded environment congested with
autonomous and unmanned systems. This
will incentivize focus on stand-off weapon
systems with extended range.

Augmented decision-making may bring
profound changes to the offense-defence
balance and considerations of costs. It may
provide enhanced tools for high-tempo
operations, expansive manoeuvres and
global fires but at the same time, it may
create additional requirements to detect,
attribute and respond to early signs of
offensive posturing by potential adversaries.
EDTs will further increase the speed and
transparency of operations, compressing
the tactical, operational, and strategic levels.




Defence budgets will remain under significant pressure by
competing demands for state resources and increasing cost
of warfare in a detertiorating security environment of
mutliple challenges, and, as a result, may not commensurate
with threat levels in a pervasive competition.

The war in Ukraine has increased threat levels and the likelihood of a major war scenario, which will likely drive a new
ascent of global armaments, albeit with mixed results. Both stockpiles and readiness are at lower than optimal levels
worldwide, which will further incentivize actors to focus on these areas and prioritize defence investment. The age of
ascending defence spending, however, will be coupled with high global demand for weapons as a result of increasing
threat levels but also due to the Russian exit from part of the global defence market. Additionally, increasingly uneven
access to critical materials, as well as inflation levels, will keep prices high. Budget deficits will continue to upsurge
globally while the average GDP growth within Allied countries will likely continue to lag behind the pre-crisis levels.
A significant portion of weapons systems will reach the end of their lifecycle in the next two decades, increasing
maintenance costs, while wages will continue to remain high and recruitment of a skilled workforce continues to be
challenging for most Allies. Finally, climate-related disruptions as well as expansive instability will likely demand more
capacities incrementally.

Alliances, built on the deterring power of aggregated capabilities and unified efforts, will be critical to successfully
deter state actors and employ the military instrument to address increasingly complex, multidimensional threats.
The efficiency of deterrence will be challenged in a fragmenting security environment where deception emerges as
an organic state strategy, while modern technologies will enable concealment of intent and capacities alike. Resolve
will be attacked by novel means in all dimensions and at all times. Critical deterrence capabilities can be potentially
disrupted, degraded, or denied by EDTs. Deterring non-state actors will likely become a growing problem set, as
their risk acceptance, high variation, and technology-enabled capacities will complicate deterrence, especially in a
deteriorating RBIO. At the same time, societal resilience, through enhanced coordination of private and public
capacities could enhance deterrence by denial.

The military instrument will likely remain able, with external, often commercial enablers, to detect, deter, and defend
against aggression and remain resilient to shocks in the physical and to a limited extent, in virtual dimensions.
However, the confused security environment with the blurred continuum of competition will present challenges in the
cognitive dimension and normative aspects. Risks will emerge in case of an aggressor conducting activities through the
coordinated use of all loPs and across all dimensions. Societal support and resilience are fundamental for sustaining
military efforts in a degrading security environment, ripe with friction and attrition. Therefore, human networks will be
shaped and contested, then confronted by potential adversaries well before the confrontation phase.

The scale and speed of networks are increasing, and data exploitation is a decisive factor, changing the character of
war. Data is emerging as a strategic resource that must be protected, creating its own new structure of services. Al
is increasingly affecting sensor-to-shooter systems and automated decision making. Space assets are essential to
orchestrate multi-domain operations, transforming the fog of war into a more transparent battlefield. Interconnectivity
will increase across the loPs and all dimensions, along with increased use of automated and autonomous unmanned
systems, an increased number of sensors, and the proliferation of the Internet of Things (IoT). The ability to conduct
advanced data analytics and planning will be crucial for gaining military advantage. Strategic, operational, and tactical
augmented decision-making will be compressed. Critical EDTs, such as hypersonic missiles and autonomous weapon
systems capable of swarming will becoming prevalent. The combination of dual use technologies to include EDTs, Al
and quantum computing may enable amassed self-operated weapon systems (drones, missiles) to conduct missions
in denied electromagnetic spaces. EDTs will likely empower an increasing number of actors to retain freedom of
manoeuvre in a denied environment, albeit likely at high attrition rates and at increasing costs.

The ability to control MloP employment through time/space has always been critical for the synchronization of forces
and the achievement of success. However, in the future operating environment, the time between indicators and
warnings and escalation from crisis to conflict will shorten considerably. Information flow is accelerating; the velocity,
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volume, variety and
value of information
continue to increase,
all while the veracity and
reliability of information is on
the decline. Leveraging data and
information can empower timely
cognitive superiority to take advantage
of, or create, opportunities. The MIoP,
traditionally seen through time, force, and
space dimensions, has become information-
centricc, demanding increased  situational
awareness for enhanced decision-making. In order
to be successful now and in the future, the MIoP must
provide variation of symmetric, asymmetric, offsetting
and other approaches to deliver synergistic effects through
the multi-domain “theatre” driven by time scale dictated by the
conflict.

Efficient coordination across all loPs, efficient aggregation of the
Alliance’s capabilities, and joint actions in a multi-domain environment will
remain fundamental to to the successful conduit of the three core tasks in a
degraded security environment.

Key challenges to the effective use of MIoP:

1) Accelerating changes in technology will shape the character of warfare and be
characterized by:

a. Increasing complexity and confusion of the security environment;
b. Concealment of intent (due to dual use tech and a dense information environment) will complicate
the cognitive component and demand rapidity and agility in decision making, resulting in compressed
timelines;

c. Integration of Al and sensors will enhance detection, attribution and rapid decision making to guide
responses;

d. Increasing speed, scale, range and precision of strikes;

e. Compressed decision making cycles;

f. Low-cost, dual use autonomous systems on land, air, and sea will be ubiquitous across the battlespace;

g. Alimited number of high-value autonomous weapons for strategic effects and an exponentially increasing number
of low-cost, unmanned and human-machine systems will allow an increasingly contested and degraded security
environment for Allied forces;

h. Emerging technologies include bio-toxins, human enhancement technologies, quantum technology, directed
energy weapons, engineered pandemics, and generative Al. These will have the power to wield existential damage to
societies. States will be challenged to produce countermeasures that can keep pace with these advancements and be
pressed to develop mitigation strategies at pace to respond to these low-probability, high-impact events;

i. EDTs will make military capabilities increasingly intelligent, interconnected, distributed, and digital in nature.

2) Active shaping and contesting by potential adversaries in virtual and cognitive dimensions will be aimed at disrupting
the moral component through:

a. Cognitive warfare;

b. The promotion of alternative norms and principles,

c. A complex congested and confused information environment with a high variety of actors, stakeholders and
narratives;

d. Technology-enabled concealment of capacity and intent increasing legal challenges and complicate attribution.
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3) The physical dimension will be challenged
by a range of factors, which are shaped
by the key drivers of change:

a. The Personnel Element will require
adaption due to changing demographics:

I Ageing;
i. Scarcity of a skilled and available workforce;
ii. Increasing personnel (human resources) costs.

b. The equipment element will face:

Accelerating changes in technologies
resulting in obsolescence at faster rates;

ii. A low industrial base for
large scale, enduring conflict;

iil. Challenges for rapidly adopting
commercial and dual-usable technologies;

V. Cost escalation;

V. Interoperability challenges;

Vi. An austere operating environment
with high attrition rates;

Vii. An increasing need to automate and

re-balance the quality and
quantity of force structures.

¢. The training element will be faced by increasing
incremental cost and be resource intensive for a variety
of previously unintroduced conditions, including:
i Operating in extreme weather environments;
ii. Utilization of more advanced
technologies in weapons and systems;
iil. Increasing complexity of multi-domain
operations and integrated effects.

d. The Readiness Element will depend on:

i Availability of sufficient force elements;
ii. Availability of sufficient materiel stockpiles.

Whilst being challenged by:

iil. Strategic distances;

iv. Increasing variability of potential
employment and deployment
scenarios with no or short notice;

V. Sustainment issues due to a requirement
to rebuild a strong industrial base;

Vi, Political resolve to continue
engagement despite associated costs;

Vii. Capacity to absorb attrition.

4) Potential adversaries:

a. Likely possess the means to target Allied
and social cohesion in peacetime, in order to:

i Limit the capacity and will to fight;
ii. Disrupt resolve to sustain operations.

b. Will take advantage of insufficient
rules and regulations in new theatres of
operation and increasingly shift:

i To the virtual and cognitive dimensions;
ii. Towards insufficiently governed global commons;
iil. To conduct hybrid activities;
. Towards actions under plausible deniability
and utilizing concealment and proxies.

5) Climate breakdown and rising global
temperatures will require:

a. Armed forces to adapt and operate

under extreme conditions;

b. Operations in austere environments to increase,;
c. Facing climate-related attrition on

equipment, forces, and stockpiles, which will

lead to higher operating costs; and

d. Extreme weather disruptions which will pose
challenges to the safety of navigation and to

access to land forces in affected coastal areas.

6) Resource scarcity driving instabilities
will require Allied forces to:

a. Accelerate transition to green energy sources to
reduce carbon footprint and dependence on fossil fuels;
b. Ensure increased operational

effectiveness as a result;

c. Adapt force designs and, as necessary,

operational concepts to increase the use of

electric vehicles in and around urban areas;

d. Prepare to protect freedom of navigation against
novel ways of interdiction as well as to protect critical
trade nodes in the global commons, as appropriate.

7) Empowered human networks through Public
(State) and Private (commercial) partnerships

will become critical enablers for the military
instrument. In the modern operating environment:

a. State capacities are insufficient;
b. Commercial services are expanding steadily;
c. Armed forces alone cannot effectively wage



modern warfare across multiple domains without
substantial support from commercial actors;

d. Trust, reliability and attribution

concerns must be resolved;

e. Prevalence of commercial service providers will
necessitate a new approach to national security;
f. Future cyber and space commercial service
providers will be ubiquitous across the

domain. They are not necessarily combatants

and may be citizens of third countries.

8) Scramble for the commons will require a new
mind-set, including anticipation and detection as
well as modern capabilities by Allied forces to ensure
success for missions and operations in a complex,
congested, commercialized, contested and confused
environment. Areas and actions are as follows:

a. On the High Seas and Oceans:

i. Control and secure trade routes;
il. Counter piracy and maritime terrorism;
iii. Protect undersea infrastructure;
iv. Utilize unmanned naval
drones and advanced sensors.
b. In the Arctic and Antarctica:

i. Increase monitoring of the region;

i. Assert sovereignty and uphold international law;

ii. Manage resources sustainably;

Address climate-related tensions;
Protect critical supply routes.
In the Atmosphere:

Reinforce air traffic management;
Address emerging threats from drones;
Start assessing long-term

implications of geoengineering;
Prepare and protect against
electromagnetic effects.

. In the Outer Space:

Prepare for protecting

increasing commercial traffic;

Explore ways to manage

congestion and debris in orbit;

Protect space-based assets and capabilities;
Address potential space

weaponization in concepts.

. Inthe Cyberspace:

Defend against cyber-attacks of varying scales;
Adapt to evolving tactics and actors;

Enhance technological expertise;

Collaborate with the private

sector for cybersecurity;

Address governance challenges

and vulnerabilities stemming from

insufficient egulation as appropriate.



APPENDIX
“A- SCENARIDS

1. "Four Worlds™ Model: A fragmenting
world deteriorating further

To reduce complexity and enable collaborative futures thinking with Allies and Partners, the four archetypical scenarios

were developed to explore generic futures, allowing to draw implications through the framework of ‘seven drivers'.
As depicted in Figure 24, this model was used to assess subsequent future trends and initial implications with Allies,
Partners and the Warfare Development community.

Low disruption, low cooperation (‘Fragmenting world’): The Alliance’'s strategic environment is taken as
described in Strategic Concept 2022 (SC22), with an additional assumption that it continues to evolve without major
strategic shocks and discontinuities. The likelihood of this scenario is assessed to be low, as both the climate breakdown
and technological changes increase the chances of strategic shocks. In contrast the unfolding strategic competition
may likely intensify around the securitization of resources and economics, access and control of the commons and
exploitation of instabilities by potential adversaries.

High disruption, low cooperation ('Pervasive competition’): The Alliance’s strategic environment as described in SC22
is increasingly impacted by structural disruptions, strategic shocks and cascading effects to states, societies and armed
forces. Challenges posed by major drivers of change, notably climate change, technology, economic and social, require
global cooperation but responses are impeded by strategic competitors of the Alliance. Structural disruptions have
been assessed by the Strategic Foresight team while the attitude of strategic competitors is described in the SC22.
Accordingly, competition and adversarial intent of major state actors and terrorist non-state actors will endure amidst
disruptions and will aim to shape and contest the Alliance and challenge the RBIO. These actors will continue to attempt
to accumulate their own power and expand their influence by exploiting instabilities.




High disruption, high cooperation “Global cooperation': This scenario presupposes a significantly changing attitude
by strategic competitors towards more cooperation. Such change would likely emerge initially as global responses
to strategic shocks and disruptions and, eventually, to participating in the enduring adaptation of the RBIO to the
disruptive changes. The Allied foresight community did not explore this option, as it was not deemed probable amidst
the Russian aggression against Ukraine and increasingly assertive behaviour by China. At the same time, avenues of a
more cooperative international order should be explored, as a follow-on study for ACT Strategic Foresight.

BETTER ANGELS OF
OUR NATURE

COOPERATION

GLOBAL
COOPERATION

FRAGMENTING
WORLD

PERVASIVE
COMPETITION

Figure 24: "Four Worlds' generic future scenarios

DISRUPTION

Low disruption, high cooperation ('Better
angels of our nature’): This scenario has
been discarded after initial testing as not
probable, considering the certainty of an
increasing extent of disruptions and the
lack of indicators for the positively changing
attitudes of strategic competitors.

THIS HIGH DISRUPTION, LOW
COOPERATION SCENARIO IS THE
MOST LIKELY AND INFORMATIVE TO
PROPERLY ASSESS THE RISKS AND
CHALLENGES TO THE ALLIANCE.
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