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KDY A KDE?

 Neustale e-kurz VIKBB39 Informacni
bezpecnost

- Pro samostatnou pfipravu PRED setkanim
« Studijni materialy, ukoly a autotesty => pravo
neuznat dochazku
« Kazdy tyden
* Prednasky vzdy vyjasneni nejasnosti z e-kurzu
— dle dotazu od vas (max. 30 min)

» UCebni aktivita (cca 30 min.), nekdy dopinena
pisemnou verzi po setkani

* Vase diskuze (cca 30 min.)



https://elf.phil.muni.cz/elf2/course/view.php?id=2562
https://elf.phil.muni.cz/elf2/course/view.php?id=2562
https://docs.google.com/document/d/1g1dO3ISVaZOG1J776Zk5HHbkzP5GN_NwFuYzSvuZ3sQ/edit?usp=sharing

CO K UKONCENI?

* Dochazka:
* Prezenéni: nutna (diskuze, aktivity), mozneé 2
absence

- Dalkari: bud dochazka, nebo ukol (popularizace 1B
pro knihovny — doporucena anotace do 15. 3.,
finalni do 30. 4., prezentace kvéeten)

e Prezencni i kombinovani:

* Podnéty pro diskuzi pred setkanim (6 zdroju)
» Zaverecny ukol — termin 14 dni pred kolokviem

« Zaverecna diskuze — v zapocCtovem nebo
zkouskovem

« Pokud cokoli nejasné, PISTE HNED, na
posledni chvili se resi tezko



https://is.muni.cz/auth/el/1421/jaro2018/VIKBB39/ode/ode_74698587/
https://docs.google.com/document/d/1g1dO3ISVaZOG1J776Zk5HHbkzP5GN_NwFuYzSvuZ3sQ/edit?usp=sharing

UKOL

» Skupiny po trech
» Kazdy o obou dalsich egosurfing

« S vyuzitim zjistenych informaci pro
kazdou obet 3 scénare utoku (konkréetni,
bez domysleni k provedeni, 2x3=6
scénaru)

« Zprava o vsem, konkretni (kdo, co, kde,
jak, s odbornymi terminy)

* VSe s dodrzenim zakona

« Podminkou kvalita, ne kvantita




K CEMU TO?

« Ukonceni predmeétu
* Blizsi poznani dvou
spoluzaku/spoluzacek
» 2 osobni penetracni testy
« /Zpravy budou vyuzity:
* Jako priklad pro pristi rok a

* V. mem vyzkumu
» pokud nesouhlasite, uvedte v textu

Néejaky problem?




A TED VY...

« Kdo?
* Prog?

* Co cekate (od predmetu, ode mne)?




1. Knihovny a informacni bezpecnost?

2. Socidlni inZzenyrstvi
4. Socialni sité a geolokace

3. Nevhodny a nelegalni obsah na
internetu

5. Malware, 6. Nevyzadané zpravy
7. Kybersikana, sexting, grooming

8. Elektronicka komerce

9. Preventivni opatfeni pro ochranu
soukromi, 10. Ovérovani identity

10. Ovérovani identity

11. Informacni bezpecnost a politika
organizace a statu

11. Informacni bezpeénost a politika
organizace a statu

22.2.2018

1.3.2018

8.3.2018

15.3.2018

22.3.2018
29.3.2018
5.4.2018

12.4.2018

19.4.2018

26.4.2018

3.5.2018

10.5.2018
17.5.2018

1. Uvod, terminologie, informacni zdroje

2. Socialni inZzenyrstvi a kritéria hodnoceni
dlvéryhodnosti informaci a informacnich zdroju
3. Zneuzitelné osobni informace na internetu a
jejich vyhledavani

4. Agresivita, nasili, extremisticka hnuti a
nabozenské sekty, nelegdlné Sirend autorska dila a
pornografie

5. Malware a nevyzadané elektronické zpravy
6. Kybersikana, sexting, kybergrooming

7. E-komerce a jeji bezpecnost
8. Bezpecné chovani a ochrana identity

9. Zaklady kryptologie a jeji soucasné vyuziti

10. Zabezpeceni hardwaru a softwaru, Informacni
politika organizace z hlediska bezpecnosti

11. Informacni politika statu z hlediska bezpecnosti

Prezentace kombinovanych

Predtermin zaveérecné zkousky




PRVNI SLIBENA UCEBNI
AKTIVITA

* Co je podle Vas informacni
bezpe€nost?

o Pétilistek



http://cs.wikipedia.org/wiki/P%C4%9Btil%C3%ADstek

INFORMACNI BEZPECNOST

Things that are
Information vulnerable
\ through ICT

Digital Other

Informationf things than
informatio

Analhg
Information

I
Information Security ICT Security Cyber Security

http://www.businessofbetter.com/?p=2057



INFORMACNI
(NE)BEZPECNOST

Kazda ochrana kvalitnejsi, kdyz nebezpecCi zname

Nektera nebezpeci Ize omezit technologicky, ale
kazdé chovanim

Jak zajistit spravedlnost nebo dokonce bezpeci?

* Cislo uctu u Svycarské banky, ktera ma pobocku v
Praze, zneuzije Brazilec pri sve dovolené v Australii
pomoci pocitace vyrobeneho v Cine s piratskym
operacnim systémem americke spolecCnosti, ktery
crackli Rusove.

Zde — probléem + ochrana proti nemu
(technologicka, uzivatelska, legislativni) + jak to
vypada v praxi




VYBRANE PROGRAMY

* Kurz pro knihovniky: kurzy.knihovna.cz

o Saferinternet CZ + Horka linka, pomoc-online

» e-bezpecdi

* Pruvodce bezpeénym chovanim na internetu Google
 Hoax.cz

« UOOU, luridicum Remedium (Big Brother Awards)
« Media Smarts — obecne IG

« Microsoft Security Center

 On Guard

 ENISA

e e-learning Evaluating Information



http://kurzy.knihovna.cz/
http://www.saferinternet.cz/
http://www.saferinternet.cz/
http://www.saferinternet.cz/
http://www.horkalinka.net/
http://www.pomoc-online.cz/internet-uz-znam/hledas-pomoc
http://www.pomoc-online.cz/internet-uz-znam/hledas-pomoc
http://www.pomoc-online.cz/internet-uz-znam/hledas-pomoc
http://www.e-bezpeci.cz/
http://www.e-bezpeci.cz/
http://www.e-bezpeci.cz/
http://www.google.com/goodtoknow/
http://hoax.cz/cze/
http://www.uoou.cz/uoou.aspx
http://www.iure.org/
http://www.iure.org/
http://www.iure.org/
http://www.slidilove.cz/
http://www.slidilove.cz/
http://mediasmarts.ca/
http://mediasmarts.ca/
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/default.aspx
http://www.microsoft.com/security/default.aspx
http://www.onguardonline.gov/
http://www.onguardonline.gov/
http://www.enisa.europa.eu/
http://libraryonline.leedsmet.ac.uk/sys.files/tutorials/evaluating_information/
http://libraryonline.leedsmet.ac.uk/sys.files/tutorials/evaluating_information/
http://libraryonline.leedsmet.ac.uk/sys.files/tutorials/evaluating_information/

SOCIALNI
INZENYRSTVI

INFORMACNI BEZPECNOST




OTAZKY NA VAS

« Coje SI?

* ProC ho resime?

« Jak je spojeno Sl a IT?

* ProC ho reSime na zacatku predmeéetu?
* S jakymi hrozbami je spojeny?

« Vase otazky — co z e-kurzu nejasne?

« Jaké konkretni pfipady se Sl jste videli/Cetli...”?
Priklad Sl ve fyzickém prostredi — Past na Séfa (16:20)



http://www.ceskatelevize.cz/ivysilani/1100492707-na-stope/413236100132019/

SIMULACE VE DVOJICICH

« /Zvolte, kdo sociotechnik a kdo za sebe
(ne fiktivni postavu) + dvojice C. 1-5

» Vzijte se do role, ze chcete toho druheho
presvedcit, aby:
1. Rekl adresu trvalého pobytu kam jit togit rozhovor
2. Ukézal fOtkU SVéhO ditéte dovolena

3. Rekl soukromé telefonni ¢islo své nebo
<olegy termin pro pracovni ukol
4. Klikl na odkaz v e-mailu zkracovagd

5. Otevrel prilohu v e-mailu vyplaty




ANALYZUJTE PRUBEH
SIMULACE

* Predpoklady: utoCnik, obef
* Vyber a kontakt

« Sociotechnika: pozadavek, natlakove
prvky

. Pod&kovani (?)




DEJME HLAVY DOHROMADY

* Rozdelte se na skupiny s Cislem 1-4
(tématem simulace)

« Otazky: Jak by bylo mozné...

4+ predchazet simulovanemu utoku?

3« resit simulovany utok?

2+ pfedchazet obecnému Sl utoku?

1. fesit obecny Sl Gtok?

1. premyslejte 4 min. sami

2. premyslejte ve skupine

* Rozpocitejte se (1, 2, 3,4...)




OBRANA

e Zdrava neduvéra

» Ovérovani

- ,Ublizilo by mi jejich prozrazeni mému nepfriteli?”

* Pozornost k podrobnostem a vyvadeni z miry
 Omezeni emoci

« Omezeni digitalnich stop (v€. anonymizéru)
* Nebyt pohodlny (Cist zobrazené)

« Podpora technickymi moznostmi (nastaveni, vC.
aktualizace, bezpecCnostni aplikace)

« Znalost problematickych mist
« Cas od ¢asu egosurfing + pozor na odpadky




OBRANA UTOKEM

 Mezinarodni reseni slozité

« § 209 TZ podvod pri zneuziti omylu
nekoho jineho ve vilastni prospéech

» Dale podle toho, s Cim je Sl spojeno

+ Proti zneuziti OU z. ¢. 101/2000 Sb., 0
ochrané osobnich udaju + pomoc UOOU
=> nepouzitelne pro kontakty

* Velmi zajimavé stranky o zneuzivani Ol



http://www.bigbrotherawards.cz/

DISKUZE

» Co jste Cetli? (publikace)

* Predstavte + vyberte 1 otazku pro
diskuzi

* Zhodnotte kvalitu zdroje pro odbornou
praci



http://wiki.knihovna.cz/index.php?title=KISK:Informa%C4%8Dn%C3%AD_bezpe%C4%8Dnost

PIOROBLEMY S o
DUVERYHODNOSTI ZDROJU

* Propaganda
* Dezinformace

* Pseudoveda

 Spam, scam, hoax...

* Manipulace s obrazy
 Falzifikovane vyzkumy
« Korupce




TECHNIKY MANIPULACE (DLE
BOHACKOVA, S. 56-59)

« U&elova selekce informaci
 Razeni informaci

* Vyuziti emoci

* VVybér komentatoru

« Kontext sdeleni

* Nesrozumitelné zpravy

* Podprahove techniky

« Kombinace vyse uvedenych




HODNOCENI 1Z -

BRAINSTORMING
SKUPINA 1: SKUPINA 2:
Jaka mohou byt Jaka mohou byt
kKritéria pri hodnoceni Kritéria prfi hodnoceni
duvéryhodnosti 1Z? duvéryhodnosti

informaci v ramci 1Z7?




Information Evaluation Rubric ... C.R.A.P. Test ....

Currency

When was it published?

When was the last uodate?

How recent do you need it to be?

No date indicated, no updates
shown, information is out of date.

Published date is shown, but not
updated in a long time.

Updates are shown, regular and current.

Update is shown but is
slightly out of date.

Reliability
What kind of information is included?
How complete is this information?

Information is difficult to
understand, and may include
errors, with incomplete or
inaccurate information.

Has grammatical and spelling
errors.

Consistent line of thought,
information is superficial.

No errors, clear concise, well written,
information is current, accurate and
relevant. An in-depth understanding of the
related issues shows the author's
familiarity with the subject. Links to or
from are also reliable. Has a bibliography.
Information can be verified from other
sources.

Easy to understand, has
some spelling and grammar
errors, information is current
and accurate.

Authority

Who wrote the information?
What are their credentials?
Who is the publisher / sponsor?

No author is identified
No publisher

Author is identified, but no
credentials are given, no contact
details given. The publisher is not
reputable.

Author and publisher are clearly
identified, respected and reliable.

Able to confirm legitimacy of the author
and content.

Author is identified, contact
details given, credentials are
valid.

The publisher is identified
and reputable.

Purpose

Why has the person or organisation
created this resource?

Is it fact, opinion or propaganda?

Is it biased or stereotyped?

Information is presented with
emotive words, unbalanced views
or questionable facts.

Contains some questionable
content with a few emotive words.
The content is the opinion of the
author with little support of facts.

Facts are presented free from bias,
information is thorough, multiple
viewpoints are given. Purpose is clearly
identifiable as educational with an
intended audience.

Facts are presented free
from bias, information is
thorough.

Personal Evaluation of the Information source

Criterion

Poor... 0

Fair... 1

Good... 3 Excellent... 5

Relevancy : How much use will it
be to me?

The information has no relevancy for
what | need to find out

There is a little bit of information
| can use.

Most of the information | will be
able to use to answer my guestion.

| will be able to use some of the
information to answer my question.

Appropriate : How much can |
understand?

All of the words and content are too
hard for me to understand.

There are a number of words |
don't understand.

| am able to understand all the
content and words.

There are only a few words and
phrases | don't understand.

CC Dianne McKenzie 2013 http:/ibrarygrits.blogspot.com




VEDECKY CLANEK
Was the study large enough to pass statistical muster?

Was it designed well?
Did it last long enough?

s w =

Were there any other possible explanations for the
conclusions of the study or reasons to doubt the findings?

Do the conclusions fit with other scientific evidence? If not,
why?

o

6. Do you have the full picture?
7. Have the findings been checked by other experts?

8. What are the implications of the research? Any potential
problems or applications?

https://sciencebasedlife.wordpress.com/resources-2/what-is-a-
good-study-guidelines-for-evaluating-scientific-studies/




Gauging Website Credibility Rubric

Not Credible

Maybe Credible

Strong Credibility

Author

Current Date

Citations and
Links

Publisher

Authors’ names are
incomplete or
nonexistent, making it
impossible to search and
verify their experience
and credentials

No publishing date.

Links provided lead to
questionable sources.
Purpose is to gain web
traffic to increase ad
revenues. Good, current,
reliable information is not
the priority.

Publisher found to have
questionable credibility
and does not take
responsibility for the
content.

Many various authors,
difficult to verify their
journalistic experience
and credentials

Publishing date provided
but not current.

Links provided lead to
information to back up
the article, not necessarily
primary

Publisher found to be
credible, but not
necessarily responsible for
the content

Author’s full name is
searchable and has
verifiable credentials

Publishing date is current
and visible.

Citations and links
provided lead to primary
or trusted sources

Publisher visible and
searchable. Found to be
credible and responsible
for the content

Other Considerations:

Main Criteria

Descriptions/Details

Purpose

Accuracy

Complete

Design & Quality

Reproduced

What is the purpose of the article/website? To sway the reader to a position?

To sell a product?

Can the sources of the article/website be traced to primary or trusted

resources?

Is the source comprehensive?

Is the website easy to use?

Is the presentation aesthetically pleasing?
Do the design elements serve the purpose of the site?

Is this article or elements of it reproduced from another source? Where? Was
permission granted when needed? Is proper Copyright or disclaimer

information cited?




SMELL TEST PRO MASSMEDIA
(JOHN MCMANUS)

* Source: Kdo poskytl informace?
* Motivation: ProC mi to fikaji”?

« Evidence: Jaké dukazy jsou dany pro
zobecneni?

* Logic: Vedou fakta logicky k
uvedenym zaverum?

» Left out: Co chybi, co by mohlo zmeénit
interpretaci informaci?




HODNOCENI SOCIALNICH

4 V 4

Location of the source - are they in the place
they are tweeting or posting about?

Network - who is in their network and who follows
them? Do | know this account?

Content - Can the information be corroborated
from other sources?

Contextual updates - Do they usually post or
tweet on this topic? If so, what did past or updated
posts say? Do they fill in more details?

Age - What is the age of the account in question?
Be wary of recently created accounts.

Reliability - Is the source of information reliable?



http://guides.library.jhu.edu/c.php?g=202581&p=1335031
http://guides.library.jhu.edu/c.php?g=202581&p=1335031

PODROOBNEJI Z HODNOCENI
ZDROJU

*\/olné ke stazeni:

http://verificationh
andbook.com/down
loads/verification.h
andbook.pdf

Dalsi kriteria pro
ruzneé zdroje
A DEFINITIVE GUIDE T0 (historicky artefakt,

VERIFYING DIGITAL CONTENT vedecky
FOR EMERGENCY COVERAGE. experiment...)

= ef EDITED BY CRAIG SILVERMAN



http://verificationhandbook.com/downloads/verification.handbook.pdf
http://verificationhandbook.com/downloads/verification.handbook.pdf
http://verificationhandbook.com/downloads/verification.handbook.pdf
http://verificationhandbook.com/downloads/verification.handbook.pdf

"Everything we hear
AN opinion, not a fact.
Everything we see

ot the truth.”

is

is a Perspective, n

Man

Aured




A CO INFORMACE VE
ZDROJICH?

* Ovérovat informaci z vice zdroju
(davéryhodnych)

. CRAP test vyuzitelny

* Argument (Toulmintv model):
» Nazor, tvrzeni: vyjadreni zaveru, ktery nasledné
budeme obhajovat;
 Data: fakta podporujici tvrzeni;
- Zaruky: logicke spojeni mezi daty a tvrzenim;
* Podklady: zdroje podkladajici zaruky;

- Kvalifikatory: urCeni sily tvrzeni (pravdépodobne,
temer...);

* Vlyvraceni: vyvracené argumenty nebo vyjimky.




ARGUMENTACNI FAULY

« Ceho vyuziva SI1?

« Poster argumentacni fauly

* DUraz na rozum
* DUraz na emoce
* Chybné vyvozeni
* Chybna pficCina

* Obsahové chyby
» Chybné utoky



http://www.obcanskevzdelavani.cz/work/ke-stazeni/argumentacni-fauly-A4-barva.pdf
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