Virus writers, hackers
and internet criminals



Vyvoj hackingu




1. Prvni faze — Telefony, vlaky,
mainframes — 60. leta — pocatek 80. let

* Kniha - Hackers: Heroes of the Computer Revolution - Steven Levy
e Zakladatelsky pribéh — skupina hackert na MIT v 50. letech
* Clenové klubu- Tech Model Railroad Club

* \/lyraz hack - zarizeni, které nebylo zkonstruovano proto, aby slouzilo
néjakému presné danému konstruktivnimu cili, dulezita predevsim
radost z jeho vytvareni, dovednost



e Zformulovani hackerskeé etiky:

1. Informace by méla byt volna

e 2. Nevérit autoritam — prosazovat decentralizaci

* 3. Hackeri by meli byt posuzovani jen dle jejich hackovacich schopnosti
4. Na pocitaci lze vytvaret umeéni a krasu

* 5. Pocitace mohou zménit tvuj zivot k lepSimu

* 6. Muzes primeét pocitac k tomu, aby udélal presné to, co si prejes stejné
jako aladinova lampa



e Chaos Computer Club — 1981 v Némecku, politictejsi zaméreni - boj
proti ultra-nacionalismu, cenzure a snaha zajistit pristup k internetu

pro vsechny
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Pocatky hackingu Ize identifikovat ve
ctyrech liniich, praxich, motivech

» Koncepce kyberprostoru jako mista
* Nové techniky pro manipulaci informaci
* \Vznik komunit ve virtualnim prostoru

* Programovani jako profese



Priklad rane virtualni komunity

* Projekt Community Memory (1973) — sdileni informaci
prostrednictvim terminalt umisténych na riznych mistech v San
Francisku _
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2.Zlaty vek hackingu — 2. pol. 80. let —
konec 90. let

* Technika crackingu - prolomeni do ciziho systému, kradez nebo
modifikace dat

* Hacking zaCina byt posuzovan jako kriminalni aktivita — medializace
nejznaméjsich pripadu

* \VV této dobée jiz hackeri sami o sobé premysli jako o komunité

* Politicky orientované skupiny

* Hnuti open source

* Hacking stale vice asociovan s crackingem



3.Rozdéleni hackeru — 2000 - 2010

 VVzestup kyberzloCinu — rust pripadu, organizované;jsi

* \/zestup politicky motivovaného hackingu — taktiky obcanské
neposlusnosti

* Hnuti free software - Free Software Foundation — jejich ideje
integrovany do soucasné digitalni ekonomie

* Hacking jako zaklad nové spolecnosti - hackerska etika jako nadéje na
vytvoreni lepsi spolecnosti



4. Uspé&chy i pady hackingu — 2010 -
soucasnost

* Dva trendy, které se zformovaly z predchozich proudu:
* Hacking Uzce provazan se statem a priumyslem

* Narustajici popularita hackingu jako kreativni aktivity — hackerspace a
makerspace, Raspberry Pi




* dva dalsi vynorujici se trendy:

 Rozmeélnéni a urcita banalizace hackingu - jeho vyznam a definice stale
vice neurcita

* Propojovani umeéni a hackingu — umeélecké eventy v prostredi hackerspace




Virus writers — jejich motivy pro psani viru,
osobnostni charakteristiky, specificke hodnoty a
postoje

e Sarah Gordon — rozsahly vyzkum tvlrcd vird

e Gordon, S., (1994b), “The generic virus writer,” Proc. Int. Virus Bull. Conf. 1994.
e Gordon, S. (1996), “The generic virus writer Il,” Proc. Int. Virus Bull. Conf., 1996.

e Gordon, S., (2000), “Virus writers: the end of the innocence?,” Proc. Int. Virus Bull.
Conf., 2000.

 Gordon S., (2003), ,,Convergence of Virus Writers and Hackers: Fact or Fantasy?“ -
https://nnt.es/Convergence%200f%20Virus%20Writers%20and%20Hackers%20Fact%
200r%20Fantasy.pdf



https://nnt.es/Convergence of Virus Writers and Hackers Fact or Fantasy.pdf
https://nnt.es/Convergence of Virus Writers and Hackers Fact or Fantasy.pdf

Vyzkum realizovany v roce 2003

e provedeni vyzkumu - vyzkum vzorku lidi, ktefi se nabourali do jiného
systému, zjisténi jejich postoju, identifikace toho, co spousti toto
chovani i toho, co jej zmirnuje

* Hlavni faktory:

* Moralka — ¢im vétsi moralni povedomi, tim ménée pravdépodobné, ze
se bude vénovat hackingu

e Self-efficacy (vnimani vlastni ucinnosti) — touha po sebeuplatnéni
(uznani od komunity), nejvétsi motivace pro hacking



Novejsi vyzkum - 2014

* Differentiating Hackers, Identity Thieves, Cyberbullies, and Virus
Writers by College Major and Individual Differences - Kathryn C.
Seigfried-Spellara & Kellin N. Treadway

* V\yzkumna skupina - studenti

e zahrnuty ruzné druhy digitalniho zlocinu, nasili — hackeri, zlodéji
identit, kybersikana, tvurci viru - rozliSeni osobnostnich charakteristik
jednotlivych skupin



Means and Standard Deviations for Individual Differences by Computer Criminal Behavior

TABLE 6

FFMRF MDKS
Computer Behavior N E [ A C v 5V HV
Hacker 2.52 (0.60) 345 (0.68) 3.27 (0.63) 3.32(0.65)% 3.67(0.73) 5.25(1.26) 476 (1.14) 5.14(1.12)
Non-Hacker 2.42 (0.63) 3.36 (0.68) 3.30 (0.63) 347 (0.65)* 3.66 (0.73) 531(1.15) 4.82(1.16) 5.08 (1.18)
Identity Thief 227 (DLT9)F* 3.16 (0.72)+* 310(0.75)% 317 (D81 3.37 (0.90)*** 444 (1.34y+** 4.24 (1.38)*+* 4.59 (1.33)++
Non-Identity Thief 2.44 (D.58)*** 345 (0.67)* 331 (061 3.42(0.63)** 3.70 (0.69)** 5.39 (1.14)**= 4.86 (1.10)¥** 5.19 (1.10)y*=*
Cyberbully 2.66 (0L56)*** 3.44 (0.69) 3.29 (0.63) 3.21 (D.66)** 3.53 (0.73)* 488 (1.17y*** 4.55(1.12)* 4.93 (1.18)
Non-Cyberbully 2.42 (0.62)*** 3.40 (0.68) 3.28 (0D.63) 344 (0.64)*= 3.70 (0.72)* 5.39 (1.19)*+*= 4.86 (1.15)* 5.17(1.13)
Virus Writer 2.64 (0.69) 3.32(0.67) 3.34 (0.58) 2.98 (D.B0)*** 3.22 (0.78)*** 430 (1.39)*** 4.23 (1.44)%* 4.55 (1.48)**
Non Virus Writer 2.46 (0.61) 3.42 (0.68) 328 (0.63) 3.42 (D.63)F=* 3.70 (0.71)*** 5.35(1.15)%## 4.83 (1.12)** 5.15(1.10y**

Values represent means with standard deviations in parentheses. FFMRF (Five-Factor Model Rating Form): N = Neuroticism, E = Extraversion, O — Openness to Experience,
A = Agreeableness, C = Conscientiousness. Scale ranges from | (Extremely Low) to 5 (Extremely High): MDKS = Moral Decision-Making Scale: IV = Internal Values, SV
= Social Values, HV = Hedonistic Values. Scale ranges from 1 (Not Important) to 7 (Very Important).
*p <= 10 ¥p < .05 %p < 01,



Sarah Gordon - Virus Writers: Yesterday,
Today and Tomorrow — vyzkum motivaci
tvarcu viru

e Zvédavost — touha vidét virus v akci, vyzkouset si jeho tvorbu

* Politické motivace

* \lyjadreni lasky a obdivu:

* “Na kraju, samo jos da kazem: volim te, lvana [by utik]

. “And finally, | would like to say: | love you, Ivana [by utik]”

e Virus jako zpusob, jak si vymezit vlastni teritorium

* Viry, které psali sami tvUrci antiviru

* Demonstrace chyb v ruznych programech

* Néktefri tvrdi, ze provadi pruzkum nasi zavislosti na pocitacich



Postoje a nazory tvurcu viru

1. Délaji vyzkum. Zkoumaji moznosti programovani a tvorby viru.
* 2. Maji pravo na to, aby vytvareli viry a zverejnili je.

* 3. Chtéji poskytnout své znalosti ohledné tvorby viru verejnosti.
Chtéji nas poucit o tom, co virus muze zpusobit i jaky je jeho
potencial.

4. Nedélaji to se zlym umyslem, nechtéji nikomu uskodit. Nikoho
nenuti, aby si jejich viry stahoval. Je to na kazdém uzivateli.

e 5. Zastupci antivirového prumyslu jsou Spatni. Délaji svou ¢innost
pouze pro penize, které by nemohli vydélavat bez tvircu viru.

* 6. Nerozumime jejich Cinnosti, jejich motivacim.



* Reakce komunity na vypusténi makro-viru Melissa:

e 31th March - Melissa fucked us. Melissa has been tracked down to its author
thanx to MicroSoft GUID... They know have a proof that VicodinES is the author.
Now the media hype has sarted (sic) again, and the word virus is everywhere....
And, TOTALLY unrelated to that, sok went down as well as codbreakers.... Weird,
uh ?? My server is still running and kicking asses, you can use my board
communicate if you want... (It's here for that, USE IT !!) Now | really wouldn't be
VicodenES, because | think media will make him an example and he WILL be

bashed...[11]

* to be honest guys,whoever wrote and spread melissa fucked all of us...to add
more viruses to this thing would be lame as fuck and pointless....we would all just
end up joining the now RIP authors.. for fucks sake get real people...we dont need
any more grief [12]



Dark Avenger — portret tvurce viru

* bulharsky tvlrce pocitacovych vird, aktivni na konci 80. let a
pocatkem 90. let

e Sofistikované viry
e Jeho identita neodhalena

* Fanousek heavy metalové hudby — pisen
skupiny Menowar — Dark Avenger




Rozhovor se Sarah Gordon

* "You should see a doctor. Normal women don't spend their time
talking about computer viruses.,,



Rozhovor se Sarah Gordon

* "You should see a doctor. Normal women don't spend their time
talking about computer viruses.,,

* "I do not want to be a normal woman, at least not in Bulgaria.,,

* Motivy pro tvorbu virl: zvédavost, politicka motivace
* ambivalentni moralni postoje



Jeho tvorba

* Mutation Engine — moznost tvorby polymorfnich virl, sami prepisuiji
svUj kod

* Prvni virus Eddie - dva textoveé retézce:

1. ,Eddie lives... somewhere in time“

e 2. ,This program was written in the city of Sofia © 1988-89 Dark
Avenger”

* \V2000/V2100 - text ,Copy me — | want to travel”
° ,©1989 Vesselin Bontchev”



 VVirus Nomenklatura (1990) - textovy retézec ,,nomenklatura®
vkopirovan do vsech infikovanych soubort

* Leech (1991) — text - "The leech live ... April 1991 The Topler"

e posledni virus — Commander Bomber — text - COMMANDER BOMBER
WAS HERE



