The Morris Internet Worm source code

This disk contains the complete source code of the Morris Internet
worm program. This tiny, 99-line pragram brought large pieces
of the Internet to a standstill on November 2™, 1988.

The worm was the first of many intrusive programs that use the
Internet to spread.
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Nahoda, Sum a parazit v
technologickych sitich

* ruseni signalu v telegrafickych
sitich

e Parazit v technologickych sitich
v 19.st. - ¢lovek




1912 — Anarchie vin

Radioamatéri jako predchudci hackeru

International
Wireless Convention
of London Will Take
Steps to Crush the
Pirates of the Air
and Hemedy Abuses
Which Resultin Dire
Danger to Passenger




Predpoklady pro vznik pocitacového
viru (40. — 50. Léta)

* John von Neumann - Idea replikace — 40.léta

* mysSlenka celularniho  automatu, ktery

reprodukuje sam sebe — kniha - Theory of Self-
Reproducing Automata (1966)






 V70. letech John Horton Conway zjednodusuje
Neumannovy myslenky a navrhuje systém s velmi
jednoduchymi pravidly vyvoje

1. Ziva burika s méné neZz dvéma Zivymi sousedy umira (PFilis
mala hustota populace)

2. Ziva burika s 2-3 Zivymi sousedy preZiva do dali generace

3. Ziva bunika s vice nez tfemi zivymi sousedy umira (pfilis
velka hustota populace)

4. Mrtva bunka s presné tremi sousedy oziva (reprodukce)

Game of life na Atari 2600 -
https://www.youtube.com/watch?v=bSWhDHybXDY



https://www.youtube.com/watch?v=bSWhDHybXDY

Von Neumannova architektura

. operacni pamét

. aritmeticko-logicka jednotka
. fadic — ridici jednotka

. vstupni zarizeni

. vystupni zarizeni
Univerzalni struktura pocitace
Sekvencni zpracovani dat

Programy i data se uchovavaji v téze operacni
pameti

o B W N =



* programy podobné virim byly oznacovany
jako Cervy — programy, jez narusovaly osobni
prostor jinych programu, ¢asto produkovaly
nahodné operace a chyby - dusledek této
architektury
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Uzitecne, neskodné a zabavne
samoreprodukcéni programy (60. -70.
|éta)

e Core wars (od 1961) — vzajemny boj programu

* https://www.youtube.com/watch?v=R2Qjc-

dAD k 5 -1 [pMARS 8.5 (2/20/96) X11 version - [] X



https://www.youtube.com/watch?v=R2Qjc-dAD_k
https://www.youtube.com/watch?v=R2Qjc-dAD_k
https://www.youtube.com/watch?v=R2Qjc-dAD_k

Cookie program (70. léta)
Creeper (1971)

ANIMAL (1975)

XEROX worm (1979)



Prvni nebezpecné viry, prichod
osobnich pocitacu a novych hackeru,
konstrukce virtu ve védeckém prostredi

(80.léta)
* Apple viry

e Applell (1977)

* Prvni platforma, na niz se objevily prvni viry
psané primo uzivateli (vétSinou studenty)

* Prvni pojmenovany virus — Elk Cloner — 1981



Elk Cloner:
The program with a personality

It will get on all wour dizsks
It will infiltrate vyour chips

Yes 1t's Cloner!

It will stick to vou like glue
It will modifvy ram too

aend 1n the Cloner!




* Virus, ktery vytvoril Joe Dellinger v roce 1981

* Si¥il se prostfednictvim piratskych kopii
pocitacové hry Congo Bongo




CyberAIDS — 1988 —

 vytvoren skupinou hackeru

e vydani Pro Dosu (1983), zaktivizovalo hackery
chtéli vytvorit kopii systému, v niz bude
obsazen virus

» Casté ztotoZriovani pocitacového viru s virem
HIV



|7 Cuberglls 2.81 |

Your worst nightmare has come true. g0
have been i1nfected with CuberAIDS. Most
of dour disks are now 1nfected., as well
as disks of those who copied » received
tiles +trom you. I+ gou have a hard drive
then 1t has been_ 1ntfected longa ago, and
1= now erased. This wirus 1s the second
in a line of products known collectively
as Extortionbare. I+ vou want to buy
sottware to protect dyourselt trom these
evll]l products then contact the authors.
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* Virus Festering Hate — od stejnych autoru
* po 25 spusténich virus zahajil mazani disku

e objevilo se nékolik programu, které bojovaly
proti tomuto viru, dokazaly jej odhalit
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* Jméno tvurce viru Lord Digital patri
Patricku Karlu Kroupovi slavnému
nackerovi, ktery prosel mnoha
vyznamnymi hackerskymi skupinami
v 80. letech

* spolecné s dalSimi zalozil slavnhou

hackerskou skupinu — Legion of
Doom (1984)

e v 80.letech clen kontrakulturniho
hnuti, jez se schazelo v New Yorku,




* V 90. Letech vstoupil do mainstreamu svou
eseji o pocatcich a budoucnosti kyberprostoru

* Voices in my Head, MindVox: The Overture

* Bral velmi dlouho drogy, zavislost na heroinu



e Virus Load Runner (1989) — varovné hlaseni

+++ SYSTEM FAILURE in: +++

 Virus Blackout (1989) — kompletni ztiseni
pocitace, Cerné pozadi



* apple problém viru nijak neresil

* v této dobé komunita kolem pocitacu Apple
zalozena na vzajemné dvére

* Po roce 89 presun hackeru na jiné pocitace
Amiga, PC, Atari ST



Viry na pocitaci Amiga (1985) —
prakticka realizace myslenky
pocCitacoveého viru v Evropeée
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* Uvedeni Amigy v roce 1985

e Tvorba virl predmétem undergroundové
pocCitacové kultury zejména v Evropé

* Charakteristicke vlastnosti techto komunit —
technologické nadseni, amoralnost,
chaoticnost, kreativita



Nejznameéjsi skupiny: Byte Bandits, Swiss
Cracking Association
Prvni virus — SCA Virus (1987) —

kdyz infikoval pocitac napsal nasledujici

sdéleni -
https://www.youtube.com/watch?v=bac84lbo

_ya



https://www.youtube.com/watch?v=bac84Ibo_y4
https://www.youtube.com/watch?v=bac84Ibo_y4

e prispusteni disku se nejdrive spustil kéd viru a
nakopiroval se do paméti, pak se spustil
spravny kus kédu

* SCA virus nemél za ukol poskodit pocitac

* Hlavnim ukolem dokazat, ze je mozné napsat
program tohoto druhu



e Véta: ,Something wonderful has happened...”
inspirovana timto filmem




* Virus od hackera ze skupiny Byte Bandit -
zcernani obrazovky a zaseknuti pocitace’,
nutné napsat tajny kod

* Lamer Exterminator (1989) - prepisoval
nahodné sektory na disku slovem Lamer!

e Saddam Hussein (1991)



* Pravée v roce 1987 se objevilo vetsi mnozstvi
virt i na ostatni platformy, zacalo se uvazovat
o jejich nebezpecnosti

* Commodore zacal uvazovat o virech jako o
problému

e Varovani ¢asopisu AmigaWorld (1988)



Amiga World Vol 04 11 1988

H‘th : Contest Resuis—p, 76



Tvorba viru ve védeckém prostredi

Fred Cohen — jeden z prvnich védcu, ktery se
zabyval viry a jejich nebezpecnym potencialem

pokusil se vyvinout experimentalni pocitacovy
virus, aby dokazal, ze se jedna o novy typ hrozby
3.11.1983 - vypusteén prvni experimentalni virus
na tydennim seminari pocitacové bezpecnosti
RUznda bezpecnostni opatreni, virus byl pod
kontrolou



Takeover 1:

Elapsed Time Event Effect

0 Program announced on BBoard existence published
3 min Administrator runs program system utility infected
5 min root executes utility All privileges granted
Takeover 2:

Elapsed Time Event Effect

0 Program announced on BBoard existence published

1 min Social user runs program "loadavg" infected

4 min Editor owner runs "loadavg" Editor infected



* Vedouci pocitacoveé bezpecnosti nepovolil
dalsi experimenty

* Brezen 1984 dalsi experiment — virus na Bell —
LaPadula systému

e Virus dokazal prekrocit uzivatelské privilegie a
pohybovat z nizsi urovné zabezpeceni do vyssi
urovne



Rana 80. |éta navrat Core Wars (A. K.
Dewdney) —

od roku 1986 pravidelné soutéze
Software volné ke stazeni

Ukazka: https://www.youtube.com/watch?v=-
vtljii6T8RO



https://www.youtube.com/watch?v=-ytlji6T8R0
https://www.youtube.com/watch?v=-ytlji6T8R0
https://www.youtube.com/watch?v=-ytlji6T8R0

Negativizace viru (druhé pol. 80. let)
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1984 - Virus hlavnim tématem prezentace
Freda Cohena na konferenci o pocitacovée
bezpecnosti

1985 - prvni ¢clanek o pocitacovych virech v
magazinu Times

Brain virus (1986) — prvni PC virus — infikoval
soubory s priponou exe a com —
https://www.youtube.com/watch?v=InedOWf
PKTO

1987 - Virus Lehigh —dostal se do sirsiho
povedomi, protoze mazal cely disk



https://www.youtube.com/watch?v=lnedOWfPKT0
https://www.youtube.com/watch?v=lnedOWfPKT0

* Email worm CHRISTMA EXEC pro IBM
strediskové pocitace - siril se prostrednictvim
emailu




* V roce 1987 usporadal Christopher Langton
prvni konferenci vénovanou tematice umeélého
zivota, ktera se konala v Los Alamos

 Langton vyloucil z konference jakékoliv
prispévky tykajici se pocitacovych virl, az na
jedinou vyjimku: A Core War Bestiary of

Viruses, Worms and Other Threats to
Computer Memories



e Jeruzalem virus —
destruktivni naklad,
autor Yisrael Radai,

* Edice - COMPUTE! Book -
Computer Viruses —

Ralph Roberts

BY RALPH ROBERTS




Morris Worm — medialni virus

Tvurce student Robert Morris

Kvuli chybé v programovani pocitacovy Cerv
unikl

Skody ve vysi 10 000 000 dolard

Vyuzival chyby v siti, Sifil se ranou verzi
internetu

Tento pripad Siroce medializovan



e https://www.youtube.com/watch?v=Qg4o0NW

2XAms



https://www.youtube.com/watch?v=Qg4oNW2xAms
https://www.youtube.com/watch?v=Qg4oNW2xAms

* Morris byl za svlij ¢in odsouzen ke 400
hodinam verejnych praci

* PocCitacovy cerv upozornil na zranitelnost
internetové sité -vznik institutu CERT (1988)



* Morris Worm se stal duleZitou soucasti
historie digitalni kultury, quzen Vv Muzeu
pocitacové historie ~ The
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AIDS Trojan (1989)




ATTENTION:
8 I have been elected to inform you that throughout your process of
B collecting and executing files, you have accdientally THUCKZ)
8 yourself over: again, that’s PHUCKED yourself over. No, it cannot
B be: YES, it CAN be, a Jiviis has infected your system. Now what do E
H you have to say about that? HAHAHAHA. Have THUN with this one and
rememember, there is NO cure for

s e
b Eoo i
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90. leta — Nove formy viru, rychle

A\ A4

Sireni skrze internet

Nové viry
Polymorfni
mnohostranné viry (multipartite virus) —

stealth viry - viry, které se dokazi maskovat v
systému — virus Frodo



obliba virtualnich bulletinu - Virus-exchange
boards — komunikacni platforma pro tvurce
viru

Centrem tvorby virt — Bulharsko, Rusko

1991- konstrukcni soupravy pro tvorbu viru

1992 — Generatory viru



Michelangelo virus (1992)
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One Half.3544 A.

* Vytvoren na Slovensku
e polymorfni a multipartitni virus

* Chytré maskovani pred vsemi tehdejsimi
antiviry



Cernobyl (1998)
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Solar Sunrise (1998)

* Virus, ktery ovladl zhruba 500 500 vladnich
vojenskych pocitacu

* Pro operacni systém SunSolaris



Joke Virus

* You Are An ldiot -

e https://www.youtube.com/watch?v=GF5bR6G
E2rk
e Cascade -

https://www.youtube.com/watch?v=z7g-
v3d7-Gk



https://www.youtube.com/watch?v=GF5bR6GE2rk
https://www.youtube.com/watch?v=GF5bR6GE2rk
https://www.youtube.com/watch?v=z7g-v3d7-Gk
https://www.youtube.com/watch?v=z7g-v3d7-Gk
https://www.youtube.com/watch?v=z7g-v3d7-Gk
https://www.youtube.com/watch?v=z7g-v3d7-Gk
https://www.youtube.com/watch?v=z7g-v3d7-Gk

2000 — 2010 - Obdobi makroviru,
backdoor viry, DoS utoky




| love you (2000)

% ILOVEYOU - Message (Plain Text] - US-ASCII H= 3
| Fle Edt View Inset Fomat Tools Actions Help

| 0 Beply | o Replyto Al | 4@ Foward | & (13 | ¥ (D3 X | @) 2

From:  Chris_Broomes@exe.com  Sent: Fri 8/11/2000 4:49 PM
To: cbroomes@infinitesols.com

Ce:

Subject: ILOVEYOU

kindly check the attached LOVELETTER
(See attached file: LOVE-LETTER-FOR-
YOU.TXT.vbs)

coming from me.

LOVE-LET...
(2158)

o I Ille




ANNA KOURNIKOVA

i Here you have, ;o) E|E|

File Edit ‘iew Tools Message Help

A ; ) ;
& & v & X 0 O | W

Reply Reply Al Forward Prink Deleke

: Addresses
From: [
Date: 12 February 2001 13:43
To:

Subject: Here wou have, (o)
Attach: [@ Aannakournikova,jpg.vbs (2,51 KB)

Hi:
Checl: Thisl




MyDoom (2004)

* Sifi se pomoci e-maill ve formé pfilohy

* Umoznuje utoCnikovi pristup k souborim
pocitace

* Odhaduje se, ze zasahl 20 az 30 procent vsech
pocitacu



SpamTool.Win32.Small.b

Virus, ktery vnikl do pocitace a sbiral zde
adresy, které posilal tvUrci viru

Poté na né mohl posilat nevyzadanou postu

phishing — emaily, které zadaji po uzivateli
cislo kreditni karty

Mohl obchodovat se seznamem adres
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Flame (2012)

vyuzivan pro Spionaz na strednim vychodé
sbira data nejruznéjsiho druhu

zasazeno priblizné 1000 pocditacu
podporuje tzv. kill command, ktery vymaze
veskeré stopy viru

Pavod v tajnych sluzbach a armadé

Velmi sofistikovany



Operace Rudy rijen - 2013

Operation “Red October”

Victims of advanced cyber-espionage network
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