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Abstract
This article further analyses a number of issues highlighted in a previous discussion of the current state of Information
Audit (IA), and offers a graphical representation of the IA landscape.

Library and Information Science (LIS) struggles to establish its ‘soft’ approach to IA as the leading methodology despite
repeated endorsement by authors in other professional groups with some kind of interest in information management.
They have found the LIS IA methodology using analysis of information needs and flows to be a useful analytical tool that
allows them to evaluate information assets and to demonstrate compliance in asset management – whether those assets
are financial, documentary or intangibles such as know-how. Since the implementation of Freedom of Information legis-
lation, records management has espoused a strong focus on compliance and the avoidance of penalties for data protection
breaches, but recent publications suggest that organizations of all kinds are adopting this finance- and accountancy-driven
approach to information audit. This may be because it is seen as best able to manage the growing complexity of regulation
and legislation (local, national and international) that affects information management.

Forming strategic alliances with other players, the information profession must take the lead in establishing standard IA
procedures and definitions drawing on its own praxis, which is widely accepted by other disciplines. There needs to be a
single point of call for standardizing and accrediting IA skills, with the creation of a supporting body of knowledge whose
evidence base goes beyond standard journal literature and monographs to include the now considerable corpus of
unpublished theses as well as papers in languages other than English. As IA is adopted by a growing number of professional
disciplines, LIS and KIM (Knowledge and Information Management) professionals – and also some finance professionals –
can now find and seize opportunities beyond the boundaries of more traditional information work.
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Introduction

In a previous Business Information Review article Griffiths

(2010) highlighted the multiple approaches to information

audit (IA)1 that are now discernible in the literature and

in practice, and considered claims on ownership of the

topic among information scientists, financial accountants,

internal auditors, records managers, information security

professionals, and competitive intelligence professionals.

This update focuses on issues of business information man-

agement; technical aspects of information management

issues will be explored in greater detail in the technical

press.

The previous article highlighted a number of areas

where further work was required: to establish agreed defi-

nitions of IA skills and of IA itself across interested sectors;

to establish leadership and future ways of working on IA;

and to examine the role and potential of information asset

registration. This analysis is developed here using further

recent case studies and considering additional factors that

have come to light, such as national practice and the adop-

tion of IA as an analytical tool in emerging professions.

There are concerns that the wider adoption and adaptation

of IA techniques by such new disciplines is making it pro-

gressively more difficult to set standards and competencies,

and that given the shortage of case studies it remains diffi-

cult to turn IA theory into good practice.
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The Need for Common Guidelines and
Standards

Although the information profession as codified by library

and information science (LIS) has a body of literature,

experience and knowledge of IA going back over 30 years,

there is still no universal acceptance of its methodology.

Two of its approaches in particular, those of Henczel

(2000) and of Buchanan and Gibbs (2007), are widely cited

as models – now also, as will be seen, in domains unrelated

to LIS – but its comparatively ‘soft’ methodology, focusing

on information flows rather than on compliance or asset

monitoring, has been slow to be adopted as a generally

applied technique. Recent literature suggests rather that

either the information professional approach to IA is being

used as a bridge to another approach, or that freedom of

information (FOI), data protection (DP), financial and other

regulation has led to a ‘harder’ approach based on compli-

ance with standards set by legislators or other bodies with a

quasi-legal function.

Despite the growing body of discussion there continues

to be a lack of accepted guidelines or agreed standards for

IA, even though these exist in other forms of audit and in

related activities such as information systems management.

In confirming this observation Aleliūnas and Atkočiūnien _e
(2010) also remark that in the absence of these agreed stan-

dards there is no minimum level of acceptable information

audit performance. Because of this, discussion tends to be

theoretical and stakeholders and shareholders have no real

idea of what information auditors actually do. In this

context it is interesting to find a recent Chinese study

(Xiangling Fu and Xiaoyan Zhang, 2009) that describes a

synthetic information audit. Because of what the authors

perceive as a lack of practical examples they derive a meth-

odology by combining elements of the main published

approaches to IA, and apply it theoretically to a model of

a large-sized Chinese company.

Aleliūnas and Atkočiūnien _e further note that in several

business domains standards are set by external bodies

(e.g. the ISO 27000 series standards and ISACA COBIT

Baseline for information security). Compliance management

therefore falls naturally not to IA professionals but to groups

such as information security professionals who are the pri-

mary users of these standards. They discuss the role of IA

as part of a range of business tools, as does Šidlichovská

(2011) who describes the IA process using Henczel’s model

before suggesting using it as part of a package including

other techniques for measuring the quality of information

management. She would also use mystery shopping, needs

analysis, content analysis, SWOT analysis and expert inter-

views. From a discussion of all these elements she concludes

that a standardized audit would allow direct comparison of

the information management performance of a group of

organizations (in the case of her study, bodies within the

Czech public sector).

The pragmatic solution to this problem would be to

adopt a widely endorsed methodology as a starting point,

and then either to adopt the various survey instruments

associated with that methodology, or else to design new

forms that align with the chosen approach. The obvious can-

didate to become the base methodology is either Henczel or

Buchanan and Gibbs, where a body of commentary, critical

assessment and case studies already exists, along with some

teaching materials from training courses.

However, this raises a problem in sectors such as finance

where a detailed or extended audit is required because com-

pliance requirements may be complex and may be gov-

erned by overseas legislation as well as that of the

country where the organization is based. This means that any

existing published methodology is likely to need extension

to include these local requirements. Where there are factors

that appear only in a defined business area such as banking

or legal services (e.g. requirements to comply with sector-

specific regulation), a bespoke process will be needed for the

extended enquiry, although a single extended survey instru-

ment could be devised for use across a particular sector

regardless of geographical location. In any case, adopting

a published methodology does not guarantee simplicity.

Raliphada and Botha (2006) tested Henczel’s method in a

South African public sector environment but only completed

five of the seven elements, noting that although there are

benefits, the method is repetitive and cumbersome. By stop-

ping before the implementation and continuum stages of

Henczel’s model, Raphilada and Botha raise concerns about

the robustness of the lessons from this case study, and sug-

gest that during a large-scale audit using Henczel’s metho-

dology, fatigue might lead to error in the analysis and

outcomes. Meanwhile Vo-Tran (2010, 2011a, 2011b) pro-

poses combining Henczel’s methodology with the Action

Research methodology in order to audit the information held

by an Australian architectural practice as it designs a new

building for a university.

Recent contributions to the literature of IA have tended

to widen rather than define its scope, which makes it

increasingly urgent that there should be agreed definitions

of IA activities as a first step toward common guidelines.

The Information Audit Islands

In order to establish these agreed and widely-used defini-

tions, it is first necessary to establish the domains where

reports of IA practice appear from which to draw the detail.

Figure 1 represents IA in diagrammatic form as a kind of

map showing ‘islands’ within the ‘sea’ of IA inhabited

by the various professional groups (who might here be

called ‘tribes’) with a role in IA. These islands are

arranged in broad groups clustering those functions that

tend to report to the CFO (to the left) and the CIO (to the

right). IA appears at the core within a list of core corporate

functions in the central column; these functions may be
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provided by either the CFO or CIO, or by other parts of the

organization.

The ‘islands diagram’ provides a starting point and

structure for the analysis in this article, which considers

activity on each island or a group of islands. The geographi-

cal metaphor could be extended by considering that there

are tall buildings on some of the islands, representing activ-

ities in vertical markets. Among these (as will be seen in the

following discussions) are buildings containing legal

services, tourism and travel services, and banking: these are

built when case studies are published describing the use of

information audit in those sectors. A further extension of

the metaphor might be to represent enclaves of particular

national groups where it is evident that IA has particular

dimensions as a result of national legal requirements,

or national custom and good practice. (For example the

Technical Systems island at the foot of the centre column

would have a Romanian enclave representing the view

there – discussed later – that, as part of their audit, IT

systems auditors must review not only the technology but

the information held within a system).

Towards a Definition of Information Audit

The ‘Information Audit Island’ lies at the centre of the map,

representing its central role in this discussion and its central

role within organizational management. What is the role of

IA within the organization, and what is the role of the infor-

mation auditor? As set out by Griffiths (2010), these are

difficult questions to answer because of inherent confusion

in the terminology, whose meaning varies according to

whichever of the ‘IA tribes’ is staking its claim to lead

on the issue. However the literature produced by ‘tribes’

shows their broad agreement on a number of activities com-

prised within the scope of IA. As a minimum, the role of the

information auditor covers:

� Verifying that information added to a corporate or other

information system is authentic and accurate;

� Verifying the provenance of information within a sys-

tem (e.g. to support the management of intellectual

property, and to ensure integrity throughout its pres-

ence within the system being audited);

� Verifying the proper functioning of the information

storage and retrieval system, including logging access,

amendment/alteration, overwriting and deletion of

information entities;

� Assessing the economic value of information resources

within corporate systems and deriving a financial value

that may (or may not) be shown in the organization’s

accounts – with the implication that applying an actual

or notional financial value creates an asset that entails

Figure 1. The IA Islands ‘map’ diagram (© Graham Robertson 2012).
Notes: CFO – Chief Finance Officer; CIO – Chief Information Officer; IA – Information Audit; IM – Information Management; IS – Information Systems;
IT – Information Technology; KIM – Knowledge and Information Management; LIS – Library and Information Science; RM – Records Management
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certain standards of stewardship for the information,

and also that this value is at least partly created by the

context provided by the corporate owner or licensee;

� Assessing the informational value of the content of cor-

porate systems – i.e. verifying not only the physical

integrity of information but rating its accuracy, timeli-

ness, reliability, relevance, degree of duplication or

uniqueness, and other elements that might be used to

establish a score for the value of the actual knowledge

or information content to the organization.

It is striking that this common core does not include ele-

ments that are essential in the LIS/KIM professional view

of IA, and seems to lie closer to the activities of financial

audit than to professional practice in LIS or KIM. These

core activities are (rightly) concerned with verification and

authenticity, which the KIM professional might consider to

be elements of information literacy or digital literacy, but

they do not for example consider whether information

resources meet information needs, are held in multiple ver-

sions or are effectively and properly licensed. They include

neither analysis of published and unpublished information

resources and flows, nor records management or knowl-

edge audit activities, nor the compilation of information

(or data) asset registers. So despite the appearance that they

are a ‘hard’ and defining set of activities capable of being

assessed against notions such as ‘compliance’ (with ‘regu-

lation’) or ‘accuracy’, these common core elements with

their strong bias to accountancy are insufficient on their

own to provide a full definition of IA.

Recent additions to the literature propose further IA

activities but some of these could be argued to be either

non-core IA activities, or to be activities that have been

assigned to IA by commentators who are actually describ-

ing a different function such as information systems audit

or internal audit. This can happen where practitioners

whose first language is not English, use the term IA to

describe one of these other activities. For example Griffiths

alluded to but did not analyse the claim by information sys-

tems auditors to be information audit practitioners. Rus and

Danescu (2010) indicate that in Romania, systems auditors

already consider that their activities include IA. They argue

that their IT systems audits necessarily include checks on

the integrity of information whilst it is within the systems

being audited. (Further research may prove this to be the

case in other countries). To represent this, the Systems

Audit ‘island’ could be shown with a Romanian enclave,

and as analysis of the literature develops there may be sim-

ilar enclaves representing local practices to be discovered

on other islands.

This ‘map’ is very much a work in progress. New islands

will appear on this diagram when a further group adopts IA

as a methodology for their professional activities. There

may be some changes in population and government

depending on further analysis, discovery, and commentary

by practitioners and academics as this project progresses.

Leadership Roles in IA

Preparation of this article began with the assumptions that it

would be readily possible to describe a combination of the

information professional and accounting professional

approaches to IA, and that it would be simple to outline joint

standards for future audits. However, research identifies fur-

ther professions using IA (although as noted earlier a number

of these acknowledge the two principal information profes-

sional methodologies of Henczel and of Buchanan and Gibbs)

and new contenders claiming to lead work on IA, sometimes

based on practice in particular countries. These findings cause

some dismay as they add further fragmentation to an already

complex picture. But they suggest that IA could offer consid-

erable potential for information professionals who have been

displaced from more traditional LIS work as well as for other

professionals seeking new challenges.

The ‘island diagram’ indicates the domains managed by

the two Chief Officers with the greatest professional inter-

ests in IA, namely the Chief Information Officer (CIO) and

Chief Finance Officer (CFO). The role of the CIO should

be distinguished from that of a Chief Technology Officer

(CTO) despite the fact that many public sector CIOs are

primarily concerned with technology, not information;

paradoxically, a CTO often works as their subordinate

taking day-to-day charge of corporate information and

communications technology. On the left of the map is the

domain of the CFO; on the right is the CIO. An exhaustive

list of the areas for which they are responsible is not

included here, but note that their responsibilities overlap

(the islands in the central group) and have an outward-

facing as well as an internal element. For example, the CIO

role is responsible for information required by investors

and potential investors in the organization, for information

relating to corporate social responsibility, and for environ-

mental information, as well as for internal information

resources.

The CIO thus plays a role in maintaining shareholder

and stakeholder confidence, and in keeping good relations

with the client community and the public at large. Griffiths

et al. (2006) argue that LIS professionals have a unique

combination of skills making them the natural focus for

corporate reputation monitoring (a role now becoming

known as the Chief Listening Officer, as is found at Dell,

for example): this is a role that is embraced comfortably

within the CIO domain under discussion here. Carrillo-

Durán and Nuño-Moran (2010) develop this argument,

asserting that information professionals should take the role

of corporate image managers as well as (quasi-passive) rep-

utation monitors; their discussion identifies various reputa-

tion audit methodologies suitable for use by documentalists
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or information managers. Reputation monitoring aligns too

with the interests of the growing business intelligence

community, for which the CIO should also be responsible.

The management of corporate intellectual property (IP)

completes this group of CIO interests, building on the long

standing interest of LIS professionals in copyright and IP

generally.

Fanning (2007, 2008) in his wide-ranging and often very

perceptive discussion of both public and private sectors,

considers the variety of corporate roles that are given

responsibility for IA. He concludes that a new role of Chief

Information Manager is required, with strategic skills

rather than IS/IT, and with a short reporting line to board

level. He believes that librarians have strong potential for

this role, but ‘this can only be the case when they are

proactive . . . or are able to position themselves as the ‘eyes

and ears’ of the organization’. In Fanning’s view, IA prac-

titioners must position themselves as ‘an essential constitu-

ent of market research, strategic planning, business

development, risk assessment, compliance, etc.’ in the

same way as competitive intelligence practitioners. Like

other contributors noted here, Fanning also comments on

the perceived burden of IA as an administrative overhead

process rather than an essential business tool delivering

efficiency and savings.

The literature expresses general support for a common

core of IA activities that are concerned with ‘hard’ notions

of compliance, regulation and accuracy. It is therefore puz-

zling that the information profession appears generally

unable to command similar support for its complementary

‘soft’ activities and competencies, for these provide a

framework for understanding the use, flows and value of

this compliant, regulated and accurate information. Among

information professionals, only records managers have

raised their profile in this field, as they have become corpo-

rate experts on compliance with regulation and the avoid-

ance of the increasingly severe penalties for breaches of

data protection and freedom of information legislation.

Parts of the skill set required by an IA practitioner fall

into the spheres of interest of several different professional

associations. However the key work to establish and

develop IA has been done by information professionals

so it would be logical for them to take the lead, forming

strategic alliances with other players, in establishing stan-

dard procedures and definitions – such as what exactly con-

stitutes an information asset, and how should it be

registered and accounted for. Most importantly, there must

be a single point of call for standardizing and accrediting

IA skills, underpinned by a body of knowledge whose sup-

porting evidence base goes beyond standard journal litera-

ture and monographs to include the now considerable

corpus of unpublished theses and papers in languages other

than English. An information professional body should

undertake this role, encouraging a collegiate approach. A

further benefit of this arrangement would be that body’s

ability to tap into the professional skills needed to deliver

effective horizon scanning for forthcoming changes to reg-

ulation or new studies by IA practitioners.

The Value of Business Information Assets

Debate continues without final agreement around the

valuation of information held within a business. The

discussion of the accountancy-based approach to IA by

Griffiths (2010) describes the problem of deriving a finan-

cial value for corporate information in an organization’s

balance sheet. In their report for the Parliament-based

EURIM group, Higson and Waltho (2010: 9) point to the

long-running debate about the admissibility, under

accounting rules, of intellectual capital and information

assets as corporate assets on published balance sheets. The

work of the Hawley Committee in the 1990s first sparked

discussion in the UK which was continued by the IMPACT

Programme, leading for example Horne (1998) to argue

that the difference between an organization’s value in terms

of its tangible assets and the value of its stock and market

standing must be accounted for by the value of its intangi-

ble assets, primarily its intellectual capital. Koenig (1997,

1998) summarizes the issues, while Higson and Waltho

observe that the accounting rules make knowledge-based

companies such as pharmaceutical researchers and web

developers worth far more than the value of their tangible

assets, explaining why such large sums exchange hands

on the basis of a company’s likely future knowledge-

derived profits rather than its present performance.

Sándori (2001) draws from work by Koenig, Laurence

Prusak, Tom Peters and others to compile a list of intellec-

tual capital assets that would produce these knowledge-

based profits: the list includes patents, publications,

licences and the income from them, products and the time

taken to bring them to market (both of which can be com-

pared with competitors to establish a ratio for comparison),

training (including value from presentations made to an

organization’s employees by external speakers, and from

conference attendance), database searches, the contents of

communities of practice and intranets, knowledge maps

and inventories.

Having compiled this extensive catalogue, which goes

far beyond the content of the corporate library or file store,

Sándori then points to the findings of Wilson, Stenson, and

Oppenheim (2000) who describe the reluctance of British

companies to assess the value of their information assets

and considers the reasons for this reticence. Wilson et al.

were surprised to find that UK companies appeared not to

be using FRS10, the UK financial reporting standard for

goodwill and intangible assets, to value their information

assets. Problems were reported in establishing what consti-

tutes an information asset while many organizations simply

did not believe that information should be categorized as an

asset or valued for inclusion on the balance sheet. The
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information assets considered most important by intervie-

wees were internally-generated and typically not valued for

internal purposes, so that there was little impetus to include

information assets on the balance sheet – perhaps because it

could be unwise to report externally that which had not

been addressed internally. From the information science

viewpoint, Yates-Mercer and Bawden (2002) drew on a

wide range of sources to reach similar conclusions whilst

Wilson and Stenson (2008) updated their previously pub-

lished arguments with a further literature review, but also

essentially restated this problem. The British academics

El-Tawy and Abdel-Kader (2011) recently argued to an

international conference on information systems that a new

approach is needed to recognize and account for intangible

information assets. It is notable that although their audience

was from their own field of systems management, their

case was built on papers published in the fields of informa-

tion management and librarianship over the past 20 years.

In summary, there has been little progress for some time

in getting businesses to deal with the problem, but there are

frequent restatements of the issue to a growing range of

professional disciplines.

A consequence is that neither the purpose nor the prac-

tice of IA has been widely embraced in the organizations

that could reap the benefits that are clearly set out in much

of the literature reviewed and cited here. The benefits also

include the ability to take an overall view of corporate

finance that embraces: the financial value of information

assets and intellectual property; effective asset manage-

ment and exploitation, including a true reflection of the

organization’s value on the balance sheet; assurance – in

the sense of comfort as well as indemnity – regarding legal

compliance; and knowledge in the boardroom that the orga-

nization is proof against the legal action or public criticism

that might be levelled by the relevant Information Commis-

sioner,2 or qualification of accounts by the relevant audit

body.

Perhaps the most difficult message to get across is that

information management is everyone’s responsibility

within the organization. But that is not to set aside a corpo-

rate management responsibility to publish internal guide-

lines for information management and governance,

supported by training and enforced if necessary. One obsta-

cle to achieving this is the poor reputation of audit within

many organizations, and confusion of the various kinds

of audit.

Changing the Image of Audit

Information audit suffers by sharing some of the image of

internal audit, being potentially viewed as a ‘corporate

policeman’ or ‘witch-finder’. The positive value of IA

needs to be communicated in a way that overcomes the

widespread negative perception. KPMG explains the prob-

lem succinctly:

The goal of audit [ . . . ] must be to ensure that financial

reporting is of the highest quality. But at the end of the day

it is a mistake to see corporate governance and [audit]

purely in terms of compliance – the audit committee as

corporate policeman.

Clearly, audit committees have an important role in relation

to reporting and ensuring compliance. But they have an

equally important role alongside the board as a whole –

in ensuring that the business seizes the opportunity to use

any new regulatory framework imaginatively. (Wardle and

Lai, 2004)

Jones and Burwell (2004) go further:

No one wants an audit to occur. An audit has the smell of

seeking problems and laying blame . . . Organizations con-

ducting an audit call them something else. [They] conduct

related processes, such as a collection satisfaction survey,

and refer to that as an audit. This aversion to the name con-

tributes to confusion surrounding what an information

audit actually is. It . . . diffuses the true impact an audit can

have on the organization. (p. 53)

Any one of the recent high-profile stories in the UK about

misuse of information will reiterate the need for informa-

tion audit to show what resources are available, where they

have been obtained (and one hopes verified) and who has

had access to them. Yet it sells IA short to regard it only

as a tool to be used in some process of witch-hunting to

reveal offences and offenders in information handling and

management, and its negative image as summarized by

Jones and Burwell continues to dilute its potential value.

Many institutions produce internal guidance explaining

IA programmes and setting out the benefits for their mem-

bers and employees; among these are for example a number

of UK universities and colleges. However the benefits often

fail the ‘WIIFM’ (What’s In It For Me) test. Setting consis-

tent document retention periods (as described by SOAS

(2008) in its statement of benefits) is only a benefit for

records managers, while many would consider the transfer

to a remote central secure store of key corporate documents

identified by an audit to be a hindrance to any team that

used those documents frequently. A rather more appealing

case can be made by highlighting issues such as the poten-

tial to reduce information overload on teams and

individuals.

IA should be collaborative and non-confrontational, and

should deliver assurance and benefits that can be explained

persuasively at corporate and team levels. It should be a

continuous process of discovery where current practice is

compared with standards and regulation as well as business

needs. Best practice should be derived, shared and applied

to ensure compliance with regulation and in order to meet

and exceed expectations as well as standards. IA should

identify, catalogue and preferably categorize information
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assets within the organization, ensuring that these are

exploited for the greatest corporate benefit, and that those

assets are properly valued and managed within the terms

of required practice or the best available optional standards.

With positive stories to share, the IA team can empha-

size the benefits of audit rather than reinforcing any nega-

tive impressions.

The Need to Manage Compliance

It was noted earlier that giving the auditor the role of com-

pliance monitor (‘corporate policeman’) alters the percep-

tion of the audit role among those creating and managing

information within an organization. Yet some corporate

function must be responsible for checking and if necessary

enforcing compliance, while the organization as a whole

needs to understand that there are legal constraints that

mandate its compliance. Just a few of these constraints are,

depending on the sector concerned, Freedom of Informa-

tion legislation, Data Protection legislation, Sarbanes-

Oxley, the Basel II Accord, Gramm-Leach-Bliley (USA),

LSF (loi 2003-706, the French law on financial security),

EU directives such as Solvency II (insurance industry), pri-

vacy legislation, and information security standards such as

COBIT. A compliance check is an important element of

audit, which requires proper identification and registration

of information assets subject to compliance measures as

well as assurance that proper controls are in place and are

being applied.

Compliance may also have implications for other pro-

fessional groups related to information managers – for

example, risk managers in the case of the Basel II accord

(Wright, 2005). However this does not reduce the impor-

tance of information audit within organizations subject to

these legislative and regulatory constraints; it simply rein-

forces the importance of IA in a wide range of business

situations.

In this respect there is also the need for a business intel-

ligence function that identifies forthcoming legislation and

regulation that will apply to an organization. This will

ensure that the organization is always aware of corporate

information assets that are or that will become subject to

compliance checks, and is not inadvertently put in breach

of new requirements. Auditors need to be aware that regu-

lations from foreign jurisdictions can apply to their own

organizations, and that horizon scanning should include a

watch on new legislation and regulations in all countries

where the organization has or could have business interests.

(For further discussion see Mainelli, 2005). Controls may

also need to be put in place in respect of information

collected to meet the requirements of anti-terrorism or

anti-money-laundering legislation, as that information is

likely to be subject to restrictions on its re-use or sharing.

There should also be concern that IA practitioners

may be placing emphasis on the quality of the subject

organization’s data processing when the key element

should be an assessment of the quality of the data itself.

Even if data has been accurately identified, listed and allo-

cated to named owners, and owners have agreed retention

schedules, this is of little use if the data is of poor quality.

Bad data has little or no value as an asset of an organization

and may pose a risk if business decisions are based on it. It

would be useful to find a confidence indicator that provides

a rating of data quality alongside other elements of the

description provided in an IAR or an auditor’s report.

Information Systems Audit

Some current contributions (Aleliūnas and Atkočiūnien _e
(2010), Rus and Dansecu (2010), Šidlichovská (2011))

have blurred the boundary between IA and information sys-

tems audit. Šidlichovská for example explicitly recom-

mends Henczel’s methodology as a method suited to the

initial stages of an information systems audit, but does not

argue for the involvement of LIS professionals to admin-

ister it. Meanwhile, as noted earlier, El-Tawy and Abdel-

Kader (2011) presented their findings about information

asset valuation to a conference on information systems

management, despite their recommendation of a range

of methodologies drawn from information management

and librarianship. The reasoning in all these cases is that

the information within a system is an integral part of the

system itself, and the system may have been designed to

suit the structure of the information, so that an information

audit is an essential and integral part of a systems audit.

This thinking contrasts distinctly with earlier work where

systems audit was described in terms of hardware func-

tionality and portrayed as a function of the IT specialism

without reference to the records or information manage-

ment professions.

It is becoming more difficult to argue that information

systems audit is a task to be undertaken solely by informa-

tion systems (IS) management professionals, despite the

claims by Rus and Danescu (2010). IT professionals design

the database systems that contain data, and there are roles

for other professionals who have not so far appeared in our

discussion such as information architects who may be

responsible for data structures and the relationships

between elements of the database. Records management

professionals may also be involved in the design of infor-

mation systems and potentially in their audit, for example

in setting and monitoring retention schedules. Among the

concerns of IS auditors will be the integrity and reliability

of the systems (including back-ups), data quality (does the

system maintain and deliver high quality data, without cor-

ruption or alteration?) and the sustainability of the system

and the data it contains (is it scalable, or is there a limit

beyond it will not operate?). These elements take on

particular importance when an audit is carried out as a pre-

liminary to a systems upgrade, for example the
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migration of an intranet to a more recent version of

SharePoint.

The literature now includes studies by practitioners in a

number of what might be considered ‘vertical markets’ – in

other words, specific business sectors that have proposed or

adopted IA as an appropriate method of information man-

agement. These sectorial case studies demonstrate how

IA can be applied in a wide range of contexts and include:

tourist information (Fryc, 2010; Gonzáles Guitián, 2009),

banking (Soy and Bustelo, 1999; Theakston, 1998), public

utilities (Ganesan, 2003; Scholey, 2008), legal services

(Doherty, 2004; Ferreira, 2006; Rigney, 2002) and profes-

sional bodies (Asensio, 2006 – a study of the Spanish legal

profession).

Some practitioners report recent use of IA to assess and

value the content of websites, again with frequent citations

and recommendations of the approaches developed by

information management professionals.

� The assessment of the website of Univerzity Karlovy

[Charles University], Prague by Dombrovská and

Skolková (2006) used a methodology (Dombrovská,

Očko and Zeman, 2005) that drew on the work of

several authors from the LIS domain (Henczel,

Buchanan and Gibb, Orna, Dubois and Horton). The

Czech information literacy society SPRIG states

that it is developing this methodology further

(SPRIG, 2008).

� In the field of leisure science, Fryc (2010) assesses a

range of government-owned websites promoting vari-

ous tourist destinations in order to judge their effective-

ness, based not only on their attractiveness and ease of

use but on the quality, quantity, breadth and complete-

ness of the information provided. This is described as

an information audit – which, whilst not strictly accu-

rate in terms of what the LIS or accountancy profes-

sions might understand by the term, describes

succinctly a process where not only the accessibility

and functionality of a website is audited but also the

accuracy and coverage of the information content and

its value as an asset in first attracting and then ade-

quately informing new tourists to a particular

destination.

Although many available studies are based on the work of

the key theorists of IA in the field of LIS, it is difficult to

draw any standards or universal conclusions from them.

A number of writers comment on the problems of applying

published methodologies that are inadequate when auditing

sectors that have their own statutory requirements or regu-

lations that affect information management. The publica-

tion of this wide range of studies also adds complexity to

the picture of IA since the term is not always applied in the

sense that the information profession or other groups would

acknowledge.

Information Asset Registration

Once an organization accepts that information entities are

valid corporate assets, it must take steps to treat its informa-

tion assets with similar care to its financial and physical

assets. Information assets must be registered, audited and

tracked through an Information Asset Register (IAR).

Because value can fall, rise or be transformed by associa-

tion with other assets,3 the IAR must be more than a simple

list of which information entities are owned.

An IA may be undertaken as a means of matching infor-

mation resources to business requirements (i.e. generating

benefit through alignment of needs and provision) as a pos-

sible precursor to improving corporate knowledge manage-

ment, or it may be done as a means of generating and then

managing an IAR that will possibly include estimates of the

financial values of those resources. Conflict between these

two approaches is not inevitable, but it demands proper

project planning and management if there is to be clarity for

the auditors and for the organization.

In the United Kingdom, IARs have mainly been tools

used by public sector organizations. Driven by the impetus

to make public sector information (PSI) available for re-

use, and led by a succession of bodies from Her Majesty’s

Stationery Office to The National Archives, work has gone

on for well over a decade to develop and implement stan-

dards and to publish registers from a number of government

departments, agencies and other bodies. However coverage

remains rudimentary and incomplete because there has

been no element of compulsion whilst active management

and promotion of the IAR has been confined to a small

group of LIS practitioners. The adoption of standards based

on Dublin Core has reinforced a tendency to focus on bib-

liographic description of paper documents published in

multiple copies for internal or external distribution, while

some database assets are now listed on data.gov.uk but

have never appeared on a departmental IAR. Government

IARs have in effect been specialist library catalogues of

published and semi-published departmental documents

such as reports and research summaries. Even the require-

ments of Freedom of Information (FOI) legislation proved

insufficient to raise awareness or widespread adoption of

IARs: instead organizations issued Publication Schemes

(often through their records managers not their librarians)

identifying broad classes of published material rather than

creating or adding to registers of individual items.

This explains why, despite over a decade of work on

government IARs, EURIM still felt it necessary in 2009

to propose that ‘the National Audit Office (NAO) should

require all Central Government Bodies and Agencies to

include Information Asset Registers in their annual reports

to common standards’ (EURIM, 2009) or that a respondent

to the House of Commons Public Affairs Committee

enquiry on Government IT should note in evidence in

2011 that: ‘Most organizations do not have an information
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asset register. People cannot govern what they don’t know

exists nor where it is located . . . . There is no coordinated

Government asset register for people or information

assets,’ (Anderson, 2011, pp. EV w38, EV w40).

The UK government’s consultation paper Making Open

Data Real (2011) further highlighted the need for data asset

registration (sections 8.10 – 8.14) – a function that should

have been fulfilled by departmental IARs but in practice

remained distributed among IARs, FOI publication schemes,

the Local Government Data List and various information

strategy documents. IARs are potentially powerful tools for

both public and private sector bodies that decide to make

better use of IA to manage their information assets. Informa-

tion assurance has become a key activity following the var-

ious highly publicized data losses from the public sector and

some of its private sector contractors. Effective information

assurance requires effective information audit as a necessary

first step. Undertaking an information audit and compiling a

register provides a catalogue of the assets to be covered and

protected by an information assurance regime, allowing

them to be categorized, ranked and audited.

There is little guidance to support organizations under-

taking this broader form of information asset registration.

Social enterprises have some outline guidance from Social

Enterprise UK (2011), compiled with the help of the knowl-

edge and information management sector consultancy

TFPL. This guidance develops the IAR beyond a simple

catalogue to include details of responsibilities, retention

policies (or regulatory requirements) and information about

back-up arrangements. The Records Management Society

issued a toolkit for schools (Barber, 2008) that describes

an IAR as ‘the 21st century descendant of filing classifica-

tions and disposal guidelines’, advising readers to identify

‘which information is created at which point in the process,

what it is used for, how long it is needed and whether or not

it should be captured as part of the ‘‘vital’’ record’ (i.e.

whether it is a working document or a final policy or

report). Both these documents include a sample matrix

showing recommended elements of an IAR; they are sim-

pler in their approach to asset description than the public

sector model and stronger in their approach to asset man-

agement, but they are also both rather basic and offer no

real guidance to help users set appropriate policies for man-

aging the elements being described (recording the location

of back-up copies is good, but is that location a good, safe

place?).

Higson and Waltho (2010) offer a definition of what

should appear in an IAR but they omit any discussion of

information ownership (rather than custodianship) and

focus more on the valuation of the assets identified by the

audit. It is probably Stevens (2005) who offers the most

extensive and readily available methodology for what he

calls Information Asset Profiling. His work derives from

a programme at Carnegie Mellon University sponsored

by the US Department of Defense, so that the user may

have reasonable confidence in its value and utility. Stevens

considers a range of issues concerned with information

assets including ownership, value, location and security,

as well as technical issues such as document and file format

and IT system configuration. He indicates that the next

stage of this project would be to consider information secu-

rity assessment – and the rather limited take-up of his work

seems to have been in the information security sector. So,

for example, at the December 2009 Workshop on Informa-

tion Security and Privacy (WISP, organized by the Associ-

ation of Information Systems) two Swedish speakers cited

the LIS domain authors Oppenheim, Stenson and Wilson

(2001, 2003) alongside Stevens in support of their asset

valuation and security classification model (Oscarson and

Karlsson, 2009).

There is considerable value in the suggestion by Doherty

(2004) that IA and by extension the IAR have particular

importance as an element of business continuity planning.

In his view the information map (which many would

describe as an IAR) must extend to show ownership of

servers and data, and inventorize computing machinery and

backup procedures. It would also include essential informa-

tion resources not owned by the organization, such as

CD-ROMs and electronic journal subscriptions.

Accessibility of the Evidence Base

In the absence of a fully developed and standardized meth-

odology, access to a substantial evidence base is essential if

progress is to be made in defining the IA profession and its

practice. Although there is a fairly long history of publica-

tion on IA, a number of barriers to access are slowing

progress and delaying agreement on standards.

A significant part of the literature can be difficult to

locate. For example Quinn (1979) published in a journal

that survived for little more than a year, and like some other

early literature of IA his contribution is not readily avail-

able in either printed or digital form. Some potentially use-

ful material is unpublished; for example, Buchanan and

Gibb (2007) cite three unpublished MSc dissertations from

Strathclyde describing potentially valuable case studies:

� Kassenova, A. (2005) Information audit at the British

Council. Unpublished MSc dissertation, University of

Strathclyde;

� Martin, E. (2005) Information audit at MacFarlanes

Law Firm. Unpublished MSc dissertation, University

of Strathclyde;

� Roussakis, C. (2005) Information audit at the Office of

Marketing and Communication. Unpublished MSc

dissertation, University of Strathclyde.

Several relevant MSc theses from other institutions includ-

ing Sheffield are similarly unpublished or available only on

internal systems. As must be apparent, there is a significant
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non-English corpus of literature that contains important

contributions to the development of IA as a professional

discipline. It includes material in some less widely-read

languages (Lithuanian, Czech and Hungarian are included

in the references to this article as well as Catalan, Spanish

and Dutch). This is a problem not just because these

languages are not widely read by an English-speaking audi-

ence (although Google Translate is an invaluable aid) but

because this material is not abstracted or covered by the

databases widely used by English speakers to research

IA. A thorough literature search or alert must include

equivalent terms in a range of languages, and not rely on

the presence of an English-language abstract or the similar-

ity of the foreign-language term to ‘information audit’,

whether truncated, stemmed or otherwise manipulated.

Connecting Information Science and
Accountancy in Reporting Non-Financial
Information

Chartered accountants in the Netherlands have considered

how to deal with non-financial information found during

a financial audit such as information about social perfor-

mance or the effect of public sector policies when imple-

mented. Admiraal and Turksema (2009) describe work to

develop reporting of such non-financial information

resources and to apply rigorous auditing standards. They

concur with a number of points in the work of other

authors: the lack of standards, the diverse nature of the data

and the consequent difficulty in reporting them, and the

sheer novelty of auditing such data. They make a useful

distinction between assurance and non-assurance of the

audited information – that is, the auditor may be an advisor

(merely advising on the best way to present the informa-

tion, which might be for example the design of the IAR);

or a reporter (presenting factual findings on the process

of discovering and auditing information); or a provider of

assurance. In the final case a full audit report is provided,

commenting on the reliability and completeness of the

information – and of the IAR – that is subject to the full

framework of ethical and professional safeguards. That dis-

tinction is explained in more detail in a publication by the

Netherlands national professional body for chartered

accountants Royal NIVRA4 (2009).

In a further extension of IA, Royal NIVRA’s pro-

gramme of knowledge sharing (‘Kennis Delen’) issues gen-

eralized statements and observations on social issues that

come to light during individual audits. Consultations are

held in expert meetings and stakeholder meetings before

anonymized and generalized findings are issued to draw

public attention to the findings. An Identification Board

(Signaleringsraad) correlates information taken from audits

within specific sectors to ‘identify any relationships with

developments in society’, and decides whether to

communicate ‘clearly defined signals’ through a range of

public activities (Royal NIVRA, 2010). This programme

has strong echoes of the thesis of Christina Soy Aumatell

(described in more detail in Griffiths (2010) p. 221) that

information audit is a necessary precursor of knowledge

management: in a sense NIVRA is closing the loop by pro-

posing that the route to KM from IA lies through a panel

structure within the (chartered) financial accountancy pro-

fession rather than through professional practice in the

library and information profession. This appears to be a

practical demonstration of collaboration between LIS pro-

fessionals and accountants, and Royal NIVRA’s initiative

may prove to be an example of best practice for our

approach.

Summary of Issues from this Stage of the
Research

1. The lack of agreed standards and methodology in

IA remains an unresolved problem. It is being exa-

cerbated as the LIS approach to IA is adopted by a

widening range of other disciplines, which appear

to be attracted by the potential of the approach but

then find that it is insufficient without adaptation or

additional elements. However, there appears to be

sufficient endorsement (and reported adoption) for

either Henczel or Buchanan and Gibbs to provide the

basis of a common audit baseline that could be built

upon by adding existing sector- or country-specific

research instruments. Although the variety of specific

regulations makes total standardization impossible, a

common method would allow auditors to compare the

performance of two or more organizations in terms of

basic data elements.

2. IA’s cross-disciplinary nature has worked against

the emergence of coherent leadership. In order not

to dilute or even lose the benefits of IA the informa-

tion profession must now take the lead to build stra-

tegic alliances that will establish the necessary

standards and methodologies – a logical conclusion

given the frequent adoption of the work of LIS prac-

titioners by other professions interested in IA. A

collegiate approach would see an information pro-

fessional body acting as co-ordinator so that IA pro-

fessionals could obtain a widely recognized

certification of their skills from a single point of

contact.

3. Standards and methodologies developed by other pro-

fessions will prove inadequate if they do not embrace

good information management. However the require-

ments of those professions also add complexity, making

it difficult or impossible to develop a single standard IA

methodology that can ensure that an organization’s

information assets are being managed in compliance

with regulation in its particular location and sector. The
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fear of penalties for non-compliance may be leading

organizations to adopt an accountancy-driven approach

to IA.

4. Studies have appeared demonstrating the potential to

apply techniques of information audit to particular

vertical markets, e.g. tourist information, banking,

legal services, and professional bodies. Others have

shown the application of IA techniques to website eva-

luation. But this means that evidence and case studies

are clustered on relatively few sectors or corporate

activities, and that scalability to create a generic and

widely applicable survey instrument has not been con-

clusively demonstrated.

5. IA is an important and necessary precursor to effec-

tive information asset management, and thus a poten-

tially important technique supporting the drive to open

public data. But it appears difficult to define informa-

tion assets and for corporate organizations to accept

that these assets may form a considerable part of their

total market value. Agreement is needed on what con-

stitutes an information asset, what should appear in an

information asset register and what attributes should

be described. Without this agreement neither the pur-

pose nor the practice of information audit will be

widely understood in the organizations that could reap

greatest benefit.

6. Access to evidence and case studies is problematic.

The English-language audience overlooks signifi-

cant items in the literature that have been published

in other languages, while non-English-language

authors may reference only items in their own vernacu-

lar. Theses remain unpublished that could help overcome

the lack of available case studies. Studies appear in jour-

nals that are comparatively difficult to access, such as

local LIS professional journals that are not widely

indexed. Because of the growing wider interest in LIS-

based techniques of IA means valuable contributions

appear in publications from subject disciplines appar-

ently unconnected to LIS or financial management (such

as the study of tourism and economic development) that

are not covered by abstracting services for LIS and KIM.

Finally, in some sectors audit reports are likely to be edi-

ted on grounds of confidentiality (i.e. protectively

marked), making it more difficult to derive scalable and

generally-applicable conclusions from the case studies.

7. At present, focus is predominantly on the methodol-

ogy. There is little in the LIS literature that suggests

any consideration is being given to the quality of the

data being collected (confidence indicators), to con-

tinuous monitoring or horizon scanning (e.g. to trap

new legislative requirements) or to implementation

of changes as a result of audit (i.e. the LIS profes-

sion considers itself to be a reporting agent fore-

most, possibly an analysis agent, but not an agent

of change management).

Remaining Work

While considering the issues raised in the initial article, this

review has identified others that need further examination.

A hypothesis has emerged which needs to be proved that a

valid universal methodology could be designed by building

on an existing pattern, either Henczel or Buchanan and

Gibb. This review has not addressed IA as a learning activ-

ity, while a draft maturity model is still at an early stage.

Information asset registration may become an important

technique in the UK public sector depending on the UK

government response following its consultation on open

data: an official decision to endorse and robustly imple-

ment departmental and agency IARs could be the step that

finally resolves several problems described here. Members

of the information profession have contributed a great deal

to the development of IA but the profession as a whole will

lose a major opportunity if it does not now lead and

co-ordinate future work.
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Notes

1. In this article the term ‘information assurance’ is spelt out to

avoid confusion with ‘IA’ for information audit.

2. For example, a search of the Scottish Information Commis-

sioner’s website www.itspublicknowledge.info quickly shows

the importance of information audits as evidence in freedom of

information cases.

3. For example, share price data rapidly loses value with age

(which may perhaps be measured in minutes in live share trad-

ing) but may later regain value as part of a time series showing

longer term market fluctuations.

4. The English-language titled used by NIVRA, otherwise

Koninklijk Nederlands Instituut van Registeraccountants,

www.nivra.nl.
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