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Kerberos - Workflow
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B) Recommended mode for your personal computers with MS Windows.




l MIT Kerberos for Win - In

1.

Install MIT Kerberos for Windows (version 4.1), do not restart the computer.
https://web.mit.edu/kerberos/dist/

Download the configuration file krb5.conf for realm META from study materials of
course C2110 (directory config, or link in the interactive syllabus Lesson 2). Save the file
to a directory Documents (or another one of your choice).

Set the environment variable KRB5_CONFIG so that it contains the path to the file
krb5.conf.

Set the environment variable KRB5CCNAME so that it contains the path to the file
krb5cc (this file does not exist, it will be created by the program) in the same directory
as the krb5.conf file.

See the next page for variable settings.

Restart the computer.




MIT Kerberos for Win - In

Edit the environment variables for your account

Vlastnosti systému ¥ >

Nazev poditate Hardware Upfesnit Ochrana systému  Vedaleny pFistup

K provedeni vétsiny téchto zmén musi byt uZivatel pfihlasen jako spravee
(Administrator]).

Wykan

Vizualni efekty, planovani procesoru, vyuziti paméti a virtualni pamét’

Profity uZivateld

Mastaveni plochy vztahujici se k prihlaseni
Mastaveni...

Spoudténi a zotaveni systému

Spousténi systému, selhani systému a informace pro ladéni

Mastaveni... /

Proménnée prostredi...

oK Zrusit Foufit

Promenne prostredi

UZivatelské proménné pro uZivatele Petr Kulhanek

TS

KRE5_COMNFIG
KRESCCMNAME

Thm =Ml o=

OnelriveCommercial

.........

ChAUsers\Petr Kulhanek\Documents\krb3.conf
CAUsers\Petr Kulhdnek\Documents'\krb3ce
Cadlsers Date ol dnald OneDisiveRALLLL

CAUszers\Petr Kulhanek Onelrive - MUNI

Y

Path C\Users\Petr Kulhanek\AppData\LocalMicrosoft\WindowsApps;

TEMP Chlsers\Petr KulhanekAppDatatLocall Temp

TMP Ch\Users\Petr Kulhdnekt AppnDatat\Local\ Temp =
MNowva... Upravit... Odstranit

Systémové proménné

Proménna Hodnota ()

ComSpec CAWINDOWS\system32\hcmd.exe

DriverData ChWindows\Systern 32\ Drivers\ DriverData

MUMBER_OF_PROCESSORS 2

0s Windows_MNT

Path CAWINDOWS\system32: CAWINDOWS; CAWINDOWS\ System 32\ Whb...

PATHEXT COM;.EXE; BAT:.CMD, VBS; VBE;.JS; JSE;.WSF: WSH; .MSC

PROCESSOR ARCHITECTURE  AMDE4 =
Mowva... Upravit... Odstranit




l MIT Kerberos for Win

1. Start the MIT Kerberos application Ticket Manager.
2. Create/restore Kerberos ticket.

{3 | = | MIT Kerberos - Saturday, October 17, 2020 16:39

Home Options
& ¢ X
I

et Renew Destroy Make Change
Ticket Ticket Ticket Default Password

O Principal Valid Until |

kulhanek@META fij 18 2:37 (9 h, 58 m remaining)

MIT Kerberos: Get Ticket ot

{? Please Authenticate :

Princisal: Ikulhanek@METﬂ

Passwords !

[+ Remembgr this principal

O Show Advanced Cancel J | QK I

Login name (eINFRA) + password for username@META




Putty Configuration

ﬁ PuTTY Cenfiguration

- Tranalation ~
[ Selection
. i Colours
- Connection
. Data
- Proxy
- Telnet
- Rlogin
[=-55H
- Host keys
- Cipher
=)~ Auth
L. GSSAPI
- ¥
- Tunnels
- Bugs
- Maore bugs
- Serial

About Help

Data to send to the server

Login details

Autodogin usemame |kulhanek|

When usemame is not specified:
(® Prompt () Uze system uzemame (Petr Kulhanek)

Terminal details

Teminaltype string |:~.'terrn

Teminal speeds |3-E4'I]'I]'384'|]'|]'

Environment variables

Varable | | dd

Value | | Remove
Qpen Cancel

ﬁ PuTTY Configuration

. Translation -

- Selection
. . Colours

- Connection

- Data

- Proxy

- Telnet

- Rlagin

=- 55H

- Haost keys

- Cipher

[=)- Aot
" GSSAP

%11

- Tunnels

- Bugs

- Mare bugs

- Serial

About Help

Options controlling GS5AP] authentication

Atiempt G55AP| authentication (SS5H-2 anly)
Attzmpt G55AP key exchange (S5H-2 anly)

creference order for GSSAP librares:
MIT Kerberos GSSAPIE4.DLL Up
Microzoft SSPI SECUR32 DLL
|serspecified GS5API DLL

Diown
Usersupplied GSSAP! library path:
Browse. ..
Open Cancel

Login name settings.

krb5 authentication.
Transfer krb5 tickets to a remote machine
(only for trusted remote machines).




l WinSCP Configuration

By Prhlazeni - X
G MNové misto Spojeni
& kulhanek@wol02.ncbr.muni.cz Pfenosovy protokal:
SFTP ~
Hostitel: Ciglo portu: H
. . the password is not entered
|wo|f02.ncbr.mun|.cz | | 22 = |
Uivatelske jmeéno: Heslo:
[kuihanek: || ]
Ulozit. .. hd Storno Pokrodilé. .. |"
Pakradilé nastaveni mista ? =
PEOSEEdf [JUpin& vynechat autentizad
i Adresafe .
Volby autentizace
Zkusit autentizad pfes Pagent
Mastroje Spravovat Pfihlasit Zaviit Napovéda Pokusit se o 'keyboard-interactive' autentizac
[A] Zobrazovat okno PfihlaEeni pfi spugténi a pfi zavieni posledniho spojeni Odpovédét heslem na prvni wyzvufdotaz

Pokusit se o TIS nebo CryptoCard autentizad (S5H-1)

Parametry autentizace

: Vyména kich ) -
Autentizace [Jrovolit forwardovani agentem
Chyhy Soubor se soukromym Kigem:
Poznamka |
H : H H Zobrazit vefejny ki Nastroje hd
Delegation is required for work with : : Hastro

storages and AFS (details in C2115), not -
required for routine work.

[Jrovolit delegovéni prinlatovacich ddait s GSSAPT

Barva ¥ Storno Napovéda




