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ABSTRACT

Attaining and keeping cyber situational awareness is crucial for the
proper incident response, especially in critical infrastructures. Inci-
dent handlers need to process heterogeneous data, such as network
topology and organisation’s missions and objectives, to effectively
mitigate the threats. The development of tools for attaining cyber sit-
uational awareness often faces the problem of effectively obtaining,
correlating, and storing such heterogeneous data. In this paper, we
present CRUSOE, an extensible layered data model for attaining and
keeping information on cyber situational awareness. We conducted
interviews with incident handlers from several security teams and
evaluated existing requirements on cyber situational awareness to
formalise the requirements on the proposed data model so that can
be used in today’s common network settings. The CRUSOE data
model keeps track of missions, systems, networks, hosts, threats,
detection and response capabilities, and access control in a network
of an organisation. It is also designed to be filled primarily with the
data that can be obtained in a semi- or fully-automated fashion in
today’s common network environments.
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1 INTRODUCTION

The complexity and changeability of cyber environment severely
hinder the understanding of the current situation by security teams.
Especially in critical information infrastructures, it is essential that
the security team be aware of the location, function, and dependen-
cies of critical systems. Should they fail to do so, they might not be
able to recognise attacks against the components of the system or
they might select mitigation that unknowingly severs some of the
dependencies, thus harming the mission operation.

More and more the problem of attaining situational awareness
by the security teams is studied by researchers. The definition of
situational awareness (SA) by Endsley [11] is “Perception of the
elements in the environment within a volume of time and space, the
comprehension of their meaning and the projection of their status
in the near future.” When applied to the cybersecurity field, it is
often referred to as cyber situation awareness (CSA) [20, 24]. The
specific characteristics of cyber situation awareness as described
by Onwubiko [34] are the dynamism and complexity, automation,
real-time processing, multi-source data fusion, heterogeneity, secu-
rity visualisation, risk assessment, resolution, and forecasting and
prediction. The current challenges in cyber situational awareness
as described by Kott [24] include the complex and fluid system
topology, rapidly changing technologies, high noise to signal ratio,
time bombs and lurking attacks, rapidly evolving and multi-faceted
threats, speed of events, non-integrated tools, data overload and
meaning underload, and automation induced SA losses.

Systems for visualisation and analysis based on a central data
model could help to handle many of this specific characteristics
and challenges. The filling of data model could be automated, the
data based on monitoring of the network keeping the model up to
date. The formalisation of the data is needed for automated analysis
that could help to battle the complexity of the cyber environment.
The data model could be filled from many sources, thus be the
point of integration of various otherwise non-integrated tools. The
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centralised location of data could be used by other tools to visualise
the situation efficiently.

Several models have already been proposed for this purpose [16,
17, 33]. However, the models are either too specific or outdated, and
none of them is sufficient for describing the information required by
security teams. In this paper, we present the CRUSOE! data model
for cyber situational awareness. The model contains a formalised
description of information relevant to cyber defence and can be
used as an information base for visualisation and analysis.

The paper contributions to state of the art could be summarised
as follows:

e We summarise the requirements on a data model that could
be used for capturing cyber situational awareness.

e We propose a data model that fulfils the requirements and
describe in details its entities and relationships.

e We describe the data sources that can be utilised to fill the
model in fully automated or semi-automated fashion.

e We illustrate how does the proposed data model enhance
incident response in common scenarios.

This paper is divided into five sections. Section 2 surveys the data
models used for attaining cyber situational awareness. Section 3
summarizes requirements, use cases, and characteristics related to
the proposed data model that is described in details in Section 4.
Section 5 concludes the paper and outlines further research direc-
tions.

2 RELATED WORK

In this section, we survey the existing data models for attaining
and keeping cyber situational awareness. The existing approaches
are briefly introduced and discussed in terms of their usability
and technological readiness in today’s networks and fulfilling the
requirements on our data model.

M2D2 data model [30] was created for the purpose of alert cor-
relation. It holds four information types and their relations. The
included information types are characteristics of the monitored
information system, vulnerabilities, security tools used for mon-
itoring, and information about detected events. The information
about the monitoring system includes the network topology, hosts,
and their configuration (operating systems, programs and their
versions running on the host). The model describes vulnerabilities
and a which vulnerability affects which configuration, which, in
turn, allows identifying all vulnerable hosts in the network. The
model accounts for two types of security tools: intrusion detection
systems and vulnerability scanners. They generate alerts and scans
respectively. Alerts and scans together with events that are the
cause of alert constitute the observed events. An event can refer
to particular vulnerability or source and destination IP addresses.
The model is missing any relations to requirements, function, and
mission and is unnecessarily detailed concerning networking part
(the model describes all interfaces) and observed events part (there
are four different types of events).

Layered design of a data model was presented in work by Innerhofer-

Oberperfler and Breu on using enterprise architectures for IT risk
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management in [18]. A model consisting of business, application,
technical, and physical layer was proposed together with several
views on the data. The model is primarily used for threat manage-
ment, with focus on threat lists and risk matrices for the threats. In
our work, however, we aim at creating a data model applicable in
incident response rather than in threat management.

Virtual Terrain (VT) [17] is a model created to represent the
network situation. The information contained within the virtual
terrain includes hosts, servers, running services, known vulner-
abilities, intrusion sensor detection locations, firewall rules, and
physical connections. It provides a fairly accurate description of
the network, however, being designed in 2008 and not maintained
since, it does not provide a capability to describe newer technolo-
gies, such as virtualisation, clustered computation. Further, it lacks
the description of mission and dependencies between components
and relation between mission and components.

The Cyber Assets, Missions and Users (CAMUS) [16] is a proof
of concept system that allows automatic mapping of cyber assets to
the missions and users. The core of the model is relatively simple
and has four entities: user, mission, cyber asset, and cyber capabil-
ity. It is extended by detailed information about each part, such as
the role of the user in the organisation or a workstation the user
often uses. The detailed structure of the model was described by
Buchanan [5], and further developments are presented at Mission
Impact Workshop [9]. The workshop addressed how to map the
relationships between cyber assets such as network devices and
the users, missions, business processes and other entities that de-
pend on those assets. The focus is on populating a model in an
automated fashion based on network traffic and logs from servers,
distinguishing it from any previous models. The model provides an
excellent description of the mission, user, and asset part, however,
lacks any information about threat landscape, detection tools, and
network topology.

Jakobson [23] focused on mission modelling with mission im-
pact assessment in mind. He used a model of cyber terrain [22]
and focused on modelling the mission elements and dependencies
between them. He models the mission as a sequential or parallel
flow of mission steps. Each step is another flow, another mission,
or a single task. The model allows for stating the dependencies
of mission steps, the allowed dependency types are AND and OR.
The impact dependency graph (IDG) maps the mission elements to
services and assets that are part of the cyber terrain. The mission
steps express the temporal aspect of the mission. At each point in
time, the steps are either in progress, completed or waiting for the
start, and the impact of the attack is dependent on the state of each
mission step.

Structured Threat Information eXpression (STIX) [3] is an effort
by Mitre to define and develop a language for the specification,
capture, characterisation, and communication of standardised cyber
threat information. The first version of the model was introduced
in 2012, and it has been evolving ever since, in 2017 version 2.0
was released. The data model is very detailed, focusing on the
description of threats, attacks, actors, indicators, defences, security
events and incidents. While it was created for a different purpose,
it certainly has an overlap with situational awareness domain.

CyGraph [33] is a system for improving network security pos-
ture, maintaining situational awareness in the face of cyber attack
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and protecting mission-critical assets. The central data model used
by the system consists of four layers: mission readiness, cyber
threats, network infrastructure, and cyber posture. The mission
readiness layer contains the relations between mission objectives,
tasks, and information and their dependence on cyber assets. The
cyber threats layer describes the exploit and related alerts that
are raised by detection systems. The network topology, sensors,
and firewall location and configuration are captured in network
infrastructure layer. Finally, the cyber posture layer contains the
information about vulnerabilities, their properties, the presence of
a vulnerability on host and exploits against vulnerabilities.

CyGraph utilises a graph database to store the entities and their
relations and introduces its domain-specific query language, CyQL,
for queries against CyGraph data model. The database is populated
from various sources. TVA/Cauldron tool provides the informa-
tion about topology, firewall configuration, and vulnerabilities on
hosts. They also include data from various sensors and detection
tools, vulnerability data from NVD, STIX and attack patterns from
Common Attack Pattern Enumeration and Classification (CAPEC).
The primary purpose of CyGraph is security posture analysis and
visualisation. However, it can be used to build a predictive model
of possible attack paths, identify critical vulnerabilities, correlate
alerts to attack paths and allow for analysis in the context of mis-
sion assurance. Our model is strongly inspired by CyGraph that
also uses the layered design. However, in CRUSOE data model, the
layers correspond to the areas of expertise, thus making the data
model comprehensible by the subject matter experts which in turn
enables them to truly describe the actual state in the language of
the model. Further, CyGraph description adheres to other formal
descriptions in Mitre’s Making Security Measurable and assumes
the data sources also adhere to these standards. However, this is
more often than not the case. CRUSOE data model is more flexi-
ble and emphasises filling the model with data. The CRUSOE data
model consists only of the data that can be acquired in a typical
network environment.

3 REQUIREMENTS AND USE CASES

In this section, we summarise the requirements, use cases, and
high-level characteristics related to the data model. First, we follow
the use cases for a cyber situational awareness system listed by
NATO [31] and select the ones that are related to data modelling.
Second, we list the use cases discussed during the interviews with
incident handlers from several European security teams. Finally,
we sum up key characteristics of the data model that is going to be
presented in details in Section 4.

3.1 Selected NATO Use Cases

NATO Cyber Defense Situational Awareness Request for Informa-
tion (NATO CDSA RFI) [31] states 35 use cases for a cyber defence
situational awareness system. These use cases summarise the func-
tionality required by the nations in the area of cyber situational
awareness. Following we list the most relevant use cases that would
be solved by implementing a cyber situational awareness system
based on our proposed data model. The use cases are ordered based
on their relevance.
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Single authoritative data source (UC10) - Users can consider
the system as a single authoritative data source, due to the confi-
dence generated from high quality, complete data, sourced broadly
and with conflicts resolved. Other systems and stakeholders can
use the authoritative data.

View connections of asset (UC12) — View the dependencies
associated with an asset, including such associations as host to
component to mission, component to component, and mission to
mission dependencies.

Fuse data (UC15) - Data is fused to enrich the data available to
the user — where partial host information is captured from various
sources, data fusion rules allow these to be associated with one
another as information about the same host. Conflicting data can
be resolved either by predefined rules (one source is authoritative
over another) or presenting them to the user to resolve where rules
do not exist.

Drill down / Roll up (UC03) - The user can access additional
details on corresponding data elements (drill down). The user can
also access higher-level information that relates to detailed infor-
mation (roll-up).

View asset dependencies (UC06) — Assets are organised within
a dependency hierarchy in which missions depend on components,
and components depend on hosts. By viewing asset dependencies,
users can identify what an asset depends on, and what assets depend
on an asset.

View interconnectivity (UC11) - View the logical and physi-
cal connections between a host and other entities on the network.
Users can view the network as multiple subnets or zones, separated
by border devices. Users can see where hosts reside on the network,
and which zones are adjacent to each other.

As illustrated in the use cases above, the existence and struc-
ture of the proposed data model (assuming it is filled with data)
would significantly contribute towards the desired state of the cyber
situational awareness information system.

3.2 Interviews with Incident Handlers

In addition to addressing the NATO use cases, we have interviewed
incident handlers from several CSIRTs (Computer Security Incident
Response Team) from two European countries to gain insights
on what they lack in day-to-day operations and security incident
response. Following the interviews outcomes, we formulated use
cases according to ENISA incident handling workflow [29] that are
fulfilled by our data model:

Criticality estimation of attack target — During an incident
handling triage (initial assessment of the incident), an incident
handler needs to assess the targets’ significance for its constituency
to assign priority of the incident or to take an immediate action [29].
The incident handler can perform this task with a prepared query
to our data model. Every security alert is stored in the model and
connected to corresponding nodes of the model figuring in the
event. The handler can find detailed information about the target,
find all system components dependent on it, and the calculated
criticality of the target. Furthermore, the mission requirements on
the target are specified in the model. All these information is crucial
to estimate the potential impact of an attack.
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Finding responsible person — After the triage, incident han-
dling cycle continues with finding contact information and response
coordination. Contacting the right persons within organisation sig-
nificantly speeds up the incident resolution. In our data model, the
security event is connected to IP address and its network subnet,
which is further connected to an organisation’s unit or a specific
user. Choosing the affected machines’ responsible administrator
contact stored in data model will ensure that the incident will be
solved fast and by the most suitable person.

Vulnerability prioritisation and dissemination — Due to a
large number of vulnerabilities disclosed every day, there is a need
to assess the risks quickly during the vulnerability handling pro-
cess. However, commonly used methodologies, such as CVSS? and
TARANIS [8], do not take the situation in the target organisation
into account. In our data model, each vulnerability is mapped to a
specific host, which helps to discard vulnerabilities not threatening
the organisation. Among those, it is easy to find the vulnerable
host dependencies, criticality, and requirements, to assess potential
impacts. This procedure will help to automatically identify the most
important vulnerabilities and consequently alert the responsible
administrators.

On the three examples of common problems in incident response,
we illustrate the benefits of the proposed data model and, respec-
tively the assumed tools that implement it. Moreover, the interviews
with incident handlers provided valuable feedback to our work.

3.3 Data Model Characteristics

The data model is a central point of information required for cyber
situational awareness. The role of the model is threefold; it provides
the backbone for all relevant information, it specifies the data input
format for further analysis, and, last but not least, it defines the
desired target for information gathering.

The role as a target for information gathering helps to bridge
the gap between incompatible tools. The heterogeneous data for-
mat and incompatible tools were identified as one of the leading
problems hindering cyber situational awareness [24]. Once the data
model is considered as the receiver of the data, it can serve as a
point of integration. The tools might be designed to provide data in
an appropriate format, which is highly improbable ever to happen.
Alternatively, in a more feasible scenario, preprocessor modules
might be developed to transform data from each tool to data model
format.

There might be other valuable data for analysis and visualisation
besides the entities and relations from the model. Example of such
data are logs from services and hosts, incident history, or network
flow records. The data model should not stand side by side with this
data, creating again a situation where many data sources provide
partial information. Instead, the additional information should be
related to specific entity or relation in the model, so that the model
is a backbone and acts as a context for such additional information.
The advantage of such approach is that when the operator requires
detailed information to some pattern observed in the high-level
model, the information is readily obtainable since it is already
related to the entities and relations that are part of the pattern.

Zhttps://www.first.org/cvss/
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The data model also serves as a well defined and up-to-date
data input for further analysis and visualisation. Together with
appropriate visualisation methods, the information can be directly
used to increase cyber situational awareness.

Many concepts for intrusion response [14, 35], alert correla-
tion [27, 38], and attack graphs [21, 36] work well in theory, but
need a lot of input data. Authors do not often cover the problem
of obtaining the required data and as such the methods and algo-
rithms cannot be deployed in production. The existence of a data
model that can be reasonably filled with data would help towards
the application of such methods.

The characteristics that are required in the data model to fulfil
the role of the data model as described above can be summarised
as follows:

e All-embracing — The model can capture every technology
and concept in use nowadays, including concepts such as
clustering, virtualisation, and VPN.

e Comprehensive — The model captures all aspects of cyber
security. Many roles are relevant to cyber security, such
as security team members, system administrators, network
administrators, security managers, and users, each of them
having their perspective. The model has to be capable of
modelling all the views and joining these views together.

e Attainable — The model should capture the essential infor-
mation relevant to cyber security. However, it should not be
too detailed or contain parameters that are unobtainable.

e Sustainable — The model should not have parameters that
are difficult to maintain, such as manually inserted parame-
ters that change frequently.

e Time-conscious - The model should be able to capture and
handle the variability of information in time.

o Extensible — The model should allow for its extensions and
provide a capability to tie more detailed information to it,
that presents a high-level overview. The model should be
a corpus, not “yet another model” that stands side by side
with other models.

From these requirements, we consider the attainability and sus-
tainability as the most important. Without these two characteristics,
the model could be otherwise perfect but useless none the less, since
in the typical settings it would never be completely filled with data
and up to date. Less emphasis could be put on comprehensiveness
and all-embracing aspect of the model. Given it is extensible, these
two characteristics can be achieved by gradual enhancements of
the model.

4 DATA MODEL PROPOSAL

In this section, we describe the proposed data model, its entities
and relations. We define the entities and give reasoning for specific
relations and properties. We also outline data sources that can be
used to fill the information into the model.

The proposed model consists of seven layers as depicted on
Figure 1. The layers are composed in such a way that each of them
corresponds to the area of expertise of various roles in a company,
such as network administrators, application administrators, and
security teams. Each layer is described in more details later in this
section.
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The model is capable of describing a state at given point in time.
The model entities and relations are marked as either fixed or timed.
The fixed entities and relations do not change often, and there is no
value in old entries, such as mission definition and requirements. For
the security team, only the current mission and requirements are of
importance. On the contrary, the active security incidents change
fairly often, and the historical data are used, e.g., for estimating
trustworthiness. The timed entities and relations are marked by a
start and end attribute (or first/last observed attribute).

The model should act as a backbone for additional information.
Each entity and relation could point to additional information or
historical information of a given type. Example of such may be the
relation of a user having access to an application; the additional
information is the access logs from the machine coming from that
user. We designed the model with such information in mind so that
each log, record, and event might be placed as additional info to
the model.

Detection and Response

Figure 1: Layers of the data model

The rest of the section is dedicated to a detailed description of
each layer. We describe the purpose of each layer, its entities and,
if needed, the reasons why are some entities included in the model.
Then we describe the relations between the entities in the layer,
intra-layer relations, and relations between entities from the layer
and entities from other layers, cross-layer relations, that outline
the intersections between various areas of expertise. The data model
and a sample database based on it are available at Github®.

4.1 Host Layer

The host layer, illustrated in Figure 2, describes the host setup and
configuration. It should describe a system administrator’s point
of view. The layer allows for tracking network services and ap-
plications on the host, enabling rough estimation of the host role
(server, client) and tracking the changes on the host which might
be indicators of compromise.

A host is an entity describing a general source of computation
power. It has two subclasses: physical host and virtual host. Vir-
tual hosts are hosted on physical hosts, which can be important
information in case there is a vulnerability in the hypervisor. A
host cluster denotes a set of hosts that pool their computational
power to host software resources, which is increasingly frequent
scenario due to the emphasis on scalability and availability. A soft-
ware resource might be shifted among several hosts. Therefore it is

3https://github.com/CSIRT-MU/CRUSOE-Data-Model
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Figure 2: Host Layer

difficult to pinpoint the actual host running it. Host cluster is usu-
ally accessed through its entry point that forwards the request to
correct cluster host. The typical example is Apache Hadoop cluster?
with its single master node and multiple slave nodes. A software
resource is a general software (including OS) running on a host.
A network service denotes an endpoint capable of accepting con-
nections from the network and providing communication with
underlining software resource.

There are five distinct relations between entities in the host layer.
A software resource runs on a host or a host cluster. A software
resource might also provide a network service and be capable
of communication over the network. A virtual host is hosted on
a physical host. As mentioned above host can be part of host
cluster, sharing resources to host software resources. Each host
cluster has one entrypoint, which is a host serving as a gateway
for communication with software resources running on the host
cluster.

Beside the intra-layer relationships, entities from host layer have
relations to entities from other layers. A software resource may
provide redundancy or be a primary instance of a component,
which belongs to the system layer. Each software resource has
version, the software version entity belongs to the threat layer
as well as a vulnerability, which may be in an instance of the
software resource, i.e. due to the wrong configuration. The relation
of software resource to its version helps to immediately find all
hosts that are affected by a vulnerability in an application. The host
itself is a node in a network, an entity from the network layer. A
host may also be capable of access control; thus it has identity,
which defines roles and users that have access to the device in those
roles.

Passive network monitoring and active network scanning, such
as Nmap® or Nessus® could partially fill the Host layer by data.
The active scanning can give information about network services
and their versions. The passive network monitoring can discover
network services, client applications communicating through obser-
vation point, and their versions using fingerprinting, although the
version determination would be less reliable. The passive network
monitoring can also be used for OS fingerprinting [26]. The most

*http://hadoop.apache.org
Shttps://nmap.org/
®https://www.tenable.com/products/nessus-vulnerability-scanner
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reliable information about the network services, application, and
OS would give log analysis or host-based agent. However, those
data sources might not be available.

The information about the host clusters is available in virtu-
alised environments. However, in most cases, host cluster is not
visible to network monitoring or active scans, and thus, the system
administrator must insert its presence manually.

4.2 System Layer

The purpose of the system layer is to describe components of infor-
mation systems and their dependencies as illustrated in Figure 3.
This layer also provides information about the data, its location
in the system, and about the workflows in the system. This layer
should represent the point of view of a person responsible for the
information system deployment. The purpose of the layer is to
track the dependencies among components, thus enabling the anal-
ysis of propagation of impact. The mapping of data to components
handling those data is especially useful for sensitive data protection.

redundanc
software resource ¥ redundancy node
primary instance

provided by

component }-has identit application

present on SUPPOHS

—/\ ( mission ) @rganizationun@
/

for

((dependency node depe"dso

availability req. )

(onfldentlallty req. ( integrity req. )

Figure 3: System Layer

A component is single part of an information system. It usually
corresponds to a single application. Especially in service-oriented
architecture (SOA), each service is a component. The components
might depend on other components for their functionality. A de-
pendency node captures such dependency and its type. We con-
sider three types of dependency: and, or, and n-out-of-m. Com-
ponents might be realised by one or more instances of software
resources, e.g., primary instance and backup instance that can func-
tion in case the primary instance is unavailable. Redundancy node
describes such setup. The redundancy is always n-out-of-m, and
there are several types, such as round-robin load balancing between
several instances, one primary instance and one or more backup
instances that receive requests only when the primary instance is
unavailable. The important aspect, especially with the latest focus
on the privacy of personal information, are the data stored in the
system. Data can be handled by components and can be an object
of requirement on confidentiality/integrity. The requirement on
data implies a requirement on the component that handles those
data.

The dependencies are expressed by two relations, a component
depends on a dependency node and this node has dependent
components. Furthermore, the components are provided by re-
dundancy nodes as described above. Data in the system can be
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stored at different locations but must be present on and be han-
dled by at least one component.

The relation between redundancy node and software resource
from host layer is the first relation to other layers. The redundancy
node can be a primary instance of the resource or be one of the
redundancy nodes. A component can have identity of an appli-
cation, having all of its trust relationships and granting access to
all identities having access to the application identity. A compo-
nent is also required by the mission and supports its operation.
The mission layer also poses requirements on components and
data as each part of the system can have different needs regarding
confidentiality, integrity, and availability.

The only reliable source of data is a manual insertion by the
system administrator. In case of critical information infrastructure,
many countries make maintaining such information mandatory.

Automated dependency detection methods could help fill the
data. However, they have many drawbacks. The automated de-
pendency detection is either active or passive. The active meth-
ods [2, 7, 13, 37] are usually relatively accurate, but require modifi-
cations of all monitored systems or communication protocols which
can prove problematic in live systems since it can affect the sys-
tem performance. The passive systems [1, 6, 32] were introduced
to work in an environment where modification of existing soft-
ware or traffic injection is unacceptable. They are usually based on
packet sniffing and traffic monitoring and infer the dependency by
analysing packets arrival time distribution or from flow correlation
and statistical analysis of network traffic.

The automatic detection has the advantage that it also detects
the dependencies that tend to be forgotten, such as dependencies
on DNS service for domain name resolution.

4.3 Network Layer

The main purpose of the network layer illustrated in Figure 4, is to
describe the topology of the network as well as routing and filtering
information. The model is limited to the Network layer of OSI
model. The Network layer should allow answering questions about
the relative position of two hosts, whether given communication
passes through observation points and which nodes need to be
reconfigured in order to enable/disable given communication.

(observation point) ( host

) (domaln name)

resolves to

h cagevsource (SaUTY SVERE
connected part of
organization unit)+—part o subnet

Figure 4: Network Layer

}

A node can be any element in a network, such as a host, router,
switch, and gateway. A node can have routing and filtering capa-
bility and can be assigned one or more IP addresses. The address
can be both IPv4 or IPv6 address. The IP addresses are grouped
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into subnet. A domain name holds information about the domain
name and its mapping to an IP address.

The fundamental relation is the connection between two net-
work nodes. Each has assigned an IP address, where one node
can have assigned multiple IP addresses (especially IPv6 addresses).
As this assignment might be dynamic in time, the relation has a
start and an end timestamp to express the exact moment of the
assignment. Similarly, the IP address resolves to a domain name.
Also, this relation can often change in time and needs to carry
timestamps since when and to when was this mapping valid. An IP
address can further be a part of subnet which is transitively part
of a bigger one.

A host from the host layer is a subclass of a node in a network.
The virtual and physical subclasses of the host also inherit this
relation. The network node can have traffic monitoring or anomaly
detection capabilities and then is an observation point which server
data for a detection system. Another cross-layer relation is the
connection of security event from Detection and Response layer
which can target an IP address or the address can be the source of
the incident. An administrative connection to the Access Control
layer is the subnet being part of an organisation unit.

The mostly static division of the network into subnets can be
initially inserted by network administrators and then verified and
maintained with network topology discovery tools. Combination of
those approaches ensures the topology is complete and up to date.
Similarly, passive DNS tools can monitor the changes of IP-domain
name relations in time and fill the model with relevant data.

The mapping of current routing and filtering rules must be done
via active probing of the nodes. The routing rules are essential for
impact assessment as they might serve for blocking of an attacker,
e.g., by blackholing [25], and they can change rapidly so that the
monitoring system must work continuously. The same holds for
firewall rules but firewalls are usually proprietary, and we need to
implement connectors for them to gather data for the model.

4.4 Detection and Response Layer

The detection and response layer, illustrated in Figure 5, describes
the observation capability, current and past incidents, and counter-
measures in place. The layer corresponds to an incident response
team’s point of view. The information included in the layer can be
used for further analysis in order to correlate security events to
incidents and tracking the current state of an attack. It also allows
for response efficiency analysis.

A security event is any occurrence with potential security im-
plications, i.e. IDS alert. A detection system is any system capable
of raising security events, i.e. anomaly detection system. If a detec-
tion system is based on observing network traffic, it can consume
data from one or more observation points. A security incident
denotes a violation of computer security policies. A response is a
reactive action to given incident that should mitigate the damage
incurred due to the incident and prevent its continuation.

The relations within detection layer are quite straightforward.
Observation point server as data input for detection system which
processes them and raises security events. These events are then
related to an incident in the system. Finally, a response is deployed
in response to the incident.
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Figure 5: Detection and Response Layer

A security event can refer to a vulnerability from threat layer or
it can target an IP address from network layer or user from Access
Control layer. The other way around, an IP address or a user can
be the source of the event. Finally, an observation point is a node
in the network layer context.

The information about the location and capabilities of intrusion
detection systems is held by the security team and does not change
often, therefore can be maintained easily. Most detection systems
provide capabilities to query the generated security events, which
can be utilised to fill the data in an automated fashion. The inci-
dents are usually created after analysis of security event. In case
of automated analysis, the incident could be created as result of
the analysis (however this strongly depends on the actual imple-
mentation). In case of manual analysis, most security teams utilise
some tracking systems (an example of such is RTIR?) which also
support querying for information. Responses can be added as a part
of reconfiguration if the reconfiguration is not performed manually
(which in most cases is not, the changes in configuration are usually
automated).

4.5 Access Control Layer

The access control layer describes the relations between user ac-
counts, applications, and devices, as illustrated in Figure 6. It is de-
scribed in accord with the most prevalent identity models, such as
Microsoft Active Directory, and is capable of modelling role-based
access control, which is a proposed standard for modelling access
control [12]. The purpose of the layer is to track the permissions
of users and groups which is especially important should a user
account be compromised when looking for users with privileged
access to devices or applications.

An application is an identity under which a component op-
erates and a device is an identity for a physical device capable
of access control, such as PC or printer. There might be specific
permissions to each application or device, which define a set of
operations that can be performed on the application or device. A
role is an abstract description of a function of a user in that role.
A user is an identity of a person. One person can have one or
more user accounts. A group is a set of users and groups. Groups

https://bestpractical.com/rtir/
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themselves can contain other groups. An organisation unit is a
set of users, devices, and subnets belonging to a given unit in the
organisation.

A user, as well as a group, might be member of another group.
A group, a user, a device, and an organisation unit itself can be part
of another organisation unit. A user or a group can all have the
same function in the organisation and therefore can be assigned
to a role corresponding to the function. A role can have one or
more permissions to an application or device.

Besides the already described intra-layer relations, there are
several relations to other layers. A component capable of access
control has identity application and similarly a host capable of
access control has identity device (the system layer and the host
layer respectively). A subnet from the network layer may be part
of an organisation unit and an availability requirement from the
Mission layer may be for specific organisation unit.

The information about access control layer can be extracted from
any central identity management system. Microsoft Active Direc-
tory is the most common example of such system. Since the current
trends in identity management and access control are federated
identities [15] and single sign-on [4], the information can be almost
complete. If only incomplete or no information is available, access
logs can be used to gain at least partial information.

4.6 Mission Layer

The Mission layer, illustrated in Figure 7, defines the mission ele-
ments, their relations, and the requirements that should be satisfied
to execute the mission. The purpose of the layer is to track which
components support which missions and state the conditions re-
quired for mission operation.

A mission is the purpose of organisation’s operation. The mis-
sion can consist of several submissions that specify the operation
in higher granularity. A mission can be supported by components.
Each mission states the requirements for components and data.
Those requirements are divided into three categories based on CIA
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triad: confidentiality requirements, integrity requirements, and
availability requirements. An availability requirement offers a
way to define for whom should the component be available and
how much, i.e. the accounting system component should not be
unavailable for accounting department for more than 5 minutes.
There can be more than one availability requirement on component
based on the audience. A confidentiality requirement can be
targeted on component or data. The confidentiality of data implies
that every component handling the data should be confidential. An
integrity requirement can also be targeted on component or data
and works the same as confidentiality requirement.

There are, in essence, only two relations between entities in the
Mission layer. A mission can support other missions meaning that
the supporting mission needs to be completed for the supported
mission to be fulfilled. A mission might impose a confidentiality,
integrity or availability requirement. Such a requirement must also
be fulfilled for the supported mission to be fulfilled.

There are also very few relations to entities from other layers. It
ties most with the system layer. A component might also support a
mission, meaning its functioning is necessary for mission operation.
A confidentiality, integrity or availability requirement is imposed
on either data or component. The availability might be required
only for users and devices belonging to a particular organisation
unit, an entity from the access control layer.

The information about mission and requirements must be main-
tained and inserted manually. Especially for the purpose of situa-
tional awareness in a network of critical information infrastructure
(CII), creation and maintenance of the documentation about sys-
tems belonging to CII are often required by law. Further, many
standards, such as ISO/IEC 27005 [19] from ISO/IEC 27000 family,
require determining the mission statement and requirements as an
input to the risk assessment process. Therefore there is a reason-
able chance that this information will be up to date and available.
Another aspect is that the mission statement does not change very
often and maintaining it manually is realistic. Medeiros et al. [10]
also discussed the options of manual and automatic capturing of
the artefacts, which would complement our proposed model.
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4.7 Threat Layer

The threat layer, illustrated in Figure 8, describes the exposure of the
network through existing vulnerabilities. It should allow for simple
vulnerability tracking, providing information about the location of
critical vulnerabilities and helping efficient vulnerability patching.

refers to

vulnerability

security event

refers to

Figure 8: Threat Layer

A vulnerability refers to the specific type of vulnerability that
is detected in the network. There can be multiple instances of the
vulnerability. A vulnerability can be caused both by a misconfigura-
tion or a bug in a software resource. A software version denote a
name and version of a software in the network, although the version
might be only high level. A software version might have several
subversions allowing for more grained version system. Since some
fingerprinting systems might not be capable of determining exact
version of the software, the higher level software versions allow
for including their outputs in the model. It enables tracking of all
vulnerabilities in the network that are present in a given version
of the software. CVE refers to a description of a vulnerability in
Common Vulnerabilities and Exposures system, including its CVSS
rating.

A vulnerability in the system may refer to its CVE description
and can be present in a specific software version. The software
version can be a subversion of another one.

A connection to host layer a represented by software resource
which can have a specific software version. Also, a vulnerability can
be present in the software resource. A security event from Detection
and Response layer can refer to a vulnerability, i.e. exploit of such
vulnerability.

The methods for software version detection range from passive
fingerprinting to active network scans and host-based discovery.
The accuracy and invasiveness of such sources vary. The most
common tool for active network scan and service fingerprinting is
Nmap 8. The vulnerability descriptions can be found for example
in National Vulnerability Database (NVD)® or in official vendor
feeds. The vulnerabilities can be discovered by vulnerability scan-
ners. There are two types of vulnerability scanners: network vul-
nerability scanners and host vulnerability scanners. The network

8https://nmap.org/
https://nvd.nist.gov/
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vulnerability scanners, such as Nessus!?, OpenVAS“, and Retina!2,
use their vulnerability databases and fingerprinting methods to
assess the presence of vulnerabilities on a system through remote
communication with the host. Such detections are not invasive, but
they are less accurate. Host vulnerability scanners [28] are more
accurate but require an agent installed on each host. They discover
the exact versions and configurations of the software installed on a
host and compare it to the list of known vulnerabilities.

5 CONCLUSION

In this paper, we presented a data model for cyber situational aware-
ness that is to be used by security teams for incident response. The
model consists of seven layers, each layer also represents a view
on a system from a certain perspective, from network topology to
mission statements. Thus, the data model enables better compre-
hension of a situation by experts in different domains and can serve
as the information exchange point for otherwise incompatible tools.
The data model is also designed so that the information held by the
model could be obtained in a reasonable manner, preferably in an
automated fashion. Extensibility was also taken into consideration
so that the data model can serve as a backbone for additional infor-
mation sources. The proposed data model was thoroughly evaluated
and discussed with incident handlers from several security teams
to reflect the needs of future operational deployment.

The future work will be conducted in two directions. First, we
are going to implement an information system for keeping track of
the data required for cyber situational awareness. We are going to
further examine available data sources and the methods for deriving
the data. In addition, methods for merging information from more
data sources need to be examined, since multiple heterogeneous
data sources can give the same kind of information. Second, we
are going to utilise the proposed data model to further analyse the
cybersecurity situation. Wide area of tasks can be conducted using
the tools based on the proposed data model, such as automated at-
tack impact analysis, cybersecurity situation visualisation, decision
support for security teams, and attack mitigation recommendation.
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