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Abstract

Network flow monitoring has been used for more than 20 years and has become an im-
portant part of network accounting and security. A significant effort was invested into the
standardization of flow monitoring by the Internet Engineering Task Force (IETF). The flow
monitoring has steadily evolved to satisfy new requirements created by the demand for
increased visibility and accuracy. Therefore, it is not surprising that even the most recent
flow definition created by the IETF does not consider several specifics of the flow moni-
toring process as it is used nowadays. We present a revised flow definition that is more
generic and is designed to accommodate more specific flow monitoring requirements.
Moreover, we formalize our definition to avoid ambiguity and imprecision introduced by
the use of natural language. An additional benefit of formalizing the flow definition is

that it implicitly describes the flow creation process as well.
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Why is a revised flow definition needed?

A Flow is defined as a set of IP packets 3. one or more fields derived from packet

passing an Observation Point in the net- treatment (e.g., next hop IP address,

work during a certain time interval. All output interface)

packets belonging to a particular Flow A packet is defined as belonging to a Flow

have a set of common properties. Each if it completely satisfies all the defined

property is defined as the result of ap- properties of the Flow.

,O/yll’)g afunct/on to the values Oﬁ (Specification of the IPFIX Protocol (RFC 7011))

1.one or more packet header fields Problems of the IPFIX definition:

(e.g., destination IP address), transport

Uncl ing of packet head
header fields (e.g., destination port e Unclear meaning of packet header

. . and characteristics of a packet.
number), or application header fields jap

(e.g., RTP header fields [5]). e Limited to IP traffic. Flows are often

used for non-IP connections as well.
2.0ne or more characteristics of the

packet itself (e.g., number of MPLS la-
bels)

e Does not allow to work with frag-
mented traffic.

-
Formalized definition

Definition (flow selection function):
Let P* be a set of all finite sequences of extended packets, P be a set of extended packets. We
say that a function of type

o P* x P = {true, false}

is a flow selection function.
Let S be a set of indexes of packets observed at an observation point:

S={1,...,n} VN,

where n € N is the number of observed packets when the number is finite.

A flow F is a sequence of packets defined by a sequence of extended packets with

indexes in S and a flow selection function . We require that a packet belongs to a flow
if it is determined by all previous packets of that flow.
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Proposed definitions

Definition (flow): Definition (flow record):

A flow is defined as a sequence of packets Aflow recordis atuple which describes a par-
passing an observation point in the network ticular flow containing values of:

during a certain time interval. All packets that 1. the flow key used to specify the flow,

belong to a particular flow have a set of com-

. . 2. other properties of the flow derived from:
mon properties derived from the data con- prop f J

tained in the packet, previous packets of the () data contained in the packets of the flow,
same flow, and from the packet treatment at  (b) the packet treatment of the flow at the

the observation point. observation point.

Definition (flow key):
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Use of formalized definition

An algorithm describing a creation of a sin- Standard flow monitoring process can be

gle flow from a set of packets: described as follows:

Construction of a flow Construction of flow records

. Denote I the set of packet indexes r loop

that belong to the flow F
. Startwith T = ()
. while An index k£ of the first

Get new packet P
Extract packet metadata M
Set found = false
for all flow record F in flow cache
do
Apply flow selection function ¢
to Fand M
if o(F, M) = true then
Aggregate M to F

extended packet p; for which

W((ﬁn)ngﬂ, ﬁk) = true exists do
Add kto 1

. end while

. The flow F is a sequence of packets
with indexes from I

Set found = true;

. break
The algorithm can be used to construct a : end if

seguence of flows as well:
. end for

e Create a flow. if not found then

e Remove all packets in the flow from the Create new flow record F from

original set of packets. M

e Create new flow from the new set of 15: Insert 7 into flow cache

packets, repeat. e:  end if

17 end loop

A flow key is a set of common properties that is used to specify a flow.

-
Example of flow properties

Aggregated Non-aggregated
properties properties
Number of bytes Source IP address
Packet data TCP flags Destination port
Time to Live Transport protocol

Number of packets Input interface number

Packet treatment

Flow start timestamp Next-Hop IP address
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