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ABSTRACT

Cyberdefenseexercises(CDXs)representaneffectivewaytotraincybersecurityexperts.However,
theirdevelopmentislengthyandexpensive.ThereasonliesincurrentpracticewheretheCDXlife
cycleisnotsufficientlymappedandformalized,andthenexercisesaredevelopedad-hoc.However,
theCDXdevelopmentsharesmanyaspectswithsoftwaredevelopment,especiallywithERPsystems.
ThispaperpresentsagenericCDXdevelopmentmethodthathasbeenderivedfromexistingCDX
lifecyclesusingtheSPEMstandardmeta-model.Theanalysisofthemethodrevealedbottlenecks
intheCDXdevelopmentprocess.Observationsmadefromtheanalysisanddiscussedinthepaper
indicatethattheorganizationofCDXscanbesignificantlyoptimizedbyapplyingabalancedmixed
approachwithagilepreparationandplan-drivendisciplinedevaluation.
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INTRODUCTION

Ashortageofcybersecurityworkforceposesacriticaldangerforcurrentcompaniesandnations
(Restuccia,2015;Ministr&Pitner,2019).Asmodernsocietyisexposedtotheincreasingnumber
ofcyberthreats,thereisagrowingneedtotrainnewcybersecurityexperts.

Cyberdefenseexercises(CDX)(Díez,Pereira,Merino,Suárez,&Juan,2015)representapopular
typeoftrainingthataimstofillthisskillgap.Theyhavebeentraditionallyorganizedbymilitary
andgovernmentalagencies(Petullo,Moses,Klimkowski,Hand,&Olson,2016).CDXsemphasize
realistictrainingscenariosthatauthenticallymimictheoperationalenvironmentofarealorganization
(Eagle,2013).Forthesereasons,everynewCDXisunique.Itspreparationrequiresaconsiderable
amountofskillsandworkforce.IttakesmonthstoprepareandorganizeanewCDXeventwitha
substantialnumberofpeoplebeinginvolved.Thesecircumstancesmaketherealizationofeffective
hands-ontrainingprogramsextremelydemanding,costly,andwithahighriskoffailure.Oneofthe
reasonsisthelackofdevelopmentmethodologywhenthedevelopmentofCDXsisratherad-hoc
andlooselydrivennowadays.

CDXsareinmanyaspectssimilartotraditionalsoftwareprojects.Especially,itispossibleto
findtheparallelbetweentheirlifecycleandthelifecycleofERPsystems(Botta-Genoulaz,Millet,
&Grabot,2005)– systemswhicharecomposedofexistingmodules thathave tobeadapted to
customer’sbusinessprocesses,deployedatcustomer’s site,andmaintained. In thecybersecurity
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domain,ERPsystemsarereplacedwithso-calledcyber ranges.Theyrepresentcomplexsoftware
andhardwareenvironmentsproviding isolatedcomputernetworkswherecybersecurityexercises
canbesafelyorganizedwithoutthedangerofthreateningrealusersorITinfrastructure.Similarly
totheERPsystemsthathavetobeadjustedforindividualcustomers,alsocyberrangeshavetobe
adapted,instantiatedandconfiguredforeachCDX.However,businessdomainsdiffer.WhileERP
systemstrackbusinessresources(e.g.,cash,material,orproductioncapacity)tosupportplanning,
purchasing,andsale,cyberrangesaredesignedtotrackvulnerabilities,attacks,networkservices,
andothercybersecurityaspectstosupportlearningprocesses.

AstheparallelbetweencyberrangesandERPsystemsisevident,theutilizationofthesoftware
developmentmethodsforCDXpreparationseemstobemeaningful.Softwarecompaniesstruggleto
optimizetheprovisionofITservicesbyforcingdeveloperstoseekbettermethodsfortheirbusiness
informaticsmanagement(Voříšek,Pour,&Buchalcevová,2015).Inthesameway,thispaperaims
to improveeffectivenessandreducethecostofCDXdevelopmentbysearchingfor iterativeand
incrementalapproaches(Larman&Basili,2003;Bar-Yam,2003)thatcouldhelptodealwiththe
complexityandrapidchangesemerginginCDXdevelopmentandmanagement.

This paper can be seen as a Design Science Research (DSR) with the exaptation type of
contribution(Gregor&Hevner,2013).Exaptationresearchextendsknownsolutionstonewproblems.
Itischaracterizedbylowmaturityoftheapplicationdomainandhighsolutionmaturity.Theapplication
domainofthisresearchistheCDXdevelopment.Asasolutionforitslowefficiency,theauthorsaim
touseagileordisciplinedprinciples.

ThispapercontributestotwotypesofDSRknowledge:prescriptiveanddescriptive(Mokyret
al.,2002).Asacontributiontoprescriptiveknowledge,aCDXdevelopmentmethodisproposed.
ItisbuiltontheapplicationoftheSoftware & Systems Process Engineering Metamodel – SPEM
(ObjectManagementGroup,Inc,2008)methodologyonexistingCDXlifecycles.Thismethodthen
servesasaconceptualframeworkforfurtheranalysis.Asacontributiontodescriptiveknowledge,
keybottlenecksoftheCDXdevelopmentmethodareidentified.Theirreductionusingeitheragile
ordisciplinedprinciplesisdiscussed.

RELATED wORK

Theuseofagilemethodologieshasincreasedsignificantlyoverthepastdecades(Dingsøyr,Nerur,
Balijepally,&Moe,2012;Hoda,Salleh,&Grundy,2018),promotingthevalueofthehuman-centric
softwaredevelopmentprocess.However,agiledevelopmentsuffersfrommanylimitations(Misra,
Kumar,Kumar,Fantazy,&Akhter,2012;Turk,France,&Rumpe,2014),andthenitisnotsuitable
foralltypesofprojects(Ghayyuretal.,2018).

Onthecontrary,traditionalplan-drivenmethods(alsocalldisciplinedmethods)likeRational
UnifiedProcess(Kruchten,2004)comesfromtheassumptionthatplanninganddocumentationisthe
keytosuccessfulprojectmanagementanddevelopment.Theyfocusonrepeatability,predictability,
verification,andvalidation.However,thesefeaturescanmakeplan-drivenmethodstoorigidand
hardlyadaptingtochangingrequirements.

Balanced(alsocalledhybrid)methodsrepresentamixtureofboththeworlds.In(Boehm&
Turner,2003),theauthorsprovideacomprehensivesurveyonagileanddisciplinedmethodsand
discussthewaysoftheirbalancing.Theyconcludethat“there is no agile or plan-driven method 
silver bullet”.Hybridmodelscombiningagileandtraditionaldevelopmentcanbefoundin(Zaki&
Moawad,2010;Galván-Cruz,Mora,&O’Connor,2017).In(Imani,Nakano,&Anantatmula,2017),
theauthorsshowthatthehybridapproachshouldbemorescalablethantheagilemethodsandthatthe
hybridapproachcanprovidebettercost-benefitratioscomparedtothetraditionalplan-drivenmethods.

AsthedevelopmentprocessofCDXsisad-hocandinformallydrivenincurrentpractice,the
characteroftheCDXlifecycleisunknown.Theauthorsdidnotfindanyworkdealingwiththe
applicationofeitheragile,disciplined,orbalancedmethodologyonCDXdevelopment.Therefore,
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currentknowledgeinthefieldofprojectmanagementandsystemdevelopmentisusedtodefinea
CDXdevelopmentmethodanddiscussitsagilevs.disciplinedcharacteristics.Thispaperbuildson
thestudyofexistingcyberdefenseexercises.Theliteraturesurveyrevealedthreekeypapersdealing
withorganizationalaspectsofCDXs.

The Cyber Exercise Playbook (Kick, 2014) defines three phases of CDX development and
describesuserrolesparticipatinginthelifecycle.Theplaybookfocusesprimarilyontheplanning
phase,whichisorganizedasaseriesoffiveconsecutivemeetings.Thismodelisalsodiscussedand
summarizedin(Seker&Ozbenli,2018).

TheCyberRXPlaybook(Alliance,2015)introducesfourphases.Thisworkemphasizestheneed
forregularimprovementofthecybersecurityprogramviainternallessonslearned.Puttingthestress
onrepeatabilityandcontinualimprovementputsadditionaldemandsonthelifecycle.

Probablythemostdetailedlifecycleisdiscussedin(Vykopal,Vizváry,Ošlejšek,Čeleda,&
Tovarňák,2017).TheirmodelisbasedontheexperiencefromtheorganizationoftheCyberCzech
exercise.Thispaperdescribes theresponsibilitiesofuser roles infivephasesandalsodescribes
significantoutputs.Bottlenecksof thedevelopmentprocessarediscussed,aswell.Thetimeand
workforcerequiredforthedevelopmentareidentifiedascriticalproblems.

InefficienciesintheCDXlifecycleareaddressedalsoin(Yamin&Katt,2018).Accordingto
theauthors,“cyber-security exercises are a good tool for cyber-security skill development, but the 
inefficiencies in cyber-security exercise development and execution life cycle limit its ability to be 
widely used for cyber-security skill development”.

Althoughthecoreofdifferentlifecyclesissimilar,theyvaryinmanydetailslikethenumberand
namesofphases,ornamesofrolesandtheirresponsibilities.Theyalsodifferinthelevelofdetail
inwhichthediscussionisheld.Therefore,itisdifficulttogeneralizethem,deriveunifiedconcepts,
andidentifybottlenecksintheworkflowthatcouldbeeliminated.Thispaperstruggledtofillthis
gapbyprovidingaunifieddevelopmentmethod.

ApartfromstudyingCDXlifecycles,theresearchersalsofocusedontheanalysisofexisting
cyberranges,astheirfeaturescansignificantlyaffectCDXdevelopment.Thedevelopmentofcyber
rangeshasseenalargeincreaseinrecentyears.Thereisanextensivesurveyofstate-of-the-artcyber
rangesandtestbedsin(Davis&Magrath,2013).

Althoughtherearemanycyberrangesavailableworldwide,e.g.,MichiganCyberRange(MCR,
n.d.),SimSpaceCyberRange(Rossey,n.d.),orEDURange(EDURange,n.d.),therearenotmany
sources publicly available providing sufficient details about their features and architecture. It is
becausethecybersecuritydomainrepresentsasensitiveareasharingmanysimilaritieswithmilitary
orintelligenceservices,inwhichmanysourcesaresecretorrestricted.

Fortunately,exceptionsexist.OneverypopularcyberrangeisDETER/DeterLab(Mirkovicet
al.,2010;Benzel,2011),whichwasstartedtoadvancecybersecurityresearchandeducation.The
descriptionofthearchitecture,features,andoperationcanbefoundalsoforCyRIS(Pham,Tang,
Chinen,&Beuran,2016),CyTrONE(Beuranetal.,2018),NCR(Ferguson,Tall,&Olsen,2014),
andKYPO(Vykopal,Ošlejšek,Čeleda,Vizváry,&Tovarňák,2017).

Explorationofthesecyberrangesshowsthat,despitesomedifferences,theysharemanycommon
featuresandconcepts.ThispaperprimarilybuildsontheKYPOcyberrangeplatform(Vykopal,
Ošlejšek,Čeleda,Vizváry,&Tovarňák,2017),inwhosedevelopmentaretheauthorsdirectlyinvolved.
However,thepresentedobservationsandfeaturesrelatedtoCDXdevelopmentcanbegeneralized
andvalidforallsimilarmodernplatforms.

RESEARCH METHOD

Alltheconceptualpapersthathavebeenfoundduringtheliteraturesurvey(Kick,2014;Alliance,
2015;Díezetal.,2015;Vykopal,Vizváry,Ošlejšek,Čeleda,&Tovarňák,2017)dividetheCDX
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lifecycleintoseveralconsecutivephasesendingwithmilestones.Thisfactsuggeststhattheglobal
characterofCDXsisratherdisciplined.

Based on this observation, SPEM (Object Management Group, Inc, 2008) was chosen as a
meta-modeltobeusedtoanalyzetheCDXlifecycleindetailandprovideamethodologicalview
of its development. SPEM can be considered as a continuous evolution of the IBM RUP meta-
model(Shuja&Krebs,2007),wherethedivisionofthedevelopmentintoconsecutivephasesplay
animportantrole.Thisprocess-orientedmeta-modelisoftenusedasabaselineframeworkforthe
conceptualizationofsoftwareengineeringprocesses(Ruiz-Rube,Dodero,Palomo-Duarte,Ruiz,&
Gawn,2013;Baumgarten,Rosinger,Todino,&deJuanMarín,2015;Diaw,Cisse,&Bah,2017).

SPEMprovidesconceptualizationfromdifferentperspectives.Inthispaper,theSPEMisused
tocomprehendtherationaleoftheCDXdevelopmentprocessandtocreateamodelsuitableforthe
analysisofbottlenecks.ThisworkutilizesthefollowingselectedelementsoftheSPEM2.0Base
Plug-in(ObjectManagementGroup,Inc,2008,p.155)togetamodelwithaconvenientlevelof
abstraction:

• Activity kinds:CDX-specificphasesandmilestonesfromCDXlifecyclesweredefined.Basic
activitieswerederived,problemsintheirimplementationwereidentified.Possibledecomposition
ofphasesintoiterationswasanalyzed.

• Work product kinds: The main problem of the CDX organization and preparation is low
efficiency. Overtaking this bottleneck requires improving the repeatability of the CDX
developmentprocessesandstrugglingforitsmaximalautomation.Therefore,duringthemodeling,
attentionwaspayedprimarilyonartifactsthatrepresenttangibleelementslikedocumentsor
formalizedknowledgebases.

• Work product relationship kinds:Decompositionwasomittedtokeepthemodelingandanalysis
onasuitablelevelofabstraction.Instead,thispaperdealswithaflatmodelofdependencies
betweenartifacts(alsoreferredtoasimpactedbyrelationshipsintheSPEMmeta-model).

• Category kinds: Roles were derived from the skills, competencies, and responsibilities of
individualsidentifiedintheCDXlifecycle.DisciplinesofSWdevelopment,especiallyofthe
ERPsystems,were identifiedandadapted to the specificsof theCDX lifecycle.Then, the
activitieswerefurtherelaboratedconsideringroles,workproducts,andworkproductrelationships
involvedinthem.

TheprocessoftheSPEMapplicationwasiterative.SectionCDX Development Methodofthis
papercorrespondstotheprocess structureperspectiveoftheSPEM(ObjectManagementGroup,
Inc, 2008, p. 43), where roles and phases are discussed. The process with methods perspective
(ObjectManagementGroup,Inc,2008,p.95),i.e.,thedisciplines,artifacts,andtheirdependencies,
isdiscussedinthesubsequentsectionDetailed Discussion of Disciplines.Theauthorsdrewfrom
theexistingmodelsofCDXlifecycles,butalsofromthe6-yearsoldexperienceoftheauthorswith
thedevelopmentoftheKYPOcyberrangeandorganizationtheCyberCzechCDX.Themodelwas
discussedwithdomainexperts–organizersoftheCyberCzechCDX.

Thehigh-levelmodelresultingfromtheapplicationoftheSPEMmeta-modelonCDXlifecycles
isshowninFigure1.Theschemeusestwodimensionstocapturetheapproximateeffortneededby
developmentactivities.Thetimedimension(thex-axis)splitstheCDXlifecycleintophases,while
theworkflowdimension(they-axis)includesworkingactivitiescalleddisciplines.

Oncetheconceptualmodelwasavailable,theresearchcontinuedintheanalysisoftheapplication
ofagileordisciplinedapproachestothecriticalpartsoftheCDXdevelopmentmethod.Thisprocess
consistedoftwostages.First,problemsandpossiblesolutionstothefourdevelopmentphaseswere
identifiedregardlessofdiscipline.TheyaredescribedaspartofsectionCDX Development Method.
Then, the analysis of activities within individual disciplines and critical phases was conducted.
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Obtaineddependencymodelswereusedtoformulaterecommendationsforusingagileordisciplined
approaches.Theseper-disciplineobservationsaredescribedwithinsectionDetailed Discussion of 
Disciplines.

CDX DEVELOPMENT METHOD

Alltheconceptualpapersthathavebeenfoundduringtheliteraturesurvey(Kick,2014;Alliance,
2015;Díezetal.,2015;Vykopal,Vizváry,Ošlejšek,Čeleda,&Tovarňák,2017)dividetheCDXlife
cycleintoseveralconsecutive.

Thissectionfocusesprimarilyon the timedimensionof theCDXdevelopmentmethod(the
x-axisinFigure1).Thegoalistodescribebasiccharacteristicsofphasesregardlessofdisciplines.
First,rolesinvolvedinphasesareintroduced.

Roles
Methodsoftraditionalsoftware-systemdevelopmentintroducestandardrolesforpeopleinvolvedin
theprocess,likeanalysts,developers,testers,orstake-holders.However,thedevelopmentofaCDX
isspecific.Itismoresimilartoadjustinganexistinggenericsystemforaparticularcustomeror
businessdomainratherthandevelopingabrightnewsystemfromscratch.Archetypalrolesdefined
in thissectioncomefromsteady terminologyestablished in thefieldofcybersecurityeducation
wherecolorteamsareusedtodifferentiatetheresponsibilitiesofpeopleintheexercise(Kick,2014;
Vykopal,Vizváry,Ošlejšek,Čeleda,&Tovarňák,2017;Brilingait˙e,Bukauskas,&Juozapavišius,
2019).Apartfromthese“color-named”teams,additionalrolesareintroducedsothattheentireCDX
lifecycleiscovered.

• Stakeholder:Arepresentativeofanorganizationwhoseneedsaretobemetbytheexercise.
Cyberdefenseexercisesrepresentbigexpensiveeventsthatareusuallyorganizedontherequest
of specific customers willing to train their experts. Often, these customers represent bigger
commercialsubjectsoperatingcriticalinfrastructures,e.g.,energydistributors,governmental
authorities,ministries,ornationalsecurityagencies.StakeholdersarealwaysinvolvedintheCDX
lifecycle.Althoughtheleveloftheirinvolvementmaydiffer,theyoftenintensivelyparticipate

Figure 1. Development method for cyber defense exercises: It consists of four phases and five disciplines. Bar charts suggest 
approximate work effort required to organize a cyber defense exercise. Observed characteristics of the phases are provided at 
the bottom.
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inallstagesoftheCDXlifecycle.Stakeholdersareusuallyinvolvedinthecontentpreparation,
theyarepresentedasobserversduringthetrainingevent,andtheywanttobeinformedabout
thelearningimpactonthetrainees.Ontheotherhand,somestakeholdersperceiveCDXasa
serviceandrelyontheCDXorganizationteamsthattheydothebest.

• Training Expert:Anexpertskilledintrainingpeople.TheultimategoalofanyCDXistotrain
participantsproperly.However,theimpactofthetrainingonparticipantscanbeaffectedbymany
factors.Trainingexpertsareexperiencedinorganizingcybersecuritytrainingsessions.They
areabletoconsiderthelearningaspectsoftheexercise.Theyactasmediatorsandcoordinators
betweenstakeholdersandITexperts (membersof red,white,andgreen teams–seebelow)
aimingtoreflecttheirideasandexpectationsintheexercise.

• Blue Team:Agroupoftraineesthatcooperateduringtheexercisetodefendacomputernetwork
againstattackers.Blueteamsareusuallycomposedofcybersecuritypractitionerslikenetwork
administratorswhosemotivationistotrainandenhancetheirskillsviaCDX.Theirgoalisto
secureanentrustedcomputernetworkanddefenditagainstattacksoftheredteamduringthe
CDXtrainingsession.AtypicalCDXeventisorganizedforseveral(4-5)blueteams,eachof
whichconsistsofafew(4-5)participants.Allblueteamsmanageidenticalnetworkinfrastructure
andface thesameattacksof thered team.Membersofblue teamsdonotparticipate in the
developmentprocessofCDX.Instead,theycanbeseenasend-usersofthefinalproduct.

• Red Team: A group of people technically skilled and authorized to conduct cybersecurity
attacks.DuringtheCDXdevelopment, theyareresponsiblefor thedefinitionofmeaningful
attackplans,vulnerabilities,andattackvectors.DuringtheCDXtrainingsession,theyfollow
theattackplantoexploitvulnerabilitiesleftincomputernetworksofblueteams.Basedonthe
successofattacks,theredteamassignspenaltiestoblueteams.

• Green Team: A group of responsible for the cyber range management. Hands-on training
sessionsareorganizedincomplexunderlyinginfrastructuresthathavemanytechnicallimitations.
KnowledgeofthesetechnicalaspectsisnecessaryduringtheCDXdevelopmenttomoderate
expectationsof stakeholderswith regard topossibilitiesof thecyber range.Thegreen team
alsoconfiguresthecyberrangeforparticularCDX.Moreover,membersoftheteamplayan
importantroleduringthetrainingsessions.Theymonitortheinfrastructure,fixesoccasional
crashesandinfrastructureissues,andrevertnetworksofblueteamstoafunctionalstateifthey
unintentionallycutofftheaccesstothenetworkontheirfirewall,forinstance.

• White Team:ThegoalofCDXsistotrainsoftskillsinadditiontotechnicalexpertise.Awhite
team,therefore,simulatesmediarequestingreportsfromblueteams,regularusersofdefended
networks,lawenforcementagencies,andotherfictitioususersthattheblueteamshavetointeract
with.Moreover,theyactasjudges,enforcetherulesoftheexercise,observetheexercise,score
blueteams,andensurethatthecompetitionrunsfairly.DuringtheCDXdevelopment,theyare
responsibleforthedefinitionofnon-technicalcontentoftheexercise,likeabackgroundstory,
ortasksoffictitioususerswithcorrespondingpenalties.

Phases
AccordingtotheSPEMstandard,aphaserepresentsasignificantperiodinaproject,endingwith
amajormanagementcheckpoint,milestone,orsetofdeliverables.Phasesareactivitiesthatarenot
expectedtoberepeatableduringtheproject lifecycle.Everyphasecanbedividedintomultiple
iterations,asdepictedinFigure2.

TheCDXdevelopmentconsistsoffourphasesthathavebeenderivedfromexistingCDXlife
cycles.Theirdescriptionstaysattheconceptuallevelwithoutgoingintothedetailsofoutputsand
activities.Thesedetailsaredescribedlateraspartofthediscussionofspecificdisciplines.Thetext
followstheterminologyintroducedby(Vykopal,Vizváry,Ošlejšek,Čeleda,&Tovarňák,2017)and
(Kick,2014).



International Journal of Information Technologies and Systems Approach
Volume 14 • Issue 1 • January-June 2021

142

Foreachphase,abriefdescriptionisprovidedandaccompaniedbyanexpectedmilestone.The
milestonecaptureskeyachievementsthataretobeaccomplishedattheendofeachphase.Also,
troublesanddifficultiesrelatedtoeachphasearesummarized.Theapplicationofthedisciplinedor
agileapproachisdiscussedaswell.

Phase 1: Preparation
PreparationisthefirstphaseofanynewCDX.Thegoalistodefinethecontentoftheexercise,
specifytechnicalrequirements,allocateresources,testcoherenceofthetrainingscenario,andverify
thefunctionalityofthecyberrangeinfrastructure.

• Milestone:Thecyberrangeiscompletelyinstantiated,configured,andreadyforuse.Scenarios
prescribingtheexpectedstepsandtasksofredandwhite teamsarecompleted,theircoherence
andmeaningfulnessareverified.

• Identified troubles:Thelong-termexperienceoftheauthorswithdevelopingandorganizing
CDXsshowsthatthepreparationphaseisextremelydemanding.Ittakesseveralmonthstoprepare
anewCDXeitherfromscratchorbysignificantlychanginganexistingscenario.Moreover,a
lotofpeoplehavetobeinvolvedinthisprocessandcoordinated.Theseaspectsleadtothehigh
rateoferrorsandlogicalinconsistenciesthathavetoberevealedandrepairedinthelaterdry 
runphase.Theseaspectsmakethepreparationphaseveryexpensive.

• Solution:CDXpreparationisverycreativeprocesswithunclearrequirementsatthebeginning
thathavetobeclarifiedbyintensivediscussionandcooperationofmanyspecialists(training 
experts, red team, white team, green team).Tightcooperationwithstakeholdersandpartiallywith
prospectivetrainees(i.e.,blue teamsparticipatingintheprerequisitetesting)isalsonecessary.
Moreover,thebudgetfortheexerciseandthescheduleofitspreparationareusuallyappointedin
advance.Thesefeaturesdominateinagilemethods,andthentheapplicationofanagileapproach
toCDXpreparationwithwell-coordinatedmultipleshortiterationsshouldsignificantlyshorten
thiskeyphase.

Phase 2: Dry Run
OrganizingaCDXislikeorganizingamissiontotheMoon.Everypartofthecomplexinfrastructure
andallplanshavetobewelldesignedandtestedbeforethestart.Thedryrunissimilartobetatesting
aspacecraftwithoutcrew.Itfollowsthesamescheduleandtimingasfinalexercisetorehearsethe
entirescenarioandinteractionbetweenred, whiteandgreen teams.

Figure 2. CDX phases and their relation to iterations and milestones
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Thetestingisperformedinthesameinfrastructurethatwillbeusedforthefinalexercise,but
without real users (prospective members of blue teams). Instead, different people are invited to
deputizeblue teams.

AdryrunisconductedevenifexistingCDXisrepeatedwithoutchanges.Itisbecausecyber
rangeresourcesareallocatedtemporarilyonlyforthedurationoftheexerciseandthenitisnecessary
totestitagain:

• Milestone:Thecyberrangeinfrastructureiscompletelytestedandfunctional.Possibletechnical
issuesarefixed.Scenariosofredandwhiteteamsarefinalizedandorchestrated.Scoringand
assessmentofblueteamsareadjusted.

• Identified troubles:Althoughthedryrunfollowsthefinaltrainingscenario,ittakesamuch
longertimethantherealtrainingsessionduetothereparationoffrequenterrorsandlogical
inconsistencies.

• Solution:Dryruncannotbeomittedascyberrangesaretoocomplex,andaCDXrepresentsan
eventwith“thesingleattempt”wheneverythinghastobeworking.Thereductionofthecost
requiresthereductionofthefrequencyoferrorssothatthedryruncouldberestrictedtoonly
technicaltestingofunreliableinfrastructure.Continuoustestinganddeliveryintroducedintothe
previouspreparationphasecanhelptoreachthisgoal.Usingtheplan-drivenCDXlifecyclecan
help.Formalizationofartifactsandplanningtheirdeliveryshouldenableustousesystemsof
automateddeployment,e.g.,Ansible(Hall,2013).Also,unittestingcanbeintroduced,which
iscompletelymissingincurrentad-hocCDXdevelopment.Allthesestepscouldmakethebeta
testingsubstantiallylessdemanding.

Phase 3: Execution
ThisphaserepresentstheCDXeventwhenrealblue teamsfamiliarizewiththeentrustedcritical
infrastructure,andthentheydefenditagainstactivitiesofthered team.Simultaneously,theyrespond
torequestsofthewhite team.

Alotofrun-timedataiscollectedduringthisphase.Thedatacapturesactivitiesofallteams,
receivedpenalties,etc.:

• Milestone: The CDX event was realized. Exercise data was collected for further analysis.
Hardwareresourceswerereleased.

• Identified troubles:Alotoforganizingparticipants(membersofred, green,andwhite teams)
arenecessarytoorganizeasingleCDXevent.

• Solution:Automationoftasks.Thereareattemptstoreplacetheinteractionofrealpeoplewith
automatedalgorithmsthatareabletofollowthetrainingscenarioandfulfillthetasksofredand
white teams.TheapplicationofeitheranagileordisciplinedapproachtotheCDXlifecycle
doesnotaffectthisphase.

Phase 4: Evaluation
Duringtheexercise,allparticipantsfullyconcentrateontheirtasks.Especiallyblue teamshaveonly
limitedawarenessofwhatthered teamisdoingorwhatwerethepossiblecorrectreactionstoattacks
orrequests.Therefore,theprimarygoaloftheevaluationphaseistoprovidefeedbacktoblue teams
sothattheycanlearnfromtheexercise.Apartfromthat,thesecondarygoalistoretrospectively
validateCDXandverifyhowmuchitfulfilledexpectationsofstakeholdersandtraining experts.
Inbothcases,therun-timedataandnotesofparticipantsarecollected,analyzed,andprocessedto
feedbackreportsandinternallessonslearned:
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• Milestone: A feedback wasprepared anddelivered toblue team members. Internal lessons
learnedwereformulatedandprovidedtostakeholdersandtraining experts.

• Identified troubles:Nowadays,it takesseveralweekstocollectandanalyzenecessarydata
andtopreparereportsandotheroutputs.Itisbecausetheoutputsarecreatedinformallyandad-
hoc.OrganizersofaCDXputtogethertheirnotes,analyzecollecteddata,andtogetherproduce
desiredfeedbackandinternallessonslearned.Alotofmanualanalysisperformedbydomain
expertsisnecessary.

• Solution:Evaluationisacreativeprocesswherepeoplewithdifferentexpertisehavetocollaborate
tightly.Peopleinvolvedinthisprocessareknowninadvance.Theyarestakeholders, training 
experts,andmembersofthered, white,andgreen teams.Consideringthesefacts,theevaluation
phaseshowsthesignsofagiledevelopment.

Ontheotherhand,thescopeoftheirworkisknown(i.e.,feedbackreportsandlessonslearned),
whilethetimerequiredtopreparetheoutputsisflexible.Althoughweattempttoshortentheevaluation
andprovidefeedbackassoonaspossible,weareawarethatthequalityofoutputsdependsonthe
qualityofpost-traininganalysis,whichistimedemanding.Theseaspectsindicatethatintroducing
adisciplinedmethodologywouldbemorebeneficial.

The traditional triangle features/scope – resources/cost – schedule/time used to distinguish
betweenfixedandvariablefeaturesofmethodologiesfails,indicatingthatabalancedapproachshould
beconsidered.Informationgatheringshouldbebasedonadisciplinedapproachwithformalized
artifactsandprocesses.Thisformalizationenablesustodevelopsupportingtoolsthatwouldshorten
andprecisedatacollection.Ontheotherhand,subsequentagile,iterativecreationoffeedbackand
internallessonslearnedwouldsupportorchestrationofinvolvedexpertsleadinginfasteroutputs.

Summary
Figure1summarizestheapplicationofagileordisciplinedapproachestoindividualphasesoftheCDX
lifecycle.Usinganagileapproachtothepreparationwithshortiterations,orchestrationofpeople,
andcontinuoustestinganddeliveryofoutcomescouldsignificantlyshortenthisphaseandreduce
thedry runaswell.Onthecontrary,theevaluationrequiresabalancedapproachwithdisciplined
informationgatheringandagileinformationprocessing.Neitheradisciplinedoragileapproachhas
adirectimpactontheexecution phase.

DETAILED DISCUSSION OF DISCIPLINES

Disciplines in thesoftwaredevelopmentprocessrepresentcross-cuttingactivitiesspreadoverall
phasesofthelifecyclewithvariableintensity.SincethegoaloftheCDXdevelopmentisnotrelated
toacyberrangebutitscontent,thefivedisciplinesdiscussedinthispaperlightlydifferfromwhat
isusuallyintroducedinstandardsoftwaredevelopment.

Thegoalofthissectionistoprovideafine-grainedviewofthecharacterofactivitiessothatthe
previousobservationsmadeduringtheanalysisofphasesareprovedandexplainedinmoredetail.
Thetextfocusesprimarilyonthepreparationandevaluationthatappearedtobearerelevantforthe
discussionontheusageofdisciplinedoragileapproaches.

Thissectionisstructuredasfollows.Foreachdiscipline,artifactsthatrepresentkeytangible
outputsarediscussed.Then, theresponsibilitiesof individual rolesdealingwith theartifactsare
described,revealthecharacterofworkingactivities.Theapproximateworkeffortrequiredtobespent
invariousphasesissuggestedinFigure1intheformofbarchartsanddiscussedforeachdiscipline
aswell.Basedonthesedetails,conclusionsregardingusingeitherdisciplinedoragileapproachesat
thelowlevelofCDXdevelopmentareformulated.

Artifacts,roles,andresponsibilitiesarealsoschematicallycapturedinlow-levelmodels(see
Figure3,forinstance)withthefollowingnotation:Responsibilitiesforthecreationofartifactsare
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capturedbyhorizontalswimlaneswithalistofinvolvedrolesonthetopofeachswimlane.Forthe
sakeofsimplicity,activitiesareomitted.Theyareonlydiscussedinthetext.Instead,dashedarrows
areused,representingdependencies(impactedbyrelationshipsoftheSPEMmeta-model)between
artifacts.Arrowsdirectfromasourceartifact(asourceofknowledge)toatargetartifact(derived
knowledgeorspecification).Artifactsproducedbyotherdisciplinesareplacedoutofswimlanesand
depictedwithlessintensivelightgraycolor.

Business Modeling
Businessmodelingisoptionalintraditionalsoftware-systemdevelopment.Itsgoalistogetinsight
intothebusinessprocessesoftheapplicationdomainthatshouldbereflectedintheimplementation.
Often,thebusinessvisionandobjectivesareformulatedmuchearlierthantheprojectisinitiated.

Intheapplicationdomainofthispaper,thebusinessisrelatedtohands-oncybersecuritytraining
providedasaservice.Thebusinessmodeling,therefore,correspondstotheknowledgemodelingin
thefieldoflearningandcybersecurity.Thebusinessviewshouldcovertwoprimarybusinessgoals.

First,itisalearningimpact.Learningobjectivescanbederivedfromtheanalysisandmodeling
ofexistingcybersecurityprocesses,e.g.,attackorcyber-defensestrategies(Simmons,Ellis,Shiva,
Dasgupta,&Wu,2014;Mavroeidis&Bromander,2017),sothattheyreflectnewtrendsandthreats.

Second,itisthesustainabilityofthetrainingprogram.Accordingto(Ryan&O’Connor,2013),
tacit knowledge of domain experts is acquired and shared directly through good quality social
interactions and through the development of a transactive memory system. However, CDXs are
organizedoccasionally,andtheknowledgegainedduringtheorganizationofaCDXislostaspeople
leavethedevelopmentteam.Methodsofformalknowledgemodeling(Bimbaetal.,2016)haveto
beemployedtosupportlong-termknowledgesharingandtransfer.Conceptualideasofknowledge
modelinginCDXscanbefoundin(Ošlejšek,Vykopal,Burská,&Rusňák,2018),butfurtherresearch
isrequiredinthisfield.Tothebestofknowledgeoftheauthors,suchpre-traininganalysesarenot
conductedinpracticeduetothemissingmethodologyforCDXdevelopmenteventhoughtheywould
significantlyaccelerateexercisepreparation.

• Artifacts, roles, and responsibility:Theinvolvementofuserrolesinthecreationofartifacts
andartifacts’dependenciesareschematicallycapturedinFigure3:
◦ Cyber-training domain models:currently,theyhavetheformofinformaltextdocuments

sharedaswikinotesor,moreoften,theydonotexistatall.Mostoftheknowledgerelated
to thedesignof thecontentofCDXskeeps inheadsof involvedcybersecurityexperts,
lawyers,andlegalexpertsinvitedtoredandwhite teams.Ifformalmodelingisintroduced
intheCDXlifecycle,thenthered teamshouldberesponsibleformodelingcybersecurity
processes,e.g.,newvulnerabilitiesorattackvectors.Thewhite teamshouldcontributesoft
skillstothemodel,e.g.,aclassificationoflow-relatedobjectives.Training expertsshould
reviewthemodelstobeapplicableintheeducationalcontext.

◦ Internal lessons learned:Experiencegainedfromparticularexerciseandusedassupporting
materialforfutureexercisesandfurtherdevelopmentofthecyberrange.Lessonslearnedare
formulatedbytraining expertsretrospectivelybasedontheanalysisofthecollected data,
exercise notes,andpost-exercise surveysprovidedbydifferentpeopleinvolvedintheexercise,
asdiscussedlaterinsectionDeployment and Operation.Lessonslearnedfromindividual
exercisesshouldalsoberetroactivelyreflectedintheexistingcyber-training domain models.

• Work effort:Businessmodelingisthemostintensiveatthebeginningofthepreparationphase,
whenlearningandtrainingobjectivesareformulated,andduringtheevaluationwhenlessons
learnedarederived,andbusinessmodelsareupdatedaccordingtogainedexperience.

• Disciplined vs. agile character:Elaborationonthecyber-training domain modelsissignificantly
creativeworkrequiringthecollaborationandsynchronizationofmanyexperts.Therefore,the
agileapproachinboththepreparationandevaluationphasesshouldbepreferred.Ontheother



International Journal of Information Technologies and Systems Approach
Volume 14 • Issue 1 • January-June 2021

146

hand,theformulationof internal lessons learnedduringtheevaluation requiresinformation
structuring, formalization, and well-driven delivery of supporting materials. Otherwise, the
outputsareeither incompleteorhard to re-use for futureexercises.Therefore, adisciplined
approachshouldbepreferredinthiscase.Theseobservationsconfirmtheagilecharacterofthe
preparationphaseandthebalancedcharacteroftheevaluationphase.

Requirements
Software development distinguishes two types of requirements: functional and non-functional.
However, this traditionaldivisionfails in theCDXlifecycle.Moderncyberrangesaredesigned
asgeneric,enablinguserstoorganizeawidevarietyofdifferentexercisesthroughagenericuser
interface.Theyareequippedwithgenericscoringboards,analyticaltools,andinterfacesproviding
accesstohostsofthedefendednetwork,forinstance.Itispossibletouseagaintheparallelwiththe
ERPsystemprovidingaunifiedinterfaceforvariablebusinessgoals.Therefore,functionalandnon-
functionalrequirementscanbeconsideredasfixedinthissense.TheCDXdevelopmentmethodology
dealswithexercisedevelopment,notcyberrangedevelopment.

Therefore, the CDX development distinguishes another two requirements: scenario- and
infrastructure-related.Scenario-related requirementsdescribetheactivitiesofusersinvolvedinthe
exercise.Theydefinewhatandwhentheblue, red,andwhite teamsdointhecyberrangeduringthe
exercise.Onthecontrary,infrastructure-related requirementsarelinkedtothefacilitiesofthecyber
range.Theyincluderequestsputontheconfigurationofthecyberrange,e.g.,minimalthroughput
ofnetworkconnection.

• Artifacts, roles, and responsibility:Theinvolvementofuserrolesinthecreationofartifacts
andartifacts’dependenciesareschematicallycapturedinFigure4:
◦ Self-assessment questionnaires:Partofprerequisitetesting(Švábenský&Vykopal,2018)

ofblue teammembers.Questionnairesprovide insight into theexperienceand skillsof
individualtrainees.Theyaredefinedbytraining experts.Resultsofself-assessmentareused
toadjustlearningandtraining objectivesandforestablishingbalancedteams.

◦ Learning and training objectives:Theydefineeducationalrequirementsthatshouldfitthe
skillsoftrainees(blue teammembers)andexpectationsofstakeholders.Theyaredefinedby
training expertstogetherwithstakeholdersandtheyreflectself-assessment questionnaires
andcyber-training domain models,ifavailable.Thisartifactincludessoftlearningobjectives
aswellasrequirementsputonnetworktopology.Red teamandwhite teammembersactas
domainexpertsconsultingandreviewingmeaningfulnessoftheobjectivesfromthecyber
securityandlegislationpointsofview.Thegreen teamreviewsnetworkrequirementsfrom

Figure 3. Dependencies between artifacts of the business modeling discipline and roles participating in their creation



International Journal of Information Technologies and Systems Approach
Volume 14 • Issue 1 • January-June 2021

147

thepointofviewoftechnicalpossibilitiesofthecyberrangeinfrastructure.Learningand
trainingobjectivescanbeconsideredascriticalbecausetheyformthebasisforotherartifacts.
Improperlyselectedobjectivescanlowertheimpactoftheexercise,demotivatetrainees
tofinishtheexercise,ordemotivatestakeholderstofurthersupportthetrainingprogram.

• Work effort:Initialrequirementsarespecifiedduringtheearlystagesofthepreparationphase
andthenadjustedcontinuouslyduringthisphase.Significantrevisionsareusuallytriggeredby
acceptancetestsperformedinthepreparationanddry run(seesectionTestingformoredetails).
Self-assessment questionnairesareusuallytakenonceduringthepreparationphase.However,
iterativeprerequisitetestingwouldbepossibleaswell.

• Disciplined vs. agile character:Asstakeholdersrequiretotrainusersinnewskills,oftenrelated
totheirrealcriticalinfrastructuresthattheyoperate,CDXsareusuallydesignedfromscratch.
The learning and training objectives that arekey in thisdisciplinehave tobe inventedand
definedfromthebeginning.Theirelaborationrequireslongdiscussionbetweenstakeholdersand
organizerswithshortiterationstoreachinitialdefinitionsassoonaspossible.Theseobservations
correspondtotheagilecharacterofthewholepreparationphase.

Design
Theultimategoalof thisprocess is to thinkover thedetailsof theexercise, including technical
specificationbeingusedfortheconfigurationandinitializationofthecyberrange.

• Artifacts, roles, and responsibility:Theinvolvementofuserrolesinthecreationofartifacts
andartifacts’dependenciesareschematicallycapturedinFigure5:
◦ Scenario tasks and injects:Attackplansofthered teamandtasksofthewhite team(in

thecybersecuritydomain,tasksofthewhite teamarecalledinjects).Tasksandinjectsare
derivedfromlearning and training objectiveswithrespecttotheresultsofself-assessment 
questionnairesandthedomainknowledgecapturedbythecyber-training domain models,
ifavailable.Sincethescenariotasksandinjectsartifactisdirectlylinkedtothelearning 
and training objectives,thenalsotheparticipatingrolesareverysimilar.However,inthis
processstakeholdersand training expertsactasconsultantscheckingwhethertasksand
injectsproposedbyredandwhite teamfitslearningandtrainingobjectives.

◦ Background story: Aa fictitious story formulated using the fantasy of stakeholders and
training expertsandprovingabroadercontexttoblue teams.Thestoryexplainswhoiswho
inthecyberwarfare,whatistheorganizationwhosenetworktobeprotected,whatisthe

Figure 4. Dependencies between artifacts of the requirements discipline and roles participating in their creation
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criticalinfrastructure,andotherfactsthathelpblue teamsunderstandtheirgoals.Fictitious
countriesinanescalatingconflictareoftenusedtoprovidetraineeswithapseudo-realistic
worldfalleninthecyberwarfare,whereacriticalinfrastructure,e.g.,nuclearpowerplant,
hastobeprotected.Thisstoryislatertransformedintoinformationsourcesavailabletoblue 
teamsduringtheexercise,e.g.,anewsportal,informationpanels,ororalcommunication
betweenthewhiteandblue teams.

◦ Sandbox definition:Astructureddocumentcapturingthenetworktopology.Thistechnical
documentisbuiltbythegreen team.Itencodesparametersoflinksandhosts,e.g.,throughput,
amountofRAM,CPUspeed,orIPaddresses.Italsodefinessoftwarerunningonindividual
hosts.Besidestheoperatingsystemandapplications,italsospecifiesvulnerabilitiesthat
havetobepresentedonhostsaccordingtothescenario tasks and injectsartifact.Software
toberunningonhostsispreparedintheformofdiskimagesthatareuploadedonhosts
duringdeployment.

◦ Scoring rules:Penaltiesforunavailabilityofservices,successfulattacksofthered team,
laxorunprofessionalresponsetotherequestsofthewhite team,technicalhelpofthegreen 
team,andotherpossiblefailuresofblue teams.Scoringrulesareoftenlinkedwithspecific
scenariotasksandinjects.Scoring rulesareprimarilydefinedbystakeholdersandtraining 
expertswhothebestunderstandtrainingandlearningobjectives.Theredandwhite teams
bringaninsightintothedifficultyoftasksandinjects.

• Work Effort:Duringtheearlystagesofthepreparationphase,asignificantefforthastobemade
todrafttasks,injects,andthebackgroundstorybasedonthegradualclarificationoflearning
andtrainingobjectives.Anotherimportantmilestoneisahackathon(seesectionTesting)during
whichalltheartifactsarefinalizedandpreparedforthefirstacceptationtesting.Artifactsofthe
designdisciplinearecontinuouslyadjustedafterthehackathonandduringtheacceptancetesting.

• Disciplined vs. Agile Character:Alltheartifactsdefinedinthisdisciplinearecomplexand
mutuallyconnected.Theirconcurrentiterativedevelopment,togetherwiththeartifactsofthe
requirementsdiscipline,isamust.Therefore,theagileapproachtotheirelaborationduringthe
preparationphaseshouldbepreferred.

Deployment and Operation
In this discipline, organizers configure the cyber range, operate it, and allocate resources.
Laboriousnessdependsonthepropertiesofthecyberrange.Butingeneral,theseactivitiesinclude
alotofcontinuousmanualwork.

• Artifacts, Roles, and Responsibility:Theinvolvementofuserrolesinthecreationofartifacts
andartifacts’dependenciesareschematicallycapturedinFigure6:
◦ Allocated sandboxes: An allocated network infrastructure with respect to the sandbox

definition.Theinfrastructurecanbeeitheremulatedinavirtualenvironment(e.g.,inacloud)
orphysicallywired.Thefirstapproachiscommoninmoderncyberranges.Regardlessof
therealization,itisalwaysalengthy,unreliableprocess.Theexperienceoftheresearchers
showsthatevenacloud-basedemulationtakeslongminutesorhourstoallocatecomplex
networksofCDXs.Moreover,theallocationoftenfailsforvarioustechnicalreasons.Manual
interventionandcontinuoustestingbymembersofthe green teamare,therefore,always
necessary.

◦ Initiated cyber range: Instantiated andproperly configured cyber range connectedwith
allocated sandboxes.Cyberrangesrepresentcomplexsoftwaresystemsconsistingofmany
mutuallycooperatingcomponents thathave tobeproperlyconfiguredandorchestrated.
Typicalsub-systemsthathavetobeinitiatedareonlineusertools,scoring,datamonitoring,
automated attack generators, traffic generators, etc. The configuration process follows
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information included in thebackground story, scoring rules, and tasks and injects.The
green teamisresponsibleforthecyberrangeinitiation.

◦ Collected data:Arun-timedatacollectedduringthecyberrangeoperation.Thedatais
monitoredandstoredautomaticallybytheinitiated cyber range.Thedatacapturedduring
the execution phase and used for detail analysis of the exercise includes, for instance,
performedattacks, injects, and their results, commandhistory from individualhosts,or
scoredevelopment.

◦ Exercise notes:Experienceofred, white,andgreen teamsgainedduringtheexercise.
◦ Post-training surveys: Questionnaires capturing the experience of blue team members.

Surveysaredefinedbystakeholdersandtraining expertstoreflecttheirviewsonlearning
interests.

◦ Feedback for trainees:Resultsoftheanalysisofthecollected dataandpersonalexperience
ofparticipants.Feedbackenablesmembersoftheblue teamstolearnfromtheirbehaviorand
mistakes.Ithastheformofstatisticalgraphs,notesofred, white,andgreen teams,andother
moreorlessformalexplanations.Feedbackiseithercreatedmanuallybytraining experts
duringtheevaluationphaseorautomaticallyattheendoftheexecutionphase.

• Work effort:Deploymentandconfigurationactivitiesarethemostintensiveattheendofthe
preparationphase,andrightafterthedry runwhenthecyberrangeisoftenreconfigured,and
sandboxesarereallocated.Operationalactivitiesaredominantduringtheexecutionandevaluation
phaseswhenthedataiscollectedandanalyzed.Thecyberrangeinitiation,allocationofresources
(sandboxes),anddatacollectioncanbesignificantlyautomated.Thelevelofautomationand
continuousdeliveryisaffectedbyfeaturesandpossibilitiesofusedcyberrange.

• Disciplined vs. agile character:Astheactivitiesperformedduringthepreparationphaseinclude
automatedprocesses(cyberrangeinitiationandtheallocationofresources),thediscussionof
theapplicationofeitherdisciplinedoragileapproachesisirrelevant.

Ifthegatheringofexercise notesandpost-training surveysduringtheevaluationphaseisinformal,
thenagilepreparationofthefeedback for traineeswouldbeusedtodeliverrelevantinformationina
reasonabletime.Ontheotherhand,ifthegatheringoftheseartifactsisdisciplinedwithpredefined
structureanddeadlines,thenthepreparationofthefeedbackwouldbethematteroffastone-shot
analysis.However,structuringthedataisnotthatsimple.Itispossibletoderiveandclassifycommon
featuresofcybersecurityexercises,butthecontentandtherealizationofexercisesdiffer.Therefore,
itisnecessarytosupportthegatheringofunexpectedinformalpiecesofinformationbecausethey

Figure 5. Dependencies between artifacts of the design discipline and roles participating in their creation
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oftenprovideveryrelevantandvaluablepiecesofinformation.Abalancedapproachtofeedback
preparationis,therefore,required.

Testing
AlthoughtheprimaryconcernsofanyCDXarerelatedtolearningimpact,itisvirtuallyimpossibleto
testlearningobjectivesandexercisedifficulty.Organizerscannotrevealthecontentoftheexerciseto
realtraineesinadvancetocheckitsfeatures.Andtestsconductedwithdummytraineesareconfusing
duetotheirdifferentskillsandexperience.Therefore,testingisrestrictedonlytotheverificationof
technicalaspectsandlogicalconsistencyoftasksandinjects.Incurrentpractice,itisorganizedas
twoseparateeventsdealingwithtwolevelsofacceptancetesting.

Ahackathonisequivalenttoalphatesting.Scenario tasks and injectsandsandbox definitions
areevaluatedbyorganizersinanintensivefull-dayworkshopattheendofthepreparationphase.

Thedry runisequivalenttobetatesting.Itsgoalistoverifytheproposedcyberexercisecompletely
andtogetdiversefeedbackonit.Thetrainingsessionisconductedwithdummyusers,andthenalso
thistestcanverifyonlytechnicalaspectsoftheexercise,noteducational.Sincethedry runrepresents
aseparatephasethathasbeenalreadydiscussed,itisomittedfromfurtherdiscussioninthissection.

• Artifacts, roles, and responsibility:Hackathonisorganizedbyred, white,andgreen teams.Dry 
run,inaddition,involvesblue teamsbutconsistingofdummytrainees.Duringtheacceptance
testingsessions,observedflowsareimmediatelyrepairedbyrevisingartifactsdiscussedabove.
Nonewartifactsarecreated.

• Work effort:Hackathonisorganizedattheendofthepreparationphase,followedbyashort
periodofquickfixesofdiscoverederrors.Dry runisintheCDXprocessmodelcapturedbya
separateintensivephase.

• Disciplined vs. agile character:AsthecurrentpracticeinCDXtestingisconcentratedontwo
specialevents,theseeventsincreasetimeandcost.Thebestpracticesofagiledevelopmentrequire
ensuringthequalityofthesoftwareproductthroughoutthedevelopmentprocess.Techniques
ofcontinuoustestinganddeploymentareusedtotestearlyandofteninsideshort iterations.
Therefore,thealreadydiscussedagileapproachtothepreparationphasecouldreducealpha
testingandpossiblyeliminatethehackathon.

Figure 6. Dependencies between artifacts of the deployment and operation discipline and roles participating in their creation
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SUMMARy AND LESSONS LEARNED

Thissectionsummarizesobservationsmadeontheapplicationofeitheragile,disciplined,orbalanced
approachestoCDXdevelopment.

CDX Life Cycle is Plan-Driven
The analysis of existing CDX life cycles revealed strong evidence of the plan-driven approach,
similartotheRUPprocessframework,forinstance.Thelifecyclesconsistofseveralwell-defined
phases, each specifying exact milestones, responsibilities, and artifacts. However, artifacts and
developmentprocessesareofteninformalandad-hocincurrentpractice.Tointroducearealplan-
drivenmethodology,theirformalizationandputtingstressontheirprecisedocumentationisnecessary.
Itcanbringmanybenefits.Well-documentedartifactscanbere-usedinfutureCDXs.Iftheyare
well-structured,thentheycanalsobeusedfortheautomationofselectedprocesses.Forexample,
thecyberrangewouldbeabletoallocatecomplexsandboxeswithoutthemanualinterventionof
techniciansautomatically.Plan-drivendevelopmentalsobringsbetterplanningandmanagementwith
verifiabledeadlinesandoutputs.Allthesefeaturescontributetotheaccelerationoftheorganization
ofCDXprogramsandtheircostreduction.

TheproposedunifiedCDXdevelopmentmethod,which isbasedon theanalysisofexisting
CDXlifecycles,introducesfourphases.Analysisofthesephasesrevealedfurtherdetailsabouttheir
featuresthataresummarizedinTable1anddiscussedinwhatfollows:

• The preparation phase is agile:Thepreparationphaseshowsthesignsofagiledevelopment.This
observationwasprovedbythedetailedanalysisofindividualdisciplinescomprisingofbusiness
modeling,requirementsanalysis,design,deployment&operation,andtesting.Exceptforthe
deployment&operation,whichturnedouttobeirrelevant,theapplicationofagileapproaches
tootherdisciplinescouldsignificantlyreducethetimeandcostofthisphase.

• The evaluation phase is balanced:Theanalysisrevealedthattherelevantdisciplinesofthe
evaluationphasearebusinessmodelinganddeployment&operation.Theyshowsignsofboth
agileanddisciplinedfeatures,makingabalancedapproachbestsuitablefortheoptimization
ofthisphase.

• The dry run and execution phases are not relevant: Applying either agile or disciplined
approachestothesephasesdoesnotmakesenseduetothenatureofcorrespondingactivities.
However, theircostcanbereducedby thealreadydiscussed introductionof theplan-driven
methodologyintothewholeCDXlifecycleandagileapproachtothepreparationphase.

Table 1. Identified characteristics of individual disciplines; n/a = not applicable

Preparation Evaluation

businessmodeling agile balanced

requirements agile n/a

design agile n/a

deployandoperation n/a balanced

testing agile n/a
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CONCLUSION AND FUTURE wORK

Hands-on cyber defense exercises are crucial in educating the future workforce. However, their
preparation is complex, then lengthy, and expensive.This researchutilized standardmethodsof
projectmanagementtoanalyzeexistingCDXlifecyclesandtoderiveitsunifiedmodel.Theproposed
methodshowsthatCDXdevelopmenthasahybridcharactercombiningbothagileanddisciplined
featuresthathavetobebalanced.Whileintroducingelementsofagiledevelopmentcouldimprove
thepreparationanddry runphases,abalancedapproachisrequiredfortheevaluation.Moreover,
thewholelifecycleissignificantlyplan-driven.

The main limitation of the presented research is its conceptual level of results. This paper
providesahigh-levelviewandgenericdiscussion.Theauthorsbelievethateventhegradualadoption
ofrecommendationsbasedontheobservationspresentedinthispapercansignificantlyreducethe
costofCDXpreparation,makingthiskindofcybersecuritytrainingmoresustainable,available,and
efficient.However,additionalresearchelaboratingonhowtheadoptionshouldberealizedindetail
isnecessary.TheintroducedCDXdevelopmentmethod,togetherwithobservationsmadefromthe
model,canserveasaframeworkforsuchinvestigation.
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