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ABSTRACT
Cyber situational awareness is an essential part of cyber defense
that allows the cybersecurity operators to cope with the complexity
of today’s networks and threat landscape. Perceiving and com-
prehending the situation allow the operator to project upcoming
events and make strategic decisions. In this paper, we recapitu-
late the fundamentals of cyber situational awareness and high-
light its unique characteristics in comparison to generic situational
awareness known from other fields. Subsequently, we provide an
overview of existing research and trends in publishing on the topic,
introduce front research groups, and highlight the impact of cyber
situational awareness research. Further, we propose an updated
taxonomy and enumeration of the components used for achiev-
ing cyber situational awareness. The updated taxonomy conforms
to the widely-accepted three-level definition of cyber situational
awareness and newly includes the projection level. Finally, we iden-
tify and discuss contemporary research and operational challenges,
such as the need to cope with rising volume, velocity, and variety
of cybersecurity data and the need to provide cybersecurity opera-
tors with the right data at the right time and increase their value
through visualization.

CCS CONCEPTS
• Security andprivacy→ Formal securitymodels; •Networks
→ Network security.
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1 INTRODUCTION
Cyber situational awareness (CSA) is an application of generic sit-
uational awareness (SA) into the cyber domain and a frequently
discussed topic in cybersecurity research and operations. Perceiv-
ing the cyber environment, understanding the current security
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situation, and being able to project how the situation will evolve is
an essential part of cyber defense and a goal of many researchers
and practitioners. As computer networks and systems continue to
increase in complexity and sophistication, the requirements and
demands on a cybersecurity operator increase as well. A concept
of CSA aims to provide an operator with a coherent methodology
to cope with the networks’ and systems’ complexity, gather all
necessary information, and to comprehend underlying processes
in these systems, and anticipate upcoming events. By building and
maintaining CSA, an operator is capable of making strategic deci-
sions even in the case of complex and sophisticated systems. The
approaches taken to achieve and maintain CSA should be continu-
ously updated and refined to reflect evolving threat landscape and
emerging domains and paradigms of computing and networking.
Although we focus on network security, there is still a lot of novel
phenomena influencing this field. For example, the adoption of
cloud computing disrupted the defense of network perimeters, and
the boom of IoT increased the number of devices, often vulnerable
and unprotected, in the Internet and local networks. There is also a
need to take into consideration the world of operational technology
as opposed to information technology and take care of the security
of ICS and SCADA systems, especially in critical infrastructures.

In this paper, we investigate the current status and challenges of
research on CSA. We start from fundamental definitions of SA and
CSA to provide a solid base for our work. Subsequently, we proceed
with a literature review and revisiting a taxonomy to catch the di-
rections taken by the research on CSA. Finally, we identify the weak
spots to set the challenges for future research and development.
The contribution of our work can be summarized in four points.
First, we put together existing definitions of SA and discuss how
they apply to CSA and cope with the cyber environment. Second,
we provide brief literature that is focused on trends in publishing
on the topic instead of analyzing the content of the publications.
The goal is to find if we are still discussing an emerging topic or if
the publication counts have culminated. The literature review also
enlists major research groups and influential people that contribute
or made a significant contribution to the field. Third, we revise an
existing taxonomy of CSA and its related tools, techniques, and
activities. We also look at the taxonomy from the perspective of
the SA and CSA definitions and find common ground. Finally, we
identify and summarize the contemporary challenges of CSA re-
search and development, namely from the perspective of data and
tools. The identified challenges pave the way for future work and
research directions.
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The remainder of this paper is structured as follows. Section 2
presents the basic concepts of situational awareness and its appli-
cation in the cyber domain. Section 3 presents a brief review of
related literature. Section 4 presents an updated taxonomy of CSA.
Section 5 identi�es research and operational challenges for CSA.
Section 6 concludes the paper.

2 FROM SITUATIONAL AWARENESS TO
CYBER SITUATIONAL AWARENESS

Cyber situational awareness (CSA) is an application of a more
general approach, situational awareness (SA). In order to be able
to comprehend the cyber situational awareness to all its extends,
we need to present the basics background of the underlying sit-
uational awareness �rst. The description of the evolution of SA
and explanation of the basic SA de�nitions will allow for the cor-
rect understanding of the concept of the CSA. Hence, this section
presents the origins and basic de�nitions of situational awareness,
followed by the description of the cyber situational awareness and
its domain-originated speci�cs.

2.1 Situational Awareness
Situational awareness has always been needed in everyday life. A
prehistoric hunter undoubtedly needed to observe and understand
various inputs from his environment to e�ciently hunt down prey
bigger and stronger than him, and not to become prey himself at
the same time. For many years, SA principles were used in everyday
life intuitively. However, the intuitive SA began insu�cient as the
technology improved, and the complexity of the world increased.
People had to start using SA consciously.

The origins of a concept that can be referred to as situational
awareness date back to World War I where Oswald Boelke realized
the importance ofgaining an awareness of the enemy before the
enemy gained a similar awareness and devise methods for accom-
plishing this[36]. After the World Wars, the concept of SA did not
receive too much attention in literature until the late 1980s [88].
The push came from the aviation domain, where the automation
systems were no longer optimized for human operation and even
overstepped the human's capability to keep track of the current
situation in some cases [83]. The idea of separation between the
human operator's understanding of system status and actual system
status emerged and became a crux of the de�nition of SA [97].

The conceptual basis SA had been cloudy before 1990. The main
theoretic foundations were laid during the last decade of the 20th
century. During the decade, underlying theoretical works were
published by Smith and Hancock (1995) [87], Endsley (1995) [29],
and Bedny and Meister (1999) [9]. Although SA was already con-
ceptually de�ned, it was still met with a fair amount of criticism
claiming that SA is atoo subjective phenomenon to be measured
objectively[83]. Hence, approaches to objective SA measurement
were introduced in a short time (e.g., in [27]), and researchers kept
their interest in the topic.

Since then, the application of the concept of SA has quickly
spread to other domains than aviation. The most prominent driver
of this widespread has been the technology. The complexity of sys-
tems and their dynamics and automation has increased rapidly due
to introduced technologies, such as IoT and ICS/SCADA systems.

The automation of these areas has moved an operator from an ac-
tive role of searching information in a decision process to a decision
maker that consumes information from systems and formulates his
decision using the information. SA is being introduced to various ar-
eas (power grids, strategic and tactical systems, medicine, and also
cyberspace) to ensure that an operator assesses a situation correctly
based on received data and can make an informed decision.

2.1.1 Definitions of SA.Three main de�nitions dominate the �eld
of situational awareness [88]. We mention all three de�nitions
with particular attention to Endsley's de�nition as her de�nition
is widely adopted in the literature and serves as a base ground for
further research in CSA. Detailed analysis of all three de�nitions
in the context of CSA can be found in [53].

Smith and Hancock proposed the perceptual cycle de�nition
in [88] that is suitable for explaining the dynamic aspect of SA,
such as how the momentary knowledge is updated and how the
search for information is initiated. The de�nition provides a high-
level overview of a person interacting with an environment. Bedny
and Meister [9] proposed the interactive sub-system de�nition that
is suitable when considering underlying functions and how they
interact [88]. This view focuses on the processes that are used by
an individual during situation assessment.

Endsley proposed the three-level model de�nition:Situational
Awareness is the perception of the elements in the environment within
a volume of time and space, the comprehension of their meaning and
the projection of their status in the near future.[26] De�nition of
SA by Endsley has been widely accepted and is used in a great
variety of functional areas, for example, in medicine or vehicle
operations [30]. Endsley apprehends SA as a state of knowledge
and distinguishes it from the processes used to achieve the state.
The de�nition consists of three ascending primary components
referred to aslevels(see Figure 1).

Figure 1: Three-level model (adapted from [29]) .

At the �rst level, the level of perception of the elements in the
environment, status attributes and dynamics of relevant attributes
of an environment are perceived [26]. The correct perception is
crucial for the outcome of SA. If the data obtained at this level are
biased, inaccurate, or misleading, the operator gains the notion of
the situation that does not comply with the real world state. With-
out the correct basic perception of relevant information, the odds
of forming an incorrect picture of the situation increases dramati-
cally [28]. No interpretation of the acquired data is performed at
this stage. All interpretation is left to the next level. This level is
intended to represent to initial reception of information in the raw
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