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Abstract—Supervised Capture the Flag games represent a 
popular method of practical hands-on training in cybersecu­
rity education. However, as cybersecurity training sessions are 
process-oriented, tutors have only a limited insight into what 
trainees are doing and how they deal with the tasks. From 
their perspective, it is necessary to have situational awareness, 
enabling them to identify and react to any issues during a 
training session as soon as they emerge. We propose a tool 
designed in collaboration with cybersecurity educators. Based 
on user requirements, we developed the Progress Visualization 
Tool, which provides educators with timely feedback through 
the session. More specifically, the tool informs educators of 
the training progression, helps identify the students who might 
struggle with their tasks, and reveals overall deviation from the 
schedule. We validated the tool through formative and summative 
qualitative in-lab evaluations. The participants appraised the 
impact on the training workflow and gave further insights 
regarding the tool. We discuss the insights and recommendations 
that arose from the evaluations as they could aid the design of 
future tools for supporting educators, not only of CTFs but also 
in other domains. 

Index Terms—cybersecurity education, hands-on training, sit­
uational awareness 

I . I N T R O D U C T I O N 

Higher-order thinking has become one of the essential skills 
for the 21 s t century. The best way to develop and enhance 
these abilities is through practical hands-on courses [21], [22]. 
In the cybersecurity domain, hands-on learning is primarily 
represented by Capture the Flag (CTF) games [7], [31], [36]. 
Michalewicz et al. [24] introduced a game-based learning 
method that uses puzzles as a metaphor for getting students to 
think about how to frame and solve unstructured problems. In 
IT education, the puzzle-based learning approach is prevalent 
for many years [14], [23], [37]. Multiple studies confirm 
the usefulness of puzzle-based learning also for cybersecurity 
education [6], [11], [15]. 

Hands-on cybersecurity training is often organized in so-
called cyber ranges [4], [8], [35]. The data and field observa-
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tions referenced in this paper were obtained during the training 
sessions in KYPO Cyber Range1 [38]. that we develop and 
operate since 2013. The Cyber Range is a cloud-based envi­
ronment providing features for the virtualization of computer 
systems and networks. It serves as a platform for practical 
training of various cybersecurity skills, including regular CTF 
courses for students of our university. 

CTF games can be organized in diverse ways. Popular are, 
for example, unsupervised online games where a trainee can 
access the game or interrupt it anytime. This paper, however, 
addresses blended CTF courses - tutored (or supervised) train­
ing sessions for small groups combining computer-supported 
learning activities with traditional face-to-face interaction. 

Typical training is organized for 15-20 participants who 
individually solve cybersecurity tasks (puzzles), e.g., scan the 
network, identify a server, find the server vulnerability, exploit 
it, and gain the root privileges. A successful solution yields 
a short string (called flag). Entering the flag in the dedicated 
field opens the next puzzle. Struggling trainees can take hints 
specific for each puzzle or see the correct solution when 
helpless. Time for solving all the tasks is usually limited 
to the class length (one or two hours). Tutors walk around 
and help trainees either on request or when they realize that 
someone significantly lacks behind (typically by quick peek 
at their displays or asking them directly). In the end, the 
scoreboard displays individual scores, and the tutors hold a 
short debriefing with the presentation of correct solutions. 

This kind of tutored CTF exercises become unexceptional 
in a formal cybersecurity education or professional training. 
However, a training session organization leads to cognitive and 
physical loads of tutors who overview the trainees' progress, 
need to recognize their difficulties and intervene in time. 
They also need to interact with trainees, make notes on their 
progress, and analyze them continuously in their heads. A l l of 
this makes teaching inefficient and error-prone. 

Moreover, hands-on cybersecurity training is process-
oriented. Other IT learning areas usually produce a tangible 
output that can be continuously checked, analyzed, and eval­
uated by the tutor, e.g., source code or results of unit tests 
in programming courses. On the contrary, during the CTF 
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Fig. 1. Progress Visualization Tool (PVT) serves as a visual overview of ongoing hands-on training session. The tutors can quickly identify outstanding 
situations that may require their intervention. The tool consists of four sections which provide complementary information: A - Timeline, B - Trainees, C -
Game Level Occupancy, and D - Detailed Timeline. 

training sessions, tutors have only a limited view of what 
trainees are doing in the computer network and how they deal 
with the tasks. These circumstances make run-time supervision 
even more needed, but difficult. 

In this paper, we present an interactive tool that captures 
and visualizes the progress of a CTF training session from 
only limited gameplay events in a way that helps tutors to 
gain insight into the training progress and manage the session 
efficiently. 

I I . R E L A T E D W O R K 

According to the classification provided by Oslejsek et 
al. [25], this paper addresses situation awareness of organiz­
ing participants (tutors). Using information technologies in 
blended cybersecurity courses enables us to collect the data 
that can be used by tutors for more targeted support during 
the training sessions. However, the design and deployment 
of efficient support tools remain a challenging problem [27]. 
Also, Macfadyen and Dawson [19] confirm the need for 
insight exceeding simple summative feedback to provide more 
focused and timely interventions. Our tool aims to fill the 
gap in providing real-time situational awareness for tutors of 
supervised CTF training sessions. 

Govaerts et al. [12], [13] proposed a general-purpose web-
based environment for the visualization of Moodle activities 
to increase awareness and support self-reflection. Deeb and 
Hickey [9] utilize data of the web-based problem-solving 
learning environment to monitor students' performance in 
large classes. Their classroom orchestration tool allows tutors 
to monitor learners' progress on the given problem and visu­
alizes equivalence classes and probabilities of transitions be­
tween incorrect attempts. However, these approaches address 

post-training feedback, which is important for situation aware­
ness across multiple learning sessions. Our research focuses 
on efficient real-time support during a single training session 
when both students and tutors work under time pressure. 

Holstein et al. [17] present a set of challenges for real­
time teacher support systems. Despite the focus on K-12 
math teachers, the challenges are valid in other areas as well. 
The challenges relevant for our scope address teachers' needs 
to maintain control of their classrooms, and their desires 
to receive analytics informing them about their students' 
learning. In their later work, Holstein et al. [16] addressed 
some of their challenges through an augmented reality system 
where teachers are wearing smart glasses that help them with 
personalized learning in classrooms. 

A framework for real-time situation awareness based on 
interactive visualizations can be found in [20]. Their TrAVis 
system offers tools to monitor an individual or a group of 
students through the course and communication activities. The 
system is generic, supporting the whole analytical workflow 
and diverse data sources. The visual tools focus on many 
aspects, e.g., social, cognitive, and behavioral. On the contrary, 
our approach benefits from restricted application domain -
a puzzle-based cybersecurity training, to provide a compact 
preview of the only aspects that may be significant for the 
educator's decisions at the moment. 

Visual tools supporting the learning of low-level cyberse­
curity concepts can be found in the literature as well. These 
works focus on AES encryption and decryption [18] or access 
control models [33], [34], for instance. Their visual feedback 
helps the students to understand the taught concepts through 
a graphical interpretation, while the tutors can utilize them to 



assign exercises, quizzes, or to verify the students' results via 
a test report system. Our approach addresses any cybersecurity 
training content organized in the form of a CTF game. 

The CyberPetri [2] is a prototype system for achieving 
situational awareness during cyber defense exercises. This 
work shares similar goals - providing real-time situation 
awareness for cybersecurity training. However, cyber defense 
exercises represent hands-on training based on group work, 
which is different from puzzle-based CTF games. Therefore, 
it cannot be directly used in the context of our work. 

We address the lack of real-time support tools for tutors of 
the Capture the Flag games through the Progress Visualization 
Tool (PVT). The PVT enables real-time insight into students' 
behavior during the sessions and supports educators in manag­
ing the course progression and providing timely and focused 
guidance to the students. 

III. F U N C T I O N A L R E Q U I R E M E N T S A N D D A T A 
A B S T R A C T I O N 

We design the tool iteratively, guided by the design study 
methodology framework [30]. During the project, we closely 
collaborated with the cybersecurity educators from our uni­
versity, who are also the target users. After initial interviews 
with three of them and field observations during the training 
sessions, we gathered the user requirements and analyzed the 
input data. 

A. Functional Requirements 

The interviews and field observations revealed that tutors 
would benefit from the better session timing foresight and 
seeing how the trainees perform. They require a glimpse of 
trainees' activities and performance to identify those who act 
unexpectedly or require assistance, without the need to disturb 
others. On the other hand, trainees' scores or their detailed 
assessment is unimportant at that moment. We formulated their 
needs during the training session on two primary functional 
requirements: 

R l - Training schedule overview: The tutors should 
overview the general situation of the training quickly. Espe­
cially time needed to finish the training (comparing it with 
the planned schedule) is important for the tutors to intervene 
in time. The tool should also provide a real-time overview of 
the training session, the expected duration of the training, the 
number of trainees in each level, and individual progress for 
all trainees. 

R2 - Identification of at-risk trainees: Tutors should 
identify those who are behind the schedule or struggling with 
the puzzle at some level (e.g., entering multiple wrong flags, 
prolonged inactivity). The tool should display details of the 
actions performed by a trainee on-demand and enable the 
trainees' filtering based on their training duration and status. 

B. Data Abstraction 

We further identified two datasets used and generated during 
the training sessions that we can use as input sources: a 
training scenario and trainees' events. 

The training scenario defines the content. It contains a 
background story, puzzle assignments (cybersecurity tasks), 
hints, hint penalties, solutions, solution penalties, correct flags, 
flag score points, and level time limits. 

The trainees' events are automatically generated and stored 
when trainees play the game. Example events are: training 
started, training ended, level started, level ended, correct flag 
entered, the wrong flag entered, hint taken, solution taken. 
Each event contains a standard set of attributes (timestamp, 
event type, training description ID, training session ID, user 
ID). Three event types (a wrong flag entered, a hint used, a 
solution displayed) also contain specific attributes - a wrong 
flag string and penalty points, respectively. 

IV. P R O G R E S S V I S U A L I Z A T I O N T O O L D E S I G N 

Based on the requirements analysis, we iteratively de­
signed the tool. Further, we present its final design. The 
prototype, implemented using Angular and D3.js library, is 
available at https://www.radek-oslejsek.cz/download/iV2021/ 
together with other supplemental materials. 

The Progress Visualization Tool (PVT) is a single-page 
application organized into four horizontal sections (Figure 1: 
timeline, trainees, game level occupancy, and detailed time­
line). From top to bottom, each level adds more details to the 
upper ones. 

A. Timeline 

The timeline section (Figure 1 - A) overviews a general 
timing in real-time (Rl). The bold part (on the left) represents 
the elapsed time, while the arrow indicates the planned end of 
the training. Its position is updated regularly since the situation 
changes over time, and the training session might exceed the 
estimated schedule. The segment of the timeline right to the 
arrow denotes the estimated session overtime. The current 
estimated end time is displayed on the upper right side as a 
wall-clock time, while below there is the number of remaining 
minutes. Therefore, a tutor can quickly check how much time 
is left and detect the plan's deviation. 

B. Trainees 

The interactive list of trainees (Figure 1 - B) helps tutors 
to see the status of all the participants (Rl) and indicates 
those who need their attention quickly (R2). Tutors can display 
either trainees' names or avatars. Unique, auto-generated, im­
mutable avatars provide visual identities alike profile pictures 
on community portals. The avatar is also displayed on trainees' 
user interface so the tutors, while walking around during the 
session, can easily connect avatars with them even if they do 
not know their names. 

Until the trainees join the training session, their avatars 
are marked as "N/A". A circular outline marks the selected 
trainees whose details are displayed in the D E T A I L E D T I M E ­
L I N E section below. A red exclamation mark indicates that 
the trainee needs the tutor's attention. Currently, it notifies on 
three situations: being behind schedule for the current level by 
more than half of the estimated level duration, taking all level 
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hints, submitting five or more wrong flags. A tooltip shows 
which situation(s) occurred on mouseover. New notifications 
for other states can be implemented if needed (e.g., a long 
period of inactivity without taking any hints). 

C. Game Level Occupancy 

Arranged in a horizontal list, the game level occupancy sec­
tion (Figure 1 - C) provides another degree of awareness for 
Rl . It helps tutors to indicate possible latecomers based on the 
presence of trainees in levels. By clicking the level occupancy, 
the tutor filters out all the trainees but those currently playing 
the level from the lower D E T A I L E D T I M E L I N E . A mouseover 
pop-up displays the level name and respective correct flag. 

D. Detailed Timeline 

The last section provides a detailed view of the trainees' 
progressions and activities in a compact and uncluttered way. 
The detailed timeline (Figure 1 - D) resembles stacked bar 
charts where each row corresponds to one trainee's data. 
Segments represent training levels and encompass related 
game events. A black vertical line indicates the elapsed time. 

0:00 00:05:00 00:10:00 

Fig. 2. A detailed timeline with aggregated events and details shown on 
demand. 

As the training advances, the bars grow and display the 
trainees' current state and activities. The striped segments 
represent the scheduled time frame of the ongoing and follow­
ing levels to promote R l from another perspective. Moreover, 
each trainee's current level has a specific color related to the 
fulfillment of the level's schedule. The color changes from 
green to orange when being over an estimated level time and 
to red when exceeding the estimate 1.5 times. Once finished, 
the level section becomes gray. This behavior highlights only 
relevant information and identifies the trainees who struggle 
with the current task (R2). 

To indicate the training events related to individual levels, 
we use glyphs inside the segments (Figure 2) indicating three 
situations: submission of wrong flags (displayed as a flag), 
taken hints (circles), and displayed solutions (checkmarks). A 
mouseover pop-ups a tooltip with additional information. 

Events of the same type occurring in a short time can 
indicate trainees in trouble (R2). A typical situation is when 
a trainee attempts to guess the flag continuously. The visu­
alization aggregates these events showing their count inside. 
The aggregation helps to unclutter the timeline and emphasize 
areas to which the tutor should pay attention. Long spans 

of trainee's inactivity can also indicate trouble in solving the 
puzzles. The tutor can always zoom in to expand the timeline 
visually. 

V. D E S I G N D E C I S I O N S 

When designing the PVT, we put emphasis on using the sit­
uation awareness design principles specified by Endsley [10]. 
We primarily draw attention to eight principles that are relevant 
to the purpose of the application and features of available data. 

Organize information around goals: The PVT consists of 
four mutually connected segments. Segment (A) provides 
tutors with an overview of the overall training schedule, 
while segments (B)-(D) primarily allow tutors to identify at-
risk trainees at various levels of detail and from different 
perspectives. 

Present derived information directly to support comprehen­
sion: Many derived pieces of information that are key for 
decision making of tutors are provided directly, e.g., trainees 
in troubles are explicitly highlighted, the remaining time of 
the session is estimated and updated regularly. 

Provide assistance for data projections: Features like colors 
of levels changed dynamically with respect to the schedule of 
the training help tutors to project future development of the 
training session (multiple red levels, for instance, can indicate 
trouble in complying with the time reserved for the training 
session). 

Support global situation awareness: The PVT is a compact 
application providing a complete overview of the situation 
on a single standard FullHD screen. No pop-ups or multiple 
windows are used. 

Support trade-offs between goal-driven and data-driven 
processing. Initially, tutors see a global overview of the situa­
tion. Exclamation marks indicate situations worth investigating 
and thus provide attentional narrowing (top-down processing). 
However, a tutor can decide to process the situation bottom-
up. Detailed information of all trainees can be displayed to let 
the tutor choose a new investigation goal according to their 
specific walkthroughs. 

Make critical cues for schema activation salient: Two 
critical cues, i.e., trainees in trouble and the delay compared to 
schedule, are explicitly indicated and highlighted in the tool. 
These cues usually force tutors to act, either help a particular 
trainee or give general hints or explanation to the whole study 
group. 

Use information filtering carefully: The filtering rules have 
been chosen with respect to the importance of the information 
for runtime decisions making in training programs. For exam­
ple, values of submitted flags are hidden, remaining available 
as tool-tips on demand. 

Explicitly identify missing information: Trainees who did 
not start yet (their data are not available) are displayed to 
tutors so that they can identify missing participants or users 
with technical difficulties. The tutors can also spot trainees' 
inactivity from the D E T A I L E D T I M E L I N E section. 



VI. E V A L U A T I O N 

We conducted two qualitative user studies. We created 
the early prototype and performed a qualitative formative 
evaluation with five collaborating cybersecurity educators and 
one student familiar with the CTF games. Our goal was 
to assess the usability and usefulness of the visualization, 
gather feedback on how the tool fulfills the two requirements, 
and identify possible refinements for the next design process 
iteration. 

We then added new features and redesigned the user in­
terface of the tool based on received feedback. A qualitative 
summative evaluation with eight participants served us for the 
validation of the final design. 

A. Participants 
The target users of the PVT are domain experts with 

necessary background knowledge (e.g., terminology, game 
design). We thus recruited five cybersecurity educators and 
three students who passed the CTF design course taught 
at our university. The educators also organize university 
courses, training events for practitioners, or both. The students 
represent novice users familiar with the cybersecurity CTF 
games and their basic concepts. They also have hands-on 
experience with their design. Note that P1-P3 participated 
during the requirements analysis stage, and P5 co-authored the 
training scenario of the dataset we used during the summative 
evaluation. Also, P7 and P8 participated only in the summative 
evaluation. The average age of the participants was 27.6 years 
(SD=4.1), and the average teaching experience was 4.8 years 
(P1-P5 only). 

B. Procedure 
The procedure was the same for both formative and sum­

mative evaluation. We held the formative evaluation sessions 
in person. The experimenter took notes and audio recorded the 
participants' opinions and thoughts. The summative evaluation 
was, due to the pandemic situation, conducted online using 
Google Meet, which we also used to record audio and screen. 
The sessions lasted 40-60 minutes and had three parts. 

In the introductory part, the experimenter explained the eval­
uation procedure, and the participant consented and filled the 
demography questionnaire. The experimenter then presented 
the tool, and the participant spent 2-3 minutes familiarizing 
with it using dummy data. 

Next, the experimenter introduced the two tasks addressing 
requirements R l and R2: 

• 77: Identify trainees in trouble, make an assumption of 
their cause, and conceive your reaction. 

• T2: Identify problems that can influence the overall 
training session duration. What is their cause, and what 
would be your reaction? 

During the main part, the participant was asked to think 
aloud and comment on the current situation and suggest the 
(re)actions. We used the real datasets and integrated a re­
play feature to visualize the trainees' activity dynamically. 
We also sped-up the re-play timing ten times to reduce the 

study session's overall length and mimic the situations when 
the tutor does not pay full attention to the tool. Even so, 
the participants were able to follow the situation without any 
problems. 

Finally, the participant filled the usability questionnaires 
and debriefed on final thoughts and feature requests. We 
chose the SUS - System Usability Scale [28] and the SEQ 
- Simple Ease Question [29], two widely used questionnaires 
for measuring various products' usability. The former is a de 
facto standard method for assessing the usability of various 
tools or systems. The latter helps to quantify the usability 
of individual tasks.The SEQ is also considered as a powerful 
measure when the number of participants is low and for tasks 
that are too complex for metrics like task duration time or 
completion rate [29]. 

C. Datasets 
We used three datasets from real training sessions in the 

main part. DS1 and DS2 were used in the formative evaluation, 
DS3 in the summative one. A l l the datasets contain various 
actions observable during training sessions (e.g., guessing 
the correct flag, prolonged inactivity, varying performance of 
trainees). 

DS1 was from the tutorial on computer forensic skills 
and consists of six game levels. The goal is to identify and 
examine malicious software running in the computer system. 
The trainees learn how to identify a suspicious application, 
dissect its executable, and process memory. The session had 
16 trainees and lasted 55 minutes. It generated 374 events. 
DS2 was an attack-oriented training scenario that consists of 
four game levels with the following puzzles: exploit server 
vulnerability, gain the root privileges, access a protected data 
file, and cover the traces after the attack. Six trainees partic­
ipated in this session and generated 146 events. This training 
took 90 minutes. DS3 uses data from a training session held 
as the introductory lecture of the CTF game design course. It 
is an attack-oriented four-level training scenario analogous to 
DS2. In this case, nine trainees generated 281 events during 
the session lasting 110 minutes. 

We provide DS3 in the supplemental material. The dataset 
consists of the anonymized2 training scenario data (description 
of the tasks, scoring, etc.) and events generated by trainees as 
described in Section III-B. DS1 and DS2 cannot be published 
due to content protection policies. 

D. Results 
The participants performed without struggles. Their im­

mediate feedback was very positive. Further, we present the 
evaluation outcomes, and findings resulted from an inductive 
qualitative analysis [32] of the recordings. 

PVT is easy to learn and offers a great user experience. 
The SUS score increased from 79.2 in the formative evaluation 
to 87.8 in the final summative evaluation (i.e., an excellent 
rating according to the adjective ratings [3]). Moreover, low 

2 We replaced hints and solutions with dummy texts and modified correct 
flags. 



scores of the questions "I think that I would need the support 
of a technical person to be able to use this product" and "I 
needed to learn many things before I could get going with this 
product" can be interpreted as good learnability [28]. The SEQ 
score medians were 6.5 (77) and 5.5 (72) in both evaluations, 
suggesting that the PVT provides good support for the two 
typical tutors' tasks. 

PVT streamlines the workflow and reduces the time 
needed to gain situational awareness. A l l the participants 
were checking the notifications frequently, as they "immedi­
ately indicate that something is going on" (P5). An additional 
look on the D E T A I L E D T I M E L I N E gave them further context 
necessary for the suggested action. We also observed extensive 
use of level filters providing necessary selection and enable 
comparison of players at the same level. The participants 
either went through the levels to quickly overview whether 
someone is overdue or focused only on the slowest trainees. 
They usually continued with the detailed inspection of trainees 
in D E T A I L E D T I M E L I N E . 

PVT provides an early indication of the potential delay. 
The participants were well-informed on the current training 
session delay even though they checked the timeline (Figure 1 
- A) spontaneously. However, we noticed that the main trigger 
for intentional time control was trainees overdue indicated by 
orange/red color in the D E T A I L E D T I M E L I N E . PI expressed 
that "[it] is the main feature that helps prevent training 
session delay." Whenever participants found out that one or 
more trainees are overdue with the current level, their typical 
reaction was that those trainees should immediately take 
some hints (when orange) or solutions (when red). Moreover, 
the growing portion of displayed orange (or red) color also 
increased the urgency for a reaction. We also noted that 
when more trainees were delayed at the same level, some 
participants (P2—P4) tried to figure out if there is some 
common problem or several unrelated ones. 

PVT supports the decision-making process. Tutors tend 
to focus on the slowest trainees since they cause the training 
delay frequently. The presence or absence and distribution of 
glyphs on the timeline provide necessary input for the decision 
process leading to more focused advice. For example, P3 
remarked "I clearly see that these trainees don't take hints and 
are running late, so I would advise them to do so immediately 
...and here is a bit of frustration since the player took all 
the hints at the very beginning in the last two levels"). P4 
advocated the aggregation of the same events by saying "the 
aggregation of multiple flags is also good; it shows me whether 
the trainee tries to guess the flag or struggles with the correct 
format of the string." 

Gaps and drawbacks. We observed no strong preference 
for neither the avatar nor the textual representation of trainees. 
P3 remarked that "the avatars are useful" while PI and 
P7 would appreciate displaying avatar with the name/ID. 
The participants also suggested minor improvements such as 
adding the markers for the expected duration of each level to 
the timeline (P5) or enable "to mark notifications as read" (PI, 
P3). The green-orange-red coloring highlights only the current 

level. Especially in the late phase of the training session, 
multiple trainees were delayed but in different game levels. 
PI and P3 remarked that "it is uneasy to identify in which 
level trainees are." Nevertheless, the participants used the level 
filters to overcome the issue without hesitation. 

VII. D I S C U S S I O N 

Without the PVT, tutors maintained situational awareness 
in their heads. They were dependent on time-consuming and 
inefficient written notes and physical observations (literally 
by "looking over trainees' shoulders"). Advice to individuals 
was rare and usually only on trainees' requests since they 
mostly advised the whole group. Our approach reduces tutors' 
cognitive and physical demands and provides them timely 
insight into the training session. 

Further, we present the study limitations and propose impli­
cations for designing similar tools. We also discuss how such 
tools can be generalized to related IT courses. 

A. Study Limitations 

Both user studies had two main limitations to the external 
validity: the low number of participants and the simulated 
execution of the training sessions instead of the ex-situ field 
evaluation. 

To ensure the evaluation's ecological validity, we needed 
users with practical experience with organizing hands-on train­
ing sessions and knowledge of cybersecurity education. These 
demands notably restrict our choice of suitable candidates. 
Our collaborating cybersecurity educators are, no doubt, the 
primary users of the developed tools. Therefore, they provided 
relevant feedback, which will serve as a source for our further 
thoughts on both tools' improvements. 

Hands-on training events are not organized frequently at 
a scale suitable for proper field evaluation, especially during 
the last year due to the pandemic situation. Therefore, we 
decided to realize the in-lab studies using real-world datasets 
to emulate the real conditions instead. 

B. Generalization to Related Courses 

A big effort has been made in the past to conceptualize 
data mining and digital assessment for serious games so 
that generic learning analytics principles can be researched 
and applied regardless of the specific game content [1], [5], 
[26]. Our solution deals with event logs and the score-based 
assessment that represent broadly used types of telemetry and 
evaluation data for serious games. 

If we look closely at the information we used, it is a quadru­
ple: timestamp, the ID of the trainee, type of event, content 
(arbitrary). Even basic logging can provide sufficient data, and 
the level of detail depends mostly on the expressiveness of the 
content component. 

Consider the university programming course as another 
application area, for instance. The tutors often streamline the 
tasks' evaluation via automated compilation and validation 
against predefined unit tests and datasets. What can be logged 
are: summary of code diffs, compiler error logs, and output of 



the automated tests. Visualizing these events on the timelines 
(one per each student) or doing further text analysis of the 
code can be as valuable as our analogy with the cybersecurity 
C T F games. 

Therefore, we believe that our approach can also be applied 
in other areas where hands-on training becomes a common 
practice. 

C. Design Implications 

During the project, we gradually learned more about what 
kind of information tutors would like to display and how they 
want to interact with them. In addition to the identification of 
typical tasks and user requirements, we elicited three design 
implications for similar tutor supporting tools: 

• Intuitiveness over complexity. The tool should be intuitive 
and easy to use, not to divert tutors' attention from the 
class. The tutors' main goal is to guide the trainees, 
interact with them, and intervene if necessary. 

• Notifications. Identification and highlighting of notable 
events (e.g., exceeded estimated level duration, too many 
wrong attempts) were among the most appreciated fea­
tures in PVT. Notifications are a convenient method to 
attract tutors' attention. 

• Sorting and filtering. Based on real usage scenarios, the 
tool should provide sorting and filtering options so that 
tutors can quickly focus on a particular issue. 

VIII. C O N C L U S I O N A N D F U T U R E W O R K 

The support tools for tutors' assistance during a training 
session are mostly unexplored. Our work addresses only a 
small part of this broad research area. We introduced the 
Progress Visualization Tool that improves the tutors' insight 
during the hands-on cybersecurity training sessions and helps 
them in more targeted feedback to individuals. The verbal 
feedback from user study participants and the results of 
usability questionnaires validated our design decisions and 
confirmed that the tool addresses the elicited requirements. 

The PVT has been designed for on-site training. However, 
the tool has been used successfully also for the training 
sessions held remotely due to the COVID-19 pandemic. It 
would be virtually impossible to organize supervised CTF 
sessions online without the runtime insight into the trainees' 
actions provided by the PVT. 
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