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Problem Statement

Training input constraints
m High diversity of participants
m Different types of events
m Arbitrary participants (students or professionals) for the same training instance

Training output implications
m High failure rate (around 50%)

m Reduced training experience
m Reduced learning outcomes
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Goal of the Paper

Design a training format and model that assigns suitable tasks for each participant
based on their knowledge and skills.

Expectations
m Increased learning efficiency
m Increased learning experience
m Decreased training failure rate
m The same training can be used for a wider audience
m Participants finish the training in an allocated time
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Training Format Design

Current format
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Proposed format

NN NN
@g ?? ??@

m Ais pre-training assessment, T is a task x, Q is a post-training questionnaire, and Pp is
a phase decision node
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Model Design - Collected Metrics From Participants
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Model Design - Model

m The model uses defined metrics to evaluate the participants’ performance and to

assign a suitable task
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Setting Up the Model in the KYPO Learning Platform
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Model Limitations

m The students’ performance in a phase is evaluated in the same way in all tasks
m The observed metrics are binary
m The participants go through the training phase by phase

m It relies on the defined metrics (however, it can be enhanced or modified easily)
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Model Evaluation - Case Study

m Context and participants

m 24 participants (split among three events)
m University and professional learners

m Learning environment

m KYPO Cyber Range Platform
m See our FIE’21 paper Scalable Learning Environments for Teaching Cybersecurity Hands-on
https://muni.cz/en/research/publications/1783808

m Adaptive training instance
m Linux tools, port scanning, secure shell, secure copy, and cracking ZIP files
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Case Study Results

m Results from post-training questionnaire:

m Participants reported that the training difficulty was adequate
m 88% of the participants finished the training without taking a solution

m Participants’ transitions through the training

P1T1 (21)

P1T3 (3)

P2T1 (18)

[ ] P2T3 (4)
_1P2T2 (2)

P3T1 (18)

P3T2 (6)

PAT1 (18) P5T1 (21)

P4T2 (6) P5T2 3)

Pavel Seda et al. « Reinforcing Cybersecurity Hands-on Training With Adaptive Learning  October 2021 @ FIE’21 conference

11/14



Recommendations for Instructors

m The pre-training assessment questionnaire should be simple and brief
m Adjust the weights in the model carefully
m Design at least three tasks for each phase

m Allocate more time for participants to complete the base phases than you expect
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Conclusion

Traditional approach
m Difficult to accomplish training outcomes for a wider audience
m High failure rate

Research to practice - adaptive training instances
m Proposed model for cybersecurity adaptive training
m Improved participants’ experience
m Decreased training failure rate
m Training instances can attract wider audience

Ongoing work
m Verification of the model with a larger amount of training instances and events
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Stay in Touch

Get notified about the upcoming follow-up papers on the adaptiveness of cybersecurity
training.

https://twitter.com/cybersecmuni

Thank you! Questions and feedback are welcome.

You can also e-mail me at seda@gfi.muni.cz.
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