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N2  - Digitalization has increased the significance of cybersecurity within the current highly interconnected society. The number and complexity of different cyber-attacks as well as other malicious activities has increased during the last decade and affected the efforts needed to maintain a sufficient level of cyber resilience in organisations. Due to Industry 4.0 and the advanced use of IT and OT technologies and the adaptation of IoT devices, sensors, AI technology, etc., cybersecurity can no longer considered to be taken lightly when trying to gain a competitive advantage in business. When transferring from traditional reactive cybersecurity measures to proactive cyber resilience, cyber ranges are considered a particularly useful tool for keeping the organisation in the game. With their background in defence research (e.g., DARPA NCP in 2008), cyber ranges are defined as interactive simulated platforms representing networks, systems, tools, and/or applications in a safe, legal environment that can be used for developing cyber skills or testing products and services. Cyber ranges can be considered vital in facilitating and fostering cybersecurity training, certification, and general education. Despite the definition, cyber ranges seem to be only used by military or so-called “technical people” when quite a few more organisations could benefit from them. This article attempts to reveal the secrets behind cyber ranges and their use focusing on suitable target environments, common functions, and use cases. Our main objective is to identify a classification of cyber ranges and skills related to these diverse types of ranges. We emphasise the cyber resilience of any type of organisation that demands the use of cyber range type of training. Different training scenarios improve different sets of organisational skills. The article is based on an extensive survey on cyber ranges, their use, and technical capabilities that was conducted in CyberSec4Europe project.
ER  - 



				PÄIJÄNEN, Jani, Karo SAHARINEN, Jarno SALONEN, Tuomo SIPOLA, Jan VYKOPAL a Tero KOKKONEN. Cyber Range: Preparing for Crisis or Something Just for Technical People? In \textit{Proceeding of the 20th European Conference on Cyber Warfare and Security (ECCWS 2021)}. Reading, UK: Academic Conferences International Limited. s.~322-330. ISBN~978-1-912764-99-0. 2021.

				



			Základní údaje
	Originální název	Cyber Range: Preparing for Crisis or Something Just for Technical People?
	Autoři	PÄIJÄNEN, Jani, Karo SAHARINEN, Jarno SALONEN, Tuomo SIPOLA, Jan VYKOPAL (203 Česká republika, garant, domácí) a Tero KOKKONEN.
	Vydání	 Reading, UK, Proceeding of the 20th European Conference on Cyber Warfare and Security (ECCWS 2021), od s. 322-330, 9 s. 2021. 
	Nakladatel	Academic Conferences International Limited


			Další údaje
	Originální jazyk	angličtina
	Typ výsledku	Kapitola resp. kapitoly v odborné knize
	Obor	10201 Computer sciences, information science, bioinformatics
	Stát vydavatele	Velká Británie a Severní Irsko
	Utajení	není předmětem státního či obchodního tajemství
	Forma vydání	elektronická verze "online"
	Kód RIV	RIV/00216224:14610/21:00122015
	Organizační jednotka	Ústav výpočetní techniky
	ISBN	978-1-912764-99-0
	Klíčová slova anglicky	cyber range; cyber resilience; cyber training; organisational skills; cybersecurity
	Příznaky	Mezinárodní význam, Recenzováno
	Změnil	Změnil: doc. RNDr. Jan Vykopal, Ph.D., učo 98724. Změněno: 16. 5. 2022 17:15.

	Anotace
	Digitalization has increased the significance of cybersecurity within the current highly interconnected society. The number and complexity of different cyber-attacks as well as other malicious activities has increased during the last decade and affected the efforts needed to maintain a sufficient level of cyber resilience in organisations. Due to Industry 4.0 and the advanced use of IT and OT technologies and the adaptation of IoT devices, sensors, AI technology, etc., cybersecurity can no longer considered to be taken lightly when trying to gain a competitive advantage in business. When transferring from traditional reactive cybersecurity measures to proactive cyber resilience, cyber ranges are considered a particularly useful tool for keeping the organisation in the game. With their background in defence research (e.g., DARPA NCP in 2008), cyber ranges are defined as interactive simulated platforms representing networks, systems, tools, and/or applications in a safe, legal environment that can be used for developing cyber skills or testing products and services. Cyber ranges can be considered vital in facilitating and fostering cybersecurity training, certification, and general education. Despite the definition, cyber ranges seem to be only used by military or so-called “technical people” when quite a few more organisations could benefit from them. This article attempts to reveal the secrets behind cyber ranges and their use focusing on suitable target environments, common functions, and use cases. Our main objective is to identify a classification of cyber ranges and skills related to these diverse types of ranges. We emphasise the cyber resilience of any type of organisation that demands the use of cyber range type of training. Different training scenarios improve different sets of organisational skills. The article is based on an extensive survey on cyber ranges, their use, and technical capabilities that was conducted in CyberSec4Europe project.


					Návaznosti
	EF16_019/0000822, projekt VaV	Název: Centrum excelence pro kyberkriminalitu, kyberbezpečnost a ochranu kritických informačních infrastruktur


			


VytisknoutZobrazeno: 10. 4. 2024 14:17



		
		
			
	
		

	Další aplikace

		Publikace
	Informační systém





	

	
		
			
	IS MU
	
		Informační systém Masarykovy univerzity
		
			Více o IS MU, provozuje Fakulta informatiky MU
		

		
	




	
	Potřebujete poradit?
	istech[image: (zavináč/atsign)]fi[image: (tečka/dot)]muni[image: (tečka/dot)]cz


	
		Nápověda
	

	
		
			
				
			

		

	




	
		10. 4. 2024 | 14:17
		Aktuální datum a čas
	

	
	
	Použití cookiesPřístupnost





			

			

		

		
			Nahoru
		
	

		

	










