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Motivation

• Web traffic is currently mostly encrypted

• Analysis of encrypted traffic is inaccurate and costly

– Unecrypted handshakes

– Statistical features

– Reencryption proxies

• Enrich network monitoring by data from host-based
monitoring
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Host-Based and Network Monitoring I
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Host-Based and Network Monitoring II
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Benefits and Restrictions
• Benefits of event-flow correlation

• Enrichment of encrypted network traffic monitoring

• Consistency check for event logs

• Improvement of situational awareness for incident handlers

• Restrictions of event-flow correlation
• Time synchronization of monitoring infrastructure

• Monitoring of custom features necessary

• Usable only for „internal“ web services
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Research Topic
• Correlation of the HTTPS events and network flows

• Research questions
• How accurately can be events recorded on a web server correlated to the 

network flows that caused them?

• What impact will future web traffic encryption technologies have on the 
accuracy of the correlation process?
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Common Features
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Correlation Methods

• Four methods based on different sets of common features:

• All-params – for TLS 1.2 encrypted flows

• No-sni – TLS 1.3 and QUIC encrypted flows

• No-port – environment does not allow custom features monitoring

• No-port-sni – scenario with the least available data
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Dataset
• Seven days of web traffic from a large campus network

• Approximately 3 000 000 flows and 6 000 000 events

• TLS 1.2 network flows and Windows Server events

• All devices time-synchronized with millisecond precision

• Webservers unable to log client port disqualified

• Dataset and all tools are public
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Evaluation
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Conclusion
• Event-flow correlation may enrich encrypted web traffic monitoring 

with content and client data

• How accurately can be events recorded on a web server correlated to 
the network flows that caused them?
• Event-flow correlation is suitable if client port can be monitored

• What impact will future web traffic encryption technologies have on 
the accuracy of the correlation process?
• Lack of SNI in TLS 1.3 and QUIC has only marginal effect on correlation

accuracy
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