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THE CASE FOR AUTONOMOUS CYBERSECURITY

e (CYBERSECURITY IS DYNAMIC, EVOLVING, AND EXPANDING DOMAIN
e TRAINING OF CYBERSECURITY EXPERTS TAKES YEARS UP FRONT AND MUST BE UPDATED
o EXPERTS ARE EXPENSIVE AND THEIR SUPPLY IS LIMITED

e TECHNOLOGY (AND POTENTIAL ATTACK VECTORS) ARE PROLIFERATING EVERYWHERE

e WOULDN'T IT BE NICE TO HAVE CYBERSECURITY DECISIONS AND OPERATION GUARANTEED
24/7, WITH RAPID RESPONSE AND CONSTANT UPDATING?



CYBERSECURITY
AND THE ARMY

e HYBRID WARFARE IS THE NORM

e TECHNOLOGY, COMMUNICATION,
(SEMI) AUTONOMOUS PLATFORMS
PROVIDE ENORMOUS TACTICAL
ADVANTAGE

e COTS SW AND HW ARE BEING
INTEGRATED

e |INTERNET OF BATTLE THINGS

 NEW ATTACK VECTORS ARE
EMERGING




THE CASE AGAINST AUTONOMOUS CYBERSECURITY
(ESPECIALLY IN THE ARMY)

e ONLY A LIMITED KNOWLEDGE, WHY DECISIONS WERE MADE
e NO CERTIFICATION, NO LIABILITY

» BATTLEFIELD CONDITIONS REQUIRE CREATIVITY

e A LOT OF ONE-OFF LEARNING SITUATIONS



THE CURRENT STATE OF Al IN CYBERSECURITY
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CYBERSECURITY AND Al'IN THE ARMY RESEARCH

e |ST-ET-109: ORCHESTRATION AND SCALABILITY OF AI-DRIVEN SYSTEMS

e |ST-ET-112: MACHINE LEARNING ECOSYSTEM FOR THE RAPID RESEARCH, DEVELOPMENT, AND
DEPLOYMENT OF ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING CAPABILITIES

« IST-190: Al, ML AND BD FOR HYBRID MILITARY OPERATIONS

« |ST-183: DEEP MACHINE LEARNING FOR CYBER DEFENSE

o |ST-169: ROBUSTNESS AND ACCOUNTABILITY IN MACHINE LEARNING SYSTEMS

e |ST-163: DEEP MACHINE LEARNING FOR CYBER DEFENSE

e [ST-164: SECURING UNMANNED AND AUTONOMOUS VEHICLES FOR MISSION ASSURANCE

o |ST-152: INTELLIGENT, AUTONOMOUS AND TRUSTED AGENTS FOR CYBER DEFENSE AND RESILIENCE



IST-152: INTELLIGENT, AUTONOMOUS AND TRUSTED
AGENTS FOR CYBER DEFENSE AND RESILIENCE

 MEMBERS OF 11 NATIONS
» RESEARCH OF THE STATE OF THE ART

e ASSESSMENT OF POTENTIAL METHODOLOGICAL AND TECHNICAL APPROACHES FOR CYBER DEFENSE
OF C4ISR

e DEVELOPMENT OF REFERENCE ARCHITECTURE AND A ROAD MAP

e HTTPS://ARXIV.ORG/FTP/ARXIV/PAPERS/1804/1804.07/646.PDF
o HITTPS://ARXIV.ORG/FTP/ARXIV/PAPERS/1803/1803.10664.PDF



https://arxiv.org/ftp/arxiv/papers/1804/1804.07646.pdf
https://arxiv.org/ftp/arxiv/papers/1803/1803.10664.pdf
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AICA-IWG

 FOLLOW-UP TO IST-152

* [NDUSTRY & ACADEMIA

* ADDRESSING OF RESEARCH PROBLEMS

* DEVELOPMENT OF SUPPLEMENTAL TECHNOLOGIES

« DEVELOPMENT OF AUTONOMOUS CYBERSECURITY PROTOTYPES

e HTTPS://WWW.AICA-IWG.ORG/



https://www.aica-iwg.org/

PROTOTYPE DEVELOPMENT

e ORDERED BY NATO NCIA (HTTPS://WWW .NCIA NATO.INT/)

* SMALL-SCALE IMPLEMENTATION OF REFERENCE ARCHITECTURE

o GOAL: IMPLEMENTATION OF AN EXTENSIBLE PLATFORM FOR RAPID PROTOTYPING OF
AUTONOMOUS AGENTS

e USE-CASE: SECURING OF VEHICULAR NETWORKS
* |IDENTIFICATION OF CONCRETE ENGINEERING CHALLENGES
e TESTING OF EXISTING TOOLS


https://www.ncia.nato.int/

DEVELOPED AND TESTED TECHNOLOGIES

SIMULATION OF CYBERSECURITY DOMAIN

ORCHESTRATION OF CYBERSECURITY TOOLS
MODULAR PLATFORM FOR TESTING OF CYBERSECURITY Al ALGORITHMS

STILL ONLY ABOUT 10 % IDENTIFIED CHALLENGES ADDRESSED



SIMULATION OF CYBERSECURITY DOMAIN

ered node: Website[userscgreen)
vered credential: CachedCredential(node='Website[user=cgreen]', port='SSH', credential='cgreenBashC
GOT REWARD: FLAG: SSH history revealed credentials for the monitoring user (cgreen)

local_attacks

Website
reStorage
reResourcellanager
GitHubProject
Website.Directory
Sharepoint
AzureVM
Website[user=cgreen]

a

[ 'ScanPageSource®, 'ScanPageContent’]
['AccessDataWithSASToken']
[*ListAzureResources']

['CredScanGitHistory']
['NavigateliebDirectory', 'NavigateliebDirectory
['ScanSharepointParentDirectory’]
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CYST: SIMULATION FOR Al DEVELOPMENT

e ENVIRONMENT TAILORED FOR DEVELOPMENT OF AUTONOMOUS CYBERSECURITY SOLUTIONS
* MULTI-AGENT

* |NTEGRATION OF DIFFERENT ATTACK, DEFENSE, AND BEHAVIORAL MODELS

e LINKING THE SIMULATION AND EMULATION (E.G., HUMAN IN THE LOOP)

 PARAMETRIZED GENERATION OF CYBERSECURITY SCENARIOS

e PARALLEL TRAINING OF ATTACKERS AND DEFENDERS

e HTTPS://WWW.MUNI.CZ/GO/CYST-USER



https://www.muni.cz/go/cyst-user

ORCHESTRATION OF
CYBERSECURITY
TOOLS

e RELIANCE ON OFF-THE-SHELF
SOFTWARE

* LARGE VARIANCE IN INPUT/OUTPUT
BETWEEN DIFFERENT TOOLS

 AUTONOMOUS TOOLS BENEFIT
FROM CONSISTENCY




CRYTON: ORCHESTRATION AND AUTOMATION

e UNIFIED ORCHESTRATION AND CONTROL OF CYBERSECURITY TOOLS
o COMPLEX SCHEDULING OF ATTACK AND DEFENSIVE ACTIONS

 ADDITIONAL USE-CASES:

* BREACH AND ATTACK SIMULATION, CYBERSECURITY EXERCISES, RED TEAM AUTOMATION,
CERTIFICATION

e DEPLOYED DURING CYBERCZECH EXERCISES

e HTTPS://MUNI.CZ/GO/CRYTON-PUBLIC



https://muni.cz/go/cryton-public

AICA PLATFORM

e DEVELOPED BY ARGONNE NATIONAL LABORATORY
e EXTENSIBLE, MULTI-PLATFORM, PYTHON & DOCKER-BASED IMPLEMENTATION
* VIRTUAL NETWORK TESTBED IN CONSTRUCTION FOR UPCOMING NATO CYBER COALITION 22

e HTIPS://GITHUB.COM/AICA-IWG/AICA-AGENT



https://github.com/aica-iwg/aica-agent

CONCLUSION

* AUTONOMOUS CYBERSECURITY IS NOWHERE NEAR READY FOR OPERATION DEPLOYMENT
e MULTITUDE OF ISSUES REMAIN UNSOLVED: RESEARCH, TECHNICAL, LEGAL, AND ETHICAL

e THERE IS NO CONCENTRATED EFFORT TO GET THE TECHNOLOGY READY, ISSUES ARE BEING
SOLVED IN ISOLATION



INVITATION

« AICA CONFERENCE 2022
e (OCTOBER 25 - 26
e HIGHLIGHTS:

» ALEXANDER KOTT, CHIEF SCIENTIST AT THE US ARMY RESEARCH LAB
* HANDS-ON WORKSHOPS FOR AFOREMENTIONED TECHNOLOGIES

PRESENTATIONS/DISCUSSIONS REGARDING THE RESEARCH AND DEVELOPMENT OF AUTONOMOUS
CYBERSECURITY AGENTS

e HTTPS://WWW.AICACONFERENCE.ORG/



https://www.aicaconference.org/

