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HOW TO GET TO AUTONOMOUS CYBERSECURITY¢

e DESPITE ALL THE PROMISES OF Al, WE ARE NOT GETTING ANYWHERE WITH AUTONOMY

 NUMEROUS REASONS:
* DOMAIN COMPLEXITY
* INSUFFICIENT TRAINING DATASETS
* INSUFFICIENT TOOLING

e THIS PRESENTATION ADDRESSES THOSE REASONS THROUGH THE PRISM OF TRAINING
ENVIRONMENTS



STATE OF THE ART

* TRAINING ENVIRONMENTS ARE UNDER-RESEARCHED AND UNDER-DEVELOPED

* (GENERIC SOLUTIONS CANNOT BE USED, THEY DO NOT CAPTURE THE COMPLEXITY
e CYBERSECURITY SOLUTIONS ARE EITHER TOO ABSTRACT, OR TOO SPECIFIC
 NARROW SCOPE OF TOOLING

 NO REAL PUSH FOR CREATING DEPLOYABLE SOLUTIONS



SIMULATION ENVIRONMENTS

« OFTEN BUILD AS MEANS TO AN END
e NO SOLID THEORETICAL FOUNDATION

e [N EFFECT, DIFFERENT ENVIRONMENTS ARE INCOMPARABLE

e AT LEAST UNTIL TODAY...



ASSESSMENT FRAMEWORK FOR AUTONOMOUS
CYBER AGENT SIMULATION

* SIMULATIONS CYBER TERRAIN ONTOLOGY
* ACTOR EVALUATION FRAMEWORK
* COMPREHENSIVENESS AND CONCRETENESS MEASUREMENT



SIMULATIONS CYBER TERRAIN ONTOLOGY

SUPERVISION/OBSERVATION PLANE

External Interactions, Observation Space Creation, Timing

 TOPOLOGY PLANE: PHYSICAL TOPOLOGY OF
THE INFRASTRUCTURE

META-COMMUNICATION PLANE

* LOGIC PLANE: FUNCTIONALITY OF SIMULATION

Component Interactions, Effect Propagations

 META-COMMUNICATION PLANE: INTER-PLANE

SIGNALING LOGIC PLANE

11]
=
3
o
o
O
=
(@]
<

User Configuration ‘

* SUPERVISION/OBSERVATION PLANE:
OBSERVATION SPACES AND TIMING

Behavior Framework

‘ Network
Configuration

Weaknesses

Host Configuration ‘

* ACTOR PLANE: STATE-CHANGING ENTITIES

TOPOLOGY PLANE
Hosts ‘ ‘ Network Links ’ ‘




ACTOR EVALUATION FRAMEWORK

 BASED ON COl| FRAMEWORK
e INTENT; EXISTENTIAL GOAL OF ACTOR
OPPORTUNITIES: DOMAIN OF EVENTS THAT CAN BE INVOKED BY ACTORS
o CAPABILITIES: PREDICATES LIMITING ACTOR'S OPPORTUNITIES
 PREFERENCES: PRIORITIZATION BASED ON SECONDARY INTENTS
e  SOPHISTICATION: COST AND RISK ASSIGNMENT OF TAKING SPECIFIC OPPORTUNITIES

* FOUR GENERIC ACTOR TYPES: ADVERSARIES, DEFENDERS, BENIGN PARTICIPANTS, FATES



COMPREHENSIVENESS AND CONCRETENESS
MEASUREMENT

e BASED ON MITRE’S METRICS

» PERSPECTIVES: ATTACK VECTORS, ATTACK ACTIONS, ADVERSARY CHARACTERISTICS, DEFENDER
ACTIONS, TECHNICAL ARCHITECTURE, TECHNICAL VULNERABILITIES

 CONCRETENESS: ABSTRACT, NOTIONAL, REPRESENTATIVE, FULLY REALIZED
 COMPREHENSIVENESS: FRAGMENTARY, PARTIALLY SPECIFIED, FULLY SPECIFIED



ASSESSMENT OF DEPLOYABILITY

* WE ASSERT THAT TO CREATE DEPLOYABLE SOLUTIONS, THE TRAINING ENVIRONMENT HAS TO:
*  APPROACH MINIMAL ABSTRACTION

 PROVIDE ACTIONABLE DESCRIPTIONS OF THE TERRAIN, USERS, VULNERABILITIES, ETC.
 BE DYNAMIC AND ABLE TO EVOLVE

* BE CONCRETE AND COMPREHENSIVE

e TO THIS END WE ANALYZED THE FOLLOWING ENVIRONMENTS:

* YAWNING TITAN, CYBERBATTLESIM, CYBORG, CYST, AND NASIMEMU (NOT IN THE PAPER)



COMPARISON OF CYBORG AND CYST

e ACCORDING TO ASSESSMENT FRAMEWORK THE TWO MOST SOPHISTICATED TOOLS

e WE MADE A QUALITATIVE EVALUATION BASED ON 2NP CAGE CHALLENGE AND SIMILAR
CUSTOM SCENARIO FOR CYST

* WE EVALUATED STRONG POINTS FROM THE POINT OF VIEW OF A DEVELOPER OF
AUTONOMOUS CYBERSECURITY SYSTEM.



CAGE challenge

CYST scenario
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malicious WordPress module to get
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FTP server
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Using a known vulnerability to get
access to the FTP server.
Accessing the logs with the login
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information.
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O DMZ recon

Postgres DB Infrastructure scanning. WordPress
server-net > 192.168.92.21 vulnerability scanning.
user-net -> 192.168.94.21 192.168.92.20 ¥ 4
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Stage 2b

server-net recon

Finding the subnet's address,
creating a routing table, and host
enumeration.

192160840128 Getting access to
the user station
Using the found username as input

for a brute force attack.
Establishing a session.
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Stage 3b

User
192.168.94.20 user-net recon

Updating the routing table with the

network details gathered from the

FTP server. Checking if the target
station is running.
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Data exfiltration

Finding the access credentials to
the database server and extracting
its data afterward.




BOTH ENVIRONMENTS GRAVITATE
TO SIMILAR GOALS AND USE
SIMILAR APPROACHES

CYBORG IS MORE READILY
USABLE AT THE EXPENSE OF
ADVANCE FEATURES

CYBRORG DROPPED EMULATION
SUPPORT, SO IT IS UNUSABLE IN THE
FUTURE

CYST CybORG
Infrastructure & Logic
Network traffic shaping. Service and OS knowledge base.
Modeling the traffic. Modeling OS.
Support for complex authentication and Host level information down to PID and
authorization. files and their permissions.
Supervision, Actors & Agents
Unbounded action and observation spaces. Provides global and local observations.
Complex action parametrization to mimic Integrated rewards.
real-world actions tailored for RL.
Non-singular action handling. Rich action space.
Transaction support for faster training.

Agent-agent interaction in addition to
agent-environment.

External & Miscellaneous
Strong focus on deployability. Ready wrappers and interfaces for Ope-
nAl
Maximizing extensibility, stand-alone
packages, usable as a library, and plugin
support.
Integration with outside running services.
Human-machine interface.



CYST

«  MULTI-AGENT DISCRETE-EVENT SIMULATION FRAMEWORK TAILORED FOR CYBERSECURITY
 HIGHLY EXTENSIBLE AND FLEXIBLE (ACTION SPACES, OBSERVATION SPACES, ...)
 SUPPORTS TRANSFORMATION OF SIMULATION ARTIFACTS INTO FLOWS, PACKET TRACES, ETC.
* ENABLES INTEGRATION OF SIMULATION AND EMULATION (IDS IN THE LOOP)

e HTTP://MUNIL.CZ/GO/CYST

e HTTPS://GITLAB.ICS.MUNI.CZ/CRYTON/BEAST-DEMO



http://muni.cz/go/cyst
https://gitlab.ics.muni.cz/cryton/beast-demo

Al-DOJO

* RESEARCH PROJECT TO CREATE A PLATFORM FOR DEVELOPMENT OF AUTONOMOUS
CYBERSECURITY SYSTEMS

* INTEGRATION OF SIMULATION AND EMULATION
* LIBRARY OF AGENTS WITH DIFFERENT BEHAVIOR (ATTACKER, DEFENDERS, USERS)
* AUTOMATED GENERATION OF REALISTIC CYBERSECURITY SCENARIOS TO SUPPORT LEARNING

e HITPS://MUNI.CZ/GO/AI-DOJO



https://muni.cz/go/ai-dojo

AICA-IWG

o FOLLOW-UP TO NATOQO IST-152 TASKED WITH SPECIFICATION OF REFERENCE ARCHITECTURE
FOR AUTONOMOUS CYBERDEFENSE SYSTEMS

 WORKING GROUP FOCUSED ON FURTHERING THE DEVELOPMENT OF AUTONOMOUS
CYBERSECURITY SYSTEMS

 ACADEMIA, INDUSTRY, DEFENSE

e HTIPS://WWW.AICA-IWG.ORG/



https://www.aica-iwg.org/




ABSTRACTION LEVEL: HIGH

TOPOLOGY:

Loaic:

DYNAMIC CHANGES: ALLOWED

REPRESENTATION: CUSTOM DATA STRUCTURE

NETWORK:

RULE DIRECTION: BIDIRECTIONAL
RULE GRANULARITY: PER PROTOCOL, FOR SUBNETS

ADDITIONAL CAPABILITIES: NONE

OS: AVAILABLE, HIGH-LEVEL TAGS
SOFTWARE: PROCESS

SOFTWARE PROPERTIES: VERSIONS USING TAGS

ACCOUNT GRANULARITY: NOT SUPPORTED
CREDENTIALS: NOT SUPPORTED

AUTHORIZATIONS: ONLY THE LEVEL OF CONTROL OVER A
HOST

REMOTE ACCESS CONTROL: NOT SUPPORTED

LOCAL ACCESS CONTROL: USER PRIVILEGES

WEAKNESSES:

REALISM: HIGH
REPRESENTATION: EXPLOITABLE VULNERABILITIES
APPLICABILITY GUARD: SERVICE NAME

ADDITIONAL ACTION ATTRIBUTES: COST, PROBABILITY OF
SUCCESS

META COMMUNICATION:

¢ EVENT INVOCATION: SUPERVISION INTERVENTION

¢ EVENT PROPAGATION: SUPERVISION INTERVENTION

SUPERVISION/OBSERVATION:

. OBSERVATION SPACE: PROVIDED
. TIMING: SEQUENTIAL
. REWARD COMPUTATION: PROVIDED

. MULTI-AGENT SUPPORT: UNKNOWN

ADVERSARIAL COPSI:

s INTENT: FINDING A PRE-DEFINED LOOT

J OPPORTUNITIES: 8 ACTIONS (EXPLOIT, PRIVILEGE ESCALATION,

SERVICESCAN, PROCESSSCAN, TERMINALACTION)

. CAPABILITIES: ACCESSIBLE HOSTS (VIA CONTROL LEVEL),

VULNERABILITIES

® PREFERENCE: CUSTOMIZABLE VIA REWARD COMPUTATION

o SOPHISTICATION: AGENT DEPENDENT

DereNDER COPSI:

J DEFENDERS NOT AVAILABLE

CONCRETENESS:

. ADVERSARY CHARACTERISTICS: ABSTRACT
. ATTACK VECTORS: NOTIONAL

. ATTACK ACTIONS: ABSTRACT

. DEFENDER ACTIONS: UNAVAILABLE

. TECHNICAL ARCHITECTURE: NOTIONAL

J TECHNICAL VULNERABILITIES: REPRESENTATIVE

COMPREHENSIVENESS:

. ADVERSARY CHARACTERISTICS: FRAGMENTARY
. ATTACK VECTORS: PARTIALLY SPECIFIED

. ATTACK ACTIONS: PARTIALLY SPECIFIED

. DEFENDER ACTIONS: UNAVAILABLE

. TECHNICAL ARCHITECTURE: FRAGMENTARY

& TECHNICAL VULNERABILITIES: PARTIALLY SPECIFIED



