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Anotace:
Tato diplomová práce se zabývá problematikou šifrované komunikace a možnostmi její regulace jakožto nástroje v boji proti terorismu a zločinu v Evropské Unii (EU). V souvislosti se sérií teroristických útoků na evropském území se ve státech EU rozpoutala debata ohledně protiteroristických opatření. Zjištění, že efektivní prevenci a vyšetřování teroristických útoků a zločinu brání silné šifrování internetové komunikace (end-to-end), vedlo k diskuzi v rámci Evropy ohledně regulace tohoto způsobu šifrování. Tato práce detailně představuje pozadí celé debaty včetně novodobých trendů, možnosti regulace šifrované komunikace a případné alternativy, které slouží k dešifrování dat ze strany policejních orgánů. Následně jsou tyto informace aplikovány na případ Evropské Unie. Práce analyzuje postoj, který Evropská Unie zastává v oblasti regulace šifrované komunikace a zajištění přístupu k šifrovaným datům. Tento postoj je srovnán s ostatními demokratickými státy Západu. Jsou identifikovány tři hlavní faktory, které určují pozici EU k šifrované komunikaci a její regulaci. Na základě těchto faktorů je představen možný budoucí vývoj této problematiky v Evropské Unii. 
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Abstract:
[bookmark: _GoBack]This diploma thesis deals with the topic of encrypted communication and its potential regulation as a tool to fight terrorism and crime in the European Union (EU). As a result of a series of terrorist attacks on European ground, the debate about counter-terrorism measures broke out. The revelation that strong end-to-end encryption prevents effective prevention and investigation of the terrorist attacks lead to a discussion about end-to-end encryption regulation in Europe. This thesis describes, in detail, the background of the encryption debate including contemporary trends, options of encrypted communication regulation as well as possible alternatives which help law enforcement with decryption of data. Then, these information are applied to the EU case. The thesis analyses the EU’ position on encrypted communication regulation and lawful access to encrypted data. This position is compared to other western democracies. Three main factors that determine the EU’s position on encrypted communication regulation are identified. Based on those factors, potential future development of the issue in the EU is presented.
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[bookmark: _Toc9329551]Preface
Encryption has always played a vital role in the area of cyber security. Nowadays, encryption in one form or the other is considered a standard for both, users and companies providing IT services and products. Devices and services that people use daily all around the world provide encryption to some degree. Smartphones encrypt when not in use and password is required when the user wants to unlock it. Websites typically encrypt traffic in transit. Free messaging services can automatically encrypt communications from end-to-end meaning that only the sender and recipient know the content of the message. 
Since the development and broader use of online communication, the protection of sent data gained more and more importance. One of the biggest milestones concerning this issue has been the Snowden leaks.[footnoteRef:1] The public then realised that the communication channels and devices they were using were not as secure and private as originally thought. After that realisation, people started to search for secure channels, which would provide sufficient encryption to keep their communication private. After the Snowden leaks, end-to-end encryption began to be more and more popular. Companies offering communication software quickly adapted to the new demand of the public and started to implement end-to-end encryption to their services as well as full device encryption to their products.  [1:  Edward Snowden was former Central Intelligence Agency (CIA) employee and contractor for United States government. In 2013, he managed to copy and leak highly classified information from the National Security Agency (NSA) to the broad public. One of many conclusions that have risen from the leaks was the fact that American and British intelligence agencies conducted digital surveillance on a large scale. They exploited vulnerabilities both in the software and hardware of communication infrastructure. What is more, the American government manipulated the technical standards of encryption on purpose in order to make surveillance much easier. (Rogers - Eden 2017)] 

 This phenomenon however poses great challenge to state governments who rely on access to communication in dealing with crime, extremism and terrorism. In wake of the Snowden leaks, governments all around the world started political debate about this issue. In the European Union, the debate was amplified after the series of terrorist attacks in European cities such as Paris, Brussels and London. The debate is ongoing, since the topic is complex and finding a compromise between all the member states is complicated. However there have been some legal measures that the EU member states implemented or proposed in regard to communication encryption. 
Individuals, organizations and governments often use encryption to counter potential threats from wide spectrum of actors such as criminals, foreign intelligence agencies, repressive governments, terrorists and many others. At the same time, encryption is a powerful tool for criminals, who use it to avoid investigation and/or prosecution. Encryption, therefore, complicates police and intelligence investigations. It can, thus, be viewed as dual-use technology from the government perspective. On the one hand, it offers security and privacy both for the state and its people. On the other hand, it helps actors such as terrorists, criminals and extremists to hide the content of their communication, which complicates prevention and investigation of their activities. 
The whole encryption debate comes down to a simple concept of privacy vs. security. Human rights and privacy have become more and more important in the Western world. Yet, the state is still considered the main provider of security to its citizens. Finding the balance between those two is the main challenge when dealing with encryption and its potential regulation. 

[bookmark: _Toc9329552]

Research approach 
In this thesis a qualitative research design will be applied. Qualitative design offers detailed and accurate description of an issue. It focuses on explanation of social phenomena concerning both individuals and groups. Qualitative design uses inductive approach to research. That means that during a research, a researcher must search for regularities and patterns in real collected data. These patterns or regularities are then transformed to preliminary conclusions. Based on the conclusions, a new theory can be created. (Eger – Egerová 2017)  
This thesis will be conceived as an instrumental case study. According to Kořan (2008), case study is a detailed analysis of a case, which has been chosen as an object of research. Its goal is to offer deep understanding or causal explanation of particular case. In a case study, the broader context regarding the case should be taken into consideration. It should also offer a complex image of the case based on large number of variables. A case study helps to investigate a phenomena within its real life context. (Yin 2018)
Instrumental case study deals with a single case to gain a broader understanding of a phenomenon. The value of instrumental case study is the fact that based on a detailed analysis of one case of a phenomenon, it is possible to gain general and useful information about the phenomenon as such. (Kořan 2008)
The case study requires strict borders for the case of research. The borders should be set either in a time dimension or a subject dimension. Combination of the two is considered to be even better. (Ibid.)
In this thesis, the researched case is the European Union as an actor in the end-to-end encryption regulation debate. As for the time dimension, the author will concentrate mainly on the years subsequent to the Snowden leaks - from 2013 to present time. However, since the encryption debate is much older, the author will also briefly explore the position of the EU in this area prior to the Snowden leaks in order to present historical continuity and broader view of the phenomenon.  
This thesis will deal with the position of the European Union on end-to-end encryption regulation and potential alternatives that ensure lawful access to encrypted data. In recent years, there has been a worldwide trend of regulating encryption in order to provide state intelligence agencies and law enforcement with better access to encrypted data. The topic has been broadly discussed in the United States of America, Australia and many other countries. The thesis will examine this worldwide trend focusing on democratic countries. The position of the European Union towards this debate as well as the positions of the most vocal member states in the area of encryption regulation such as Great Britain, Germany or France will be explored. 
	Main aim of the thesis is to identify what is the position of the EU on end-to-end encryption regulation as a mean to gain lawful access to content of encrypted data to fight terrorism and crime and how it might change in the future. Secondary aim is to identify the reasons behind the position and compare this position to overall trend in this issue in other democratic countries. This thesis will present a complex overview of the issue 
To understand the encryption debate, it is important to explain encryption – what is it, how is it used and why it presents challenges for law enforcement and intelligence agencies in the area of preventing and investigating crime and terrorism. The technical aspects of encryption will be conceptualised for better orientation in the practical part of the thesis.  It is important to clarify these aspects because knowledge of the theoretical background is necessary for the discussion about the EU’s position on encryption regulation and lawful access to encrypted data. Also, it is necessary to present different techniques and methods of gaining access to content of encrypted data that are available for law enforcement and intelligence agencies. 
The current EU position on lawful access to content of encrypted data in regards to fighting terrorism and crime will be analysed through official documents published by the EU. Those include statements of EU representatives, communications, current legislation and legislation proposals.
	To predict the future development of the issue in the EU, many different aspects will be taken into consideration – security, human rights and privacy, cultural background etc. The author will offer potential scenarios of development of the issue in the EU. In order to create these scenarios, the author will search for main factors that are effecting the EU’s position on lawful access to content of encrypted data. Then, potential developments and changes of those factors, as well as potential appearance of new factors, will be identified. Based on possible alterations to current factors, different scenarios for the future of encrypted communication in the EU will be constructed.  

[bookmark: _Toc9329553]Literature overview 
Most of the papers and studies that deal with encryption regulation as a tool to gain access to encrypted data are reactions to certain proposals by many different states. These papers are written by ICT experts, scholars and human rights defenders. 
One of the best papers that looks at the issue through the technological perspective is a paper by Abelson et al. (2015) called “Keys Under Doormats: Mandating Insecurity by Requiring Government Access to all Data and Communications”. Written by a large group of computer scientists and encryption experts, it provides an outlook on the issue from their point of view. The paper was written as a reaction to calls from law enforcement and political leaders of the USA and UK for ensuring government access to encrypted data. The authors criticize the calls for exceptional access to encrypted data by governments. The main argument is that there is no such thing as “exceptional access” and any regulation trying to address the issue would not work in practice. The authors come to this conclusion by analysing many different techniques of lawful access to encrypted data such as mandatory backdoors or key escrows. These are analysed primarily through technological and human rights perspective. The paper presents different implications of regulating encryption in certain ways, introduces risks that are connected to encryption regulation, the impact on society, economy and overall security of private data. 
Similarly, an article by Brantly (2017) explores the implications of banning or regulating end-to-end encryption. The author focuses on the USA and argues that even if the government enacts a legislation that would regulate end-to-end encryption, organized crime groups and terrorist groups will find a different way of communicating anonymously and privately so that they would not be track down by the intelligence agencies. The author also expresses his concerns that regulating encryption would lead to exploitable weaknesses in communication services and devices, which could be used by undesirable actors. Therefore, the encryption regulation would be counterproductive in its aim to make the US more secure. 
A study by EastWest Institute (2018) analyses key components of the encryption debate and sets nine normative recommendations for encryption policy. Based on those nine recommendations the study identifies two possible middle-ground proposals for dealing with encryption being used by undesirable actors. According to the study, these proposals balance many different factors concerning encryption regulation (such as security, human rights or transparency) the best. 
A complex guide through the encryption debate called “Travel guide to the digital world: Encryption policy for human rights defenders” was written by Stepanovich et al. (2017). As the title suggests, the guide is meant to explain human right defenders the complex issue of encryption and its regulation by governments due to their inability to access encrypted data. In a simple fashion, the guide explains what the debate is and which factors are important in the debate. It presents basic regulation techniques and explains how they would impact human rights. Human rights are the primary concern in this publication.
Finally, there is a study by Castro and McQuinn (2016) that also analyses the debate over encryption and goes through different techniques of lawful access to encrypted data by government. Many different legislation proposals from the USA are debated. The authors examine positives and negatives of all presented techniques and based on their analysis they conclude recommendations for the US government in this issue. 
For a long period of time, the debate about encryption and its potential regulation was present mainly in the USA. As a result, most of the literature dealing with the topic of encryption regulation views the matter from the American perspective. There are many texts describing encryption regulation efforts in the USA. Most of the papers are written in regards to American culture, political environment and law, yet, many of the aspects of the debate can be transferred to any country and institution that are dealing with it. The issue has two main levels. It is both technical and political. The political aspect is specific to each country – what is possible to implement in one state does not have to be applicable in another. However, the technical aspect is universal. We could argue that different governments have different capabilities in terms of budget, technology and expertise, but the theory behind the technical aspects remains the same. 
This thesis will also present the encryption debate and potential techniques of gaining lawful access to encrypted data. However, it will look at the issue from the perspective of the EU and offer a complex description of the issue and its many different aspects. Instead of debating encryption regulation on a state level, it will explore possible legislation on the international level. It will present factors that are specific for the EU and determinate the European encryption debate. 

 
[bookmark: _Toc9329554]Background of the encryption debate
Although end-to-end encryption has been used broadly mainly after the Snowden leaks, the encryption debate is much older. Governments were recognizing problems and threats connected to encrypted communication since it was being implemented. The core of the problem resides in the fact that government law enforcement and intelligence agencies want to have full access to content of private communication so that they can conduct their affairs easily and effectively. Encryption partially or fully prevents their access to private communication even if the institution has a legal authority to access the content.  Encryption can be, therefore, perceived as a threat to national security if criminals and terrorists learn how to use it to their advantage. The widening gap between legal authority of governmental institutions and capability of obtaining needed data was pointed out in 2011 by Valerie Caproni – former general counsel of the FBI – as a “going dark” problem. Criminals can pretty easily go dark and effectively hide their communication from investigators. (Caproni 2011)
This thesis will focus on the European approach towards encryption regulation as a tool to fight terrorism and crime. Encryption is a crucial topic in the European Union but lately, most of the papers on encryption in Europe deal with GDPR that strengthens privacy and data protection for individuals living in the EU. There are some texts that focus on end-to-end encryption in the EU, but usually they are not as complex as the papers that examine this issue in the USA. However, to understand the issue, it is important to map the process of encryption regulation efforts throughout history. That means defining the milestones in the “going dark” debate. Even though most of the milestones were present in the USA and not in the EU, it is important to identify them for a more complex background of the issue. 
	The broader public debate about encryption and its potential regulation began in the 1990s. The main impulse that triggered governmental efforts to regulate encryption was the fact that relatively cheap computers with high processing power hit the market. These computers, available to broader public, had enough processing power to encrypt data, so that it would be cost-inefficient for government agencies to access it. (Castro – McQuinn 2016)

Additionally, an encryption program called PGP (Pretty Good Privacy) was developed in 1991 by American Phil Zimmermann. It was a reaction to governmental key escrow proposals. The PGP was the first of its kind, offering asymmetric encryption that was easy to use for any home computer. (Stay 1997)

Out of fear that encryption would became a massive problem for law enforcement and investigation, American government decided to act to prevent it. These efforts were later referred to as crypto wars. (Castro – McQuinn 2016)

	The first attempt to deal with encryption legally was a legislation proposed by American NSA in 1991. It would force companies creating hardware to create a mechanism that would enable law enforcement to gain access to decrypted content of all communications that were done through that hardware. Also, communication service providers should have ensured that they could provide law enforcement with plaintext content of communications when authorized by law. Congress did not pass this proposed legislation. (United States 1991)
	In 1993, the NSA introduced the Clipper Chip - a computer chip designed by the NSA. The initial idea was that this chip should be implemented to communication hardware. It was supposed to serve as an encryption tool using key escrow system and symmetric method of encryption. This way, the NSA guaranteed communication security from outside intruders as well as plaintext content accessibility for law enforcement and intelligence agencies. The key to decrypt certain messages and phone calls would be available only after lawful authorization. Experts, warning about weaknesses build into the chip, publicly criticized the Clipper Chip. (Levy 1994) The NSA eventually backed away from the installation of these kinds of chips into the communication hardware.
	The US government also used restrictions on export of encryption software. Since 1976, the president had authority over encryption export. This way, the government regulated encryption proliferation to broader domestic public and also to the people, organizations and governments in foreign countries. These exports regulations and control over them were reduced in 1996 and completely abandoned in 1999 because American IT companies were not able to compete in the encryption market. (Rubinstein – Hintze 2000)
	In late 1990s, there has been a consensus between the public, lawmakers and security community concerning access to content of encrypted communication. Clipper chip and other forms of backdoor access were not considered safe enough, which led to abandoning this idea. The debate was therefore concluded for a while. 
	After the 9/11 terrorist attacks, the consensus was broken. The attacks renewed the encryption debate once again, both in democratic and authoritarian countries. National security and counterterrorist efforts begun to be prioritized more and more over privacy of state’s citizens. Authoritarian states like China, Iran or the United Arab Emirates were the first to restrict the use of encryption and other tools that were helping undesirable actors to hide from investigation. The democratic states chose alternatives and workarounds to deal with the issue of access to encrypted data. It was easier for them to use covert methods done by intelligence agencies to deal with the issue rather than trying to balance privacy, human rights and security legislatively.  (Schulze 2016)
	In 2014, Apple and Google announced that their devices will be from now on upgraded so that customers can use communication applications that are encrypted from end-to-end. This announcement was a reaction to a customer demands after the Snowden leaks. As a reaction from the US government, the encryption debate was revived by the FBI. (Comey 2014)
	In Europe, the debate was catalysed by series of terrorist attacks in Paris, Brussels or London. The UK, Germany and France spoke strongly about the need to legally ensure access to content of encrypted communication in order to deal with threats to national security like terrorism and organized crime. 
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Encryption is vital to ensuring a confidentiality of a message. To encrypt something, an algorithm called a cipher is used. Encryption also uses a secret value called the key. To decrypt a message that has been previously encrypted, the reader must know the secret key in order to transform encrypted data or messages back to its previous form. 
When we talk about encrypting a message, there are always two versions of the text. The original text is referred to as a plaintext. It is unencrypted and readable to anyone who knows the language in which it was written. Ciphertext is the encrypted version that nobody, who does not know the key, can understand. Each cipher is composed of two main functions – encryption and decryption. During encryption, a plaintext is transformed to a ciphertext. Decryption then turns a ciphertext back to a plaintext. (Aumasson 2018)
Ciphers that are being used to encrypt messages today are much more complicated and use computers to generate much more complicated keys. To better understand the process we can look at a very simple classical cipher. Classical ciphers were developed a long time ago; therefore, they work on letters instead of bits. One of the most famous classical ciphers is the Caesar cipher. It is also one of the simplest ones. It gained its name because it is believed that Julius Caesar used it in ancient Greece. The cipher encrypts a plaintext by shifting each individual letter down three positions in the alphabet. If the shift reaches the letter Z the subsequent letter is the letter A. So if the plaintext says “CAESAR”, the ciphertext would be “FDHVDU”. The Caesar cipher is really easy to break since the key used to both encrypt and decrypt the text is just shifting the letters three positions in the alphabet. (Ibid.)
Using modern communication software, the users do not have to manually encrypt and decrypt the message just like a sender and a recipient had to do in ancient Greece. The software does it for them using complicated algorithms which generate much more complicated keys. 

[bookmark: _Toc9329557]Use of encryption
	Encryption is used worldwide by private companies, governments and individuals to protect their private and important data. Often, individuals do not use encryption deliberately, but it comes as a part of services that IT companies and providers offer. It can, however, be a strong tool for those who need their data or messages to be kept secret and secure. This purpose of encryption can also be described as data confidentiality. Encryption protects the data from being accessed by unauthorised parties. It ensures that data is not read by anyone else than the intended individuals. Encryption can also provide data integrity. It means that encryption protects the data from being altered by unauthorised parties. The recipient of the data can be sure then, that the data are exactly the same as the ones that were sent. Lastly, encryption provides its users with authenticity. The recipient can therefore trust the source of the message. The data and messages sent are signed with digital signatures, which guarantee that the people that claimed to send them had actually sent them. (Stepanovich et al. 2017)
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The definitions of a cryptographic security are different from the definitions that apply to general computer security. Cryptographic security can be quantified by calculating the amount of effort required from the third parties to break an encryption. Cryptographic security is related to the ability of a cipher to resist cryptanalysis. The aim of a cryptanalysis is to transform a ciphertext to plaintext without knowledge of the secret key. Based on that, ciphers can be divided into two groups – unbreakable and breakable. If the cipher is unbreakable, the attacker would not have been able to break the cipher even if he had unlimited computing capacity. Every other cipher is then considered to be breakable. Nevertheless, if the computing capacity needed to break the cipher is not realistically available to the potential attacker, the cipher is considered to be theoretically breakable. Otherwise the cipher is considered to be practically breakable and therefore unsecure. (Burda 2015)
Modern security standards for cryptography were set in 1883 by Dutch cryptologist Auguste Kerckhoffs. He set six basic conditions for ciphers to be considered safe. Four of them have been overcome thanks to technological development but the remaining two are still valid to this day. The first one states that a cipher should be secure enough event if potential attackers know the algorithm of the cipher. The second one claims that if the cipher is not unbreakable, it should be breakable only theoretically. (Ibid.)  
As for the first condition, it works with a pessimistic assumption that a potential attacker knows everything about the cipher, but the key. Detailed knowledge of the cipher and its algorithm should not help him to break it. It is important to note, that the opposite of this approach is also practiced and is called “Security through obscurity”. This approach considers the secrecy of an encryption system as one of the ways to keep it secure. The problem in this approach is that there has only been a small group of people developing the encryption system. The system did not undergo public evaluation of security, which means that there might be weaknesses that the designing team was not able to detect. (Ibid.)
As for the second condition, it is important to note that it was created in 19th century when an unbreakable cipher was not yet invented. The author wanted to emphasize that rather than searching for a perfect cipher that would be unbreakable, the cryptologists should take into consideration the capacity of potential attackers and design an encryption system that would be able to resist them. Today, we know this concept as a “computational security.” Encryption systems are designed to resist potential attackers based on their available computing capacities. Cipher is therefore viewed as secure if it cannot be broken within a certain amount of time and with resources (budget, hardware, energy…) that are considered reasonable. (Ibid. / Aumasson 2018) This condition is met if “the cost of breaking a cipher exceeds the value of the encrypted information” or if “the time required to break the cipher exceeds the useful lifetime of the information.” (Stallings 2014)

[bookmark: _Toc9329559]Cryptanalysis and brute-force attack
If a potential attacker wants to know a content of encrypted message, there are two general approaches to attack an encryption scheme – brute-force attack and cryptanalysis. Using brute-force attack, the attacker needs to try every possible key on a piece of ciphertext until he obtains an intelligible translation into plaintext. This is problematic and often impractical because the attacker must recognize plaintext as a plaintext. If the message is written in English it is not that hard to find the plaintext amongst many different versions that came from trying all the possible keys. The process of recognizing English can also be easily automated.  However, if the text has been compressed before encryption, recognizing the plaintext is much more complicated and difficult. (Stallings 2014)
Helping to deal with a brute-force attack is the key length which stands for the number of binary bits strung together in the key. The larger the key length, the larger the number of all possible combinations that the attacker has to try to apply in order to get it right. (Stepanovich et al. 2017)
Cryptanalytic attacks, instead of working with all the possible keys, rely on the nature of the encrypting algorithms as such. To be successful, it usually needs some degree of knowledge about the plaintext or even some plaintext-ciphertext pairs. Using the characteristics of the algorithm, cryptanalytics try to deduce a specific plaintext or the key being used. (Stallings 2014)
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	There are three general stages at which data are being encrypted. Encrypted data are either at rest, in use or in transit. In all three stages, the data is vulnerable to an attack; therefore, it is important for enterprises, governments and basically all users to protect their data. Encryption is one of the most effective ways to do so.  
	Data at rest are all data that are not currently being used and are stored on a server, computer, mobile device or archived in some other way. Encrypting data at rest is a common practice. Whenever we secure a computer or a laptop with a password, the device and the data being stored there are encrypted. Typically, in case of data at rest, symmetric encryption is applied, because you can use the same key (let’s say password) to both lock and unlock the device. (Stepanovich et al. 2017)
There are many ways to protect data at rest. Users can decide to encrypt important data prior to storing them on a hard drive. Also, a full device/disk encryption can be applied to encrypt all the stored data. (Lord 2019) Full disk encryption is one of the most effective ways to protect data at rest. It works as close to the hardware of a device as possible, encrypting all of the sectors of the drive. Everything stored on the hard drive or device is encrypted, including metadata and file system information. (Kaspersky lab 2015)
	Data in use are all the data that are being manipulated, processed or viewed. Those are for example opened documents and files that the user is editing or reading, messages in the process of being written etc. This data is stored in a non-persistent digital state – CPU caches and registers and mainly device RAM (random-access memory). (Lord 2019.)
One of the ways to protect data in use is File level encryption that can also be used to encrypt data at rest. (Kaspersky lab 2015)
	Data in transfer refers to data that is being sent over a data network. That means basically all data that is being sent between two devices, whether it is an email, a message, a call or anything else. It is the most dangerous stage of the three and makes the data most vulnerable to a potential attack. Considering data in transfer, it is important to differentiate at what points during the process of the transition, the data is being encrypted and decrypted. The data can be encrypted during the whole period of the transition or they can be encrypted and decrypted many times during the transition between the sender and the recipient. A lot of applications that provide encrypted messaging guarantee its users authenticity and confidentiality. That means that the recipient is assured that the message he has received had been in fact sent by the claimed sender. Also, the provider guarantees that during the transition, no hacker or eavesdropper could read the message. The message is confidential. However, providers of messaging software often encrypt the data on two or more different sections of the transition. The message is encrypted and protected on the way from the sender’s device to the provider’s server. There, the ciphertext is decrypted and the plaintext is screened for various purposes (e.g. advertisement, inappropriate content). After that, the plaintext is encrypted again and sent from the provider’s server to its final destination – the recipient. The ciphertext is decrypted again and the user can read the initial message as a plaintext. (Stepanovich et al. 2017) If the data is encrypted during the whole period of the transition, it is called an end-to-end encryption.

[bookmark: _Toc9329561]Encryption methods
There are two basic methods of encryption that are being used today – often combined. Those are the symmetric method and the asymmetric method. 
[bookmark: _Toc9329562]Symmetric method
Symmetric encryption, also referred to as single-key or conventional encryption, is to this day the most widely used form of encryption. It is the original form of encryption and has been solely used to encrypt messages and data till the development of asymmetric encryption in 1970s.  A symmetric encryption has five basic ingredients:
· Plaintext – the original text or data that serve as an input to the encryption algorithm.
· Encryption algorithm – the algorithm performs many various substitutions and transformations on the plaintext.
· Secret key – the key is also an input into the encryption algorithm. Based on the key, the algorithm will alter the plaintext.
· Ciphertext – The altered text or data that comes out of the encryption algorithm as an output. It is an apparently random stream of data and it is unreadable without the key. 
· Decryption algorithm – It is basically the same as an encryption algorithm, but ran in reverse. Inputs to the decryption algorithm are the secret key and ciphertext. Output of the algorithm is then the plaintext.  (Stallings 2014)
In symmetric encryption, the key to encrypt and decrypt a plaintext is exactly the same. The Caesar cipher would therefore be an example of a simple symmetric encryption. The key - shifting each letter in the alphabet by three positions – is applied both to encrypt and decrypt a message that can be problematic. Both legitimate parties – the sender and the recipient – need to know the key. At the same time, the key cannot be known to anyone else who is not supposed to understand the message. The main problem with symmetric encryption is how the key itself will be shared between both parties. It was not that big of a trouble in ancient Greece, where two people (let’s say Julius Caesar and one of his generals) could secretly meet and share the key to be then used to encrypt and decrypt their messages. But even then, there was the risk of someone eavesdropping on their private conversation and learning the key for himself. Today, the messaging applications are used to communicate with other people on very long distances, often with people who we cannot meet onwards to share the key. The key, then, has to be sent from one side to the other, exposing itself to potentially getting compromised. Symmetric encryption is, therefore, not effective in all cases. (Unuth 2019)
There are two basic requirements for secure use of symmetric encryption. Firstly, a strong encryption algorithm is needed. The algorithm has to be strong enough that even if a potential attacker has a deep knowledge of the algorithm and has access to one or more ciphertexts, he would not be able to decrypt the ciphertext or find the key to decipher it. Stronger version of this condition is that even if an attacker has a number of ciphertexts with their matching plaintexts, he should not be able to break the cipher. Secondly, both a sender and a receiver must have obtained copies of the secret key in a secure way. The key must be kept secure. If this condition is not fulfilled, all communication using this particular key is readable and, therefore, not secure. (Stallings 2014)

[bookmark: _Toc9329563]Asymmetric method
The risks of symmetric encryption that are connected to the single key for the processes of encryption and decryption are resolved by asymmetric encryption. It uses two separate keys – a public key and a private key. Public key is the encryption key. It gained its name because the public key does not have to be kept secret. Anyone can know the public key because its purpose is to encrypt a plaintext, not to decrypt a ciphertext. To do so, one needs a private key. Together these two keys create a pair. (Aumasson 2018) Because of the vital role of the public key in the process, the field that deals with asymmetric encryption is also called a public-key cryptography. 
Asymmetric encryption allows each user to create two separate keys. They are generated as a pair in computer software. The basic idea is that if one person sends his public key to somebody else, they can use it to encrypt their plaintext with it. Created ciphertext is then sent back to the first person who owns matching private key, and can decrypt the ciphertext back to its original form. The public key can be sent through unsecure channels of communication because the ciphertext can be only decrypted by the private key that has been kept secret through the whole process. 
If we look at the five basic ingredients of symmetric encryption mentioned above, we will see that asymmetric encryption as such shares the same ingredients. There are some differences, though. Asymmetric encryption has six basic ingredients:
· Plaintext – Original text or data that serve as an input to the algorithm.
· Encryption algorithm – It performs various transformations on the plaintext. Asymmetric encryption algorithms are based more on mathematical functions rather than substitution.
· Public and private keys – Pair of matching keys. One is used to encrypt and the other to decrypt a message.
· Ciphertext – Output of the encryption algorithm.
· Decryption algorithm – It transforms the ciphertext into a plaintext using the matching key. It is different from the encryption algorithm. (Stallings 2014)
[bookmark: _Toc9329564]End-to-end encryption 
“End-to-end encryption is the most secure way to communicate privately and securely online. By encrypting messages at both ends of a conversation, end-to-end encryption prevents anyone in the middle from reading private communications.” (ProtonMail.com 2019) 
	In those two sentences, Proton Mail (company providing end-to-end encrypted e-mail communication) sums up the essence of end-to-end encryption. This type of encryption has risen to popularity after the Snowden leaks. Development in technology also played a vital role in the process of implementing end-to-end encryption into communication software and applications. Therefore, the use of this type of encryption became much more easily accessible and easier to use.
	The main difference between end-to-end encryption and other forms of encryption that is offered to users by communication software providers is that it provides a private secure channel where the sent data are encrypted through the whole process of transition. If a provider of communication software does not use end-to-end encryption but only the transport encryption, the data can be encrypted a decrypted many times during the transition process. The data is then encrypted only while transitioning through many different servers. When it reaches certain servers – for example the provider’s server, the message can be saved on the server and later decrypted to plaintext because the provider also knows the secret key needed to decrypt the ciphertext. Then, it can use the content of certain message for many purposes such as advertisement. It can also potentially share the content of messages with third parties or government institutions such as the police or intelligence agencies, which need it as a material for investigation. The data that are being sent are therefore secured from hackers and other outside intruders who could attack it during data transit, but it is not completely secure from the provider of communication service and government. (Ibid.)
The difference between end-to-end encryption and transport encryption during data transit can be seen on the following picture.
 [image: ]
(Amnesty International 2016)
	
End-to-end encryption guarantees complete confidentiality of the message, because anyone but the sender and the recipient have an access to the secret key, not even a provider of communication service. Therefore, the content of a message is unavailable to law enforcement authorities or intelligence agencies even if they have necessary authorization to demand it. (Unuth 2019)
	End-to-end encryption uses asymmetric method of encryption. To send a message or data between two users, a pair of keys is generated. The private key is secret to everybody but the recipient of the data.

[bookmark: _Toc9329565]Metadata
	Metadata is data that provides information about another data. From communication perspective, metadata is all information about a message or a call except for the content. In case of a message, metadata provide following information: identities and locations of both; the sender and recipient, the date and time that the message was sent and how long the message is.
	Unlike the content of a message, its metadata are not encrypted.  Even if end-to-end encryption is used while communicating, the metadata will still provide valuable information about people involved in the communication to anyone who is able to tap into the Internet traffic. By analysing the Internet traffic, intelligence agencies and law enforcement are able to detect communication networks of undesirable actors. (Gilad 2019)
	

[bookmark: _Toc9329566]Worldwide trend – encryption regulation by states
	Surveillance and the ability of a state to control its citizens is a long-lasting phenomenon. With the development of modern technology and online messaging software and applications, states had improved their capabilities to monitor this area well. However, end-to-end encryption that is being implemented by many messaging applications poses another challenge in this area. Many states all around the world are adopting new policies that address this issue. 
	In the two recent decades, there has been a trend of national states implementing policies regarding encryption and its regulation. All in all, the level of national information infrastructure control has risen across the world. A milestone concerning this issue has been the 9/11 terrorist attacks in the USA. (Giacomello 2014)
	According to Giacomello (2014), the difference between states in adapting certain policy regarding encryption depends on the level of securitisation of encryption. In his research he analysed positions on encryption regulation in different states, both democratic and autocratic. States that adapted certain encryption regulation policy usually defined encryption as a threat towards national security. Inability to gain access towards encrypted content was overall seen as an issue when it comes to terrorism, organised crime and other security threats. 
	As mentioned above, Snowden leaks played a huge role in the encryption regulation debate. The main states that reacted to it were the USA and the UK since the leaks marked them as two countries engaging in surveillance the most. 
	Since July 2017 till the end of 2018, 18 out of 65 countries monitored by the Freedom House organization have passesd new laws and directives to increase state surveillance on the Internet. The form of the Internet control varies across those states. In some countries, the tech firms are forced to store people’s data on local servers, which can be later requested by their governments. (Shahbaz 2018)
	We can see that governments all around the world lately tend to deal with encryption in one way or the other. The topic is very sensitive mainly for democratic governments who value privacy and, therefore, aim at striking a compromise between privacy of individuals and national security. Autocratic governments find it easier to implement end-to-end encryption regulation because they usually already prioritize security and control over people’s privacy. Nevertheless, even “democratic governments are voicing their own determination to overcome encryption when national security is at stake. Government ministers of the so-called Five Eyes intelligence alliance—Australia, Canada, New Zealand, the United Kingdom, and the United States—released a statement calling on companies to voluntarily establish lawful access solutions for encrypted content or face possible government attempts to break into their systems.” (Shahbaz 2018)

[bookmark: _Toc9329567]Encryption legislation in democratic countries
	The worldwide trend of encryption regulation based on the argument of national security is present both in autocracies and democracies. In the recent past, there have been two main examples of democratic states implementing a law that deals with the “going dark” debate. Those are the Australian Assistance and Access Act 2018 and the Investigatory Powers Act 2016 in the United Kingdom. 
	Both of these states are members of the Five Eyes Alliance. It is an Anglophone intelligence alliance. The member states of the alliance are the USA, the UK, Canada, Australia and New Zealand. This alliance dates back to the World War II period. The cooperation of these countries was visible throughout the cold war and can be still seen today. Five Eyes Alliance developed a surveillance system called ECHELON during the Cold War. Its aim was to monitor the communications within Soviet Union and countries of the Eastern Bloc. It was built in 1971 and is still active. The system was built to capture all internet traffic possible. If the communication was unencrypted, it could access the content of the communication. Later, intelligence agencies of member states could search for patterns and keywords in the records to find information that they needed. The system has been kept secret for a long period of time although there have been some leaks that shared its existence with the public. The system and its implications for public and other countries have been investigated by the European Parliament between 2000 and 2001. However, no disclosure was done since the US Government refused to admit that there was in fact such a system and refused to communicate and cooperate with the European Committee on this matter. Confirmation of its existence was provided by the Snowden leaks and later by member states of the Five Eyes Alliance. (Piodi – Mombelli 2014)
	The cooperation between Five Eyes Alliance members continued after the world war. Since the 9/11 terrorist attacks, the capabilities of intelligence agencies of the member states were largely increased and they worked together to wage War on Terror (The Sydney Morning Herald 2004). Documents leaked by Edward Snowden showed the world, that Five Eyes Alliance member states were heavily cooperating in the area of surveillance creating systems such as PRISM or Tempora (Hopkins – Borger 2013). 
The Snowden revelations also showed that intelligence agencies of the alliance member states have been intentionally spying on each other’s citizens. They would then share collected data. This way, they were circumventing domestic regulations about surveillance of their own citizens (Moraes 2014). 
	We can see that there is a strong connection between the USA, the UK, Canada, Australia and New Zealand when it comes to electronic communication surveillance. Since the establishment of the Five Eyes Alliance, these states have been working together to build up efficient networks that allowed their intelligence agencies to investigate suspects and prevent crime. All of the member states have repeatedly showed that surveillance of communications plays a vital role in their country. When it comes to the “going dark” debate, we can see that the position of the alliance and its member states is very strictly in favour of having an access to encrypted communication. Privacy is still very important issue in these democratic countries, however, the historical discourse shows us, that having an access to encrypted messages and their content is much more important since it is an effective tool to ensure national security and other national interests. 
	The Five Eyes Alliance presented their common position on encrypted communication in a statement from 2018. In this statement, the governments of the member states expressed their support and commitment for privacy and personal rights. They stressed out the importance of encryption – it helps to keep cyberspace, digital economy, personal, commercial and government information secure. Nevertheless, they addressed the issue of end-to-end encryption being used by undesirable actors, saying that the increasing use and sophistication of encryption presents a problem for investigation, detection and prosecution of organized crime groups, terrorists and child sex offenders (Department of Home Affairs 2018).

Based on that, the alliance states that privacy should not be considered absolute. It is still an important issue for the alliance, however there is a difference between lawful and unlawful interference to privacy. They refer to a precedent of governments being able to access personal data by saying: “It is an established principle that appropriate government authorities should be able to seek access to otherwise private information when a court or independent authority has authorized such access based on established legal standards.  The same principles have long permitted government authorities to search homes, vehicles, and personal effects with valid legal authority.” (Ibid.)

	According to the alliance, the problem of terrorists and criminals “going dark” has to be addressed. If there are no legislative measures done by their governments, the systems of justice in the member states will be undermined. The governments addressed information and communication technology service providers and encouraged them to establish lawful access to content data that is being sent by their products. In case they will not do so voluntarily, the governments of the USA, the UK, Canada, Australia and New Zealand are prepared to “pursue technological, enforcement, legislative or other measures to achieve lawful access solutions.“ (Ibid.)
	This statement by the Five Eyes alliance shows us that its member states have very strong opinion on the issue of end-to-end encryption. Even though they mentioned many times that encryption is an important tool for privacy and security, we can see that in their eyes, an access to encrypted communication is more important. Dealing with this problem, governments of the member states expect cooperation from the side of communication providers and device creators. Basically, they hope that providers will come up with a solution of this issue by themselves. If they do not, the governments are ready to step in and demand lawful access by other measures.
	The problem is that the demands made by the Five Eyes Alliance are not so easy to fulfil. When we consider the options there are for companies to create a lawful access to data on their devices and content of communication, only two fulfil the alliance’s needs – backdoors and key escrows. As already discussed, both of those options present a number of weaknesses and flaws. It is therefore unlikely that they would voluntarily create a government access to user data, because it would make their services and products less secure and their position on the market would be worsened. Since the statement was formulated very vaguely, there has been no consensus about what the alliance’s demands actually are. Especially, when we take into consideration that amongst other things, the alliance acknowledged that in some cases providing lawful access by the companies, will not be technically possible. (Ibid.)
[bookmark: _Toc9329568]The Investigatory Powers Act 2016 
	A draft of this act has been presented to the UK parliament in 2015 and since 2017 it is implemented to the UK law. Its main goal is to “provide a new framework to govern the use and oversight of investigatory powers by law enforcement and the security and intelligence agencies“ (GOV.UK 2017). This act is a direct response to the use of encryption by terrorists as well as continuation of the UK’s long lasting position towards surveillance which was mentioned above. After the series of terrorist attacks in Europe, the UK begun to strongly point out the risks that arise from end-to-end encryption and its use by terrorists and criminals. The government requested a report on the state of legislation that deals with the topic of lawful access to encrypted data. The report from 2015 suggested, that in order to ensure law enforcement and intelligence community access to content of encrypted communications, the law must be altered.  (Anderson 2015)
	The act is basically an update to surveillance capabilities so that law enforcement and security and intelligence agencies have lawful tools in the digital age. The act changes and implements many things, however only those that are important for the thesis will be mentioned.
	The act requires that communication service providers retain internet connection records of every UK internet user for a 12-month period. Law enforcement, security and intelligence agencies can then ask for those records without a warrant. The internet connection records show which websites a user visited and when. It does not record particular pages on that website and full browsing history. The records serve three main purposes – to identify the sender of a communication, to identify the communication service that is being used and to identify accessing or making illegal online material. These records are available to different state institutions who may need them for investigation of serious crime[footnoteRef:2]. (Investigatory Powers Act 2016) [2:  Serious crime being a crime that could carry the minimum of a 12 months sentence. (Carey 2018)] 

	The act allows law enforcement and intelligence agencies to carry out targeted device interference in order to retrieve stored data that may be important for undergoing investigation. (Ibid.) Certain state institutions are therefore legally empowered to bug or hack targeted devices, provided they have a warrant. 
Finally, the act obligates communication service providers to assist law enforcement and intelligence agencies with communication, data and device interference. At the same time, communication service providers are required to have the capability to allow access to content of communications. They are also obligated to assist state institutions to gain access to targeted devices. In other words, any encryption that communication providers applied to their service, they must be able to remove if a warrant is issued and approved by a Judicial Commissioner. (Ibid.) 
This law has been heavily criticized by human rights organizations. It has been likened to laws of countries like Russia or China which are not seen as democratic regimes. The argument is that the law heavily impacts human privacy and allows the UK government to mass surveillance their citizens.	

[bookmark: _Toc9329569]Australian Assistance and Access Act 2018
	Shortly after the statement by Five Eyes Alliance was published, the Australian government decided to push forward a bill that deals with end-to-end encryption and its regulation. The bill was presented in August 2018 and in December it passed to become a law. 
	The Act addresses challenges that arise from encrypted communication and data that cannot be accessed by law enforcement and intelligence agencies. Schedule 1 of the act presents a new framework for the communication industry and government to cooperate on national security investigations and law enforcement. Basically it allows government agencies to require assistance from providers. If the provider is capable of assisting government agencies in terms of access to content of communications, he is obligated to do so. If the provider does not have such capabilities, the government can require of the provider to develop them. The Schedule provides that:
· “any assistance … requested must be reasonable, proportionate, practicable and technically feasible
· assistance to law enforcement must be related to investigating offences with a maximum penalty of at least three years imprisonment or more
· providers may be asked to build or use capabilities that can provide targeted access to data where this does not remove electronic protection or jeopardise the information security of general users” (Department of Home Affairs 2019a)
It is strictly written in the act that providers cannot be compelled to build systematic weaknesses or backdoors into encryption devices and communication services. 
	Schedule 2 of the act deals with the topic of computer access warrants. Law enforcement are thanks to the warrants allowed:
· “to covertly access devices to investigate serious crimes
· to search devices such as laptops, mobile phones and USBs, and collect information
· to conceal the fact that a device has been accessed.” (Ibid.)
 	The act establishes three tools for requesting assistance from the information and communication companies - The Technical Assistance Request (TAR), The Technical Assistance Notice (TAN) and The Technical Capability Notice (TCN). TARs are voluntary requests. That means that it is up to individual communication providers to decide whether they want to cooperate. TANs are compulsory notices for communication providers to use capabilities they already poses, in order to assist law enforcement and intelligence agencies. TCNs are also compulsory notices for providers to build new interception capabilities. Each of the notices has a list of people who can issue them. The list varies for each notice but generally they are the employees of Australian intelligence agencies and law enforcement. (Department of Home Affairs 2019b)
	In conclusion, the law demands assistance of communication providers and information technology manufacturers who provide their services or communication equipment to anyone in Australia. An assistance means providing all the information possible, including content of the message if the provider has capabilities to access it and if the warrant is legally authorised. The companies can also be asked to create such capabilities in order to ensure lawful access. There are high penalties for providers in case of non-compliance. Companies can be fined up to 10 million of Australian dollars for each case. (Ibid.)
Also, new computer access warrants have been presented in this act in order to deal with an access to data at rest that are stored in devices. 
	The law has been pushed forwards very quickly despite loud objections from the side of broad public, technology experts and companies that are now compelled to assist the government by the act. The act is criticized for many reasons. The act is considered very vague and therefore confusing. On the one hand, it explicitly says that backdoors and other methods that would mean systematic weaknesses cannot be required. On the other hand, from the technological perspective, there are very few methods to allow lawful access to encrypted data that would not require backdoors and would not lead to systematic weakening of products and services. One of these methods is building a malware that would be capable of decrypting data of a targeted user. (Wolford 2018)

[bookmark: _Toc9329570]Comparison of the Australian and British law
	The UK was a first member of the Five Eyes Alliance to present a law that addresses the problem of end-to-end encrypted communication. The law is however very vague and relies heavily on cooperation with communication providers. British act has no international overlay. Only domestic communication providers are obligated to help law enforcement and intelligence agencies to investigate targeted communication or device. On the contrary, the Australian law obligates any company (domestic or foreign), whose services and devices are being used in Australia, to cooperate with its state institutions. 
	The Australian law is viewed as the first complex legislation concerning encrypted communications in the western world. Since the law has been implemented recently, we can only speculate what outcomes it will have and how effective will it be. Nevertheless, there are some speculations about it. Since the member states of the Five Eyes Alliance have the same position towards access to encrypted communications, it is possible that Australia plays the role of a stalking horse for the alliance. Out of the member states, Australia has the least comprehensive set of human rights protections. It is easier to implement such a law in Australia because they can balance between privacy, human rights and security much more since privacy and human right are not strictly legally anchored. (Landau 2018) Although Australia is still considered a western democratic country, there are fewer obstacles with pushing forward such a law then in any other member state of the Five Eyes Alliance. Based on the results of the Australian act, other democratic states from the alliance or any other democratic state can see it as a precedent and build their own encryption legislation upon it. 



[bookmark: _Toc9329571]How terrorists and criminals use encryption 
	Electronic communications play a vital role in planning and conducting a terrorist attack or a crime in larger scale. These actions usually need long lasting preparation and planning that is conducted by multiple individuals. Especially terrorist attacks in a larger scale require across-world communication. Organized crime groups are usually more centralised which means that people can communicate face to face. However, communicating face to face is often impractical. What is more, conducting a large scale action like terrorist attack demands communication between individuals that are involved. Because of that these bad actors need to use electronic communication that offers them security and privacy. Having a secure communication channel helps bad actors to hide from intelligence agencies which would otherwise be potentially able to prevent them from crimes or attacks. Also being able to safely store data so that law enforcement cannot get to it and use it against them is very helpful for bad actors. Encryption offers both of those and is therefore an effective tool for bad actors to be safe from exposure and investigation.
	 For a long period of time, secure communication channels have been one of the most vulnerable parts when it comes to terrorists. Being able to access terrorist communication gave intelligence agencies across the world a massive advantage in their counterterrorism efforts. This advantage is being closed off with the spread of strong end-to-end encryption that is cheap and easy to use. 
	Terrorists have been always aware of danger that comes from internet communication. As a result, they have been strongly reliant on human couriers and face to face communication when organizing a terrorist attack. (Kean et al. 2018) 
There have been attempts to use strong encryption prior to the Snowden leaks but there has not been a strong enough publicly available software that would require little to no technical skill to use. In 2007, terrorist organisation al-Qa`ida created their own encryption tool called “Mujahedeen secrets”. It has since been updated a few times. Inspire magazine that is allegedly issued by al-Qa`ida, published an article in 2010 describing step by step how to use Mujahedeen secrets software. The article also emphasized the importance of using strong encryption to communicate with other members of the organization. (Graham 2016)
Similarly to this, the organization issue an article in 2015. In this article the organizations described how to behave on the internet safely so that their activities would be hard to monitor from intelligence agencies of their adversaries.  (Dar-al-islam 2015)
	
Mujahedeen secrets software was to a certain measure a custom encryption tool. However, the design and the encryption code behind the algorithm was for a most part inspired by the PGP. That means that this software was not created from scratch by al-Qa`ida. Instead, the organization used open source code of the PGP and changed it a little bit for their own needs. As a result, Mujahedeen secrets was using an asymmetric method of encryption. The public keys that the organisation was using were published in the Inspire magazine. (Graham 2016)

	After the Snowden leaks there has been a huge growth of end-to-end encryption being offered by many different communication providers. Furthermore, the bad actors were alarmed by the leaks about the importance of encryption and began to put even more emphasis on secure communication channels. Communication applications like Telegram, WhatsApp or Wickr offering end-to-end encryption grew in popularity in broader public and began to be used by bad actors. Telegram has become really popular amongst terrorists. It was founded by Russian émigré in 2013, released for iOS in 2014. It offers both group chats and one-on-one chat rooms. It also has many other features besides end-to-end encryption messaging. It provides its user with the option of self-destructing the messages after selected period of time. With prior consent you can even delete any private chat both from your device and the recipient device. (Telegram 2019) “One of ISIS’s most prolific virtual planners … Rachid Kassim, used his Telegram channel … to facilitate and direct at least a dozen successful and thwarted plots in France from ISIS territory” (Kean et al. 2018: 16) More examples of bad actors using encrypted communication will be discussed below.
	The other important part considering encryption used by bad actors is the access to messages and data stored in devices that were used to send or receive a message. Full device encryption can be applied in order to prevent law enforcement to have access to data stored in the device. Companies like Apple offer full device encryption to its users in their standard software. Apple iPhones cannot be decrypted even by the company itself.  Furthermore, most of the apps offering end-to-end encryption have a feature that allows the user to set a self-destructing timer to messages. This way, even if law enforcement or intelligence agencies have the device in their hands and are able to break its encryption, the messages that would be helpful for their investigation will not be there. (Ibid.)
	Terrorists also learned to use anonymization as a tool to hide their identity and location on the internet and during messaging. Snowden leaks revealed, that the American NSA collected metadata about US phone calls. Even though the content of the call was unknown, they knew who called who, how long the phone call was, how often were these phone numbers in touch and many other information, that helped them locate and identify big parts of criminal and terrorist networks. The same method can be used in internet communication software. Metadata provide very important data about messages that help investigators identify criminal networks and identities. This problem is addressed by using services like Tor (The Onion Router)[footnoteRef:3]. [3:  Tor uses multiple proxy servers all around the world to transfer data. The network is consisted of volunteer-operated servers. Rather than making a direct connection between servers or users, the data is transferred through multiple servers. Each server know only the identity of a server that sent him the data and a server that the data are being sent on. This way, there is no easy way of finding out the source of network traffic. Therefore, a simple traffic analysis that relies on metadata is not as useful. (Tor 2019) ] 

	Not being able to access messages and other data stored at communication devices makes investigations of past terrorist attacks much harder. We can see that thanks to end-to-end encryption to data in transfer and full-device encryption to data at rest helps bad actors like terrorists and criminals to hide their activities from intelligence agencies and law enforcement. Governments are therefore unable to efficiently prevent attacks and crime and are unable to fully investigate them after they are done in order to find people who are responsible. 

[bookmark: _Toc9329572]Examples of end-to-end encryption being an obstacle for law enforcement
There have been cases of crimes and terrorist attacks that showed the world how big of an issue encryption really is for law enforcement. The FBI reported that in 2017 there were more than seven thousand cases of investigation that were affected by encryption. In these cases, mobile phones or other devices that could offer important data for investigation were encrypted and therefore making it hard for the FBI to access them. Later, the number of such cases was corrected to a number between one and two thousand. (Barrett 2018)
Even though the specific number of such cases is unknown we can see that encrypted devices and communications present major obstacles not only for the FBI but presumably for other intelligence agencies or law enforcement all across the world. There are some well-documented cases of terrorist attacks or crimes that depended heavily on encryption and whose investigation were made difficult because of it. 

San Bernardino shooting
First case is tied to mass shooting in San Bernardino, California in 2015. During the shooting 14 people were killed and another 22 were seriously injured. The attack was marked as an act of terrorism. The perpetrators of the attack were Syed Rizwan Farook and his wife Tashfeen Malik. The couple was not connected to any terrorist cell or network but were radicalized by foreign terrorist groups. The attack took place at a San Bernardino County Department of Public Health training event.  Farook and his wife entered the event armed with semi-automatic rifles and began to shoot everybody on sight. Also, the couple placed three improvised explosive devices nearby. Those failed to explode and were later detonated by respective authorities. The couple which fled from the scene of crime was later found by the Police and killed during a shootout. (Schmidt – Pérez- Peña 2015)
The FBI, leading the investigation of this terrorist attack, came across a series of obstructions. A few days prior to the attack, Farook and his wife tried to destroy any electronic evidence of the attack. Among other things the couple destroyed two cell phones which were eventually found in a trash near their house and deleted all incriminating e-mails. Despite that, the FBI considered electronic devices to be one of the main sources of gaining further information about the crime, involvement of other people and motives of the attackers. (Ibid.)
The most discussed obstruction was an encrypted iPhone 5C, that belonged to Farook’s employer that issued it to him. The phone was obtained by the FBI which was not able to access the data that was stored there. This iPhone was locked by a four-digit password. This would not present a problem for decrypting it because there is only a small number of combinations that could be used so it would be really easy to access by brute force. However the model of the iPhone had a certain security measurement. There is a limit of 10 tries for entering the four-digit password. After ten failed entries the device would automatically delete all its data. Therefore, the FBI asked the phone’s manufacturer Apple to assist the bureau with this problem by installing an update to the iPhone which would create a backdoor so that the FBI could access it. The company declined to fulfil this demand. The FBI decided to deal with the problem by cooperating with a third part that eventually broke into the device without Apple’s help. (Kharpal 2016) The FBI reportedly spent roughly 900 000 US dollars to pay for the service of the unnamed third party. In the end, the data on the phone did not help the investigation because it contained only messages and data connected to Farook’s job. (Ingraham 2017)  
November 2015 Paris attacks
	Series of coordinated terrorist attacks happened in Paris. Group of three suicide bombers struck outside of a football stadium during a match. Another group of three attacked with rifles in a Bataclan theatre during a concert. Also several other individuals or small groups used firearms and bombs to attack public places in Paris. Later, a jihadist militant group ISIS (Islamic State of Iraq and Syria) claimed responsibility for these attacks. (Fisher 2015)
	During investigation of the series of attacks, the attackers’ communication devices helped a considerable amount. A Samsung smartphone belonging to one of the Bataclan theatre attacker was later recovered and provided important data and information for exploring the terrorist network. There was a number of phone calls and text messages exchanged between the Bataclan theatre attacker and someone located in Brussels, Belgium. This information helped to connect the attacker in Paris to Brussels’ terrorist cell.  However, the respective investigators claim that several hours prior to the attack, the perpetrators downloaded an encryption messaging app Telegram. After that, their communication was carried out through Telegram making it impossible for law enforcement to access the content of their messages. (Cruickshank 2017)
Custom BlackBerry phones
	An example from the area of organized crime can be a revelation of Toronto-based encrypted server which held over 3,6 million crime related encrypted messages. Dutch police cooperating with its Canadian counterpart managed to detect this server and later gain access to it. The server was detected within broader Dutch investigation of alleged sale of custom BlackBerry devices that were suspected to be used by organized crime groups. Netherlands-based tech company Ennetcom was selling custom ready-to-use BlackBerry smartphones with PGP encryption software to criminals. These phones offered its users end-to-end encryption which helped them to conduct their affairs undetected. Dutch police was able to obtain a copy of data on Ennetcom servers from Canada. Later, the police was able to break the encryption of the server which led to access to the server’s metadata as well as to content of encrypted messages. The content of encrypted messages was rather easy to access because the police found a set of encryption keys stored at the very same server the messages were stored at. The metadata and content of communications were used in multiple investigations of crimes like assassinations, drug trafficking, money laundering or armed robbery. (Amirtha 2017)
	


[bookmark: _Toc9329573]Techniques for lawful access to encrypted data
	There are many options how the government can regulate the use of encryption in its country so that law enforcement and intelligence agencies could access encrypted data in a form of a plaintext.  The techniques to ensure access to encrypted data for law enforcement and intelligence and security agencies are both technical and legal. Encryption policies set a legal framework for government institutions. It sets how and which methods can be used to gain access to encrypted data. Some of the techniques and methods have broad implications and affect the whole population of the state or institution that issued them. Other techniques are narrowly targeted to individual users, services or devices. According to EastWest Institute (2018) there are four general categories of techniques that can be used by governments to ensure lawful access to encrypted data and reduce the impact of encryption on law enforcement and intelligence agencies investigation. They can either circumvent protections, regulate technology, compel assistance or employ workarounds. 
[bookmark: _Toc9329574]Circumventing protections
[bookmark: _Toc9329575]Government hacking
	The word “hacking” is very broad. Therefore government presents countless methods of breaking or circumventing encryption. This technique can be also referred to as lawful hacking or equipment interference and enables government agencies to gain lawful access to the plaintext of communication or other important information relevant for investigation. “Lawful hacking may exploit vulnerabilities or misconfigurations in systems and devices … or use social engineering to circumvent security protections.” (EastWest Institute 2018: 21 - 22)
One of the examples may be brute force attacks. Another example is installing malicious software (also known as malware) to target devices. Different methods serve different purposes. Some of them helps government to get access to encrypted data, others can help law enforcement to find a location of a suspect. Prime example of hacking that helps breaking encryption is installing a keylogger to target device. When active, the keylogger malware records all keystrokes that are done by the user. That way, they can find out the passwords the user is typing on the keyboard as well as the plaintext of the messages the user is typing. Government hacking requires sufficient capabilities to be efficient. Computing power, expertise and budget are vital when considering successful hacking. The task of hacking a device can be also outsourced to private company or individual that has the needed abilities to hack targeted device. The government can also work with providers of communication services to make it easier for them to hack into a device. (Ibid.)
	Hacking attempts strongly depend on capabilities of the government and also luck. It is not guaranteed method for gaining access to encrypted data. Therefore it is not an ideal method and is not used very often. The success strongly depends on capabilities, the strength of the encryption and also level of cooperation with companies providing targeted hardware and software. Government hacking works best if the government controls the strength of encryption in their country. If a strong encryption is somehow regulated, there is bigger probability that brute force attacks or installing a malware to target device will be more successful. That is why lawful hacking and regulating strong encryption are often used together. Different methods of encryption strength regulation will be described in the next part of the thesis.  
	Using governmental hacking is relatively safer than installing backdoors or limiting key strength. For example, the information from the keylloger goes directly to the government, therefore other third parties and bad actors cannot exploit it. However, installing a malware can potentially create new vulnerabilities in the device or software. These can be later exploited by bad actors. 

[bookmark: _Toc9329576]Regulating technology
[bookmark: _Toc9329577]Banning encryption
	 Banning encryption is one of the simplest regulation options for the government. There are many ways how to ban certain kind of encryption. The government can decide to ban end-to-end encryption entirely or they can ban encryption that is too strong to break by intelligence agencies and law enforcement. For each state there is a difference in capabilities. Therefore, encryption strength would have to be set in every state individually in order to assure access to content of communication. In practice it would mean that every device, product or service that offers end-to-end encryption that is too strong for intelligence agencies to break using brute force attacks, would be banned. Stronger encryption could not be neither bought in the state nor imported.   “For example, the United Kingdom could pass a law that bans encryption stronger than 64-bit keys, knowing its intelligence agency has the resources to crack any form of legal encryption in the country.“ (Castro – McQuinn 2016: 14) 
	By banning end-to-end encryption completely, governments would make sure, that providers have encryption keys needed to decrypt a message. They could then ask the provider to grant access to content of communication if they had lawful authorization. If the end-to-end encryption was banned above a certain strength, governments could access the sent plaintext by brute force attacks. Even if the government set the limit of key strength by certain length, brute force attacks would still be very costly because a lot of computing power would have to be invested in them. 
	From a security perspective, by banning encryption, governments would be able to access encrypted information that would help prevent terrorism and crime as well as investigate crimes that have already happened. On the other hand, the overall security would drastically decline. If government intelligence agencies have the capability to decrypt information by using brute force attacks, other actors can do the same. Intentional weakening of encryption would raise a lot of threats either from other national states or non-state actors and individuals. Because of that, this method has not been used very often. The main examples of states that use this type of encryption regulation are India and Senegal. In 2012 Indian Department of Telecommunications introduced a Unified Licence for internet providers. One of the points of the license is that users cannot use encryption keys that are larger than 40 bits. Stronger encryption can be used with prior permission. If someone uses stronger keys, they usually have to provide the government with a copy of the encryption key. (Mohanty 2017) In 2010 the National Cryptology Commission of Senegal also set a ceiling for encryption strength. The encryption keys cannot be larger than 128 bits. (Secretariat General Du Gouvernement 2010)
[bookmark: _Toc9329578]Weakening encryption standards 
	Governments can directly manipulate and intentionally weaken national encryption standards in order to make it easier for them to break into encrypted communication. Essentially it works on the same principal as banning strong encryption with the difference that standards work as a recommendation rather than command from the government. Standards can be changed in a way that makes recommended encryption weaker. Government can also intentionally make security flaws in the recommended algorithm. (Castro – McQuinn 2016)
	By weakening encryption standards government and its institutions can use implemented weaknesses to encryption algorithm or perform brute force attacks to get to the content of encrypted communication. However, there is no guarantee that companies will use encryption based on the standards. Providers of communication services can decide to use stronger encryption and other encryption algorithms which essentially prevents government institutions to exploit created weaknesses or effectively perform brute force attacks. 
	In terms of security, there are the same problems as with banning strong encryption. Weakening standards means weakening all encryption products that use these standards. Any bad actor can get to the encrypted information as easily as the governmental institutions – if they have the capability. 
	This encryption regulation technique was used by the NSA according to Snowden leaks. The NSA secretly manipulated a cryptography standard issued in 2006 by National Institute of Standards and Technology. This way the NSA could easily access encrypted data from services and products using the standards. Implemented weaknesses were however soon detected by encryption experts which led to a series of attacks by bad actors. Companies using the standards then had to quickly change their encryption algorithms and techniques. (Castro – McQuinn 2016)
[bookmark: _Toc9329579]License request
	Information and communication companies that develop services and devices for communication would have to request a license from the government to be allowed to offer them to the broader public. This way, the government can control how strong the communication and device encryption is in their country. An example of a country that legislatively regulates encryption this way is Vietnam. According to their Law on Cyber Information Security, companies who want to trade in civil cryptographic products and services need to file an application for a license to Government Cipher Committee. (ANT Lawyers 2018)
	This method is basically an alternative to banning strong encryption. Based on technical inspection and review, governments can effectively decide, which communication products and services can be used by its citizens. Individually they may evaluate each service or product that allow communication and then either give the licence to company offering it or not. By not issuing a licence to strong encryption services and products, they can weaken the overall encryption and use methods like brute force attacks to gain access the content of encrypted communication. 
[bookmark: _Toc9329580]Export / Import control
By controlling export of encryption technologies, governments can decide which encryption technology can be exported to individual foreign countries. This approach prevents exporting strong encryption to potential foreign adversaries who could later use this technology against the exporting country. In the past, this regulation has been used to prevent strong encryption to be broadly disseminated. (EastWest Institute 2018)
Import control works similarly but instead of preventing the strong encryption to be exported to foreign countries, it is prevented from being imported to a country that issued import regulations. This way, the government ensures that strong encryption is not used in its country which makes it easier for law enforcement and intelligence agencies to circumvent encryption.

[bookmark: _Toc9329581]Design mandates
Governments can require that companies providing communication services and manufacturing communication devices, build or alter their products and services so that they are able to give access law enforcement or intelligence agencies if they have lawful authorization to request it. 
[bookmark: _Toc9329582]Creating backdoors
	Backdoors can be created both to software and hardware. When installed, backdoors give access to otherwise secure data. Backdoors can be created surreptitiously by intelligence agencies or can be demanded from providers legally. Backdoors allow bypassing authentication or encryption. If a backdoor is implemented to a hardware device or software program, the government can use the backdoor to get direct access to encrypted information. Backdoors are typically kept secret from a user, therefore he does not know about third party accessing the encrypted data. (Castro – McQuinn 2016)
	When a backdoor is created secretly by government, it can use it to access otherwise encrypted information without a knowledge of the user. Backdoors can be also created by communication service providers if it is legally demanded by the government. In this case, whether governmental institutions have lawful authorisation, the provider can use these backdoors to help law enforcement and intelligence agencies to gain access to encrypted information both at rest and in transfer. 
	If a backdoor is implemented it automatically lowers the security of a device or encryption program. As with previously mentioned techniques, creating any kind of intentional weakness to a device or code does not mean that only intended governmental institutions will have it easier to access encrypted data. Anyone, who discovers backdoor in a hardware or code can abuse it. This gives opportunities to bad actors such as individual hackers, other national states or foreign intelligence agencies who can use the data to their gain or advantage. 
[bookmark: _Toc9329583]Key escrows
	Governments can issue a law demanding that every provider of communication service using encryption would have to issue a key escrow. Whether using symmetric or asymmetric encryption, there would always be a server that would store copies of encryption keys. Also all encrypted communication (the ciphertext version) would have to be stored. Communication service providers would then be obligated to provide law enforcement and intelligence agencies with the copy of encryption keys if they had a lawful authorisation to demand it. This way, the governmental institutions would be able to access the key and use it to decipher the encrypted message. The same mechanism would be applied to companies making hardware devices that are used for communication. Each encryption key used to encrypt data at rest would have to be stored at an escrow. Later, when law enforcement would have physical access to the device, they could encrypt it using the escrow key. The key escrow is held by a third party, whether it is the provider itself or a governmental institution or department. (Castro – McQuinn 2016)
	Having mandatory key escrows is one of the most effective methods to gain access to encrypted data for the government and its institutions. Every key that has been previously used to encrypt data in transfer or data at rest would be easy to access under the condition of having a court order. This method requires no capabilities from the government. Gaining access to encrypted information is really easy once an institution has legal authorization to do so. 
	Nevertheless, there are many problems connected to key escrows. To be effective, the key escrow would have to be mandatory to all communication providers. Considering the fact that globally there are more than 70 thousand gigabytes of data being transferred and more than 2,8 millions e-mails being sent each second, we can assume that there are billions of encrypted communications sent every moment. (InternetLiveStats.com) As a result, there is a huge number of keys created every second. Creating escrows for such quantity of keys would be very demanding. Creating this complex escrow system would present many problems. Changing the codes of each and every one of encryption algorithms so that it would produce a copy of encryption keys that would be stored in an escrow could potentially create unwanted vulnerabilities that could be exploited by bad actors.
	Also, the process of obtaining the plaintext version of communication is complicated and every step represents a potential weak spot. “In a hypothetical key escrow system, a law enforcement request for a company would need to go through several stages …, including authenticating the court’s warrant, finding the correct data, locating the correct key in the company’s escrow, and retrieving the data from only the time period on the warrant. The company would then need to convert the data into the correct format, transfer it to only authorized and authenticated law enforcement parties, and maintain the ability to audit these requests. Each of these steps adds a new level of complexity and each one is subject to attacks from adversaries— whether it is impersonation attacks like falsifying court documents, insider attacks from rogue employees, or hackers targeting the system that maintains the keys in escrow.” (Castro – McQuinn 2016:19) 
	Creating key escrows is dangerous by default. Escrows would therefore be parts of critical information infrastructure. By gathering all the encryption keys in one place, there is a need to provide a sufficient protection. Even if the escrows are protected both physically and from hackers, it is still to be considered a potential weak spot in overall encryption security. Any bad actor who would be able to access the data stored in escrows would be able to decrypt all communications that have been done. 

[bookmark: _Toc9329584]Compelling assistance
[bookmark: _Toc9329585]Provider assistance 
	Communication service providers and device manufacturers can be legally obligated to assist state institutions with gaining access to encrypted information that is passing through or is stored in their services and products. Law enforcement and other state institutions could require “technical assistance to decrypt, intercept, manipulate and preserve data, or, if permitted by law, to re-write firmware or software, or covertly install remote capabilities.“ (WestEast Institute 2018: 23) 
	This technique is only effective if the service provider or device manufacturer is available to decrypt encrypted data. If a communication is encrypted from end to end, the service provider has no tools to decrypt it. 
[bookmark: _Toc9329586]User assistance 
Individuals can be directly compelled to grant law enforcement access to encrypted data on their private devices. This includes disclosure of passcodes and biometric passcodes.

[bookmark: _Toc9329587]Employing workarounds 
Workaround are techniques that try to find substitution for the plaintext or use non-technical methods to gain access to encrypted data. Workarounds are not a regulation technique. 
[bookmark: _Toc9329588]Adapting conventional Police Methods
Kerr and Schneier (2018) identified six categories of encryption workarounds that adapt conventional Police methods. Three of them are key-based. That means that law enforcement or intelligence agencies obtain a copy of the key. In those cases, the “key” stands for any passcode, password or passphrase used to encrypt the data on communication devices. By typing the correct passcode, the encryption key is unlocked which then decrypts computer or another device. Passcodes are usually much shorter than encryption keys generated by complicated algorithms. 
It is important to note that these workarounds do not even remotely guarantee an access to encrypted information but can still be successful in some cases. For every case, individual approach must be chosen. Here are the six categories presented by Kerr and Schneier.
Find the key
	First way of obtaining an existing copy of the key is finding it. This workaround relies heavily on mistakes of individual users. There are many locations where a copy of the key can be found. The user might have written it in his notebook or on a piece of paper. The key might have been entered into a certain file of passwords that is stored somewhere in a computer or other device. Also, internet browsers offer the option of saving a password, if the user uses this service, the key is available. As already mentioned this method relies on the user’s mistake of leaving a copy of the key somewhere. (Ibid.)
Guess the key
	This method relies on the fact that passcodes are shorter and therefore easier to guess than encryption keys. Applying a process similar to brute force attack can lead to successfully guessing the key. The problem is that modern devices usually have an inbuilt protection against guessing the key. After a certain number of unsuccessful passcodes, the device can refuse another tries for a period of time. This makes the process more time consuming.  (Ibid.)
	The success of this method depends on many variables. The most important one is the number of possible keys. Four-digit passcodes are much easier to guess than the ones with six digits because there are less possible combinations of the key. (Ibid.)
Compel the key
	This approach relies on compelling the key from someone else than the primary user or owner of a device. It is very similar to finding the key, however in this case, a copy of the key is disclosed by another person rather than found. This approach relies on the level of cooperation of compelled person and the ability of the law enforcement to track down this person in the first place. (Ibid.)
Exploit a flaw in the encryption scheme
	The aim of this workaround is to get access to encrypted data without a key. Access can be ensured by exploiting a weakness in hardware or software. It can be a weakness that has been found by the law enforcement or intelligence agencies for one particular investigation or it can be a publicly known weakness, that had been fixed by the service provider or product manufacturer but the user did not install the fixing patch of the software. (Ibid.)
Access plaintext when the device is in use
	The data that is encrypted at rest must be decrypted while in use. For example, a Microsoft Word document is encrypted while at rest, but it is decrypted while in use so that the user can read and edit it. Even if a message is encrypted from end to end, its content is readable on the sender’s keyboard and the recipient’s screen.  The plaintext can be therefore accessed by the law enforcement or intelligence agencies by installing a keylogger to target device or by confiscation of targeted device while in use and unencrypted. (Ibid.)
Locate a plaintext copy
	The final workaround based on conventional police methods is locating a copy of the plaintext. Logically, this method only works if there are copies of the plaintext in other devices. Rather than trying to decrypt a smartphone to get access to content of a message, the law enforcement can look for a copy somewhere else – for example in the cloud. (Ibid.)

[bookmark: _Toc9329589]Metadata analysis
	Even without a knowledge of the content of communications, metadata provide valuable information about individual messages and overall habits of targeted users. By analysing metadata, the government can identify who communicates with whom and use this information to find patterns and potential criminal networks.


	
	
	

[bookmark: _Toc9329590]The European Union

[bookmark: _Toc9329591]EU principals in dealing with encryption
	The general “going dark” debate balances between two important issues – privacy and security. There is a long lasting dilemma in the debate about these two issues and how they correspond with each other. This dilemma can be viewed both through zero-sum and non-zero-sum game theories. The initial argument of the governments regarding the need for some kind of backdoor or other form of access to content of communications was that the whole situation was a zero-sum game. The claim was that to assure national security, it is needed to reduce privacy of people’s communications. Creating backdoors, which has been proposed by the USA in the 90s, would weaken the privacy of people but at the same time would assure overall security of the US population as the government would be able to access encrypted content of messages and other data to use in criminal investigations. 
	However, the zero-sum assumption has been shortly after evaluated as flawed by IT experts, academics and broader public. For example, techniques like backdoors or key escrows do not necessarily guarantee greater security because they create systematic weaknesses and new security threats. Government investigations would be more effective, but the overall security would worsen because backdoors could be used by bad actors. Because of that, a non-zero-sum game theory fits this issue much more. Unfortunately, none of the existing encryption regulation techniques meets the ideal criteria of giving access to law enforcement and keeping the communication private and safe from other actors. This presents a massive obstacle in creating an effective legal solution to the “going dark” debate by individual states or institutions like the EU. Human rights and mainly the right to privacy therefore play a vital role in the debate.
Any legislation concerning encryption regulation must complement already existing legislation on people’s privacy and rights. Human rights is an issue that is very important in the EU. In democratic regimes it is often viewed as one of the most important pillars. In 21st century there has been a need across the world to transition human right to digital sphere as a result of rising popularity and use of information and communication technologies. All of the human rights that were protected before digitalization should be protected online. “[T]he main challenge for the European Union, its member states and other states around the world is to refine the definitions of all human rights in the online context. Moreover, the existing human rights framework needs to be re-evaluated to account for possible negative impacts of technological developments.“ (European Parliament 2015:8)
One of the rights that were gaining a lot of attention lately is the right to privacy. People have been vocal about this right in the digital sphere many times in many different cases when they felt that their right to privacy had been violated by third parties. Prime example of such a case are the Snowden leaks which revealed that the US and British governments can access the content of private messages. Another recent example may be the Facebook-Cambridge Analytica scandal[footnoteRef:4]. As a result of this scandal, Facebook Messenger users started to worry about the provider’s access to content of their private messages.  [4:  Cambridge Analytica was a consulting company that provided data mining, analysis and other data related services for corporate and political clients. The company is best known for their involvement in Donald Trump’s 2016 presidential campaign. The company obtained data of millions of Facebook users and later used those data for the campaign. The data was collected by an application called “This Is Your Digital Life” that was developed for these purposes. By downloading this app and logging in through Facebook credentials, the users allowed the app to harvest their own Facebook data as well as data about people in their friend lists. The harvested data were usually public profile, birthday, current city and page likes of the user. (Ingram 2018) In few cases (after the user agreed to) the app had access to user’s timeline, posts and private messages. (Lapowsky 2018)] 

The right to privacy in the digital sphere in the EU is anchored in its Charter of Fundamental Rights. Article 7 of the Charter states that “[e]veryone has the right to respect for his or her private and family life, home and communications” (European Union 2012).  Furthermore, article 8 elaborates the issue of the right to privacy and deals with protection of personal data saying that “[e]veryone has the right to the protection of personal data…” and that “[s]uch data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law” (European Union 2012).  While privacy is globally recognised as a fundamental human right, data protection is not. The EU considers the right to privacy and data protection to be connected and instrumental in preserving fundamental rights and values within its member states. For a long time, the EU held high standards regarding data protection legislation. The 2002 ePrivacy Directive provided data protection rules for internet services and telecommunication networks. In 2016, the EU adopted complex data protection legislation – the GDPR (General Data Protection Regulation). This regulation is claimed to be “the most comprehensive and progressive piece of data protection legislation in the world, updated to deal with the implications of the digital age.” (EDPS 2019)
It applies both to public institutions and private actors that operate with and store personal information and regulates data protection in all EU member states. Foreign organisations and companies who offer services in the EU are also subject to this regulation. The main aim of the GDPR is to make it easier for individuals to control their personal data. It also sets a number of rules for institutions and companies on how to operate with personal data. (Ibid.)
	We can see that the EU is heavily invested in people’s right to privacy on the internet. Furthermore, it perceives private data protection as a part of right to privacy and demands its fulfilment through regulations such as the GDPR. 

[bookmark: _Toc9329592]The EU position towards mass surveillance 
The human right to privacy and mass surveillance are strongly intertwined. After the Snowden leaks that exposed broad mass surveillance mechanisms used by the USA and the UK, the EU began to create a position towards mass surveillance. From the start, the EU was outraged about the scope of US surveillance and criticized the USA for violating human rights of Europeans. A report from 2014 condemned broad and systematic collection of personal data of innocent people including Europeans. (Dwarkin 2015)
This position grew even stronger when in 2015, the Court of Justice of the European Union (CJEU) rejected agreement between the EU and the USA about sharing and transferring data of European citizens to the USA. (Lubin 2017)
	The CJEU presented two rulings concerning mass surveillance and metadata retention in the EU. The conclusion of the rulings implicates that in the light of the Charter of Fundamental Rights of the European Union, national legislations that require general mass retention of metadata cannot be enacted. Under the EU legislation, only targeted data retention is allowed. In the 2016 the CJEU stated that when it comes to mass surveillance the Charter of Fundamental Rights of the European Union must be interpreted as follows: “national legislation which, for the purpose of fighting crime, provides for general and indiscriminate retention of all traffic and location data of all subscribers and registered users relating to all means of electronic communication, [and] national legislation governing the protection and security of traffic and location data and, in particular, access of the competent national authorities to the retained data, where the objective pursued by that access, in the context of fighting crime, is not restricted solely to fighting serious crime, where access is not subject to prior review by a court or an independent administrative authority, and where there is no requirement that the data concerned should be retained within the European Union”. (Privacy International 2017: 8)
	However, when we consider this interpretation of the Charter of Fundamental Rights of the European Union, we will see that a great number of the EU member states violates the Charter by their national legislation on data retention. This issue was addressed by the open letter to European Commission from NGOs, community networks, academics and activists. Signatories express their concerns about “the respect for CJEU case law on data retention by various Member States“ (Les Exégètes Amateurs et al. 2018). They state that 17 EU member states implement measures for general non-targeted data retention. These countries therefore infringe the data retention law interpreted by the CJEU. (Ibid.)

[bookmark: _Toc9329593]Existing encryption regulation proposals
	After the string of terrorist attacks on Europe’s ground, the issue of lawful access to encrypted data was debated over in many EU member states. The EU itself recognized how important this issue is and begun the process of creating its position on the matter through series of Communications and legislative proposals. 
	In the Communication from European Commission from October 2017, the Commission presented different technical and legal measures that aimed to support member states in dealing with the use of encryption by terrorists.  The report states that “encryption is essential to ensure cybersecurity and the protection of personal data.“ (European Commission 2017:8) However, use of encryption by criminals poses challenges for law enforcement and judicial authorities. If an encryption is used, it affects the ability of respective institution to obtain needed information for investigation and prosecution of criminals. 
Technical measures
	Based on a conversation with the public and ICT experts, the Commission presented a number of technical measures that should support EU member states in accessing encrypted data in the future. The commission recognized different levels of technical resources and expertize between individual members states as well as different legislations that cover the issue of obtaining lawful access to data (both encrypted and unencrypted). There are six technical measures that ought to help decryption capabilities and expertize development on the matter to law enforcement in the EU member states. (European Commission 2017)
	First proposed measure was supporting Europol’s technical capabilities, mainly decryption capabilities. The EU should provide Europol with budget large enough to reinforce its European Cybercrime Centre. Europol should take into consideration and potentially develop any decryption capability. However, it should not consider measures that could have a security impact on large groups of people or would weaken encryption overall. (Ibid.)
The commission supported this goal in 2018, when it agreed to increase Europol’s budget by additional 5 million euros. The additional money were set to improve Europol’s decryption capabilities of encrypted data that will be lawfully accessed. (European Commission 2018a)
Furthermore, regarding the issue of decrypting capabilities, an EU funded project FENTEC (Functional Encryption Technologies) was introduced in January 2018. This project funded by eight different EU member states aims to explore possibilities of functional encryption[footnoteRef:5]. The budget is over 4,2 million euros and is fully consisted of member states’ contributions.  The overall mission of FENTEC is to develop and make functional encryption available for broader use. In other words, FENTEC wants to come up with a solution, that could be later implemented by service providers and device manufacturers so that all three sides of the “going dark” debate (the user, the provider and the government) are satisfied. FENTEC is set to be a three-years-project that should be ended in December 2020. (European Commission 2018b) So far, the project did not offer a complex solution of the debate or develop a working version of a functional encryption system.  [5:  Functional encryption is a “paradigm of encryption systems to overcome all-or-nothing limitations of classical encryption“ (European Commission 2018). These systems would effectively encrypt private messages and data and at the same time they would allow law enforcement to obtain a partial view of the message plaintext.] 

 
	Secondly, the member states should establish a network of points of expertize to help those states that have little expertize and capabilities in the field of decryption. Member states should, independently on their national initiatives, share their capabilities with weaker states to even up the differences and ensure effective investigation across the Union. The creation of individual national points of expertize should be financed through internal EU funds. (European Commission 2017)
	Thirdly, a toolbox of alternative investigation techniques should be created. This toolbox would be available to every member state so that they can use it to develop and use measures to access encrypted data that would help criminal investigation. Both Europol and newly established network of points of expertize should participate in development of such toolbox. Again, techniques that would weaken overall encryption or could impact security of larger groups of people should not be considered. (Ibid.)
	As the fourth measure the Commission emphasized the importance of communication service providers and device manufacturers in finding a solution for lawful access to strongly encrypted data. To come up with a solution for lawful access to data that would not weaken the overall encryption and security of communication services, the Commission promised to lead a continuous dialogue with service providers and other industry partners. (Ibid.)
	Also, the Commission proposes creating training programmes for law enforcement and judicial authorities that would educate responsible officers in the area of obtaining access to encrypted data. (Ibid.)
	Finally, the Commission states that it is important to continuously asses the legal and technical aspects of encryption being an obstacle in criminal investigations. Encryption is acknowledged as a technical issue that will inevitably evolve in the future. Because of that, it is important to monitor this evolution so that the Commission can appropriately react to it both technically and legally. (Ibid.)

Legislative proposals
The Communication from October 2017 asked for legal framework for cross-border access to electronic evidence. It was a response to challenges that occurred when evidence located in another EU member state was needed for an investigation or prosecution. This issue was set to be addressed in 2018 in form of European Commission proposals. (European Commission 2017)
In April 2018 the Commission presented the advised proposal for a legislation that would allow efficient cross-border access to electronic evidence. This regulation document proposed a creation of a European Production Orders. It is supposed to speed up the process of obtaining an electronic evidence (messages, emails, metadata) from another member state. The data should be delivered directly from a service providers or their legal representatives. They should respond to such requests within ten days or six hours in case of emergency. Current deadline for providing electronic evidence from another member state is 120 days. By establishing European Preservation Orders, countries should also newly have the ability to order a service provider in another member state to preserve certain information and data to be used in the future. Both of the orders will have to be validated by a national judicial authority. (European Commission 2018c)
Furthermore, communication service providers that offer services in any of the member states are proposed to designate a legal representative who would then be responsible for compliance with other member states requests. In order to ensure cooperation from the side of communication service providers, new legislation is proposed. 
There are four types of data described in the Communication that would fall under the Production and Preservation Orders and would have to be either provided or preserved by service providers or device manufacturers. Those are “subscriber data, which relates to the identity of the user or customer; access data, which relates to the commencement and termination of a user’s access session; transactional data, which relates to data that provides context or additional information about the service; and content data, which relates to digitally stored data, including text, voice, videos, images, and sound.” (Lasinska 2018) 
So far, law enforcement have been heavily dependent on good will of service providers when asking for information that could help ongoing investigations. The new law should provide legal certainty that service providers will cooperate with law enforcement and allow them access to available data. (European Commission 2018c)
There are some safeguards regarding lawful access to content data. Any EU member state can issue both Production and Preservation Order for content of communication only in cases of criminal offences with a minimum of three-years-sentence or for specific offenses such as cyber-related or terrorism-related crimes. 
The proposal is still in the phase of first reading by the European Parliament and is being edited based on discussions within the Council of the European Union and its preparatory bodies. It is important to notice that encryption is mentioned only once in the whole proposal in a statement that all data “should be provided regardless of whether it is encrypted or not.” (European Commission 2018c:28)
We can see that this proposal does not deal with the issue of encryption being an obstacle for investigation of terrorism and crime. It does however propose complex cross-border lawful access to data within the EU. Having a legislation that ensures fast access to data in the whole EU will help to fight crime and terrorism more effectively. Even though the proposal does not solve the problem of end-to-end encryption and inability of service providers to decrypt communication using this encryption method, it still has important implications for it. 
Firstly, the legislation would compel communication service providers in all EU member states to provide law enforcement with data. This would unify individual national legislations on the matter of lawful access to data and governments would not have to rely on good will of service providers to cooperate with law enforcement. If each communication service provider creates proposed position of legal representative, a large network of government officials and service provider representatives will be created. If nothing else, this legislation would build foundation for the EU to later implement another legislation that would potentially compel service providers and device manufacturers to allow lawful access even to plaintext of encrypted messages similarly to latest Australian law. 
Secondly, we can see that the EU is not rushing a legislation on encryption regulation and lawful access to encrypted data even though it has been one of the biggest issues since the series of terrorist attacks in Europe. European Commission aims at strengthening the states decryption capabilities as well as creating a network for more effective cross border investigation and access to data. Besides the six technical (non-legislative) measures mentioned above, the Commission does not plan to address encryption legislatively in the near future. (European Commission 2019)  To deal with terrorism, the EU takes more cautious steps and tries less radical approach. The proposal itself should be helpful for investigating terrorism and crime. If it proves to be ineffective in the future, it can be amended to provide access to all data including the encrypted. From this perspective, this legislation might be seen as an inter-step in the process of developing legislation that deals with lawful access to encrypted data.
[bookmark: _Toc9329594]Member states cases
Currently, very few of the EU member states have a specific legal framework that allows judicial authorities and law enforcement agencies to break or bypass encryption in order to access content data of communications or stored encrypted data. Member states instead often use general legal provisions to deal with encryption in investigations. With a few exceptions, most of the EU member states have implemented a legal provision that obligates third parties (such as communication providers) to allow an access to unencrypted version of data. However, with the spread of end-to-end encryption, these third parties are often not capable of fulfilling these obligations. Also, the penalties for non-compliance of third parties are usually not large enough to be effective in demanding compliance. (Europol 2019)
Repeatedly, there have been calls from different EU member states’ representatives to the EU as an institution to present a legislation proposal concerning lawful access to encrypted data. Since the issue is very complex and often requires a cross-country cooperation, a legislation on an EU level would be much more effective in dealing with terrorists and criminals who use end-to-end encryption to their advantage so that it is much more complicated for law enforcement to track them down and lead an effective investigation. These requests were made for example in 2016 by countries like Croatia, Latvia, Italy, Poland and Hungary. (Stupp 2016)
Some of the EU member states are invested in the going dark debate much more than other. The UK approach towards gaining lawful access to content of encrypted communication was explored above. Other states that were vocal about the topic were:
France
	France has been one of the EU member states that were vocal about the need for a legislation that would assure law enforcement access to content of encrypted communications due to the string of terrorist attacks in Europe and on their own soil. One of the first attempts of such a legislation was a proposed amendment to Digital Republic Law which was adopted later in October 2016.  The amendment was vaguely worded and suggested that device manufacturers should be able to assist law enforcement in gaining access to encrypted hardware. No specific technique was mentioned but the wording suggested mandatory backdoors being built into devices. This amendment was rejected by French National Assembly. On the contrary, the final adopted legislation recognizes the importance of encryption in securing people’s right to privacy. (Severson 2017)
	French legislation requires telecommunication operators to provide assistance during criminal and terrorist investigations. France enacted new counterterrorism law in June 2016. This law alternates requirements for operators and service providers to assist law enforcement and intelligence agencies with their criminal and terrorist investigations. The penalties for non-compliance were significantly increased. The final legislations says that anyone who “has knowledge of a secret decryption key for an encryption standard that may have been used to prepare, facilitate or commit a crime or offense and … refuses to provide or use such decryption keys in cooperation with the authorities” (Severson 2017: 3) can face a 270 000-euro fine and/or a three-year-old term in prison. The debate that lead to the final draft that was later adopted was very complex. Many different actors suggested their own versions of amendments concerning this issue. The adopted law concerns only service providers who have the ability to decrypt the content of communications and would not provide it to law enforcement and intelligence agencies. There was a number of other drafts that were much more aggressive proposing high penalties and fines for companies like Apple who would not provide a content of encrypted communications that were encrypted by encryption software of their own making. (Severson 2017) 
	 We can see that France has been very active in the area of gaining lawful access to content of encrypted messages after the series of terrorist attacks in the country. Long lasting political debates and legislation proposals resulted in reinforcing cooperation of service providers by increasing possible penalties and fines for non-compliance. Although it has been suggested, France did not adopt any legislation that would lead to mandatory backdoors being built to communication services or devices. What is more, a large number of French agencies involved in privacy, data protection and encryption have repeatedly stated that they support strong encryption for communication as well as stored data and oppose techniques like backdoors. Such statements were made among other by French National Commission in Informatics and Liberty which is an administrative body, aiming to ensure that legislation concerning data privacy is applied to storage, collection and use of private data of the citizens (CNIL 2019). French National Cybersecurity Agency (ANSSI) which is responsible for defence and national security in the cybernetic area also spoke against backdoors as a solution of the “going dark” debate. According to Guillaume Poupard, a director general of the ANSSI, backdoors are not a solution of the problem. He claimed that the fact that strong encryption is being used by bad actors like terrorists or criminals does not mean, that it should be prohibited or compromised by techniques like backdoors. Furthermore, he reminded that the right to privacy and data protection are vital and strongly anchored in French legislation and that any further proposals on the matter should take it into consideration. (Fléchaux 2017) 

The Netherlands
After the reveal that strong encryption have been used to plan and conduct November 2015 Paris terrorist attack, the Dutch House of representatives wanted to evaluate a position of the government on the issue. The position and implications on the future were presented in a letter by Dutch Minister of Security and Justice and the Minister of Economic Affairs. Firstly, the letter points out the importance of strong encryption for citizens, companies and the government. Encryption helps the citizens to support their right to privacy and confidentiality of their communications. It also helps in professions like journalists who need to ensure confidential and private communications when talking to their person of interest. The fact that The Netherlands is increasingly transforming the communication with citizens to digital sphere supports the argument of protecting people’s private data via encryption. Services like online tax return application form or digital ID need to be efficiently encrypted in order to keep the data of citizens secure. Government institutions also use encryption in a large scale to protect national security and interests from another state or non-state actors’ espionage or cybercrime. (Kamp – Van der Steur 2016)
Companies thrive thanks to the use of encryption, since it plays a vital role in keeping their stored or sent data secure. Strong encryption enables companies to offer services like secure online payments which help them to compete with local and international competition. Therefore, strong encryption is needed for their future growth and stability. (Ibid.)
On the other hand, the letter states that encryption in the hands of bad actors like criminals or terrorists is very dangerous because it decreases the ability of law enforcement and intelligence services to access content of communications. Investigations and prevention of crime and terrorism are therefore much more complicated for respective institutions. The situation is and will be more complicated due to the spread of strong encryption software that is easy to use and does not require technical knowledge of the users. (Ibid.)
The Dutch cabinet acknowledges the issue of law enforcement and intelligence agencies not being able to access encrypted data. The rising popularity and broad use of end-to-end encryption disables legal measures of obtaining data from service providers because even they process the data in an encrypted form and are unable to decrypt it for investigatory purposes according to the law. (Ibid.) The Netherlands have a complex legislation when it comes to gaining access to data. Since 2002 when the Intelligence and Security Services Act was adopted, Dutch security services can break into devices that can hold important data for ongoing investigation and conduct surveillance on suspicious private communications. The legislation enables Dutch security services to use technical devices (for example key loggers), to undo encryption that prevents them to access data. Also, service providers and other actors are compelled to assist law enforcement to access encrypted data if they have a knowledge and capabilities to do so. (Severson 2017)
However, the cabinet concluded that since there are no acceptable regulation methods which would not weaken the overall encryption or create weaknesses that could be later exploited by bad actors, the Netherlands should not pursue new legislation that would regulate encryption. At the same time, the cabinet supported the use of strong encryption for its citizens, companies and government institutions since it helps protecting people’s right to privacy, confidentiality of government communications and economic strength and potential of domestic companies. Further development of the issue should be transferred to an international level and should include communications service providers and device manufacturers in the debate. (Kamp – Van der Steur 2016)

Hungary
	There was a debate and proposed legislation in Hungary about banning end-to-end encryption altogether. Banning end-to-end encryption together with a legislation that would compel communication service providers to assist law enforcement and intelligence agencies with access to content of communications would be a very effective tool for dealing with terrorist and criminal investigation. Banning end-to-end encryption would have a great impact on Hungarian society. The initial draft suggested that people using end-to-end encryption would face a jail time. The opposition, however, objected such proposals. (Keszthelyi 2016)
	Hungarian government started to shift their attention from content of communications to metadata and their importance in preventing or investigating crime and terrorism. In 2016, Hungary enacted amendments to E-Commerce Act which deals with the topics of encryption and surveillance. Thanks to the new legislation, domestic or foreign companies that offer communication services to business or private users in Hungary have to retain metadata about every communication for a one-year period. This data must be provided to Hungarian authorities for investigatory purposes. Communication service providers who do not use end-to-end encryption in their products and services are furthermore compelled by the legislation to monitor content of private communications of specific users and provide the authorities with it. (Antal 2016)

Germany
	The right to privacy is strongly anchored in German legislation. The Constitution ensures privacy of personal communications. In 1991, Germany created a federal agency under the Ministry of Interior – the Federal Office for Information Security (BSI). The agency is ever since responsible for computer and communication security of the German government. From the beginning of its existence, the agency promotes strong encryption. In 1999, Germany enacted an outline for its crypto policy which elaborated on the BSI’s approach to encryption. There are two core elements of the outline that are very important for the “going dark” debate. Firstly, Germany claims that there will never be a ban or limitations on encryption software. Secondly, intelligence agencies and law enforcement should never be weakened by the widespread use of encryption. These agencies should therefore actively search for and develop technical competencies to access encrypted data. (Herpig – Heumann 2017) In 2008, Germany adopted a doctrine that states that the government guarantees “the confidentiality and integrity of information technology systems” (BVerfG 2008).  There is a number of government projects that implement strong encryption – the national identity card from 2010, the e-government mail from 2011 or the Smart Meter Gateway from 2015. (Herpig – Heumann 2017)
	We can see that Germany’s long-term position towards encryption did not shift. The legislation is strongly in favour of strong encryption for its citizens, companies and government. However, German government did not forget about one of the elements of national crypto policy that were presented in 1999 which demands an access to content of communications by law enforcement. To fulfil this element, the government continuously work on technical capabilities of breaking encryption for investigatory purposes. An example of such capability might be a malware referred to as “the Federal Trojan Horse” which is said to be used by German Police on selected computers in order to circumvent encryption of suspected individuals. (Chaos Computer Club 2011)
	Also, in 2015, German Federal Office of Criminal Investigation exploited a vulnerability in the communication application Telegram to gain access to encrypted data of suspected right wing group. The use of the data in the investigation was problematic due to the nature of acquiring it. (Herpig – Heumann 2017)
After the string of terrorist attacks in Europe and Germany itself, the government began to search for a solution of the problem that strong encryption presents to law enforcement. Because of the former German legislation on encryption, no encryption regulation methods seemed to be acceptable because they would interfere with each other. Instead, it seems that Germany decided to extend their technical decryption capabilities as well as create a legal framework for “lawful hacking”. 
In April 2017, German Ministry of Interior opened a new surveillance agency called the “Central Authority for Information Technology in the Security Sphere” (ZITiS - Zentrale Stelle für Informationstechnik im Sicherheitsbereich). It is independent of the police and intelligence agencies. Its task is to assist law enforcement and intelligence agencies with gaining access to content of encrypted communications and encrypted data stored on devices. To do so, the agency will try to develop technological capabilities that will either break through or circumvent encryption used by bad actors – hacking communication devices of bad actors. The agency intends to have 400 employees by 2022. (Knight 2017)
In June 2017, Germany enacted the Source Telecommunications and Online Surveillance Law which creates legal bases for state institutions to use malware to gain access to encrypted data needed for prevention or investigation of crime and terrorism. Malware can be installed to devices such as mobile phones, tablets or computers. This legislation allows law enforcement and intelligent agencies to circumvent encryption and see in real-time, what is the content of one’s private communications. Also, these authorities can access any data that is stored on a device. (Bleiker 2017)
[bookmark: _Toc9329595]EU encryption regulation possibilities 
The EU’s position on encryption regulation and access to encrypted data is based mainly on its principles of human rights, data protection and strong encryption promotion. So far, it seems that the union focuses mainly on developing decryption capabilities through Europol and other projects like FENTEC. However, it is important to explore all of the different encryption regulation options and techniques of lawful access to encrypted data to see, which of them suits its needs and at the same time corresponds with already existing legislation. 
It is important to mention that any encryption regulation legislation would be very complex and any proposal would require to be debated with encryption experts, computer scientists, human rights defenders, scholars and broader public. This fact is multiplied when we take into consideration the international level of the EU. Enacted encryption regulation legislation would be applicable to all of its member states. Finding a solution that would be accepted by majority of the member states is therefore much more complicated than implementing such legislation on a national level.
Lawful hacking
When it comes to lawful hacking, some of the EU member states repeatedly showed us that they are willing to use this technique to gain access to encrypted data. There are many member states that implemented this technique into their legislation. Best example of such case is Germany. Its recent legislation on the matter allows respective institutions to use malware to access encrypted data for criminal and terrorist investigation. Also, it created an agency responsible for these tasks. Germany does not stand alone with this legislation. The Netherlands had this kind of legislation long before Germany and prior to any large-scale terrorist attack in Europe. As mentioned above, Dutch law enforcement and intelligence agencies can deploy technical devices such as keyloggers to circumvent encryption and gain access to data needed for investigation. Another member state that has been actively proposing lawful hacking legislation is Italy. “Italy Decisions from the Court of Cassation, in 2009 … and 2012 … , validated the use of hacking tools by Italian law enforcement agencies for accessing stored data under the existing legal basis (i.e. without judicial approval)“ (Directorate General For Internal Policies 2017:44) . Hacking tools are supposed to be used only in cases of serious crime investigations such as terrorism or organized crime. (Ibid.) 
There is a number of problems with adapting lawful hacking as a tool of gaining access to encrypted data into the EU legislation. Firstly, since hacking techniques are very invasive, their use would be in opposition to the EU rights to privacy. Secondly, hacking techniques exploit software vulnerabilities to gain access to encrypted data. Discovering and exploiting such vulnerabilities would present risks to functionality and security of exploited devices and systems. Thirdly, there is a risk of “loss of knowledge of location”. Since the internet is borderless, many communication services are provided across borders. That would mean that the EU member states would potentially breach international legal principle of sovereignty. (Ibid.)

Banning / weakening encryption 
	On the one hand, banning end-to-end encryption entirely would solve the problem of terrorists and criminals using it. On the other hand, it is a measure that is very unlikely for the EU to adopt for many reasons. Firstly, the EU has repeatedly supported strong encryption. It acknowledged its importance for individuals and their right to privacy, for companies and their ability to stay competitive and also for governments and their institutions. Banning end-to-end encryption would be the exact opposite of the overall EU cyber security policy. It would also oppose the fundamental human rights set by the Charter of Fundamental Rights of the European Union. People’s and companies’ communications would be vulnerable to attacks by bad actors, who could access their data more easily and use it later for their advantage. European companies would suffer on the global market, because they would not be able to compete with foreign companies. Government institution from the member states would be much more vulnerable to foreign espionage and hacking. 
	Weakening encryption standards would lead to similar results. Since the EU supports strong encryption overall, these techniques would undermine its cyber security policy and lead to weakening of the overall security. 
Licence request
	Mandating a licence for encryption software developers is essentially an alternative to weakening encryption standards. The fact that this technique is used only by autocratic countries like Vietnam suggests on its own that adapting it by the democratic EU would be problematic. Legislation on compulsory licence would face the same problems as banning or weakening encryption.

Export / Import control
	Although encryption software export and import control have been used in the past (for example by the USA), it would not have been an affective technique in today’s world. Encryption export control depends heavily on the premise that the implementing state is much more superior in development of encryption software. By banning export of strong encryption to its potential adversaries, the state ensures that it would not be used against its government and people. Also, if the adversaries do not poses strong encryption, the state would be able to break their weak encryption. Today’s reality shows us that bad actors like terrorists and criminals already have access to strong encryption software. Also, the threat of crime and terrorism often comes from the state’s citizens, not foreigners. Therefore, if implemented by the EU, this technique would not prevent targeted bad actors from acquiring strong encryption tools.
	Banning import of strong encryption would also not be effective since there are lots of European companies that specialize in development of strong encryption software. It would also affect all of the citizens and not only terrorist and criminals. 
Design mandates
	Mandating communication service providers and device manufacturers to design a way for the government access to encrypted communications seems to be the go-to approach by democratic countries in the recent past. Two of the Five Eyes Alliance members – Australia and the UK have implemented this encryption regulation technique into their legislation. Nevertheless, it is important to notice that both of the acts are formulated vaguely and do not present a technical solution for the communication companies. 
	To date, there are only two working techniques of allowing access to encrypted communications to law enforcement by device manufacturers – backdoors and key escrows. As already mentioned, both of these techniques present high risks to users’ security of private data. If a backdoor is created, it is exploitable not only by intended authorities. Once a systematic vulnerability is set, everybody can exploit it. This technique is therefore counterproductive in ensuring greater overall security. 
	The EU has repeatedly dismissed the idea of implementing backdoors to encryption software. Also, none of its member states (Excluding the UK) supports the idea of backdoors or key escrows as a solution of the “going dark” debate. 
Compelling assistance
	As already mentioned, most of the EU member states have a legislation that requires assistance of communication service providers and device manufacturers with ongoing investigation. However, it proved to be ineffective in dealing with end-to-end encryption that is being used by criminals and terrorists. If the communication is encrypted from end to end, the service provider does not have the ability to provide law enforcement and intelligence agencies with access to content of the communication. 
	However, the EU showed us that it is heavily invested in this issue. The European Commission already proposed a legislation that would ensure cooperation and assistance from service providers and device manufacturers across the borders of the EU member states through European Production and Preservation Orders. (European Commission 2018c)



[bookmark: _Toc9329596]Conclusion

[bookmark: _Toc9329597]The EU’s position on lawful access to encrypted data
The EU has not stated its complex position on the topic of lawful access to encrypted data as a tool to fight terrorism and crime. But, we can assume the position from the number of European Commission Communications, legislation proposals and statements of the EU representatives. Actions of different member states within this issue can also help to understand and predict the future development the EU’s position. 
So far, the EU did not enact or propose a legislation that would deal with end-to-end encryption being an obstacle to law enforcement and intelligence agencies investigation. It acknowledged that end-to-end encryption complicates investigations of crime and terrorism. However, the EU recognized that there is no direct legislative solution of this issue which would ensure the balance between national security and human right to privacy. Despite requests by its member states about proposing a legislation on this issue, the EU took an alternative approach. To deal with encrypted content of messages, the EU plans to concentrate on developing technical decryption capabilities rather than on legislative measures. Gaining access to target device by exploiting its weakness is one of the six forms of workarounds. Europol has been already provided with an increased budget to start enhancing its decryption capabilities. Furthermore, European projects like FENTEC are being created. FENTEC is a great example of different mindset that the EU and its member states have towards the issue of lawful access to encrypted data. It takes a proactive approach to the problematics and tries to develop a new encryption software that would protect human right to privacy, maintain the cryptographic security standard and allow lawful access to encrypted data. Rather than forcing this task onto communication service providers and device manufacturers, the EU tries to find the solution first. 
Instead of focusing on gaining access to encrypted data in transfer which is heavily depended on cooperation from the side of communication service providers and their abilities, the EU decided to invest into decrypting data at rest. From the legal perspective, it is much safer to target devices that have already been seized by law enforcement and can be used for investigation. The EU plans to build a complex infrastructure for cooperation of the member states in the area of decrypting communication devices in order to gain access to encrypted data. A network of points of expertize would be created in order to maximize the effectiveness of decrypting detained devices. Each of the member states would appoint its own point of expertize in order create a network where the member states would exchange their capabilities. 
When targeting data at rest on detained devices, it does not matter whether the data was encrypted by symmetric or asymmetric method during its transport. Therefore, this approach does not require regulating end-to-end encryption at all. It is important to mention that this approach does not guarantee success, but concerning all the factors in the encryption debate, it balances the weight between human right to privacy, cryptographic security and the government need for access to data the best. 

[bookmark: _Toc9329598]Factors formulating the EU position on lawful access to data
The position of the EU and its member states (excluding the UK) on lawful access to data differs from other democracies in the West. The USA, the UK, Canada, Australia and New Zealand presented their position on end-to-end encryption and demanded that communication service providers and device manufactures found a way of providing law enforcement with access to encrypted content of messages. There is a visible difference between the EU’s approach of obtaining encrypted data and position that was expressed by member states of the Five Eyes Alliance. Their positions favors national security over the people’s right to privacy and cryptographic security standards. The position seems to be different in the Anglo-Saxon countries and countries of continental Europe. 
The reason of this difference in positions towards encryption regulation might be caused by different culture and historical discourse. While the Anglo-Saxon countries have a history of using mass surveillance to ensure national interests and security, in the states of continental Europe, the history of surveillance is not anchored that strongly. Anglo-Saxon countries cooperated with each other in the area of surveillance for a long period of time – mainly through the Five Eyes Alliance. Surveillance capabilities were enhanced mainly during the Cold War, where strong surveillance and decryption capabilities played a vital role in ensuring national security from the Eastern threat of the Soviet Union and countries of the Eastern Bloc. The USA has tried to overcome strong encryption from the very beginning of its development as was showed in the beginning of the thesis. The fact that Anglo-Saxon states lost their surveillance capabilities (the key component of ensuring national security and interests) due to broader use of end-to-end encryption may be the reason of their pronounced position on encryption regulation and access to encrypted data.  
On the other hand the EU and its member states, which do not have such strong connection to surveillance, tend to prioritize human rights to privacy much more than access to encrypted data. The GDPR is an example of legislation that shows how much the EU cares about private data protection. The fact that the EU prioritizes human rights and overall cryptographic security is one of the key factors that shapes their position towards encryption regulation.
Another factor that was, is and will be important in the European encryption debate is the use of strong encryption by bad actors like terrorists or organized groups. We can see that the debate started in a larger scale only after the string of terrorist attacks on European soil. These led to strong responses from the EU member states and the EU itself. The issue was quickly politicized and caused a number of national legislation proposals on end-to-end encryption regulation from many different member states. 
The third factor that plays a considerable role in the issue is the distribution of power between member states in the EU. The more states start to require certain EU-level legislation on encryption, the more probable will such legislation implementation be. 

[bookmark: _Toc9329599]Potential future development
Based on the three main identified factors, there is a number of different scenarios for the future development of potential EU-level encryption regulation aiming to gain access to encrypted data. 
The main catalyser for the European encryption debate have been the terrorist attacks and the inability of European law enforcement to investigate these attacks because of end-to-end encryption. The initial response of the EU member states was strongly in favour of regulating end-to-end encryption in order to prevent such attacks in the future. However, the demands for radical regulation of encryption have decreased since 2017 when the terrorist attacks in Europe stopped happening in such a large scale. Even states like France or Germany, who were initially demanding backdoors being implemented to communication services, calmed down and searched for a legislative solution that is not that drastic. 
If the situation stays calm and there will be none or a small number of terrorist attacks or large-scale crimes that will use end-to-end encryption, the chances are that the EU will continue to hold its position on the issue. On the other hand, if Europe will have to face another string of large-scale terrorist attacks, the issue will be discussed much more and with emotion which could lead to legislation proposals that would prioritize access to encrypted data to people’s right to privacy. 
This scenario will also affect the second factor formulating the EU’s position in the “going dark” debate. The number of governments demanding national and EU-level regulation of encryption will potentially increase. If there is a large number of member states that demand encryption regulation, they will have collectively more power to press on the EU. 
Currently, the loudest demands for an encryption regulation legislation come from Germany, France, the UK and Hungary. It seems like a small group of states, however we must consider the power that these states have within the EU. Germany, France and the UK are the three largest economies in the EU with considerable amount of seats in the European parliament which gives them a decent vote power. In the future, the power of this pro-regulation section of member states will be probably weakened by the British departure from the European Union. That would mean that this section would have much less negotiating power in the EU’s institutions to push for proposals on encryption regulation. 
When it comes to human right to privacy and data protection, it is unlikely that the EU would change its long-lasting position. Human rights are anchored in the EU’s legislation and it is unlikely that the Union would change priorities in the “going dark” debate. Nevertheless, the EU can adopt legislation of another democratic state concerning encryption regulation and lawful access to encrypted data. The Australian Assistance and Access Act from 2018 deals with the encryption through mandating communication service providers and device manufacturers to design a way for the government to access encrypted data. The act is considered to be vaguely worded and have potential devastating effect on the Australian communication service industry because of high penalties and unclear definition of their obligations. Although, the legislation might be surprisingly effective and therefore being a model for other democratic states or even the EU. 
The encryption technology is developing in a rapid pace. It is hard to predict where the debate will stand in a couple years. Because the EU has an authority over its member states it has to be cautious when dealing with sensitive subjects like encryption regulation and lawful access to data. Because of that, it is likely that the Union will stick to its contemporary position of using encryption workarounds such as exploiting vulnerabilities in the encryption schemes, and metadata analysis for dealing with terrorism and crime. 
	However, in case of a large-scale series of terrorist attacks which would re-open the encryption debate in Europe on national and the EU-level, it is possible that the EU would have to adopt some kind of legislation on lawful access to data. Current use of workarounds and metadata would not probably be sufficient to satisfy angered member states. Of all the techniques of lawfully accessing data, lawful hacking would be the one that the EU implements into its legislation. Despite its problems the technique offers to exploit vulnerabilities of targeted communication devices. This would fulfil the interpretation of CJEU on legal surveillance. Moreover, there are few member states who already have such legislation in place which would help adapting such a legislation. Also, the EU already invests into decryption capabilities. Europol and other European institutions could provide with technological expertise and capabilities to make lawful hacking an effective tool to fight terrorism and crime while securing cryptographic security standards and people’s right to privacy. Exercising such legislation would have to be transparent, would require judicial authorisation, and oversight. It is not and ideal technique for lawful access to data, but out of all possible techniques it is the most relevant for the European Union.
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