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Abstract

Modern educational environments for practicing cybersecurity allow
instructors to collect command histories from cybersecurity training.
Analysis of these data can uncover valuable insights about the trainees’
learning processes. However, manual transformation of the data into
useful information is time-consuming and ineffective. In this thesis, we
applied association rule mining and sequential pattern mining algorithms
to command histories from 22 runs of cybersecurity training. Our aim
was to explore interesting patterns in the collected data, visualize and
analyze them, and interpret them into useful educational insights.
The results provided information concerning common mistakes, mis-
conceptions, and strategies the trainees utilized, as well as difficult
concepts and stages of the training. The results proved that pattern
mining methods are a viable option for analyzing data originating
from cybersecurity training. Instructors can apply these methods in
their contexts and use the gained insights to improve cybersecurity
education.
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1 Introduction

There is a rising need for cybersecurity experts. It was estimated that
by the end of 2019, there were 4.07 million unfilled cybersecurity posi-
tions worldwide [1]. To meet the increasing demand for cybersecurity
professionals, effective education and training are essential.

Modern educational environments for conducting cybersecurity
training allow to collect data concerning trainees’ activities throughout
the training. These data have a high educational value. Their analy-
sis can uncover insights about the trainees’ learning processes and
identify difficult sections of the training. Instructors can use this in-
formation to better design and structure cybersecurity training and
improve assessment and guidance methods. However, manual trans-
formation of these data into insights is not viable, since it is very
time-consuming and ineffective [2, 3].

Data mining offers methods for the automatic extraction of useful
information from the collected data [3]. One such method is called
pattern mining. Pattern mining techniques, such as association rule min-
ing and sequential pattern mining, can be used to discover interesting
patterns in datasets [4].

The research aim of this thesis is to explore interesting patterns
discovered in command logs from runs of a cybersecurity training.
The patterns we want to discover and analyze are association rules and
sequential patterns. Exploring association rules can provide insights
into common mistakes and misconceptions, as well as identify con-
cepts that are problematic for the trainees. Discovery and analysis of
sequential patterns can help tutors observe conventional approaches
to solving tasks of the training and reveal which sections of the training
were the most challenging for the trainees.

This thesis is divided into six chapters. Chapter 2 presents an
overview of the necessary theoretical background. Chapter 3 exam-
ines related research. Chapter 4 describes the analyzed data and the
methods for data preprocessing, application of pattern mining algo-
rithms, and postprocessing. Chapter 5 presents the extracted patterns
and discusses their educational implications. Finally, Chapter 6 sum-
marizes the thesis’ findings and discusses the benefits and possibilities
of further use and extension.



2 Theoretical Background

This chapter provides the theoretical background of this thesis. Sec-
tion 2.1 introduces data mining and its subfield, pattern mining, to
understand the context of this work. Subsequently, we focus on two
pattern mining methods utilized in this thesis: association rule mining
in Section 2.2 and sequential pattern mining in Section 2.3.

2.1 Data Mining

Data mining is a field of computer science that deals with extracting
knowledge from data stored in databases. Its purpose is to understand
the analyzed data better and to support decision-making based on
the discovered results [5, 6]. There are many data mining methods,
such as classification, clustering, outlier analysis, and pattern mining.
These methods are used to discover new, interesting information in
the given datasets [7, 5].

2.1.1 Pattern Mining

Pattern mining is an important data mining subfield. It deals with
designing and implementing algorithms for automatic extraction of
useful, previously hidden patterns in data. The main objective of
pattern mining is to discover patterns that are easily interpretable
by humans. Several pattern mining techniques exist, such as itemset
mining, association rule mining, and sequential pattern mining [4, 5].

The interestingness of a pattern can be determined according to
different criteria. For instance, some users may want to extract fre-
quently occurring patterns (i.e., frequent patterns), while others may
want to discover rarely occurring (i.e., rare) or long patterns [5, 4, 6].

The term pattern mining is more general than frequent pattern mining.
Although in some cases, the two terms may be used interchangeably,
frequent pattern mining only deals with discovering frequent patterns
in datasets. In contrast, pattern mining also includes methods for dis-
covering rare or negative' patterns [6].

1. A pattern is considered negative if it contains a negation of at least one item [5].

2



2. THEORETICAL BACKGROUND

2.2 Association Rule Mining

Association rule mining belongs among the best-studied pattern mining
techniques. Its goal is to discover association rules in a transaction
database. Association rules are patterns with the form of an if-then
statement. Association rule mining does not consider the ordering of
items in transactions [5, 7].

2.2.1 Definition of Association Rule Mining

The following is a formal definition of an association rule [5, 6, 7].

° Let] = {I1,I,..., I} be a set of literals called items.

° Let D = {Ty,T,..., Ty} be a set of transactions, also called
transaction database, where each transaction T; is a set of items
such that T; C I.

We say that a transaction T contains a set of items X if X C T. An
association rule is a pattern of the form X — Y, where X C I, Y C I,
and X NY = @. We call X the antecedent and Y the consequent.

The support of a rule X — Y in the transaction database D is the
proportion of transactions T; that contain X UY among all transactions
in D.2 That is,

X CT; CT
support(X — Y) = support(X UY) = HT:: X _|".l[";|/\ Y C Tl}|

The confidence of a rule X — Y in the transaction database D is
the proportion of transactions T; that contain X UY among those
transactions in D that contain X. That is,

support(XUY) |{T;: X C T;AY C Ti}
support(X)  |{T,: XC T}
Given a transaction database D, the problem of mining association
rules is to generate all association rules with support and confidence
satisfying the user-defined minimum support (called minsup) and
minimum confidence (called minconf). Association rules that satisfy
both minsup and minconf thresholds are called strong rules [7, 6].

confidence(X — Y) =

2. Support defined this way is also called relative support. Support defined as the
total number of transactions T; containing X U Y is called absolute support [6].



2. THEORETICAL BACKGROUND

2.2.2 Association Rule Mining Algorithms

There are many algorithms for association rule mining. The Apriori
algorithm proposed in 1994 [8] is the most straightforward [7, p. 95].
Other notable algorithms include FP-Growth, MagnumOpus, and
Closet. To use most of these algorithms, the user must first define the
two previously mentioned thresholds minsup and minconf [7].

2.2.3 Measuring Interestingness of Association Rules

One of the challenges of applying association rule mining is to select
“interesting” rules from all the extracted rules. Algorithms for mining
association rules can extract a significant amount of rules depend-
ing on the thresholds for support and confidence. Filtering out the
uninteresting ones can be a difficult task [7].

We can evaluate the interestingness of a rule using objective inter-
estingness measures. To clarify, these measures evaluate the strength of
correlation between the antecedent (X) and the consequent (Y') of the
rule [6], not the overall usefulness of the rule to the user [7]. More
than twenty measures, besides support and confidence, have been pro-
posed [5]. These measures, however, may provide conflicting results
about whether a given rule should be considered interesting [7].

Measures such as cosine, Jaccard, and all-confidence have the null-
invariant property. This means that their calculation disregards the num-
ber of transactions that contain neither X nor Y (i.e., null-transactions).
Consequently, the total number of transactions does not impact the
resulting value of these measures [7, 6].

In [7, Chapter 17], it was observed that the three mentioned null-
invariant measures rated strong symmetric rules as interesting. If both of
the rules X — Y and Y — X exceed minsup and minconf thresholds,
they are called strong symmetric rules [7, p. 246].

Measures such as lift, correlation, and chi-square are based on
probability or statistics and do not have the null-invariant property.
Because they are influenced by the total amount of transactions, they
may produce conflicting results to the null-invariant measures de-
pending on the characteristics of the transaction database [7, 6].

The recommended approach [7, p. 255] is first to measure the
interestingness of the discovered rules with null-invariant measures.

4



2. THEORETICAL BACKGROUND

Rules discarded by these measures should then be evaluated by a
probability-based measure (e.g., lift). If a rule receives conflicting
evaluations from the two types of measures, it is upon the user to
decide whether to retain or discard the rule.

The following are definitions of three null-invariant interestingness
measures: cosine, Jaccard, and all-confidence. Let us clarify that, similarly
to the previous section, X and Y represent disjoint subsets of the set
of items I.

Cosine [6,7] is defined as

support(X UY)

cosine(X — Y) = .
( ) v/support(X) x support(Y)

Cosine is a number from 0 to 1, and an association rule is considered
interesting if the number is above 0.65 [9].
Jaccard [7] is defined as

support(X UY)
support(X) + support(Y) — support(XUY)

Jaccard(X — Y) =

Jaccard is a number from 0 to 1, and an association rule is deemed
interesting if the number is above 0.5.
All-confidence [6, 7] is defined as

support(X UY)

all_confidence(X = ¥) = Gipport(X), support(Y))’

where max denotes the maximum of the two numbers. All-confidence
is a number in the range from 0 to 1, and an association rule is consid-
ered interesting if the number is above 0.5.

Lastly, we present the definition of a probability-based interesting-
ness measure called lift. Lift [6, 7] is defined as

, B support(X UY) _ confidence(X — Y)
lift(X =) = support(X) x support(Y) support(Y)

If lift is smaller than 1, X and Y are negatively correlated. Lift equal to
1 implies that there is no correlation between X and Y. A value greater
than 1 suggests a positive correlation between X and Y.
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2.3 Sequential Pattern Mining

Sequential pattern mining is a popular pattern mining technique used
to discover interesting sequential patterns [5, 7]. These are frequently
occurring subsequences in a given set of sequences.

2.3.1 Definition of Sequential Pattern Mining

We define a sequence as an ordered list of events, where each event is
called an item>. Having two sequences of items, &, and 8, we say that «
is a subsequence of B if w is contained in B (denoted as &« T ). For a to be
contained in B, we must be able to form « from by leaving out zero or
more of B’s items while preserving the relative order of the remaining
items. For completeness, we say that  contains a [7, 5, 11, 12].

Let a be a sequence of items and S a set of sequences, also called
sequence database. Support of « in S, denoted as support(«), is the
number of sequences in S that contain x. Sequence « is a sequential
pattern observed in S if support(a) > minsupx|S|, where minsup is the
minimum support threshold specified by the user as percentage. In
other words, « must occur in at least minsup percent of sequences in S
to be recognized as a sequential pattern observed in S [7, p. 108].

Contrary to association rule mining, sequential pattern mining
can be used to analyze data in which the ordering of items is rele-
vant. Therefore, it is useful when recognizing sequential relationships
between items could reveal potentially significant patterns [5].

2.3.2 Sequential Pattern Mining Algorithms

A multitude of algorithms exist for mining sequential patterns from a
given sequence database, depending on the user-set minsup threshold.
The most popular ones include GSP, Spade, PrefixSpan, Spam, Lapin,
CM-Spam, and CM-Spade. It is important to notice that, given the same
input, these algorithms all produce the same output. They differ only
in the strategies and data structures utilized for discovering sequential
patterns and, as a result, in their overall efficiency [5].

3. Elements of a sequence can also be defined as sets of items (i.e., itemsets), rather
than just single items [10, 7]. For this thesis, we constrained sequences to contain
single-item sets only because, in our data, two events cannot occur at the same time.

6



2. THEORETICAL BACKGROUND

2.3.3 Sequential Pattern Mining Variations

This section explores some limitations of sequential pattern mining,
as well as its variations suggested to address these limitations [5].

One major limitation of sequential pattern mining is discovering
too many patterns, depending on the characteristics of the database
and the user-set minsup threshold. This limitation hinders the per-
formance of the pattern mining algorithms and users’ ability to ana-
lyze the discovered patterns. The solution introduced to mitigate this
limitation is concise representations of sequential patterns. A concise
representation serves as a meaningful summary of all discovered se-
quential patterns. The following are the descriptions of three main
concise representations of sequential patterns [5].

Maximal sequential patterns [5, 13] are sequential patterns that are
not contained in other sequential patterns. That is, a sequential pattern
sq is maximal if no other sequential pattern s, exists, such that s, C s;,.
Algorithms for mining maximal patterns include VMSP and MaxSP.

Closed sequential patterns [5, 11, 12] are sequential patterns that
are not contained in other sequential patterns with equal support.
Formally, given a sequence database S, sequential pattern s, is closed
if no other sequential pattern s, exists, such that s, C s; and their
support in S is equal. Algorithms for mining closed sequential patterns
include CloFast, Clasp, and CM-Clasp.

Generator sequential patterns [5, 14] (also called sequential generators)
are sequential patterns that do not contain other sequential patterns
with equal support. Formally, given a sequence database S, we say
that a sequential pattern s, is a generator if no other sequential pattern
sp exists, such that s, C s, and their support in S is equal. Algorithms
for mining sequential generators include VGEN, FEAT, and FSGP.

Another limitation of sequential pattern mining is the necessity to
set the minsup threshold accurately. This may prove difficult, especially
if the user has no background knowledge about the database. If the
minsup threshold is set incorrectly, it may negatively affect the num-
ber of patterns discovered* and the algorithms’ performance. Top-k
sequential pattern mining addresses this limitation. It lets the user set
the number of k frequent sequential patterns to be discovered [5].

4. If minsup is too low, the number of extracted patterns may be too high. Setting
the threshold too high, however, may result in discovering too few patterns [5].



3 State of the Art

This chapter provides an overview of related work. Section 3.1 intro-
duces the field of educational data mining. Section 3.2 presents works
that applied pattern mining to educational data. Section 3.3 examines
studies that analyzed data from cybersecurity training.

3.1 Educational Data Mining

This section examines educational data mining (EDM), a growing
interdisciplinary research area. Its objective is to create novel methods
and algorithms to explore data from educational settings. The goal
is to discover previously hidden information, which can be useful to
understand student behavior and learning environments [15, 16].

The EDM process transforms data collected from educational en-
vironments into useful and easily comprehensible information used
to improve the student learning experience. This process is similar to
applications of data mining in other fields since it follows the same
steps: preprocessing, application of data mining algorithms, and post-
processing [17].

Several surveys and reviews of EDM have been published. Pefia-
Ayala [16] surveyed EDM works and described their approach by
several characteristics. These characteristics include the model built
from the collected data, tasks used to implement these models, and
algorithms used.

Romero and Ventura [2] reviewed the state of the art of EDM
and learning analytics (LA), which is a related research area. The
survey listed important books, papers, journals, and conferences of
these two affiliated research areas. It also described popular EDM and
LA methods and their key applications, as well as trends and future
objectives.

3.2 Pattern Mining in Educational Data

In this section, we present multiple studies that utilized association
rule mining or sequential pattern mining. These two techniques are

8
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applied to educational data mainly to identify learner difficulties, cor-
relations between learning behaviors and performance, and teaching
strategies that lead to better learning [2, 18].

Garcia et al. [7, Chapter 7] applied association rule mining to data
collected from a learning management system, which concerned stu-
dents” usage of the system. They demonstrated that association rule
mining can extract valuable insights from these data, such as relation-
ships between students’ activities and final marks. They suggested
that instructors can use this information to adjust the course or identify
struggling students.

Kobayashi [19] used association rule mining to uncover the types
of errors that frequently co-occurred at various proficiency levels of
spoken English students. Their goal was to discover which types of
mistakes can distinguish lower-level from upper-level students using
multiple data mining methods.

Malekian et al. [20] applied sequential pattern mining to data col-
lected from an online learning environment. These data consisted of
sequences of students’ learning actions and assessment task submis-
sions. The set of sequences was split into two categories, depending
on the outcome of the sequence’s final submission. They wanted to
discover the preparation behavior patterns that lead to successful and
unsuccessful assessment outcomes. Their results have shown that
failed sequences contained mainly repeated assessment submissions
and discussion forum views, while passed sequences consisted of
multiple views and reviews of lecture materials. They suggested that
this information can be used to modify the learning environment to
discourage behavior that leads to unsuccessful learning outcomes.

3.3 Analysis of Data from Cybersecurity Training

This section summarizes several studies that analyzed data collected
from cybersecurity training.

Weiss et al. [21] sought to provide better feedback to students by
incorporating information about the exact steps students made, rather
than just a numerical score. To achieve this, they developed a cloud-
based framework for cybersecurity exercises named EDURange. This
framework enabled them to extract command histories from students
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who participated in the cybersecurity exercises. These data were used
to model students’ paths through the exercise, capturing the process
of finding the solution. Compared to written exams, which can be
very time-consuming to grade, this approach has immense potential
for automatization.

Over the following years [22], EDURange was extended with sev-
eral cybersecurity training scenarios. A utility for automatic generation
of graphs from command histories was also implemented. Conclu-
sively, this work demonstrated that command logs of students contain
valuable data that can be used for both improving the assessment
process as well as providing guidance to the students.

Abbott et al. [23] described an infrastructure for the automated col-
lection of logs from cybersecurity training and parsing these logs into
meaningful blocks of activity. The resulting dataset was statistically
analyzed. This research was motivated by the notion that measur-
ing performance based on achieved scores within the cybersecurity
training is insufficient. Instead, valuable insights can be gained by
analyzing the trainees” work processes and the tools they utilize.

McClain et al. [24] further analyzed the dataset described in [23]
and combined it with questionnaires measuring the training partici-
pants’ previous experience in cybersecurity. Their motivation was to
uncover the differences in behavior and performance between cyberse-
curity beginners and professionals. They discovered that more experi-
enced participants used specialized cybersecurity tools in combination
with general-purpose tools, while the less experienced participants
focused more heavily on specialized tools.

Mirkovic et al. [25] created a system named ACSLE for the col-
lection and analysis of terminal input and output from participants
in hands-on exercises. The system compares the collected data with
pre-defined exercise milestones and produces statistics about the par-
ticipants’ progress. The system was evaluated on four hands-on cyber-
security exercises. It was shown that ACSLE’s output helped identify
difficult sections of the exercises and participants in need of assistance.
This information is useful for instructors who can use it to provide
timely interventions.

10



4 Methods

This chapter presents an overview of the methods used for our re-
search. Section 4.1 introduces the infrastructure for organizing cyber-
security training runs. It also describes these training runs and data
collected from them. Section 4.2 explains data preprocessing used to
transform data into a format suitable for the utilized pattern mining
algorithms. Section 4.3 presents the libraries used to extract patterns
from data and explains postprocessing of the discovered results.

4.1 Research Environment

This section describes the infrastructure for cybersecurity training and
the training’s format. The data collection process and format of the
collected data is also introduced.

4.1.1 Technical Infrastructure

KYPO cyber range [26, 27, 28] is a cloud-based platform capable of
emulating complex networks through virtualization. It serves as a
controlled environment for executing cyber attacks and practicing
cybersecurity skills through training runs. KYPO cyber range is devel-
oped at Masaryk University.

4.1.2 Cybersecurity Training Format

The data analyzed in this thesis were collected from trainees who
participated in KYPO training runs. In these runs, the trainees take on
the role of an attacker in a network with one or more vulnerable hosts.
Each trainee controls a virtual machine to attack the vulnerable hosts.
The trainee’s virtual machine comes pre-installed with Kali Linux:
a penetration testing distribution [29] that provides all programs
necessary to complete the training run.

To finish the training run, the trainee must complete several levels.
Each level assigns a specific task, at the end of which the trainee
obtains a string called a flag. Recovery and submission of this string is

11



4. METHODS

necessary to advance into the next level. The trainees may also display
several hints for each level, as well as a recommended solution.

4.1.3 Data Collection

KYPO cyber range allows trainees to enhance their cybersecurity
skills in a variety of training assignments. The assignments that use
command-line tools enable us to collect a command log [30] (i.e., com-
mand history) of each trainee.

Usually, about 10-20 trainees attend a single KYPO training in-
stance, which takes up to two hours to complete. During this time,
each trainee inputs 100-150 commands on average.

The data used in this thesis were collected from the first two levels
of the training “House of Cards”. A total of 22 command histories were
collected, containing 1261 log records in total. They were collected
from high school students and undergraduates attending the KYPO
Summer School in August 2019 and students of Bachelor’s and Master’s
degree programs attending the PV276 Seminar on Cyber Attacks course
at Faculty of Informatics of the Masaryk University in September 2019.

The collected data are anonymized and do not include any personal
information that could be used to discover the trainee’s identity or
track the trainee’s progress throughout multiple training runs.

4.1.4 Data Format

The command history of each trainee is captured in a single JSON
or JSONL file and consists of several log records. Each log record
represents a single command executed by the trainee. An example of a
log record collected from a KYPO training run is shown in Figure 4.1.

Each log record has a fixed number of attributes. For our purposes,
the most significant are: timegenerated, representing the time of the
command’s execution, message, which represents the input command,
and app_name, representing the application used to execute the com-
mand. The app_name attribute’s value can either be “command”, mean-
ing that the command was executed in the Linux terminal, or “msf4-
history”, if the command was executed in the Metasploit [31] tool. The
used application affects the format of message attribute’s value. The
message attribute generated by executing a command via Metasploit

12
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"timegenerated"
"message"
"fromhost_ip"
"hostname"
"app_name"
"programname"
"procid"
"facility"
"severity"
"timereported"
"file"

: "2019-08-14T15:52:13.786137+02:00",
: "set RPORT 23",

: "127.0.0.1",

. "attacker",

: "msf4-history",

: "msf4-history",

:omrr,

: "e",

: "2019-08-14T15:52:13.786137+02:00",
: "\/root\/.msf4\/history"

Figure 4.1: Log record collected from a KYPO training run.

is shown in Figure 4.1. Example of a message attribute generated by
executing a command via Linux terminal is shown in Figure 4.2.

3

"message" : "src=\"172.16.1.120\"
uname=\"root\"
uid:\ n O\ n
wd=\"\/root\"
cmd=\"man nmap\"
V=\ " \ nn

Figure 4.2: Example of a message attribute generated by executing a
command via Linux terminal.

The message attribute’s value from a terminal command consists

of several entries. The key information is stored in the entry cmd. It rep-
resents the full command executed, including the tool and arguments
used. Other entries include src, which denotes the IP address of the
machine on which the command was executed, and uname, the user
account. Both src and uname usually remain the same throughout the
training run. The uname is typically set to “root”, as Kali Linux adhered
to the “default root user policy” at the time of data collection.

13



4. METHODS

4.2 Data Preprocessing

Before applying pattern mining algorithms to our data, we needed
to preprocess the data to a suitable format. We implemented Python
scripts to transform the collected command histories into an internal
representation. This representation was then used to create several
transaction databases and sequence databases described below.

4.2.1 Transaction Databases

We created two transaction databases that were used as input for
association rule mining. The first database, called the command trans-
action database, represents input commands as separate transactions.
Each transaction contains four items, representing the attributes of
the command. These attributes are listed in Table 4.1.

Name Description

TOOL  The tool used as part of the input command.

ARGS  The arguments used as part of the input command.

APP The application used to execute the command.

DELAY The time diffrence between this command and the fol-
lowing command, discretized to one of the values from
the set {low, medium, high, undefined}.

Table 4.1: Attributes of input commands in the transactions of the
command transaction database.

We employed two specialized preprocessing tasks to create this
database. The first is to identify and resolve cases where a single trainee
repeatedly inputs an identical command multiple times in succession.
These cases need to be reduced to a single transaction' in the database.
Otherwise, we might have discovered misleading association rules.

The second preprocessing task, inspired by [7, Chapter 7], is the
discretization of the delay attribute. Discretization is the process of
dividing continuous data into categorical classes to increase the in-
terpretability and comprehensibility of the data [7, p. 102]. Several

1. In these cases, we used the timestamp of the first command in the succession to
compute the value for the delay attribute.

14



4. METHODS

discretization methods exist, such as the equal-width method, the
equal-frequency method, and the manual method, where the user
sets the cut-off points for individual categories [7, p. 102]. We used a
self-implemented function to compute the cut-off points for the delay
attribute based on the average? delay time.

Before discretization, the delay value in seconds was computed
for each command?. Our data contained a small number of dispropor-
tionately high delay values due to some trainees solving the training
tasks over multiple days. To resolve the problem of outlying delays, a
maximum of 20 minutes (1200 seconds) was set. This approach was
inspired by [32]. Delays exceeding the maximum were discretized
to “undefined”. The intervals for “low”, “medium”, and “high” cate-
gories were computed based on the mean delay from all delays not
exceeding the pre-defined maximum.

The second database, called the fool transaction database, contains
transactions consisting of only two attributes: tool and delay. This
database was created by merging the consecutive uses of the same
tool into a single transaction. The delay attribute represents the time
gap between the first use of a tool and the next use of a different tool.
Delay values were discretized as in the first transaction database. The
motivation behind creating this database was to uncover the level of
difficulty associated with different tools. Should a tool be associated
with long delay times, it may indicate that the trainees were unfamiliar
with this tool and had difficulties using it.

Table 4.2 shows the distribution of delays of each transaction
database across the four mentioned categories. Since the dataset was
skewed toward lower delay times, most delay attributes in both trans-
action databases were discretized to the “low” value.

Database Low Medium High Undefined
command transaction database 739 211 199 44
tool transaction database 525 160 159 43

Table 4.2: The distribution of delays across the four categories.

2. We decided to use the mean delay value instead of median, because the cut-off
points computed based on the median value were too low.
3. The last command in each command history was assigned the value infinity.
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4.2.2 Sequence Databases

Three sequence databases were created as input for sequential pattern
mining algorithms. All these databases consisted of an equal num-
ber of 22 sequences (matching the number of command histories),
differing only in the items contained within these sequences.

The first database, called command sequence database, consists of
sequences of commands executed by the trainees. Each item represents
a single command containing both the tool and its arguments.

The second database, referred to as tool sequence database, contains
sequences of tools used by the training participants. Each item repre-
sents a tool used within a command by the trainee.

Let us clarify that commands/tools both from terminal and Metas-
ploit are included together in the sequences of these two sequence
databases. This allows us to discover longer patterns, which more
accurately reflect the trainees’” progress throughout the training.

The third database, application sequence database, stores sequences
of applications utilized by the trainees to execute commands. This
database contains only two unique items: terminal and metasploit. Ta-
ble 4.3 shows the number of transactions/sequences and unique items
contained in each of our databases.

Database Transactions/sequences Unique items

command transaction database 1193 419
tool transaction database 887 96
command sequence database 22 415
tool sequence database 22 92
application sequence database 22 2

Table 4.3: The number of transactions/sequences and unique items
contained in each created database.

4.3 Data Analysis

This section presents data mining libraries used to extract patterns
from databases introduced in Section 4.2. Moreover, it describes how
the discovered patterns are visualized.
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4.3.1 Application of Pattern Mining Algorithms

We used the Apyori [33] Python library and the SPMF [34] library to
apply pattern mining algorithms on the created databases.

We used the Apyori library for association rule mining. Apyori
is a compact Python module that implements the Apriori algorithm.
We chose this library because it seamlessly integrates with our self-
implemented null-invariant measures for association rules (see Sec-
tion 2.2.3). The SPMF library does not implement these measures.
Other advantages of the Apyori library include its ease of use and
independence on other libraries, which enables its portability [33].

For sequential pattern mining, we used SPMF: an open-source data
mining library specialized for pattern mining. It provides optimized
and documented implementations of more than 190 data mining al-
gorithms [35] often used as benchmarks in research papers [34].

We selected Clofast, an efficient algorithm [12] for mining closed
sequential patterns (see Section 2.3.3). Mining closed sequential pat-
terns has several benefits. Firstly, the set of extracted patterns is smaller,
while serving as a lossless” representation of all sequential patterns [5].
Thus, the discovered patterns are easier to visualize and analyze. More-
over, closed sequential patterns “represent the largest subsequences
common to sets of sequences” [5]. This fact is important because we
are interested in extracting longer patterns, which more closely rep-
resent the trainees’ progress. Many previous studies support mining
closed sequential patterns instead of all sequential patterns [12].

The minsup threshold was manually tuned for each database. Since
there is no simple method to determine the best threshold [36], this
was done by trial and error. The threshold was initially set to higher val-
ues and then gradually lowered until we reached a number of patterns
manageable for interpretation and comprehensible visualization.

In association rule mining, the minconf threshold, compared to
the minsup threshold, is generally easier to set. This is because the
database’s properties that are often unknown to the user more heavily
influence minsup compared to minconf [37].

In our research, we were interested in rules with higher confidence
and therefore used higher minconf thresholds. In contrast, the minsup

4. The set of all sequential patterns and their support values can be retrieved from
the set of closed sequential patterns without scanning the database [5].
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thresholds for association rule mining needed to be much lower to
extract a sufficient amount of rules. This was most likely because our
transaction databases contained relatively many unique items when
considering the total amount of transactions in the databases.

4.3.2 Data Postprocessing

In the data postprocessing phase, we visualize larger sets of patterns
and interpret and evaluate the results. The educational insights gained
after this phase can then be used by tutors to improve the training.

The discovered patterns were visualized using the Plotly [38]
Python library. The association rules were visualized through a bubble
chart, as inspired by [39]. In our bubble chart, each extracted rule is
represented by a bubble. The size of the bubble represents the support
of the rule, and the marker’s color represents the rule’s confidence.

The sequential patterns were visualized using Sankey diagrams in-
spired by [40]. The items of the discovered sequential patterns are rep-
resented as nodes. Edges between the nodes represent subsequences
of the sequential patterns. Common subsequences are not combined
into a single edge, but are shown as individual edges. As a result, the
total thickness of multiple edges visually distinguishes the prominent
subsequences. The thickness of individual edges varies depending on
the support of the pattern in which the subsequence occurs. Sequential
patterns consisting of only one item are excluded from the diagrams.

Figure 4.3 summarizes the inputs and outputs of the three phases
of transforming the command logs into educational insights.

E

r@ .0

command_log;.json Theesen Association ) l"at_tem_
Databases Application of Rules Visualizations
Preprocessing Pattern Mining Postprocessing

E Algorithms E R Q g

command_log,.json Sequence Sequential Educational
Databases Patterns Insights

Figure 4.3: Diagram representing inputs and outputs of preprocessing,
application of pattern mining algorithms, and postprocessing phases.
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5 Results and Discussion

This chapter lists and interprets patterns mined from the databases
described in Section 4.2. Section 5.1 presents and discusses the pat-
terns discovered in our transaction databases. Section 5.2 presents and
discusses the patterns extracted from our sequence databases. Larger
sets of discovered patterns are visualized. Additionally, interesting
subsets of the discovered patterns are tabulated. Complete sets of
discovered patterns can be found in the files described in Appendix A.

5.1 Transaction Databases

This section presents the association rules discovered in transaction
databases introduced in Section 4.2.1. Association rules presented in
all tables have the antecedent and consequent separated by “—". All
decimal numbers in the tables are rounded to two decimal places. The
tables contain the absolute support values of rules (see Section 2.2.1).

5.1.1 Command Transaction Database

We now present the association rules discovered in the command trans-
action database. The minsup threshold was set to 0.04 and minconf was
set to 0.6. In total, 43 association rules were generated for these thresh-
olds. The rules describe the relationships between the attributes of
commands. Figure 5.1 visualizes these rules.

Eight of the discovered rules were labeled as interesting by the null-
invariant measures introduced in Section 2.2.3. These eight association
rules are presented in Table 5.1.

The first two rules in Table 5.1 concern commands executed in
Metasploit. These two rules have the highest support from all discov-
ered rules (see Figure 5.1). The first rule tells us that 74% of commands
executed in Metasploit correlate with low delay times. The second
rule indicates that 71% of commands associated with low delays were
executed in Metasploit.

The remaining rules (3-8) in Table 5.1 concern commands contain-
ing the tool show. This tool is used in Metasploit, mainly to display
available modules and their options [31].
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Figure 5.1: Visualization of all association rules mined from command transaction database for minsup=0.04
and minconf =0.6. The size of each marker represents the rule’s support, and the marker’s color represents

0¢

the confidence of the rule.
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Rule Sup Con Cos Jac A-c
APP=metasploit - DELAY=low 527 0.74 0.72 0.57 0.71
DELAY=low — APP=metasploit 527 0.71 0.72 0.57 0.71
ARGS=['options’] — TOOL=show 51 1.00 0.86 0.74 0.74
TOOL=show — ARGS=[’options’] 51 0.74 086 0.74 0.74

ARGS=["options’| - TOOL=show APP=metasploit 51 1.00 0.86 0.74 0.74
TOOL=show — APP=metasploit ARGS=['options’] 51 0.74 0.86 0.74 0.74
APP=metasploit ARGS=["options’] - TOOL=show 51 1.00 0.86 0.74 0.74
TOOL=show APP=metasploit -+ ARGS=['options’] 51 0.74 0.86 0.74 0.74

IO UL WDN | FH*

Table 5.1: Association rules mined from command transaction database rated as interesting by null-invariant-
based measures (minsup=0.04, minconf=0.6). Sup, Con, Cos, Jac, and A-c are abbreviations of interestingness
measures described in Section 2.2.
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5. ResuLts AND Discussion

Rule 3 implies that the argument options was used only in com-
bination with the tool show, while rule 4 tells us that in 74% of uses,
show was executed with the argument options. The command show
options displays settings of the selected module [31].

Rules 5-8 are similar to rules 3 and 4. They differ only in the inclu-
sion of “APP=metasploit” in either antecedent or consequent of the
rule. However, since the support and confidence of the rule remain
unchanged, it is apparent that commands containing the tool show
were executed exclusively via Metasploit.

Table 5.2 presents ten rules rated as uninteresting by cosine, Jaccard,
and all-confidence, which have the highest support values and lift
value greater than one. Interestingly, of all 43 discovered association
rules, 42 had the lift value greater than one.

# Rule Sup Con Lift
1 ARGS=[] — APP=metasploit 263 0.74 1.23
2 TOOL=set — APP=metasploit 218 098 1.63
3 TOOL=set — DELAY=low 202 091 146
4 APP=metasploit TOOL=set — DELAY=low 198 091 1.47
5 DELAY=low TOOL=set — APP=metasploit 198 0.98 1.63
6 TOOL=set — DELAY=low APP=metasploit 198 0.89 2.01
7 DELAY=low ARGS=[] - APP=metasploit 159 0.77 1.28
8 DELAY=high — APP=terminal 127 0.64 1.60
9 TOOL=ssh — APP=terminal 112 1.00 251
10 TOOL=nmap — APP=terminal 99 1.00 251

Table 5.2: Ten association rules (not included in Table 5.1) mined from
command transaction database with the highest support values and lift
value greater than one (minsup=0.04, minconf =0.6).

We now describe Table 5.2. Rule 1 shows that 74% of commands
without arguments were executed via Metasploit. Rules 2-6 concern
the tool set, which configures the options of the selected module [31]
in Metasploit. These rules show that commands containing this tool
were largely executed in Metasploit with low delay times. Rule 7 tells
us that 77% of commands without arguments and with low delay
times were executed in Metasploit. Rule 8 indicates that 64% of high-
delay commands are executed via terminal. Lastly, rules 9 and 10 show
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5. ResuLts AND Discussion

that commands containing the tools ssh and nmap were executed solely
via Linux terminal.

5.1.2 Tool Transaction Database

For mining in the tool transaction database, we set the minsup and minconf
thresholds to 0.01 and 0.5 respectively. Ten association rules were
discovered, which describe the correlations between tools and delays
they introduce. However, none of the discovered rules was labeled
as interesting by the null-invariant measures. Reasons for this are
discussed in Section 5.1.4. Table 5.3 shows the rules mined from tool
transaction database with lift value higher than one.

# Rule Sup Con Lift
1 TOOL=nmap — DELAY=high 24 051 2.85
2 TOOL=exit - DELAY=Ilow 17 0.63 1.06
3 TOOL=exploit - DELAY=low 26 0.60 1.02
4 TOOL=options — DELAY=low 34 0.85 1.44
5 TOOL=set - DELAY=low 127 0.87 147
6 TOOL=show — DELAY=low 46 0.77 1.30
7 TOOL=use — DELAY=low 62 0.89 1.50

Table 5.3: Association rules mined from fool transaction database with
lift greater than one (minsup=0.01, minconf=0.5).

The first rule, which has the highest lift value among these seven
rules, tells us that the nmap tool is associated with high delays in 51% of
nmap uses. The remaining rules (2-7) concern tools correlated with low
delay times. These tools are typically used in Metasploit commands.

5.1.3 Discussion

The following is an interpretation of the discovered association rules
and evaluation of insights that emerged from the results.

A considerable amount of rules indicate a correlation between com-
mands executed in Metasploit and low delays. This fact could imply
that trainees were more inclined to experiment with these commands.
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5. ResuLts AND Discussion

Another possible interpretation is that Metasploit commands were
easier to understand and use for the trainees.

In contrast, the correlation between high delays and terminal-
executed commands may suggest that using such commands is more
difficult. It is important, however, to consider other factors affecting
these results. For instance, the fact that commands without arguments
were mostly executed in Metasploit could be one of the reasons for
the association between Metasploit commands and low delay times.
Naturally, commands executed without arguments should require
less time spent on reading their documentation.

Although a strong association between a delay class and a particu-
lar command or tool may indicate its difficulty of use, other possible
causes for such correlation should be considered. For instance, the
correlation between the network scanning tool, nmap, and high delays
can also stem from the scan’s duration, which depends on the used
arguments, as observed in [21].

The high support of some high-confidence rules can reveal the
overuse of certain tools. For example, while rules 2, 9, and 10 from
Table 5.2 confirm that generally, trainees used the correct application
(terminal or Metasploit) to employ the given tools, the high support
of these rules suggests excessive use of the tools. When compared
to the recommended solution, commands utilizing set, run, nmap, or
ssh were, on average, executed more than four times the necessary
amount. This indicates that some training participants had difficulties
grasping these tools and using them correctly.

5.1.4 Lessons Learned

After the application of the three null-invariant measures, we can
conclude that they do not perform particularly well on our association
rules. The reason for this lies most likely in the type of association
rules generated from our databases.

Merceron and Yacef [7, Chapter 17] stated that cosine, Jaccard, and
all-confidence rate strong symmetric rules (see Section 2.2.3) as inter-
esting. However, the majority of association rules mined from our
databases was not strongly symmetric.

In contrast, the lift measure rated most of the discovered rules as
interesting. Conclusively, while using the two types of measures had
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5. ResuLts AND Discussion

limited effect on pruning our association rules, using them comple-
mentarily seems to be the correct approach, as it reduces the risk of
discarding potentially important rules.

In the future, it might be worthwhile to consider other methods for
decreasing the total amount of discovered rules, such as constraining
the maximum amount of items in antecedent and consequent.

5.2 Sequence Databases

This section presents closed sequential patterns mined from sequence
databases introduced in Section 4.2.2. These patterns reveal common
subsequences discovered in sequences of the databases. Events (i.e.,
items) of patterns presented in tables are separated by “—".

5.2.1 Command Sequence Database

Closed sequential pattern mining with the minsup threshold set to 0.5
resulted in the discovery of 67 sequential patterns. Figure 5.2 visualizes
these patterns (excluding the patterns composed of a single event).
Table 5.4 presents twelve patterns with the highest support mined
from command sequence database. Most of these patterns contain either
the command set rhosts 172.18.1.5, or set rport 23. The first
two patterns show that almost every trainee executed these commands.
These commands do not appear together in patterns with high support,
probably because the trainees executed them in a different order.
Other prominent commands within these patterns are run and
msfconsole. The former launches the selected exploit. The latter opens
MSFconsole, a command-line interface of Metasploit [31]. The slight
support decrease between patterns 1-2 and 3—4 most likely results
from the command exploit, which is an alias of run [31]. The rela-
tively small support of the command msfconsole could be caused by
trainees launching the MSFconsole via the graphical user interface of
Kali Linux. Pattern 8 shows that the command run was executed at
least twice in 17 command histories. Pattern 10 shows that 16 of 22
trainees utilized the recommended exploit 1ibssh_auth_bypass.
Table 5.5 presents the ten longest closed sequential patterns mined
from command sequence database. These patterns contain the same com-
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#  Pattern Sup
1 setrhosts172.18.1.5 22
2 setrport 23 21
3 setrhosts 172.18.1.5 — run 21
4  setrport23 — run 20
5 setrhosts 172.18.1.5 — run — ssh alice@172.18.1.5 19
6 msfconsole 18
7  setrport 23 — run — ssh alice@172.18.1.5 18
8 run — run 17
9 msfconsole — set rhosts 172.18.1.5 — run 17
10 wuse.../libssh_auth_bypass — set rhosts 172.18.1.5 16
11 msfconsole — set rport 23 — run 16
12  msfconsole — set rhosts 172.18.1.5 — run — ssh alice@172.18.1.5 16

Table 5.4: Twelve closed sequential patterns with highest sup-
port mined from command sequence database. The command use
auxiliary/scanner/ssh/libssh_auth_bypass was shortened to use
.../libssh_auth_bypass.

mands as patterns in Table 5.4. Most of them begin with the command
msfconsole.

Two commands were used repeatedly in multiple patterns in Ta-
ble 5.5. These are the command run and ssh alice@172.18.1.5. Us-
ing ssh alice@172.18.1.5 opened a new session at the beginning of
the training’s third level.

Patterns 6 and 7 in Table 5.5 show an interesting relationship be-
tween the commands run and set rhosts 172.18.1.5. According
to these patterns, 11 trainees launched an exploit before setting the
rhosts option. A similar relationship can be observed in Figure 5.2
between the commands run and set rport 23.

Furthermore, Figure 5.2 reveals other commands that appeared
less frequently in the discovered patterns. These commands include
nmap -sV 172.18.1.5, search libssh,and ssh 172.18.1.5.
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Figure 5.2: Visualization of the closed sequential patterns mined from command sequence database for
minsup=0.5 (patterns consisting of single event are excluded).
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# DPattern Sup
1 msfconsole — set rport 23 — set rhosts 172.18.1.5 — run — ssh alice@172.18.1.5 12
2 msfconsole — use ... /libssh_auth_bypass — set rhosts 172.18.1.5 — run — ssh alice@172.18.1.5 12
3 setrhosts 172.18.1.5 — run — ssh alice@172.18.1.5 — ssh alice@172.18.1.5 — ssh alice@172.18.1.5 11
4 setrhosts 172.18.1.5 — run — run — run — ssh alice@172.18.1.5 11
5 msfconsole — set rhosts 172.18.1.5 — run — ssh alice@172.18.1.5 — ssh alice@172.18.1.5 11
6 msfconsole — set rport 23 — run — set rhosts 172.18.1.5 — run 11
7 msfconsole — run — set rhosts 172.18.1.5 — run — ssh alice@172.18.1.5 11
8 msfconsole — run — run — run — ssh alice@172.18.1.5 11
9 msfconsole — use ... /libssh_auth_bypass — set rhosts 172.18.1.5 — set rport 23 — run 11
10 msfconsole — use ... /libssh_auth_bypass — run — run — ssh alice@172.18.1.5 11

Table 5.5: Ten longest closed sequential patterns mined from command sequence database with min-
sup=0.5. The command use auxiliary/scanner/ssh/libssh_auth_bypass was shortened to use
.../libssh_auth_bypass.
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5.2.2 Tool Sequence Database

A total of 147 closed sequential patterns were discovered in tool sequence
database with the minsup threshold set to 0.6. Figure 5.3 visualizes these
patterns.

Ten of the discovered patterns with the highest support are pre-
sented in Table 5.6. Interestingly, all except the second pattern contain
the tool nmap as the first event. Pattern 1 confirms that all trainees
utilized this tool. Furthermore, Figure 5.3 also shows that most dis-
covered patterns begin with the nmap tool. This contrasts with the
patterns mined from command sequence database, where the commands
containing nmap represent only a small fraction (see Figure 5.2).

Pattern 2 shows that the tool ssh was used at least twice by 21
trainees. Patterns 3-10 show mostly similar sequential relationships:
the execution of use followed by set and run, and the use of nmap at
the beginning and ssh at the end of patterns.

# Pattern Sup
1 nmap — set — set 22
2 ssh — ssh 21
3 nmap — use — set 21
4 nmap — set — set — ssh 21
5 nmap — set — set — run 21
6 nmap — set — set — set 20
7 nmap — use — set — ssh 20
8 nmap — use — set — run 20
9 nmap — set — set — ssh — ssh 20
10 nmap — set — set — run — ssh 20

Table 5.6: Ten closed sequential patterns with the highest support
mined from tool sequence database.

Table 5.7 presents 16 longest closed sequential patterns discovered.
These are similar to the patterns presented in Table 5.6, but generally
contain more occurrences of the tools set and run. Interestingly, while
most of these patterns contain multiple occurrences of set and run,
they contain at most one occurrence of use. Figure 5.3 shows that use
appears as the second event in most patterns containing this tool.
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=0.6.

Figure 5.3: Visualization of closed sequential patterns mined from tool sequence database for minsup
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# Pattern Sup
1 nmap — msfconsole — set — set — set — run — ssh —ssh 15
2 nmap — set — set — set — set — set — run — ssh 15
3 nmap — set — run — run — set — run — ssh — ssh 14
4 nmap — set = run — set — run — set — run — ssh 14
5 nmap — set — set = run — set — run — ssh — ssh 14
6 nmap — set — set — run — set — set — run — ssh 14
7 nmap — set — set — run — set — set — set — run 14
8 nmap — set — set — run — set — set — set — ssh 14
9 nmap — set — set — set — set — run — set — run 14
10 nmap — set — set — set — set — run — ssh — ssh 14
11 nmap — set — set — set — set — set — ssh — ssh 14
12 nmap — use — set — run — run — set — run — ssh 14
13 nmap — use — set — run — set — run — ssh — ssh 14
14 nmap — use — set — set — run — set — run — ssh 14
15 nmap — use — set — set — run — set — ssh — ssh 14
16 nmap — use — set — set — set — run — ssh — ssh 14

Table 5.7: Sixteen longest closed sequential patterns mined from tool sequence database with minsup=0.6.
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5.2.3 Application Sequence Database

Closed sequential pattern mining with the minsup threshold set to 0.7
extracted 46 patterns visualized in Figure 5.4.

From the discovered patterns, Table 5.8 shows nine with the highest
support. Pattern 1 confirms that all trainees utilized both applications
during the training. What is more, it shows that every trainee executed
at least six commands through a Linux terminal, and seven commands
through Metasploit. Pattern 5 shows that 20 training participants ex-
ecuted a minimum of 13 commands via terminal. A common trend
among all but the fifth pattern is that they show two series of terminal
commands interrupted by a series of Metasploit commands.

Table 5.9 presents eight longest of the 46 discovered closed sequen-
tial patterns. These patterns show a similar trend to those in Table 5.8.
Interestingly, when we compare the two subsets of patterns, we dis-
cover that most patterns in Table 5.9 contain more terminal commands
while having a similar amount of Metasploit commands.

5.2.4 Discussion

The following is an interpretation of the extracted closed sequential
patterns and evaluation of insights provided by these results. Various
patterns may provide different insights. Repetition of a command or a
tool may suggest difficulties with its usage. Patterns with high support
reveal commonly used commands and tools, while longer patterns
may expose common strategies among training participants.

The patterns mined from command sequence database introduce a
number of potentially significant insights. The majority of these com-
mands show the selection, configuration, and launching of an exploit.
The only exploit present in these patterns is the 1ibssh_auth_bypass,
which suggests that it was the most commonly used exploit. This
strategy coincides with the recommended solution of the training.

The repeated occurrence of the command run in patterns mined
from command sequence database and tool sequence database suggests that
trainees might have had difficulties with launching exploits. To clarify,
it was necessary to execute only one exploit.
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Figure 5.4: Visualization of closed sequential patterns mined from app sequence database for minsup=0.7.
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Pattern Sup
T T>-T>-T- M- M—-M->-M—-M->M->M-—->T—-T 22
T- T- T T-- M- M->M—-M->-M-M->M->M—->T—T 21
T T T T—->T—-T—- M- M- M->M—-M->M->M—->T—T 21
T-T--T-T—-T—>T—-T—-M->-M—--M->-M->M->M-—->T—T 21
T T-T—-T—>T—>T—-T—>T—>T—>T—>T—>T—T 20

T-T-T-T>-T>-T- M- M->M->M—-M->-M->-M->M->T—>T 20
T- T-T—-T—>T—>T—- M -> M- M->M—--M->M->M—->T—-T—>T 20
T T- T T T-T—-T—-M->M->-M—->M->-M-M->M—-T—->T 20
T- T T T—--T—-T—-T—-M->-M—->M-+-M—-M-M—->T—-T—>T 20

O 0N OO WN P FH*

Table 5.8: Nine closed sequential patterns with highest support mined from application sequence database.
“Terminal” and “Metasploit” were shortened to “T” and “M” respectively.

#  Pattern Sup
1 T»-T->T>T->T—>T>T—>T>T>T—->-M->M->M->M->M->M->M->T>T—>T 17
2 T-T-T-T-T->T—-T>T—-T>T—>T—>T—-M—->M->M->M->M—->M->M—=>T 17
3 T»-T-T—->T—->T>T—>T—>T—>T—-M->M->M->-M->M->M->M->M->T>T>T—>T 17
4 T>-T>T->T—>T>T—-M—->M—->M->M—->M->M->M->M->T>T>T>T->T—>T 16
5§ T T-T-T—-T—-T—->T-M-M—->M->M-M->-M->M-M->T>T—T—-T—-T 16
6 T-T-T—->T—->T>T—->T>T—->T—>T—>T>T->-M->-M->M->M->M->M->M->M—->T 16
7 T>-T-T-T—-T—-T—-T->T>T—>T—>T—>T—-M->M->M->M->M—-M->M—->T—-T 16
8

T-T->T—-T->T—>T>T>T>T>T->-M->M->M->M->M->-M->-M->M->T>T—->T->T 16

Table 5.9: Eight longest closed sequential patterns mined from application sequence database with minsup=0.7.
“Terminal” and “Metasploit” were shortened to “T” and “M” respectively.
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5. ResuLts AND Discussion

The alternation between set and run in patterns from Table 5.7
implies difficulties with correctly setting all necessary options before
launching an exploit. Patterns in Table 5.5 and Figure 5.2 that show
the execution of run before setting the rhosts or rport option support
this assumption.

The repetition of ssh alice@172.18.1.5 in patterns 3 and 5 in
Table 5.4 implies that a non-trivial amount of trainees struggled with
using this command. What is more, the pattern ssh 172.18.1.5 —
ssh alice@172.18.1.5 in Figure 5.2 supports the assumption that
some trainees were unfamiliar with the ssh tool.

A vast majority of patterns discovered in fool sequence database
begin with the tool nmap, which indicates that it was commonly used
in the early stages of the training. What is more, the low occurrence
of commands containing nmap in patterns from the command sequence
database suggests that this tool was executed with a variety of different
arguments.

The low occurrence of the tool use in commands from fool sequence
database implies that training participants usually did not experiment
with many different exploits.

The trend of two series of terminal commands interrupted by a
series of Metasploit commands observed in patterns from application
sequence database implies that, in general, players did not switch be-
tween these two applications very often, but instead used them in
longer bursts.

The fact that longer patterns from application sequence database con-
tain mainly more terminal commands suggests that the use of terminal
commands might have been more difficult for the trainees than the
use of Metasploit commands.
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6 Conclusion

This thesis explored interesting patterns in command logs from cyber-
security training. We used two pattern mining techniques, association
rule mining and sequential pattern mining, to extract patterns from com-
mand histories from 22 training runs.

The contribution of this thesis is the presentation of the discovered
patterns, as well as their interpretation into insights about the trainees’
learning processes. To the best of our knowledge, this was the first
application of association rule mining and sequential pattern mining
algorithms to command logs from cybersecurity training. Other in-
structors can also use these techniques to extract useful insights from
their data and improve cybersecurity education.

The results confirm that pattern mining can reveal interesting
educational insights in command histories from cybersecurity training.
These insights include common mistakes, misconceptions, concepts
problematic for the trainees, difficult sections of the training, and
typical strategies and tools.

The discovered association rules suggest that commands executed
through Metasploit correlate with low delay times, while commands
executed through the Linux terminal correlate with long delay times.
This could indicate difficulties with using terminal commands, how-
ever, other factors affecting the results need to be considered. Further-
more, high support of certain rules implies the overuse of commands
containing the set, run, nmap, or ssh tool.

The extracted sequential patterns suggest that the trainees’ strategy
was often similar to the recommended solution. The trainees rarely
experimented with different exploits. What is more, the discovered
patterns also indicate difficulties with the execution of exploits and
the use of commands containing the ssh tool.

The insights gained by analyzing command histories can improve
cybersecurity training assignments in various ways. The instructors
can use this information to identify difficult concepts or sections of
the training. It can also be used to improve the existing hints or create
new ones. Furthermore, insights concerning common strategies can
reveal new solutions to the training exercise, which the instructors did
not consider.
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6. CoNCLUSION

6.1 Future Work

In the future, we could apply the pattern mining techniques to a larger
set of command histories from the same cybersecurity training. Doing
so could reveal new patterns and insights or confirm our previous
tfindings and hypotheses. These techniques may also be used to dis-
cover patterns in logs from other trainings to analyze and improve
them.

Furthermore, the dataset used as input for the pattern mining
algorithms could be expanded with training events, such as taking
hints or finishing a training’s level. Mining patterns in this expanded
dataset might reveal additional interesting insights, such as the most
frequently taken hints and common sequences of actions that preceded
taking a hint or finishing a level.
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A Content of the Thesis Archive

The thesis archive is available at https://is.muni.cz/th/cxvr2/. It
contains the dataset and scripts used in our research, as well as com-
plete results. The files of the archive are organized in the following
structure:

) dataset: Folder containing 22 command histories from cyberse-
curity training in JSON/JSONL format.

° results
—  charts: Visualizations of the extracted patterns in PDF for-

mat.

-  patterns: Text files containing the extracted patterns in
SPMF format.

-  spmf_databases: Text files containing databases in SPMF
format created from our dataset. These files are usable as
input for algorithms in the SPMF library.

L] Src

- cmd_log_parser.py: A Python script for parsing the com-
mand histories.

-  pattern_mining.py: A Python script for mining patterns
from our dataset.

-  pattern_visualization.py: A Python script for visualiz-
ing the mined patterns.

. text: Folder containing the source files of the text of this thesis.
) LICENSE.md: An MIT license for the source code of this thesis.
. README .md: A file containing information about the archive.

o requirements.txt: A text file describing the Python packages
necessary to run the scripts.
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