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Abstract

This thesis addresses the challenge of distributing Python applica-
tions on Windows platforms lacking a pre-installed interpreter. It com-
mences with an analysis of existing distribution methods—including
manual setups, packaging tools, and scripted installers—critically
evaluating them against key operational criteria such as privilege re-
quirements, update efficiency, package size, and developer overhead.
Building on this analysis, a novel PowerShell-based solution is pro-
posed, leveraging an embedded Python interpreter and Inno Setup to
generate a user-friendly installer. This custom solution enables user-
space installation of a specific Python version alongside the target
application, supports efficient incremental updates with minimal user
intervention, and provides a native Windows installation experience.
The approach is demonstrated using a sample Python application, and
its effectiveness is systematically compared with existing methods to
highlight its practical benefits in enterprise deployment scenarios and
to identify remaining limitations and areas for future work.

Keywords

Python application deployment, Self-contained applications, Software
deployment, Windows installer generation, Embedded Python inter-
preter, PowerShell automation, Application packaging, Dependency
management, Enterprise software deployment, User-space deploy-
ment, Incremental software updates, Environment isolation
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Introduction

Python is currently one of the most widely used programming lan-
guages, with applications in data science, machine learning, and au-
tomation. Its popularity is driven by its simple syntax, extensive stan-
dard library, and availability of numerous third-party packages. De-
spite these advantages, distributing Python applications to end users
remains a nontrivial task, particularly on Windows systems where the
Python interpreter is not installed by default.

In typical deployment scenarios, users must manually install the
interpreter, manage package dependencies, and address potential
compatibility issues [1]. This process may present significant obstacles,
especially in environments where users lack technical expertise or do
not have administrative rights. As a result, Python-based applications
are often less accessible to their intended audience than equivalent
applications built in compiled languages [2].

This thesis aims to design and demonstrate a solution for distribut-
ing Python applications on systems without a pre-installed interpreter.
The proposed approach produces a single executable file that installs
a specific version of the Python interpreter and the application itself.
In addition, it incorporates automatic update support, allowing the
application to remain current with minimal user intervention.

Existing distribution methods are reviewed and evaluated to sup-
port the proposed solution, highlighting their limitations in usability,
scalability, maintainability, and workspace environment consistency.
A demonstration is provided using a sample Python application that
shows the practical benefits of the approach while also acknowledging
its remaining limitations. The aim is to reduce the technical barrier
associated with deploying Python software and to improve the over-
all accessibility and maintainability of Python-based applications in
user-facing contexts.



1 Problem Definition and Initial Approaches

Distributing Python applications to systems without a pre-installed
interpreter presents several practical and technical challenges. While
Python is well-regarded for its developer productivity and extensive
library support, its interpreted nature complicates deployment, partic-
ularly for end users without technical experience or in environments
with limited configuration options.

This chapter examines common strategies to address these chal-
lenges, beginning with basic manual approaches and progressing
toward partially automated methods. The aim is to highlight the short-
comings of existing solutions and establish the need for a more stream-
lined distribution mechanism, which is presented in Chapter 3.

1.1 Problem Statement

Unlike compiled languages that produce standalone binaries, Python
applications require an interpreter. On systems where Python is not
pre-installed, deployment becomes nontrivial. Users must typically in-
stall the interpreter manually, resolve dependencies through package
managers, and ensure version compatibility between components [3].
These steps introduce a high risk of inconsistency between environ-
ments, increased support overhead, and a poor user experience, par-
ticularly for non-technical users. This limits the accessibility of Python-
based software in practical, user-facing scenarios.

1.2 Naive Approach: Manual Installation Instructions

A widely adopted approach to Python application distribution in-
volves including detailed setup instructions in a README file, typi-
cally provided with the application [1]. This document outlines the
steps to manually install the Python interpreter, resolve package de-
pendencies, and configure the execution environment. Provided the
instructions are accurate and comprehensive, this method may be
effective for users with sufficient technical competence.
However, this approach has several significant drawbacks:
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e Extensive user intervention: The installation process requires
users to execute multiple steps manually, increasing the de-
mands of user expertise and likelihood of errors, further re-
ducing overall usability.

e Dependency management issues: Manual installation of pack-
ages can lead to inconsistent dependency versions across sys-
tems, resulting in unpredictable application behavior [3].

o Interpreter version conflicts: Users may be required to install
specific versions of the Python interpreter, potentially leading
to conflicts between multiple installations [4].

e Low maintainability: Updates to the application or its depen-
dencies typically require users to repeat the installation process,
which can be time-consuming and error-prone.

o Increased support demands: Developers may be required to pro-
vide ongoing assistance due to variations in user environments
and levels of expertise [2].

Although this method is conceptually simple, it does not provide
a reliable or scalable solution for distributing Python applications to a
broad user base.

1.3 Partial Improvements: Automated installation

To address some of the limitations associated with manual installa-
tion, developers may utilize automated installation mechanisms. These
include scripted installers or traditional installation packages that pro-
grammatically download and install the required Python interpreter
and application dependencies using tools such as pip [5].
Automated installation reduces the need for user intervention and
improves the overall consistency of the deployment process. In par-
ticular, it simplifies initial setup and subsequent updates, improving
maintainability. Nevertheless, this approach remains subject to several
constraints. It often requires users to possess installation privileges, as-
sumes the availability of system dependencies, and may not eliminate
issues related to interpreter versioning and dependency conflicts [6].

3



1. PrROBLEM DEFINITION AND INITIAL APPROACHES

Some developers employ custom installation scripts to streamline
the setup process; however, these scripts are often fragile, raise se-
curity concerns, and lack cross-platform reliability [7]. While these
approaches represent a practical improvement over fully manual pro-
cedures, they do not offer a fully self-contained or universally robust
solution for Python application distribution.

1.4 Significance of the Study

The distribution of Python applications presents significant practical
challenges, particularly in corporate environments where end users
have limited technical expertise or restricted system privileges. This
thesis addresses real-world deployment issues encountered during
a collaboration with industry partners, where existing distribution
methods proved inadequate for operational needs.

In production environments, the limitations of current approaches
become particularly evident: PyInstaller creates monolithic executa-
bles that complicate incremental updates; Chocolatey requires admin-
istrative rights, often unavailable to standard users; Docker introduces
operational overhead inappropriate for desktop applications. Organi-
zations face concrete business challenges when Python-based tools
cannot be efficiently deployed to end users, including increased IT
support costs, delayed software rollouts, and reduced productivity.

A particularly problematic aspect observed in corporate settings is
the need to reinstall entire Python environments with each application
update. This creates substantial bandwidth consumption, extends de-
ployment timelines, and increases the risk of installation failures, all of
which translate to tangible business costs and operational disruptions.

This thesis addresses these industry-validated challenges by propos-
ing a distribution method within standard user permission bound-
aries while eliminating dependency on pre-installed interpreters. The
solution delivers incremental update capabilities, significantly re-
ducing bandwidth consumption and deployment time compared to
traditional approaches. Integrating with familiar Windows applica-
tion management conventions minimizes training requirements while
maintaining consistency across varying corporate workstation con-
tigurations. The methodology’s practical significance stems from its

4
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development in response to business requirements, tested against
real-world constraints and use cases.

Solving these concrete deployment challenges enables organiza-
tions to leverage Python-based applications more effectively across
various operational contexts—from internal business tools to customer-
facing utilities—without compromising on security, efficiency, or user
experience [8]. This industry-informed approach offers substantial
value for Python applications deployed in corporate, educational, or
research environments where IT resources are constrained and techni-
cal support capacity is limited. The solution aims to bridge the gap
between Python’s development advantages and the practical realities
of enterprise software distribution.

1.5 Methodological Overview

To achieve the stated objective, this thesis adopts the following method-
ological structure:

e Analysis of existing approaches: A review and evaluation of
current distribution methods, focusing on their implementation,
usability, and limitations.

e Design of a custom solution: A proposal for a self-contained
distribution mechanism capable of bundling the application and
a specific Python interpreter version into a single executable
package.

e Implementation: Development of the proposed solution and
demonstration using a representative Python application.

e Evaluation: A qualitative comparison between the proposed
and existing solutions, considering criteria such as ease of instal-
lation, update capabilities, and user accessibility.



2 Existing Tools and Frameworks

The complex challenge of distributing Python applications in a fully
self-contained manner has persisted for many years, leading to vari-
ous tools and frameworks designed to simplify the deployment. This
chapter overviews the most widely used solutions, examining their
core features, strengths, and limitations. This discussion aims to clarify
how each tool addresses the complexities of packaging, updating, and
distributing Python software.

2.1 Pylnstaller

PyInstaller is one of the most popular tools for transforming Python
applications into standalone executables, supporting Windows, Linux,
and macOS platforms [9]. Unlike traditional installation methods,
which require users to install a Python interpreter and manage depen-
dencies, PyInstaller embeds the Python interpreter and all necessary
libraries directly into the distributable package. This approach dra-
matically reduces the risk of missing dependencies and simplifies the
end-user experience, as applications can be run without any prior
Python setup.

2.1.1 Internal Architecture and Process

Pylnstaller analyzes the specified Python script, recursively identify-
ing all imported direct and indirect modules and assembling a com-
prehensive list of dependencies. The tool then bundles these modules,
third-party packages, and the Python interpreter into a single exe-
cutable artifact. The main components of this process include:

e Bootloader: A minimal, platform-specific executable written
in the C programming language, responsible for initializing
the embedded Python interpreter and launching the packaged
application code.

e Dependency Analysis: A sophisticated discovery phase that
constructs a dependency graph by tracking imports at both the
compile-time and runtime. PyInstaller performs static analysis

6
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on the code and executes parts in a controlled environment to
detect dynamically loaded modules. This comprehensive ap-
proach ensures that even modules imported using techniques
like importlib or __import__() are captured.

e .spec File: A configuration file generated by PylInstaller, which
records build instructions such as files to exclude, additional
data to include, and custom hooks. Developers can modify this
file to fine-tune the packaging process.

2.1.2 Onefile vs. Onedir Distribution

PyInstaller offers two main packaging formats. The onefile mode com-
presses all components into a single executable, making distribution
and installation straightforward for users. However, this convenience
comes at the cost of slower startup times, as the executable must ex-
tract its contents into a temporary directory before launching. This
delay can be noticeable for applications with significant dependencies
and external resources.

In contrast, the onedir mode produces a directory that contains
the executable, interpreter, libraries, and user code. Although this
format is less convenient to distribute as a single file, it allows for faster
application startup and easier access to bundled resources, which can
be beneficial during development or for applications that require
frequent updates.

Advantages

e No Pre-installed Interpreter Required: The application runs
independently of any system Python installation, reducing com-
patibility issues.

e Ease of Use: The straightforward command-line interface re-
quires minimal configuration for basic applications, and the tool
handles most common scenarios without extensive customiza-
tion. This makes it accessible even to developers with limited
packaging experience.
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e Flexible Distribution Options: Developers can choose between
a single file executable for ease of sharing or a directory-based
structure for performance and transparency.

Disadvantages

e Large Output Size: Bundling the interpreter and all dependen-
cies results in sizable packages, which may be problematic for
bandwidth-limited environments. Even simple applications of-
ten produce executables that exceed 10-15 MB due to the in-
cluded Python runtime.

e Lack of Incremental Updates: Pylnstaller does not natively sup-
port patching or differential updates, so distributing new ver-
sions requires users to download the entire package again, re-
gardless of how minor the changes may be.

e Slow Startup Time: Particularly in one-file mode, applications
can experience noticeable delays during launch, as the pack-
age extracts files to a temporary location before execution. This
overhead increases proportionally with the size of the included
libraries.

e Debugging Challenges: Troubleshooting issues in packaged
applications is more complex than with standard Python scripts,
as error messages may be cryptic and the bundled environment
differs from development.

2.1.3 Concluding Remarks

Overall, PyInstaller provides a practical and widely adopted solu-
tion to create standalone executables from Python code [9]. Its cross-
platform support and straightforward workflow make it accessible
to developers and end users. However, package size and update effi-
ciency tradeoffs should be considered, especially for projects antici-
pating frequent releases or requiring minimal download sizes.
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2.2 PyUpdater

2.2.1 Overview and Architecture

PyUpdater was created to streamline the process of delivering up-
dates for Python applications, particularly those packaged with PyIn-
staller [10]. In this model, developers host new releases on a remote
server, and the application checks for updates either at startup, pre-
defined intervals, or through manual user requests. If an update is
available, PyUpdater downloads and applies it, optionally using delta
patches to minimize bandwidth usage. All update files are crypto-
graphically signed using asymmetric encryption to ensure integrity
and protect against tampering.

2.2.2 Internal Mechanism and Workflow

PyUpdater integrates a client library into the packaged application.
When triggered, this client connects to a remote endpoint hosting a
manifest file—typically in JSON format—that enumerates available
versions, file hashes, and cryptographic signatures. The client com-
pares the local version against those available remotely and initiates
the update upon detecting a newer release.

For updates, the client can download a new package or retrieve a
binary delta patch containing only the differences between versions.
This patching mechanism, particularly valuable for large applications,
can reduce download sizes by up to 90% compared to full package
updates [10]. After retrieving the update files, the client verifies their
integrity using the embedded public key, extracts or applies patches as
needed, and prompts for application restart or handles it automatically.

2.2.3 End of Official Support and Community Response

Ofticial development and support for PyUpdater ceased in December
2022, as acknowledged by the project maintainers in their final reposi-
tory update [11]. This discontinuation created compatibility concerns
as Python and PylInstaller continued to evolve with new releases.

In response, the community developed PyUpdater2, a fork that
aims to maintain compatibility with recent Python versions while
resolving outstanding bugs from the original implementation [12].

9
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Although this fork preserves the core functionality of PyUpdater, it
operates with volunteer maintenance and lacks formal enterprise
support guarantees. Organizations considering PyUpdater2 for pro-
duction deployment should evaluate the implications of relying on
community-supported infrastructure for their update pipelines.

Advantages

e Automated Update Checks: Applications can automatically de-
tect and apply updates without user intervention, improving
both user experience and security posture by ensuring that vul-
nerability fixes are promptly deployed. The update frequency
can be configured based on application needs, from checking at
every launch to periodic background verification.

e Delta Updates: By distributing only the binary differences be-
tween versions, PyUpdater significantly reduces bandwidth re-
quirements—often by 70-90% compared to full package updates.
This efficiency is particularly valuable for applications with large
resource files or frequent minor updates.

e Cryptographic Verification: Updates are signed with Ed25519
public-key cryptography, providing strong protection against
tampering and ensuring that only authorized updates from the
original developer are installed.

Disadvantages

e Reliance on Community Forks: The cessation of official support
increases the risk of incompatibility with future Python releases.
While PyUpdater?2 is actively maintained, its community-driven
nature may introduce uncertainty for mission-critical applica-
tions.

e Larger Initial Package Size: Bundling the embedded Python
interpreter and all dependencies increases the size of the in-
staller compared to solutions that rely on a system-wide Python
installation.

10
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e Additional Application Complexity for Updates: To support
features like automated update checks or incremental (delta)
updates, developers must explicitly implement and maintain
this logic within the application codebase. This increases devel-
opment effort and can introduce maintenance challenges.

e Hosting Infrastructure Required: Developers must manage and
secure a remote server for update distribution, which can be a
barrier for smaller teams.

2.2.4 Concluding Remarks

PyUpdater introduced an efficient and secure update mechanism
for Python applications, but its archival status presents challenges for
long-term use. The emergence of PyUpdater2 offers a viable alternative
for teams needing automated updates, though reliance on community
support should be carefully considered.

2.3 Chocolatey

2.3.1 Overview and Workflow

Chocolatey is a package manager tailored for Windows, enabling au-
tomated installation, upgrading, and removal of software through
scriptable packages [13]. Unlike tools that bundle Python within the
application, Chocolatey operates at the system level, managing both
applications and their prerequisites. For Python-based software, this
typically means Chocolatey first ensures an appropriate Python inter-
preter is available on the system, then installs the application and its
dependencies. This approach aligns with traditional package manage-
ment philosophies found in Linux distributions but adapted for the
Windows ecosystem.

2.3.2 Internal Mechanism

Chocolatey packages are ZIP archives with a .nupkg extension, con-
taining a manifest (.nuspec) and PowerShell scripts (chocolateyIn-
stall.ps1, and optionally chocolateyUninstall.ps1). When a user runs

11
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choco install <package>, Chocolatey resolves dependencies, down-
loads the necessary packages, and executes the installation scripts.
These scripts can perform various actions, such as extracting installers,
configuring the system, or validating checksums.

For Python applications, these scripts typically handle installing
the required Python version if not already present, configuring envi-
ronment variables, and using pip to install the application’s depen-
dencies. Unlike bundling approaches, this system-wide installation
method means Python and its libraries become available for other
applications, potentially saving disk space but introducing possible
version conflicts between different software packages.

Upgrades and removals are handled by executing the correspond-
ing scripts, ensuring that installations remain consistent and repeat-
able. The package-based approach allows for centralized management
across an organization, making it particularly suitable for enterprise
environments where standardization is valued.

Advantages

e Windows Integration: Chocolatey fits seamlessly into the Win-
dows environment, administration workflows, supporting cen-
tralized management and deployment across multiple machines.

e Automated Dependency Management: Packages can specify
dependencies (including Python versions) that are automati-
cally resolved during installation, reducing complex setup steps
for end users.

e Scripted Deployment: The PowerShell-based automation sup-
ports unattended installations and configuration management
tools, making large-scale deployments more efficient.

Disadvantages

e No Self-Contained Interpreter: Moreover, unlike self-contained
approaches, Chocolatey installations affect the global system
environment, potentially introducing conflicts between applica-
tions that require different Python versions or package depen-
dencies.

12
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e Potential for Environment Conflicts: Relying on shared depen-
dencies increases the risk of incompatibility, primarily when
multiple Python versions exist.

e Administrative Privileges: Many operations require elevated
permissions, limiting usability in restricted environments where
users lack administrative access to their workstations.

e Significant Developer Overhead: Creating and maintaining
Chocolatey packages demands substantial effort from develop-
ers. Each package requires crafting precise PowerShell scripts,
understanding NuGet conventions, and managing the publica-
tion process—skills not typically part of Python developers’ core
expertise.

e Additional Scripting for User Experience: Users may face com-
plexity during installation and updates without extensive cus-
tom scripting. Developers must implement additional automa-
tion to manage Python virtual environments, handle upgrade
paths, and provide a streamlined experience comparable to na-
tive applications.

2.3.3 Concluding Remarks

Chocolatey provides a package management solution for Windows
environments, offering benefits for IT-managed deployments through
its integration with administrative workflows. However, its funda-
mental approach—relying on system-wide Python installations rather
than bundled runtimes—introduces significant limitations for Python
application distribution. The requirement for administrative privi-
leges, potential for dependency conflicts, and substantial developer
overhead make it poorly suited for delivering applications to diverse
user environments. While valuable in tightly controlled organizational
settings, Chocolatey represents a challenging option for Python devel-
opers seeking to distribute applications to users with varying technical
capabilities or restricted permissions.

13
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2.4 cx_Freeze

2.4.1 Core Functionality

cx_Freeze transforms Python applications into standalone directory-
based packages that can run on systems without a Python installa-
tion [14]. This cross-platform tool follows Python’s standard packag-
ing conventions, allowing developers to define their build configura-
tion in familiar formats like setup. py or pyproject.toml. The straight-
forward build process—typically a single command such as python
setup.py build—produces a distribution folder containing the appli-
cation code, dependencies, and a platform-specific Python runtime.

2.4.2 Technical Architecture and Packaging Process

When building an application, cx_Freeze performs several key opera-
tions [14]. First, it analyzes the application’s entry point to identify
imported modules and dependencies. It then compiles Python source
files to bytecode for performance optimization and copies necessary
runtime components, including the appropriate Python DLL for the
target platform. Finally, it generates a native executable as the appli-
cation launcher, initializing the embedded Python interpreter with
the correct paths and environment configuration. This architecture
creates a self-contained package that functions independently of the
host system’s Python installation.

Advantages

e Familiar Development Workflow: cx_Freeze integrates with
Python’s standard packaging tools and conventions, minimizing
the learning curve for Python developers.

e Debugging Transparency: The directory-based structure allows
developers to easily inspect the packaged files, modify resources,
and troubleshoot runtime issues.

14
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Disadvantages

e Multi-File Distribution: Unlike Pylnstaller’s one-file option,
cx_Freeze only produces directory-based packages, similar to
PylInstaller’s onedir mode. This necessitates additional steps to
create a seamless installation experience for end users.

e No Built-In Update Mechanism: The tool provides no native
facilities for checking, downloading, or applying updates, requir-
ing developers to implement these critical features separately or
rely on third-party solutions [14].

e Limited Platform Integration: While functional across operat-
ing systems, cx_Freeze lacks deeper integration with platform-
specific features like Windows registry entries or desktop short-
cuts, requiring manual implementation.

e Substantial Package Size: Including a complete Python runtime
significantly increases distribution size, often 20-50MB before ap-
plication code, which can be problematic for bandwidth-limited
scenarios.

2.4.3 Concluding Remarks

cx_Freeze effectively solves the basic distribution problem by creat-
ing self-contained Python applications, functioning much like PyIn-
staller’s directory mode but with a more Python-centric configuration
approach. Its primary strengths lie in its familiar Python-based build
process and transparent output structure, making it accessible to de-
velopers who are already comfortable with Python packaging tools.
However, its limitations—particularly the lack of single-file packag-
ing, update capabilities, and installer creation—position it as better
suited for internal tools and development environments rather than
polished consumer applications. Organizations seeking to distribute
applications to end users will typically need to combine cx_Freeze with
additional packaging tools to create a complete deployment solution.

15
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2.5 Nuitka

2.5.1 Overview and Functionality

Nuitka differentiates itself from other Python packaging tools by func-
tioning as an actual compiler rather than a bundler [15]. It translates
Python code into optimized C++ and compiles it into native machine
code using platform-specific compilers. This approach aims to im-
prove execution performance while preserving compatibility with
standard Python libraries and extensions. The compilation process is
initiated through command-line directives, with numerous options
for controlling optimization levels and output formats.

2.5.2 Technical Architecture

Nuitka operates through a multi-phase compilation process:

1. Parsing: Python source files are analyzed and converted into an
abstract syntax tree (AST), similar to how the CPython inter-
preter processes code initially.

2. Code Transformation: The AST is transformed into optimized
C++ code that mimics Python’s runtime behavior while elimi-
nating interpreter overhead.

3. Native Compilation: Generated C++ code is compiled into
binary machine code using a platform-specific C++ compiler
(MSVC on Windows, GCC/Clang on Unix-based systems).

4. Linking: The resulting executable is linked against a minimal
runtime library that implements essential CPython features and
interfaces with native extension modules.

This compilation strategy preserves Python’s dynamic features
while removing the performance penalties associated with bytecode
interpretation. Unlike traditional Python execution, which interprets
bytecode at runtime, Nuitka’s approach produces native executables
that can achieve significantly faster execution speeds, particularly
for computation-intensive operations and frequently executed code
paths [16].

16
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Advantages

e Execution Performance: By compiling to native code, Nuitka
can deliver substantial speed improvements for CPU-bound
applications, potentially addressing performance bottlenecks
that otherwise require rewriting portions in C/C++.

o Intellectual Property Protection: The compilation process ob-
scures source code more effectively than bytecode compilation,
providing a degree of protection for proprietary algorithms and
business logic.

e Reduced Startup Time: Compiled applications typically launch
faster than interpreted ones, improving the user experience,
particularly for frequently used utilities.

Disadvantages

e Complex Toolchain Requirements: Unlike tools like PyInstaller
or cx_Freeze, Nuitka requires a functioning C++ development
environment, creating an additional technical barrier for de-
velopers and potentially complicating continuous integration
workflows.

e No Embedded Update Mechanism: Similar to other compila-
tion tools, Nuitka provides no built-in functionality for checking,
retrieving, or applying updates, requiring developers to imple-
ment these critical features separately.

e Limited Integration with Standard Python Packaging: Nuitka’s
compilation approach exists somewhat outside the standard
Python packaging ecosystem, reducing compatibility with con-
ventional tools like pip or setuptools.

e Substantial Developer Overhead: Debugging compiled appli-
cations presents unique challenges, as error messages may differ
from those in interpreted Python, and standard debugging tools
may be less effective.
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2.5.3 Concluding Remarks

Nuitka occupies a specialized niche in the Python distribution land-
scape, appealing primarily to developers seeking performance opti-
mization or intellectual property protection rather than simplified
deployment. While it addresses certain performance limitations in-
herent to interpreted Python, it introduces complexity that may be
disproportionate to the benefits for many applications.

Its lack of integrated update capabilities and requirement for C++
development tools make it less suitable for general-purpose appli-
cation distribution than bundling solutions like PyInstaller. Nuitka
is best considered for computationally intensive applications where
performance justifies the additional development and maintenance
overhead.

2.6 Briefcase

2.6.1 Overview and Framework Integration

Briefcase is part of the BeeWare project, a suite of tools and libraries to
facilitate native, cross-platform Python application development [17].
Unlike packaging tools focusing solely on bundling, Briefcase pro-
duces platform-native installers—MSI or MSIX packages on Windows,
DMG files on macOS, and appropriate formats for other platforms. Its
primary goal is to provide end users with a familiar installation expe-
rience comparable to commercial software. The build process is man-
aged through the briefcase command-line interface and configured
via standard Python packaging metadata in pyproject.toml [18].

2.6.2 Architecture and Build Process

Briefcase’s workflow is structured around distinct phases:

1. Project Initialization: The briefcase new command scaffolds a
project structure that follows Python packaging standards while
adding platform-specific configuration.

2. Application Building: When executing briefcase create, Brief-
case generates platform-specific project templates. This involves
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creating WiX Toolset XML definitions alongside a copy of the
application code on Windows.

. Environment Preparation: The briefcase build command con-

structs a dedicated virtual environment containing the Python
interpreter and all dependencies specified in the project config-
uration.

. Installer Generation: Finally, briefcase package invokes plat-

form tools (such as the WiX compiler on Windows) to produce
installers that bundle the application, its dependencies, and a
complete Python runtime.

This structured approach emphasizes seamless integration with
each operating system’s native installation mechanisms, providing
an experience that aligns with users’ expectations for professional
software.

Advantages

Native Integration: By generating platform-standard installers,
Briefcase applications appear and behave like native software,
following operating system installation, uninstallation, and pre-
sentation conventions.

User-Friendly Experience: End users interact with familiar in-
stallation wizards rather than custom or technical interfaces,
reducing friction and increasing acceptance in corporate envi-
ronments.

BeeWare Ecosystem Compatibility: Applications built with Bee-
Ware’s Toga GUI framework gain additional integration benefits,
enabling truly native interface elements across platforms [19].

Disadvantages

No Built-In Update Mechanism: Unlike tools such as PyUp-
dater, Briefcase provides no facilities for in-place or incremental
updates, requiring complete reinstallation for even minor appli-
cation changes.
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e Substantial Package Size: Each installer contains a complete
Python runtime and all dependencies, resulting in large distribu-
tion files (typically 50+ MB) that consume significant bandwidth
during deployment and updates.

e Significant Developer Overhead: Creating Briefcase packages
requires developers to learn the BeeWare ecosystem, understand
platform-specific packaging concepts, and maintain detailed
configuration in pyproject.toml. This specialized knowledge in-
creases the learning curve compared to simpler Python packag-
ing tools.

e Non-Python Tool Requirements: Unlike pure Python packag-
ing solutions, Briefcase requires installation and configuration of
platform-specific build tools (WiX Toolset on Windows, xcode-
build on macOS) that many Python developers may not be famil-
iar with, complicating development workflows and continuous
integration pipelines.

e Limited Customization: While the native installer approach
improves user experience, it restricts developer control over the
installation process compared to custom Python-based solutions.

2.6.3 Concluding Remarks

Briefcase excels at creating professional, platform-native installers that
provide end users with a familiar experience—a significant advantage
in business environments where software must appear polished and
trustworthy. However, its approach introduces substantial tradeoffs
for deployment scenarios requiring frequent updates or bandwidth-
conscious distribution. The combination of large installer sizes and
lack of incremental update capabilities makes Briefcase less suitable
for rapidly evolving applications or deploying to environments with
limited connectivity. For Python applications intended for occasional
release with emphasis on professional presentation, Briefcase offers
significant advantages, but developers should consider alternative
approaches when update efficiency is a priority.
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2.7 Docker

Docker is a containerization platform that packages software into
lightweight, isolated environments called containers [20]. These con-
tainers encapsulate the application, its dependencies, and the Python
interpreter, ensuring consistent behavior across different systems. This
approach fundamentally differs from traditional Python packaging
tools by focusing on environment isolation rather than executable cre-
ation. For Python applications specifically, containerization prevents
the "works on my machine" problem by standardizing the runtime
environment, regardless of the host system’s configuration [21].

2.7.1 Containerization Principles and Workflow

Docker operates around several core concepts:

e Images: Inmutable snapshots built from a Dockerfile, contain-
ing the base operating system, Python interpreter, dependencies,
and application code.

e Containers: Running instances of images, isolated from the host
system but sharing the host’s kernel. Each container provides a
consistent execution environment for Python applications.

e Registries: Repositories (such as Docker Hub) where images
are stored and from which they can be pulled for deployment,
facilitating versioning and distribution of containerized applica-
tions.

For Python applications, developers typically create a Dockerfile
that starts with a base Python image, installs dependencies using pip,
and copies the application code into the container [20]. This produces
a reproducible environment that can be deployed consistently across
development, testing, and production environments.

Advantages of Docker

e Consistent and Isolated Runtime: Applications run identically
across different machines, eliminating environment-specific bugs
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and simplifying deployment across heterogeneous infrastruc-
ture.

e Incremental Updates: Docker’s layered image model allows
users to download only the changed parts of an image, saving
bandwidth and enabling efficient deployment of application
updates [22].

e Cross-Environment Support: Particularly effective for headless
or server applications, as well as CI/CD pipelines, ensuring
consistent testing and execution environments throughout the
development lifecycle.

Disadvantages of Docker

e Requires Docker Installation: Users must install Docker Desk-
top, which may not be feasible in restricted corporate environ-
ments or for end users without technical expertise.

e Limited GUI Support: Running graphical Python applications
in containers requires additional configuration for display server
access, making it impractical for desktop applications, especially
on Windows.

e Large Windows Base Images: Windows containers are signif-
icantly larger than their Linux counterparts (often 3-4GB vs.
100-200MB), substantially increasing storage requirements and
initial download times.

e Significant User Overhead: End users must learn container con-
cepts and Docker commands to manage applications, creating a
steeper learning curve than traditional installation methods.

2.7.2 Licensing: Docker Desktop vs. Docker Engine

Docker Desktop, which provides a graphical interface and additional
features, introduced licensing requirements for organizations with
over 250 employees or annual revenue exceeding $10 million [23]. This
change has licensing implications for companies distributing Python
applications via Docker. In contrast, Docker Engine remains open
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source (Apache License 2.0). It can be installed separately, though
it lacks the convenience of the Desktop interface and requires more
technical expertise to configure correctly.

2.7.3 Docker Engine for Windows

Using Docker Engine alone on Windows involves manual configura-
tion and relies on large Windows base images. For Python applications
specifically, this approach introduces several challenges: Windows
containers cannot use the more efficient Linux-based Python images,
Python’s file path handling differs between Windows and Linux envi-
ronments, and some Python packages with native components may
not function correctly in Windows containers [24]. These limitations
make Docker on Windows best suited for headless or service-oriented
Python applications rather than desktop software.

2.7.4 Concluding Remarks

Docker excels at creating reproducible, isolated environments for
Python applications, particularly in server-side, microservice, and
cloud deployment scenarios. Its ability to ensure consistent execution
across different systems makes it invaluable for complex Python ap-
plications with numerous dependencies. However, for distributing
Python desktop applications to end users, Docker presents significant
barriers: the requirement for Docker installation, complex GUI han-
dling, licensing considerations, and the technical expertise needed to
run containerized applications. When selecting Docker as a distribu-
tion strategy for Python applications, organizations should carefully
evaluate these tradeoffs, considering the technical requirements and
the target user base’s capabilities.

2.8 Summary
The tools reviewed in this chapter address different aspects of stan-
dalone Python distribution, from single-file executables and directory-

based deployments to automated updating and containerization:
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Pylnstaller: Excels at creating standalone executables that bun-
dle the Python interpreter with application code, but produces
large packages and lacks efficient update mechanisms [9].

PyUpdater and PyUpdater2: Offer automated update capabili-
ties for Python applications, but require additional infrastructure
and do not reduce initial package size [10].

Chocolatey: It is well-suited for enterprise Windows environ-
ments with its package management approach, but it depends
on system-wide Python installations and requires administrative
privileges [13].

cx_Freeze: Provides self-contained distributions in a directory
structure, using a familiar Python-centric build process, but lacks
single-file packaging and update capabilities [14].

Briefcase: Creates native installers with a professional user expe-
rience, but results in large packages and lacks integrated update
features [18].

Nuitka: Offers performance benefits through compilation to
native code, but introduces build complexity and requires C++
development tools [15].

Docker: Stands out for server and CI/CD deployments with
its consistent environments and incremental updates [20], but
remains less suitable for desktop applications due to installation
requirements and image size.

Collectively, these solutions highlight the tradeoffs between porta-

bility, ease of updating, resource efficiency, and user experience. The
ongoing evolution of Python packaging tools reflects the diverse needs
of developers and organizations, underscoring the importance of se-
lecting the right approach based on specific project requirements and
deployment contexts [8].
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3 Custom Solution - PowerShell-Based Installer
with Embedded Python

A custom solution is required to address the individual shortcom-
ings of both the naive approach and the existing tools. This tailored
approach effectively mitigates or, in some cases, eliminates the disad-
vantages associated with distributing standalone Python applications.
The resulting solution offers a more universal and streamlined method
for packaging Python programs, allowing them to run independently
of a pre-installed Python interpreter on the host system. This makes it
a practical and scalable tool suitable for various deployment scenarios.

3.1 Architecture Design Rationale

As illustrated in Figure 3.1 and Figure 3.2, the solution architecture is
split between the build system on the developer’s machine and the
runtime system on the end-user’s machine. This separation addresses
key limitations identified in existing Python distribution tools.

e Package Size vs. Independence: Tools like PyInstaller create
fully independent executables at the cost of large file sizes that
hamper distribution and updates.

e Update Mechanism Gaps: Most packaging solutions lack built-
in update capabilities, with PyUpdater being the exception, but
requiring significant infrastructure.

e Administrative Privileges: Solutions like Chocolatey provide
robust integration but require administrative rights, often un-
available in restricted environments.

e Developer Experience: Many approaches demand specialized
knowledge outside typical Python development skills, increas-
ing the maintenance burden.

e User Experience: The end-user installation process often in-
volves technical steps or unfamiliar interfaces that reduce acces-
sibility.
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This custom solution’s architecture leverages the concept of em-
bedded Python interpreters, which provide independence without
full bundling overhead, combined with familiar Windows installation
paradigms. By separating the distribution into distinct components
(packaging, installation, and update mechanisms), the architecture
achieves several key design objectives:

First, it maintains user space operation, eliminating the need for
administrative privileges while still providing a professional installa-
tion experience. Second, it enables incremental updates by separating
the Python interpreter from application code, allowing for smaller
patch downloads. Third, it uses standard Windows installer technol-
ogy to provide users with familiar interfaces while utilizing Python’s
ecosystem for the developer workflow.

The architecture deliberately avoids cross-platform compatibility
in favor of optimizing for Windows, where the interpreter distribution
challenge is most acute. This decision allows for deeper integration
with Windows-specific mechanisms like registry entries and standard
installer patterns, resulting in a more polished end-user experience
for the target platform.
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Build Orchestrator Script
(build_installer py)
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Figure 3.1: Component diagram of the build system (Developer’s
Machine).
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Figure 3.2: Component diagram of the runtime setup (End-User’s
Machine).

3.2 Underlying Principles and Workflow

The core idea behind the proposed solution is to provide the smallest
possible package to the end user while preserving key advantages
such as usability and reliability. This is achieved using an embedded
Python interpreter that removes the need for a complete Python instal-
lation on the user’s system. Combined with well-structured scripting
and appropriate tools, the solution is lightweight, easy to use, and
functionally comparable to conventional packaging methods. The ap-
proach is built upon four interlocking components:

3.2.1 Packaging Script (Python)

The package_app.py script builds a deployment folder ready to be
processed by the Inno Setup Compiler (ISCC). This script establishes
a fixed folder structure and ensures all application components are in
place before the final installer is generated. Its responsibilities include:

1. Source Code Collection: The script copies the complete applica-
tion source tree from a specified directory into a target folder. It
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filters out unnecessary files (e.g., __pycache__, .pyc, .git, and
.vscode) to maintain a clean package.

2. Python Version Determination: The helper function
get_python_version() reads the attached requirements.txt
file and uses regular expressions to extract the specified Python
version. If the version is below 3.9 or the file is missing, the script
warns the user and falls back to a default version (3.10.0). This
ensures that the embedded Python interpreter is compatible
with the application.

3. Internal Folder and Metadata Generation: The script creates an
internal directory (named _internal) within the build folder.
This directory hosts vital installation files, including;:

e Metadata File: A metadata. txt file is generated containing
key properties such as the application name, installation
folder name, entry file, version, and determined Python
version. This metadata guides the installer’s behavior.

e Boot Script: The create_boot_py () function produces the
boot . py file, embedding constants (for the Python environ-
ment and logs directories) and configuring the execution
path. This script is essential for launching the application
on the end-user side with the self-contained Python inter-
preter.

e Custom Path File: A custom_pth.txt file is created (via
generate_custom_pth()) to correctly set up the Python
environment path for further pip integration.

4. Copying Installer Script: Alongside the application files, the
script copies another essential installation script - setup.psi
into the internal folder. A helper batch file (setup.bat) is also
generated to invoke the PowerShell setup during installation.

3.2.2 Host Setup Script (PowerShell)

The setup.ps1 script is the backbone of the installation and update
process. Developed in PowerShell, this script runs on the developer’s
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machine and performs the following concrete tasks (as illustrated in
the sequence diagram in Figure 3.3).

e Parameter Initialization and Logging: The script accepts param-
eters such as -InstallPath and -CurrentInstalledVersion. It
immediately creates a robust logging mechanism with a global
log file and early-fallback logging to capture initialization errors.

e Installation Directory Validation: It validates the provided in-
stallation path, ensuring that it exists and is accessible. If the
path is invalid, the script logs an error and exits.

e Metadata Processing and Version Checks: The script reads
the metadata.txt file from its internal folder (_internal) to
extract essential details (such as AppName, Version, AppFolder,
and PythonVersion). It compares the version against the cur-
rently installed version, determining whether an update or a
clean install is necessary. In update scenarios, if the new version
is the same or older than the current install, it triggers a clean
install wipe.

e Conditional Python Environment Setup: Depending on the
version check and the state of the existing environment, the script
decides whether to perform a full Python setup. This includes
removing any outdated Python environment, downloading the
correct version of the Python embeddable package, extracting it
into the target folder, and replacing the . _pth.

e Ensuring pip and Dependency Installation: Once the embed-
ded Python environment is prepared, the script ensures that pip
is installed. It downloads and executes get-pip.py if necessary,
upgrades core build tools (like setuptools and wheel), and fi-
nally installs or updates dependencies based on the
requirements. txt file from the application folder.

e Error Handling and Finalization: Throughout the process, de-
tailed logging captures every step and error condition. The script
includes fallback mechanisms for logging failures and provides
clear messages if a critical step (e.g., download of Python or
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dependency installation) fails. The script logs the finish status
on successful completion and exits with a success code.

Leveraging PowerShell’s native Windows integration and strong
automation capabilities, setup.ps1 orchestrates complex installation
tasks—from directory validation to handling embedded Python up-
dates—ensuring a reliable, repeatable, and user-transparent setup

process.
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Figure 3.3: Sequence diagram illustrating the workflow of setup.psi.
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3.2.3 Inno Setup Installer and Automated Build Scripts

The installer.iss script and the automated build script (imple-
mented in build_installer.py) together constitute the deployment
engine that transforms the prepared package into a polished Win-
dows installer executable. They encapsulate the final integration pro-
cesses—from system registration and shortcut creation to the orches-
tration of the complete build workflow—ensuring that the final prod-
uct is robust, reproducible, and seamlessly integrated with the Win-
dows environment.

Inno Setup Installer Script (installer.iss)

Before performing file operations, this script verifies that the staging
directory produced by package_app.py and refined by setup.ps1 is
complete and correctly structured. It then proceeds to:

e Copy the contents of the staging directory into the final installa-
tion folder.

e Create Windows registry entries and shortcuts (for the Start
menu and desktop) to ensure smooth system integration.

e Execute the PowerShell setup script (setup.ps1) during instal-
lation to finalize configuration tasks, such as initializing the
embedded Python environment and processing metadata.

e Update the registry to record the installed version (as demon-
strated in the [Code] section), thereby maintaining accurate
version control for future uninstallations.

Automated Build Script (build_installer.py)

This Python script orchestrates the entire packaging and build work-
flow by rigorously validating input parameters and file integrity. It
then coordinates the production of the final installer by:

e Utilizing a JSON configuration file (build_config. json) as the
sole method for specifying critical parameters such as the appli-
cation root, entry file, application name, version, output direc-
tory, and an optional path to ISCC. exe.

31



3. CustoM SOLUTION - POWERSHELL-BASED INSTALLER WiTH EMBEDDED PYTHON

e Providing a clean configuration approach where developers
maintain all build settings in a structured JSON file, eliminating
command-line parameter complexity while improving repro-
ducibility and reducing error potential.

e Validating configuration values and ensuring the presence and
correctness of essential files (e.g., the application source and the
installer.iss template).

e Setting sensible defaults for optional parameters (such as version
and entry file) when not specified in the configuration file.

e Locating the Inno Setup Compiler (ISCC.exe), either by an ex-
plicitly provided path in the configuration or by searching stan-
dard installation directories.

e Creating a temporary build folder where it stages the entire
package—including the application source tree, generated meta-
data (metadata.txt), boot script (boot.py), and other internal
scripts.

e Invoking the Inno Setup Compiler with parameters passed via
/D switches (such as AppName, AppVersion, and BuildDir), re-
sulting in a single, ready-to-use installer executable.

Figure 3.4 (shown below) presents an activity diagram illustrating
the overall build-and-installation process, from initial packaging on
the developer side to final deployment on the user side.

Following all these steps, the build process produces a single, self-
contained Windows executable ready to be executed on an end-user’s
machine.

3.3 Summary

The custom solution presented in this chapter addresses the key lim-
itations identified in both naive approaches and existing tools for
Python application distribution. Combining embedded Python in-
terpreters with Windows-native installer technology and PowerShell
automation, the architecture balances independence, efficiency, and
user experience.
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The solution is structured around four integrated components:

1. Packaging Script (package_app.py) — Establishes the applica-
tion structure, filters unnecessary files, and generates essential
metadata for the installation process.

2. Host Setup Script (setup.ps1) — Orchestrates the installation
workflow, performing conditional Python environment setup,
dependency management, and error handling through a robust
sequence of operations.

3. Inno Setup Configuration — Transforms the prepared package
into a professional Windows installer that integrates with system
conventions.

4. Automated Build Workflow — Coordinates the process from
source code to final installer executable.

This architecture operates entirely in user space, eliminating ad-
ministrative privilege requirements while maintaining a professional
installation experience. Separating the Python interpreter from the
application code enables incremental updates with smaller down-
load sizes. The solution prioritizes Windows optimization over cross-
platform compatibility, allowing for deeper integration with familiar
installation paradigms.

The resulting system provides developers with a streamlined work-
flow for packaging Python applications that end users can install and
update through familiar interfaces, without requiring pre-installed
Python environments or technical expertise.

3.4 Key Advantages and Implementation Remarks

The custom PowerShell-based solution provides several strategic ad-
vantages that directly address the limitations identified in both naive
approaches and existing tools:

e Balanced Privilege Model: By operating entirely in user space
while maintaining a professional installation experience, the
solution overcomes the administrative barriers that disqualify
many enterprise deployment options.
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o Incremental Update Efficiency: The separation of runtime from
application code creates a bandwidth-efficient update mecha-
nism that significantly reduces network utilization compared to
full reinstallation approaches.

e Environment Consistency: The embedded Python approach
provides strong isolation without the operational complexity
of containerization, preventing the dependency conflicts that
commonly plague Python deployments.

e Streamlined Development Workflow: The automated build pro-
cess reduces the specialized knowledge required for packaging,
allowing development teams to maintain focus on application
functionality.

The presented implementation integrates PowerShell automation,
Inno Setup’s installer framework, and Python’s embeddable package
into a cohesive solution. Rather than relying on a single technology;, it
strategically combines tools to achieve results that surpass what each
could offer alone.

Explicitly optimized for Windows, this architecture leverages na-
tive platform capabilities and installer conventions to deliver a user
experience that mirrors commercial software standards, far beyond
the typical Python packaging approach.

By resolving tensions between flexibility, simplicity, and user friend-
liness, the solution proves that well-integrated technologies can over-
come the limitations of conventional Python distribution methods. It
demonstrates how thoughtful design leads to a streamlined developer
deployment process and a seamless user experience.
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4 Comparison of Existing Solutions

The evaluation of Python application distribution methods requires
a structured assessment framework that reflects real-world deploy-
ment challenges. This chapter compares previously discussed solu-
tions—including naive approaches, existing tools, and the custom
PowerShell-based solution—against parameters derived from practi-
cal business requirements.

4.1 Evaluation Context and Parameters

The parameters used for evaluation emerged from a collaborative en-
gagement with industry partners who faced significant operational
challenges when deploying Python applications in corporate environ-
ments. During this collaboration, several critical deployment factors
were identified that directly impact the business value and operational
teasibility of Python-based tools:

e Privileges Required: Corporate security policies often restrict
administrative access for standard users, rendering solutions
that require elevated permissions impractical for widespread
deployment.

e Third-Party Dependencies: Solutions requiring additional soft-
ware components increase security review complexity and may
conflict with approved software policies in regulated environ-
ments.

e License Considerations: Distribution methods with commercial
licensing requirements introduce procurement complexities and
ongoing cost considerations that impact scalability.

e Package Size: Network bandwidth limitations and storage con-
straints in enterprise environments make package size a signifi-
cant consideration, particularly for applications deployed across
hundreds or thousands of workstations.

e Installation Complexity: Applications that present complex
or unfamiliar installation interfaces increase support burdens
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and reduce user acceptance, particularly in organizations with
varying technical expertise.

e Windows Interface Integration: Solutions that provide standard
Windows interfaces improve user acceptance and reduce training
requirements.

e Update Mechanism: The business cost of updates—including
bandwidth consumption, IT support overhead, and user down-
time—directly affects the total cost of ownership for Python
applications in production environments.

e Developer Overhead: The complexity of maintaining deploy-
ment workflows affects development agility and resource re-
quirements.

e User Space Operation: Solutions that operate entirely within
user directories without requiring system modifications provide
crucial flexibility in restricted environments.

These parameters directly reflect the business imperatives that
drove the development of the custom solution. Rather than purely
technical considerations, they represent the operational realities deter-
mining whether a Python application can be effectively deployed and
maintained at scale in enterprise settings.

4.2 Detailed Parameter Analysis

Privileges Required

Standard users typically lack administrative access in enterprise envi-
ronments, making privilege requirements a fundamental deployment
consideration. Solutions like PyInstaller, cx_Freeze, and the custom
solution operate entirely with standard user permissions, enabling
deployment without IT intervention. In contrast, Docker requires ad-
ministrative privileges to install and configure container services, cre-
ating potential adoption barriers in restricted environments [24]. Sim-
ilarly, Briefcase relies on the WiX toolset, which requires elevated per-
missions during installation [18]. This single factor can significantly
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impact deployment feasibility in environments with strict security
policies.

Third-Party Dependencies

Every external dependency introduces potential security vulnerabili-
ties, compatibility issues, and approval requirements in corporate set-
tings. Nuitka requires C++ compilation tools that may not be present
on many business workstations [15], while Docker necessitates sub-
stantial infrastructure beyond the application itself. PyInstaller and
cx_Freeze achieve independence by bundling all dependencies into
single executables, though at the cost of larger package sizes. The cus-
tom solution emphasizes embedding only essential components while
maintaining control over the Python environment, pushing complexity
to the developer side rather than the end-user experience.

Licensing Costs

Licensing considerations directly impact scalability and adoption, par-
ticularly in large organizations. While most Python distribution meth-
ods use free and open-source licenses, Docker Desktop introduced
commercial licensing requirements for larger organizations in 2021
[22], potentially creating procurement obstacles. The custom solution’s
use of freely available components eliminates this barrier. According
to JetBrains” 2021 Python Developer Survey, licensing concerns influ-
ence tool selection for 31% of enterprises with over 1000 employees
[25].

Package Size

Network infrastructure limitations make package size a practical de-
ployment concern rather than a theoretical consideration. Briefcase
produces comprehensive but extensive packages by bundling com-
plete runtime environments [18]. Similarly, Docker images containing
Python environments typically require substantial storage. The custom
solution aims to optimize for bandwidth-constrained environments
by separating the Python runtime from application code and enabling
delta updates for application components.
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Installation Complexity

User experience during installation directly affects adoption rates and
support requirements. Manual setup approaches create high friction
by requiring users to follow technical instructions, while Docker in-
troduces container concepts unfamiliar to most business users. The
BeeWare project recognizes this challenge by emphasizing native in-
stallation experiences [17], as does the custom solution with its stan-
dard Windows installer interface. Installation complexity influences
user perception of application quality and reliability throughout the
application lifecycle.

Update Mechanism

The ability to efficiently distribute updates determines long-term oper-
ational costs and application reliability. Most Python packaging tools
lack integrated update mechanisms, requiring complete reinstallation
for minor changes. PyUpdater initially addressed this gap with in-
cremental updates but has since ended official support [11], creating
sustainability risks. The custom solution implements a delta update
approach that aims to minimize network impact while maintaining
version control, allowing security patches and bug fixes to be deployed
without requiring complete reinstallation.

Developer Overhead

Complex deployment tooling diverts development resources from
core application functionality. Nuitka’s compilation approach requires
additional build steps and testing cycles [16], while Docker demands
container management expertise. PyInstaller and cx_Freeze achieve
relatively streamlined workflows but lack enterprise deployment fea-
tures. The custom solution automates packaging and distribution
processes through PowerShell, enabling developers to focus primarily
on application logic rather than deployment mechanics.

Environment Isolation

Python applications frequently encounter "dependency hell" when
different components require incompatible package versions. Docker
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provides maximum isolation through containerization [21], while
Pylnstaller and cx_Freeze bundle dependencies into self-contained
executables. Nuitka’s compilation approach reduces but doesn’t elimi-
nate environmental dependencies [16]. The custom solution achieves
isolation by embedding a dedicated Python interpreter and managing
package installations within a controlled environment. According to
GitHub’s 2021 Octoverse report, dependency conflicts remain among
the top challenges for Python developers [26].

4.3 Competitive Positioning

While each solution offers specific advantages for particular deploy-
ment scenarios, the comparative analysis demonstrates why existing
tools did not fully address the partner organization’s requirements for
Python application distribution:

e Pylnstaller and cx_Freeze: While offering simplicity and inde-
pendence from pre-installed Python, these solutions lack effi-
cient update mechanisms—a critical requirement for applica-
tions that evolve frequently in response to business needs.

e PyUpdater: Despite its update capabilities, PyUpdater’s discon-
tinued official support raised sustainability concerns for long-
term enterprise deployment, and its approach still produces
relatively large initial packages.

e Chocolatey: The administrative privilege requirement formed
an insurmountable barrier in security-restricted environments,
despite Chocolatey’s strong Windows integration and package
management capabilities.

e Briefcase: While providing excellent native integration, Brief-
case’s large package size and reinstallation-based updates proved
inefficient for deployments across bandwidth-constrained net-
works.

e Docker: The container-based approach introduced excessive
complexity for desktop applications and required specialized
knowledge that could not be assumed across the user base.
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The custom PowerShell-based solution was designed to occupy the
previously unfilled niche at the intersection of user-space operation,
incremental update capability, and familiar Windows integration. This
positioning directly addresses the operational constraints identified
during the industry collaboration, enabling Python applications to be
deployed with greater efficiency and a lower total cost of ownership
than existing alternatives.

4.4 Comparative Analysis

The following tables comprehensively compare the Python distribu-
tion solutions evaluated in this thesis, focusing specifically on Win-
dows deployment scenarios.

Table 4.1: Installation Requirements

Solution Pr1v1lfeges Dependencies License
Required

Manual Setup Standard | Python interpreter Free
PyInstaller Standard None Free
PyUpdater Standard None Free
Chocolatey Admin Chocolatey Free/Paid
cx_Freeze Standard None Free
Nuitka Standard C++ toolchain Free
Briefcase Admin WiX Toolset Free
Docker Admin Docker Engine Free/Paid
Custom Solution | Standard None* Free

*Inno Setup is required, but only on the developer side, not on end-user

systems
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Table 4.2: End-User Experience

. . Installation | Native Windows
Solution Package Size C lexit interf
omplexity interface
Manual Setup Minimal High No
PylInstaller Large Low No
PyUpdater Large Low No
Chocolatey Medium Medium No
cx_Freeze Large Medium No
Nuitka Medium Low No
Briefcase Very Large Low Yes
Docker Very Large High No
Custom Solution Low Low Yes
Table 4.3: Maintenance and Operations
Solution Updates Dev Overhead Env1ron.m ent
Isolation
Manual Setup None Medium Low
PylInstaller None Low High
PyUpdater Incremental High High
Chocolatey Full Medium Low
cX_Freeze None Low High
Nuitka None High High
Briefcase Full Medium High
Docker Layer-based High Very High
Custom Solution | Incremental Low High
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5 Future Work

While the developed solution successfully addresses the core require-
ments for Python application distribution in Windows environments,
several opportunities for enhancement can be identified. The follow-
ing areas represent natural extensions of the current work that could
further improve the solution’s utility and adoption:

Digital Signing and Security

The current implementation focuses on functional deployment, but
modern software distribution increasingly demands robust security
measures. Implementing digital signatures for installers and update
packages would enhance trust and verify package integrity. This could
be achieved through integration with Windows certificate store and
standard code signing practices.

Rollback and Recovery Mechanisms

The implementation sequence diagram (Figure 3.3) shows that the
update process follows a linear path. Adding rollback capabilities
would enhance reliability by preserving system state before updates
and providing automatic recovery options if installation fails. This
would be particularly valuable in environments where application
availability is critical.

Customizable Installer Appearance

While Inno Setup provides a professional installation experience, or-
ganizations often require branded deployment tools. Extending the
solution to support customizable themes, logos, and styling would en-
able better integration with corporate identity requirements without
compromising the underlying functionality.
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Graphical User Interface for Developers

The current command-line interface efficiently serves technical users,
but a graphical tool for managing deployments could broaden adop-
tion. Such an interface could simplify configuration management,
dependency selection, and update deployment while maintaining the
solution’s core automation capabilities.
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6 Conclusion

This thesis aimed to design and implement a self-contained distribu-
tion solution for Python applications in Windows environments. The
initial investigation identified significant limitations in naive deploy-
ment approaches, prompting a comprehensive analysis of existing
tools and frameworks in the Python ecosystem.

This systematic examination, detailed in Chapter 2, revealed that
while individual solutions excel in specific deployment aspects, none
adequately addressed the requirements necessary for seamless dis-
tribution. PyInstaller offers simplicity but lacks update mechanisms;
Docker provides strong isolation at the cost of complexity; Briefcase
delivers professional installation experiences but requires administra-
tive privileges. The comparative analysis presented in Tables 4.1, 4.2,
and 4.3 quantifies these tradeoffs across critical parameters including
installation requirements, user experience factors, and maintenance
considerations.

Drawing upon these findings, a novel PowerShell-based solution
was developed that strategically integrates the strengths of multiple
technologies. By combining Inno Setup’s installer with PowerShell’s
automation capabilities and Python’s embeddable package, the solu-
tion achieves a synthesis that overcomes the limitations of individual
approaches. This architecture manages the complete deployment life-
cycle from initial installation through dependency management to
configuration, all while maintaining user-space operation.

The comparative analysis demonstrates that this custom solution
effectively addresses the identified shortcomings of existing tools. It
operates without administrative privileges, provides a familiar instal-
lation experience, achieves strong environment isolation, and sup-
ports delta updates. This combination of capabilities significantly con-
tributes to Python application distribution for Windows environments.

By integrating proven technologies into a coherent deployment
framework, this thesis demonstrates that careful architectural design
can reconcile seemingly contradictory requirements. The solution
allows developers to focus on application functionality rather than dis-
tribution mechanics, removing a significant barrier to Python adoption
in complex computing environments.
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A Appendix

A.1 Source Code Repository

The complete source code for the Python distribution solution de-
scribed in this thesis is available in the following GitHub repository:

https://github.com/Ricardo1356/
Distributing-standalone-Python-applications

This repository contains all components of the distribution system,
including:

e Build System: The build_installer.py script that processes
configuration from build_config. json, package_app.py for col-
lectionn and preparation application files, and the Inno Setup
script template.

e Installation Components: The PowerShell script (setup.ps1)is
responsible for setting up the Python environment, and the boot
mechanism via boot . py.

e Example Application: A sample application providing a work-
ing example to be distributed using the packaging system.

e Documentation: UML diagrams and detailed README file.

The repository is structured to allow easy exploration of the imple-
mentation details. Additionally, a complete snapshot of this repository
is included in the electronic attachments accompanying this thesis
submission.
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