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Abstract

Even if a proper care is taken for security of first-party code, vulnera-
bilities might come from third-party libraries. These libraries might
be of various quality. This thesis aims to compare existing approaches
for third-party libraries security and propose an approval process and
suggest suitable tools for it.
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1 Existing approaches

Existing approaches might either focus directly on approval of the
library, or they might try to improve security of third-party code
in some alternative way. In some cases, an approach that does not
focus directly on approval of library might influence approval process,
because libraries that fits to the approach would be preferred to other
libraries.

1.1 Avoiding abandoned libraries

Multiple sources suggest using only actively maintained libraries, be-
cause those will (hopefully) get security updates. [1] [2] Hopefully, they
will also be updated to keep up with current security best-practices.
While actively maintained library is by no means a guarantee of those
properties, an abandoned library is virtually a guarantee of the oppo-
site.

1.2 Keeping libraries up-to-date

Even if a library is actively maintained with security in mind, there
is no benefit for the project unless someone applies the updates. Rea-
soning for up-to-date libraries is thus similar to avoiding abandoned
libraries. [1]

Requirement for keeping libraries up-to-date has some deeper
impact on the whole process, see section 1.3 for impact on approval
process and section 2.4 for impact on other parts of the life-cycle.

1.3 Ease of updates
Even if there is an update and we want to apply it, there might be
another obstacles like backward incompatibility. Ensuring that the up-

date will be easy is thus also important aspect of choosing a library. [2]
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1. EXISTING APPROACHES

1.4 Using facades

Library can be used either directly, or through a facade [3]. There are
some reasons for using facades:

a. Library usage is documented by the facade. [1]

b. Moving from one library to another is made easier by the fa-
cade. [1]

c. They might enforce some best practices, especially in areas with
many common misconceptions or common mistakes. [4] [5] [6]

d. Enforce secure defaults. (See section 2.10.)

While [1] promotes facades strongly, it might be also controversial
in some cases. Creating a facade in a limited time or with limited
knowledge (or with both) might do rather some harm, e.g. it might
enforce bad practices. It might be even worse with wrongly designed
API of a facade, as the harm done by bad facade will “infect” all code
it uses.

1.5 Using a security manager for libraries

This solution is specifically written for Java (though it might be also
applied to some other platforms) and it is suggested as the most cost
effective solution. [7]

Although there are many sandbox vulnerabilities [8] [9] [10] [11] [12]
and one might consider Java sandbox as potentially vulnerable, this
solution might be useful for two reasons.

First, if the application does not execute untrusted bytecode in the
JVM sandbox, then many vulnerabilities in the library (e.g. path traver-
sals, XML External Entity vulnerabilities, etc.) are unlikely to give the
attacker enough power to exploit the JVM sandbox vulnerability. So,
the sandbox effectively limits the attack surface.

Second, even if attacker is able to perform remote bytecode execu-
tion, they might be unable to find a suitable exploit for the sandbox
escape.

A conceptually similar approach is usage of microservices that
are separated on OS level (e.g. processes running as different user)

4



1. EXISTING APPROACHES

or on hypervisor level. The hypervisor approach is said to allow the
strongest isolation.[13].

This might be a feasible way in a new project. However, it might be
much harder in an existing project, as it might require some redesign.

1.6 “Owners” of libraries responsible for updates

This is an organizational advice that is used in Chromium develop-
ment. [14] In this case, the responsibility is distributed under multiple
people, called “owners”.

The Chromium approach might be contrasted to having a dedi-
cated security team for this purpose. Debate on advantages and disad-
vantages of these approaches is rather a debate on horizontal vs. ver-
tical teams [15] focused on security. While security is not a separate
module (and thus cannot be solely handled by a separate team), some
security aspects might be better handled by a separate security team.






2 The approval process

This approval process is developed with configurability in mind. That
is, it should be applicable for both limited security budget scenario and
high security requirements scenario. Moreover, categorization (see
section 2.2) allows focusing on high-impact parts of system without
spending too much effort and money on low-impact parts.

2.1 Developer actions when they want to use a
library

Developer has to use approved libraries only. In order to know what
libraries are approved, there will be some database of libraries that
user can look into. Developers will be able to find:

e exact identifier of a library (e.g. groupld:artifactld:version for
Maven artifacts)

e approval or non-approval reasons

e restrictions applied to a library in this database and some ex-
planation (in order to encourage developers to adhere those
restrictions).

If the library has not been approved (i.e. it is unknown if it is OK
to use the library in the version for that purpose), the developer will
ask the security team to approve that library. The security team will
perform either full review (see section 2.12), or new version review
(see section 2.4) if some review has been done for some older version
of the library. Details are shown on figure 2.2.

2.2 Library categorization

Different libraries do require different care. For example, all C/C++
libraries might potentially get the memory corrupted. This is not usu-
ally a concern in Java libraries (unless one uses either native code[16]
or Unsafe API[17]). Another example might be cryptographic libraries,
that are hard to implement correctly, hard to use correctly and likely se-
curity critical. As a result, cryptographic libraries require some special

7
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2. THE APPROVAL PROCESS

care. On the other hand, there are libraries where the worst expected
vulnerability is DoS (e.g. Java-based regexp libraries) and maybe even
DoS is not much likely. Although DoS is not nice for the victim, dam-
ages done by this type of attack are bounded and the attack cannot be
hidden.

For those reasons, we label all the libraries. A library can have
multiple labels. Those labels are related to security and may imply
somewhat different approval policy.

2.2.1 Types of library categorization

Library categorization could happen in two ways. They vary in power
and in cost.

a. Usage-insensitive approach
b. Usage-based approach

Usage-insensitive approach

In case of usage-insensitive approach, the risks of the library are eval-
uated regardless the context. This should be easy, although not as
accurate as the latter approach.

Usage-based approach

In case of usage-based approach, the labels are given depending on
the library usage. For example, a library that accepts input just from
trusted configuration files could have some parsing flaws, but those do
not matter: If the attacker is able to modify the configuration file, then
there are probably some worse problems and abusing configuration
parsing flaws might give the attacker little or no additional power.!

This approach is theoretically more powerful. However, it requires
more time to examine the library in the proper context. Moreover, if
the application is actively developer, this approach also requires to
handle situations such as:

1. Of course, this conclusion has some undeclared assumptions and should not be
taken too generally. This was done just for illustrational purposes.

15



2. THE APPROVAL PROCESS

e Some code changed the way it uses the library. (E.g. it started
passing some untrusted input to the library, so it now relies on
the library to handle malicious input well.)

e Some seemingly unrelated code has changed. For example,
code that deserializes some input data might look unrelated to
some other classes. However, they might cause some vulnera-
bility together. [18] [19]

e Some new code uses the library in a new way. (Maybe some
previously unused part of the library is used in the new ver-
sion.)

e Another third-party library has added a change described in
one of previous bullets.

As a result, this approach is powerful, but it would be very costly
and impractical in real world.

Trade-offs between those two approaches

One might try to balance between those two approaches. The result
will be less accurate than usage-based approach, but also can be much
less costly in real world.

For example, it might be fair assumption that a chess game server
will never execute any untrusted bytecode, because it would imply
some very unexpected design. Such application is also unlikely to pass
any untrusted input to bytecode manipulation libraries, as they would
likely be used just for compiling templates or some similar purpose.

When such trade-off is done with enough care and reconsidered
on every significant application redesign, it might be the most cost-
effective approach.

2.3 Level of approval

There are some libraries that can be approved fully (all features for
any project and any purpose). Some other libraries can be fully re-
jected, because there is a better library for the job. However, there are
some cases (discussed below) where a library should not be approved
tully, but might be approved partially. Partial approvals can use a
combination of following restrictions.

16



2. THE APPROVAL PROCESS

e approved for a particular project

e some feature(s) of the library approved (e.g. approved for berypt,
not approved for AES)

e approved for a special purpose or type of usage (e.g. good
enough if user can pass no input to the library, maybe with
some whitelisted cases)

Note that approving a library for a particular project does not
imply approving it transitionally to be directly used in all projects that
use the project as a dependency. Of course, those projects may use the
library indirectly by using a library that is allowed to use the partially
approved library.

Partial approval might be, however, hard to enforce. For example,
one might accidentally use a feature that is not approved (maybe
through a 3rd party library) or the library is added as a transitive
dependency to another project. This implies some risks similar to
those described in section 2.2.1. If there is a library eligible for full
approval, it should be preferred to libraries eligible for a partial
approval only.

The risk is, however, not influenced solely by technical factors, but
also by probability that non-expert developer will try to use the library.
For example: A hard-to-use-properly and hard-to-use cryptographic
library approved just for some internal library written by cryptography
experts theoretically allows direct usage of the hard-to-use-properly
library. However, since the library is hard to use at all, such fail is not so
likely. Advocating a partial approval of a library based on likelihood of
direct usage is, however, troublesome, as it requires wayward human
behavior prediction.

When approving a library partially, risks of accidental misuse
should be taken in account. Those risks include the reason for not fully
approving the library — a serious reason for not approving the library
fully might be a reason to reject the library at all, while a minor reason
for not approving the library fully might be a reason to approve the
library partially.

All programmers should be able to find short reasoning why is a
library approved only partially. People are hopefully more likely to
adhere to the rules when it makes a sense for them. On the other hand,
the reasoning about partial approval should be rather short in order

17



2. THE APPROVAL PROCESS

to prevent the TL;DR effect [20]. Even in complex case, the reasoning
should be a basic overview. Programmers should not hesitate to ask
the security team for more details.

24 Approval of new versions

When a new version of a library is released, the reasoning about
approval might change. However, doing a re-check for every minor
change of every low-impact library might be cost-inefficient and blur
concentration from doing something important. There is also a social
aspect: When one often has to do some rather formal confirmation,
the person will likely do the confirmation automatically and thus
carelessly.

For those reasons, approval of new versions of approved libraries
might be simplified and/or delayed in some cases.

If the library is labeled as a “complex library”z, then labels have
to be reconsidered unless something (e.g. version numbering policy,
release notes, ...) implies a minor update that does not introduce any
new features. When some labels are added, then consideration related
to them is required.

When there is some indication of a more significant change (e.g. huge
code changes or another commits analysis), then the library has to be
re-approved. This means repetition of the whole approval process.

When none of above applies, then a new version of a previously
approved library can be used without any approval.

There is, however, one exception to all above. When a critical up-
date is released, it might be applied before any re-approval process is
performed. The rationale behind this is simple: Not having applied a
critical update might be worse than not re-reviewing a new version
of some library approved in an older version. This, however, allows
just delaying the re-approval process. This does not allow complete
skipping of the re-approval process. See figure 2.7

This process is also described in figure 2.6.

2. A “complex library” covers multiple areas and might cover even more areas
in some future version. Standard libraries for programming languages are typical
complex libraries.

18
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2.4.1 Significant change

Concrete definition of significant change should be defined for each
project separately and might also depend on library type. There are
some signals useful for detecting significant change:

e Version number increase: If the library uses a well-defined ver-
sioning scheme like Semantic Versioning[21], the significance
of the update can be based on this scheme. For example, major
version increase in semantic versioning might be considered as
a significant change.

e Lines changed/removed to total number of lines before change:
This is just a heuristic, so subsequent human-based review
might suppress it.

e High number of commits (maybe related to project history).

2.5 Periodic recheck

As library might get abandoned and some other measures can change
even if the library version does not change, a re-check has to be done
even if the version has not been changed. (Conversely, if the library
gets abandoned, then the library version never changes.)
The frequency will depend on the type of library. If library belongs
to multiple categories, the shortest interval of them has to be used.
The process consists of two parts:

e Check if library is not abandoned as defined in section 1.1.
o If the library was fully approved a long time ago, do a full
re-approval.

It is also described in figure 2.5
2.6 Taking care of implications of disapproval when
approving a library

Trying to approve a new version might cause disapproval of the li-
brary. Such disapproval might however require rewrite of some related

19



2. THE APPROVAL PROCESS

code. Doing it immediately might not be possible in some cases, as it
might require some non-trivial time and there might be some other
urgent tasks. Doing it gradually might be hard because of some inter-
dependencies. More details on disapproval process itself are described
in chapter 3.

This part focuses on choosing libraries with minimum expected
risks connected to future disapproval. When approving a library, one
should ensure that:

e Disapproval will not be too hard. (It will be probably somewhat
hard, but one should ensure that it will not be harder than
necessary.)

— Fine-grained libraries are better in general.

e If disapproval is likely to be very hard, then need for disap-
proval should be unlikely, i.e., the harder the disapproval looks
like, the more one should be convinced about the library qual-

ity.
— Documents related to security should suggest good de-

sign, which suggests that the library is secure by design,
not accidentally.

2.7 Abandoned libraries

An abandoned library will unlikely receive security updates. It also
will likely be less reviewed. As a result, the library might use some
outdated practices that are known to be broken, but we would not
be notified of those. An attacker might intentionally look for such
abandoned libraries in the product and inspect them deeply. If one had
to care enough about such libraries, the care required would essentially
mean maintaining own fork of the library with deep understanding
of the code.

2.7.1 How to detect them

Following methods can be used as some heuristics for detecting aban-
doned libraries:

20
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e Homepage is not available or has changed owner. (For example,
one might check whois information or the page content.)

e Latest release is too old. (Being old is however justifiable for
some simple libraries or for non-security-critical libraries.)

2.7.2 How to handle them

There are three ways to handle abandoned libraries:

a. The library can be approved for a limited set of purposes where
it is expected not to have any bad security impact.

b. The library can be adopted by the company, which essentially
means forking the library and taking all the needed care about
that. This one is likely to be the more expensive in general, but
it might be justifiable in some cases.

c. The library can be rejected (or disapproved).

2.8 Library dependencies

In order to approve a library, all its dependencies must also have been
approved. This obviously means we have to approve all the transitive
dependencies in defined versions.

There is, however, one exception, which is some version eviction.
Say, there is a library A (version 1.0) that depends on library B (version
1.0) and C (version 1.0). Library B depends on library D (version 0.5).
Library C depends on library D (version 0.6). Say that library D in
version 0.5 is not approved?, but library in version 0.6 is approved.
Now, the resolution depends on the build system. If the build system
evicts library D in version 0.5 and chooses library D in version 0.6, we
do not need the approval of library D in version 0.5. Without such
approval, the library B can be approved only under condition that it
is used with library D of version 0.6, of course.

However, this complication might be not so frequent. So, it might
be wise to solve the details for a particular build system if this issue
ever happens.

3. The library is either rejected or maybe just has not been reviewed yet. Even if it
could be approved, it is some extra work that might be unneeded in this case, so we
want to avoid that.

21



2. THE APPROVAL PROCESS

2.9 Security updates policy

With some types of libraries, we may assume that vulnerabilities are
likely to be present or likely have high impact (or both). For other
libraries, these criteria can be used as subsidiary criteria.

For those libraries, we need to ensure:

1. Security updates will be available in a reasonably short time.

2. We will get information about security updates by some chan-
nel.

3. We will be able to apply those updates to our product quickly.

2.9.1 Security updates will be available in a reasonably short
time

There are some relevant indicators for security updates:

e recent project activity
e past project updates (and security updates)
e commercial support or commercial interests of the author/authors

2.9.2 We will get information about security updates by some
channel

There is no strict restriction on the channel type. The channel, how-
ever, has not to depend on a particular person. For example, when
using e-mail newsletters, some shared e-mail address has to be used
rather than some personal e-mail address. This should prevent losing
such channel when the responsible person is temporary not available
(holidays, illness) or when the responsible person leaves the company
for whatever reason.

Depending on policy, the responsible person should be aware that
watching such details might cause library name (and maybe version)
disclosure. Subscribing to a newsletter gives a 3rd party some informa-
tion about the software the organization uses if some e-mail address
like security@someCompany . com is used. Some channels might even
publicly disclose list of subscribers.

For any channel, it is advised to have very narrow scope of mes-
sages. Any messages that are irrelevant (not related to security or

22
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not related to the particular library or maybe not related to the rel-
evant version) are not welcome. If the security team gets too much
such irrelevant messages, one can accidentally skip some relevant and
important message.

There are some examples of channels:

e Tools for known library vulnerability scanning (see chapter 4)
e RSS
e e-mail security advisories

2.9.3 We will be able to apply those updates to our product
quickly

This covers mainly backward compatibility in some ways. A security
update should not break compatibility (unless a vulnerability can-
not be patched without a BC break) in order to be applicable just by
changing a version number in some project file. It is desired to use a
version that has a backward compatible (if possible) security updates
and will likely have such support in a reasonable future. When there
are some doubts about that, library should be approved at most for
some specific project and purpose in order to make migration to a
new version reasonably easy.

In general, it is acceptable to release a new backward-incompatible
version provided that backward-compatible patches are released for
the older version.

2.10 Secure defaults

Insecure or risky default configuration increases the risk of wrong
usage. Although this might be considered as a fault outside of the
library, default values of a library arguably influences the security of
the resulting product, which is the reason we should consider them.
This helps to address misconfiguration, which is in OWASP 2013
TOP10. [22] Moreover, insecure defaults might uncover skilllessness of
the library author (which predicts vulnerabilities) or outdated library
(which might not patching future vulnerabilities).

While insecure defaults can be found on various places (crypto-
graphic parameters, cryptographic primitives, access rights, CSRF [23]
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checks, XML entities, ...) and they might depend on context and point
of view, we can categorize the insecure defaults to categories:

¢ unskilled developer or outdated library (e.g. DES or SSL3 en-
abled by default, null-byte padding)

e point-of-view dependent (e.g. CSRF checks are not default,
external XML entities are resolved by default)

The distinction between those two is rather simple: If the default
value has no sane reasoning except ability to perform something legacy
(e.g. DES or ECB), then we assume that the this is either result of
unskilled developer or outdated library. Those values might have
made sense earlier, but not with today security state-of-the-art. If there
is a sane reason to use the default other than doing something legacy
(but the default configuration is still somehow risky, e.g. default write
permission or need of explicit CSRF check), then we assume that the
reasoning depends on the point-of-view.

The point-of-view-dependent insecure defaults might be discussed
and maybe solved by some recommendations and education if done
correctly. The security team also might provide suitable configurations,
factory methods [24] and other reusable code. This might also lead to
creating a facade [3] as suggested in section 1.4. Although this might
suggest some kind of partial approval of the library, it would be too
strict to reject all such libraries without further discussion.

Hopefully, the only grey zone are configurations that are not state-
of-the-art, but are not believed to be broken. For example, using AES-
128* (although AES-256 is believed to be stronger in all means except
related-key attack [@1pass_aes]) is slightly in grey zone. The same
applies for HMAC-MD5 or HMAC-SHA1. More controversial, but still
a grey-zone, is using MD5/SHA1/SHA2/SHA3 for salted password
hashing; It is somehow weak (the brute-force attack is much easier
than with berypt), but still not fundamentally broken.

Insecure defaults caused by unskilled library developer should
imply rejection of the library, as unskilled developer predicts future
vulnerabilities. Insecure defaults caused by outdated library should

4. Using AES-128 for communication with embedded devices is pretty justifiable,
as AES_128 is still considered to be reasonably secure. However, if there is enough
computational power and there are no related keys, AES-256 should be preferred.
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imply either switching to a new version (and trying to approve the
new version) or rejection of the library if the library is abandoned.

If the insecure default is in grey zone, then this fact might be
taken as subsidiary criteria for accepting/rejecting the library. In case
of more controversial grey-zone defaults, it is recommended not to
approve the library fully. If there is a expectation that a controversial
grey-zone default will get considerably worse over time, a recheck
should be scheduled. Moreover, replacing this library by another one
should be made reasonably easy, unless the default setting is plausible
to be changed in an upcoming version of the library.

2.11 Code quality

Code quality influences probability of human errors in logic. [25]
This might lead to vulnerabilities at some kinds of libraries, most no-
tably native libraries (memory management errors leading to memory
corruption) and access control libraries.

One might want to check various metrics of code quality (tests,
readability, ...) for some libraries.

e code complexity metrics [26]
e test coverage metrics [27]

2.12 Review process

When a review is requested, it consists of the following steps:

1. Assign labels to the library. (See section 2.2 and section 2.13 for
more details on labels.)
2. Do checks for the labels.

a. If the library is eligible for full approval, then just handle
common pitfalls and approve the library fully.

b. If the library is not eligible for full approval and has some
serious issue, then reject the library and write a reason for
rejection.
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c. If the library is not eligible for full approval, but it does
not have any serious issue, then partial approval might be
considered.

The process is also described in figure 2.3.

2.13 Specific requirement for some labels

I have tried to cover all the OWASP 2013 Top 10 [28] weaknesses.
Some of them (e.g. [29], [30] and [31]), however, have to be handled
on application level rather than on library level. Those will have little
or no application in this thesis.

2.13.1 Cryptographic libraries

Quality of cryptographic libraries is essential for security. However,
it is hard to do cryptography right. [32] There are many pitfalls that
unskilled developer is not aware of — IVs, related keys, key derivation
cost (not using PBKDF2 or something similar), wrongly derived keys
at all (e.g. md5-hex (half-sized entropy of key)), malleability, obsolete
modes of operation etc, need of authentication, oracle attacks, MITM
attacks, encryption downgrade attacks, replay attacks and so on. It is
easy to make a library that is insecure or has some insecure defaults
or is not fool-proof enough.

For this reason, all cryptographic libraries should have got enough
3rd party review.

Fot this type of libraries, security updates are considered to be
essential. An unmaintained library or a library with long responses to
security issues should be rejected.

Secure defaults are important when evaluating such type of library.
There is a checklist’:

e Mode of operation is suitable by default. ECB should not be
used, other modes of operation depend on requirements. [33]

o Initialization vector is used by default. Initialization vector is
important for security of all modes of operation. [34] Library
should encourage usage of initialization vectors.

5. Some items might be inapplicable for some libraries.
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o Initialization vector is encouraged to be unpredictable. [35]

o Initialization vector cannot be chosen by attacker. If it could,
attacker is able to make it pointless. [34]

e Authentication is encouraged by default, including the initial-
ization vector. Without authentication, various malleability-
related attack might be applied. [36] [37] [38]

e Usage of some well-reviewed cipher and/or signature mech-
anism (whichever applicable for that library) without known
significant weaknesses should be encouraged. For example:

— RC4 should not be encouraged. [39]
- DES shold not be encouraged.

e Usage of well-reviewed hash functions without known signifi-
cant weaknesses should be encouraged.

e If password-based encryption is used, then some strong key
derivation function is encouraged. [40]

Some exceptions for secure defaults might be acceptable for some
low-level cryptographic libraries. That is, not encouraging best prac-
tices might be tolerated for low-level libraries if it is essentially out
of their scope. In such case, it is however questionable if there is a
good reason for usage of low-level library and if the library is used by
skilled enough programmers only.

Some other requirements will depend on type of cryptographic
library.

Cryptographic primitives

For cryptographic primitives, reasonable low-level language is pre-
ferred for two reasons:

e Cryptographic primitives libraries usually process just some
fixed-length data without complex parsing (which should help
with mitigating memory corruption attacks).

e Using a low-level language helps preventing side-channel at-
tacks.[41] Unfortunately, even this is not a complete defense, be-
cause some acoustic attacks[42] and other side channels might
still exist.
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High-level cryptography (e.g. cryptographic protocols)

When using a cryptographic protocol, some existing and reviewed
protocol (e.g. TLS or SSH or OpenPGP) should be preferred over a
custom one. If a custom protocol is used, then:

e There should be a good reason for using the custom protocol
over existing solutions.
e Review of the library should include review of the protocol.

It might be useful to prepare a similar process for cryptographic
protocols. Approving libraries that implement some approved proto-
col would be easier, as we would not have to review the protocol itself.
Approved protocols can have lists of specific implementation pitfalls.

When authentication is used, encrypt-then-mac scheme is pre-
ferred to other authenticity approaches like encrypt-and-mac and
mac-then-encrypt. [38]

When reasonable, existence of replay attacks [43] should be checked.

Especially if some unencrypted or weak variant is implemented,
counter-measures against downgrade attack have to be reviewed.

If some compression of encrypted data is implemented, it should
be reviewed for compress-ratio side channels:[44]

o It there is any compression used, then special care must be
taken about this. (See HTTP /2 header compression design and
separated compression contexts.[45])

¢ If a non-suitable compression is implemented, but not allowed
by default, one should evaluate risks of accidental usage by
a programmer that is not aware of security impact. If such
library is approved, it is advised to approve it for a limited set
of purposes.

2.13.2 XML

Libraries that handle XML are potentially vulnerable to XXE (XML
External Entity) [46] attack and Billion laughs attack [47]. Both of them
are based on handling of XML entities. They might be caused either by
bad default configuration of the used library (i.e. insecure default) or
by bad configuration at all. In the first case, thee responsibility might
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lie on programmer that uses the library, so this in not the library’s
own flaw. However, even in this case, the library might confuse the
programmer to use some insecure configuration, which can have bad
consequences there. It is recommended to take care there in order and
at least provide some facade that is secure-by-default.

2.13.3 AST libraries

When a library works with abstract syntax tree (e.g. DOM [48] of XML
or HTML), serialization should be reviewed, especially in cases where
no good serialization exists. For example, bad serialization[49] might
occur for such code:

createComment ("--> <some>XML injection</some><!-- ")

In this case, neither HTML nor XML offer a way to write such com-
ment properly. The following straightforward deserialization leads to
injections:

<!----> <some>XML injection</some><!-- -->

2.13.4 Native libraries

Native libraries can bring some risks like memory corruption and sub-
sequent remote code execution (RCE). RCE can be a serious problem
even if it handles some security non-critical part of the application.
Moreover, Serializable classes can bring security risk even if they are
just on classpath, but not used anywhere in the code, because Java
deserializaton might result in any Serializable class from relevant
classloader. [50].

For this reason, it is advised to use a statical analysis for memory
handling.

Usage of a safe memory management tools (e.g. automatic pointers,
new C++ string management libraries, etc.) is preferred to old unsafe
(error-prone) C functions. Moreover, libraries compiled with memory
corruption exploitation countermeasures like canaries [51] should be
preferred.

Serializable classes that are using native libraries with pointers
or finalize methods should be reviewed for vulnerabilities like [19].
This is not so easy to review due to inheritance. Closed inheritance
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(e.g. final classes, package-private constructors etc.) is thus preferred
for such classes.

2.13.5 Links

If the library accepts links, it should be checked if the library is vul-
nerable to XSS[52] attacks like javascript://%0d%0dalert (1), which
could be modified in multiple ways in order to obscure the attack and
hide it for poorly written filters:

e Additional leading spaces or tabs

e Varying case in “javascript:”

e Multiline links (Bad regular expression might match any single
line for a good pattern.)

Protocol blacklist approach should be avoided, as we could the-
oretically have new protocol schemes to disallow in future and as
the blacklist approach is more likely to be implemented wrong (case
sensitivity etc.).

Moreover, it should be tested for some internal link schemes (file:/ /,
smb://, ...) if applicable.

If the link is used in a redirect, it should be checked if some external
link is accepted in the redirect. [31]

2.13.6 HTTP server libraries

If a library operates on HTTP server in a way that it processes requests,
it should be examined what countermeasures against Cross-Site Re-
quest Forgery (CSRF) are implemented if applicable. CSRF is also an
item from OWASP 2013 TOP10. [23]

2.13.7 Authentication

Bad authentication is another part of OWASP 2013 TOP10. [53] If a
library implements authentication, the following should be checked:

o If the library handles password storage, passwords are stored
securely (i.e., salted and hashed using some slow hash func-
tion).
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o If the library generates session identifiers, they are not predica-
ble.

o If the library generates session identifiers, they are not mal-
leable.

e If the library manages session identifiers, reasonable counter-
measures against session fixation are implemented.

e If the library manages session identifiers, they have limited
time validity.

2.13.8 General server libraries

If a library provides some remote service with a requirement for fine-
grained access control, it should be checked what measures have been
done. [54]
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3 Disapproval process

If a library used in the code is disapproved, it would be ideal to remove
it and replace it by something better. This can, however, take some
time. Replacing a library with another one might also require finding
and approving a replacement library. Trying to make this process short
might decrease the quality of review and introduce some problems.

As a result, disapproving a library might be gradual. The library
might be temporarily approved for a limited set of projects and limited
set of purposes. It is advised to make such temporary approvals as
narrow as possible, because such libraries are not intended to be used
in a new code.

A library being gradually disapproved should be regularly (e.g. ev-
ery month) scanned for its usage in order to make sure that removal
of usage of such library makes progress and the library is not used on
any new place.
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4 Scanning for known vulnerabilities

In order to minimize cost of taking care about known vulnerabilities,
it is useful to automatize the process by some tool. Those tools might
differ in multiple ways, including:

e The used database(s) of known vulnerabilities

- Completeness of the database (number of vulnerabilities)

— Freshness of the database (number of recent vulnerabili-
ties)

— Details about the vulnerabilities

Cost
Library matching algorithm
Supported platforms

Whether it can be used on source code or on built project or on
both
e Threats of disclosing list of used software to a third party

4,1 Databases of vulnerabilities

Because some vulnerability databases might be used in multiple scan-
ners, it is useful to compare some of them before comparing the scan-
ners. Two general-purpose databases were chosen.

4.1.1 National vulnerability database

National Vulnerability Database [55] by NIST is a large database of
various vulnerabilities that grows by several thousands of vulnerabili-
ties or exposures per year last ten years. [56] So, it can be considered
as a vulnerability database with considerable amount of items and
stable history.

NVD is free of charge to use for any purposes. [57]

NVD aims to contain all known vulnerabilities of publicly available
software. An entry about a vulnerability or exposure has some CVE
number. [58] For example, see CVE-2005-1234!. Various details might

1. https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2005-1234
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be available, but the level of details may depend on multiple factors.
For example, a not-yet-publicly-disclosed vulnerability might have a
CVE number, but its description will be obviously not very verbose.
CVE numbes are usually assigned to CPEs (“Common Platform
Enumeration”). [59] A CPE is an identifier of vulnerable software. For
example, the mentioned CVE-2005-1234 contains information that it af-
fects cpe:/a:phpbb_group:phpbb-auction:1.0mand cpe:/a:phpbb_group:phpbb-auction:1.:

References to missing CPEs

NVD might refer to non-existent CPEs. For example CVE-2007-6721 [60]
refers to CPE cpe: /a:bouncycastle:bouncy-castle-crypto-package:1.32.
There is a link to nowhere? on the page.

4.1.2 OSVDB

OSVDB is Open Sourced Vulnerability Database. [61] The license is
more restrictive: [62]

3. If the OSVDB is the basis of, or integrated with in
any manner a commercially available product or
service you MUST notify OSVDB by providing de-
tails on the usage and reach a licensing agreement
prior to usage. This includes using OSVDB data
in security products, security services, generating
vulnerability statistics/ metrics, funded academic
research, or any form of analytics used in a com-
mercial manner (including “free” reports used for
marketing). Usage requests can be submitted for
approval to officers[at]opensecurityfoundation.org.
Use of OSVDB in a non-profit or educational orga-
nization, in the same manners listed prior requires
explicit permission from OSF, and may require li-
censing.

2. https://web.nvd.nist.gov/view/cpe/search/results?
searchChoice=name&cpeName=cpe,3a,2fal,3abouncycastle,
3abouncy-castle-crypto-package’3al.32&includeDeprecated=true&page_
num=0
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4. Obtaining data from this website in a program-
matic fashion (e.g. scraping via enumeration, web
robot, crawler, etc) is prohibited. Such activity is
likely to trigger security software that will perma-
nently block your IP from accessing the site.

The cost is thus not transparent and might vary.

The vulnerability grew about one thousand vulnerabilities per year
since 2008. [61] While this is considerably less than volume of NVD and
while OSVDB grows rather constantly (in contrast to increasing growth
of NVD), the database is still large enough to take in consideration.

Like NVD, OSVDB also contains various details about vulnera-
bilities, including external links and severity scores. (For example,
see entry 1156393.) OSVDB, however, does not use CPEs now, which
might make matching vulnerabilities to vulnerable software harder.
Usage of CPE identifiers is planned, but not yet done. [63]

4.2 Vulnerability scanners

Some vulnerability scanners them are compared there with focus to
aspects mentioned above.

421 OWASP Dependency Check

OWASP Dependency Check (ODC) is a scanner suggested by OWASP.[64]
It is free of charge and opensourced under Apache 2.0 license. [65]

It supports scanning of “Java, .NET, Python, Ruby (gemspec), PHP
(composer), and Node.js applications (and their dependent libraries)”
and some source code. [66] Level of support for those platforms might
vary.

It essentially tries to match a library to a CPE identifier and then
list all relevant vulnerabilities assigned to the CPE identifier. [67]
Analysis of the source code and behavior shows that assigning the
CPE identifier, however, uses various heuristics, based on fulltext
search and keywords obtained from (not exclusively) those sources:

e file name

3. http://osvdb.org/show/osvdb/115639
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o file metadata
e platform-dependent library identifier like GAV (i.e., groupld:artifactld:version)
e frequently occurred package names in a Java library

Although using fulltext for this purpose might be considered as
non-elegant and suboptimal, we probably can’t do better unless we
have some access to a database that contains an useful mapping, e.g.:

library hash to CPE mapping

library hash to vulnerability mapping
GAV to CPE mapping

GAV to vulnerability mapping

Is seems that all the heuristics are designed to be stable if the depen-
dencies are not changed. However, some heuristics (e.g. org. owasp.dependencycheck.analyzer.
are not stable when a dependency is updated to a new version. It might
be a good idea to detect such situations by diffing the reports.

Analysis of source code and behavior suggests that ODC tries to
analyze various types of files, even if they are in some types of archive
(e.g., ZIP).

ODC works with NVDI[55], but author says it should be easy to
extend it for commercial databases. [67][68] The main concern about
this might be the library identifier system used in the database. For this
reason, I however doubt it would be so easy to extend it for OSVDB
until OSVDB adds CPE identifiers or some alternative solution.

When running on Struts, it has been found to use non-existent
CPEs mentioned in section 4.1.1. ODC tracks those CPEs, so it might
look inconsistent when comparing to the Official CPE Dictionary [59].
This is, however, probably rather an advantage than a disadvantage,
because it increases the probability of successful match.

Complexity of library identifiers

There are many ways of identifying a library (see figure 4.1):

e GAV identifier: groupld and artifactld and version (i.e. GAV)
by which one can locate the library on a Maven repository. (Or
one can pick some similar identifier used on another platform
than Java.) This is where we usually start.
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o file hash: ODC uses SHA1 hash for lookups in Maven database.
Note that there might be multiple GAV identifiers for one SHA1
hash, so there is 1:1 relation. Moreover, when we consider snap-
shot, we theoretically get m:n relation.

e CPE identifier: This one is very important for ODC, as ODC
can’t match vulnerabilities without that. Unfortunately, there is
no exact algorithm for computation of CPE from GAV or vice
versa. Moreover, multiple GAVs might be assigned to one CPE.
For example, Apache Tomcat consists of many libraries, but all
of them have just one CPE per version. Unfortunately, the ODC
heuristic matching algorithm might also assign multiple CPEs
to one GAV in some cases.

e GA identifier: This is just some simplification of GAV identi-
fier, which misses the version number. There is nothing much
special about this identifier for ODC, but we have to work with
that, too.

e intuitive sense: For example, when one mentions “Hibernate”,
they probably mean multiple GAs at the same time®.

Note that this complexity is not introduced by ODC. The complex-
ity is introduced by the ecosystem that ODC uses (e.g. CPEs) and by
the ecosystem ODC supports (e.g. Maven artifacts).

Leaking data

By network traffic analysis and source code analysis, we identified that
SHA1 hashes of JAR files are sent to Maven central in order to identify
a JAR file. If this is not acceptable, one might set a custom server URL
or a Nexus server URL. While this prevents sending SHA1 hashes to an
external server, it might reduce the accuracy of heuristics by providing
less GAV identifiers if there are multiple matching identifiers for one
JAR file.

Access to vulnerability database

Vulnerability database is queried from local cache, unless some exter-
nal database location is explicitly specified. Vulnerability database is

4. http://mvnrepository.com/search?q=hibernate
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a SQL database. Currently, MySQL and H2 are officially supported,
although it would be probably easy to extend the support for some
other database. User can explicitly disable or trigger database update,
which allows running ODC in a Internet-disconnected environment.

Bundled libraries

While libraries containing all their dependencies (sometimes called
“tiberJARs” in Java world) might be useful in some cases, they are
making inspection of all the transitive dependencies harder. While
ODC can detect some bundled libraries (e.g. by package names or by
POM manifests if included), this is somehow suboptimal. Moreover,
if ODC finds a bundled dependency, it might look like a false positive
at first look.

Libraries without a CPE

Some libraries don’t have a CPE. So, when ODC can’t assign any CPE,
it might mean either there is no CPE for the library (and hopefully no
publicly known vulnerability) or ODC has failed to assign the CPE.
There is no easy way to know that is the case.

False positives

False positives are implied by the heuristics used mainly for detecting
CPE identifier. We can’t get rid of all of them, until a better mecha-
nism (e.g. CPE identifiers in POMs) is developed and widely used.
Especially the latter would be rather a long run.

False positives can be suppressed in ODC in two ways. One can
suppress assignment of a specific CPE to a specific library (identified
by SHA1 hash). If a more fine-grained control is needed, one can
suppress assignment of a single vulnerability to a specific library
(identified by SHA1 hash). Both of them make sense when handling
false positives, depending on details.

Handling a CPE collision For example, there is NLog [69] library
for logging in .NET. ODC assigns it cpe:/a:nlog:nlog. This might
look correct, but this CPE has been used for some Perl project and
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there is some vulnerability® for this CPE that is not related to the
logging library.

If one suppressed matching the CPE, one could get some false
negatives in future, as vulnerabilities of the NLog library might be
published under the same CPE, according to a discussion post by
Jeremy Long (the author of the tool). [70]

In this case, we should not suppress those CPEs. We should just
suppress CVEs for them.

Obviously mismatched CPEs CPE might be also mismatched ob-
viously. While the case is similar to the previous one, the CPE name
makes it obvious that it does not cover the library. In this case, we
can suppress the CPE for the SHA1 hash instead of suppressing every
single vulnerability for the SHA1 hash separately.

Missing context

Vulnerability description usually contains a score. However, even if
the score is 10 out of 10, it does not imply that the whole system is
vulnerable. In general, there are multiple other aspects that might
change the severity for a particular case:

The library might be isolated from untrusted input.

The untrusted input might be somehow limited.

The library might run in sandboxed environment.
Preconditions of the vulnerability are unrealistic for the context.

None of them can be detected by ODC and automatic evaluation
of those aspects is very hard, if it is not impossible.
Frontends

ODC has multiple frontends:

e command-line [71]
e Maven plugin[72]

5. https://web.nvd.nist.gov/view/vuln/search-results?adv_search=
true&cves=on&cpe_version=cpe}3AY,2Fa’3Anlog)3Anlog
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e Ant plugin[73]
e Gradle plugin[74]
e Jenkins plugin[75]

While the commandline plugin scans filesystem and archives, the
Maven and Gradle plugins try to extract the dependency list from the
project definition. Unfortunately, the Gradle plugin has been found
to include test dependencies in the result. Both Gradle and Maven
support splitting the output per subproject. The Maven plugin allows
setting much more than the Gradle one.

Running on Maven project vs. running on built application

Maven generally provides more information, so it should usually give
more information, which makes the match more likely. However, it
is not true that running on Maven projects is always more accurate.
There is at least one example when it is not more accurate:

GAVs: javax.servlet:jstl:1.2 / jstl:jstl:1.2

Matched CPE: cpe:/a:apache:standard_taglibs:1.2.1

Reason: Both of those libs are analyzed similarly (including Maven
central search and JAR analysis), but the following evidence is (for an
unknown reason) not added in Maven search:

source name value

jar package name taglibs

Error conditions

When some error happens (e.g. no network connection, full drive
and so on...), it usually issues some warning (or maybe even ignores
the failure!), so reading all the warnings and comparing output to
previous versions seems to be very useful.

Output

Output can be written to multiple formats, including HTML (for direct
reading) and XML (for further processing). It is however a good idea
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to read the log output, as the ODC is very fault tolerant. The log output
is, however, huge, so it is impractical to read all the output after every
scan.

Especially when having multiple projects, some aggregated view
of results is useful. A web tool for aggregating results of such scan has
been implemented as a part of this thesis and attached as an electronic
attachment. It is also available on Github®. Features include:

e looking for error messages in log files

prioritizing vulnerabilities and vulnerable libraries by severity
and number of affected projects

providing list of projects affected by a particular vulnerability
providing list of projects containing a particular library
grouping projects by team

upgrade advisor: checking if a newer version of a library has
some known vulnerability

e library tagging

4.2.2 Veracode scanner

Veracode provides a vulnerability scanner for third-party libraries. [76]
Like ODC, it uses NVD as a vulnerability database. It runs as a service
with no publicly available information about licensing.

Matching algorithm might differ from ODC, but it is hard to com-
pare, as details are not available.

Veracode does not explain advantages to ODC.

4.2.3 SafeNuGet

SafeNuGet is a vulnerability scanner for .NET, which allows strict
blocking of installation of vulnerable libraries. [77] It is recommended
by OWASP. [64] It uses its own small and not much frequently updated
database.[78] For this reason, it does not seem to be worth of further
analysis.

6. https://github.com/ysoftdevs/odc-analyzer

44


https://github.com/ysoftdevs/odc-analyzer

4. SCANNING FOR KNOWN VULNERABILITIES

4.2.4 Victims

Victims is a vulnerability scanner for Java and Python code. [79] It uses
its own database for matching, which grows at most by several dozens
of vulnerabilities per year. Despite being small, the database seems to
be still actively maintained. An entry in the database contains a link
to CVE, so the database is effectively linked to NVD.

Compared to ODC, its matching power is much lower (because of
using a tiny database), but it should be more accurate (thanks to the
matching database).

Because of the small database, it is probably not worth using as
the only vulnerability scanner tool. It might be, however, worth using
as an auxiliary scanner along some other scanner. An alternative way
of utilizing Victims might be writing a plugin for some other scanner
(e.g. ODC) in order to utilize Victims’s vulnerability database.

4.2.5 Nexus

Nexus Auditor by Sonatype is a vulnerability scanner for Maven/Java,
npm and NuGet. [80] Nexus Lifecycle by Sonatype is a scanner inte-
grated with repository and other tools. [81] It is unclear if these two
tools are related to each other, but they probably are just a different
bundle of features by the same vendor.

Nexus Lifecycle supports both NVD and OSVDB, which might be
an advantage over ODC. [82] However, those two database intersect,
so benefit of using both of them is limited.

Price is unclear.[83]
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5 Conclusion

Existing approaches include several good ideas for managing third-
party libraries security. Complex existing approval process was not
found.

An approval process was proposed. The process can be scaled
to available resources and tuned to focus on libraries with high se-
curity impact. The process includes two kinds of periodic re-checks.
First kind is automatic scan for known vulnerabilities, which is impor-
tant, because checking for known vulnerabilities is low-cost for both
developers and attackers. The second kind is manual (might be par-
tially automatized, though) and is focused on checking for abandoned
libraries.

For checking for known vulnerabilities, multiple tools are com-
pared. OWASP Dependency Check seems to be the best free tool for
this. There are some commercial tools (namely Veracode and Nexus
Lifecycle) that look usable, but the price is unclear. There are also some
free tools that have insufficient database of vulnerabilities, and thus
are practically unusable.

OWASP Dependency Check is studied deeper and a tool for aggre-
gation and further processing is implemented.
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