
ABSTRACTION VIA PROGRAM TRANSFORMATION

henrich lauko

phd thesis
July 2023

Supervisor

prof. RNDr. Jiří Barnat, Ph.D.

Faculty of Informatics Consultant

Masaryk University RNDr. Petr Ročkai, Ph.D.





Declaration

Thereby I declare that this thesis is my original work, which I have created on my own. All sources and
literature used in writing the thesis, as well as any quoted material, are properly cited, including full reference
to its source.

Henrich Lauko

Supervisor

prof. RNDr. Jiří Barnat, Ph.D.





Abstract

In the field of computer-aided verification, abstraction techniques are indispensable as they play a critical
role in reducing the complexity of the verification process to manageable sizes. However, these techniques
are usually tightly integrated into tools, resulting in undesired complexity and neglect of reusable design.
If one wants to employ a particular abstraction in several tools, the common approach is to implement
the abstraction separately for each tool. However, this results in unnecessary duplication of an effort and
inconsistent results as different implementations may vary. This thesis aims to address this challenge by
developing a solution to reduce the duplication and complexity of abstraction. The overarching objective is to
create a tool-independent program abstraction and utilize it to design program analysis techniques that can
be applied by any tool, thereby reducing its complexity and allowing abstraction reusability.

What is common between tools, is the program representation they operate with. One such representation
that has gained popularity is the LLVM intermediate representation of the Clang compiler. It can serve as
a shared source of truth between tools and encode additional information for program analysis. In this
doctoral thesis, we propose a solution to tool-independent abstraction by reconceiving it in terms of the
intermediate representation. The key idea of the presented approach is to express abstract semantics in
terms of intermediate representation, resulting in the abstraction being understandable to any tool which
uses LLVM IR. We refer to this approach as compilation-based abstraction, as it essentially compiles abstract
semantics into the program being analyzed.

The compilation-based abstraction approach has broad applicability in the field of program analysis. This
thesis demonstrates its potential in recasting symbolic execution as program abstraction, enabling explicit
tools to perform symbolic analysis or even run symbolic programs natively. The focus will also be on more
complex program primitives such as C arrays or strings, which require elaborated abstraction. The approach
is extended to encompass aggregate types and library-level abstractions. Additionally, attention is given
to dynamic memory abstraction, specifically the problem of ambiguous dynamic memory layout, which is
often overlooked in analysis tools. Furthermore, the compilation-based abstraction approach opens up new
possibilities for refinement techniques that can enhance the precision of the employed abstraction. This thesis
explores the potential for instrumenting refinement directly into the program and counterexample-guided
syntactic abstraction of program representation.

In summary, this thesis provides an autonomous solution for instrumenting abstraction into program repre-
sentation. The presented approach addresses various issues related to program domain interactions, control
flow, and dynamic memory. It includes adaptations of symbolic execution, software model checking, and
syntactic refinement loops. Moreover, by enabling the native execution of compiled abstraction, this approach
not only streamlines the program abstraction design process but also enhances the efficiency of program
analysis. Our main contributions culminated in the development of an LLVM Abstraction & Refinement Tool –
LART. This tool implements all discussed abstractions and has been shown to be effective both in conjunction
with other tools and in producing natively executable abstractions.

Keywords

program analysis, software verification, model checking, symbolic model checking, abstract execution, DIVINE,
LLVM, program transformation, compilation, abstraction, refinement, heap analysis, string analysis, LART, C,
C+++, implementation
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Introduction 1
1.1 Structure of the Thesis . . . . 5

1.2 Contribution . . . . . . . . . . . 7

The field of computer science is rapidly evolving, with an increasing
number of techniques, tools, and algorithms being developed. However,
despite the many advancements in the field, many of new tools and
algorithms are not designed with reusability in mind. This trend has
caused researchers to reimplement standard techniques whenever they
want to extend or adapt existing work, wasting their time and resources.
Moreover, these re-implementations often produce results that are hardly
comparable with previous approaches, as the performance is becoming
implementation-dependent.

The field of computer-aided verification is no exception to this trend. The
goal of verification is to determine whether a system under test satisfies
a given specification. While this task is generally undecidable, many
verifiers are capable of reasoning about complex systems through the use
of abstraction techniques. In general, abstraction reduces the amount
of information that a verifier needs to consider, thereby reducing the
program’s state space but at the cost of approximated results. This can
be achieved, for example, by maintaining only specific properties of pro-
gram values. Given that abstraction-based techniques are indispensable
for the successful verification of larger systems, the verification commu-
nity has been inundated with various implementations of abstraction
techniques.

Abstraction is applied at many levels of the program verification process,
including the model of computation on which the verifier operates. In
general, it would be impractical, if not impossible, to verify the entire
software stack, from the bottom of the hardware layer, through an oper-
ating system environment up to the top-level program under test. Hence,
the verifier abstracts from the environment and reasons only about the
program and a subset of its environment. The program representation
can also be abstracted by first translating the program into a simpler
verification-friendly format, such as byte-code intermediate representa-
tion or a program graph.

The focus of our interest is an abstraction of the program environment,
which is also referred to as nondeterministic inputs to the program. To
ensure accurate verification, it is necessary to examine the unpredictable
nature of the program environment’s interaction. A verification tool must
take into account all potential program behaviors that are dependent on
program inputs and other sources of nondeterminism. To handle a vast
number of possibilities, verifiers employ abstraction to categorize similar
behaviors and, thus, reason about a reduced set of options. Alternatively,
verification tools use abstraction to retain only the behaviors that are
relevant to the verified property.

Sources of Nondeterminism

Analyzing programs that interact with their environment is a complex
task. We may observe numerous different outcomes that depend on the



2 1 Introduction

[Roč15]: Ročkai (2015), “Model Checking
Software”

[Bey19]: Beyer (2019), “Automatic Verifi-
cation of C and Java Programs: SV-COMP
2019”

interactions with a user, system, and the overall environment. These
interactions are referred to as nondeterministic choices and can quickly
become a significant problem for analysis as they influence a combinato-
rial growth of a program state space.

Although a certain level of combinatorial explosion is inevitable, in com-
mon programs, a significant amount of choices does not influence the
program’s correctness. For instance, in a reliable network protocol, the
received message must be identical to the one transmitted. However, the
contents of the message are of little importance. A developer usually em-
ploys unit tests to validate the protocol’s behavior. In tests, the message
payloads are mostly placeholder data. Despite the importance of such
abstraction, it is not practical to expect developers to manually perform
this process for all data types. In fact, in program analysis, we want to
automate the abstraction process. Yet, it is crucial to acknowledge that
while developers have a unique insight into the program’s structure that
allows them to identify abstraction opportunities, automated tools lack
such an advantage.

In the context of program analysis, low-level representations such as
LLVM bitcode pose a challenge due to a limited understanding of the in-
ternal workings of a program. The input data often lack structure, leading
to byte-by-byte examination and decision-making without knowledge
of emergent behavior. Enumerating all possible outcomes is computa-
tionally expensive and often unnecessary as the majority of inputs will
quickly lead the program to identify the input as invalid and terminate.
To reduce the number of necessary program paths in analysis, it is ideal
to capture the structure of the input in abstraction. While analyzing
raw programs and entire code bases is desirable, it is already valuable to
develop abstractions at the unit test level. Although traditional testing
uses fixed environment inputs, structured information can be used to
mock up the environment in automated tools. Nevertheless, it is still easy
to write unit tests that cause exhaustive tools to run out of resources or to
cause deep bugs that evade bounded analysis. One common deep types
of errors are a failure at a boundary condition, such as overflowing an
integral type, or off-by-one errors near hard-coded limits, such as static
buffer sizes or message size limits. Humans analyzing such errors may
artificially simplify the problem when debugging by lowering limits, but
a tool designed to detect such issues automatically cannot rely on human
insight. [Roč15]

Program Abstraction

The goal of abstraction is to provide a generic solution that can reliably
eliminate unnecessary noise and choices that are irrelevant to the pro-
gram’s correctness. This allows the program’s state space to be more
manageable and reduces the risk of incomplete program analysis. The
abstraction-based tools automate this process. However, as mentioned
previously, these tools scarcely provide efficiently extendable algorithms
or abstraction techniques. Moreover, due to a lack of standardization,
they are hardly reusable or composable between each other.

According to the classification of techniques used in the recent verifi-
cation competition sv-comp [Bey19], many tools utilize a similar set of
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abstraction techniques (see Figure 1.1), namely counterexample-guided
abstraction refinement [Cla+00], predicate abstraction [FQ02], shape anal-
ysis [Yan+08], lazy abstraction [Hen+02], or symbolic data representation
[Bur+90; Kin76; MR18]. Even though, these techniques share similar
ideas, each of the tools ships with its own implementation. Moreover, the
design of these algorithms is not well suited for reusability.
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2LS 4 4 4 4 4

AProVE 4 4 4 4 4 4

CBMC 4 4 4

CBMC-Path 4 4 4

CPA-BAM-BnB 4 4 4 4 4 4 4

CPA-Lockator 4 4 4 4 4 4 4 4

CPA-Seq 4 4 4 4 4 4 4 4 4 4 4 4 4

DepthK 4 4 4 4

DIVINE-explicit 4 4 4

DIVINE-SMT 4 4 4

ESBMC-kind 4 4 4 4

JayHorn 4 4 4 4 4 4

JBMC 4 4 4

JPF 4 4 4 4

Lazy-CSeq 4 4 4

Map2Check 4 4

PeSCo 4 4 4 4 4 4 4 4 4 4 4 4 4

Pinaka 4 4 4

PredatorHP 4

Skink 4 4 4 4

Smack 4 4 4 4 4 4

SPF 4 4 4

Symbiotic 4 4 4

UAutomizer 4 4 4 4 4 4 4

UKojak 4 4 4 4 4

UTaipan 4 4 4 4 4 4

VeriAbs 4 4 4 4 4

VeriFuzz 4 4 4

VIAP

Yogar-CBMC 4 4 4 4 4

Yogar-CBMC-Par. 4 4 4 4 4

Figure 1.1: Techniques that sv-comp
2019 competitors offer. The table
is adapted from competition report
[Bey19].

However, one key point that is shared among many of these tools is the
program representation — for instance, LLVM bitcode is a popular choice.
This is due to its simplicity and preservation of program semantics. Its
single static assignment form and described concrete semantics allow
for a straightforward abstraction design. In practice, there are numerous
tools that implement abstraction over LLVM bitcode [CDE08; Cha+21;
Che+22; Gur+15; PF20], however, their abstraction is rarely exposed for
convenient use.

In this thesis, I aim to investigate the idea that the intermediate represen-
tation can be used to represent the abstraction and potentially improve
the efficiency and reusability of abstraction-based tools by leveraging
the commonality of LLVM representation. I aim to adapt the techniques
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used in verification tools for abstraction as stand-alone algorithms using
LLVM IR, especially its concrete semantics, as a communication medium.
This includes identifying common properties among these techniques,
developing new self-contained algorithms, and designing an interface
between the new algorithms and verification tools. Additionally, I plan to
create a framework that facilitates constructing and testing new abstract
domains. With the ability to use stand-alone abstraction, these abstract
domains can then be easily integrated into dynamic analyses using the
same intermediate representation. Furthermore, removing the abstrac-
tion engine from the verification tool can simplify the overall process,
resulting in more robust verification.

A way to perform abstraction in the means of intermediate representation
(LLVM IR) is to realize the abstraction as LLVM IR computation, i.e.,
to use the concrete semantics that the other tools understand. I will
refer to this approach as compilation-based abstraction since one can
see it as a compilation (static instrumentation) of abstract computation
into LLVM IR.

In my research, I focus on a specific approach to extracting abstraction
techniques out of verification tools, where the responsibility for abstract
computation is shifted from the interpreter to a preceding static trans-
formation — compilation-based abstraction. The static transformation is
responsible for directly incorporating abstractions into the program using
a common intermediate representation, such as LLVM bitcode, which
facilitates the integration of the abstraction with various verification
tools. As a result, the program will continue to maintain abstract data
and perform abstract operations instead of concrete computation. Thus,
a verifier can interpret the modified program without the need for any
knowledge of abstract semantics.

Applications

I envision that a versatile abstraction-refinement tool or framework would
benefit various applications. Currently, my primary focus is using it for
software model checking, with both explicit-state and symbolic (bounded)
backends. I will also explore possibilities of native execution of the ab-
straction. Nevertheless, I do not restrict the design to these applications.

Explicit-State Model Checking

For an explicit-state model checker, nondeterminism is expensive by
default, and it relies on abstraction to make the problem of open-ended
programs (even of the structured variety) tractable. Most, or all, input
values need to be abstracted away for an explicit-state model checker to
work reasonably efficiently.

The compilation-based abstraction fits explicit analysis perfectly since
it is optimized for the execution of concrete semantics. The explicit-
state model checkers can flawlessly interpret instrumented abstraction,
eliminating input non-determinism.
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[NS07]: Nethercote et al. (2007), “Val-
grind: A Framework for Heavyweight
Dynamic Binary Instrumentation”

[Che+22]: Chen et al. (2022), “SYMSAN:
Time and Space Efficient Concolic Execu-
tion via Dynamic Data-flow Analysis”
[PF20]: Poeplau et al. (2020), “Symbolic
execution with SymCC: Don’t interpret,
compile!”
[PF21]: Poeplau et al. (2021), “SymQEMU:
Compilation-based symbolic execution
for binaries”

Bounded Model Checking

For a bounded model checker, the complexity of dealing with input nonde-
terminism is deferred to its back-end decision procedure, usually an smt
solver. In some cases, the smt solver is based on abstraction-refinement,
for instance by bit-blasting abstract formulas into sat problems (the ab-
straction is especially useful for the array theory). The principle is that the
smt solver has more insight into the problem than its back-end procedure
can represent. This same principle can be replicated one level higher in a
bounded model checker by exploiting knowledge about the program that
is no longer present in the smt representation.

One of the strategies behind this approach is to defer expensive transfor-
mations on the problem into the already-abstracted stages of processing.
In a bounded model checker, loop unrolling is an example of such a costly
transformation. Abstractions that remove entire loops from a program
could substantially affect the problem size presented to the smt solver and
save memory and time on the model checker’s side. In many cases, some
loops in a program are entirely redundant for a particular correctness
criterion, not unrolling those loops and not feeding their unrolling to the
smt solver could save a lot of work. Even an astute smt solver will have
a hard time figuring out that a particular subset of the smt problem rep-
resents a single loop and that the entire lump would be a good candidate
for smt-level abstraction.

In essence, while program-level abstraction/refinement is not as crucial for
a bounded model checker as for an explicit-state one, it could substantially
improve its efficiency, especially over more complex programs.

Native Execution

One of the advantages of using a compilation-based approach to abstrac-
tion is the potential for improved performance by leveraging the native
execution of the program. This is in contrast to interpretation-based
abstraction tools, where the abstraction is implemented in an interpreter.
By compiling the program with the abstraction built-in, we can take ad-
vantage of the program’s native execution and potentially benefit from
the use of binary-targeted tools, such as memory safety analysis using
Valgrind [NS07], on the abstract program. The most recent research
shows that similar approaches are getting wider adoption and outperform
interpretation-based techniques [Che+22; PF20; PF21].

1.1 Structure of the Thesis

In this thesis, we will discuss the methods of program abstraction and
how they can be adapted to compilation-based abstraction. Each chapter
will focus on a particular aspect of abstraction or solves a problem related
to the abstraction application for software verification. The objective is
to provide a comprehensive presentation of compilation-based abstrac-
tion, including its subtleties and applications, all within a self-contained
format. As such, the discussed techniques are implemented as part of the
compilation-based abstraction framework LART.
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The first two chapters unify the introduction to my published work.
The rest of the thesis will focus on the applications of compilation-based
abstraction and the research problems I had to solve to make the technique
applicable. Each chapter summarizes its relevant state-of-the-art and
presents my solutions to the problems concerning the adaptation to the
compilation-based approach.

Chapter 2 presents an introduction to discussed formal methods, abstrac-
tion and lattice theory.

Chapter 3 establishes a simplified language that we will encounter
throughout the thesis. The chapter formalizes the concrete trace and
operation semantics of programs and how we relate them to program
analysis. The proposed language joins my published work in a unified
way. The unified description is an extension of the already published
work and allows for linking the details between topics described in this
thesis. Further, we describe presented formal methods from Chapter 2 in
the discussed computational model.

Chapter 4 describes the abstraction of scalar values. This includes mul-
tiple non-relational abstract domains, like interval abstraction or sign
domain. We state the limits of non-relational abstract domains in the
compilation-based abstraction. In the chapter’s second half, we devise a
novel runtime refinement approach for non-relational abstract domains.

Chapter 5 extends the compilation-based abstraction to non-scalar anal-
ysis. The central pillars of this chapter are parametric domains for string
and array abstraction. The chapter describes how to craft a domain that
represents various aspects of objects using different domains, in this case,
string characters and indices to the string. We will extend the ability to
abstract entire functions, not just primitive operations. This will allow us
to automatically lift entire library functions into abstract semantics and
perform them more efficiently, e.g., libc string manipulating functions.

Chapter 6 covers the final aspect of program abstraction — dynamic
memory. To demonstrate memory abstraction, we will present a method
that enables reasoning about nondeterministic dynamic memory layout
in a scalable manner: a parametric pointer arithmetic abstract domain.

Chapter 7 presents techniques for improving the precision and efficiency
of compilation-based abstractions through various refinement methods.
We identify two main categories of refinement: interdomain and intrado-
main. interdomain refinement involves augmenting abstract valueswithin
a domain to increase their precision, such as through backward constraint
propagation (described in Chapter 4). The primary focus of this chap-
ter, however, is on intradomain refinement, which involves improving
the precision of analysis by considering interactions between multiple
domains. To facilitate universal intradomain analysis, we introduce the
concept of a metadomain (a domain of domains).

Chapter 8 explores the possible approaches to implementing program
abstraction. Especially how to partition responsibilities between the com-
piler, interpreter, and the system under test. We examine the advantages
and disadvantages of each partitioning. Moreover, we discuss how formal
methods, such as abstract execution and model checking, interact with
compiled abstraction.
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Chapter 9 focuses on the technical details of compilation-based abstrac-
tion, specifically on syntactic abstraction. Syntactic abstraction is re-
sponsible for incorporating abstract semantics into the concrete program.
We explore how program abstraction interacts with program control
flow, memory, and other program domains, particularly how to resolve
interactions between concrete and abstract computation.

Chapter 10 presents the application of compilation-based abstraction
beyond the simple program analysis. We will explore its usage in program
decompilation and program lifting, native execution, and program model
checking. We will delve into aspects of syntactic program refinement,
which increases the precision of syntactic abstraction from Chapter 9.
Furthermore, the chapter will outline potential avenues for future research
and provide an overview of ongoing research focused on incremental
program analysis.

Although chapters draw from the corresponding papers, the content
has been revised to ensure coherence with the rest of the work and
supplemented with additional information not present in the published
papers. The referenced publications were primarily focused on a particu-
lar application of compilation-based abstraction and did not delve deeply
into its details. Therefore, this thesis features two chapters to fill the
whole picture, namely Chapter 8, which compares different approaches
to abstraction and their adaptability to compilation-based analysis, and
Chapter 9, which explores the topic of syntactic abstraction, an integral
part of the presented approach. The use of metadomains for intradomain
refinement, as presented in Chapter 7, is also a novel and previously
unpublished aspect of the discussed abstractions.

1.2 Contribution

In this section, I will summarize my contributions to the publications
that form the basis of this thesis. Further, I will list publications in which
I participated but which are not directly related to the topic of compilation-
based abstraction presented in this thesis. I acknowledge my PhD consul-
tant Petr Ročkai for collaborating with me on most of the publications.
We share most of the contributions, and he also provided valuable insights
into the algorithms and overall design of the topics presented in the listed
publications.

Core of the Thesis

2 ICTAC 2018 ∣ Symbolic Computation via Program Transformation ∣
H. Lauko, P. Ročkai, and J. Barnat ∣ [LRB18]

My contribution: I designed, implemented, and evaluated symbolic repre-
sentation and program transformation to perform symbolic computation
in the program semantics. I have been involved in writing the text.

76 % (algorithms: 75 %, implementation: 90 %, evaluation: 90 %, text: 50 %)
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2TACAS 2019 ∣ ExtendingDIVINEwith Symbolic VerificationUsing SMT ∣
H. Lauko, V. Štill, P. Ročkai, and J. Barnat ∣ [Lau+19]

My contribution: I modified DIVINE to participate in sv-comp by utilizing
symbolic abstraction and program transformation technique. Further-
more, I authored the paper describing this contribution.

93 % (algorithms: 100 %, implementation: 90 %, text: 90 %)

2 SPIN 2019 ∣ String Abstraction for Model Checking of C Programs ∣
P. Ročkai, H. Lauko, M. Olliaro and A. Cortesi ∣ [Roč+19]

My contribution: I adapted, implemented, and evaluated the M-String
domain for model checking (dynamic analysis) using the compilation-
based abstraction technique. I have been involved in writing the text.

70 % (algorithms: 50 %, implementation: 90 %, evaluation: 100 %, text: 40 %)

2 AS 2020 ∣ Abstracting Strings for Model Checking of C Programs ∣
H. Lauko, M. Olliaro, A. Cortesi and P. Ročkai ∣ [Lau+20]

This is an extended version of the conference paper [Roč+19].

My contribution: I adapted, implemented, and evaluated the M-String
domain for model checking (dynamic analysis) using the compilation-
based abstraction technique. I have been involved in writing the text.

70 % (algorithms: 50 %, implementation: 90 %, evaluation: 100 %, text: 40 %)

2 TOSEM 2022 ∣ Verification of Programs Sensitive to Heap Layout ∣
H. Lauko, L. Korenčik and P. Ročkai ∣ [LKR22]

My contribution: I contributed to the design and refinement of the domain,
and personally implemented the pointer arithmetic domain along with
the primary portion of the program refinement algorithm. Furthermore,
I was responsible for designing most of the experiments and participated
in the writing of the paper.

65 % (algorithms: 50 %, implementation: 80 %, evaluation: 80 %, text: 50 %)

2 TACAS 2022 ∣ LART: Compiled Abstract Execution ∣
H. Lauko, P. Ročkai ∣ [LR22]

My contribution: I have implemented the native execution of program
abstraction and prepared it for the sv-comp competition. Furthermore,
I authored the paper describing this contribution.

96 % (algorithms: 100 %, implementation: 100 %, text: 90 %)

2 ASV Book (forthcoming) ∣ DIVINE: Model Checker for C+++ ∣
H. Lauko, P. Ročkai, V. Štill and J. Barnat ∣ [Lau+ng]

My contribution: I coauthored and was the main editor of a chapter on
DIVINE in a forthcoming book on automatic software verification.

65 % (text: 65 %)
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Other Related Publications

2 QRS 2020 ∣ On Symbolic Execution of Decompiled Programs ∣
L. Korenčik, P. Ročkai, H. Lauko and J. Barnat ∣ [Kor+20]

My contribution: I was involved in the discussions regarding the integra-
tion of compilation-based abstraction into the proposed decompilation
process. Further, I contributed to the adaptation of the abstraction tech-
nique employed in the decompilation.

2 ATVA 2017 ∣ Model Checking of C and C+++ with DIVINE 4 ∣
Z. Baranová, J. Barnat, K. Kejstová, T. Kučera, H. Lauko, J. Mrázek,
P. Ročkai and V. Štill ∣ [Bar+17]

My contribution: I was one of the main contributors to DIVINE 4 release.

2 TACAS 2017 ∣ Optimizing and Caching SMT Queries in SymDIVINE ∣
J. Mrázek, M. Jonáš, V. Štill, H. Lauko and J. Barnat ∣ [Mrá+17]

My contribution: I was involved in writing the paper, and a minor part of
its implementation and evaluation.

2 SPIN 2016 ∣ SymDIVINE: Tool for Control-Explicit Data-Symbolic
State Space Exploration ∣ J. Mrázek, P. Bauch, H. Lauko and J. Barnat
∣ [Mrá+16]

My contribution: I was involved in writing the paper, and a minor part of
its implementation and evaluation.

2 CAV 2022 ∣ From Spot 2.0 to Spot 2.10: What’s New? ∣
A. Duret-Lutz et al. ∣ [Dur+22]

My contribution: As part of my internship, I made contributions to the
development of several translation algorithms within the Spot tool. Fur-
ther, I implemented an algorithm for generating Büchi automatons that
could be consumed by DIVINE.

Software

In this section, I will provide a summary of the software that I have
developed or significantly modified during the course of my doctoral
studies. All the software is licensed under open-source licenses. The
majority of publications include slight modifications to the listed tools. We
provide links to these modified artifacts in the supplementary materials
for each publication.
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DIVINE

DIVINE is an explicit state model checker designed for the verification of
real-world code written in high-level programming languages, particu-
larly in C/C+++.

My contribution: I have implemented the majority of support for ab-
stractions and program transformations. Further, I have made major
contributions towards supporting symbolic computation and DIVINE’s
integration with multiple smt solvers.

links:

▶ https://divine.fi.muni.cz/

▶ https://github.com/paradise-fi/divine

Throughout my doctoral studies, I implemented two versions of a program
transformation that is discussed in this thesis. The first versionwas closely
integrated into the DIVINE toolchain, while the second version was a
more standalone tool targeting the native execution of abstraction. We
provide links to both versions in the following list.

LART

LART is an LLVMAbstraction & Refinement Tool. The goal of this tool is to
provide LLVM-to-LLVM transformations that implement various program
abstractions. It is the main driver for the proposed compilation-based
abstraction.

My contribution: I developed the syntactic abstraction of programs, which
is used for instrumenting abstract computation into programs. I also
developed the dataflow analysis that the abstraction uses to identify the
instructions that should be abstracted. I am the only author and designer
of the second version of LART used to perform native abstract execution.

links:

▶ https://github.com/paradise-fi/divine/tree/master/lart

▶ https://github.com/xlauko/lart

LAMP

A library of abstract metadomain packages (LAMP) provides predefined
metadomains and building blocks for their construction. A metadomain,
which is a domain of domains, is used to resolve interactions between
domains and defines which domains are used for abstracting specific
program primitives.

My contribution: I am the primary author and designer of the library.

links:

▶ https://github.com/xlauko/lart/tree/master/lamp

▶ https://github.com/paradise-fi/divine/tree/master/dios/lamp

https://divine.fi.muni.cz/
https://github.com/paradise-fi/divine
https://github.com/paradise-fi/divine/tree/master/lart
https://github.com/xlauko/lart
https://github.com/xlauko/lart/tree/master/lamp
https://github.com/paradise-fi/divine/tree/master/dios/lamp
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LAVA

A Library of Abstract VAlues (LAVA) is a header-only C+++ library which
provides a number of abstract (value) domains. Each domain is imple-
mented as a class (or class template, for parametric domains) and provides
a number of methods which implement the individual operations of the
domain.

My contribution: I am the primary author and designer of the library.

links:

▶ https://github.com/xlauko/lart/tree/master/lava

▶ https://github.com/paradise-fi/divine/tree/master/dios/lava

DIPOT

This tiny tool implements an interface between SPOT and DIVINE. It
creates a C program that simulates transition-based Büchi automaton
from the LTL formula, that is accepted by DIVINE.

My contribution: I am the primary author and designer of the tool.

link: https://github.com/paradise-fi/dipot

Related Public Talks

EGRAPHS 2022 ∣ On the Optimization of Equivalent Computations

LLVM Meeting 2022 ∣ VAST: MLIR for program analysis of C/C+++

https://github.com/xlauko/lart/tree/master/lava
https://github.com/paradise-fi/divine/tree/master/dios/lava
https://github.com/paradise-fi/dipot
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This chapter describes the common notation and conventions employed
throughout the thesis. Additionally, it offers a concise introduction to
formal methods and techniques pertinent to our discussion, with a par-
ticular emphasis on program domains and the underlying principles of
abstraction. This includes a summary of the lattice theory employed in
the study and a detailed explanation of value domains.

2.1 Notation & Conventions

The foundation of program abstraction lies in the use of various abstract
domains. In order to make it easier to identify and relate the different
domains discussed throughout the thesis, we will use a unified nota-
tion for specific categories, despite potential variations in the original
publications.

We will represent generic domains with calligraphic font, for instance, 𝒞
for the concrete domain, ℬ for a Boolean domain, or 𝒜 for an abstract
domain. As we aim to perform analysis of C programs, the common
domain of computation is a domain of fixed-length integers (bit-vectors)
— denoted as ℬ𝒱. The power set of a set 𝑆 is denoted as ℘(𝑆).

Domain names are used interchangeably to refer to both the domain
as a whole and the set of values that make up the domain. To indicate
that a value 𝑣 belongs to the domain 𝒟, we use the notation 𝑣 ∈ 𝒟.
Nevertheless, the domain as a whole includes other components, such as
operations and the ordering of values.

When the context does not make it clear, we use the symbol ̂_ over ele-
ments related to abstraction to distinguish between abstract and concrete
values. For instance, we use ̂𝑣 to represent the abstraction of the concrete
value 𝑣, and +̂ to represent an abstract addition operator. In addition, we
use a lower index to indicate the specific domain of an operation. For
example, abstract addition in the domain 𝒜 is denoted as +̂𝒜.

In a logic environment, T represents a true value from the Boolean domain,
and F represents a false value. However, during abstraction, one may
encounter situations where an abstract predicate can be both true and
false simultaneously. To handle such cases, we utilize a three-value logic,
where the ambiguous value is represented by M (maybe).

Each chapter commences with a list of the original research materials that
I have published regarding the topic, along with an outline of the research
objectives that the chapter endeavors to address. Whenever a citation
is first mentioned or when it can improve the reading experience, it is
expanded into a more detailed format in the margin column. Most of the
chapters or more extended sections begin with research questions, marked
as RQ, which the section aims to resolve. Furthermore, I summarize each
chapter’s key takeaways in the boxes at the chapter’s end.
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[Tur49]: Turing (1949), “Checking a large
routine”
[Hoa69]: Hoare (1969), “An Axiomatic
Basis for Computer Programming”

[Flo93]: Floyd (1993), “Assigning Mean-
ings to Programs”

[Ric53]: Rice (1953), “Classes of recur-
sively enumerable sets and their decision
problems”

[CC10]: Cousot et al. (2010), “A gentle in-
troduction to formal verification of com-
puter systems by abstract interpretation”

[BC10]: Bertot et al. (2010), Interactive
Theorem Proving and Program Develop-
ment: Coq’Art The Calculus of Inductive
Constructions
[MU21]: Moura et al. (2021), “The Lean 4
Theorem Prover and Programming Lan-
guage”

[ORS92]: Owre et al. (1992), “PVS: A pro-
totype verification system”

[NPW02]: Nipkow et al. (2002), Is-
abelle/HOL: a proof assistant for higher-
order logic

[CES86]: Clarke et al. (1986), “Automatic
Verification of Finite-State Concurrent
Systems Using Temporal Logic Specifica-
tions”
[McM93]: McMillan (1993), Symbolic
model checking

[CKL04]: Clarke et al. (2004), “A Tool for
Checking ANSI-C Programs”

2.2 Formal Methods

The idea of mathematically-based reasoning about program execution
dates back to the origin of computer science [Tur49]. The groundbreaking
work of Hoare [Hoa69] and Floyd [Flo93] initiated the first endeavors to-
ward logic-based formal methods. However, due to a lack of automation,
these techniques did not enjoy widespread adoption. In fact, Rice [Ric53]
proved that all non-trivial properties of programs are undecidable, thereby
establishing the fundamental limitation that prevents full automation of
program analysis. Nonetheless, this limitation did not impede further
research in the field. Instead, it gave rise to a variety of methods for cir-
cumventing the theoretical constraints of program analysis. Depending
on which aspect we sacrifice, such as automation, generality, or complete-
ness, we can achieve distinct flavors of program analysis, as categorized
by Cousot [CC10]:

▶ Deductive methods build upon the logical foundations laid by Hoare
and Floyd. These methods are partly automatized but rely on human
guidance in the proof process. This category encompasses interactive
proof assistants like Coq [BC10] or Lean [MU21], as well as interactive
theorem provers such as PVS [ORS92] or HOL [NPW02].

▶ Model Checking restricts program analysis problems to decidable frag-
ments [CES86]. At first, this technique was only applied to finite
models. However, it was since extended to infinite regular models
using symbolic model checking [McM93]. To analyze real-world pro-
grams, model checkers usually limit the analysis to a finite portion of
their executions and perform a form of bounded model checking, as is
done in tools such as CBMC [CKL04]. In order to perform the analysis,
a state-space must be extracted from the program being tested.

▶ Static Analysis is a program verification technique in whichwe perform
direct analysis of the program under test, we want to examine all
possible executions automatically and utilize approximations to make
the analysis efficient and usable. However, as a result, the abstraction
is incomplete and can miss some properties, resulting in false alarms,
i.e., the program is correct, but the analyzer cannot prove it.

This thesis is centered around the core concepts of abstract interpretation,
which I have adapted to the compilation and runtime environment. I have
designed program verification abstractions that use compilation-based
technique capabilities. But I do not restrict the technique just to static
analysis. One of my primary goals is to provide abstraction capabilities
to explicit-state model checkers, too.

2.3 Program Domains

The unifying concept behind the variety of abstraction techniques is that
of a domain, which describes the behavior of a program in terms of values
which the program manipulates: their representation and the operations
defined on them. Domains are of two basic types: concrete domains (which
describe a program as it actually is) and abstract domains which describe
the program in a form more suitable for analysis. Please note that the
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1: In theory, the concrete domain should
be unambiguously given by the seman-
tics of the programming language in
question. In practice, a programming lan-
guage may not have complete, unam-
biguous semantics. Even if it does, such
semantics are usually very complicated,
and a concrete domain derived this way
would be an impractical starting point
for abstraction.

2: There are typically three types of val-
ues in a program: those bound to names
(variables), unnamed intermediate values
(e.g., the result of addition in (a + b) *

c) and unnamed values stored in pointer-
accessible memory.

3: Note that we think of elements of do-
mains as of sets of values. In an abstract
domain, elements inherently represent
some set of concrete values, which is not
true of the concrete domain. Therefore,
we think of an element of a concrete do-
main as a set of concrete values. For ex-
ample, we say that abstraction of values
{1, 2, 5} into interval domain 𝒜𝑖 is

𝛼𝑖({1, 2, 5}) ≜ [1, 5]

Similarly, the concretization is given as:

𝛾𝑖([1, 5]) ≜ {1, 2, 3, 4, 5}

[Bir40]: Birkhoff (1940), Lattice Theory

distinction between concrete and abstract domains is solely in their use:
formally, they are the same kind of object.

The starting point of abstract interpretation, then, is the concrete se-
mantics of a program, formally described by a concrete domain 𝒞. Even
though technically, each programming language admits exactly one con-
crete domain, it is often more practical to create specialized concrete
domains1 that only focus on the specific behaviors relevant to the prob-
lem at hand.

Domains can be combined to form new domains in a number of ways.
Perhaps the simplest, and most important, is a direct (cartesian) product
𝒟1 × 𝒟2, where values are pairs and operations are performed element-
wise. A domain constructed like this models two variables, where the first
variable is represented using 𝒟1 and the second using 𝒟2. This construc-
tion readily generalizes to any number of variables (including infinitely
many). This way, the program state as a whole can be represented in
terms of a single domain. It may be beneficial to attach a label to each
position in the resulting 𝑛-tuples (corresponding to, e.g., variable names),
though this is not essential. We will call domains of this type composite,
since they are built up from simpler constituent domains.

With this in mind, it is customary to describe the entire behavior of a
program in terms of a single (concrete or abstract) domain. This domain
then, in addition to modelling individual values2 which appear in the
program, covers such aspects as variable identifiers or memory addresses.
However, this all-encompassing domain is usually constructed from sim-
pler domains, as outlined above: these simpler domains may describe the
behavior of, say, an individual scalar value. We will call the latter value
domains (fully defined later in Definition 2.3.6), though like with concrete
vs abstract domains, there is no strict formal distinction.

In abstraction, we always operate with at least one concrete domain 𝒞
and one abstract domain 𝒜. The relationship between these two domains
is given by abstraction 𝛼 ∶ 𝒞 → 𝒜 and concretization 𝛾 ∶ 𝒜 → 𝒞.3

An abstraction is said to be overapproximating if the set of abstracted
values contains all the original concrete values, that is, 𝑐 ⊆ 𝛾(𝛼(𝑐)). On
the other hand, an underapproximating abstraction may exclude some
concrete values but cannot generate any new values: 𝛾(𝛼(𝑐)) ⊆ 𝑐.

2.3.1 Lattice Theory

In practice, it is convenient to think about program domains as lattices.
We use lattices to describe the granularity of abstraction, the relationship
between an abstracted set of values, and the relationships between do-
mains. Throughout the thesis we will expect the reader to be familiar with
basics of lattice theory [Bir40]. This section condenses the fundamental
parts of the theory and notation we will use.

Lattice theory is an abstraction of set theory. In the context of program
analysis, it abstracts sets of program/variable properties ℙ. Given the
implication ⊑ on these properties, we get the foundation of abstract
analysis, the poset ⟨ℙ, ⊑⟩.
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[Cou21]: Cousot (2021), Principles of Ab-
stract Interpretation

4: This kind of Galois connection, in-
troduced by Jürgen Schmidt [Sch53], is
also called increasing Galois connection,
because 𝛼 has increasing nature.

⊤±

≥0 ≤0

0

⊥±

𝛾±(⊥±) ≜ ∅
𝛾±(≥0) ≜ {𝑛 ∣ 𝑛 ≥ 0}
𝛾±(0) ≜ {0}

𝛾±(≤0) ≜ {𝑛 ∣ 𝑛 ≤ 0}
𝛾±(⊤±) ≜ ℤ

Figure 2.1: Example of a simple sign ab-
straction lattice ⟨𝒜±, ⊑±⟩. The sound ab-
stractions of {1, 2} are both⊤± and ≥0 be-
cause {1, 2} ⊆ 𝛾±(≥0) ⊆ 𝛾±(⊤±) holds
for both abstract properties.

Definition 2.3.1 A poset ⟨𝑆, ⊑⟩ is a set 𝑆 equipped with a partial
order ⊑ that is reflexive, antisymmetric and transitive.

In program analysis, we will operate with poset elements as we determine
more generic or more precise program properties. These transformations
are provided as meet and join operations on program properties.

The most precise generalization of multiple facts is their least upper bound
in the poset, also called join. We denote join of two properties 𝑥 ⊔ 𝑦.
Whereas, the intersection of program properties can be computed as their
greatest lower bound, also called meet, denoted as 𝑥 ⊓ 𝑦.

Lattices are posets with the following properties [Cou21]:

▶ join semilattice ∀𝑥, 𝑦 ∈ 𝑆. 𝑥 ⊔ 𝑦 exists in 𝑆,

▶ meet semilattice ∀𝑥, 𝑦 ∈ 𝑆. 𝑥 ⊓ 𝑦 exists in 𝑆,

▶ lattice ∀𝑥, 𝑦 ∈ 𝑆. 𝑥 ⊔ 𝑦 and 𝑥 ⊔ 𝑦 exists in 𝑆.

Definition 2.3.2 A poset ⟨𝑆, ⊑⟩ is a complete lattice if every subset
𝑠 ∈ ℘(𝑆) has both a least upper bound and a greatest lower bound.

Therefore, every complete lattice has a supremum ⊔𝑆 = ⊤ called top, and
an infimum ⊔∅ = ⊥ called bottom. From the program analysis perspective,
the top represents the fact that the abstracted value satisfies all properties,
e.g., in interval analysis, the top spans from −∞ to ∞, representing all
possible variable values. While the bottom usually denotes an unfeasible
state.

Galois connection formalizes correspondence between concrete proper-
ties and abstract properties in case there is always most precise abstract
property overapproximating any concrete property [Cou21].

Definition 2.3.3 (Galois connection) Given posets ⟨𝒞, ⊆⟩ (the concrete
domain) and ⟨𝒜, ⊑⟩ (the abstract domain), the pair ⟨𝛼, 𝛾⟩ of increasing
functions 𝛼 ∶ 𝒞 → 𝒜 (the abstraction) and 𝛾 ∶ 𝒜 → 𝒞 (the concretiza-
tion) is a Galois connection if and only if

∀𝑐 ∈ 𝒞.∀𝑎 ∈ 𝒜.𝛼(𝑐) ⊑ 𝑎 ⟺ 𝑐 ⊆ 𝛾(𝑎)

which we write
⟨𝒞, ⊆⟩ −−→←−−

𝛼

𝛾
⟨𝒜, ⊑⟩

Intuitively Galois connection4 describes how concrete properties in 𝒞 are
approximated by abstract properties in 𝒜. The concretization 𝛾 gives the
concrete meaning to abstract properties 𝑎 ∈ 𝒜 in such a way that 𝛾(𝑎)
is the smallest concrete representation that can be overapproximated
by 𝑎.

Definition 2.3.4 Abstract property 𝑎 ∈ 𝒜 is sound overapproxima-
tion of concrete property 𝑐 ∈ 𝒞 whenever 𝑐 ⊆ 𝛾(𝑎).
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In the context of the Galois connection, 𝛼(𝑐) represents the most precise
and sound overapproximation of 𝑐 in the abstract domain𝒜, also known as
best approximation. The increasing nature of 𝛾 is essential as it ensures the
preservation of abstract implications in a concrete domain. Consequently,
proof in the abstract domain is also valid in the concrete domain.

Formally, we call abstraction 𝑎1 ∈ 𝒜 is better (more precise) than ab-
straction 𝑎2 ∈ 𝒜 of property 𝑐 ∈ 𝒞, if both abstractions are sound
overaproximations of 𝑐 and 𝑎1 ⊑ 𝑎2.

Remark 2.3.1 (Galois connection composition) The essential property
of abstraction defined via the Galois connection is its composition. It holds
that the composition of two Galois connections ⟨𝒟1, ⊑⟩ −−−→←−−−

𝛼1

𝛾1
⟨𝒟2, ⪯⟩

and ⟨𝒟2, ⪯⟩ −−−→←−−−
𝛼2

𝛾2
⟨𝒟3, ⊆⟩ is the Galois connection:

⟨𝒟1, ⊑⟩ −−−−−→←−−−−−
𝛼2∘𝛼1

𝛾1∘𝛾2
⟨𝒟3, ⊆⟩

Therefore, even when composing abstraction, we retain the property of
best overapproximation.

Furthermore, Galois connections can be extended to the cartesian product
of domains, which is useful when defining computation over tuples of
values possibly belonging to different domains. The Galois connection
preserves the abstraction properties even in this scenario.

Theorem 2.3.1 (Cartesian product of Galois connections) For two Ga-
lois connections ⟨𝒞1, ⊆1⟩ −−−→←−−−

𝛼1

𝛾1
⟨𝒜1, ⊑1⟩ and ⟨𝒞2, ⊆2⟩ −−−→←−−−

𝛼2

𝛾2
⟨𝒜2, ⊑2⟩

it holds that ⟨𝒞1 × 𝒞2, ⊆×⟩ −−−→←−−−
𝛼×

𝛾×
⟨𝒜1 × 𝒜2, ⊑×⟩ is also Galois con-

nection, where ⊆× and ⊑× are defined component-wise, and abstraction
function:

𝛼×(⟨𝑐1, 𝑐2⟩) ≜ ⟨𝛼1(𝑐1), 𝛼2(𝑐2)⟩

and concretization:

𝛾×(⟨𝑎1, 𝑎2⟩) ≜ ⟨𝛾1(𝑎1), 𝛾2(𝑎2)⟩

In order to perform abstract execution, we must provide an abstract
alternative to concrete operations. Fortunately, the notion of abstrac-
tion can be naturally adapted from domain elements to domain opera-
tors:

Definition 2.3.5 Given an abstract domain (𝒜, ⊑) with concretization
function 𝛾, for concrete operator 𝑓 ∶ 𝒞 → 𝒞 and its abstraction ̂𝑓 ∶ 𝒜 → 𝒜
it holds:

1. ̂𝑓 is a sound abstraction of 𝑓 if ∀𝑎 ∈ 𝒜.𝑓(𝛾(𝑎)) ⊆ 𝛾( ̂𝑓(𝑎)),

2. ̂𝑓 is an exact abstraction of 𝑓 if 𝑓 ∘ 𝛾 ≡ 𝛾 ∘ ̂𝑓.

In cases where domains form a Galois connection, it becomes possible to
apply the concept of “best abstraction” to operators as well. Specifically,
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the optimal abstraction of an operator 𝑓 is given by 𝛼 ∘ 𝑓 ∘ 𝛾. However,
although this definition provides valuable guidance for the creation of
abstractions, implementing them directly in practice is usually not feasible.
This is because the components of best abstraction, namely 𝛼, and 𝛾, are
unlikely to be computable due to their non-constructive mathematical
definition. As a result, it is more practical to implement abstract operators
using approximations that aim to capture the essence of best abstraction
— approximate it according to the definition.

Example 2.3.1 Let us examine a basic operation that increments its
argument: 𝑓(𝑋) ≜ {𝑥 + 1 ∣ 𝑥 ∈ 𝑋}. The simplest sound abstraction
is to consider all possibilities. For instance, in the interval domain,

̂𝑓([𝑎, 𝑏]) ≜ [𝑎 + 1, 𝑏 + 1] is an exact and sound abstraction of 𝑓. A
sound but not exact abstraction would be if ̂𝑓 returned [−∞, ∞], which
overapproximates all possible outcomes.

Now consider multiplication by two: 𝑔(𝑋) ≜ {2𝑥 ∣ 𝑥 ∈ 𝑋}. The ex-
pected abstraction, ̂𝑔([𝑎, 𝑏]) ≜ [2𝑎, 2𝑏], is the best possible abstraction
in the interval domain, but it is not entirely precise. This inaccuracy re-
sults from the fact that the operation’s image does not always span the
entire interval. For instance, 𝑔({1, 2}) ≜ {2, 4}, while ̂𝑔([1, 2]) ≜ [2, 4]
contains an additional value, namely 3.

It is desirable to keep the abstraction as modular and composable as
possible. As we will see in the next section, the program’s semantics
are given as a sequence of atomic semantic steps from a limited set of
language operations. This approach aligns with the desire for modular
abstraction since we can abstract only the atomic language operations and
compose the abstraction using the same rules as in concrete semantics.
Operation composition has two interesting properties that are worth
noting [Min04]:

Remark 2.3.2 Consider concrete operations 𝑓, 𝑔 ∶ 𝒞 → 𝒞 and their
abstractions ̂𝑓 , ̂𝑔 ∶ 𝒜 → 𝒜:

▶ If ̂𝑓 and ̂𝑔 are sound abstractions of 𝑓 and 𝑔, and 𝑓 is monotonic,
then ̂𝑓 ∘ ̂𝑔 is a sound abstraction of 𝑓 ∘ 𝑔.

▶ If ̂𝑓 and ̂𝑔 are exact abstractions of 𝑓 and 𝑔, then ̂𝑓 ∘ ̂𝑔 is an exact
abstraction of 𝑓 ∘ 𝑔.

One would think from previous that the straightforward composition
of best abstractions would yield a best abstraction. However, this is not
the case. When best abstractions are combined, we get 𝛼 ∘ 𝑓 ∘ 𝛾 ∘ 𝛼 ∘
𝑔 ∘ 𝛾, which leads to a superfluous transformation through the abstract
domain, thereby introducing imprecision. The optimal abstraction for
the composition of 𝑓 and 𝑔 would be 𝛼 ∘ 𝑓 ∘ 𝑔 ∘ 𝛾.

It is important to note that the composition of two optimal abstractions
may not necessarily result in an optimal abstraction, whereas the compo-
sition of an optimal and exact abstraction results in an optimal abstrac-
tion.
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The lack of general composability of best abstraction has practical impli-
cations for the design of abstractions. Specifically, the analysis’s precision
depends on the abstraction’s granularity. Finer abstractions are more
likely to introduce imprecision, while larger block abstractions are less
modular. Ultimately, there is always a trade-off between modularity
and precision. To conclude, we must remember that despite our best
efforts, abstraction rarely gives us the most precise result, even if we
solely employ best abstractions.

2.3.2 Value Domain

As stated before, a value domain is a fundamental building block of pro-
gram abstraction. We can now define it more formally:

Definition 2.3.6 An abstract value domain 𝒟 is given by:

▶ a likewise named set 𝒟 of computer-representable abstract values,

▶ an effective partial order ⊑ on 𝒟,

▶ a monotonic concretization function 𝛾𝒟 ∶ 𝒟 → 𝒞,

▶ a monotonic abstraction function 𝛼𝒟 ∶ 𝒞 → 𝒟,

▶ a smallest ⊥𝒟 ∈ 𝒟 and a largest element ⊤𝒟 ∈ 𝒟,

▶ a sound and effective abstraction of program operations,

▶ a sound and effective abstraction of set union ∪𝒟 and
set intersection ∩𝒟 ∶ 𝒟 × 𝒟 → 𝒟, such that:

∀𝑎1, 𝑎2 ∈ 𝒟 ∶ 𝛾𝒟(𝑎1) ∪ 𝛾𝒟(𝑎2) ⊆ 𝛾𝒟(𝑎1 ∪𝒟 𝑎2)
∀𝑎1, 𝑎2 ∈ 𝒟 ∶ 𝛾𝒟(𝑎1) ∪ 𝛾𝒟(𝑎2) ⊆ 𝛾𝒟(𝑎1 ∪𝒟 𝑎2)

Summary

This chapter introduced the conventions adopted throughout the the-
sis, such as the syntactic differentiation between abstract and concrete
environments. Additionally, we discussed the lattice-based founda-
tions of value-centered abstraction. The key takeaway is that the
lattice framework enables us to combine multiple domains to facilitate
multi-variable analysis while upholding the guarantees of elemen-
tary domains. Moreover, the chapter emphasizes the significance of
abstraction granularity, as finer abstraction can significantly impact
the precision of the overall abstraction due to the properties of the
composition of best abstractions.
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This chapter centers on the concrete semantics of programs and related
analysis program analysis techniques. To that end, we define syntax and
semantics for a simplified language used for examples. This allows us
to unify semantics in the subsequent chapters, as the definitions in the
original publications vary slightly from those presented here. As the
implementation part of this thesis is based on the LLVM intermediate
representation, which is an assembly-like low-level language used for
unified program optimization in the Clang compiler, the language used
to formalize the program semantics will closely resemble LLVM IR. In the
syntax, we will omit LLVM technicalities irrelevant to program analysis,
primarily optimization, and architecture-dependent artifacts. Later in the
chapter, we introduce analysis techniques related to the topic, such as
dataflow analysis, abstract interpretation, and software model checking.

The content of this chapter draws upon all of my publications as it unifies
their definitions. The semantics presented here is primarily influenced by
the semantics provided in the publication on heap abstraction, while the
program analysis techniques discussed later in the chapter are adapted
from the latter two publications:

▶ Henrich Lauko, Lukáš Korenčik, and Petr Ročkai. “Verification of
Programs Sensitive to Heap Layout.” In: ACM Transactions on Software
Engineering and Methodology 31 (4 2022) [LKR22].

▶ Henrich Lauko. Abstractions via Program Transformations. Brno, 2020.
(PhD Thesis Proposal) [Lau20].

▶ Henrich Lauko, Petr Ročkai, Vladimír Štill, and Jiří Barnat. “DIVINE –
Model Checker for C++.” In: Automatic Software Verification. Ed. by
Dirk Beyer. (forthcoming) [Lau+ng].

3.1 Program Representation

The verification of C+++ (and to a smaller degree of C) requires handling of
complex syntactical constructs and statements which may often represent
multiple steps (e.g., statement +++x can represent three operations – load,
increment, and store – an effect which can be critical in parallel programs).
Therefore, it can be advantageous to first translate C or C+++ code into a
more explicit form, which can be handled more easily (i.e., one in which
operations admit small step semantics of the verified program). Most
state-of-the-art program analysis tools opt for using intermediate repre-
sentations (IRs). These can be adapted from compiler infrastructures like
LLVM IR [LA04] or verification targeted like Boogie [Lei08], CIL [Nec+02],
or Crab IR [GN21]. One way or another, they occupy a sweet spot be-
tween architecture-specific instruction sets and high-level sources. IR
typically captures program behavior at a higher level while using fewer
instructions, making it easier to carry out complete and reliable program
analysis.
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1: These are mostly limitations of the
Clang compiler, which sometimes emits
platform-specific code even if platform-
agnostic code is also possible.

[Cyt+91]: Cytron et al. (1991), “Effi-
ciently Computing Static Single Assign-
ment Form and the Control Dependence
Graph”

In our case, such a form is the LLVM Intermediate Representation. It is a
low-level typed language used by the LLVM compilation infrastructure
(which also includes the Clang compiler for C, C+++, and Objective-C). The
LLVM IR can be seen as a language midway between C and assembly lan-
guages – it has some features of high-level programming languages (such
as static types and the ability to represent code for different platforms),
but it contains simple instructions and can be reasonably well processed,
transformed, and optimized. In the LLVM compilation infrastructure,
LLVM IR is mainly used for optimizations and as a common input for the
code generator, which generates the given platform’s assembly.

The advantage of LLVM IR for program analysis is that it faithfully rep-
resents the program semantics and does not require a custom frontend
to parse programs. Moreover, due to broad adoption, it also allows the
reuse of other analysis tools.

There are, of course, some disadvantages of using LLVM IR for program
analysis. First, some information can be lost in translation from C+++ to
LLVM IR simply because it cannot be represented in LLVM IR and is not
relevant for program optimization and code generation. In some cases,
this information is important for program analysis. For example, the
information about the exact scopes of variables in functions might be
vital: if a local variable is created in a loop or more generally in a higher
scope, and a pointer to it is taken, this pointer should not be used after
the scope ends, or even in the next iteration of the loop.

Another drawback is that even though LLVM IR is intended to be platform-
agnostic, specific details about the target platform can still leak into the
representation. This includes the sizes of data structures specific to the
target platform, which are calculated by the compiler using informa-
tion about platform-dependent types or the handling of C-style variadic
functions.1

There is no formal semantics of LLVM IR or any formal guarantee of
correct translation from C/C+++ to LLVM IR. This, however, is in line with
the reality of analysis of C/C+++ in general – international standards define
these languages, but these standards are not rigorous formal definitions
of language semantics. Many aspects of translation are implementation-
defined – meaning that compilers are free to choose the behavior which is
later hardly relatable to the source program. Nevertheless, by translating
to LLVM IR, it is possible, at least in some cases, to use this IR both for
verification and for building the resulting program, which eliminates
part of problems which could be introduced by compilers as problems
introduced by translation to LLVM IR can be detected by such analysis.

To demonstrate techniques in this thesis we will use a simplified language
similar to LLVM IR bitcode. Syntactically, LLVM IR bitcode is in a partial
single static assignment form (ssa) [Cyt+91]: the result of each statement
is stored in one of the registers (described by the set Reg). The ssa form
is inherently partial due to the dynamic untyped memory present in
LLVM IR, including both stack and heap allocations. For those familiar
with earlier versions of LLVM IR, it’s worth noting that the latest version
(LLVM 15) now defaults all pointers to opaque type, with only memory
accessing operations remaining typed. This new approach enables storing
and loading objects of different types from the same memory location,
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[Roč+18]: Ročkai et al. (2018), “DiVM:
Model checking with LLVM and graph
memory”

reducing issues associated with unfaithful information present in the
previous design of weakly typed pointers. Ultimately, this change re-
sults in simplified bitcode and facilitates program analysis, such as alias
analysis.

We will differentiate the contents of ssa registers and memory since the
abstraction of register values requires a different toolset for efficient anal-
ysis. Both memory and registers can hold values from some concrete
domain 𝒞. We further distinguish scalar integer values 𝒞s ⊆ 𝒞, boolean
values 𝒞b ⊆ 𝒞s, and pointer values 𝒞p ⊆ 𝒞. For simplicity, we will con-
sider aggregate values only as sequences of scalar values in the memory.
Based on the type of stored value, we recognize scalar registers Reg

s
that

hold values from the set of concrete values 𝒞s, boolean registers Reg
b

holding boolean value 𝒞b, and pointer registers Reg
p
with values from

𝒞p, where Reg
s

∪ Reg
b

∪ Reg
p

= Reg.

In addition to registers, the program can access addressable read-write
memory, which consists of a collection of dynamically allocated memory
blocks Blk, each of which is uniquely identified by a base address. The
set of valid base addresses is denoted by Id. Every element within a block
is known as a cell, identified by the base address and an offset 𝑜 ∈ 𝒞s.
We denote a cell as ⟨𝑎, 𝑜⟩ ∈ Cell. The effective address of a cell ⟨𝑎, 𝑜⟩ is
simply 𝑎 + 𝑜 ∈ 𝒞p. In our model, the null pointer is represented as ⟨0, 0⟩.
This representation enables byte addressing of our memory, as we assume
that all offsets are expressed in terms of the number of bytes.

Each memory block blk = ⟨𝑠, 𝑣⟩ ∈ Blk consists of two components: size
𝑠, which represents the number of valid bytes in the allocated block, and
a content value function 𝑣 ∶ 𝒞s → 𝒞s. The content value function 𝑣
maps valid offsets to the stored bytes in the block. However, these bytes
may constitute larger objects, such as integers, pointers, or aggregates.
Therefore, we often inspect the memory block content 𝑣 from a high-
level view, where we see a multibyte object at a particular offset. In
our language, we define typed memory accesses that reconstruct larger
objects. For example, a typed load from cell ⟨𝑎, 𝑜⟩ with type ty will use
the content value function 𝑣 to obtain the bytes starting at offset 𝑎 + 𝑜
up to 𝑎 + 𝑜 + 𝑛 where 𝑛 is a number of bytes of type ty. These bytes
are then reassembled into a value of type ty. Similarly, a typed store to
address ⟨𝑎, 𝑜⟩ with type ty will break the value of type ty into bytes and
store them in the corresponding offsets.

This representation of memory results in an induced memory graph (cf.
Figure 3.5), where memory objects (blocks) are the vertices, and pointers
stored in those memory objects form the edges [Roč+18]. We label the
edges by the offset at which the pointer giving rise to the edge is stored,
while vertices are unlabeled – this way, the graph only captures the shape
of the heap, not its content.

3.2 Program Syntax

This section outlines the syntax of the programming language used
throughout this thesis. We simplify the LLVM IR language to seman-
tically interesting operations for abstract value analysis. For the time
being, we will only consider single-threaded integer programs and will
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2: We exclude floating-point scalar val-
ues from the formal description to reduce
verbosity, as they behave similarly to in-
teger scalar values. Note that they are
still included in the implementation.

not delve into many orthogonal aspects of the modeled language. Other
features, such as floating point values, missing arithmetic, relational, or
control flow operations, can be incorporated into our language without
substantial semantic changes.

In the following, we use r ∈ Reg to denote registers and c ∈ 𝒞 to denote
constants. When we refer to values in general terms, we mean both
constant and register values. We distinguish between three main value
categories: scalars (s), booleans (b), and pointers (p). Using minuscule
notation, we refer to any value of a given kind. To specify that a constant
or register is of a particular category, we use subscript notation. For
example, cs, cb, and cp refer to constants of the scalar, boolean, and
pointer categories, respectively.

Furthermore, we distinguish between scalar integer types (i) of various
bitwidths, which are indicated by the suffix 𝑛. For example, the type i32
represents a 32-bit integer type. Pointers are represented by an opaque
ptr type. Similarly to LLVM IR, we treat booleans as i1. Conventionally
we denote the set of all types and its elements as ty ∈ 𝕋.2

To simplify matters, we assume that the program is well-typed. There-
fore, we do not include types of operations that do not depend on them.
Constants and registers inherently carry type constraints, meaning that
scalar values can have either a specific integer type, while pointer values
can only have an opaque ptr type. These constraints determine which
operations are allowed on given values. The only operations that de-
pend on types are memory-accessing operations and cast operations. For
concreteness, we consider the following expressions grammar.

Definition 3.2.1 Allowed program expressions are:

▶ Arithmetic expressions A ∈ 𝔸:

A ::::= s | s ∘ s | amb(c∗
s) | trunc s to ty

| zext s to ty | sext s to ty

where s ∈ {rs, cs}, ∘ ∈ {+, -, *, /, %, >>>, <<<} and
ty ∈ 𝕋 is an integer type.

▶ Boolean expressions B ∈ 𝔹:

B ::::= b | not b | b and b | b or b | v ⋄ v

where b ∈ {rb, cb}, v ∈ {rs, cs, rp, cp} and ⋄ ∈ {<, >, =, ≠}

▶ Pointer expressions P ∈ ℙ:

P ::::= p | p + i | p - p

where p ∈ {rp, cp} and i is an integer scalar value

The set of all expressions is 𝔼 def= 𝔸 ∪ 𝔹 ∪ ℙ.

The expression amb stands for the ambiguous operator, which expresses
program nondeterminism resulting from interactions with the environ-
ment or program inputs. The operator takes a variable number of values
and splits the computation into multiple possible futures, producing a
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single value for each future. We will use abbreviation amb without argu-
ments to indicate arbitrary value, and amb[𝑥, 𝑦] def= amb({𝑐 ∣ 𝑥 ≤ 𝑐 ≤ 𝑦})
to denote a nondeterministic interval of values.

Note that we do not allow compound expressions with intermediate
values. That is to simplify the definition of program semantics. From an
interpretation perspective, all expressions are atomic. This mirrors the
atomicity of expressions from LLVM IR.

We define three utility functions to query essential expression traits for
later use in semantic definitions, which allow us to obtain the type and
bitwidth of expression results.

Definition 3.2.2 (Expression traits) To determine the type of expression
𝑒 we will write ty(𝑒), where ty ∶ 𝔼 → 𝕋, whereas to obtain its bitwidth,
we will write bw(𝑒), where bw ∶ 𝔼 → ℕ.

We also define sizeof ∶ 𝕋 → ℕ and sizeof ∶ 𝔼 → ℕ to obtain the number
of bytes required to represent a given type or value.

In our language, we will use high-level control flow statements in contrast
to LLVM IR, which uses block-based control flow. This simplifies the
examples further and does not make a difference in the abstraction and
program analysis. Otherwise, we keep the language constructs close to
LLVM IR, e.g., memory management, function handling, and terminal
statements. We define following program statements:

Definition 3.2.3 Register assignments stmtA ∈ 𝕊A:

stmtA ::::= rs <--- A | rb <--- B | rp <--- P

where A ∈ 𝔸, B ∈ 𝔹, P ∈ ℙ.

Definition 3.2.4 Memory manipulations stmtM ∈ 𝕊M:

stmtM ::::= store v -->- rp

| r <--- load rp of ty

| rp <--- malloc s

| free rp

(write to memory)
(read from memory)

(heap allocation)
(heap deallocation)

where ty ∈ 𝕋.

Definition 3.2.5 Program step statements stmtPS ∈ 𝕊PS:

stmtPS ::::= skip

| exit
| error

(noop statement)
(exit statement)
(error statement)
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Definition 3.2.6 Control flow statements stmtC ∈ 𝕊C:

stmtC ::::= if B then stmt+ else stmt+

| while B do stmt+

| call symbol (v∗)
| ret v

(branch)
(loop)

(function call)
(return)

where stmt ∈ 𝕊A ∪ 𝕊M ∪ 𝕊PS ∪ 𝕊C.

Definition 3.2.7 Program definitions stmtP ∈ 𝕊P:

stmtP ::::= fn symbol (r∗) stmt+

| stmt+
P

(function definition)
(list of functions)

where symbol is a name of a function.

The set of all statements is 𝕊 def= 𝕊A ∪ 𝕊M ∪ 𝕊C ∪ 𝕊P. We will refer to
computational, or single step statements as 𝕊S ⊆ 𝕊A ∪ 𝕊M ∪ 𝕊PS, that are
only statements that do not involve control flow.

Definition 3.2.8 A control flow abbreviation for a single path if state-
ments:

if B then stmt
def= if B then stmt else skip

For program analysis, wewill leverage abbreviation statements to describe
preconditions, postconditions, and general assertions. We can build these
constructs from already defined conditional and terminal statements.

Definition 3.2.9 We define assume and assert statements as:

assume B
def= if !B then exit

assert B
def= if !B then error

int function(int y) {

int x = input();

while x < 10 {

x++;

}

return 0;

}

define i32 @function(i32 %y) {

e:

%1 = call i32 @input()

%2 = icmp slt i32 %2, %y

br i1 %2, label %t, label %x

t:

%3 = phi i32 [%1, %e], [%4, %t]

%4 = add nsw i32 %7, 1

%5 = icmp slt i32 %4, %y

br i1 %5, label %t, label %x

x:

ret i32 0

}

fn function(y)

x ← call input()

while x < y do

x ← x + 1

ret 0

Figure 3.1: Comparison of C source, LLVM IR and our simplified language.
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[CC77a]: Cousot et al. (1977), “Abstract
interpretation: a unified lattice model for
static analysis of programs by construc-
tion or approximation of fixpoints”

[BK08]: Baier et al. (2008), Principles of
Model Checking (Representation and Mind
Series)

[Sch97]: Schmidt (1997), “Abstract inter-
pretation in the operational semantics
hierarchy”

3.3 Concrete Semantics

The technique of abstract interpretation, originally presented by Cousot
and Cousot [CC77a], is designed for big-step operational semantics and
collecting semantics. In collecting semantics, the abstraction is computed
using a fixed-point algorithm to assign possible valuations to each pro-
gram location. However, this approach is not suitable for the compilation-
based technique and model checking, which will utilize our abstraction.

A more natural choice for these purposes is a small-step operational
semantics that describes each atomic step of the executed/interpreted
program. The small-step semantics is also traditionally used in model
checking of safety and liveness properties [BK08]. The defining character-
istic of small-step semantics is that it generates a new program state after
interpreting each atomic step of the program. This allows us to observe
the program after each step and, consequently, apply abstraction with
a granularity of these atomic steps [Sch97].

Small-step semantics is well-suited for LLVM IR interpretation, as each
instruction in LLVM IR is essentially atomic and does not allow unnamed
intermediate values to arise, unlike in high-level programming languages.
Each LLVM IR instruction is semantically atomic and mutates only a sin-
gle value in the program state, and the same holds for computational
statements in our simplified language. This lets us define each operation
as a single step in the small-step semantics.

Our program’s state (conventionally denoted 𝜎 when dealing with op-
erational semantics) consists of register values and memory content. It
is given as a tuple of partial maps which assign values from 𝒞 to reg-
isters and memory locations. To represent memory faithfully, it is an
untyped contiguous array of bytes similar to actual runtime memory
representation. We will discuss memory more in later chapters.

All possible states or environments are described by set 𝔼𝕧. Formally,
a state 𝜎 ∈ 𝔼𝕧 is a tuple (𝜀𝑠, 𝜀𝑝, 𝜇) where: 𝜀𝑠 ∶ Reg

s
→ 𝒞s assigns scalar

values to scalar registers, 𝜀𝑝 ∶ Reg
p

→ 𝒞p assigns pointer values to
pointer registers and 𝜇∶ Id → Blk maps base addresses to their respective
memory blocks. We present a summary of the main semantic domains
in Figure 3.2.

𝑐 ∈ 𝒞s ≡ ℬ𝒱 (scalar constants)
𝑝 ∈ 𝒞p ≡ ℬ𝒱 (pointers)
𝑎 ∈ Id ≡ ℬ𝒱 (base addresses)

⟨𝑎, 𝑜⟩ ∈ Cell ≡ Id × 𝒞s (memory cells)
𝑣 ∈ 𝕍 ≡ 𝒞s → 𝒞 (memory block content)

⟨𝑠, 𝑣⟩ ∈ Blk ≡ 𝒞s × 𝕍 (memory blocks)
𝜀𝑠 ∈ 𝔼𝕧s ≡ Reg

s
→ 𝒞s (scalar registers environment)

𝜀𝑝 ∈ 𝔼𝕧p ≡ Reg
p

→ 𝒞p (pointer registers environment)

𝜇 ∈ 𝔼𝕧𝜇 ≡ Id → Blk (memory environment)
𝜎 ∈ 𝔼𝕧 ≡ 𝔼𝕧s × 𝔼𝕧p × 𝔼𝕧𝜇 (program states)

Figure 3.2: Concrete semantic domains.
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We write 𝜎
stmt
−−→ Σ, where Σ ⊆ 𝔼𝕧, to denote step of a program, i.e.,

starting in state 𝜎, execution of statement stmt leads to states Σ. To obtain
a value stored in the register, we access corresponding register maps: 𝜀𝑠(𝑠)
for scalar registers and 𝜀𝑝(𝑝) for pointer registers. Assignment of a value
𝑐 to register 𝑟 in the respective register map, is denoted as 𝜀𝑠[𝑟 ↦ 𝑐] for
scalar assignment or 𝜀𝑝[𝑟 ↦ 𝑐] for pointer assignment. Likewise, 𝜇(𝑎)
retrieves block from memory at base address 𝑎.

We define the expression valuation semantic function as ⟦E⟧𝜎 ∶ 𝔼×𝔼𝕧 → 𝒞
to give concrete meaning to expression E in state 𝜎. To model program
execution faithfully, we consider concrete values to be bit-vector values
(ℬ𝒱), i.e., we operate on bitwidth-bounded values with signed overflow
semantics, as in other low-level languages. We define expression values
at state 𝜎 = (𝜀𝑠, 𝜀𝑝, 𝜇) as follows.

Definition 3.3.1 The valuation semantic of arithmetic expressions is:

⟦cs⟧𝜎
def= {𝑐}, where 𝑐 ∈ 𝒞 is representation of cs

⟦rs⟧𝜎
def= {𝜀𝑠(rs)}

⟦s1 ∘ s2⟧𝜎
def= {𝑠1 ∘ 𝑠2 ∣ 𝑠1 ∈ ⟦s1⟧𝜎 ∧ 𝑠2 ∈ ⟦s2⟧𝜎}

⟦zext s to ty⟧𝜎
def= {ext [bw(ty)]𝑈(𝑠) ∣ 𝑠 ∈ ⟦s⟧𝜎}

⟦sext s to ty⟧𝜎
def= {ext [bw(ty)]𝑆(𝑠) ∣ 𝑠 ∈ ⟦s⟧𝜎}

⟦trunc s to ty⟧𝜎
def= {(𝑠)[bw(ty)](𝑠) ∣ 𝑠 ∈ ⟦s⟧𝜎}

⟦amb(c1, … , c𝑛)⟧𝜎
def=

𝑛
⋃
𝑖=1

⟦c𝑖⟧

where ∘ ∈ {+, -, *, /, %, >>>, <<<} are bit-vector operations. Our semantics
align with the common practice of bit-vector theory, where extension
expression extend the bit-vector to the bitwidth of type denoted as bw(ty).
We support both signed (𝑆) and unsigned (𝑈) variants of extension. Trun-
cation is performed by keeping only the specified number of bits up to the
given bitwidth, as denoted in its superscript.

These expressions read and modify the values of scalar registers, as rep-
resented by the map 𝜀𝑠. Memory and pointer registers are not involved
in these expressions. For simplicity, errors that may occur from improper
usage of scalars, such as division by zero or invalid bit shifts, are not
addressed here, with the assumption that the underlying analysis tool
will identify and report them.

Definition 3.3.2 The valuation semantic of pointer expressions is:

⟦cp⟧𝜎
def= {𝑝}, where 𝑝 ∈ 𝒞p is representation of cp

⟦rp⟧𝜎
def= {𝜀𝑝(rp)}

⟦p1+ i2⟧𝜎
def= {𝑝 + 𝑖 ∣ 𝑝 ∈ ⟦p1⟧𝜎 ∧ 𝑖 ∈ ⟦i2⟧𝜎}

⟦p1- p2⟧𝜎
def= {𝑝1 − 𝑝2 ∣ 𝑝1 ∈ ⟦p1⟧𝜎 ∧ 𝑝2 ∈ ⟦p2⟧𝜎}

Unlike arithmetic expressions, pointer expressions do not involve mul-
tiplication and division. However, in practice, it is possible to convert
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x ← amb[3, 4]

x ← x + 1

({𝑥 ↦ 3}, ∅, ∅) ({𝑥 ↦ 4}, ∅, ∅)

(∅, ∅, ∅)

({𝑥 ↦ 4}, ∅, ∅) ({𝑥 ↦ 5}, ∅, ∅)

x <-- 3 x <-- 4

x <-- x + 1 x <-- x + 1

Figure 3.3: Program execution example
with amb operator.

pointer values to integers and perform these operations on them, even
though it may not have a valid semantic meaning.

Otherwise, pointer expressions accept a pointer operand and produce
a pointer result, possibly also taking additional scalar operands. Only one
operation fits this description: the addition of a scalar to a pointer, with
the goal to adjust its offset within a memory block. On the contrary the
difference of two pointers is a scalar value.

Definition 3.3.3 The valuation semantic of boolean expressions is:

⟦T⟧𝜎
def= {T}

⟦F⟧𝜎
def= {F}

⟦not b⟧𝜎
def= {¬𝑏 ∣ 𝑏 ∈ ⟦b⟧𝜎}

⟦b1 and b2⟧𝜎
def= {𝑏1 ∧ 𝑏2 ∣ 𝑏1 ∈ ⟦b1⟧𝜎 ∧ 𝑏2 ∈ ⟦b2⟧𝜎}

⟦b1 or b2⟧𝜎
def= {𝑏1 ∨ 𝑏2 ∣ 𝑏1 ∈ ⟦b1⟧𝜎 ∧ 𝑏2 ∈ ⟦b2⟧𝜎}

⟦v1 ⋄ v2⟧𝜎
def= {𝑣1 ⋄ 𝑣2 ∣ 𝑣1 ∈ ⟦v1⟧𝜎 ∧ 𝑣2 ∈ ⟦v2⟧𝜎}

where ⋄ ∈ {<, >, =, ≠}. Boolean values T (true) and F (false) are equiva-
lent to single-bit bit-vector zero and one, as in other low-level languages.

Using the valuation semantics, we can now define the step semantics of
statements. In the step semantics, we perform atomic steps to update
respective registers or memory maps.

Definition 3.3.4 The most basic statement is skip which leaves the
program state unchanged:

(𝜀𝑠, 𝜀𝑝, 𝜇)
skip

−−−→ (𝜀𝑠, 𝜀𝑝, 𝜇)

Definition 3.3.5 In the assignment statements, we update respective
register maps to hold the valuation 𝑣 of the assigned expression::

(𝜀𝑠, 𝜀𝑝, 𝜇)
rs <--- A

−−−−→ {(𝜀𝑠[rs ↦ 𝑣], 𝜀𝑝, 𝜇) ∣ 𝑣 ∈ ⟦A⟧𝜎}

(𝜀𝑠, 𝜀𝑝, 𝜇)
rb <--- B

−−−−→ {(𝜀𝑠[rb ↦ 𝑣], 𝜀𝑝, 𝜇) ∣ 𝑣 ∈ ⟦B⟧𝜎}

(𝜀𝑠, 𝜀𝑝, 𝜇)
rp <--- P

−−−−→ {(𝜀𝑠, 𝜀𝑝[rb ↦ 𝑣], 𝜇) ∣ 𝑣 ∈ ⟦P⟧𝜎}

It is important to note that in this context, scalar and boolean registers are
treated similarly, as boolean values are a subset of scalar values. In the
case that valuation results in multiple values, for instance, in the case of
amb operation, the assignment produces a set of states (see Figure 3.3).

Addressable memory is represented in the program’s state by the map 𝜇.
Memory allocation operations (malloc and free) manage memory allo-
cation by creating and destroying memory objects, respectively. These
operations add or remove memory blocks from the dynamic memory,
similar to how C semantic manages memory.
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p ← malloc 4 H𝑝 ↦ ⟨𝑎, 0⟩I
p ← p + 2 H𝑝 ↦ ⟨𝑎, 2⟩I
store 7 → p

⊤
𝑎 0

⊤
1

7

2

⊤
3

𝑣 ∶

𝑝

Figure 3.4: Memory allocation example.
The picture illustrates an allocated block
at address 𝑎. The program state holds in
memory 𝜇[𝑎 ↦ ⟨4, 𝑣⟩]. The content 𝑣 is
shown after the store at offset 2.

x ← malloc sizeof(i32)

y ← malloc sizeof(ptr)

z ← malloc 3 * sizeof(ptr)

store 4 → x

store x → y

store x → z

z ← z + 1

store y → z

x

𝑧
y ⊤ x

𝑦

4

𝑥

Figure 3.5: Example of the memory
graph generated by the program de-
scribed above. It should be noted that
here we abstract from the byte represen-
tation of pointers.

3: In DIVINE, the tool we use to demon-
strate the compilation-based abstraction,
the allocator keeps track of all mem-
ory objects and their respective sizes in
a memory graph.

Definition 3.3.6 (Heap allocation) we define dynamic memory alloca-
tion as:

𝜎
rp <--- malloc s

−−−−−−−−−→ {(𝜀𝑠, 𝜀𝑝[rp ↦ ⟨𝑞, 0⟩], 𝜇[𝑞 ↦ block (𝑠)])}

where 𝑞 ∈ Id is the base address of the allocated block, 𝑠 ∈ ⟦s⟧𝜎 and

block (𝑠) def= ⟨𝑠, {𝑜 ↦ ⊤ ∣ 0 ≤ 𝑜 < max(1, 𝑠)}⟩

When a memory block is allocated, a pointer to the start of the block is
returned, which points to an unused memory location. We say memory
block with base address 𝑞 is unused if it is not allocated in the current
state, i.e., 𝜇(𝑞) = ⊥.

The content of memory block is set to arbitrary value ⊤ for the whole
newly allocated block, to reflect the fact that it is not yet initialized and
may contain arbitrary (garbage) values (cf. Figure 3.4).

Memory allocation at state 𝜎 returns an arbitrary unused block 𝑞. To en-
sures that malloc(0) is modeled correctly, in the sense that the resulting
object is assigned a unique address as required by the relevant standards,
we say that block size is max(1, 𝑠) where 𝑠 is allocation size.

Technically, the arbitrariness in the choice of the location 𝑞 means that
there is not a single result state 𝜎′ – instead, many are possible. In fact,
too many to enumerate, and for this reason, the semantics of malloc
are often under-approximated: for example, by only considering a single
choice for the value of 𝑞. For now, we will assume that the location choice
is fixed. However, we will address this issue later in Chapter 6, where we
will expound on heap layout abstractions.

Definition 3.3.7 (Heap deallocation) To release allocated memory, a pro-
gram may use free operation:

(𝜀𝑠, 𝜀𝑝, 𝜇)
free rp

−−−−→ {(𝜀𝑠, 𝜀𝑝, 𝜇[𝑎 ↦ ⊥]) ∣ ⟨𝑎, 𝑜⟩ ∈ ⟦rp⟧𝜎}

Deallocation resets the memory map 𝜇 for the object described by the
pointer stored in register rp. It is left up to the implementation (underlying
interpreter) how it keeps the information about allocation sizes.3

In the following, we give semantics to memory manipulation operations.
It is worth noting that these operations may manipulate multiple bytes at
once and change or merge previously written data.

Definition 3.3.8 (Memory update) To update memory content we define
store operation, which transfers values from registers into memory
blocks:

𝜎
store v -->- rp

−−−−−−−−→ {(𝜀𝑠, 𝜀𝑝, 𝜇[𝑎 ↦ store𝜎(𝑎, 𝑜, 𝑣)])}

where
⟨𝑎, 𝑜⟩ ∈ ⟦rp⟧𝜎 ∧ 𝑣 ∈ ⟦v⟧𝜎
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p ← malloc sizeof(i16)

y ← 7

store y → p

free p

(∅, ∅, ∅)

(∅, {𝑝 ↦ ⟨𝑞, 0⟩}, {𝑞 ↦ ⟨2, {0 ↦ ⊤, 1 ↦ ⊤}⟩})

({𝑦 ↦ 7}, {𝑝 ↦ ⟨𝑞, 0⟩}, {𝑞 ↦ ⟨2, {0 ↦ ⊤, 1 ↦ ⊤}⟩})

({𝑦 ↦ 7}, {𝑝 ↦ ⟨𝑞, 0⟩}, {𝑞 ↦ ⟨2, {0 ↦ 7, 1 ↦ ⊤}⟩})

({𝑦 ↦ 7}, {𝑝 ↦ ⟨𝑞, 0⟩}, {𝑞 ↦ ⊥})

p <-- malloc

y <-- 7

store y ->- p

free p

Figure 3.6: Program execution examples.

4: Note that this differs from LLVM IR,
where the control flow graph is defined
by basic blocks consisting of elementary
operations.

Moreover the memory block with base address 𝑎 is defined (𝜇(𝑎) ≠ ⊥).

The store performs an update of bytes in the pointed memory block 𝜇(𝑎) =
⟨𝑠, 𝑣⟩ starting from offset 𝑜:

store𝜎(𝑎, 𝑜, 𝑥) def= ⊥ if 𝑜 + sizeof (𝑥) > 𝑠
store𝜎(𝑎, 𝑜, 𝑥) def= ⟨𝑠, 𝑣[𝑜 + 𝑖 ↦ 𝑥[𝑖] ∣ 0 ≤ 𝑖 < sizeof (𝑥)]⟩ otherwise

The store updates content in a valid memory range, i.e., it updates map of
values 𝑣 for a particular memory block. It performs update for each byte
of the written value 𝑥, we denote 𝑖th byte as 𝑥[𝑖]. Update returns invalid
block ⊥ in case of write out of bounds.

Definition 3.3.9 (Memory access) To read frommemory we define load
operation, which transfer values from memory location ⟦r𝑎⟧𝜎 into regis-
ters. Let 𝑛 = sizeof (ty) in:

𝜎
rs <--- load r𝑎 of ty

−−−−−−−−−−−→ {(𝜀𝑠[rs ↦ access𝜎(𝑝, 𝑛)], 𝜀𝑝, 𝜇) ∣ 𝑝 ∈ ⟦r𝑎⟧𝜎}

𝜎
rp <--- load r𝑎 of ty

−−−−−−−−−−−→ {(𝜀𝑠, 𝜀𝑝[rs ↦ access𝜎(𝑝, 𝑛)], 𝜇) ∣ 𝑝 ∈ ⟦r𝑎⟧𝜎}

where memory access reconstructs single multibyte value of size 𝑛 by
concatenating bytes from memory block 𝑎 from offset 𝑜:

access𝜎(⟨𝑎, 𝑜⟩, 𝑛) def= ⊥ if 𝑜 + 𝑛 > 𝑠
access𝜎(⟨𝑎, 𝑜⟩, 𝑛) def= concat({𝑣(𝑜 + 𝑖) ∣ 0 ≤ 𝑖 < 𝑛}) otherwise

If the access is out of bounds the value is invalid ⊥.

3.4 Control Flow

We will model control flow using control flow graphs (cfg). In the cfg,
edges are labeled by actions, which can have two flavors. The first is a
computational edge labeled by step statement 𝑠 ∈ 𝕊S, and the second
is a guard expression that constrains the control flow 𝑐 ∈ 𝔹. Since the
statements can perform only a single atomic change on a program state,
we won’t have intermediate changes arising on edge execution.

Definition 3.4.1 A control flow graph 𝒢 is defined by following:

▶ 𝑄 a finite set of states,

▶ 𝐸 ⊆ 𝑄 × (𝕊S ∪ 𝔹) × 𝑄 a finite set of labeled edges,

▶ 𝑞start, 𝑞exit, 𝑞err ∈ 𝑄 initial, final and error state.

The control flow graph is generated from a given program, with each
elementary computation step defining a new edge.4 In addition to com-
putation steps, our language includes special step statements (exit and
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5: This will eventually let us abstract
entire function calls in Chapter 5, or per-
form context insensitive analysis.

if B then stmt1 else stmt2

𝑞entry

𝑞then 𝑞else

𝑞exit

B !B

stmt1 stmt2

while B do stmt

𝑞entry

𝑞body 𝑞step

𝑞exit

skip
B

stmt!B

Figure 3.7: Two main building blocks of
control flow graphs are conditions and
loops.

error) that always lead to a terminal (𝑞exit ) or error state(𝑞err ), respec-
tively. A more complex control flow is created from control flow state-
ments such as conditionals, loops, and function calls. It is important to
note that these statements create guard statements that limit the control
flow, as shown in Figure 3.7.

To represent function calls, we give each function its own cfg (cf. Fig-
ure 3.8). The edge with the call statement represents the entire evalu-
ation of particular cfg.5 In the function, ret statements always lead to
the function exit state.

The control flow graph essentially describes what steps are allowed at a
specific location, however, it does not describe the actual computation.
To account for the computation, we must also consider the program’s
states. For that, we leverage the step semantics given in the previous
section, which describes how states change along the path and whether
they satisfy guard conditions. We can now define an execution path –
single program run. In general, a program run will consist of a sequence
of program configurations:

Definition 3.4.2 A program configuration is a pair ⟨𝑞, 𝜎⟩, where 𝑞 ∈ 𝑄
is the program location (control flow node) and 𝜎 ∈ 𝔼𝕧 is the memory
environment.

Whenever (𝑞1, lab, 𝑞2) is a control flow graph edge, the execution step
⟨𝑞1, 𝜎1⟩

lab
−→ ⟨𝑞2, 𝜎2⟩ is valid iff one of the following holds:

▶ lab ∈ 𝕊S is a computation step and the step is defined, i.e., 𝜎1
lab
−→ 𝜎2,

▶ lab ∈ 𝔹 is a guard step and the guard holds, i.e., T ∈ ⟦lab⟧𝜎1
and

environment does not change: 𝜎1 = 𝜎2.

A path 𝜋 is a sequence of execution steps, such that all steps form a con-
tinuous path in the transition system given by control flow graph 𝒢. If
the starting point of path 𝜋 is the initial program location, it is referred
to as a program path. Moreover, a path 𝜋 is considered feasible if and
only if each step in the sequence is a valid execution step in the transition
system.

Definition 3.4.3 A verification task for control flow graph 𝒢 = ⟨𝑄, 𝐸⟩
is to show that error location 𝑞err ∈ 𝑄 is unreachable in 𝒢 form 𝑞start ∈ 𝑄,
or to find feasible error path.

For instance, a feasible error path in Figure 3.8, visualized in red color, is
when y !!= 2 and that is for program run when amb returns 3:

⟨𝑞1, {𝑥 = ⊥, 𝑦 = ⊥}⟩ → ⟨𝑞2, {𝑥 = 3, 𝑦 = ⊥}⟩
→ ⟨𝑓1, {𝑎 = 1, 𝑏 = 3, 𝑐 = ⊥, 𝑑 = ⊥}⟩ → ⟨𝑓2, {𝑎 = 1, 𝑏 = 3, 𝑐 = 2, 𝑑 = ⊥}⟩
→ ⟨𝑓3, {𝑎 = 1, 𝑏 = 3, 𝑐 = 2, 𝑑 = ⊥}⟩ → ⟨𝑓exit , {𝑎 = 1, 𝑏 = 3, 𝑐 = 2, 𝑑 = ⊥}⟩
→ ⟨𝑞3, {𝑥 = 3, 𝑦 = 1}⟩ → ⟨𝑞5, {𝑥 = 3, 𝑦 = 1}⟩
→ ⟨𝑞err , {𝑥 = 3, 𝑦 = 1}⟩

However, in general, it is undecidable to solve verification tasks on con-
crete programs. For that, we utilize abstraction to simplify state space
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fn main()

x ← amb[1, 3]

y ← call foo(1, x)

assert y = 2

fn foo(a, b)

c ← 2 * a

if c < b

ret a

else

d ← a + b

ret d

𝑞1

main

𝑞2

𝑞3

𝑞exit𝑞5

𝑞err

𝑓1

foo(a, b)

𝑓2

𝑓3 𝑓4

𝑓5

𝑓exit

x <-- amb[1, 3]

y <-- call foo(1, x)

y = 2y !!= 2

error

call

c <-- 2 * a

c < b c >>= b

ret a

d <-- a + b

ret d

ret

Figure 3.8: Example of an interprocedural control flow graph. Note the difference to program state space, where we distinguish various
configurations. Whereas in cfg, statements like amb have only a single successor. A possible error path is shown in red.

[Min04]: Miné (2004), “Weakly relational
numerical abstract domains”

exploration. In abstract execution, we compute with an abstractly repre-
sented set of program states instead of computing with a single program
environment.

3.5 Abstract Domains

In the following we give a brief overview of abstract domains presented
throughout the thesis. We are primarily interested in property domains,
which reason about program state properties. Depending on the part of
the state, we distinguish multiple categories of domains.

The basic building block of property domains is basis that expresses how
to abstract single program entity (a value or an object) and operations
on it. Thanks to the Galois connection the rest of interpretation can be
derived automatically as a Cartesian product for all variables [Min04].

Given the state of a program, each of the program variables and registers
requires various levels of abstraction, as well as different abstract do-
mains. Depending on what values we abstract, we distinguish abstraction
of numerical values, memory content, and also program pointers. Conse-
quently, the entire abstraction of program state is formed by a Cartesian
product of all used abstractions. Moreover, some parts of the state might
be omitted from the abstraction entirely and represented in the concrete
domain.

Scalar domains are used to reason about properties of ground program
values like integers and floating point values. Traditional scalar domains
are also known in the literature as numerical abstract domains defined by
Cousot in [CC77a].

We will explore the properties of simple domains and their applicability to
program analysis in the context of compilation-based abstraction. In LART,
we provide a sign, interval, or congruence domain. These can be used in
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6: It is important to distinguish between
the concepts of product domain and
Cartesian product of domains. The for-
mer represents a singular value abstrac-
tion across multiple domains, whereas
the latter is utilized to refer to the abstrac-
tion of multiple values (often an abstract
state).

various scenarios like bounded loop abstraction using congruence domain.
More specific scalar domains that we utilize in the program analysis are
the constant domain used to interact with the concrete domain, the tristate
domain to express the ambiguity of relational operations, and the single
value (unit) domain to abstract values entirely away. Lastly, we consider
symbolic representation a special case of abstraction. For this purpose,
we design a term domain that allows reasoning about program variables
using various smt theories. The scalar analysis is further described in
Chapter 4.

Aggregate domains, described in Chapter 5, reason about more complex
objects and their transformers. It is often expedient to design domain-
specific abstractions for high-level program structures. Examples are
arrays or strings in the C language. Using the abstraction over the whole
aggregates, we can perform an execution with symbolically large objects.
This would not be possible if we did the abstraction in an element-wise
manner. An advantage of this approach is the ability to specify behav-
ior on symbolically sized objects. In contrast, element-wise abstraction
requires consideration of each individual element separately.

Aggregate domains distinguish from scalar domains by the transformers
they abstract. The operations that interact with aggregate domains are
memory access operations. Moreover, we are interested in abstracting
functions over aggregates, like string or array-manipulating standard
library functions. Domains we describe in this area are usually closely
related to the language-defined aggregates. We implement squashing
array domain and segmented string domain. Furthermore, domains used
to abstract system entities like files also fall into this category.

Memory domains, or heap-abstracting domains, can be divided into two
categories. The first abstracts memory shape, while the second abstracts
pointers (possible memory locations). We present a pointer domain for
relational analysis later in Chapter 6.

Lastly, we will leverage multiple generic domains — parametric functor
domains. These are not domains per se, but they extend the capabilities
of domains they are parametrized with. Examples of parametric domains
are:

▶ a product domain6 that allows representing a single value in multiple
domains at once, possibly supporting each other precision

▶ a relational domain that augments non-relational domain with com-
putation dependencies used for value refinement,

▶ a set domain that allows computing with sets of abstract values,
again increasing the abstraction granularity and precision.

3.6 Program Analysis Methods

As previouslymentioned in Section 2.2, there are three general approaches
to tackling the undecidability of program analysis. The approach that
is of interest to us is abstraction, as it enables us to reason about open
programs (program inputs) and potentially describe infinitely large state
spaces in a finite manner.
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There are two approaches to program abstraction: static and dynamic. In
the static approach, program invariants are inferred purely from control
flow graph inspection. On the contrary, the dynamic approach involves
executing program to prove respectively disprove program properties by
examining the actual program state space.

In static analysis, it is common to use collecting semantics [AMS20], which
assigns a set of possible values of variables to program locations (control
flow graph nodes). However, despite the finite size of control flow graphs,
the collected sets can easily become uncomputable with concrete values.
Therefore, we employ abstraction to describe sets assigned to variables in
a more concise manner. Abstracted collected sets are usually computed
using abstract interpretation, and despite the term interpretation in its
name, it is considered a static approach as it essentially only interprets
cfg statements and applies effects on collected sets.

On the other hand, in dynamic execution, step semantics is a common
choice, as it corresponds to step-by-step program execution. To verify the
program dynamically, we need to explore all its possible paths, which can
likewise become uncomputable, particularly if the program has infinite
paths. To address this, we once again utilize abstraction to describe multi-
ple program states simultaneously and effectively analyze multiple paths
simultaneously. Two techniques of interest that fall into this category
are abstract/symbolic execution and software model checking. Both of
these techniques explore the state space of the program. However, while
execution effectively only performs reachability analysis, model checking
can verify more complex properties about the program state space, such
as temporal properties.

As our subsequent focus is on compilation-based abstraction, which natu-
rally involves program execution, we are primarily interested in dynamic
techniques. Nevertheless, we will draw inspiration from abstract inter-
pretation, and therefore, we will provide a more in-depth introduction to
all above-mentioned techniques in the following sections.

3.6.1 Abstract Interpretation

The original idea of abstract interpretation dates back to the late 70s,
first summarized by Patrick and Radhia Cousot [CC77a]. They describe
abstract interpretation as a theory of abstraction and constructive approx-
imation of the mathematical structures used in the formal description of
programming languages or verification of undecidable program proper-
ties [Cou12].

The goal of abstract interpretation is to assign a context to each program
location (cf. Example 3.6.1), which is an abstractly represented set of possi-
ble values in a given domain (also known as collecting semantics). This is
typically achieved by initially assigning all variables at each location with
some initial information (usually ⊥, which denotes an abstract empty set,
since we do not know anything about the variable properties before the
interpretation begins). Subsequently, we interpret each control flow edge,
applying its effect to the collected sets, which is repeated until the fixed
point is reached, meaning that no edge changes any collected set. This
approach is also known as fixpoint iteration.
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Example 3.6.1 In the following, concrete collecting semantics is an-
notated between H…I. Each location can hold a set of contexts, where
each context is described between angle brackets:

x ← 0 H⟨𝑥 = 0⟩I
while x < 3 H⟨𝑥 = 0⟩, ⟨𝑥 = 2⟩, ⟨𝑥 = 4⟩I do H⟨𝑥 = 0⟩, ⟨𝑥 = 2⟩I

x ← x + 2 H⟨𝑥 = 2⟩, ⟨𝑥 = 4⟩I
H⟨𝑥 = 4⟩I

In the following snippet of the same program, we illustrate the concept
of abstract collecting semantics using an interval domain. The interval
domain abstracts collected sets by their minimum and maximum values.
In the subsequent Chapter 4 on scalar domains, we provide a formal
definition of the interval domain.

x ← 0 H⟨𝑥 = [0, 0]⟩I
while x < 3 H⟨𝑥 = [0, 4]⟩I do H⟨𝑥 = [0, 2]⟩I

x ← x + 2 H⟨𝑥 = [2, 4]⟩I
H⟨𝑥 = [4, 4]⟩I

In multi-variable analysis of concrete collecting semantics each context
captures all variables:

x ← 0 H⟨𝑥 = 0, 𝑦 = ⊥⟩I
y ← 1 H⟨𝑥 = 0, 𝑦 = 1⟩I
while x < y H⟨𝑥 = 0, 𝑦 = 1⟩, ⟨𝑥 = 2, 𝑦 = 2⟩I do H⟨𝑥 = 0, 𝑦 = 1⟩I

x ← x + 2 H⟨𝑥 = 2, 𝑦 = 1⟩I
y ← y + 1 H⟨𝑥 = 2, 𝑦 = 2⟩I

H⟨𝑥 = 2, 𝑦 = 2⟩I

The effects of control flow statements are typically defined using a system
of fixpoint equations (cf. Example 3.6.2). It has been proven [CC77a] that
the result of fixpoint iteration corresponds to the solution of this system of
equations. As a result, each abstract context represents multiple concrete
contexts – potential properties or invariants about states of variables at a
given program location.

Example 3.6.2 Consider a simple program with labeled locations
on the left. The corresponding equation system for interval domain
𝜒⃗ = 𝐹(𝜒⃗) is depicted on the right:

x ← 0 𝑙1
while x < 3 do

𝑙2 x ← x + 2 𝑙3
𝑙4

𝜒1 = 𝐹1() = [0, 0]
𝜒2 = 𝐹2(𝜒1, 𝜒3) = [−∞, 2] ⊓ (𝜒1 ⊔ 𝜒3)
𝜒3 = 𝐹3(𝜒2) = 𝜒2 + [2, 2]
𝜒4 = 𝐹2(𝜒1, 𝜒3) = [3, ∞] ⊓ (𝜒1 ⊔ 𝜒3)

The advantage of abstract interpretation is that we do not have to execute
the program. Instead, we can use a fixpoint iteration algorithm to solve
equations. This involves starting with the initial solution 𝜒⃗ = ⃗⃗⃗ ⃗⃗⊥⃗ and
repeatedly applying the transfer function 𝐹 until a fixpoint is reached.
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[Bra+14]: Brat et al. (2014), “IKOS: A
Framework for Static Analysis Based on
Abstract Interpretation”

We do not necessarily follow the order of execution but only update the
values at locations that have changed. There are many types of iteration
strategies with different accelerations and convergence of fixpoint itera-
tion. For instance, it is common to iterate in the weak topological order of
program control-flow graph to deal with loops more efficiently [Bra+14].
Likewise, this approach allows us to easily speed up the computation
by overapproximating the solution of equations, reaching the fixpoint
more quickly. Techniques such as widening or domain refinement can
be employed for this purpose, and we will delve into their details in the
subsequent chapters.

3.6.2 Abstract Execution

We can consider abstract execution as a generalized version of symbolic
execution, but using an arbitrary domain. Recall the Definition 2.3.6
of an abstract domain 𝒜. To perform abstract execution, we must ex-
tend the program state definition to allow values from a given abstract
domain 𝒜.

We denote abstract environment as 𝔼𝕧, an element of abstract environ-
ment 𝜎̂ ∈ 𝔼𝕧 effectively represents a set of concrete environments 𝜎̂ ⊆ 𝔼𝕧.
Then, the abstract transition relation is of type →̂ ∶ 𝔼𝕧 × 𝕊S × ℘(𝔼𝕧).

During the execution, we want to take advantage of the fact that not all
values need to be abstractly represented. To achieve this, we define an
abstract state 𝜎̂ = ( ̂𝜀𝑠, ̂𝜀𝑝, ̂𝜇), which allows for both concrete and abstract
values to be carried simultaneously. For example, in the case of scalar
value abstraction, we extend the scalar register map ̂𝜀𝑠 ∶ Reg

s
→ 𝒞s ∪ 𝒜

and the memory content map ̂𝑣 ∈ 𝕍̂ ≡ 𝒞s → 𝒞 ∪ 𝒜 to enable the storage
of abstract values in both registers and memory blocks.

Example 3.6.3 Imagine a program state with abstract interval values
in register 𝑟1 and memory block 𝑎1:

𝜎̂ = ({𝑟1 ↦ [1, 3]}, ∅, {𝑎1 ↦ ⟨1, {0 ↦ [0, 1]}⟩})

Such state represents a set of six concrete states:

({𝑟1 ↦ 1}, ∅, {𝑎1 ↦ ⟨1, {0 ↦ 0}⟩}) ({𝑟1 ↦ 1}, ∅, {𝑎1 ↦ ⟨1, {0 ↦ 1}⟩})

({𝑟1 ↦ 2}, ∅, {𝑎1 ↦ ⟨1, {0 ↦ 0}⟩}) ({𝑟1 ↦ 2}, ∅, {𝑎1 ↦ ⟨1, {0 ↦ 1}⟩})

({𝑟1 ↦ 3}, ∅, {𝑎1 ↦ ⟨1, {0 ↦ 0}⟩}) ({𝑟1 ↦ 3}, ∅, {𝑎1 ↦ ⟨1, {0 ↦ 1}⟩})

Namely, it creates a combination of states for all abstracted register
values 1, 2, 3 and single-byte memory content, which is either 0 or 1.

The distinctive feature of abstract execution is its branching control flow.
For example, consider the condition x < 10. If the abstract value of x is an
interval such as 𝑥 = [0, 20], it is both smaller and greater than 10. In this
case, the condition results in maybe value, and we need to explore both
paths of the branch in order to have a sound analysis. This occurs when
the concretization of the abstract branching condition cond is ambiguous:
𝛾(cond) = {T, F}.
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3.6.3 Abstract Model Checking

One of the applications for compilation-based abstraction presented in
this thesis is an extension of explicit state model checking to abstract
model checking. In model checking, the generic algorithm enumerates a
program’s state space and verifies the desired property. The traditional
approach uses a Kripke structure [Kri07], essentially a labeled transition
system, with states corresponding to program configurations and edges
to transitions between configurations. Additionally, states or edges are
labeled with atomic properties, distinguishing between state-based and
transition-based model checking [WKP09]. This technique is also known
as automata-based model checking [VW86].

For now, wewill only consider a simple case of reachability, where the goal
of model checking is to disprove the reachability of the error state/edge.
That is G¬error in LTL specification. Given the concrete small-step seman-
tics and transition relation defined in Section 3.3, it is straightforward to
induce the Kripke structure since transitions and states remain the same.
Only edges with error statements are labeled with error property.

Model checking techniques employ various abstraction techniques to
tackle large and possibly infinite state spaces. The idea is similar to value-
based abstraction, where we perform the analysis over a set of values at
once. In abstraction-based model checking, we try to limit state space
size by grouping states and analyzing the transition system over abstract
states (set of states). We recognize four primary flavors of model checking
depending on the implemented abstraction:

1. Explicit-state model checking does not employ data abstraction and
keeps all states explicitly. Explicit-state tools traditionally use heavy
transition relation reductions to emit only interesting transitions for
examined properties, e.g., partial-order reduction [FG05].

2. Symbolic model checking, instead of exploring states one at a time,
explores multiple states described symbolically at one step. It leverages
implicit state space description, usually using bdds [Bur+90].

3. Bounded model checking unrolls control-flow graph to a specified depth
and checks whether the property holds only in the restricted states
space. Consequently, the bounded analysis is only bug-hunting (prop-
erty falsification), not verification. This approach typically involves
sat encoding [Bie+09] of the model and employs iterative deepening
of the maximal depth explored.

4. In abstract model checking, we employ a similar approach to abstract
interpretation and simplify the state space by representing sets of
states abstractly. In contrast to previous techniques, we obtain a sys-
tem that may satisfy unrealizable properties in the original system
as a consequence of overapproximation. To avoid the problem with
false positives, tools usually employ cegar (counterexample-guided
abstraction refinement) that checks the feasibility of possible property
violation and refines the abstraction accordingly [Cla+00].

The essential capability of model checking that distinguishes it from pure
interpretation is the detection of equivalent states. That is to determine
whether the analysis has already visited the state.
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Recall a definition of program state 𝜎 = (𝜀𝑠, 𝜀𝑝, 𝜇) that describes the
content of registers and heap memory. It is given as a tuple of partial
maps which assign values from 𝒞 to registers and memory locations.

In abstraction, we extend the concretization 𝛾 to operate on states. We
say that 𝛾(𝜎̂) represents all concrete states described by abstract state
𝜎̂. Since abstraction is applied per state elements (registers and memory
objects), it is essentially a cartesian product of abstract and concrete
values. Based on the cartesian product described in Theorem 2.3.1, we
can employ the concretization can be performed piecewise over state
elements. The resulting set of concrete states will be a combination of all
partial concretizations.

Definition 3.6.1 Two abstract states 𝜎̂ and 𝜎̂′ are equal if 𝛾(𝜎̂) = 𝛾(𝜎̂′).

The exercise of this thesis is to introduce abstraction noninvasively
into concrete execution and explicit-state model checking. The pro-
posed approach is to express abstraction through concrete semantics
and instrument such computation into concrete program. For instance,
values from the interval domain can be represented as two integer
values. The following chapters 4, 5 and 6 will discuss the approach to
abstraction being agnostic to whether we employ a compilation-based
or more traditional interpretation-based approach. Nevertheless, this
distinction should be kept in mind. We will delve into details of the
compilation-based technique in later Chapter 8 and Chapter 9 when
we have solid abstraction foundations from previous chapters. Specif-
ically, Chapter 8 will discuss possible approaches to abstraction and
related techniques, and Chapter 9 will entirely focus on proposed
compilation-based abstraction and its technical details, particularly on
how we can instrument abstract semantics into the concrete program
– referred to as syntactic abstraction.

3.7 Dataflow Analysis

A special instance of abstract interpretation is a dataflow analysis [MZ17];
its goal is to gather information about the way the variables are defined
and used in the program. We recognize several elementary dataflow anal-
yses, including liveness analysis, which gathers information about live
variables at each location, and reaching definitions analysis, which identi-
fies an earlier statement whose target variable can reach (be assigned to)
the given variable without an intervening assignment (cf. Figure 3.10).
Akin to abstract interpretation, dataflow analysis utilizes equations de-
scribing how data flows through a program. Essentially, for each control
flow edge, we define how input values (in) should be treated, and what in-
formation should be forwarded as output (out). These equations can also
be referred to as transfer functions, as they transfer dataflow information
along.

To compute the general form of inputs and outputs for control flow edge
𝑛, we follow these steps (see also Figure 3.9). First, input values are
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in𝑛
def= ⋃

𝑝∈pred(𝑛)
out𝑝

out𝑛
def= (in𝑛 − kill𝑛) ∪ gen𝑛

Figure 3.9: Definitions of input and out-
put transfer functions for reaching defi-
nitions – forward may – analysis.

1 x ← amb

2 x ← 4

3 y ← x

Figure 3.10: An example of reaching def-
initions. Here definition from line 1 is no
longer reaching the definition before line
3 because the second definition kills its
reach.

[Cho+96]: Chow et al. (1996), “Effective
representation of aliases and indirect
memory operations in SSA form”
[Ste95]: Steensgaard (1995), “Sparse func-
tional stores for imperative programs”

collected from all predecessors. Then, output values are given by new
input values in𝑛 and removing a set of kill𝑛 values and adding new gen𝑛
values. The sets gen and kill are determined by the specific analysis
being used. For example, in the case of reaching definitions analysis,
new variable definitions are generated, while definitions eliminated in the
current block are killed.

Dataflow analysis can be either forward or backward. In the case of
forward analysis, data is propagated in accordance with the direction of
control-flow edges, whereas backward analysis propagates in the opposite
direction.

Another distinguishing feature of dataflow analysis is whether it provides
guaranteed information, which is referred to asmust analysis, or potential
information, also known as may analysis. These are differentiated by
the use of their confluence operator; in the case of may analysis, we
unify results, whereas must analysis employs an intersection of gathered
information in its equations.

As with abstract interpretation, we can utilize the fixpoint iteration to
solve the dataflow equations system. We leverage a worklist algorithm
that maintains a list of locations that require processing. These locations
are intuitively those that have not yet been processed or those that have
been influenced by a previous computation.

3.7.1 Points-to Analysis

In our language, it is essential to take into account the flow of data through
addressable memory. When we store a value in a particular location, we
want to identify all the possible places that can read from that memory,
so that we can forward the information to those places. However, in
the static analysis, such as dataflow analysis, we do not have a specific
location at hand. When we perform a store, we only know a pointer
register into which we store the value.

To address this, we need static information about so-called points-to
sets (alias sets), denoted as Pt, which are sets of pointer registers that
may point to the same location. We denote a points-to set for a pointer
register rp as pt(rp) ∈ Pt. With point-to sets in hand, we can treat them in
the dataflow analysis as registers (variables) [Cho+96; Ste95]. This means
that the store operation behaves as a value assignment, and the load
operation behaves as a read from a “points-to register”. This approach
allows us to perform dataflow analysis uniformly.

To obtain the point-to sets, we use points-to analysis, which comes in
various flavors, such as context-sensitive and field-sensitive. The context-
sensitive analysis considers various paths to specific memory manip-
ulations, while field-sensitive analysis differentiates between stores to
specific fields of memory objects. Irrespective of the algorithm used,
we obtain points-to sets with some degree of precision. The simplest
option would be to overapproximate all memory manipulations to a sin-
gle points-to set, which would result in propagation from each store to
all memory loads in the program. Regardless of the specific algorithm
used, we will leverage the points-to information in the following dataflow
analysis through memory.
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7: Consider the program from Fig-
ure 3.10. At the end of the program, we
say that all variables have constant ori-
gins; however, after the first line, x holds
a value of external origin.

̅𝑣

𝑣 ̂𝑣

⊥

Figure 3.11: Value origin lattice.

3.7.2 Reaching Abstraction

In our program, values can originate from two sources: internal (con-
stants) or external (program inputs) resulting from amb expressions. All
other expressions in the program operate on values from one of these
sources, either directly or transitively. In the following, we are interested
in categorizing expressions based on the origins of operands they compute
with. Specifically, we want to classify expressions to three categories:
expressions computing with values of internal origins, external origins, or
mixed origins depending on the dynamic control flow. This information
is particularly useful when we want to differentiate which operations
need to be performed concretely and which abstractly. Therefore, we
will refer to these categories as concrete, may abstract, and must abstract,
respectively.

Our goal is to determine, for each location in the program, which ori-
gins have content in the registers up to that point.7 Formally we assign
numbers (identifiers) 𝑁 to all the origins in the program. We distinguish
two sets of origins: external origins, denoted by 𝐴 ⊆ 𝑁, corresponding
to amb expressions, and internal origins, denoted by 𝐶 ⊆ 𝑁. At each
location in the program, we want the dataflow analysis to assign a set
of numbers from 𝑁 to each live register. For example, when we assign a
constant value to a register, we assign the corresponding number 𝑛 ∈ 𝐶
to the register in that location and overwrite (kill) whatever was assigned
to it previously. When we assign the result of a binary operation to a
register, we say that its origin is the union of the origins of both operands
involved in the operation (we perform a may analysis).

Register origins are classified by assigned numbers 𝑅 ⊆ 𝑁:

1. a register holds only concrete values if 𝑅 ⊆ 𝐶,

2. a register may hold an abstract value if 𝑅 ∩ 𝐴 ≠ ∅,

3. a register must hold an abstract value if 𝑅 ⊆ 𝐴.

Since this corresponds to a may analysis, where we unify sets of origin
numbers, we can simplify the numbering system to only the relevant cat-
egories. We use 𝑣 to represent a concrete set, ̂𝑣 to represent a completely
abstract set, and ̅𝑣 to represent a diverse set of concrete and abstract
origins. The dataflow analysis operates on these values. For example,
when an operation has operands characterized as both ̂𝑣 and 𝑣, its result
obtains a mixed origin ̅𝑣. As a matter of fact, we perform this analysis on
a lattice (cf. Figure 3.11), which defines how we unify the information in
the data flow.

This categorization scheme is limited to scalar computations. When
considering memory, we must also determine whether a pointer may
point to abstract content or whether the pointer itself is of external
origin. Additionally, pointers can be nested, which needs to be reflected
in the analysis. Therefore, in Definition 3.7.1, we define a more detailed
dataflow domain RA that captures this additional information of reaching
abstraction.
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a ← malloc sizeof(i32)

p ← malloc sizeof(ptr)

x ← amb

c ← amb

if c = 0

store x → a

else

store 0 → a

store a → p

b ← load a

At the location after the last statement,
the data flow of reaching abstraction re-
sults in the following labeling:

x ↦ v̂, c ↦ v̂, b ↦ ̅v
a ↦ P(v̅), p ↦ P(P(v̅))

Since amb produces abstract values, we
wrap them as pointers into allocated loca-
tions. The store of constant to a creates
a mixed value.
Figure 3.12: Dataflow labeling example.

Definition 3.7.1 The elements of the reaching abstraction domain Ra
are defined inductively:

▶ content can be arbitrary ⊤ ∈ RA or unspecified ⊥ ∈ RA,

▶ scalar content can be v, v̂, v̅ ∈ RA, which represent a concrete,
a must abstract, or a may abstract value,

▶ if 𝑥 ∈ RA \ {⊥} then P(𝑥), P̂(𝑥), P̅(𝑥) ∈ RA, which represent
a concrete pointer, a must abstract pointer, or a may abstract pointer
to 𝑥.

Note that the definition allow arbitrarily nested pointers. Fox instance
P(P(v̂)) is a pointer to a pointer to an abstract value, or ̂P(P(⊤)) is an
abstract pointer to concrete pointer to anything.

Moreover, we define an ordering ⊑ on the domain RA, which determines
how information merges in the data flow. For instance, if a register
contains both a concrete value and an abstract value, we assume that the
register can hold a mixed value. In more complex cases where a pointer
may point to a scalar value or a pointer to a value, we consider the pointer
to have an arbitrary destination, denoted as P(⊤). An example of the
intended reaching abstraction labeling is shown in Figure 3.12.

Definition 3.7.2 Reaching abstraction order ⊑ is defined inductively as:

▶ ⊥ is the smallest element, i.e., ⊥ ⊑ 𝑥 for all 𝑥 ∈ RA,

▶ ⊤ is the largest element, i.e., 𝑥 ⊑ ⊤ for all 𝑥 ∈ RA,

▶ 𝑣 ⊑ ̅𝑣 and ̂𝑣 ⊑ ̅𝑣,

▶ P(𝑥) ⊑ ̅P(𝑥) and P̂(𝑥) ⊑ P̅(𝑥) for all 𝑥 ∈ RA,

▶ if 𝑥1 ⊑ 𝑥2 then 𝑝(𝑥1) ⊑ 𝑝(𝑥2) where 𝑥1, 𝑥2 ∈ RA, 𝑝 ∈ {P, ̂P, ̅P}

Figure 3.13: Hasse diagram for reaching
abstraction domain RA.

v v̂

v̅

P(v) P(v̂)

P(v̅)

P(⊤)

P̅(v)

P̂(v) P̂(v̂)

P̂(v̅)

P̂(⊤)

P̅(v̂)

P(P(v))

⊥

̅P(v̅)

P̅(⊤)

⊤
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in𝑛
def= ⨆

𝑝∈pred(𝑛)
out𝑝

out𝑛
def= step𝑛(in𝑛)

Figure 3.14: Reaching abstraction sys-
tem of transfer functions.

8: Note that relational operations do not
return a concrete boolean since, in ab-
straction, the result can be one of three
values: true, false, and maybe.

Reaching abstraction analysis seeks to create a mapping 𝛿 ∶ Reg ∪ Pt →
RA for each program location. This map 𝛿 ∈ Δ assigns abstractness
information to all live registers Reg and points-to sets Pt at a particular
location. This mapping is given as a solution to the transfer equations
from Figure 3.14.

The input in Figure 3.14 is computed as the intersection of all maps,
meaning that all information about registers and points-to sets is unified
according to the RA order definition. The step𝑛 (transfer function) defines
how a particular statement 𝑛 modifies the reaching abstractions map. We
will now define step function for our language.

We define function gen ∶ 𝔼×Δ → RA for each expression to determine its
origins. For arithmetic, relational, and cast expressions, the gen function
typically involves taking the join of the operands.8 We formally define
the gen function as follows:

Definition 3.7.3 We write gen(E)𝛿 ∶ 𝔼 × Δ → RA to obtain reaching
abstraction value for expression E ∈ 𝔼 and map 𝛿 ∈ Δ:

gen(amb)𝛿
def= v̂ (ambiguous inputs)

gen(c)𝛿
def= v (constants)

gen(r)𝛿
def= 𝛿(r) (registers)

gen(not b)𝛿
def= gen(b)𝛿 (logic negation)

gen(𝑥1 ∘ 𝑥2)𝛿
def= gen(𝑥1)𝛿 ⊔ gen(𝑥2)𝛿 (binary operations)

gen(cast s to ty)𝛿
def= gen(s)𝛿 (cast operations)

With the generation function for expressions, we can define the step
function for program statements. We use step(stmt)𝛿

def= 𝛿′ to indicate
a reaching abstraction step that results in a new map 𝛿′. During the
dataflow analysis, we always join the dataflow label to a register or
points-to set, expressed as r ↦ 𝛿(r) ⊔ 𝑥. To abbreviate this notation, we
write 𝑟 ↦⊔ 𝑥 to denote the join of 𝑥 to the current label in 𝛿(r).

Definition 3.7.4 (Assignment statements) Register assignment state-
ments update register’s label with assigned expression label:

step(r <--- E)𝛿
def= 𝛿[r ↦⊔ gen(E)𝛿]

Definition 3.7.5 (Heap statements) Allocation creates a pointer to un-
specifiedmemory, and deallocation does not influence reaching abstraction
at all:

step(rp <--- malloc s)𝛿
def= 𝛿[rp ↦⊔ P(⊥)]

step(free rp)𝛿
def= 𝛿

Definition 3.7.6 (Memory accessing statements) Instead of assigning
values to registers, the memory manipulation operations act on points-
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to sets that are virtual values representing all possible locations for a
particular pointer.

step(store 𝑥 -->- rp)𝛿
def= 𝛿[pt(rp) ↦⊔ gen(𝑥)𝛿]

step(r <--- load rp of ty)𝛿
def= 𝛿[r ↦⊔ 𝛿(pt(rp))]

It is important to note that since functions are pointers, we also define
point-to sets on their symbol names. This allows us to resolve indirect
dataflow calls as well.

Definition 3.7.7 (Call statement) During a function call, data flow is
forwarded from call arguments to function parameters.

step(r <--- call fun(E1, … , E𝑛))𝛿
def= 𝛿[r ↦⊔ 𝛿(pt(fun))] ⊔

𝛿[𝑝𝑖 ↦⊔ gen(E𝑖)𝛿]

where 𝑝𝑖 is 𝑖th parameter of function fun.

Definition 3.7.8 (Return statement) Return from function propagates
to all possible call sites:

step(ret E) def= 𝛿[pt(fun) ↦⊔ gen(E)𝛿]

where here fun is a function in which the return statement is located.

With the step function defined, we can now describe a work list algorithm
for reaching abstraction. This algorithm follows the standard template for
the forward dataflow analysis fixpoint algorithm. By default, we assign
all values ⊥. In the dataflow worklist algorithm, we iteratively refine the
map.

Algorithm 1: Reaching Abstractions Work list Algorithm

Input :control flow graph 𝐺 = ⟨𝑄, 𝐸⟩
1 forall 𝑞 ∈ 𝑄 do
2 𝑞 ← ∅
3 end
4 worklist ← 𝑄
5 while worklist is not empty do
6 𝑛 ← pop(worklist)
7 forall 𝑝 ∈ pred(𝑛) do
8 in(𝑛) ← in(𝑛) ⊔ out(𝑝)
9 end

10 out(𝑛) = step𝑛(in(𝑛))
11 if out(𝑛) changed then
12 foreach 𝑠 ∈ succ(𝑛) do
13 push(𝑠,worklist)
14 end

15 end

16 end
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Definition 3.7.9 A statement 𝑠𝑟 de-
pends on statement 𝑠𝑤 if there is an
execution in which statement 𝑠𝑟 reads
from memory or registers written by
statement 𝑠𝑤.

[SX18]: Sui et al. (2018), “Value-flow-
based demand-driven pointer analysis for
C and C++”

x ← amb 1 H𝛿[𝑥 ↦ ̂𝑣]I
y ← 1

while x < y 2 H𝛿[cond ↦ ̅𝑣]I
z ← x + 2 3 H𝛿[𝑧 ↦ ̅𝑣]I
y ← y + 1

w ← z 4 H𝛿[𝑤 ↦ ̅𝑣]I

Figure 3.15: A simple reaching abstrac-
tion example.

After the first call of function add:

fn add(a, b) 2 H𝛿[𝑎 ↦ ̂𝑣]I
ret a + b 3 H𝛿[𝑟 ↦ ̅𝑣]I

fn main()

x ← amb 1 H𝛿[𝑥 ↦ ̂𝑣]I
y ← add(x,1) 4 H𝛿[𝑦 ↦ ̅𝑣]I
z ← add(1,x) 5 H𝛿[𝑧 ↦ ̅𝑣]I

After the second call of function add:

fn add(a, b) 6 H𝛿[𝑎, 𝑏 ↦ ̅𝑣]I
ret a + b 7 H𝛿[𝑟 ↦ ̅𝑣]I

fn main()

x ← amb

y ← add(x, 1)

z ← add(1, x)

Figure 3.16: A function call dataflow ex-
ample.

In summary, the reaching abstraction are computed using the step op-
eration on each operation in the work list. If the operation changes the
reaching abstractions map 𝛿, we propagate this information forward to
all successor statements. It is important to note that these successors
are not control flow successors but rather data dependent statements (cf.
Definition 3.7.9).

Fortunately, the ssa form of LLVM IR provides a suitable representation of
the dependencies (def-use chain) for our dataflow approximation [SX18].
This allows us to utilize the inherent direct dataflow graph to obtain data
dependencies. The same approach can be used for our language as well.
The direct data dependencies can be obtained by identifying the users
of a written register. Moreover, we need to address memory dataflow
dependencies, which are represented using points-to sets. As mentioned
earlier, these behave as regular registers – we can operate on their users
in the same manner. In the following, we give a definition of successors
for our language.

Definition 3.7.10 The succ relation refers to a set of dependent state-
ments influenced by a given statement stmt. If the dataflow algorithm
updates 𝛿 based on stmt, we also need to update the values of its dependent
statements.

succ(r <--- E) def= users(r)
succ(rp <--- malloc s) def= users(rp)
succ(store v -->- rp)

def= users(pt(rp))
succ(r <--- load rp of ty) def= users(r)

succ(r <--- call fun(E1, … , E𝑛)) def= {𝑝 ∣ 𝑝 is a parameter of fun} ∪
users(r)

succ(ret E) def= users(pt(fun))

In Figure 3.15, we illustrate the process of reaching abstraction. Starting
from amb expression 1 , we propagate to all its users 2 and 3 , including
a loop condition stored in an intermediate register, denoted as cond in the
locations map. Propagated values are ̅𝑣 due to combining concrete and
abstract origins. Finally, we propagate origins from z to its user w 4 .

Figure 3.16 shows dataflow propagation to and from a function. Starting
from x 1 , we assign an abstract origin to the first parameter 2 and
propagate it to the return value 3 , resulting in ̅𝑣 due to mixed-domain
computation. We then propagate the information of possible abstraction
to all call sites of the function add 4 , 5 . In the second call, we mark
the second parameter as potentially abstract 6 , and since computation
7 does not generate new information, we do not need to propagate the
result further.

In this thesis’s presented compilation-based abstraction, we use the reach-
ing abstraction technique to distinguish between concrete and abstract
execution. By doing so, we are able to minimize the number of operations
that need to be abstracted. Furthermore, the RA domain granularity al-
lows us to discern the particular type of abstraction being used, whether
it is scalar, aggregate, or pointer abstraction.



46 3 Computation Model

This approach sets us apart from compilation-based analyses such as
SymCC [PF20] and SymSan [Che+22]. These tools instrument all opera-
tions in the LLVM IR; consequently, they must determine this information
during program execution.

Summary

In this chapter, we introduced the model of computation that we will
use throughout the rest of the thesis, which is an LLVM-like language.
We provided its syntax and concrete semantics. Furthermore, we gave
an overview of program analysis techniques, like abstract interpre-
tation, execution, and model checking, which we have related to the
presented execution model. Finally, we have delved into dataflow anal-
ysis, presenting a new reaching abstraction analysis. This analysis is
fundamental for the syntactic analysis described in Chapter 9.
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Scalar abstraction concerns elementary program values such as integers,
booleans, and floating-point values. Its goal is to circumvent the need to
enumerate all possible ambiguous values and instead work with a set of
values at once. The challenge lies in effectively representing this set of
abstract values, as full set enumeration does not offer much advantage.
Scalar abstractions typically describe sets of values through their prop-
erties, whether the value is positive or negative, whether it falls into a
certain range, or satisfies some generic predicate. The selection of these
properties results in varying levels of abstraction precision, which is a
balancing act between domain precision and the efficiency of its opera-
tions. As seen in sign analysis, less complex properties often lead to more
efficient analysis but may sacrifice precision.

The preceding chapters introduced simple language and common tech-
niques for program analysis. This chapter and the following will explore
various abstract domains and formalize their abstract semantics. This
chapter focuses on scalar abstract domains with an emphasis on symbolic
abstraction, which is the main topic of my published work. The following
research questions will be addressed in this chapter:

RQ1 What domains are suitable for program verification, and what
are their practical applications?

RQ2 How does abstraction interfere with concrete semantics, con-
trol flow and other domains, and what are the implications for
program analysis?

RQ3 How can we improve the precision of scalar abstraction during
program analysis, and what are effective refinement techniques?

RQ4 How to re-cast symbolic execution as a scalar abstract domain?
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[Kil73]: Kildall (1973), “A Unified Ap-
proach to Global Program Optimization”

⊤

0−1−2… 1 2 …

⊥

Figure 4.1: Lattice of constant propaga-
tion abstract domain 𝒜cp.

1: The interval domain does not meet
ascending chain condition.

[CZ11]: Cortesi et al. (2011), “Widening
and narrowing operators for abstract in-
terpretation”
[CC92]: Cousot et al. (1992), “Compar-
ing the Galois Connection and Widen-
ing/Narrowing Approaches to Abstract
Interpretation”

[Bla+03]: Blanchet et al. (2003), “A Static
Analyzer for Large Safety-critical Soft-
ware”
[LJG11]: Lakhdar-Chaouch et al. (2011),
“Widening with Thresholds for Programs
with Complex Control Graphs”

[Bag+05]: Bagnara et al. (2005), “Precise
widening operators for convex polyhe-
dra”
[FG10]: Feautrier et al. (2010), “Accel-
erated Invariant Generation for C Pro-
grams with Aspic and C2fsm”
[GH06]: Gonnord et al. (2006), “Combin-
ing Widening and Acceleration in Linear
Relation Analysis”

To start, we recall a value abstraction, providing necessary operators. We
also state the relationship to the concrete execution described in Chapter 3.
Thereafter, we present a formal description of commonly known domains
for program analysis like interval or sign. Alongside this, we present
extensions of these simple domains for verification-specific use cases. For
now, we will consider only scalar abstraction.

4.1 State of the Art

We have already mentioned a few scalar domains: sign domain 𝒜±

or interval domain 𝒜i. They are examples of domains from a broad
category of non-relational numeric domains. These are domains that
reason about a single value and can not inherently utilize relational
information between program values.

A constant propagation domain 𝒜cp (see Figure 4.1) is another example
of property domain used in optimization techniques [Kil73]. Probably
the simplest of domains is a single value domain 𝒜�. The single value
domain is useful if we want to omit a variable from the model of the
program. The two-value domain that contains two possible elements
(⊤, ⊥) is also called the definedness domain 𝒜D. Because with ⊤, we
can denote that value is defined, respectively undefined with ⊥. Despite
its simplicity, it can be useful to detect reachability of program locations.

Since the precision of an abstract domain highly depends on the program
structure, many abstract domains were designed to track various program
properties. The first domain presented by Cousot [CC77a] to achievemore
precise results was an interval domain 𝒜i. In the interval abstraction, a
set of values is represented by its minimal and maximal value. Because
in some cases, it is not possible to determine the boundary values, the
interval domain utilizes infinities to denote arbitrary bound –we represent
arbitrary value ⊤𝑖 by [−∞, ∞] and undetermined value ⊥𝑖 by an empty
interval ∅.

Unfortunately, with the infinite lattice of the interval domain,1 abstract
interpretation will obtain a possible infinite or impractically long exe-
cutions (e.g., when the interpretation can not determine the bound of
a loop it can increment the boundary of an interval indefinitely never
reaching the fixpoint). Therefore, abstract interpreters employ widening
and narrowing techniques to accelerate convergence [CZ11; CC92]. The
idea of widening is to overshoot the least fixpoint after few unsuccessful
iterations of the interpretation and subsequently by narrowing to refine
the over-approximated solution. By different implementation of widening
and narrowing, abstract interpreters employ different strategies to achieve
convergence – for example widening with thresholds [Bla+03; LJG11],
delayed widening, parma widening [Bag+05] or abstract acceleration
[FG10; GH06].

An alternative approach to tackle infinite interpretation that does not
require any extrapolation operator is policy iteration [Cos+05; Gau+07;
GS07a; GS07b; GS11]. The idea of policies is to compute fixpoint solution
of a sequence of simpler semantic equations, such that the least fixpoint
is reached after a finite number of iterations. The sequence of policies
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Figure 4.2: 𝒜cs is a joint sign (𝒜±) and
constant propagation (𝒜cp) domain.

[Min12]: Miné (2012), “Abstract domains
for bit-level machine integer and floating-
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[SR17]: Sharma et al. (2017), “Sound Bit-
Precise Numerical Domains”
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[LSA16]: Lee et al. (2016), “Verifying Bit-
Manipulations of Floating-Point”

defines a strategy to approach the fixpoint either from above or below.
Policies are formed from a decomposition of original abstraction.

Scalar abstract domains, in LART, take care of representation of the ground
LLVM values, such as integers and floating-point values. The traditional
scalar domains are also known in the literature as numerical abstract
domains defined by Cousot in [CC77a]. In Cousot’s original approach, the
abstraction is designed only for programs without memory and recursion;
hence, abstract only program variables and performs context-insensitive
analysis. We will call this restricted model as Cousot’s program model.
Since LLVM IR does not directly correspond to this model, we need to
adjust Cousot’s model to our state description. In LLVM IR for an abstract
domain 𝒜, the numerical abstraction extends the state definition so that
registers can hold abstract values. These program registers can be handled
as Cousot’s variables.

However, the problem arises on the boundaries with memory. The sim-
plest solution would be to lower abstract values to concrete domain with
concretization function 𝛾, but we would lose any advantage of abstraction.
Moreover, the concretization might not even be finite. Hence, we must
expand our program’s memory to hold abstract scalar values.

Cousots’s model can also be extended to context-sensitive analysis, either
by abstracting call-stack for interprocedural analysis [BW04; SJ11], or
summarization of functions [BH19]. These techniques are extended to
handle recursion in multiple works [CC77c; CC01]. Alternatively, inter-
procedural analysis can be achieved by a dynamic approach. Dynamic
execution allows the analysis to preserve context-sensitivity because
it preserves call-stack as in the state of the program. Since we aim to
perform abstract execution of LLVM dynamically, we will obtain the
interprocedural analysis as a consequence of execution.

Furthermore, it is possible to combine multiple domains to reason about
multiple properties either by keeping each property separately or by
reduced product of domains (see Figure 4.2), which is more precise and
more efficient than multiple separate interpretations [CCM11].

Several approaches have been taken to adapt traditional numerical do-
mains for bit-precise analysis. For example, Miné et al. in [Min12] adapted
the interval andmodular domains to handle computer integers in wrapped
arithmetic and used a predicate domain for floating-point computation.
[SR17] presents a generic way to adapt domains that reason about affine-
inequalities to an overflow-aware analysis, and [DOM21] takes also endi-
anness into account.

As the semantics of computer floating point numbers diverges even further
from a mathematical representation of numbers and the precise symbolic
representation usually struggles even with small programs, there have
been multiple attempts to describe them abstractly. For instance, [LSA16]
defines a domain that allows operating also on bit-representation of
floating point values.

Domain-specific abstractions

Aside from the general-purpose domains discussed earlier, real-world
program verification calls for domain-specific abstractions. Most numer-
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ical domains, which operate with unbounded numbers, are unsuitable
for a sound representation of computer numbers. To accurately reflect
properties of bit-precise arithmetic, such as overflows, recent abstract do-
mains have employed bit-vector logic to mimic processor semantics [SR17;
STR13]. Similar domains were also developed for floating-point arith-
metic [PGM04]. To address memory model properties, predicate abstrac-
tion is often used in analysis [Dan+13]. The challenges of machine code
analysis are further explored in [Rep+10].

More domain-specific abstractions are used to analyze database querying
languages [HC12]; system components like filters [Fer04] or synchronous
clocks [Fer05].

An example of system-level static analysis is an Extended Berkely Packet
Filter (eBPF) [Fle17; MJ93]. It is a language and run-time used to extend
the functionality of the Linux operating system. It serves for generic
device drivers communication and permits user code to be executed in
kernel context. The Linux kernel has a static analyzer that can prevent
the execution of BPF code that violates rules, such as performing illegal
operations like dividing by zero, leaking information from kernel data
structures, or accessing kernel memory outside the permitted bounds. To
accomplish this, the abstractions used must match the low-level opera-
tional semantics [Ger+19]. For instance, an abstract domain of tristate
numbers tnum [Vis+21] keeps track of which bits are 0, 1, or unknown –
this allows for sound bit-precise static analysis.

Corner Case Domains

Many program errors can usually be detected by examining a small subset
of input values that may influence the program’s behavior. These can be
specifically treated constant values, default-initialized values (null values),
or other corner cases. For many of these, we can devise characteristic
corner case-targeting domains, like the nullity domain, to explore null
pointer dereference-related errors or floating point domain to represent
all corner-case values like infinities, zeros, or NaN.

The sign domain is, in a way, a corner case domain that defines three cases
for values: negative, positive, or zero. This approach can be expanded
beyond integers to floating point values, where the corner cases can be
defined as infinities, two zeros, and NaN. One of the benefits of using
corner-case domains is their efficient implementation, as operations can
be represented as transfer tables. Additionally, these domains can be
combined with functor domains, such as the powerset domain, to capture
all possible corner cases while maintaining precision. Moreover, their
simplicity, as their representation usually resembles the concrete values
they represent, allows for abstraction optimization.

4.2 Abstract Semantics

In the design of the domain, it is crucial to consider the objective of the
abstract analysis, which is to determine what should the abstract analysis
compute? Program proving tools aim to overapproximate the program
state space to avoid missing any potential errors. The lack of an error
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2: Soundness is already compromised by
considering only one program represen-
tation. Compilers usually enforce a pre-
determined order of evaluation that can
lead to behavior omissions which would
be present if the code is compiled dif-
ferently or for a different architecture.
Further, analysis tools usually operate
on Harvard architecture, where the ana-
lyzed code cannot be accessed or altered,
which presents a limited and potentially
flawed view of the program’s actual se-
mantics.

state in the abstracted state space implies that such a state does not exist
in the concrete state space. On the other hand, test generators or bug-
finding tools aim to underapproximate all program states to simplify
the analysis. In case of a reachable error, the abstract analysis identifies
a fault-inducing input (a test case).

The choice of abstraction is always a trade-off between precision, sound-
ness, and efficiency. We will now explore multiple abstract domains
ranging from the most simple unit domain to the most precise symbolic
abstraction. The soundness of domains varies depending on how one
models program semantics, whether the domain represents bit-precise
numbers, whether it can detect overflows, or how precisely it models
memory interactions. Abstractions make even more significant compro-
mises in concurrent environments. Depending on the granularity of the
steps, abstraction can omit some program interleavings or weak memory
behavior. This all leads to unsound but still valuable analysis.2

4.2.1 Abstract State

The fundamental advantage of scalar abstraction lies in its capacity to
operate independently on each program value, regardless of whether
it is stored in a register or memory. In practical terms, it is desirable
to enable both concrete and abstract values in the program since it is
frequently unnecessary to abstract the entire program. Rather, we may
only need to abstract those operations that may encounter abstract values
and consequently only their results (as discussed in the previous chapter
on reaching abstraction). To achieve this, we expand the definition of
concrete state to accommodate abstract scalar values alongside concrete
abstract values in scalar registers and memory content. It should be noted
that scalar abstraction does not interfere with the description of memory
block size, despite it being a scalar value, nor does it allow for abstract
pointer arithmetic; these aspects will be addressed in the subsequent
chapters on aggregate and pointer abstraction.

Recall concrete semantic domains from Figure 3.2. In the following ab-
stract semantic domains, we will designate with a ̂_ symbol all domains
that have been modified to incorporate abstract values. To accommo-
date abstract values from domain 𝒜, we expand the state definition by
permitting their storage in registers and memory content. Likewise, the
definition can also be extended for multi-domain analysis to include
multiple scalar abstract domains in respective environments.

̂𝜀𝑠 ∈ 𝔼𝕧s ≡ Reg
s

→ 𝒞s ∪ 𝒜 (scalar registers environment)
𝜀𝑝 ∈ 𝔼𝕧p ≡ Reg

p
→ 𝒞p (pointer registers environment)

̂𝑣 ∈ 𝕍̂ ≡ 𝒞s → 𝒞 ∪ 𝒜 (memory block content)

⟨𝑠, ̂𝑣⟩ ∈ B̂lk ≡ 𝒞s × 𝕍̂ (memory blocks)

̂𝜇 ∈ 𝔼𝕧𝜇 ≡ Id → B̂lk (memory environment)

𝜎̂ ∈ 𝔼𝕧 ≡ 𝔼𝕧s × 𝔼𝕧p × 𝔼𝕧𝜇 (program states)
Figure 4.3: Abstract scalar semantic do-
mains.

This gives us the definition of a scalar abstract state, which enables a com-
bination of concrete and abstract values. It is advantageous to perceive
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3: It is important to note that this per-
spective in compilation-based abstrac-
tion is only theoretical, as all values are,
in fact, realized concretely, e.g., intervals
as two integer values, and operations
may modify multiple concrete values in a
single abstract transformation step (both
interval bounds). We will describe this
later in Chapter 8.

4: Contretization in the concrete domain
is identity.

program states as a Cartesian product of domains. This can be theoreti-
cally accomplished by projecting all registers and memory contents to a
flattened 𝑛-tuple representing the program’s state values.

As a result, the program state can be treated as a direct Cartesian product
of its individual elementary value domains. Scalar operations applied to
this state gather elementary scalar values and alter only a single element
of the state and its corresponding domain, as required.3

By making use of the Galois connection for constituent domains, we can
exploit its inherent properties described in Chapter 2. Specifically, we
leverage that the Cartesian product of multiple domains also forms a
Galois connection. As a result, the properties of the constituent state
domains can be extended to the entire program state. For instance, when
we possess an abstract state 𝜎̂, given a Galois connection, we can view
it as a collection of concrete states defined as 𝛾(𝜎̂), as the concretization
can be applied element-wise4.

To keep things concise, we occasionally represent a program state using
the Cartesian product of program domains. Only later on, when we
discuss state equivalence checking, which is layout dependent, and the
use of explicit tools, we must consider the abstract state’s actual physical
layout.

4.2.2 Abstract Operators

While program abstraction may involve various specificities related to
abstract control and data flow, the essence of abstraction is still maintained
in abstract transformers. In other words, to perform abstract program
analysis, it is necessary to abstract the program-state transitions that
correspond to the edges of a control-flow graph. We refer to ôp as the
abstraction of computational statement op ∈ stmt𝑆.

The abstract transformer ôp from domain 𝒜 is a map that relates abstract
operands and result values. Its arity matches the arity of the concrete
counterpart op, but all operands are in the domain of transformer.

Consider a transformer for the sign domain

𝜏- = {(0, 0), (<0, >0), (>0, <0)}

This transformer describes the unary negation operation, which flips the
sign of abstract values. In practice, operations will be more complex, for
which we will either write a transfer table or step semantic functions that
describe how the operation alters the program state.

In the discussion on abstract operators (cf. Section 2.3), we defined best
abstraction of an operator op as 𝛾 ∘ op ∘ 𝛼, which serves as a guide for
constructing approximate solutions, though the actual best abstraction
is rarely constructible in practice. Nevertheless, when designing a do-
main, our goal is to make its transformers as close as possible to best
abstraction.

For instance, the abstraction of a binary operator op ∶ 𝒞 × 𝒞 → 𝒞 is
defined as ôp ∶ 𝒜 × 𝒜 → 𝒜. The most precise abstraction of ôp(𝑎, 𝑏) is
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[Mrá+16]: Mrázek et al. (2016), “Sym-
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Tr = {F, M, T}

M

F T

𝛾Tr(F) ≜ {F}
𝛾Tr(T) ≜ {T}
𝛾Tr(M) ≜ {F, T}

Figure 4.4: The tristate domain Tr rep-
resents value in a three-value logic: true
(T), false (F), and maybe (M).

given by the Galois connection, where the composition of concretization
and abstraction is defined as

ôp ≜ 𝛼𝒜 ∘ op ∘ 𝛾𝒜

Evaluating op on all possible combinations of concretized arguments is
usually extremely inefficient and yields diminishing gains for program
analysis. In abstraction, we aim to give sound and precise abstract op-
erators that efficiently abstract the computation. To ensure soundness,
the operation needs to overapproximate the result of the precise abstrac-
tion:

op ∘ 𝛾𝒜 ⊆ 𝛾𝒜 ∘ ôp

In the remainder of this chapter, we will use this rule as a guiding princi-
ple for designing sound abstract operations. In addition to soundness, it
is crucial to consider the complexity of operations. The scalar domains
presented earlier typically have transformers with constant time com-
plexity. However, when the transformer is not given as a transfer table
and involves relational reasoning, the operation can easily become a bot-
tleneck in the analysis. Symbolic execution, for example, often requires
using an SMT solver to decide the feasibility of program locations.

In a simple case where a program involves only a single abstract domain
if concrete and abstract values appear as operands in the evaluation of
a statement, we need to bring them to the shared domain following the
previous restriction. Since concretizing is often impractical, we lift the
concrete operands to the abstract domain using its abstraction function.

Later on, in Chapter 6, we discussmulti-domain programs and interactions
between domains. Nevertheless, we still need to ensure that operations are
performed within a single domain. Similarly to the interaction between
concrete and abstract values, we can rely on domain conversions to
handle the interaction between different abstract domains. We require
conversion functions to be sound with respect to concretization. Suppose
we have a conversion function 𝜒𝒜1→𝒜2

that converts values from domain
𝒜1 to 𝒜2. In order for this conversion to be sound, it must satisfy the
following condition:

𝛾𝒜1
⊆ 𝛾𝒜2

∘ 𝜒𝒜1→𝒜2

Our approach to abstraction involves defining abstract transformers solely
for expressions while preserving control flow explicitly. In later chapters,
where we cover memory abstraction, we will also introduce the abstrac-
tion of memory-manipulating statements. We refer to this approach
control-explicit data-abstract approach, akin to the control-explicit data-
symbolic approach presented in [Mrá+16].

This implies that control-flow statements need to be realized concretely.
Namely, we need to resolve branching in a concrete domain. In this
specific case, we employ concretization as a boolean condition implies
only two cases to be considered. However, to do so, we introduce an
intermediate domain called the tristate domain (Tr), which implements
three-value logic.

To use the tristate domain, we require the abstract domain to provide a
conversion function 𝜒𝒜→Tr that maps abstract values into three-value
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Definition 4.2.1 Conversion to tris-
tate is required to be sound underap-
proximation regarding the conditioned
control flow, i.e., it does not omit a
path. That is for 𝑣 ∈ 𝒜 and conver-
sion 𝜒𝒜→Tr(𝑣) = 𝑡 it holds:

T ∈ 𝛾𝒜(𝑣) ⟹ T ∈ 𝛾Tr(𝑡)
F ∈ 𝛾𝒜(𝑣) ⟹ F ∈ 𝛾Tr(𝑡)

Operation Effect on 𝜎̂

rs <--- � ̂𝜀𝑠[rs ↦ �]
rs <--- amb ̂𝜀𝑠[rs ↦ �]
rs <--- � ∘ v ̂𝜀𝑠[rs ↦ �]
rs <--- v ∘ � ̂𝜀𝑠[rs ↦ �]
rs <--- cast � to t ̂𝜀𝑠[rs ↦ �]

rb <--- � ⋄ v ̂𝜀𝑠[rs ↦ �]
rb <--- v ⋄ � ̂𝜀𝑠[rs ↦ �]
rb <--- 𝜒𝒜�→Tr(�) ̂𝜀𝑠[rs ↦ M]

rp <--- p + � ̂𝜀𝑝[rp ↦ �]
rp <--- � + v ̂𝜀𝑝[rp ↦ �]
rp <--- p - � ̂𝜀𝑝[rp ↦ �]
rp <--- � - p ̂𝜀𝑝[rp ↦ �]

Figure 4.5: Unit domain step semantics,
where ∘ are arithmetic operations, and ⋄
relational operations as described in Def-
inition 3.2.1. Note that this description
performs implicit abstraction in the case
of mixed computation, as described in
previous section. The domain only imple-
ments transformations over � values. For
that, we first abstract the concrete values,
for example:

� ∘ 𝑐 ≜ � ∘ 𝛼(𝑐) ≜ � ∘ � ≜ �.

logic values. This conversion guarantees a uniform interaction with
control flow and can be more efficient than direct concretization, which
may result in multiple values. Once we have concretized a tristate value
for a branch condition, we only need to explore multiple paths if the value
is M (i.e., if it could be both true and false).

It is important to note that relational operations do not directly return
tristate values, as booleans in LLVM IR can still be used as single-bit values
in computations. This would lead to unnecessary translations between
the tristate and other abstract domains. To differentiate branching from
computation, we leverage to-tristate conversion only when an abstract
value is used as a branch condition.

4.3 Scalar Domains

Let us revisit the value domain definition presented in Definition 2.3.6.
To expand on this, we introduce an additional set of conversions denoted
as 𝜒:

(𝒟, ⊑, 𝛾, 𝛼, ⊥, ⊤, 𝜏, 𝜒, ∪, ∩)

a partial order ⟨𝒟, ⊑⟩ with lattice operations join ∪ and meet ∩, an
abstraction function 𝛼, a concretization function 𝛾, the smallest ⊥ and the
largest element ⊤, and a set of abstract transformers 𝜏. Typically, we do
not require abstract transformers for all operations since some operations
may not have semantic meaning for a particular domain. Additionally,
we may define conversion operators to handle certain cases. For instance,
we define a conversion to the tristate domain 𝜒𝒜→Tr whenever domain
may interact with control flow.

4.3.1 Unit Domain

The simplest way to abstract any (non-empty) set of values, is to introduce
a single symbol representing all elements of the set, thereby losing all the
information contained in the particular values. We call this symbol the
unit and denote it by �.

Unit domain 𝒜� does not leave space for creativity in transformation
design. The most precise and the only abstraction of transformers always
takes and returns � values – see Figure 4.5. The interaction with other
domains also does not leave much space. Lowering of � value needs to
yield a ⊤ in a particular domain, e.g., M in the tristate domain.

Definition 4.3.1 Formally, the unit domain 𝒜� is defined as:

({�}, ⊑�, 𝛾�, 𝛼�, �, �, 𝜏�, ∪�, ∩�)

where order ⊑� and lattice operations ∪�, ∩� are trivial on single value
domain. An abstraction of arbitrary value 𝑣 is defined as 𝛼(𝑣) ≜ �,
whereas concretization yields the whole concrete domain 𝛾�(�) ≜ 𝒞.
Abstract transformers are given by Figure 4.5.
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x ← amb

y ← amb

if x = 0

ret 0

z ← y + 1

if z = 0

if x = 0

error

(⊥, ⊥, ⊥)

(A)

(�, ⊥, ⊥)

(�, �, ⊥)

(�, �, ⊥) (�, �, ⊥)

(�, �, ⊥) (�, �, �)

(�, �, �)(�, �, �)

(�, �, �)(�, �, �)

(�, �, �)

x <--�

y <--�

x = 0 x !!= 0

ret 0 z <-- y + 1

z !!= 0z = 0

x = 0 x !!= 0

error

(⊥, ⊥, ⊥)

(B)

(�, ⊥, ⊥)

(�, �, ⊥)

(�, �, ⊥) (�, �, ⊥)

(�, �, ⊥) (�, �, �)

x <--�

x <-- �

x = 0 x !!= 0

ret 0 z <-- y + 1

Figure 4.6: Example of unit domain computations for program on the left. Examine two abstractions, the first (A) abstracts both ambiguous
values as � values, the second abstract x as �, and y as slicing value �. We represent program states as a cartesian product of values
𝑥, 𝑦, 𝑧. The first noteworthy thing is that the unit domain is non-relational. Therefore, even when we decide that x !!= 0 on the first
branch, we still reach an error behind the second condition x = 0. In the second abstraction (B), one can observe how the slicing domain
terminates the execution on condition when z is �. Nevertheless, arithmetic operations using � continue to be carried out. Note that for
simplicity, we abbreviated the branch computation process. This actually includes computing the branch predicate, converting it to a
tristate domain, and then concretizing it to a boolean value. Only then do we execute the conditional jump.

Despite its simplicity, the unit domain can be a versatile tool for program
analysis. Abstracting to it eliminates variables from the program, allow-
ing us to explore all program paths regardless of the variable value since,
when used in conditional statements, both outcomes will be considered.
However, when working with variable-size objects, extra caution is nec-
essary. To address this, we can abstract the content of arrays or objects
in the same way so that any access to these objects at any index returns
a � value. Additionally, signaling an out-of-bounds error on every access
to these arrays is necessary to ensure the abstraction overapproximates
the concrete program.

Further attention needs to be paid to concurrency. In concurrent applica-
tions, loads and storesmust not be eliminated as a result of this abstraction,
and for this reason it may be necessary to mark loads/stores of (possibly)
abstract values as volatile. Otherwise, we might mask possibly visible
effects, and therefore change the program behavior.

On the contrary, if our goal is to eliminate dependence on a specific
variable completely, we can augment the 𝒜� domain to terminate on
conditional branching on a � value. This domain is referred to as a
slicing unit and denoted as �. We realize the termination in the domain
conversion to the tristate domain by using an exit statement instead of
conversion. However, this approach results in underapproximation since
it conceals possible program behaviors. This abstraction is analogous to
dynamic program slicing, where we can designate unimportant variables,
and the abstraction will exclude their dependent computations (refer to
Figure 4.6).
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⊤±

0 >0<0

⊥±

Figure 4.7:AHasse diagram for a simple
sign domain 𝒜±.

𝜒±→Tr( ̂𝑣) ≜

⎧{{
⎨{{⎩

T if ̂𝑣 ∈ {>0, <0}

F if ̂𝑣 = 0

M if ̂𝑣 = ⊤±

Figure 4.9: To-tristate conversion from
sign domain. Note it is not complete, as
we do not define computation for ⊥ val-
ues.

As we will demonstrate in Chapter 9, it is possible to perform slicing also
during the static analysis phase by optimizing the abstracted program
linked with the unit domain through the compiler. In compilation, the
compiler performs constant folding on unit values, which allows for
efficient slicing. This optimization technique is explored further in our
case study on abstraction optimization.

4.3.2 Sign Domain

A sign domain 𝒜± is a bit more complex non-relational value domain
that reasons about value signedness properties. We distinguish positive
value >0, negative value <0, zero value 0, arbitrary value ⊤±, or undefined
value ⊥±. This domain enables the detection of potential division by
zero errors or violations of function contracts that mandate positive or
negative values.

Definition 4.3.2 Formally, a sign domain 𝒜± is defined as:

({⊥±, 0, >0, <0, ⊤±}, ⊑±, 𝛾±, 𝛼±, ⊥±, ⊤±, 𝜏±, 𝜒±, ∪±, ∩±)

The Hasse diagram for the sign domain lattice is presented in Figure 4.7.
The diagram implicitly defines abstract order ⊏±, the lattice operations
join ∪± and the meet ∩±.

The domain is equipped with Galois connection 𝒞 −−−→←−−−
𝛼±

𝛾±
𝒜± defined

in Figure 4.8. We give conversion into tristate domain in Figure 4.9.
Additionally, 𝜏± defines the set of abstract transformers, which will be
covered in depth in subsequent text.

Figure 4.8: Sign domain 𝒜± abstraction
& concretization. Note that in implemen-
tation, we define specific functions for
each bitwidth and type.

𝛼±(𝑐) ≜

⎧{{
⎨{{⎩

<0 if 𝑐 < 0

0 if 𝑐 = 0

>0 if 𝑐 > 0

𝛾±(⊥±) ≜ ∅
𝛾±(>0) ≜ {𝑛 ∣ 𝑛 > 0}
𝛾±(0) ≜ {0}

𝛾±(<0) ≜ {𝑛 ∣ 𝑛 > 0}
𝛾±(⊤±) ≜ 𝒞

Abstract union and intersection are given by lattice lub ∪±
def= ⊔± and glb

∩±
def= ⊓±. Due to galois connection, it is given that ∩± is exact. The ∪± is

also exact, which is actually quite rare – the union of the sets represented
by two abstract elements is seldom exactly representable.

One common approach to defining abstract operations is through the use
of table schemas, which outline abstract transfer functions. Specifically,
for binary operations ∘, a two-dimensional table is employed, where
the value 𝑣± at the intersection of row 𝑟± ∈ 𝒜± and column 𝑐± ∈ 𝒜±

represents the transfer 𝑟± ∘ 𝑐± = 𝑣±. Luckily, the sign abstraction being
perfect, the transfer functions can be derived almost automatically from
the definition, i.e., ̂𝑎1 ∘ ̂𝑎2 = 𝛼±(𝛾±( ̂𝑎1) ∘ 𝛾±( ̂𝑎1)). We describe few
interesting transformers in Figure 4.10.
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+ ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± >0 >0 ⊤± ⊤±

0 ⊥± >0 0 <0 ⊤±

<0 ⊥± ⊤± <0 <0 ⊤±

⊤± ⊥± ⊤± ⊤± ⊤± ⊤±

- ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± ⊤± >0 >0 ⊤±

0 ⊥± >0 0 <0 ⊤±

<0 ⊥± <0 <0 ⊤± ⊤±

⊤± ⊥± ⊤± ⊤± ⊤± ⊤±

* ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± >0 0 <0 ⊤±

0 ⊥± 0 0 0 0

<0 ⊥± <0 0 >0 ⊤±

⊤± ⊥± ⊤± 0 ⊤± ⊤±

/ ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± >0 ⊥± <0 ⊤±

0 ⊥± 0 ⊥± 0 ⊤±

<0 ⊥± <0 ⊥± >0 ⊤±

⊤± ⊥± ⊤± ⊥± ⊤± ⊤±

% ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± ⊤± ⊥± ⊤± ⊤±

0 ⊥± 0 ⊥± 0 ⊤±

<0 ⊥± ⊤± ⊥± ⊤± ⊤±

⊤± ⊥± ⊤± ⊥± ⊤± ⊤±

<<< ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± ⊤± >0 ⊤± ⊤±

0 ⊥± 0 0 0 ⊤±

<0 ⊥± ⊤± <0 ⊤± ⊤±

⊤± ⊥± ⊤± ⊤± ⊤± ⊤±

= ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± ⊤± 0 0 ⊤±

0 ⊥± 0 >0 0 ⊤±

<0 ⊥± 0 0 ⊤± ⊤±

⊤± ⊥± ⊥± ⊤± ⊤± ⊤±

≠ ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± ⊤± >0 >0 ⊤±

0 ⊥± >0 0 >0 ⊤±

<0 ⊥± >0 >0 ⊤± ⊤±

⊤± ⊥± ⊤± ⊤± ⊤± ⊤±

< ⊥± >0 0 <0 ⊤±

⊥± ⊥± ⊥± ⊥± ⊥± ⊥±

>0 ⊥± ⊤± 0 0 ⊤±

0 ⊥± >0 0 0 ⊤±

<0 ⊥± 0 >0 ⊤± ⊤±

⊤± ⊥± ⊤± ⊤± ⊤± ⊤±

Figure 4.10: An example of sign domain abstract operation table schemas. The definition of operation schemas is contingent on whether
overflows are considered. However, given the high level of imprecision in the sign domain with overflows, we demonstrate the abstraction
in an underapproximative domain that accounts for unbounded values.

[FR99]: Filé et al. (1999), “The powerset
operator on abstract interpretations”

4.3.3 Powerset Domain

Maintaining fine-grained information is often desirable in abstractions.
To achieve this, one can compute in a powerset domain [FR99], where
operations are performed over a set of abstract values instead of elemen-
tary values. For example, (<0) * (>0) would yield the ⊤± value in the
elementary sign domain, whereas, in the powerset sign domain, the re-
sult would be {<0, >0}, excluding zero from the result. This is crucial in
reducing false positive cases.

The powerset domain is not a domain by itself but rather a domain adaptor,
also known as a functor domain, which transforms an elementary domain
to perform computations on sets of its elementary values. To denote the
powerset domain created from the elementary value domain 𝒜, we will
write ℘(𝒜). The concept behind the powerset domain is straightforward.
Given an abstract domain 𝒜, any subset 𝑆 of 𝒜 represents the union of
its elements in the concrete domain 𝒞.

Functor domains generally serve as templates for creating domains. They
are parametrized by other domains, and their operations are defined in
terms of the operations from these domains. For instance, the powerset
domain defines its operations on set elements using the operations of the
parameter domain.
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⊤±

≠0 ≥0≤0

0 >0<0

⊥±

Figure 4.11: A Hasse diagram for ℘(𝒜±)
domain with strict inequalities. For
brevity, we denote elements: {>0, <0} as
≠0, {>0, 0} as ≥0, and {<0, 0} as ≤0.

Example 4.3.1 Consider ̂𝑆1, ̂𝑆2 ∈ ℘(𝒜). The addition in ℘(𝒜) is
defined as the elementary addition from 𝒜 on all elements of the sets:

̂𝑆1 +℘(𝒜)
̂𝑆2 ≜ { ̂𝑣1 +𝒜 ̂𝑣2 ∣ ̂𝑣1 ∈ ̂𝑆1 ∧ ̂𝑣2 ∈ ̂𝑆2}

Given an abstract domain 𝒜 with functions 𝛼𝒜, 𝛾𝒜, and set of transform-
ers 𝜏𝒜, we will now construct a general powerset domain ℘(𝒜) without
compromising the soundness of the elementary abstract domain 𝒜 and
being at least as precise as the domain 𝒜.

Definition 4.3.3 Elements of powerset domain ℘(𝒜) are defined as:

▶ ⊥℘(𝒜) ≜ ∅ and ⊤℘(𝒜) ≜ 𝒜

▶ A concretization of ̂𝑆 ∈ ℘(𝒜) is defined as:

𝛾℘(𝒜)( ̂𝑆) ≜ ⋃{𝛾𝒜( ̂𝑣) ∣ ̂𝑣 ∈ ̂𝑆}

▶ An abstraction of 𝑣 ∈ 𝒞 is defined as singleton set:

𝛼℘(𝒜)(𝑣) ≜ {𝛼𝒜(𝑣)}

▶ Binary operations ∘ ∶ ℘(𝒜) × ℘(𝒜) → ℘(𝒜) are induced from
∘𝒜 ∶ 𝒜 × 𝒜 → 𝒜 as:

̂𝑆1 ∘℘(𝒜)
̂𝑆2 ≜ { ̂𝑣1 ∘𝒜 ̂𝑣2 ∣ ̂𝑣1 ∈ ̂𝑆1 ∧ ̂𝑣2 ∈ ̂𝑆2}

▶ Likewise unary operations and casts as ̂𝑓℘(𝒜) ∶ ℘(𝒜) → ℘(𝒜) are
induced from ̂𝑓𝒜 ∶ 𝒜 → 𝒜 as:

̂𝑓℘(𝒜)( ̂𝑆) ≜ { ̂𝑓𝒜( ̂𝑣) ∣ ̂𝑣 ∈ ̂𝑆}

▶ Tristate conversion is defined as a join over all constituent tristate
conversions:

𝜒℘(𝒜)→Tr( ̂𝑆) ≜ ⨆{𝜒𝒜→Tr( ̂𝑣) ∣ ̂𝑣 ∈ ̂𝑆}

For a comprehensive understanding of the powerset domain, refer to
the foundational publication [FR99]. In this thesis, the powerset domain
serves as an example of a functor domain to introduce the concept. To
showcase its usefulness, constructing a powerset domain ℘(𝒜±) from
the sign domain results in the domain illustrated in Figure 4.11. This
transformation enables us to consider non-strict inequalities by grouping
0 with either positive or negative values. Additionally, it gives us the
capability to express all non-null values as {<0, >0}.

4.3.4 Product Domain

As one can observe, various domains can reason about diverse program
properties, which yields different precision of the analysis. Abstraction
through multiple domains can effectively address imprecision. Instead
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of performing program analysis with each domain individually, it is ad-
vantageous to use multiple domains simultaneously. This not only saves
time by avoiding repetitive analysis but also allows the domains to sup-
port each other in eliminating unreachable executions and reducing false
positives.

A commonly used approach to multi-domain analysis is the direct product
of two domains, 𝒜 and ℬ, represented as 𝒜×ℬ. This is a set of all ordered
pairs ⟨𝑎, 𝑏⟩ where 𝑎 belongs to 𝒜 and 𝑏 belongs to ℬ. One can see that the
direct product is a functor domain parametrized by its element domains.
This idea can be easily extended to include more than two domains.

Note the difference to the cartesian product of domains, which is used
to represent multiple values in an abstract state. In contrast, the product
domain expresses properties of a single value in multiple domains.

The operations in the product domain are derived from the constituent
domains and applied element-wise, as given in the following definition.

Definition 4.3.4 Formally, all arithmetic and relational operations on a
product domain 𝒜 × ℬ are performed element-wise:

⟨𝑎1, 𝑏1⟩ ∘ ⟨𝑎2, 𝑏2⟩ def= ⟨𝑎1 ∘ 𝑎2, 𝑏1 ∘ 𝑏2⟩

When it comes to operations that involve the concrete domain, special
consideration needs to be taken. It’s crucial to specify how to concretize
pairs of values or which value to use to direct control-flow branching.
A set intersection of two concretizations 𝛾𝒜(𝑎) ∩ 𝛾ℬ(𝑏) can be employed,
but it is often too restrictive or difficult to compute. Sometimes, one
domain in the product can only be supplementary for certain operations,
so we do not want to treat it always in cost-demanding operations such as
concretization. To address this, we can parametrize the product domain
with a strategy for handling domain interactions.

In practice, a more accurate variation of the direct product, known as
reduced product, is commonly used [Cou+07; TCR13]. This is because it
removes duplicit domain elements, making the domain smaller and more
efficient. In this thesis, we will suffice with the simple direct product.

4.3.5 Interval Domain

The interval abstraction, denoted by 𝒜i, is a way to express the smallest
and largest values that a variable (register value) can take. It summa-
rizes a range of values as a lower bound (𝑣), and an upper bound (𝑣). If
the bounds are ambiguous, they are considered to be infinite, which is
represented as the lowest, respectively greatest, machine-representable
integer r of a given bitwidth. This representation, however, can not reason
about overflow errors and may not soundly reflect overflow arithmetic.
Some adaptations of the interval domain take into account wrapped arith-
metic, such as [Nav+12]. However, for our demonstration of domains
for compilation-based abstraction is sufficient to use a more basic form
of the interval domain, as it can easily be expanded to more advanced
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forms later on. Despite this, interval abstraction is useful because it pro-
vides a compact representation and efficient constant-time operations for
arithmetic and relational calculations.

We define the interval domain as in [Cou21], the values of the interval
domain are:

𝒜𝑖 ≜ {∅} ∪ {[𝑣, 𝑣] ∣ 𝑣, 𝑣 ∈ 𝒞 ∧ 𝑣 ≤ 𝑣}
∪ {[−∞, 𝑣] ∣ 𝑣 ∈ 𝒞} ∪ {[𝑣, ∞] ∣ 𝑣 ∈ 𝒞} ∪ {[∞, ∞]}

where an empty interval ⊥𝑖 = ∅ is encoded by any invalid interval [𝑣, 𝑣]
with 𝑣 < 𝑣. Intervals are accompanied by a partial order ⊑𝑖 on 𝒜i defined
as inclusion:

∅ ⊑𝑖 [𝑎, 𝑎] ⊑𝑖 [𝑏, 𝑏] iff 𝑏 ≤ 𝑎 ≤ 𝑎 ≤ 𝑏

For that, the maximal interval is ⊤𝑖 = [−∞, ∞]. Notice we do not allow,
[−∞, −∞] and [∞, ∞]. In the computation with infinities we presume,
∞ ∘ ∞ = ∞, and cast ∞ to ty = ∞, similarly for −∞. All operations
with ⊥𝑖 result in ⊥𝑖 as the computation with an empty set are not defined.
Converting between the abstract, concrete and tristate domain is given
as:

𝛼𝑖(𝑉 ) ≜ [min(𝑉 ),max(𝑉 )]
𝛾𝑖([𝑣, 𝑣]) ≜ {𝑣 ∈ 𝒞 ∣ 𝑣 ≤ 𝑣 ≤ 𝑣}

𝜒𝑖→Tr([𝑣, 𝑣]) ≜

⎧{{
⎨{{⎩

T if 𝑣 < 0 ∨ 𝑣 > 0

F if 𝑣 = 0 = 𝑣

M otherwise

The effects of interval operations are summarized in Figure 4.12.

In Figure 4.12, we provide only a definition for the relational operation <.
The remaining relational operations can be defined in a similar manner.
During abstract execution, if a bottom value is obtained, the process
terminates. Thus, there is no need to specify the implementation of
relational operations on ⊥𝑖.

Similarly to other domains, we let the underlying interpreter yield an
error in cases like division by zero. For simplicity, the semantics have
been kept as concise as possible, despite the availability of more accu-
rate implementations. For example, a more precise implementation is
proposed in [HJV01]. These checks can always be performed as an addi-
tional assertion, such as adding an assertion for non-zero values before
division.

In the context of compilation-based abstraction, the interval domain
is a noteworthy domain due to its simple scalar representation. This
property enables a compiler to perform easily constant folding of interval
computations, what simplifies the subsequent dynamic analysis.

Moreover, we have implemented the interval domain as a functor domain
that is parametrized by the domain of bounds. This design enables us to
specialize the bounds to be bit-precise or even relational, using relational-
bound domain, such as terms presented later in this chapter. This is
similar to approach presented in [Sha17].

Note that the implementation of the interval domain and other domains
can vary in their approach to error handling. For example, two viable
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Operation Effect on 𝜎̂

rs <--- [𝑎, 𝑎] ̂𝜀𝑠[rs ↦ [𝑎, 𝑎]]
rs <--- amb ̂𝜀𝑠[rs ↦ [−∞, ∞]]
rs <--- amb(𝑣1, … , 𝑣𝑛) ̂𝜀𝑠[rs ↦ 𝛼𝑖({𝑣1, … , 𝑣𝑛})]

rs <--- ⊥𝑖 ∘ [𝑏, 𝑏] ̂𝜀𝑠[rs ↦ ⊥𝑖]
rs <--- [𝑎, 𝑎] ∘ ⊥𝑖 ̂𝜀𝑠[rs ↦ ⊥𝑖]
rs <--- [𝑎, 𝑎] + [𝑏, 𝑏] ̂𝜀𝑠[rs ↦ [𝑎 + 𝑏, 𝑎 + 𝑏]]
rs <--- [𝑎, 𝑎] - [𝑏, 𝑏] ̂𝜀𝑠[rs ↦ [𝑎 − 𝑏, 𝑎 − 𝑏]]
rs <--- [𝑎, 𝑎] * [𝑏, 𝑏] ̂𝜀𝑠[rs ↦ [min(𝑉 ),max(𝑉 )]]

where 𝑉 = {𝑎 * 𝑏, 𝑎 * 𝑏, 𝑎 * 𝑏, 𝑎 * 𝑏}
rs <--- [𝑎, 𝑎] / [𝑏, 𝑏] ̂𝜀𝑠[rs ↦ [𝑎, 𝑎] * [1/𝑏, 1/𝑏] provided 0 ∉ [𝑏, 𝑏]
rs <--- [𝑎, 𝑎] % [𝑏, 𝑏] ̂𝜀𝑠[rs ↦ [min(𝑉 ),max(𝑉 )]]

where 𝑉 = {𝑎 % 𝑏, 𝑎 % 𝑏, 𝑎 % 𝑏, 𝑎 % 𝑏}

rs <--- cast ⊥𝑖 to ty ̂𝜀𝑠[rs ↦ ⊥𝑖]
rs <--- cast [𝑎, 𝑎] to ty ̂𝜀𝑠[rs ↦ [min(𝑉 ),max(𝑉 )]]

where 𝑉 = {cast 𝑎 to ty, cast 𝑎 to ty}

rb <--- [𝑎, 𝑎] = [𝑏, 𝑏]
̂𝜀𝑠[rs ↦ [1, 1]] if 𝑎 = 𝑎 = 𝑏 = 𝑏
̂𝜀𝑠[rs ↦ [0, 0]] if 𝑎 < 𝑏 ∨ 𝑏 < 𝑎
̂𝜀𝑠[rs ↦ [0, 1]] otherwise

rb <--- [𝑎, 𝑎] ≠ [𝑏, 𝑏] ̂𝜀𝑠[rs ↦ ¬([𝑎, 𝑎] = [𝑏, 𝑏])

rb <--- [𝑎, 𝑎] < [𝑏, 𝑏]
̂𝜀𝑠[rs ↦ [1, 1]] if 𝑎 < 𝑏
̂𝜀𝑠[rs ↦ [0, 0]] if 𝑎 ≥ 𝑏
̂𝜀𝑠[rs ↦ [0, 1]] otherwise

Figure 4.12: Interval domain step seman-
tics, where ∘ are arithmetic operations,
and ⋄ relational operations as described
in Definition 3.2.1. Note that this descrip-
tion performs only abstract computation,
for mixed computation, we first abstract
all arguments to the interval domain.

[Her30]: Herbrand (1930), “Recherches
sur la théorie de la démonstration”

[Plo71]: Plotkin (1971), “A further note
on inductive generalization”
[Rey70]: Reynolds (1970), “Transforma-
tional systems and algebraic structure of
atomic formulas”

domain implementations may consider integer overflow arithmetic or use
unbounded abstractions. Similarly, in the implementation, we can make
other optimization-driven design choices. For instance, when a value is
undefined in abstract execution, i.e., ⊥, we do not need to continue in the
interpretation, but the run can be canceled. This allows for optimization
in the representation of values and their operations, such choices also
influence syntactic abstraction, as compiler can leverage the fact we
terminate on ⊥ value.

4.3.6 Term Domain

In program analysis, it is advantageous to have a clear understanding of
relationships and data dependencies between program values. To achieve
this, a common approach is to use logical formalisms. One such repre-
sentation is ground terms, first introduced by Jacques Herbrand [Her30].
Ground terms can describe mathematical objects such as constants, as
well as symbolic terms to represent variables and function symbols to
describe operations. The models of these symbolic terms describe sets
of values, and it has been proven that they form a complete lattice with
a partial order ⊑𝒯 with a meaning of less general [Plo71; Rey70]. For
example, the following terms are ordered by their generality:

op(1, 2) ⊑𝒯 op(𝑎, 2) ⊑𝒯 op(𝑎, 𝑏)
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For instance, consider state with two
symbolic variables:

𝜑(𝑥, 𝑦) ≡ 𝑥 ≥ 0 ∧ 𝑦 = 𝑥 + 1 ∧ 𝑦 < 10.

The set of states ⟦𝜑⟧ contains all pairs
that satisfy 𝜑:

⟦𝜑⟧ = {(𝑥, 𝑦) ∣ 𝑥 ≤ 0 ∧ 1 ≤ 𝑦 < 10}.

Figure 4.13: An example of symbolic
state.

Terms. The set of terms 𝒯, is defined recursively [Gan+16][Gan+16]: Gange et al. (2016), “An Ab-
stract Domain of Uninterpreted Func-
tions”

. Every
term 𝑡 is either a variable 𝑣 ∈ vars𝒯 or an application of a function
symbol 𝑓(𝑡1, … , 𝑡𝑛), where 𝑓 ∈ 𝒯𝐹 is a function symbol with arity
𝑛 ≥ 0 and 𝑡1, … , 𝑡𝑛 are terms.

A substitution is a mapping, 𝜚, from variables 𝒯𝑉 to terms 𝒯. This map-
ping is naturally extended to 𝒯 → 𝒯. We use standard notation for
substitutions, such as [𝑥 ↦ 𝑡] representing the substitution 𝜚 where
𝜚(𝑥) = 𝑡 and 𝜚(𝑣) = 𝑣 for all 𝑣 ≠ 𝑥. An instance of a term 𝑡 is any term
𝜚(𝑡). We say that term 𝑡 ⊑𝒯 𝑡′ if there exists a substitution 𝜚 such that
𝑡 = 𝜚(𝑡′). Moreover, 𝑡 ≡ 𝑡′ iff 𝑡 ⊑𝒯 𝑡 ∧ 𝑡′ ⊑𝒯 𝑡.

Notably, two terms 𝑡 and 𝑠 are structuraly equivalent:

▶ if 𝑡 and 𝑠 are identical constants,

▶ if 𝑡 = 𝑓(𝑡1, … , 𝑡𝑛) and 𝑠 = 𝑓(𝑠1, … , 𝑠𝑛), and for all 𝑖, 𝑡𝑖 ≡ 𝑠𝑖.

Symbolic terms, in combination with a decision procedure, usually a
dedicated smt solver, are broadly adopted by tools implementing theorem
proving, symbolic execution, or bounded model checking. As a most
basic instance, for abstract interpretation, we can consider a domain of
uninterpreted functions, also called subterm domain [Gan+16].

We adopt the definition of subterm domain from [Gan+16], whichmatches
our implementation of term abstraction. Values in the subterm domain are
given as mapping from program values (registers and memory content) to
terms. The structure of this domain is based on uninterpreted functions.
However, to make a meaningful analysis of concrete computations, each
function symbol 𝑓 must be assigned a semantic function, denoted as 𝑆(𝑓),
that maps an 𝑛-tuple of scalars to a scalar value. Given an assignment,
denoted as 𝜚, which maps term variables to scalar values, the evaluation
of a term under 𝜚 can be recursively defined as eval𝒯(𝑡, 𝜚).

eval𝒯(𝑥, 𝜚) def= 𝜚(𝑥)
eval𝒯(𝑓(𝑡1, … , 𝑡𝑛), 𝜚) def= 𝑆(𝑓)(eval𝒯(𝑡1), … , eval𝒯(𝑡𝑛))

The question now arises whether this domain is relational and exact. This
depends on the interpretation of free variables: first consider a single
global assignment of values to free variables for the entire program –
that is, variables are represented as a single term, which has structure
of a tuple, and each variable corresponds to an element of this tuple. In
this case, the answer to both is in the affirmative: the term domain is
exact and relational. However, if the assignment is done separately – each
variable is represented by its own independent term – then it is neither.
We will only consider the former (exact) case.

In fact, the term domain encodes concrete semantics. If we let term
variables obtain values from the concrete domain and give concrete
semantics to function symbols, we obtain a description of a set of
states in the form of a logic formula. We say that ⟦𝜑⟧ is a set of states
that satisfies the formula 𝜑. These are all substitutions of variables
for constants that satisfy the formula 𝜑 (see Figure 4.13). Notably, we
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can change the domain of term variables and the precision of function
symbols, which results in the abstraction of the set of states.

It is important to note that in our abstraction, the formula in the term
domain does not represent the whole program state but rather only
the abstract part. To generalize the notion of symbolic states that
satisfies ⟦𝜑⟧, we can think of the concrete part of the state as a fixed
part, where each concrete register and memory content is assigned a
constant so that each state in ⟦𝜑⟧ has the same concrete part.

Our implementation of the term domain in LART serves the purpose
of performing symbolic computation. The term domain allows the
program to construct terms during its execution. Initially, these terms
lack meaning, and it is the responsibility of the analysis tool or runtime
to assign meaning to them during evaluation. To facilitate this, we
have defined a set of common function symbols for arithmetic and
relational operations, e.t.c., that are allowed to appear in analyzed
programs and can be used to build terms.

Programs usually work with bit strings of finite length that represent
numbers rather than whole numbers, as commonly encountered in math-
ematical practice. As a result, conventional logical formalisms, such as
first-order logic with integers, cannot be soundly utilized in this context.
The appropriate formalism to reflect the behavior of binary-represented
finite numbers is the logic of fixed-size bit-vectors. We leverage their
semantics to assign meaning to function symbols within the term domain.
Often, function symbols from bit-vector theory correspond to instruc-
tions in LLVM IR or require only minor adaptations, such as encoding of
implicit conversions between booleans and bit-vector values.

In the following, we will briefly introduce the theory of fixed-size bit-
vectors. For a more comprehensive description, the reader is referred to
the work by Hadarean monography [Had15].

The fixed-size bit-vector theory is a many-sorted first-order theory that
consists of an infinite number of sorts denoted as [𝑛] representing bit-
vectors of length 𝑛. It defines common arithmetic, bitwise and relational
function symbols with natural semantics. For example:

(𝑥[32] − 𝑦[32] = (𝑧[16] ∘ 0[16]) ≪ 1[32]) ∧ 𝑥[32] ≠ 𝑦[32]

consists of bit-vector variables 𝑥 and 𝑦 having a bit-width of 32 bits, and
𝑧 having a bit-width of 16 bits. The formula also incorporates subtraction,
concatenation, bitshift operations, as well as comparisons. In practice, we
will employ a more verbose definition from smt-lib standard, summarized
in Table 4.1. In abstraction, we have the option to either compute terms
without assigning meaning to them right away or construct terms directly
in a particular theory, like the theory of bit-vectors.

One of our primary goals for the abstraction, was to allow the program to
perform symbolic analysis. Now that we have described a suitable term
representation, the remaining task is to re-cast symbolic computation
as an abstract domain. Fortunately, this is not very hard: the abstract
values in the domain are terms, while the abstract instructions simply
construct corresponding terms from their operands. In other words,
symbolic computation is realized by free algebra (that is, the term algebra).
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Table 4.1: Function and predicate
symbols of the bit-vector, adapted
from [Jon19].

Symbol Sort Semantics description

bX [𝑚] bitvector constant X

x [𝑚] bitvector variable

bvnot [𝑛] → [𝑛] bitwise negation

bvneg arithmetic negation

bvand

[𝑛] × [𝑛] → [𝑛]
bitwise and

bvor bitwise or

bvxor bitwise exclusive or

bvadd

[𝑛] × [𝑛] → [𝑛]

addition

bvsub subtraction

bvmul multiplication

bvudiv, bvurem unsigned division, remainder

bvsdiv, bvsrem signed division, remainder

bvshl

[𝑛] × [𝑛] → [𝑛]
logical shift left

bvlshr logical shift right

bvashr arithmetic shift right

bveq, bvne

[𝑛] × [𝑛] → Bool

equality, inequality

bvule, bvult unsigned less or equal, less than

bvsle, bvslt signed less or equal, less than

bvuge, bvugt unsigned greater or equal, greater than

bvsge, bvsgt signed greater or equal, greater than

concat [𝑚] × [𝑛] → [𝑚 + 𝑛] bit concatenation

zext𝑚 [𝑛] → [𝑛 + 𝑚] zero extension

sext𝑚 [𝑛] → [𝑛 + 𝑚] sign extension

extract𝑖,𝑗 [𝑚] → [𝑖 − 𝑗 + 1] slice from 𝑖-th to 𝑗-th bit

5: An abstract domain is called rela-
tional when it is capable of preserving
information about relationships among
various abstract values that appear in the
program.

6: At the moment, we only deal with
abstract (symbolic) values. The structure
of the program state, that is, the arrange-
ment of the program memory, is taken
to be always represented explicitly, i.e., it
belongs squarely to the concrete domain.

The input values of the program correspond to nullary symbols – in
practice, a unique nullary symbol is created each time the program obtains
a value from its input (amb). All the remaining values are built up as terms
of applications of function symbols and constants.

It is not hard to see that a program abstracted this way will perform
part of its computation symbolically in the usual sense. Furthermore, for
complete symbolic analysis, we need to impose constraints on nullary
symbols. This is realized on interpretation of guard edges of cfg. Each
constraint takes the form of a term with a relational symbol in the root
position. These constraints become part of the abstract state, effectively
ensuring that the term domain is fully relational. One can perceive
these constraints as a path condition induced by program execution.5

In this case, we expand the definition of the abstract state by adding
a new component, 𝜋, which describes the constraints collected during
the execution of the program along the path – also known as the path
condition. The guard edge in the control flow graph serves to conjunct the
specified constraint with the path condition 𝜋. Moreover, in the analysis
we need to check its feasibility.

It is a requirement of abstract interpretation that it is possible to construct
an abstract state from a set of concrete states. In the term domain this
can be achieved by assigning, to each memory location that differs in
some of the concrete states6, a fresh nullary symbol. We then impose
constraints that ensure that exactly the input set of concrete states is
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represented by the resulting abstract state. For instance, if the input set of
concrete states differs by the value of a single variable 𝑎, and this variable
takes values 1, 2, 3 and 4 in the 4 input states, a suitable constraint would
be 𝑎 ≥ 1 ∧ 𝑎 ≤ 4.

In some cases, it is impossible to construct the requisite constraints using
only conjunction and relational operators. To ensure that the term domain
forms a lattice (in particular that a least upper bound always exists), it is
necessary to allow the constraints to use logical disjunction.

An important aspect of abstraction is its effect on control flow of the
program. It is often the case that control flow depends on specific
values of variables via conditional branching. The condition on the
branch is typically a predicate on some value, or a relationship among
multiple values that appear in the program. If the involved values
are, in fact, abstract values, it is quite possible that both results of the
predicate or comparison are admissible and that the conditional branch
can therefore go bothways. The choice of direction provides additional
information – constraints – on the possible values of variables (cf.
Example 4.3.4).

While the above considerations regarding constraints are an important
part of the theoretical underpinnings of the approach, it is almost always
entirely impractical to shift back and forth between concrete and abstract
states. In practice, therefore, the constraints described in this section
simply arise through guard conditions. As such, the constraints that
appear in a given state form a path condition. Finally, we note that the
least upper bound of abstract states defined above corresponds to path
conditions which arise from path merging in symbolic execution.

A symbolic representation of data is typically partitioned into two distinct
components, namely the path condition of the program and the definitions
of data. The path condition is a combination of formulas representing the
restriction of data collected during branching along the path leading to
the current location. Meanwhile, definitions consist of a set of formulas in
the form of “variable = expression” that describe the relationships between
variables. These definitions are created as a result of assignments or
arithmetic instructions. This structured symbolic data representation
provides a precise description of what is needed for program analysis
but lacks a canonical representation. As a matter of fact, the feasibility
and quality of symbolic states cannot be determined purely syntactically.
To overcome this, we need to employ a specialized decision procedure,
usually an smt solver, to evaluate the path condition’s satisfiability and
determine the equality of multiple states [Mrá+16].

In the following examples, we represent terms as tree data structure. The
abstract instructions that correspond to operations on values construct
a tree representation of the requisite term by joining their operands to
a new root node, where only the operation in the root node depends on
the specific abstract instruction.



66 4 Scalar Abstraction

Example 4.3.2 A formula tree as generated by the term domain. The
boxes correspond to abstract variables, while the circles are the concrete
representation of terms. Nodes with 𝑣s denote unconstrained nullary
symbols.

a ← malloc sizeof(i32)

w ← amb

x ← amb

y ← w +̂ x

z ← y *̂ 7

store z → a

×

+ 7

𝑣1 𝑣2x

y

z a

w

Example 4.3.3 An example of a formula tree arising from a loop.
Versions of the variable x which exist in different iterations of the loop
are distinguished by an index in the picture.

x ← amb

i ← 1

while i < 2

x ← x +̂ 1

i ← i + 1

+

+

?

1

1

x1

x2

x3

Example 4.3.4 The formula tree on the right includes constraints
arising from branching. Note that on any given path through the
program, only one of the subtrees rooted in 𝑦1 or 𝑦2 can exist.

x ← amb

if x <̂ 10

y ← x +̂ 1

else

y ← x -̂ 1

𝑥 < 10

T

𝑥 ≥ 10

1

?

1

+

−

y1

x

y2

The primary purpose of the term domain was to facilitate symbolic com-
putation and augment model checking with symbolic capabilities. We
will delve deeper into these concepts in Chapter 8. These approaches
have been effectively employed, both individually and in combination
with other scalar domains, in software verification competition (sv-comp)
for several years, further described in Appendix B, as well as in our own
evaluations described in Appendix A.

4.4 Abstraction Refinement

The abstraction-driven analysis goes hand-in-hand with various refine-
ment techniques. In the context of abstract interpretation, refinement is
employed to address the convergence issue that arises from the fixpoint-
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based approach. Additionally, refinement can help reduce imprecision
caused by abstraction composition, enable the use of coarser abstractions,
and allow for lazy refinement of the domain to achieve greater precision
and scalability in the analysis. In this section, we will discuss a few re-
lated techniques regarding our approach. Moreover, we will design a
domain-agnostic refinement for abstract execution.

When it comes to fine-tuning the precision of program analysis, we can
differentiate between two types of refinement. The first, which is more
conventional, involves enhancing the precision of a single-domain com-
putation. This type of refinement is referred to as intradomain refinement.
On the other hand, techniques that improve precision by leveraging mul-
tiple domains are known as interdomain refinements. In this section, we
will focus on the former, and we will delve into the latter, interdomain
refinement, in more detail in Chapter 7, once we have access to more
complex domains.

4.4.1 State of the Art

So far, we have seen abstract domains with various expressiveness, cost,
and precision. However, in many cases, we prefer to commence the ab-
straction with the simplest domains and refine them automatically on the
fly when a spurious counterexample occurs. One approach of refinement
is based on the observation that abstract domains also form a lattice.
Within this lattice structure, we can refine two domains through a meet
operation, also recognized as the reduced product construction [CCM11;
TCR13]. A comprehensive analysis of large-scale reduced products is fur-
ther presented in [Cou+07]. Later in the chapter dedicated to interdomain
refinement, we will delve more into the subject of domain lattices.

Another refinement technique is the powerset construction [CC79], which
creates a powerset lattice from the abstract domain’s elements, also known
as the powerset functor domain. The powerset domain offers a more
precise abstraction, enabling us to describe values through a subset of
properties. For instance, in the sign domain, the powerset domain enables
us to abstract a value to a subset such as {0, >0}, which was not previously
possible. This approach was further improved in [FR99] and expanded
with efficient widening operators [BHZ04] and exact joins of numerical
elements [BHZ10].

A major source of imprecision in abstraction is an approximation that
arises from abstract unions. The common use-case of abstract disjunc-
tions (unions) is to combine multiple program paths. However, many
abstract domains are not closed under union operation. To address this
issue, disjunctive completion methods have been studied in [FR99]. The
completion process includes all concrete disjunctions of domain elements
that were initially absent from the abstraction. The resulting domain is
the most comprehensive domain that exactly represents disjunctions of
abstract properties in the original domain. Similarly, the technique of
complementation introduces the missing complements to the abstraction
[Cor+95]. Another refinement technique, known as fixpoint completion,
enhances the precision of abstract domains by incorporating program-
specific properties that are necessary for achieving more accurate fixpoint
iteration results. This method has been discussed in [GQ01; GRS00].
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x ← amb[1, 2]

y ← amb[0, 1]

z ← amb[2, 5]

w ← x + y

if w < z

a ← x + 1

Figure 4.14: Example of unconstrained
values.

Relational abstract domains typically face scalability issues. One way to
address this problem and maintain linear cost is to utilize a technique
called “variable packing”, which involves dividing variables into smaller,
independent sets [Min06c]. The effectiveness of the variable packing
technique can be further enhanced by preserving relations between the
different sets of variables, as suggested in [Bou12].

State partitioning techniques, introduced in [MJ81], work similarly to
variable packing. These techniques use decision-tree data structures
based on binary decision diagrams to break program states into smaller
parts, allowing for relational reasoning about value properties within each
part. State partitioning is frequently utilized in modern analysis tools,
for instance, in [Ber+10; Ber+15]. Similarly, there are abstract domains
that incorporate decision trees to handle disjunctions in the programs
[CCM10] or to prove conditional termination [UM14].

In a pursuit to achieve greater precision, some techniques move away
from the traditional lattice-based approach and instead develop weaker
formalisms for abstract domains that use the quasi-join operation, as
described in [Gan+13]. The relaxed restrictions on domain definition
enable the creation of new domains, such as non-convex numeric domains,
that increase precision without sacrificing efficiency. We pay for this
by losing certain properties of abstraction, such as the monotonicity
or associativity of join operations, that we need to consider in applied
analysis.

4.4.2 Intradomain Refinement

In abstract program execution, we often observe loss of precision which
arises from non-relational nature of domains in use, and also to certain
degree on weakly-relational domains if they can not capture specific
relations. For instance, whenever we make a branch decision on an
abstract value we inherently overapproximate values, as the relational
operation only computes the comparison result, not constraining its
operands.

Let us consider the interval domain as an abstraction of values from
Figure 4.14. When we encounter a conditional statement like w < z,
which can result in an ambiguous maybe value, the operands are not
constrained in a straightforward execution if we make a branch decision
based on this value. This lack of constraints can lead to unnecessary
overapproximations and, in turn, false alarms.

Cousot’s fixed-point approach constrain variables if a specific path is
taken. However, this approach only considers two specific variables from
the guard condition, which is often insufficient in the case of LLVM, where
ssa values often form long chains of dependencies and can be used in
many places. For instance, in the Figure 4.14, the sole constraint w <

z would not apply to the dependent values of x and y, resulting in an
overapproximated value of a.

It is possible to perform a chain of assumptions (constraints), but doing
so would require computing all dependencies, which quickly becomes
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a ← amb

b ← amb

c ← amb

if b > 0

x ← a

else

x ← c

if x = 0

/* ... */

Figure 4.15: Example of context-
sensitive dependencies. After the
conditional statement x = 0, one of
the variables a or c should also be
constrained. However, which value to
constrain is unclear because it depends
on the previous branch taken.

[Min06b]: Miné (2006), “Symbolic Meth-
ods to Enhance the Precision of Numeri-
cal Abstract Domains”

intractable when values are context-sensitive, i.e., arise from other con-
strained computations, come from memory, or function parameters. Con-
sider the example in Figure 4.15.

As one can observe, constraining values statically is often insufficient.
Since our main target is dynamic abstraction (in abstract execution or
model checking), we can employ constraint propagation dynamically,
leveraging the fact that dynamic execution has more accessible context-
sensitive data dependencies.

For instance, let us revisit the program Figure 4.15, but now from the
dynamic point of view. Suppose the value x retains its dependency,
i.e., whether it was initialized with a or c. In that case, we can use
this information in the second conditional statement to constrain the
respective dependency, which was not doable in static analysis.

Generally, when we impose a constraint function 𝑐 on the value ̂𝑣, we
must ensure that the constrained value ̂𝑣′ does not give rise to any
new values to preserve analysis soundness:

̂𝑣′ ⊑ ̂𝑣 ⟹ 𝛾( ̂𝑣′) ⊆ 𝛾( ̂𝑣)

We can achieve this by simply mandating that any constrained value
̂𝑣′ computes as ̂𝑣′ ≜ ̂𝑣 ⊓ 𝑐( ̂𝑣), where 𝑐 represents some constraining

function.

There are already known methods for solving similar problems. For ex-
ample, in [Min06b] author enhances non-relational values with symbolic
reasoning. In this approach, author proposes to construct expressions
during computation and evaluates expressions in a specified abstract
domain. This approach allows specific constraints related to values at
evaluation points, similar to the approach of term abstraction.

We aim to perform similar dynamic value refinement. Our approach
involves constraining values and their dependencies whenever an am-
biguous branch is taken. To achieve this, we will propagate constrained
information in the opposite direction of the dataflow. We will call this
process backward dataflow refinement.

To be specific, for a statement like x <-- a + b, if x is later in the compu-
tation constrained to be positive, we may adjust the values of a and b used
in the addition to ensure that the resulting value is positive. One approach
to achieving this is to use inverse computation to derive new values for
a and b, denoted as 𝑎′ and 𝑏′ respectively, such that 𝑥′ = 𝑎′ + 𝑏′ where
𝑥′ is the constrained value of x. However, it is important to note that
this technique may not always yield perfectly constrained parameters,
particularly if the domain is not sufficiently expressive. In some cases, the
result of adding constrained values may not produce a strictly positive
value. Further details on specific scenarios are outlined in Figure 4.16 and
Figure 4.17.

A sequence of data dependencies can be regarded as a single compound
expression (term) that produces the given value. For instance, the ex-
pression 𝑟 = (𝑎 + 𝑏) − (𝑎 + (𝑐 + 10)) corresponds to a chain of several
atomic arithmetic statements that perform individual arithmetic opera-
tions. This is similar to the approach proposed by [Min06b]. However, in
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a ← amb[-1, 1]

b ← amb[1, 2]

c ← a - b

assume c = 0

Consider the above program execution in
the non-relational sign domain 𝒜±. We
depict effects of statements in H…I

a ← amb[-1, 1] H𝑎 = ⊤±I
b ← amb[1, 2] H𝑏 = >0I
c ← a - b H𝑐 = ⊤±I
assume(c = 0) H𝑐 = 0I

In general, evaluating the assume state-
ment does not constrain other values
in non-relational domains. However,
for precise analysis, after evaluating the
assume statement, we may want to con-
strain value H𝑎 = >0I in order to be
more precise with respect to 𝑐 = 0 as
it implies that the first argument of sub-
tractions had to be positive (considering
non-overflow semantics).
To accomplish this, we can use backward
(inverse) data flow to perform an addition
operation, which is the inverse of subtrac-
tion. Specifically, we can compute a new
value of 𝑎, denoted as 𝑎′, using the new
constrained values 𝑎′ = 𝑐 + 𝑏 = 0 + >0.

Figure 4.16: Example of the backward
refinement process with sign domain.

our approach, we will not directly evaluate these expressions; instead, we
will use them to propagate constraints along the expression’s structure.
That is, we propagate constraints to operation operands from constrained
results.

Definition 4.4.1 We say ̂𝑟′ is a constrained result of ôp( ̂𝑣1, … , ̂𝑣𝑛) if

̂𝑟′ ⊑ ôp( ̂𝑣1, … , ̂𝑣𝑛)

We constrain operands using backward operations, which define how
constraints propagate backward along data dependencies. As each for-
ward operation (operation in usual sense of computation) constraints
operands differently, we define for each forward operation ôp a dedicated
backward operation ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op. Its purpose is to constrain the operands of the
forward operation ôp according to the constrained result of the operation.
For a forward 𝑛-ary operation ôp ∶ 𝒟1 × ⋯ × 𝒟𝑛 → 𝒟𝑟, the backward
operation is defined as follows:

⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op ∶ 𝒟𝑟 × 𝒟1 × ⋯ × 𝒟𝑛 → (𝒟1 × ⋯ × 𝒟𝑛)

It takes an additional first operand for the new constrained result, which
is used to constrain the rest of the operands. The operation returns an
𝑛-tuple of constrained operands. To simplify notation, we will often
define the backward operation piecewise as a constraining function for a
single operand with index 𝑖:

⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op𝑖 ∶ 𝒟𝑟 × 𝒟1 × ⋯ × 𝒟𝑛 → 𝒟𝑖

In the case of binary operations, we use the notation

⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op𝑙 ∶ 𝒟𝑟 × 𝒟1 × 𝒟2 → 𝒟1

⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op𝑟 ∶ 𝒟𝑟 × 𝒟1 × 𝒟2 → 𝒟2

to denote constraints on the left and right operands, respectively.

To prevent the analysis from producing new infeasible false alarms, it is
essential that operand refinement does not introduce any new behavior.
This requires that backward operations can only further restrict abstract
values, resulting in a smaller set of concrete values (which satisfies the
reduction property). In addition, to ensure the soundness of the computa-
tion (as per the soundness property), the operation ôp with constrained
operands cannot underapproximate the given result.

Definition 4.4.2 Reduction property. Let ̂𝑟′ be a constrained result
of ôp( ̂𝑣1, … , ̂𝑣𝑛). Then, the backward operation ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op is said to satisfy the
reduction property if for all 1 ≤ 𝑖 ≤ 𝑛 it holds:

⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op𝑖( ̂𝑟′, ̂𝑣1, … , ̂𝑣𝑛) = ̂𝑣′
𝑖 ⊑ ̂𝑣𝑖

In other words, a refined operand value ̂𝑣′
𝑖 is at most as abstract as the

original operand ̂𝑣𝑖.
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Similarly, let us examine the execution
of the program in the non-relational in-
terval domain 𝒜𝑖:

a ← amb[-1, 1] H𝑎 = [−1, 1]I
b ← amb[1, 2] H𝑏 = [1, 2]I
c ← a - b H𝑐 = [−3, 0]I
assume(c = 0) H𝑐 = [0, 0]I

As with the previous case, we can also
perform the inverse dataflow computa-
tion in the interval domain. However, we
cannot simply compute the inverse oper-
ation, as this may introduce new values
and result in imprecise analysis. There-
fore, we must constrain the inverse com-
putation to intersect with the original
value. As we can see, these are the exact
values that result in a constrained value
of 𝑐 = 0:

𝑎′ = 𝑎 ⊓ (𝑐 + 𝑏)
= [−1, 1] ⊓ ([0, 0] + [1, 2])
= [1, 1]

𝑏′ = 𝑏 ⊓ (𝑎 − 𝑐)
= [1, 2] ⊓ ([−1, 1] − [0, 0])
= [1, 1]

Figure 4.17: Example of the backward
refinement process with interval domain.

Definition 4.4.3 Soundness property. Let ̂𝑣′
𝑖 = ⃖⃖⃖⃖⃖ ⃖⃖ ⃖op𝑖( ̂𝑟′, ̂𝑣1, … , ̂𝑣𝑛) for

1 ≤ 𝑖 ≤ 𝑛 be constrained values of 𝑛-ary operation op. Then, the back-
ward operation ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op satisfies the soundness property if overapproximate the
constrained result, but does not introduce more imprecision in comparison
to original result:

̂𝑟′ ⊑ ôp( ̂𝑣′
1, … , ̂𝑣′

𝑛) ⊑ ôp( ̂𝑣1, … , ̂𝑣𝑛)

Precise (best) refinement would result in ̂𝑟′ = op( ̂𝑣′
1, … , ̂𝑣′

𝑛) to hold;
however, this is not always possible as the domain may not be expressive
enough to differentiate specific scenarios. To illustrate, in Figure 4.16, if
b were to represent ⊤±, it would not be possible to infer anything about
any of the operands.

In order to perform a single backward propagation step from the con-
strained value ̂𝑟′, we must determine how this value was initially derived,
including the operation that produced the value ̂𝑟 and the operands that
were used to generate it. To achieve this, we have introduced two new
specialized domains: an operation domain that records information about
the source operation that produced the value and a dependency domain
that maintains references to the values that were involved in creation
of the value ̂𝑟. The operation domain is, in fact, a term domain without
given meaning, i.e., formed from uninterpreted symbols, as we need it
only to infer dependency structure. With these domains in place, we
can formulate an algorithm that recursively performs backward propa-
gation steps on the dependency structure, utilizing terms to apply the
appropriate backward operation.

Given backward operations, which are domain-specific, we can devise
a universal method for propagating constraints in dynamic abstract ex-
ecutions for non-relational domains. This aligns with our objective of
integrating abstraction into the program. To facilitate this, we must inte-
grate the entire backward refinement process into the program semantics,
allowing the program to handle refinement autonomously. To accomplish
this, we leverage the abovementioned domains that are agnostic to any
particular domain and can be used to retarget non-relation abstraction to
perform runtime value refinement using its backward operations.

In summary, our proposed backward dataflow refinement comprises
three fundamental components:

1. The operation domain, which captures information about the
operations involved in generating values.

2. The dependency domain, which keeps track of its runtime de-
pendencies.

3. The backward refinement algorithm, which propagates constraints
backwards through the dataflow based on the computed depen-
dencies.

In the following sections, we will formally define each of these com-
ponents separately.



72 4 Scalar Abstraction

Expression Op value

amb amb

c const

r reg

v + v add

v - v sub

s * s mul

s / s div

s % s rem

s <<< s shl

s >>> s shr

v = v eq

s !!= s neq

s < s lt

s > s gt

s <<= s lte

s >>= s gte

zext s to ty zext

sext s to ty sext

trunc s to ty trunc

Figure 4.18: Expression semantics of the
operation domain Op.

Operation Domain

The operation domain Op, records the operation responsible for creating
a value. By doing so, we can execute dynamic reflection on the value,
query what operation produced the value, and use this information to
propagate backward in the data flow.

This domain is rather simple as it merely preserves the syntactic informa-
tion about the value’s producing operation. The expression semantics are
presented in Figure 4.18. Evaluating an expression in the operation do-
main Op results in a syntactic representation of the expression, identified
by lowercase names written in small caps.

As an example, when we evaluate the statement x <-- a + b, we assign
an operation value add to x, which reflects the syntactic information
about its origin (i.e., the addition operation). This enables us to conduct
backward refinement by establishing a correspondence between operation
values and backward transformers. In this case, we determine that we
need to use +⃖ as it corresponds to the add value.

Definition 4.4.4 We define a map bop𝒜 ∶ Op → ⃖⃖⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖Op, which maps
operation domain values to corresponding backward functions in the
domain 𝒜.

Dependency Domain

The objective of the dependency domain Dep is to preserve immediate
dataflow dependencies. By doing so, we can associate each value with
the data dependencies that contributed to its creation. The purpose of
this domain is to keep track of runtime data dependencies so that we can
refine them later.

So far, we have treated abstract values as having value semantics. How-
ever, in order to update dependencies in the backward refinement algo-
rithm, the dependency domain considers abstract values to have reference
semantics. This means that the elements of the dependency domain are
references (pointers in the implementation) to abstract values.

The elements of the dependency domain are sets of referenced values.
For example, in the assignment x <--- a ∘ b, the dependency domain
assigns to x a value of {a, b}, indicating that x is data-dependent on
both a and b.

An elementary dependency is a single operand. In our analysis, we focus
solely on non-constant dependencies (i.e., values stored in registers) since
these are the values that require further constraint. We define 𝛿(𝑜) to
represent the dependency for a single operand 𝑜: if 𝑜 is constant, then
𝛿(𝑜) ≜ ∅ otherwise 𝛿(𝑜) is a set containing reference to 𝑜. Using 𝛿, we
define dependency domain semantics in Definition 4.4.5.



4.4 Abstraction Refinement 73

a ← amb[0, 1]

H𝑎 = ⟨[0, 1], ∅, amb⟩I
b ← 1

H𝑏 = ⟨[1, 1], ∅, con⟩I
c ← a + b

H𝑐 = ⟨[1, 2], {𝑎, 𝑏}, add⟩I

The tree below depicts the “B̂CP-term”
corresponding to 𝑐:

[1, 2]

add

[0, 1]

amb

[1, 1]

con

𝑎 𝑏

If we were to constrain 𝑐 to the value of
2, we leverage backward constraint prop-
agation to restrict 𝑎 to the range of [1, 1].

Figure 4.19: Example of B̂CP(𝒜𝑖).

Definition 4.4.5 Dependency domain semantics computes sets of register
dependencies:

Operation Effect on 𝜎̂

rs <--- amb ̂𝜀𝑠[rs ↦ ∅]
rs <--- s ̂𝜀𝑠[rs ↦ 𝛿(s)]
rs <--- s1 ∘ s2 ̂𝜀𝑠[rs ↦ 𝛿(s1) ∪ 𝛿(s2)]
rs <--- cast s to ty ̂𝜀𝑠[rs ↦ 𝛿(s)]
rp <--- p + v ̂𝜀𝑠[rs ↦ 𝛿(p) ∪ 𝛿(v)]
rp <--- p1 - p2 ̂𝜀𝑠[rs ↦ 𝛿(p1) ∪ 𝛿(p2)]

where s is scalar constant or register operand, and p is pointer operand.
Operation ∘ represent all arithmetic, boolean and relational operations in
this case.

When executing a program with the Deps domain, it results in a context
and field-sensitive analysis. This domain propagates throughmemory like
other value domains, and whenever we call a function with an abstract
value, it is passed as an argument and propagated into the function body
execution. This allows the Deps domain to maintain dependencies across
both memory and function call (context) boundaries.

4.4.3 Backward Constraint Propagation

Combining both the syntactic and semantic information from the oper-
ation (Op) and dependency (Deps) domains, we are able to propagate
constraints along the dependency structure. The representation of this
structure is a product domain 𝒜 × Deps × Op, which we refer to as the
functor domain B̂CP(𝒜). The abstract domain 𝒜 serves as a parameter
for the backward constraint propagation and is responsible for perform-
ing actual value abstraction and navigating control flow. However, when
constraining an abstract value, we use the latter two domains to constrain
dependencies appropriately.

One can view program values in B̂CP(𝒜) as a term-like structure, where
nodes represent operations that produce their values and edges represent
dependencies (cf. Figure 4.19). This information about dependencies and
their originating operations allows us to propagate constraint information
backward in the dataflow, from the root of the term to its leaves – data
dependencies.

Just like in the term domain, in backward constraint propagation, the
constraint is applied based on the guard condition in the control flow
graph. Each domain determines how it responds to newly generated
constraints. For example, it may expand the path condition or initiate
backward refinement in the case of backward constraint propagation.

The general process of backward constraint propagation can be outlined as
follows. When a guard condition, such as 𝑎 < 𝑏, produces an ambiguous
result (i.e., M value), we constrain it to be only true on the current path.
Subsequently, using the latter two components of the domain, we infer
how operands of the guard condition were generated (via a lookup table
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interval backward arithmetic

𝑜𝑝 ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖⃖𝑜𝑝𝑙 ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖⃖𝑜𝑝𝑟

𝑟 ← 𝑎 + 𝑏 𝑎 ⊓ 𝑟 − 𝑏 𝑏 ⊓ 𝑟 − 𝑎
𝑟 ← 𝑎 − 𝑏 𝑎 ⊓ 𝑟 + 𝑏 𝑏 ⊓ 𝑎 − 𝑟
𝑟 ← 𝑎 ∗ 𝑏 𝑎 ⊓ 𝑟/𝑏 𝑏 ⊓ 𝑟/𝑎
𝑟 ← 𝑎/𝑏 𝑎 ⊓ 𝑟 ∗ 𝑏 𝑏 ⊓ 𝑎/𝑟

Figure 4.21: Examples of backward arith-
metic operations.

that maps from forward to backward operations) and apply the obtained
backward operation to the value dependencies. This procedure is repeated
recursively for the dependencies until we do not constrain the value or
reach a leaf of the dependency tree (cf. algorithm 2).

Algorithm 2: Backward Constraint Propagation

Input :value 𝑣 ≡ ⟨ ̂𝑣, op, deps⟩ ∈ B̂CP(𝒜), where ̂𝑣 ∈ 𝒜 is an abstract value, op ∈ Op

is 𝑣-producing operation, and deps ∈ Deps are its data dependencies

1 Function BCP(⟨ ̂𝑣, op, deps⟩)
2 ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖op ← bop𝒜(op)
3 foreach ⟨ ̂𝑣𝑖, op𝑖, deps𝑖⟩ ∈ deps do
4 ̂𝑣′

𝑖 ← ⃖⃖⃖⃖⃖ ⃖⃖ ⃖op𝑖( ̂𝑣, values(deps)) /// Backward refinement.

5 end
6 foreach ⟨ ̂𝑣𝑖, op𝑖, deps𝑖⟩ ∈ deps do
7 if ̂𝑣𝑖 ≠ ̂𝑣′

𝑖 then
8 ̂𝑣𝑖 ← ̂𝑣′

𝑖

9 BCP(⟨ ̂𝑣𝑖, op𝑖, deps𝑖⟩) /// Recurse to all dependencies.

10 end

11 end

In algorithm 2, we present an algorithm for backward constraint propaga-
tion, which is invoked when constraining the value of a guard condition.
The algorithm includes a function called values ∶ ℘(B̂CP(𝒜)) → ℘(𝒜),
which returns the actual abstract values (i.e., the first elements) of the
B̂CP(𝒜) product, which we want to constrain.

Abstract domains must define their own backward operations because the
implementation often relies on the existence of inverses and is tailored to
specific cases. Here, we provide examples of backward interval relational
operations (cf. Figure 4.20) and arithmetic operations in Figure 4.21. Back-
ward operations are defined in terms of interval arithmetic operations.
Note that the backward operations presented are simplified examples.
In actual implementation, it is necessary to account for the potential
occurrence of division by zero. In such cases, we may need to split the
backward refinement into two paths, bypassing the zero divisors.

Figure 4.20: Backward relational opera-
tions of interval domain.

guard ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖𝑜𝑝𝑙 ⃖⃖⃖ ⃖⃖ ⃖⃖ ⃖𝑜𝑝𝑟

[𝑎, 𝑎] = [𝑏, 𝑏] [𝑎, 𝑎] ⊓ [𝑏, 𝑏] [𝑎, 𝑎] ⊓ [𝑏, 𝑏]
[𝑎, 𝑎] ≠ [𝑏, 𝑏] {<⃖𝑙(T, 𝑎, 𝑏), >⃖𝑙(T, 𝑎, 𝑏)} {<⃖𝑟(T, 𝑎, 𝑏), >⃖𝑟(T, 𝑎, 𝑏)}
[𝑎, 𝑎] < [𝑏, 𝑏] [𝑎,min(𝑎, 𝑏 − 1)] [max(𝑏, 𝑎 − 1), 𝑏]
[𝑎, 𝑎] ≤ [𝑏, 𝑏] [max(𝑎, 𝑏), 𝑎] [𝑏,min(𝑎, 𝑏)]

When faced with inequality in the interval domain, we define two possible
refinements that result in the program continuing down two distinct paths.
One path considers 𝑎 smaller than 𝑏, while the other assumes 𝑎 is greater
than 𝑏.

Example 4.4.1 Consider following backward operations:

▶ <⃖(T, [1, 2], [3, 3]) = ([1, 2], [3, 3]) because 𝑎 ∈ [1, 2] is guaranteed
to be smaller than 𝑏 ∈ [3, 3].
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Dividing the calculation into the follow-
ing four cases leads to best refinement in
each of the program’s computations:

1. 𝑎 = [0, 3], 𝑏 = [2, 2]

2. 𝑎 = [0, 2], 𝑏 = [2, 3]

3. 𝑎 = [0, 1], 𝑏 = [2, 4]

4. 𝑎 = [0, 0], 𝑏 = [2, 5]
While divisions that produce the desired
result can be selected freely, omitting cer-
tain combinations of values from the orig-
inal computation would lead to an under-
approximation of the analysis.

Figure 4.22: Example of split refinement.

▶ <⃖(T, [3, 4], [2, 2]) = (⊥𝑖, ⊥𝑖) because 𝑎 ∈ [3, 4] is never smaller
than 𝑏 ∈ [2, 2].

▶ <⃖(T, [2, 5], [1, 4]) = ([2, 3], [3, 4]) because 𝑎 ∈ [2, 5]must be smaller
thanmaximal value of 𝑏 ∈ [1, 4] = 4 and 𝑏 ∈ [3, 4] must be greater
than minimal value of 𝑎 ∈ [2, 4] = 2.

Example 4.4.2 Let us examine the execution of the following program
using the B̂CP(𝒜𝑖) domain:

a ← amb[1, 10]

b ← amb[1, 10]

c ← a + 5

H𝑐 = [6, 15]I
if c > 10 1

d ← b - a 2

H𝑑 = [−9, 4]I
if d = 2 3

/* ... */

1 After ambiguous branch we constrain the condition to
be true. This invokes backward constraint propagation
from the guard result:

1. Initially, we restrict the guard operands:

>⃖(T, [6, 15], [10, 10]) = ([11, 15], [10, 10])

2. Afterward, we propagate from the constrained value
𝑐 to its dependencies:

+⃖([11, 15], [1, 10], [5, 5]) = ([6, 10], [5, 5])

2 We use constrained value to get 𝑑 = [1, 10] − [6, 10]

3 After, the second condition, we sequentially perform fol-
lowing backward operations:

=⃖(T, 𝑑, 2) = =⃖(T, [−9, 4], [2, 2]) = ([2, 2], [2, 2])
-⃖(𝑑, 𝑏, 𝑎) = -⃖([2, 2], [1, 10], [6, 10]) = ([8, 10], [6, 8])

One can observe that simple backward constraint propagation may not
yield accurate results. For instance, consider the following backward
addition:

+⃖([2, 5], [0, 5], [2, 4]) = ([0, 3], [2, 5])

Even with refined operands, the addition produces overapproximated
result:

[0, 3] + [2, 5] = [2, 8] ⊒ [2, 5]

For such cases, we explored the possibilities of further refinement. We
propose an easy extension to backward operations to split the operands
into smaller, more granular cases to achieve greater precision. When
applying this approach to addition from the previous example, the result
might be as depicted in Figure 4.22.

At this point, two possible approaches: 1) either the computation is split
into distinct cases, or 2) a powerset domain is employed to compute with
sets of values. However, in more complex scenarios, it may not be feasible
to split the computation into all conceivable cases. In these situations, it
may be necessary to limit the number of splits to acquire at least a certain
level of precision. While these approaches sound promising, we still need
to evaluate their effectiveness thoroughly.

In situations where it is unclear how to define a backward operation
generally, we can still define the operation to refine only specific cases.
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For example, refinement may be limited to corner case values or situa-
tions where it can be proven that division by zero will not occur. The
only requirement is that operations adhere to soundness and reduction
properties.

The most basic form of backward propagation analysis propagates up
to the leaves of dependence trees, but it can become impractical for
programs with lengthy dependence chains. Therefore, another possible
approach is to apply bounded backward propagation as the refinement
gains diminishwith greater depth. Furthermore, it might beworthwhile to
annotate locations with live variables and use this information to prevent
unnecessary refinements of no longer necessary variables, consequently
avoiding execution splits or further backward constraint propagation
evaluation.

Summary

In this chapter, we have expanded the concrete semantics to accom-
modate scalar abstract domains. We have discussed the relationships
between concrete and abstract domains, outlining the requirements
for abstract operators and defining how abstraction interacts with
control flow using a tristate domain as an intermediate translation
layer.

We have developed a control-explicit data-abstract approach, allowing
for abstract data treatment while preserving the concrete control
flow. Additionally, we have provided a broad introduction to the
state-of-the-art of scalar abstraction, defining a number of common
scalar domains in the context of our semantics, including the sign and
interval domains.

Moreover, we have covered various scalar domains we have designed,
such as the unit domain and term domain. We have discussed how
these domains are used for program slicing and symbolic computation.
Additionally, we have introduced the concept of the functor domain
(parametric domain), and have demonstrated its application using
common functor domains such as powerset or product domain, which
can enhance abstraction precision.

Finally, we have examined domain refinement techniques, with a par-
ticular focus on intradomain refinement. We have proposed a novel
approach to backward constraint propagation, a refinement technique
that enhances non-relational domains by relational reasoning. The
main innovation of this approach is that we recast the entire computa-
tion as a parametric functor domain, which tracks dependencies and
performs refinement autonomously.
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The content of this chapter is based on the following publication:

▶ Petr Ročkai, Henrich Lauko, Martina Olliaro, and Agostino Cortesi.
“String Abstraction for Model Checking of C Programs.” In: Model
Checking Software. 26th International Symposium, SPIN 2019, Beijing,
China, July 15–16, 2019, Proceedings. Ed. by Axel Legay Fabrizio Biondi
Thomas Given-Wilson. Cham: Springer, 2019. isbn: 978-3-030-30922-0
[Roč+19]

▶ Henrich Lauko, Martina Olliaro, Agostino Cortesi, and Petr Ročkai.
“Abstracting Strings for Model Checking of C Programs.” In: Applied
Sciences. Special Issue Static Analysis Techniques: Recent Advances and
New Horizons 10.21 (2020) [Lau+20]

In the following two chapters we explore non-scalar abstract domains.
They abstract infinite sets of in/finite functions [CC14], graphs and other
constructs of programming languages like arrays [CCL11b], trees [Mau00],
heaps (non-sharing [CC77b; CC77c] or shape analysis [CR08; RSW02]).

RQ1 What are differences between scalar and aggregate abstraction,
and how do they interact?

RQ2 How do domain-specific operations contribute to improving the
precision of abstraction?

RQ3 What domains are suitable for the abstraction of C strings and
arrays?

In a general setting, analyses of programming languages require more
specialized abstractions to reason about complex constructs as aggregates
or memory, than just the scalar ones. In LLVM IR, we recognize two types
of aggregates: homogeneous, like arrays or vectors, or heterogeneous
structures. Although it may seem reasonable to represent aggregates as
products of scalar abstract domains, in practice such representation is
cost-inefficient. Moreover, product representation is restricted only to the
exact size of aggregate, hence does not allow an analysis of arbitrary large
objects. Therefore, many tools utilize various domain specific abstractions
to reason about aggregates efficiently.

Depending on aggregates’ nature, we can classify them as aggregates
which contain a variable number of items (arrays), records that contain a
fixed number of items in a fixed layout, where each of these can be of a
different type. The items in such aggregates can be (and often are) scalars.
However, more complex aggregates are also possible: arrays of records,
records which in turn contain other records, and so on.

While scalar domains only deal with elementary values, we consider
composite data and memory blocks the fundamental unit of abstraction
in aggregate domains. Similarly to scalar domains, abstract aggregate
domains approximate a set of concrete aggregates by describing their
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1: For string abstraction we will perform,
though, this distinction is not essential
because the scalars stored in C strings are
individual bytes (characters).

2: In our implementation in DIVINE, the
first 32 bits of a pointer are treated as a
block identifier, while the last 32 bits are
treated as the offset.

properties. For instance, homogenous aggregates (arrays) are defined by
two essential properties: length and content, which are the usual target
of aggregate abstraction.

We can equip aggregate domains with arbitrary operations, however,
two operations are, in some sense, universal, being elementary memory
manipulation operations, namely: byte-wise access and update of the
aggregate. The universality of these operations originates from the fact
that all aggregate operations can be represented as accesses and updates.
In a low-level representation of a program (assembly), they are usually
presented in this form. LLVM allows a slightly higher level of manipu-
lation to access and update individual scalars present in the aggregates
(as opposed to bytes).1 All other operations are present in the form of
sequences of elementary instructions—possibly encapsulated in functions.
Moreover, as in concrete programs, the access and update represents
an interface between scalars and memory, in the abstraction, they form
an interface between scalar and aggregate domains (even in the case of
byte-oriented access since bytes are also scalars).

All memory accesses and, consequently, aggregate manipulations are
performed through pointers to aggregates. In LLVM IR, pointers provide
two pieces of information regarding a memory location: they identify
the memory block and an offset within that block.2 In explicit programs,
these two components are typically combined into a single value and are
often indistinguishable. However, when working with abstract aggregate
values, the distinction between the block identifier and offset becomes
relevant. In the case of aggregate abstraction, the base address component
of the pointer is concrete, as it identifies a specific abstract aggregate. In
contrast, depending on the specific abstract aggregate domain, the offset
componentmay ormay not be concrete. Representing the offset abstractly,
such as with a 32-bit abstract scalar value, may offer advantages in certain
cases. Importantly, accessing memory through such a pointer must be
regarded as an abstract access or update operation in both cases.

In LLVM IR, and likewise in our language, two basic memory access
operations are defined — load and store, corresponding to the access
and update operations. It is important to notice that memory access is
always explicit: memory is never used in a computation directly. This
observation is used in the design of aggregate abstraction, where we can
assume that the access to the content of an aggregate will always go
through a pointer associated with the abstract aggregate.

Recall abstract domain functors, which are functions that take abstract
parameter domains 𝒜1, 𝒜2, … , 𝒜𝑛 and return a new abstract domain
𝒜(𝒜1, 𝒜2, … , 𝒜𝑛). They compose the abstract domain properties
of the parameter domains to build a new set of abstract properties
and operations. Functor domains are frequently encountered in ag-
gregate abstraction, where aggregates are typically parametrized by
the domain of their content or a domain used to reason about ag-
gregate structure, including size. The functor’s role is to coordinate
these underlying domains and efficiently implement operations on
aggregates.
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5.1 Abstract Aggregates Memory Semantics

To facilitate reasoning about aggregates, we expand our abstract state
definition. Aggregates, at their core, are simply memory blocks, each of
them identified by a base address 𝑎 ∈ Id. Each aggregate’s content can
be identified by a cell address ⟨𝑎, 𝑜⟩ ∈ Cell ≡ Id × 𝒞s, which acts like
a pointer with base 𝑎 and offset 𝑜. Aggregates abstraction focuses on
abstracting the memory blocks Blk, stored in the memory map 𝜇.

Recall semantic domains from Figure 3.2. Each memory block blk ≡
⟨𝑠, 𝑣⟩ ∈ Blk ≡ 𝒞 × 𝕍 constitutes two components: size 𝑠, which
represents the number of valid bytes in the allocated block, and a
content value function 𝑣 ∶ 𝒞s → 𝒞. The content value function 𝑣 maps
valid offsets to the stored values in the block.

In aggregate abstraction, we reason about memory block properties. We
say that an abstract memory block b̂lk ∈ B̂lk describes a set of concrete
memory blocks 𝛾(b̂lk) ⊆ Blk. The abstraction can take two different
forms:

1. a size (offsets) abstraction using scalar domain Ôff in B̂lk def= Ôff× 𝕍̂,
where 𝕍̂ ∶ Ôff → 𝒞 allows concrete values at abstract offsets.

2. a content (value) abstraction using domain V̂al to represent aggre-
gate content in B̂lk def= 𝒞s × 𝕍̂, where 𝕍̂ ∶ 𝒞s → V̂al allows abstract
values at concrete offsets.

We can apply both forms of aggregate abstraction simultaneously. A gen-
eral aggregate domain can be expressed as a functor domain 𝒜(Ôff, V̂al),
where Ôff is a scalar domain used to represent offsets, and V̂al is used
to abstract memory content. Unlike scalar abstraction, which allows
abstract values to be stored in scalar registers and memory, we also need
to update memory-dependent parts of the abstract state 𝜎̂ ≡ ( ̂𝜀𝑠, ̂𝜀𝑝, ̂𝜇),
described in Figure 5.1.

⟨𝑎, ̂𝑜⟩ ∈ Ĉell ≡ Id × Ôff (memory cells)

⟨ ̂𝑠, ̂𝑣⟩ ∈ B̂lk ≡ (𝒞s ∪ Ôff) → 𝕍̂ (memory blocks)

̂𝑣 ∈ 𝕍̂ ≡ (𝒞s ∪ Ôff) → (𝒞 ∪ V̂al) (memory block content)

̂𝜀𝑠 ∈ 𝔼𝕧s ≡ Reg
s

→ 𝒞s ∪ V̂al ∪ Ôff (scalar registers env.)

̂𝜀𝑝 ∈ 𝔼𝕧p ≡ Reg
p

→ 𝒞p ∪ Ĉell (pointer registers env.)

̂𝜇 ∈ 𝔼𝕧𝜇 ≡ Id → B̂lk (memory environment)

Figure 5.1: Aggregate semantic domains.

In summary, we permit pointer registers to contain mixed pointers with
abstract offsets, and we allow abstract memory cells to hold abstract
values. Note that if V̂al was a pointer domain, it would belong to ̂𝜀𝑝
instead of ̂𝜀𝑠. For simplicity’s sake, we will only consider the scalar
content of memory blocks.

Another perspective on aggregate abstraction is that the domain value
represents a single allocated memory block, which may also have an
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abstract size. This is distinct from more general memory abstraction,
which may consider multiple allocations and may also abstract block
identifiers – in such cases, we typically refer to it as shape abstraction.

In dynamic memory allocation, unlike in the concrete case, we allow allo-
cations of abstract size ŝ ∈ Ôff. It is worth noting that allocated blocks
have arbitrary (uninitialized) content. Therefore, many aggregate do-
mains are typically equipped with special initializers to address this issue.
This is because it may not be practical or even possible to sequentially
initialize blocks with abstract sizes, which may be unbounded.

Another difference to scalar abstraction is that aggregates have reference
semantics and can be referenced from multiple locations, as multiple
pointers can point to the same memory block. Therefore, when making
modifications to an aggregate, we need to make them visible from refer-
ences to the same aggregate. Specifically, the abstract representation of
aggregate needs to be shared between abstract pointers.

As is evident from the semantic domains, we assign a block identifier to
each abstract aggregate, analogous to how we assign identifiers to con-
crete aggregates. Thus, abstract pointers consist of “concrete” identifiers,
while only offsets can be abstracted. When we modify an aggregate, we
access a shared abstract block at the location designated by the identifier.
This approach differs from the scalar domain, in which modifications
have value semantics and always result in the creation of a new value.

When working with abstract memory blocks, viewing them as elemen-
tary values instead of aggregates of bytes can be advantageous. The
memory access can retrieve a handle to abstract aggregate and let the
domain perform the access given a specific offset. For that, we represent
a pointer into an abstracted block as a pair: a handle to single shared
storage of the aggregate and an offset, rather than in the concrete case,
where the pointer contained the cell address in a single numerical repre-
sentation. This allows aggregates to be abstracted as a whole rather than
on a per-byte basis. Similarly to concrete memory blocks, we store the
abstract blocks at a single shared location, which makes it easier to access
and soundly modify aggregate from multiple places, including those of
possibly concurrent executions.

An aggregate domain 𝒜(Ôff, V̂al) must define the following functions,
where b̂lk denotes the set of abstract memory blocks, i.e., elements of
the aggregate domain.

alloc𝒜 ∶ Ôff → B̂lk

sizeof𝒜 ∶ B̂lk → Ôff

access𝒜 ∶ B̂lk × Ôff → V̂al

update𝒜 ∶ B̂lk × Ôff × V̂al → B̂lk

Note that update returns a new abstract block, however, we often
perform the update in-place.
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The memory operations are defined in terms of elementary operations:

Definition 5.1.1 (Heap allocation) We define abstract memory alloca-
tion of abstract or concrete size ⟦ŝ⟧𝜎̂ ∈ Ôff ∪ 𝒞s as:

𝜎̂
rp <--- malloc ŝ

−−−−−−−−−→ {( ̂𝜀𝑠, ̂𝜀𝑝[rp ↦ ⟨𝑞, 0⟩], ̂𝜇[𝑞 ↦ alloc𝒜 (⟦ŝ⟧𝜎̂)]) ∣ 𝑞 ∈ Id}

and 𝑞 is a handle to the newly allocated abstract block. In practice, it is
usually a pointer to the storage of abstract aggregate.

Definition 5.1.2 (Memory update) To update abstract memory content
we extend store operation to transfers values from registers into abstract
memory blocks:

𝜎̂
store v̂ -->- rp

−−−−−−−−→ {( ̂𝜀𝑠, ̂𝜀𝑝, ̂𝜇[𝑎 ↦ store𝜎̂(𝑎, ̂𝑜, ⟦v̂⟧𝜎̂)]) ∣ ⟨𝑎, ̂𝑜⟩ = ⟦rp⟧𝜎̂}

where store𝜎̂(𝑎, ̂𝑜, ̂𝑣) def= update𝒜( ̂𝜇(𝑎), ̂𝑜, ̂𝑣). The store performs an ab-
stract update in the pointed abstract memory block ̂𝜇(𝑎) = b̂lk starting
from offset ̂𝑜 ∈ Ôff:

Definition 5.1.3 (Memory access) To read frommemorywe extend load
operation to transfer values from abstract memory location ⟦r𝑎⟧𝜎̂ into
registers:

𝜎̂
rs <--- load r𝑎 of ty

−−−−−−−−−−−→ {( ̂𝜀𝑠[rs ↦ load𝜎̂(⟦rp⟧𝜎̂, sizeof(ty))], ̂𝜀𝑝, ̂𝜇)}

𝜎̂
rp <--- load r𝑎 of ty

−−−−−−−−−−−→ {( ̂𝜀𝑠, ̂𝜀𝑝[rs ↦ load𝜎̂(⟦rp⟧𝜎̂, sizeof(ty))], ̂𝜇)}

where load𝜎̂(⟨𝑎, ̂𝑜⟩, 𝑛) def= concat({access𝒜( ̂𝜇(𝑎), ̂𝑜 + 𝑖) ∣ 0 ≤ 𝑖 < 𝑛})
reconstructs single multibyte value of size 𝑛 by concatenating bytes from
abstract memory block 𝑎 from offset ̂𝑜.

Similar to the concrete semantics, if the aggregate is homogeneous and
the access operations are aligned with the stored values, reconstructing
values from bytes may not be necessary. Instead, we can abstract larger
objects, such as integers, and omit concatenation, which may lead to the
imprecision of abstraction.

It is important to note that these are just templates, and specific domains
can override the semantics of memory operations. For example, it may be
advantageous for a domain to load multibyte values at once rather than
concatenating abstract values.

5.2 Array Abstraction

The simplest and heavily used aggregate – an array receive a lot of
specific abstract domains for efficient reasoning about array manipulating
programs. In the analysis of arrays, the analyzer needs to be able to
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Let 𝑎 be a C integer array initialized as
follows: a[4] = {5,7,9,11}. The con-
crete value of 𝑎 is given by the tuple

𝜇A(𝑎)𝜎 = ⟨4, 𝑣𝑎⟩,

where the size of 𝑎 is clear from the con-
text and the content map is

𝑣𝑎 ≜ {0 ↦ 5, 1 ↦ 7, 2 ↦ 9, 3 ↦ 11}

Figure 5.2: Examples of concrete arrays.

discover relationships among values of array elements, as well as their
relationships to scalar variables and constants located in the program.

Generally, it is problematic to statically reason about arrays, because of
their unbounded nature. The problem is that the array operations do not
consider a particular fixed array size. Instead, the array size typically
depends on the scalar variables. The precise verification of such program
requires being able to reason about relationships between array size, array
content and program variables. Hence, analyses tend to utilize symbolic
methods to represent constraints on arrays [GRS05].

Depending on the interested properties, we recognize two types of array-
related techniques. The analysis either focuses on the reasoning about
array bounds and related out of bounds errors, or on the content of the
array [HP08].

To reason about array content, abstract domains are usually parametri-
zable by numerical abstract domains by which the abstraction represents
the internal elements of an abstract array [CCL11b]. Symbolic methods
are also used to represent or generalize facts about array manipulations –
for example, universally quantified abstract domains, enable us to quantify
over array elements with the use of simpler abstract domains [GMT08].
Predicate abstraction is also used to describe properties about arrays in a
form of update predicates [KV09].

The symbolic techniques naturally request for a refinement of abstractions.
The refinement of universally quantified abstract domains is presented
in [SPW09]. As universal quantifiers represent hard task for decision
procedures, the refinement tries to eliminate their occurrences using
ghost variables. Furthermore, the refinement techniques leverage that
predicates have a particular form when they reason about array indices.
Other refinement approaches utilize lazy-abstraction [Alb+12b] and in-
terpolants [Alb+12c].

The recent work [PS18] summarizes how weakly-relational domains for
array indices does not scale in the analysis of object-oriented languages.
However, in combination with symbolic expressions, traditional domains
can scale to real-world codebases.

An alternative method involves program instrumentation [Cor+15] that
converts program arrays into code that manipulates scalars. This results
in array-free programs that can take advantage of finely-tuned numerical
analysis. Moreover, the instrumentation canmore easily slice the program
only for interested array properties.

5.2.1 Array Concrete Semantics

Let 𝜇A ⊆ 𝜇 be a set of concrete array environments and BlkA ⊆ Blk set
of concrete arrays. A concrete array environment 𝜇A maps pointers to
arrays 𝑎 to their content, such that:

𝜇A(𝑎)𝜎
def= ⟨size, 𝑣𝑎⟩

where size specifies size of an array 𝑎 in bytes in state 𝜎, and 𝑣𝑎 ∈ 𝒞s ↦ 𝒞
maps indices to their corresponding array values. A concrete array is an
instance of a parametric aggregate domain. We denote concrete arrays
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alloc𝒜�
(𝑜) def= ⊥V̂al

sizeof𝒜�
(b̂lk) def= ⊤

update𝒜�
(b̂lk, 𝑜, ̂𝑥) def= b̂lk ⊔ ̂𝑥

access𝒜�
(b̂lk, 𝑜) def= b̂lk

Figure 5.3: Smashed array operations.
When allocating, we create an unused
summarization variable. The size of
smashed arrays is ambiguous. To update
a block b̂lk with a value ̂𝑣 at a given off-
set 𝑜, we disregard the offset and join
the value ̂𝑣 to the summarization vari-
able. Likewise, in access, we return the
summarization variable.

s ← amb H𝑠 ↦ ⊤I
a ← malloc s H ̂𝑣 ↦ ⊥I 1

store 4 → a[0] H ̂𝑣 ↦ [4, 4]I 2

x ← amb[1, 2] H𝑥 ↦ [1, 2]I
store x → a[1] H ̂𝑣 ↦ [1, 4]I 3

y ← load a[2] H𝑦 ↦ [1, 4]I 4

Figure 5.4: Example of smashed array
computation instantiated with interval
content domain. For brevity we depict
only the content map ̂𝑣 of the array.
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domain as A(𝒞s, 𝒞), where the first parameter is the concrete set of offsets,
and the second is the concrete set of content values. Observe that this
array representation allows reasoning about the correspondence between
shape components of an array and actual values of the array elements.

5.2.2 Smashed Array Domain

The most basic instance of abstract domains for array content is the
smashed array domain, which “smashes” (summarizes) all properties of
an abstract memory block into a single content variable. Essentially,
this means that offsets are disregarded in the analysis. The smashed
array can be viewed as a form of an aggregate domain, in which offsets
are abstracted within a unit domain �. This is because every update
of an aggregate 𝑎 is performed on a single element with address ⟨𝑎,�⟩.
In practice, we abstract away from offsets completely (cf. Figure 5.3).

Smashing domain is mostly usable in case we presume absence of unde-
fined behaviors, specifically concerning memory accesses, This allows
our analysis to use the domain to assume, for instance, that a memory
read can only access to initialized data [GN21].

We represent the smashing array as a functor domain 𝒜�(V̂al). Since we
ignore the offset part of the array, the elements of the smashing array
domain are, in fact, values from the value domain V̂al. The straightforward
approach is to represent memory blocks as summarization scalar values of
𝒜�(V̂al), meaning that we permit scalar values to be in the memory block
map ̂𝜇 ∶ Id → Blk ∪ V̂al, i.e., b̂lk ∈ V̂al. Once this is established, memory
access operations become operations on scalar values – see Figure 5.3.

In Figure 5.4, we provide an example of a computation using the smashed
array domain 𝒜�(𝒜𝑖), which employs intervals as the content domain.
We use an abbreviation a[x] to carry out pointer arithmetic, which
denotes a common element addressing of a cell at offset 𝑥 of an array with
base address 𝑎. In abstract allocation 1 , a reference to the smashed value
content ̂𝑣 is created. In the following operations 2 and 3 , regardless of
the offset, the content is joined with the smashed content. For instance,
storing values at offsets 1 and 2 results in a join of both stored values:
[4, 4] ⊔ [1, 2] = [1, 4]. Similarly, loading from an offset that has not been
written to, such as 2, results in the smashed content [1, 4] at 4 . It is
evident that the smashed array overapproximates offsets significantly.
To mitigate this, we can use a bounded smashed array that expands to
multiple smashed cells representing the prefix and tail of an array. Despite
its simplicity, this domain is useful for illustrating the interaction between
scalar and aggregate domains.

5.2.3 Array Segmentation Domains

In the latter part of this chapter, we introduce a string segmentation
domain that calledM-String is inspired by the general array segmentation
abstraction defined in [CCL11a]. We give its brief introduction in this
section. Notice that we slightly modified the notation to be consistent
with the whole work. For more details, we invite the reader to refer
directly to the original paper [Lau+20].
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Consider the integer array:

arr[5] = {5, 7, 9, 10, 12}

As an abstraction of arrwemay consider

{0} odd {3} even {5}

saying that the array contains odd num-
bers in the first three elements (indexed
from 0 to 2) and two even elements (in-
dexed from 3 to 4).

Figure 5.5: Example of segmentation ab-
stract domain functor.

3: Two array segmentations:

𝑏̂1
1 … 𝑏̂1

𝑛[?1
𝑛] and 𝑏̂2

1 … 𝑏̂2
𝑛[?2

𝑛],

are compatible if

𝑏̂1
1 ∩ 𝑏̂2

1 ≠ ∅ and 𝑏̂1
n ∩ 𝑏̂2

n ≠ ∅.

[Gan+13]: Gange et al. (2013), “Abstract
Interpretation over Non-lattice Abstract
Domains”

Array Segmentation Abstract Domain Functor.

The functor array abstract domain Âf (shortcut for Âf(Ôff, V̂al)), as de-
scribed in [CCL11a], allows to represent a sequence of consecutive, non-
overlapping and possibly empty segments that over-approximate a set
of concrete array values in ℘(Blk). Each segment represents a sub-array
whose elements share a common property, such as being positive integer
values, and is enclosed by segment bounds, which are abstractions of its
lower and upper bounds. The elements of functor array belong to the
set

Âf def= {(Ôff× V̂al) × (Ôff× V̂al× {␣, ?})𝑘 × (Ôff× {␣, ?}) ∣ 𝑘 ⩾ 0} ∪ {⊥Âf},

which have the form

̂𝑏1 ̂𝑠1
̂𝑏2[?2] ̂𝑠2 … ̂𝑠𝑛−1

̂𝑏𝑛[?𝑛]

where:

1. Ôff is the segment bound abstract domain approximating array
indexes with abstract properties ̂𝑏𝑖 ∈ Ôff such that 𝑖 ∈ [1, 𝑛].

2. V̂al is the array element abstract domain representing possible seg-
ment values as abstract segment values ̂𝑠𝑖 ∈ V̂al.

3. the question mark, if present, expresses the possibility that the
segment that precedes it may be empty. The question mark can
never precede ̂𝑏1. The space symbol ␣ represents a non-empty
segment.

Example 5.2.1 Let 𝒜± be the sign abstraction of numerical values.
The segmentation abstract predicate {0} >0 {2}? <0 {4} represents
arrays of length 4, having either 0 or 2 positive elements followed by
either 4 or 2 negative elements, respectively. For instance, it represents:
[7,10,-11,-9], [1, 2, 3, -1], or [-2,-6,-3,-1]. Note that, in
the last case, the lack of positive values is justified by the presence of
the question mark that says that the first segment is optional.

The unification algorithm, described in [CCL11a], aligns two compatible
segmentations3 by modifying them to have the same lists of bounds.
While the result of the unification algorithm may not be maximal, it is
alwayswell-defined, terminates, and is deterministic. The partial order⊑Âf

over Âf is defined over unified segmentations, as well as the join ⊔Âf and
the meet ⊓Âf operators. Note that Âf is not necessarily a lattice [Gan+13].
To ensure the convergence of the analysis, Âf is equipped with a widening
operator ∇Âf. A narrowing operator ΔÂf, which improves the precision of
the widening result, is also defined. The ∇Âf and ΔÂf operators operate
on unified segmentations.

Such an abstract array representation is effective for analyzing the content
of arrays, but in the case of the C programming language, where a string
is defined as a null-terminating character array, it is not powerful enough
to detect common string manipulation errors.
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5.3 String Abstraction

The C programming language continues to be widely used [Cas19], par-
ticularly in critical systems such as server-side software and embedded
systems. However, C programs are prone to bugs due to the way they
manage memory, which can be exploited by malicious actors to carry
out security attacks. Therefore, ensuring the correctness of C software is
crucial. In particular, we are interested in ensuring the correctness of C
programs that manipulate strings, as incorrect string handling can lead
to catastrophic events such as data loss or exposure, as well as crashes in
critical software components.

In C, strings are not a basic data type but are instead represented by
zero-terminated arrays of characters. Various libraries, in particular, C
standard library, provide functions to operate with the such represen-
tation of strings [Bul+17]. However, programs that manipulate strings
can suffer from buffer overflows and related issues due to discrepancies
between the string’s size and the array buffer’s size. A buffer overflow is
a bug that occurs when a buffer is accessed out of its bounds, with out-
of-bounds writes being particularly dangerous. Although out-of-bounds
reads are less critical, it is still important to design methods for automatic
correctness verification of string management in C programs due to the
possibility of arbitrary code execution through exploitable buffer over-
flows [One96]. Code analysis tools can help identify existing bugs and
limit the introduction of new bugs, thereby reducing the risk of costly
security incidents.

Even though array abstraction might be used to handle strings in pro-
grams, it is more precise to treat them separately. In C language as well
as in LLVM IR, strings are represented as null-terminated arrays of char-
acters. Hence, to detect string related errors, many abstractions extends
the array abstractions to keep record about null characters [CO18].

Since string domains are more restricted, they utilize other formalisms
to represent an abstract set of strings like finite automata [CMS03] or
trie data structures. The recent work of Constantini [CFC11; CFC15]
proposes a unifying approach to string analysis. In his work, presented
domains can be tuned to a different level of precision and address only
specific properties of strings.

Static methods tailored to identify buffer overflows automatically have
been extensively studied in the literature, enclosing tainted dataflow
analysis, constraint solvers for string theories, and techniques based on
them (e.g., symbolic execution), annotation analysis or string pattern
matching analysis [SZ10]. These techniques and their adaptations have
been implemented in numerous bug-hunting tools [DRS03; EL02; Hol02;
Wag+00; XCE03].

Several publications have demonstrated the usability of abstract interpre-
tation [CC77a] in approximating the semantics of string operations. The
most straightforward, well-known domain is a string set domain, which
simply keeps track of a set of strings – this is a specific instance of the
general (bounded) powerset domain. Other domains include, for instance,
the character inclusion domain, tracking the characters present in a string
but not their order or frequency, and the prefix-suffix domain, tracking
the first and last characters of a string. Another general-purpose string
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domain is the string hash domain proposed in [MA14], based on a distribu-
tive hash function. A more complete review of general-purpose string
domains is readily available in the literature, e.g. [Ama+17; CFC15].

Such general-purpose domains focus on the generic aspects of strings,
without accounting for the specifics of string handling in different pro-
gramming languages. It is, however, often beneficial to consider such
specific aspects of string representation when designing abstract domains
for program analysis: indeed, M-String, the domain explored in foun-
dational publications for this chapter, is a domain tailored specifically
for the representation of strings used in C programs. With regard to the
C programming language, [JMO18] proposed an abstract domain for C
strings which tracks both their length and the buffer allocated size into
which their are contained. Then, the latter domain, together with the
cell abstraction [Min06a], describes relations between length of variables
and offsets of pointers. A number of abstract string domains (and their
combinations) for analysis of JavaScript programs have been evaluated
in [Ama+17]. Another domain that was conceived for JavaScript analysis
is the simplified regular expression domain defined in [PIR16]. While dy-
namic languages heavily rely on strings and their analysis benefits greatly
from tailored abstract domains, the specifics of the C approach to strings
also deserves attention: the M-String domain, tailored for modeling zero-
terminated strings stored in character buffers in C programs has first been
described in [CO18]. The domain was initially designed for static analy-
sis, but in collaboration with the original authors, we have refined it for
dynamic analysis and compilation-based abstraction as presented in this
thesis. This refinement enables the automatic abstraction of C programs,
which was not previously considered in the original publication.

We introduce a special purpose string array segmentation domain
(M-String) to abstract C strings and adapt it to compilation-based
abstraction in publication on string abstraction for model checking of
C programs [Roč+19] and its extended journal version [Lau+20]. It is
a domain tailored for the analysis of strings in C, whose elements

▶ approximate sets of C character arrays;

▶ allow the abstraction of both shape information on the array
structure and value information on the contained characters;

▶ highlight the presence of well-formed strings in the approxi-
mated character arrays.

The M-String domain refines the segmentation approach to array repre-
sentation introduced in [CCL11a]. Its goal is to detect the presence of
common string management errors that may lead to undefined behav-
iors or, more specifically, that may result in buffer overflows. Moreover,
keeping track of the content of the characters occurring after the first
null character allows us to reduce the number of false positives. In fact,
rewriting the first null character in the array is not always an error, as
further occurrences of the null character may follow. The M-String, like
the array segmentation-based representation introduced in [CCL11a], is
parametric in two ways: both with respect to the representation of the
indices of the array and with respect to the abstraction of the element
values.
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Let m be a C character array initialized as
follows:

m[6] = {'b','e','e','\0','b'}.

The concrete value of m is given by the
tuple 𝜇(𝑚) = ⟨6, 𝑣⟩, where the content
map is

𝑣𝑚 ≜ {0 ↦ 'b', 1 ↦ 'e',
2 ↦ 'e', 3 ↦ '\0',
4 ↦ 'b', 5 ↦ ⊤Ch}

and nulls(𝜇(𝑚)) is the singleton {3}, be-
ing the the only array cell that certainly
contains a null character. The string of
interest is the sequence "bee\0".

Figure 5.6: Example concrete character
array.

5.3.1 Character Array Concrete Domain

Our goal is to prevent security vulnerabilities that may arise from poorly
managed strings in C character arrays. To achieve this, we introduce
a concrete value for character arrays that highlights the presence of
null characters and define the concept of a string of interest – the string
that precedes the first occurrence of a null character – for an array of
characters. In this thesis, we will provide a brief overview of the domain,
as it is not the main topic of focus. Nonetheless, we will showcase the
reasoning capabilities of our approach about string manipulations.

Let Ch ⊆ 𝒞s be a finite set of characters representable by the character
encoding in use equipped with a top element ⊤Ch representing an
unknown value. A concrete character array domain is an instance of a
concrete array, where content are characters from Ch. We denote the
set of concrete character arrays as ACh, which is short for a concrete
array with concrete offsets and character values A(𝒞s,Ch). Moreover,
we define a projection nulls ∶ BlkACh ↦ ℘(𝒞s) that returns a set of
terminating characters present in a given character array:

nulls(⟨𝑠, 𝑣⟩) def= {𝑖 ∣ 𝑣(𝑖) = '\0'}

For a well-formed string, it holds that it contains at least one terminating
character, which means that the projection nullsis not empty. Moreover,
character array elements that have not been initialized are mapped to the
top value ⊤Ch, as one can read garbage values from the allocated array.

We formally define the string of interest of a character array as the se-
quence of its elements up to the first terminating one (included).

Definition 5.3.1 (String of Interest) Let 𝑎 ∈ ACh be an array of charac-
ters with concrete value 𝑎 = ⟨𝑠, 𝑣⟩ and let 𝑛 be the minimum element of
nulls(𝑎) (if it is non-empty). The string of interest of the character array
𝑎 is defined as follows:

string(𝑎) =
⎧{
⎨{⎩

⟨𝑛 + 1, {𝑖 ↦ 𝑐 ∣ 0 < 𝑖 ≤ 𝑛 ∧ 𝑣(𝑖) = 𝑐}⟩ if nulls(𝑎) ≠ ∅

⊥ otherwise

Our definition of the string of interest of character arrays allows us to
distinguish well-formed strings from the wrong usage of character arrays.
If the null character appears at the first index of a character array, we say
its string of interest is empty. In general, we refer to character arrays that
contain a well-defined or empty string of interest as character arrays that
contain a well-formed string.

Moreover, when the allocated memory capacity is not sufficient for a
declared character array, the system writes a null character outside the
array, occupying memory that is not intended for it and causing a buffer
overflow. We do not represent this system behavior because it leads to
an undefined one. Therefore, we consider the string of interest of such
character arrays as undefined (⊥).
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In the original publication, we presented the complete formal concrete
and abstract semantics of the character array domain. Additionally, we
provided definitions for all requested operations for the abstract domain,
including string subsumption, join, meet, and elementary access and up-
date operations. Although abstract interpretation definitions are relevant
to our work, our primary focus is not on the technicalities of this domain.
Therefore, we only provide an overview of the domain’s intuition and its
integration with our model of computation in this thesis. We invite read-
ers to refer to our publications [Lau+20; Roč+19] for further inspection
of domain semantics and proofs of its soundness.

In brief, string access is defined in the same manner as on generic arrays,
while string updates also modify the nulls projection if a new terminating
character is introduced or if an existing one is overwritten. However, the
most intriguing aspects of string abstraction pertain to the other opera-
tions that can be performed on the domain. Given that C includes several
strings-related functions in the standard library string.h, abstracting
them allows for more accurate program analysis.

We focus on the most significant functions in the string.h header (de-
scribed in the remainder of this section), manipulating null-terminated
sequences of characters, plus the array elements access and update op-
erations. Recall that char, int and size_t are data types in C, const
is a qualifier applied to the declaration of any variable which specifies
the immutability of its value, and *str denotes that str is a pointer
variable.

char* strcat( char *dst, const char *src )

The function strcat appends the null-terminated string pointed to by
src to the end of the string pointed to by dst to concatenate the two.
The null-terminator of dst is replaced by the first character of src. It
is important to note that the two strings should not overlap, meaning
that src and dst should not point to the same memory location. Upon
completion of the concatenation, the function returns a pointer to the
modified dst string.

Formally, the strcat operation embeds the string of interest from src

array into the content map of the dst array, beginning from the offset of
the first occurrence of the null-terminator.

char* strchr( char *str, int ch )

The function strchr locates for the first occurrence of the character ch
(converted to a char) in the string pointed to by str. The terminating
null character is included in the search. If the character is found, the
function returns a pointer to the located character; otherwise, it returns a
null pointer.

int strcmp( const char *lhs, const char *rhs )

The function strcmp performs a lexicographic comparison of the string
pointed to by lhs to the string pointed to by rhs. It returns an integer
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[BCD22]: Borzacchiello et al. (2022),
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greater than, equal to, or less than zero, depending on whether the string
pointed to by lhs is greater than, equal to, or less than the string pointed
to by rhs, respectively.

char* strcpy( char *dst, const char *src )

The function strcpy copies the null-terminated string pointed to by src
to the memory pointed to by dst. The strings pointed to by src and dst
should not overlap. The function returns the pointer dst.

size_t strlen( const char *str )

The function strlen computes the number of bytes in the string to which
str points, not including the terminating null byte. The string length
function returns the length of string of interest located in str.

It may also be worthwhile to perform abstraction of other memory-
manipulating functions of generic array aggregates listed in Figure 5.7.
In fact, authors in the recent work [BCD22] investigate the application of
symbolic abstraction to operations such as memcpy or memset. However,
in our work, we focus only on string-manipulating functions.

int memcmp( const void* lhs, const void* rhs, size_t n )

void* memset( void *dst, int ch, size_t n )

void* memcpy( void *dst, const void *src, size_t n )

void* memchr( const void *ptr, int ch, size_t n )

void* memmove( void* dst, const void* src, size_t n )
Figure 5.7: Character array manipula-
tion functions in C from <string.h>.

As previously mentioned, C does not provide guarantees for bounds
checking on array accesses. When it comes to strings, the language
also does not ensure that they are null-terminated. This lack of pro-
tection results in multiple vulnerabilities and exploits [Sea13] [Sea13]: Seacord (2013), Secure Coding in

C and C++
. For

example, passing non-null-terminated strings to the aforementioned
functions can lead to misleading results or reading beyond the array
boundary. Additionally, since strcat and strcpy do not permit the
specification of the destination array’s dst size, they are common
sources of buffer overflows.

5.3.2 Character Array Abstract Domain

In the previous section, we established the concrete character array values
that indicate the existence of a valid string within them. Additionally, we
introduced our concrete domain ACh, which is composed of sets of char-
acter array values, as well as the concrete projection of null-terminating
characters. In the next section, we will define the Ĉh abstract domain,
which approximates the elements within ACh. This domain is called the
M-String domain (M̂ for short).
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Consider the split segmentation abstract
predicate

𝑚̂ = ([0, 0]'a'[2, 5], ∅)

where Ĉh is the concrete domain for char-
acters and Ôff the interval domain. The
segmentation 𝑚̂ approximates character
arrays certainly containing a string of in-
terest which is a sequence of 'a', whose
length goes from 2 to 5, followed by a null
character, e.g., "aa\0" or "aaaaa\0".

Figure 5.8: Example of an abstract string
segmentation.

The M-String abstract domain approximates sets of concrete character
array values using a pair of segmentations that highlights the nature of
their strings of interest. The domain’s elements are split segmentation
abstract predicates. Segments represent sequences of characters that
share the same property and are bounded by segment bounds. Similar to
the array segmentation domain (recalled in Section 5.2.3), the M-String
abstract domain is a functor denoted as M̂(Ôff, Ĉh), where:

1. Ôff denotes the scalar abstraction of segment bounds, equipped
with the addition and subtraction operations,

2. V̂al is the scalar abstraction of the character array elements.

Elements of M-String belong to the set M̂ ≜ (M̂𝑠, M̂𝑡) ∪ {⊥M̂, ⊤M̂} such
that:

1. M̂𝑠 represents the segmentation of the strings of interest of a set of
character arrays as value from the set:

M̂𝑠
def= {(Ôff × Ĉh) × (Ôff × Ĉh)𝑘 ∣ 𝑘 ⩾ 0} ∪ {Ôff} ∪ {∅}

2. M̂𝑡 represents the segmentation of the content of character arrays
after their string of interests, or character arrays that do not contain
the null terminating character:

M̂𝑡
def= {(Ôff × Ĉh) × (Ôff × Ĉh)𝑘 ∣ 𝑘 ⩾ 0} ∪ {∅}

3. ⊥M̂, ⊤M̂ are bottom/top elements of M̂.

The set M̂ can be expressed as a collection of split segmentation abstract
predicates in the form of 𝑚̂ = (𝑠, 𝑡). For instance, if 𝑚̂ takes the value
( ̂𝑏1 ̂𝑐1

̂𝑏2, ∅), it represents concrete character array values of length ̂𝑏2 byte
that contain single segment of characters ̂𝑐1 in the string of interest.
Conversely, if 𝑚̂ is equal to (𝑏̂1, ̂𝑏2 ̂𝑐2

̂𝑏3 … ̂𝑏𝑛), it approximates concrete
character array values that have a length of at least one cell and include
an empty string of interest. In particular:

1. ̂𝑏𝑖 ∈ Ôff denotes the segment bounds, such that 𝑖 ∈ [1, 𝑛] and 𝑛 > 1.
Note that ̂𝑏1 and ̂𝑏𝑛 respectively represent the segmentation lower
and upper bound.

2. ̂𝑐𝑖 ∈ Ĉh are scalar abstractions of segment content.

By employing this approach, it is possible to represent segments that may
be empty in cases where bounds overlap such that 𝛾( ̂𝑏𝑖) ∩ 𝛾( ̂𝑏𝑖+1) ≠ ∅. If
bounds are arranged in a strictly orderedmanner such thatmin(𝛾( ̂𝑏𝑖+1)) >
max(𝛾( ̂𝑏𝑖)), they represent a nonempty segment.

Similar to array segmentation domain, M-String has provides ⊔M̂, meet
⊓M̂, widening ∇M̂, and narrowing ΔM̂ operators. We give their exhaustive
description in [Lau+20].

Abstraction

Let 𝑀 be a set of concrete character array values. The abstraction function
on the M-String abstract domain 𝛼M̂(𝑀) maps 𝑀 to ⊥M̂ in the case in
which 𝑀 is empty, otherwise to the pair of segmentations that optimally
over-approximates values in 𝑀.
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Consider the split segmentation abstract
predicate

𝑚̂ = ([0, 0]'a'[2, 5]'b'[3, 6], ∅)

Accessing the index 1, i.e., [1, 1] in the in-
terval domain, corresponds to accessing
the first segment only:

[0, 0] < [1, 1] < [2, 5]

Therefore, it yields only the value a.
However, accessing the index 3 can fall
into both segments. In that case, we can
either yield both possible results a, b or
fork the computation to consider both
results.
Figure 5.9: Example ofM-String access
operation.

In program abstraction, it is common to have cases where the set 𝑀
contains only one element, in which case the abstraction eagerly creates
segments. For example, for the character array 𝑐1 … 𝑐𝑛, the first segment
represents characters 𝑐1 … 𝑐𝑖 as an abstract character ̂𝑐 ∈ Ĉh, where:

∀𝑖
𝑗=0𝛼Ĉh(𝑐𝑗) = ̂𝑐 ∧ (𝛼Ĉh(𝑐𝑖+1) ≠ ̂𝑐 ∨ 𝑖 + 1 > 𝑛),

and the bound of the segment is ̂𝑏 = 𝛼Ôff(𝑖 + 1). This process is repeated
until all segments are built, and if a null terminator is encountered, the
segmentation is split. Finally, all abstractions of character arrays from 𝑀
are joined. Additionally, our implementation, allow programs to create
segmentation directly without defining the set of concrete strings to be
abstracted.

Concretization

The concretization function on the M-String abstract domain 𝛾M̂ maps
an abstract element to a set of concrete character array values as follows:
𝛾M̂(⊥M̂) = ∅, otherwise 𝛾M̂(𝑚̂) is the set of all possible character array
values represented by a split segmentation abstract predicate 𝑚̂.

The concretization can be understood in terms of individual segments.
For a segment ⟨ ̂𝑏1, ̂𝑐, ̂𝑏2⟩, it maps all possible concrete values 𝑐 ∈ 𝛾Ĉh( ̂𝑐)
to the concrete array content within the range of bounds

min(𝛾( ̂𝑏1)) ≤ 𝑘 < max(𝛾( ̂𝑏2))

The concretization of a string of interest is then the concatenation of all
its concretized segments:

𝛾M̂(𝑚̂) def= {𝑐𝑏2
1 ⋅ 𝑐𝑏3

2 ⋅ ⋯ ⋅ 𝑐𝑏𝑛+1
𝑛 ∣ 𝑐𝑖 = 𝛾Ĉh( ̂𝑐𝑖) ∧ 𝑏𝑖 = 𝛾Ôff( ̂𝑏𝑖)}

Likewise, we can convert the tail of the split segmentation (i.e., the part
following the first null-terminator) into a concrete representation, which
can then be appended to the desired concrete string.

Abstract Character Array Operations

We define the essential abstract operations of M-String domain more
formally in [Lau+20]. In brief, the access at position ̂𝑖 ∈ Ôff returns
the abstract character of the segment ⟨ ̂𝑏1, ̂𝑐, ̂𝑏2⟩ for which ̂𝑏1 ≤ ̂𝑖 < ̂𝑏2
holds. If ̂𝑖 falls into multiple segments (see Figure 5.9), we can either
split the computation into multiple executions or join all possible results.
Similarly, updating a particular offset may either split a region or have
no effect if it is already included in the abstraction of segment content.

The main benefit of representing strings in a dedicated domain is the
ability to utilize “domain-specific” abstractions of operations. As de-
scribed in the previous section, these abstractions include the standard C
library string operations. Although it would be possible to abstract these
operations solely through abstract updates and accesses, for possibly
infinite (abstractly bounded) strings, such approaches would typically not
terminate as they generally iterate up to the null-terminating character.
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size_t strlen(const char *str)

{

const char *s;

for (s = str; *s; ++s);

return (s - str);

}

Figure 5.10: GNU C strlen function.

An example of this is the string length operation strlen from the GNU
C standard library implementation depicted in Figure 5.10.

Consider a split segmentation of infinitely many characters x:

𝑚̂ = ([0, 0]'x'[1, ∞], ∅)

If we were to abstract the strlen operation purely in terms of abstract
updates and accesses, each iteration of the for loop would satisfy the
condition that the character is not a null-terminating character, and the
loop would iterate infinitely without reaching the ∞ bound. However, in
the M-String abstraction, we know the size of the string of interest, which
is the last bound of the string of interest. Therefore, we can abstract the
strlen operation as a constant-time operation that returns the particular
bound.

Likewise, when performing abstract operations, we do not need to iter-
ate through characters but rather through segments. For example, the
operation strchr, which finds the first occurrence of a given character

̂𝑐, can be implemented in linear time to the number of segments. We
can iterate through the segments of the string of interest and return the
beginning bound of the segment that satisfies ̂𝑐 ⊑ ̂𝑐𝑠, where ̂𝑐𝑠 is the
segment character. This operation may be unfeasible or much more com-
putationally intensive in terms of pure accesses and updates. In string
comparison operation strcmp, we iterate over segments and compare
their bounds and content, again the operation being linear in the number
of segments.

In the case of string-modifying operations such as strcat, we iterate
over segments and concatenate them to the end of the string of interest
while dropping segments from the tail of the split segmentation. Similarly,
in the case of strcpy, we overwrite the string of interest. However, the
tricky part of these operations is that they can arbitrarily interleave with
present regions. Since we have abstract bounds, we need to consider all
possible rewrites.

Example 5.3.1 Consider two abstract strings in M̂:

([0, 0] 'a' [5, 7], [6, 8] 'b' [13, 14]) and ([0, 0] 'a' [3, 3], ∅)

Here, Ôff is the interval domain over array indexes and Ĉh is the con-
crete domain. The first element abstracts all character arrays whose
string of interest contains character 'a', with a length ranging from 5
to 7, followed by the null character, and string formed from 'b' charac-
ters, with a length ranging from 5 to 8. The second element abstracts
all character arrays whose string of interest is a string of length 3,
containing only 'a' character.

Now, let us examine the concatenation of these two abstract strings.
To begin, we must ensure that the destination string has enough space
to hold the concatenated string. This condition is met, as the capacity
of the destination split segmentation is 13, which is greater than the
maximum size of the concatenated string of interest: 7 + 3 + 1. This
sum corresponds to the maximum length of the destination string of
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interest, the maximum length of the source string of interest, and an
additional null character.

The concatenation results in the following abstract string:

([0, 0] 'a' [5, 7] 'a' [8, 10], [9, 11] 'b' [13, 14])

which is equivalent to:

([0, 0] 'a' [8, 10], [9, 11] 'b' [13, 14]).

We have provided an intuitive explanation of string operations in our
discussion so far. In our original publication [Lau+20], we provide a
formal semantic description of these operations and prove that they are
sound approximations of the concrete semantics of string operations.
While I acknowledge their importance, I will not delve further into the
domain’s technical details here as they are not directly related to my
contribution and might impede readability without adding much value.

5.3.3 Parametrization of M-String Domain

As an aggregate domain, M-String is a parametrizable by scalar domains
of characters and indices (bounds). This allows us to tailor the abstraction
to the needs of the analysis of string values. Depending on the precision
of chosen domains, the instance of the M-String domain will inherit their
properties. With more precise domains, theM-String values will maintain
higher granularity of segmentation. On the other hand, simpler character
representation will decrease the segmentation granularity for the cost of
a higher rate of false alarms.

A particular instance ofM-String is automatically derived from a paramet-
ric description given in [Lau+20], provided a suitable scalar domain Ĉh
for characters and scalar domain Ôff to represent segment bounds. The
instantiation demands that both scalar domains Ĉh and Ôff are equipped
with operations that appear in the operations with the segmentation.
These are mainly elementary arithmetic and relational operations. In the
implementation, we provide an M-String domain template that automati-
cally derives all the operations from provided scalar domains.

Concrete Characters, Symbolic Bounds

We have experimented with two instantiations of the M-String domain.
The first simpler instantiation sets the domain of characters Ĉh to be the
concrete domain 𝒞 (i.e., we let the characters be represented by them-
selves). We let the domain of segment bounds Ôff to be a symbolic 32-bit
integers. This instantiation balances between simplicity on the one hand
and the ability to describe strings with undetermined length and struc-
ture.

At the implementation level the domain remains generic. The particular
domains we selected can be easily replaced by other scalar domains. Com-
pared to the theoretical description of M-String, the implementation uses
a slightly simplified representation of segmentation using a pair of arrays
(as shown in Figure 5.11). The elements of these arrays are characters
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a … a c … c \0 a … \0 …

segment

𝑏̂1 𝑏̂2 𝑏̂3 𝑏̂4 𝑏̂5 𝑏̂6 Characters:

a c \0 a \0

Bounds:

𝑏̂1 𝑏̂2 𝑏̂3 𝑏̂4 𝑏̂5 𝑏̂6

Figure 5.11: M-String value with symbolic bounds, where string of interest is from 𝑏̂1 to 𝑏̂3.

and bounds, and their type is derived from parametrization, i.e., from
the scalar domains Ĉh and Ôff. This modification to the representation
is just an optimization for the implementation and does not impact the
semantics of the operations. The analysis using this representation is
presented in Example 5.3.2.

This instantiation of M-String is well-suited for representing strings that
consist of variable-length sequences of a single character, such as strings of
the form 𝑎𝑘𝑏𝑙𝑐𝑚, where the relationships between 𝑘, 𝑙, 𝑚 can be specified
using standard arithmetic and relational operators, and each of 𝑎, 𝑏, 𝑐
is a concrete letter. This, in turn, allows M-String to be used for the
analysis of program behavior on broad classes of input strings described
this way. A more in-depth discussion of this approach can be found in
the experimental section in Appendix C.

Example 5.3.2 Consider program abstraction with symbolic bounds
and concrete characters:
str ← mstring(x, ̂𝑏1, \0, ̂𝑏2, y, 𝑏̂3, \0, ̂𝑏4)

i ← amb

if i < ̂𝑏4
store 'y' → str[i]

len ← strlen(str)

Consider symbolic bounds ̂𝑏1 < ̂𝑏2 < ̂𝑏3 < ̂𝑏4, the abstract program cre-
ates an instance of mstring with characters [x, \0, y, \0] and bounds
[0, ̂𝑏1, ̂𝑏2, ̂𝑏3, ̂𝑏4]. Hereafter, we represent the mstring value as a pair of
these two arrays. An abstract index is created on the second line and
constrained on line 3 to be smaller than the maximum string length to
avoid failure of the subsequent update operation. The character y is
assigned to the position indicated by the symbolic index, resulting in
multiple possible strings ŝtr𝑥, depending on the value of i. To obtain
the final string, all possible strings are joined, which are the following:

1. if i < ̂𝑏1 ∶ i falls to the first segment:

ŝtr1 = ([x, y, x, \0, y, \0], [0, 𝑖, 𝑖 + 1, ̂𝑏1, ̂𝑏2, ̂𝑏3, ̂𝑏4])

and creates a new segment between i and i+1 containing character y.
Notice that if i = 0 the first segment is empty, similarly the third
segment for i + 1 = ̂𝑏1. The string of interest for ŝtr1 is of form

string(ŝtr1) ≜ 𝑥i𝑦1𝑥𝑏̂1−i−1

2. if ̂𝑏1 ≤ i < ̂𝑏2 than

ŝtr2 = ([x, \0, y, \0, y, \0], [0, 𝑏̂1, i, i + 1, ̂𝑏2, ̂𝑏3, ̂𝑏4]),
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where string of interest is a join of following forms:

▶ string(ŝtr2) ≜ 𝑥𝑏̂1𝑦 when the update is performed right after
the first segment (i = ̂𝑏1) and the segment of zeros contains
more elements ∣ ̂𝑏1 − ̂𝑏2∣ > 1,

▶ string(ŝtr2) ≜ 𝑥𝑏̂1𝑦𝑏̂3−𝑏̂1 when the update is performed right
after the first segment (i = ̂𝑏1), and the segment of zeros has
a single character ∣ ̂𝑏1 − ̂𝑏2∣ = 1,

▶ string(ŝtr2) ≜ 𝑥𝑏̂1 otherwise between first segment and i is
a terminating zero, hence the string of interest remains un-
changed.

3. if ̂𝑏2 ≤ i < ̂𝑏3 than ŝtr3 ≡ ŝtr , because update stores the same
character as is already present in the segment.

4. if ̂𝑏3 ≤ i < ̂𝑏4 than update creates a new segment inside of sequence
of last zeros:

ŝtr4 = ([x, \0, y, \0, y, \0], [0, ̂𝑏1, ̂𝑏2, ̂𝑏3, i, i + 1, ̂𝑏4])

Thus, the strlen operation on the last line of the program computes
the union of all possible lengths of strings of interest, which can be
expressed as ̂𝑏1 ∪ ( ̂𝑏1 + 1) ∪ ̂𝑏3.

Symbolic Characters, Symbolic Bounds

The second instantiation is used in benchmarks, where the computa-
tion with M-String values encountered abstract scalars (characters). This
occurs when the program obtains some character as input from the en-
vironment and tries to store it into the M-String value. Therefore, we
instantiated the M-String domain with an abstract representation of char-
acters by setting the domain C to be the term domain, which keeps track
of symbolic 8b bit-vectors (characters in C language). In this way, we
do not need to lower abstract characters before storing them to the M-
Strings, what was needed for the concrete domain used in the previous
instantiation. However, we pay the price for more expensive computation
with symbolic characters.

In order to provide evidence of the effectiveness of M-String, alongside
related publications, we extended LART [LRB18], a tool that performs
automatic abstraction of programs, making it also support aggregate
(non-scalar) domains like M-String.

We extended LART along with DIVINE 4 [Bar+17], an explicit state model
checker based on LLVM. This way, we can verify the correctness of opera-
tions on strings in C programs automatically. The experimental evaluation
is performed by analyzing a number of C programs, ranging from quite
simple to moderately complex, including parsers generated by bison, a
tool that translates context-free grammars into C parsers. The evalua-
tion results demonstrate the benefits and correctness of abstracting more
complex functions from the string library. For further details, including
evaluation artifacts, please refer to Appendix C.
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Summary

This chapter presents an extension of abstract semantics to aggregate
domains. Unlike scalar abstraction, aggregate domains can abstract
possibly infinitely large content of memory blocks and are usually
defined by two domains: the offset domain and the content domain.

The techniques were demonstrated on elementary array abstractions
and applied to a non-trivial string segmentation domain known as
M-String. Notably, the designed abstraction includes domain-specific
operations, for which we will incorporate generic support into the
compilation-based abstraction approach in the following chapters.

A novel segmentation-based abstract domain has been introduced
for approximating C strings. This new approach abstracts both in-
dex bounds and substrings while managing strings as a pair of two
string buffers: the string of interest and a tail of allocated but possibly
unused memory. This method allows for a more precise modeling
of the standard C library functions for strings, while also addressing
knownweaknesses in managing terminating null characters and buffer
bounds. The M-String domain is effective at identifying security leaks
resulting from string manipulation errors, such as buffer overflows.

Besides presenting the theoretical framework and basic operations on
strings, we implemented the abstract semantics using C+++ language
and combined them with a tool that lifts string-manipulating C codes
to the M-String domain. Our experimental results focused on tuning
the parameters of M-String, including the domains for both segment
content and segment bounds. We instantiated these parameters us-
ing both concrete and symbolic characters and symbolic (bit-vector)
bounds. The presented approach combined with compilation-based ab-
straction allowed us to extend the explicit-state model checker DIVINE
to compute with abstract stings without any further modifications.
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The content of this chapter is based on the following publication:

▶ Henrich Lauko, Lukáš Korenčik, and Petr Ročkai. “Verification of
Programs Sensitive to Heap Layout.” In: ACM Transactions on Software
Engineering and Methodology 31 (4 2022) [LKR22]

In this chapter, we extend our abstraction by introducing the concept of
dynamic memory abstraction, which is the last category of abstraction we
will discuss in this thesis. The preceding scalar and aggregate abstractions
focused on the contents of registers and memory blocks. In contrast,
dynamic memory abstraction is concerned with modeling dynamic data
structures that consist of multiple blocks referencing each other. The
goal is to reason about these blocks’ relationships and related abstract
pointers. Unlike aggregate abstraction, dynamic memory abstraction also
involves abstracting memory identifiers, enabling the abstraction of a set
of blocks that a pointer can reference.

The forthcoming discussion will delve into the diverse approaches used
for dynamic memory abstraction. In verification, memory representa-
tion techniques can be broadly classified into two categories: symbolic
techniques, which employ sat or smt formulas, and abstract techniques.
As we proceed with this chapter, we will primarily focus on a particular
functor domain, namely, the pointer arithmetic domain, which allows us
to reason about the layout of the dynamic memory. This domain was the
primary focus of the associated publication with this chapter.

RQ1 How do dynamic memory domains interact with scalar and
aggregate analyses?

RQ2 What is the relationship between pointer values and the real
dynamic memory layout?

RQ3 How can we describe the ambiguity of memory layout without
abstracting its content?

6.1 Symbolic Memory Models

While a fully symbolic model of a dynamic memory is not hard to im-
plement, it is computationally expensive [Bal+18]. For this reason, some
symbolic tools choose to trade soundness for performance by using under-
approximations, e.g., address concretization.

A few sound approaches exist: the simplest is state forking, which consid-
ers all possible states that may result from a memory operation. More
sophisticated, logic-based techniques, encode possibilities with if-then-

else formulae or use the smt theory of arrays [Bal+18]. Coarser repre-
sentations restrict pointers to be either null or point to previously heap-
allocated objects. Concolic executors DART [GKS05] or CUTE [SMA05]
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Node *list = malloc(Node);

Node *n = list;

while (true) {

n→next = malloc(Node);

n = x→next;

}

Store based model of concrete heap of C
previous program, where 𝑙1, 𝑙41 and 𝑙42
denote allocation sites:

𝑙1

list

𝑙41

n

𝑙42

n

…next next next

Allocation site based summarization:

𝑙1

list

𝑙4

n

next
next

Figure 6.1: Heap summarization exam-
ple.

⊤

non-null

⊥
Figure 6.2: The null pointer domain
keeps information whether a pointer
might be null:

𝛾ptr(⊤) ≜ 𝒞p

𝛾ptr(non-null) ≜ 𝒞p\{0}

further under-approximate pointers to a single specific address or null,
making constraint solving much more efficient: for instance, CUTE only
reasons about pointer equality and hence can use a simple equivalence
graph, instead of costly smt queries. Such simplified models are incapable
of relational reasoning about addresses.

To mitigate the scalability problems of fully symbolic memory and the loss
of soundness due to memory concretization, partial memory models strike
a balance between concretization and fully symbolic representation.

For instance, Mayhem [Cha+12] concretizes addresses when they are used
in writes, but otherwise keeps them symbolic as long as the contiguous
interval of possible values they may access is sufficiently small. Mayhem
additionally performs several optimizations like value-set analysis and
caching to refine ranges efficiently. This technique is the most similar to
the one we will present in the second half of this chapter, in the sense
that it performs complicated memory operations in concrete form but
retains symbolic relational reasoning.

A related approach is a lazy initialization of memory locations [KPV03].
In this technique, memory locations are initialized only after they are first
accessed. Lazy initialization is usually used together with pre-generated
heap configurations that model data-structures like trees or lists.

6.2 Abstract Memory Models

Because heap memory is potentially unbounded and seemingly arbitrary,
we cannot employ the same techniques as with stack and static memory.
Another key difference of memory abstractions to previous techniques
is that memory permits self-referential values, i.e., abstraction needs to
manage possibly infinitely recursive structures. Hence, a general heap
abstraction consists of two components:

1. heap modeling, which takes care of heap memory representation as
a memory model (i.e., an unbounded set of concrete locations as an
unbounded set of abstract locations), and

2. summarization, which bounds the memory by merging multiple
abstract locations into summary locations.

In the literature, we recognize multiple types of heap models: a store-based
model, which represents memory as a graph with symbolic addresses,
where edge 𝑝 → 𝑙 represents that a pointer 𝑝 may hold the address of
concrete location 𝑙 (see Figure 6.1); on the contrary, a storeless model
abstracts locations in terms of access paths and capture the structure of
relations between heap objects [KK16].

In the memory-aware analysis, we may perform a separate abstraction of
pointers. The simplest of them are non-relational pointer abstractions.
A non-relational pointer abstraction is defined in the same way as a scalar
abstraction; it is given as lattice of abstract pointer values. An example
of simple non-relational pointer abstract domain is a null pointer domain
illustrated in Figure 6.2.

Non-Relational pointer domains have a disadvantage because of their im-
precision – as soon as a points-to set of pointers contain several elements,
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the abstract interpretation performs imprecise updates. Moreover, they
are not able to express well-structured invariants about complex memory
objects.

For more precise updates, pointer abstraction leverage summarization
techniques, also known as shape analysis. Shape graphs are used to gener-
alize abstract data structures (e.g., lists or trees). This technique is used in
tools like Predator [DPV11] or CPAchecker [BK11]. To reason about un-
bounded data structures, memory graphs are usually combinedwith shape
abstraction [DPV11]. Additionally, configurable analyses in CPAchecker
may abstract memory and scalar values simultaneously. Hence, in theory,
it should be able to reason about pointer values in a layout-sensitive fash-
ion. Unfortunately, it treats each allocation separately and does not apply
sufficient constraints to reason about heap re-orderings. The shape graph
can summarize inductive data structures into simple shapes [DOY06].
Similarly to scalar analysis, shape analysis can be refined by widening or
by keeping shape relations [CR08]. Reduced products to shape analysis
was introduced in [TCR13].

More recent approaches leverage smt solvers and reduce problems from
separational logic, that is used in shape analysis, to propositional log-
ics [Itz+14a; Itz+14b; PWZ13]. Also, template-based domains [Mal+18]
delegates semantic reasoning to smt solvers and focuses on the design
of appropriate shape templates. In comparison to traditional predicate
analysis where a user needs to supply a set of predicates, template-based
domains use a set of parametrized predicates which are further gradually
refined via smt. Moreover, the smt representation enables a straightfor-
ward combination with value analysis – hence allows reasoning about
the shape and their contents at the same time.

To reason only about numeric properties of heap manipulating programs,
we can omit a lot of shape analysis. Magill et al. present an abstrac-
tion [Mag+10] that instruments only numeric abstraction of shape prop-
erties into the program, hence allow cheaper reasoning about properties
like a length of linked-lists or distance between two elements of the list.
Other domains extend the relational numeric analysis of the content of
particular shapes, for example, trees [JMO19].

Many tools specialize in the analysis of a single type of data structures.
To name a few: Predator [Dud+12] is a tool for automated verification
of programs with dynamic linked data structures using a separation
logic and shape graphs; Forester [Hol+15] leverage tree automata in the
combination with shape analysis to verify programs with various types
of lists or trees; whereas Space Invader [Yan+08] use shape analysis in
combination with abduction. For an extended survey of heap abstractions,
we refer the reader to [KK16].

6.3 Programs sensitive to Heap Layout

Most C and C+++ programs, ranging from operating system kernels to web
browsers, use dynamically organized memory to store data. The dynamic
memory is usually maintained by the lowest levels of the runtime support
built into the operating system, i.e. the standard C library. The abstraction
is so pervasive and useful that almost all verification tools make use of
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1: Remark the difference to ambiguity
amb operator, which only serves to repre-
sent external input and is not related to
ambiguity arising from memory layout.

this additional structure, instead of treating memory strictly as a flat byte
array. A common approach is to model memory using a graph, where
the individual objects (pieces of data) stored in heap are the vertices and
pointers stored in those objects are the edges. We will use this model in
the rest of the chapter, since it most clearly demonstrates the issue which
we are addressing.

Since the CPU still only provides a flat address space to programs, each
memory object must be stored at some specific numeric address, and each
pointer must be represented as a number. In normal execution, then, the
mapping of memory objects (vertices) to concrete numeric addresses is
performed by the C runtime and is not part of the program in question.
Depending on the particulars of the execution platform, the mapping
may end up being different between executions on different machines, or
even between multiple executions on the same machine. Under normal
circumstances, the different mappings are simply different representations
of the same dynamic memory graph.

This abstraction is, however, imperfect, since the programmay observe the
specific numeric addresses assigned to individual pieces of data. We will
refer to the specific operations involved in such observation as ambiguous1

(a more formal definition will be given in Definition 6.4.2).

The most common form of such an observation is sensitivity to the rel-
ative ordering of the numeric addresses of individual memory objects.
Of course, under normal circumstances, this should not affect the high-
level behavior of the program. Low-level details are, however, more likely
to be affected: for instance, a number of programs compare pointers when
storing them in some ordered data structure (sorted arrays, search trees
and the like). In those cases, though, the intention is usually that the
specific ordering of the pointers in the container does not affect higher
layers of abstraction. Unfortunately, this is not always the case and it
might be a source of bugs which are hard to track down and fix.

The particular effects that appear in real code-bases are modelled by
programs shown in Figure 6.7. Specific C code which performs pointer
comparisons, without being able to guarantee that the pointers involved
point to the same memory object, is shown in Figure 6.3, and Figure 6.4
(Chromium), Figure 6.6 (Linux) and Figure 6.5 (LLVM).

Note that many operations on unrelated pointers, according to C and C+++
standards, yield undefined behavior. It is, however, allowed to cast point-
ers to their integer representation (uintptr_t, intptr_t) on which
arithmetic and relational operations are well-defined. Similarly, the C+++
standard library defines relational functions (e.g., std:::less) that guar-
antee a consistent total order on pointers for a particular execution.

Mapping C/C+++ to LLVM

While pointer arithmetic is well defined in level of LLVM bitcode,
where we perform our analysis, this is not the case for the intended
high-level input languages, C and C+++. According to the section 6.5.8 of
the C11 standard, the relational comparison of pointers is only defined
if pointers point to the same array, structure, or object. In these cases,
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the operations are unambiguous because only offset parts of pointers
are compared. The same rules apply to arithmetic operations on
pointers. Further, the addition and subtraction of pointer to an array
and an integer is well defined only in the cases when a result points
into or just after the array (section 6.5.6 of C11 standard). However,
it is allowed to cast pointers to pointer integer types (uintptr_t,
intptr_t) and perform integer arithmetic and relational operations
on the cast values. In this case, compilers emit the aforementioned
operations with corresponding semantics. Similarly, even though it
is undefined to use the value of a pointer to an object whose lifetime
has ended, one can capture the pointer value to uintptr_t before its
lifetime ends and use it afterward.

Furthermore, according to the section 6.5.9 of C11 standard, equality
comparison of pointers is well defined for compatible types, compari-
son to a null pointer constant, and comparisons to void pointers.

Additionally, the C+++17 standard states in the section 23.14.7, A special-
ization of std:::less for any pointer type yields a strict total order, even
if the built-in operator< does not. The strict total order is consistent
among specializations of std:::less, std:::greater, std:::less_-
equal, and std:::greater_equal for that pointer type. In the eval-
uation, we adhere only to the defined operations and explore the
ambiguous behavior yielded by them.

In this chapter, we will focus on the defined cases, since in the undefined
case, the compiler is free to alter the behavior of the program. Nonetheless,
programs with undefined behavior are usually still handled correctly.

/* ios/chrome/browser/main/browser_list.h */

class BrowserList : public KeyedService {

/* ... */

virtual std::set<Browser*> AllRegularBrowsers() const = 0;

virtual std::set<Browser*> AllIncognitoBrowsers() const = 0;

/* ... */

};

/* ios/chrome/browser/sessions/ios_chrome_tab_restore_service_client.mm */

sessions::LiveTabContext* FindLiveTabContextWithCondition(

base::RepeatingCallback<bool(Browser*)> condition

) {

/* ... */

for (/* ... */) {

for (Browser* browser : browsers->AllRegularBrowsers()) {

if (condition.Run(browser)) {

return LiveTabContextBrowserAgent::FromBrowser(browser);

}

}

}

/* ... */

}

Figure 6.3: Code from Chromium
95.0.4627.1 exhibiting user-visible
behavior which depends on the
heap layout. The iteration order of
AllRegularBrowsers depends on
specific values of the pointers stored in
the std:::set instance. The first value
(in this order) which matches a given
criterion is returned.

/* chrome/browser/ui/tabs/tab_strip_model.cc;

in the implementation of method TabStripModel::CloseWebContentses

base::flat_map is an array of pairs sorted by their first element */

base::flat_map<content::RenderProcessHost*, size_t> processes;

for (content::WebContents* contents : items) {

/* ... */

content::RenderProcessHost* process = /* ... */;

++processes[process];

}

for (const auto& pair : processes)

pair.first->FastShutdownIfPossible(pair.second, false);

Figure 6.4: Another example from
Chromium 95.0.4627.1 where the specific
pointer values cause changes in observ-
able behavior (in this case, the order in
which renderer processes are shut down).
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Figure 6.5: Ambiguous pointer opera-
tions in LLVM 9.0.1, in the autovectorizer,
with possible observable consequences
in the generated code.

/* lib/Transforms/Vectorize/VPlanSLP.cpp */

std::pair<VPlanSlp::OpMode, VPValue *>

VPlanSlp::getBest(/*...*/, SmallPtrSetImpl<VPValue *> &Candidates, /*...*/) {

SmallVector<VPValue *, 4> BestCandidates;

/* Iteration order depends on numeric values of the contained pointers. */

for (auto *Candidate : Candidates) {

/* ... */

if (areConsecutiveOrMatch(LastI, CandidateI, IAI))

BestCandidates.push_back(Candidate);

}

/* ... */

VPValue *Best = nullptr;

unsigned BestScore = 0;

for (unsigned Depth = 1; Depth < LookaheadMaxDepth; Depth++) {

for (auto *Candidate : BestCandidates) {

unsigned Score = getLAScore(Last, Candidate, Depth, IAI);

/* Among values with the same score, the one selected is the first

in Candidates iteration order, which depends on numeric values

of unrelated pointers. */

if (Score > BestScore) {

BestScore = Score;

Best = Candidate;

}

}

}

/* ... */

Candidates.erase(Best);

return {Mode, Best};

}

Figure 6.6: Possibly ambiguous pointer
operations in Linux version 4.19.205.
Note that in the cases shown, the code
is not wrong, but it is impossible to tell
without analyzing the possible values of
the pointers involved.

/* arch/riscv/include/asm/sections.h */

extern char _start[];

extern char __init_data_begin[],

__init_data_end[];

static bool is_va_kernel_text(

uintptr_t va

) {

uintptr_t start = _start;

uintptr_t end = __init_data_begin;

return va >= start && va < end;

}

/* drivers/scsi/csiostor/csio_wr.c */

void *wr = (void *)((uintptr_t)

q->vstart + (q->cidx * q->wr_sz)

);

/* ... */

while (csio_is_new_iqwr(q, ftr)) {

CSIO_DB_ASSERT(

((uintptr_t)wr + q->wr_sz) <=

(uintptr_t)q->vwrap

);

/* ... */

}

At the point of writing this thesis, I am not aware of any tools whichwould
perform a sound analysis of program behavior dependent on physical
heap layout. For instance, the bounded model checker CBMC [CKL04;
KT14] limits instantiation of pointers to values that the pointer might
get in previous assignments. The symbolic executor KLEE [CDE08] or
Symbiotic [CSV19] combines concretization with state forking, foregoing
any relational reasoning. Other tools, for example UAutomizer [HHP13]
detect pointer comparisons and reject the program. In our approach, we
aim to minimize state-space branching while retaining precise relational
information about pointers.

One of the tools that do track address ordering is 2LS, a static analyzer
based on k-induction and shape analysis. For each allocation, 2LS creates
a unique abstract memory object along with additional constraints on
pointer comparisons which then allowmore precise modelling of memory
reuse [Mal+18; SK16]. As our evaluation shows, however, the model still
fails to capture a number of phenomena correctly.
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Static Analysis

Static analysis tools like Coverity [ALS06] or Astrée [Cou+05] can detect
some ambiguous operations on pointers (predominantly only pointer
subtraction [JB23]). However, they are not able to reason about the
consequent nondeterministic program behavior. Therefore, they only
announce potentially ambiguous operations. Similarly, modern compil-
ers provide sanitizer options to detect ambiguous operations, e.g., GCC
compiler [Sta03] provides an option -fsanitize=pointer-subtract

to produce warnings on subtraction of unrelated pointers. However,
programmers sometimes use ambiguous operations intentionally, e.g.,
in the before-mentioned implementation of data structures or low-level
code of operating systems and allocators implementations. In these cases,
sanity detection is insufficient and exhaustive exploration of all possible
executions is required.

6.4 Heap Semantics

In the following section, we will build upon the semantics introduced in
Chapter 3. Our focus will be on dynamic memory modeling and state
equivalence, particularly from the perspective of ambiguous memory
layouts. This information will later be used to automatically detect and
refine the necessary set of pointers (allocations) to be abstracted while
ignoring pointers that do not affect the soundness of the analysis.

Recall concrete semantics of dynamic memory allocation operation:

𝜎
rp <--- malloc s

−−−−−−−−−→ {(𝜀𝑠, 𝜀𝑝[rp ↦ ⟨𝑞, 0⟩], 𝜇[𝑞 ↦ block (𝑠)]) ∣ 𝑞 ∈ Id}

Thus far, we have assumed a fixed choice of a memory location given by
𝑞. However, the arbitrariness in the choice of the location 𝑞 means that
there is not a single result state 𝜎′ – instead, many are possible. In fact,
too many to enumerate, and for this reason, the semantics of malloc
are often under-approximated: for example, by only considering a single
choice for the value of 𝑞. Nonetheless, there are instances when programs
observe their own memory layout, rendering the analysis unsound if it
fails to consider all possible layouts (cf. Figure 6.7).

Our goal is to analyze the state space induced by ambiguous allocations
faithfully while keeping the state space as small as possible. To achieve
this, we need to establish how states differ based on allocations. Rather
than enumerating all possible layouts, we prefer to consider only one.
And only if the observes its layout (allocation is used in relational opera-
tions) do we want to observe all possible outcomes.

Let us revisit the semantic domains related to memory layout. Specifically,
in the context of heap layout abstraction, we are interested in memory
block identifiers (Id). These identifiers indicate the position of the block
within the flat memory.
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void *x = malloc(1);

void *y = malloc(1);

if (std::less{}(x, y))

error();

void *x = malloc(1);

void *y = malloc(1);

intptr_t xv = intptr_t(x);

intptr_t yv = intptr_t(y);

ptrdiff_t len = yv - xv;

if (len > 100)

error();

void *x = malloc(1);

uintptr_t xv = uintptr_t(x);

free(x);

void *y = malloc(1);

uintptr_t yv = uintptr_t(y);

if (xv == yv)

error();

Figure 6.7: Examples of C/C+++ programs
with behavior dependent on the phys-
ical layout of the heap. In these pro-
grams, the reachability of an error lo-
cation is dependent on the ambiguous
behavior of pointer operations. Hence,
programs might randomly fail when the
allocator returns addresses in a specific
order that trigger the ambiguous condi-
tion (or reuses a released address in the
third case). Similar pointer operations of-
ten appear in ordered collections, e.g.,
in pointer instances of the standard C+++
containers set or map.

Definition 6.4.1 We say that two states 𝜎 and 𝜎′ are equivalent if they
are equal up to a permutation of memory identifiers from Id, and they
give rise to identical memory graphs.

That is because, in the program analysis, we are mainly interested in
state data (registers and memory content). Therefore, we want to avoid
inspecting the non-determinism of allocations in the state equivalence.
In other words, we consider two states equal if the memory content is
equal up to the isomorphism of allocated places in the memory and the
content of register maps is pairwise equal.

Definition 6.4.2 We say that an operation op is ambiguous in state 𝜎
if an equivalent state 𝜎′ exists such that 𝜎

op

−→ 𝜏 and 𝜎′
op

−→ 𝜏 ′ but 𝜏 and
𝜏 ′ are not equivalent.

To put it differently, a statement is ambiguous if it leads to inequivalent
program states when applied to states with the same memory graph but
different memory identifiers. Examples of such programs were demon-
strated in Figure 6.7.

Corollary 6.4.1 Let 𝜎1 and 𝜎2 be a pair of equivalent states, and op an
unambiguous operation which yields 𝜎′

1 and 𝜎′
2 when starting in 𝜎1 and

𝜎2 respectively. Then 𝜎′
1 and 𝜎′

2 are equivalent.

Recall pointer-to-scalar operations from Section 3.3. This category in-
cludes operations that exclusively accept pointer arguments and always
produce a scalar output. It includes operations similar to scalar relational
operations but with pointer operands, as well as the subtraction of two
pointers. Since results are scalars, only the scalar environment 𝜀𝑠 is up-
dated, and since both operands are pointers, only the pointer environment
𝜀𝑝 is consulted.

(𝜀𝑠, 𝜀𝑝, 𝜇)
rs <--- p1- p2
−−−−−−−→ (𝜀𝑠[rs ↦ ⟦p1⟧𝜎 - ⟦p2⟧𝜎], 𝜀𝑝, 𝜇)

(𝜀𝑠, 𝜀𝑝, 𝜇)
rs <--- p1⋄ p2
−−−−−−−→ (𝜀𝑠[rs ↦ ⟦p1⟧𝜎 ⋄ ⟦p2⟧𝜎], 𝜀𝑝, 𝜇)

where ⋄ ∈ {<, >, =, ≠}. This category of operations is the source (and
the only source) of ambiguous behavior that we seek to capture. This
is because only the results of these operations are reliant on the actual
value of memory identifiers.

However, there are also cases when operations from this category are not
ambiguous.

Theorem 6.4.2 Comparison of any pointer with a null pointer is unam-
biguous. Subtraction of two null pointers is unambiguous.
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Proof. There are two possible cases of a comparison with a null pointer:

1. both pointers are null pointers: there is no ambiguity, because the
numeric value of a null pointer is always zero,

2. one of the pointers is not null: again, there is no ambiguity, since
the result does not depend on the numeric value of the non-null
pointer (the only pointer with numeric value 0 is the null pointer).
For instance, p > nullptr always evaluates to true. Analogously
for all other relational operators.

Theorem 6.4.3 Comparisons of pointers which point to the same memory
object are unambiguous, as is the result of subtracting them.

Proof. Each valid pointer 𝑝 can be uniquely decomposed into a sum of
two parts: the base address 𝑏 of the object into or after which it points,
and an offset 𝑜 ≥ 0. That is, 𝑝 = 𝑏 + 𝑜 (or equivalently, 𝑜 = 𝑝 − 𝑏). The
standard rules of modular arithmetic apply (overflow can be neglected,
since 𝑜 ≥ 0 implies that 𝑝 ≥ 𝑏). Crucially, only the base address is affected
by ambiguity: this is the address at which the memory object was placed
by the malloc operation. Clearly, different choices of the base address
lead to equivalent states, though not identical.

However, if two pointers point to the same memory object, their base
address must be the same (since it is a property of the memory object),
hence they are of the form 𝑝1 = 𝑏 + 𝑜1 and 𝑝2 = 𝑏 + 𝑜2. Their difference,
𝑝1 − 𝑝2 = 𝑏 + 𝑜1 − 𝑏 − 𝑜2 = 𝑜1 − 𝑜2 clearly does not depend on the value
of 𝑏.

The argument for comparisons is analogous: assuming ⋄ is any relational
operator, 𝑏 + 𝑜1 ⋄ 𝑏 + 𝑜2 is equivalent to 𝑜1 ⋄ 𝑜2 and again, there is no
dependence on the value of 𝑏.

Theorem 6.4.4 Equality comparison (the = and ≠ operators) on pointers
which point to different objects is unambiguous iff both pointers are within
object bounds.

Proof. The pointers decompose as 𝑝1 = 𝑏1 + 𝑜1 and 𝑝2 = 𝑏2 + 𝑜2, with
𝑏1 ≠ 𝑏2. Let 𝑠1 and 𝑠2 be the sizes of the respective objects. There are
two cases to consider:

1. if both pointers are within bounds, that is, 𝑜1 < 𝑠1 ∧ 𝑜2 < 𝑠2, there
is no ambiguity, since the objects cannot overlap and the pointers
always compare unequal,

2. without loss of generality, assume that 𝑜1 ≥ 𝑠1 and further assume
that 𝑏1 < 𝑏2 (this is always possible) – in this case, the comparison is
equivalent to 𝑜1 = 𝑏2 −𝑏1, which is clearly an ambiguous statement
under the assumptions.
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Theorem 6.4.5 All other pointer-to-scalar operations are ambiguous.

Proof. In this case, 𝑝1 = 𝑏1 + 𝑜1 and 𝑝2 = 𝑏2 + 𝑜2, while 𝑏1 ≠ 𝑏2. There
are two sub-cases:

1. either 𝑏1 = 0 or 𝑏2 = 0 and the operation is subtraction, in which
case the result is simply the numeric value of the non-null pointer,
or its negative, both of which are arbitrary, or

2. both 𝑏1 and 𝑏2 are arbitrary and distinct and the operation is either
ordering or subtraction (other cases being covered by preceding
theorems); then clearly 𝑏1−𝑏2 is also arbitrary, and ordering reduces
to 𝑏1 − 𝑏2 > 0.

6.5 Pointer Arithmetic Domain

The underlying concept behind the proposed abstract domain is to disas-
sociate memory access operations from arithmetic operations on pointers.
This decoupling is primarilymotivated by the fact that it enables themodel
checker to continue utilizing whichever convenient under-approximation
it prefers for representing pointers and memory content.

For this reason, the domain maintains two versions of the pointer, stored
side by side as a product of:

1. the dereference part: the original concrete representation, which is
used for memory access (loads, stores), and

2. the numeric part: an additional value which is used whenever
scalars are derived from pointers (i.e., in relational operators and
pointer subtraction).

The dereference and numeric components of the abstract pointer must re-
main synchronized, which is the responsibility of the operations specified
by the domain. These operations fall into four categories:

1. creating and destroying pointers (memory allocation),

2. updating pointers (pointer arithmetic),

3. deriving scalars from pointers (subtraction of two pointers)

4. memory access (load and store).

Parametric Formulation

The pointer arithmetic domain P̂a, in its entirety, is a functor domain.
Its operations ensure the synchronization of the two components of the
pointer abstraction and determine which domain is utilized to execute
memory access or relational reasoning. Nonetheless, these operations
are agnostic of the specific domains in use. In fact, we can regard the
pointer domain as a product domain of two value domains: dereference
and numeric domain.
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2: Nevertheless, it can be instantiated
with an abstract aggregate domain that
also abstracts the memory’s contents.

▶ D̂, the dereference domain which will be used to represent the deref-
erence part of the pointer (in our current implementation, this is
simply the concrete domain 𝒞)2,

▶ N̂, the numeric domain which will be used to represent the numeric
part (this is taken to be 𝒯, the term domain, in our implementation).

An element of the functor domain P̂a(D̂, N̂) is therefore a tuple ⟨𝑑, 𝑛⟩
where 𝑑 ∈ D̂ and 𝑛 ∈ N̂. There are no special requirements for the D̂
domain, other than that it is a value domain with the requisite operations
on pointers (memory allocation, addition of scalars to pointers, etc.).
The domain N̂ is expected to provide scalar operations (in the sense of
Section 3.3 – particularly addition, subtraction and comparisons).

Constraining the Numeric Part

The goal of the P̂a domain is to model pointer comparison as accurately as
possible. While there is significant freedom in choosing numeric values
of pointers, they are not completely arbitrary: the natural properties of
pointers give rise to certain constraints. For instance, two pointers which
point to distinct memory objects with overlapping lifetimes must not
compare equal (more examples are given in Figure 6.8).

For this reason, we need to be able to constrain the numeric part of
the result of malloc such that it does not collide with any part of an
existing live object. This places an additional requirement on N̂: it needs
to provide an assume operation which constrains its values so that they
satisfy a relational predicate. For example, given 𝑥, 𝑦 ∈ N̂, the statement
assume(x < y) must be valid.

There are 3 possible outcomes for P̂a(D̂, N̂), depending on the behavior
of assume provided by N̂:

1. if assumemay over-constrain values, P̂a(D̂, N̂) cannot be sound
and it yields an under-approximation (real errors may be missed
in analysis),

2. if assume may under-constrain values, P̂a(D̂, N̂) yields a sound
over-approximation (spurious errors may appear during analy-
sis),

3. if assume exhibits neither of the above behaviors, P̂a(D̂, N̂) is
exact – it is (in theory) possible to find all errors, and all errors
which are found are real (feasible). The term domain 𝒯 falls into
this category.

6.5.1 Operation Semantics

In this section, we revisit the operations defined in Section 3.3, giving
them appropriate semantics within the P̂a domain. To that end, we first
need a definition of the abstract state 𝜎̂. The abstract semantic domains
are affected as follows:



108 6 Dynamic Memory Abstraction

1 x <- malloc(4) The first allocation in the program is unconstrained, x can refer to any
location without limitation.

2 y <- malloc(4) Subsequent allocations cannot reference the same exact location as prior
allocations, and allocated entities cannot have any overlap. This means that
the pointer y cannot have an identical value to x, and the memory interval
[y, y + 4) must not intersect with the interval [x, x + 4).

3 if (y == nullptr)

4 /* ... */

Comparing a pointer with nullptr always yields a deterministic outcome,
regardless of the pointer’s value. As a result, such a comparison avoids any
potential ambiguity in the result.

5 store 7 -> x

6 v <- load x of i32

For memory access, like store or load, the numeric value of the pointer is
unimportant. These instructions behave the same regardless of the numeric
value of the pointer x.

7 if (x < y)

8 /* ... */
Relational comparison of two heap pointers is ambiguous since the result
depends on their numeric values, and those may differ between runs.

9 free(y) After this point, the allocator may reuse the address of the freed object.

10 z <- malloc(4) A newly allocated object z must not overlap with live object x, but it may
reuse the space previously occupied by y.

11 len <- x - z Subtraction of pointers is also ambiguous since the result depends on the
numeric values of the operands.

12 if (len > 10)

13 /* ... */
Branching on an ambiguous value results in nondeterministic control flow.

Figure 6.8: A program which illustrates constraints on numeric values of pointers. These situations depicted are modelled accurately by
the P̂a domain.

Figure 6.9: Abstract semantic domains
for pointer arithmetic abstraction.

̂𝑝 ∈ P̂a ≡ D̂ × N̂ (pointer arithmetic domain)

̂𝜀𝑠 ∈ 𝔼𝕧s ≡ Reg
s

→ 𝒞s ∪ N̂ (scalar registers environment)

̂𝜀𝑝 ∈ 𝔼𝕧p ≡ Reg
p

→ 𝒞p ∪ P̂a (pointer registers environment)

⟨𝑠, ̂𝑣⟩ ∈ B̂lk ≡ 𝒞s × 𝕍̂ (memory regions)

̂𝑣 ∈ 𝕍̂ ≡ 𝒞s → 𝒞 ∪ N̂ ∪ P̂a (memory region content)

̂𝜇 ∈ 𝔼𝕧𝜇 ≡ Id → B̂lk (memory environment)

𝜆 ∈ Λ ≡ Id × N̂

To summarize, the P̂a domain extends the set of admissible pointer values.
We allow storing pointer and numeric abstract values in respective regis-
ters or memory blocks. Unlike aggregate abstraction, we do not abstract
memory offsets. Note that the dereference mapping needs to define a
projection id ∶ D̂ → Id since memory is still represented concretely. In
our case, D̂ is equivalent to the set of concrete pointers 𝒞p, meaning we
can access memory as in a concrete execution. One could also define
abstract memory as Id ∪ D̂ → B̂lk.

An abstract state is then 𝜎̂ = ( ̂𝜀𝑠, ̂𝜀𝑝, ̂𝜇, 𝜆) where the new element of
the state, 𝜆 ⊆ Id × N̂, records the address range constraints assigned to
live objects (or rather to the numeric parts of pointers to such objects).
Essentially, elements of 𝜆 keep a range of possible addresses as an abstract
value in a domain N̂, for example, in an interval domain. Using elements
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of 𝜆, we will later generate constraints on newly allocated objects to not
overlap in the abstracted memory layout but still represent all admissible
layouts.

Memory allocation

The allocation of size 𝑠 in the P̂a domainwraps allocation from dereference
domain 𝑑 ≜ malloc D̂ 𝑠. It is then the responsibility of P̂a domain to
generate constraints on the numeric part of the pointer N̂. As we have
discussed in the previous section, to obtain an exact domain, we must
ensure that objects with overlapping lifetimes are given non-overlapping
addresses. The numeric part of the pointer needs to reflect this. Memory
allocation, therefore, takes the following form:

𝜎̂
rp <--- malloc P̂a s

−−−−−−−−−−→ {( ̂𝜀𝑠, ̂𝜀𝑝[rp ↦ ⟨𝑑, 𝑛⟩], ̂𝜇, 𝜆 ∪ {(id(𝑑), 𝑛)})}

where 𝑛 is arbitrary except as constrained below, and ̂𝜀𝑠, ̂𝜀𝑝 and ̂𝜇 are
determined by a sequence of assume operations starting from ( ̂𝜀𝑠, ̂𝜀𝑝, ̂𝜇),
one for each (𝑖𝜆, 𝑛𝜆) ∈ 𝜆, of the form:

assume(𝑛 + size(𝑑) < 𝑛𝜆 ∨ 𝑛𝜆 + size(𝑖𝜆) ≤ 𝑛)

where size(i) refers to the size of the memory block identified by 𝑖 ∈ Id.
Figure 6.10 depicts how the generated constraints capture all possible
object orderings.

It should be noted that the responsibility of memory block creation does
not lie with the P̂a domain, as the allocation in D̂ has already created a
new memory block.

Memory deallocation, through the free operation, proceeds analogously
(except there are no constraints involved):

( ̂𝜀𝑠, ̂𝜀𝑝, ̂𝜇, 𝜆)
free p

−−−→ {( ̂𝜀′
𝑠, ̂𝜀′

𝑝, ̂𝜇′, {(𝑖𝜆, 𝑛𝜆) ∣ (𝑖𝜆, 𝑛𝜆) ∈ 𝜆, 𝑖𝜆 ≠ id(𝑑)})}

where ⟦p⟧𝜎̂ = ⟨𝑑, 𝑛⟩ and ̂𝜀′
𝑠, ̂𝜀′

𝑝 and ̂𝜇′ are determined by free from the
domain D̂.

Pointer-to-Pointer Operations

Operations that modify the value of a pointer need to be performed on
both parts of the P̂a(D̂, N̂) representation, in order to keep them synchro-
nized. Clearly, the outcomes of both a load or a store (which consult
only the dereference part of the pointer) and of any pointer-to-scalar
operation (which consult only the numeric part) are affected by pointer
updates. If ⟦p⟧𝜎̂ = ⟨𝑑, 𝑛⟩ and ⟦s⟧𝜎̂ = off , the semantics are given by:

𝜎̂
rp <--- p + s

−−−−−−−→ {( ̂𝜀𝑠, ̂𝜀𝑝[rp ↦ ⟨𝑑 + off , 𝑛 + (𝛼N̂ ∘ 𝛾D̂)(off )⟩], ̂𝜇, 𝜆)}

In the implementation, 𝛼N̂ ∘ 𝛾D̂ is expected to be implemented as a single,
comparatively efficient operation (i.e., it would not enumerate all possible
concrete values of ̂𝜀𝑠(s)).
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⋯ 𝑥 ⋯ 𝑜1 ⋯ 𝑜2 ⋯

𝑛𝑥 𝑛1 𝑛2

𝑠𝑥 𝑠1 𝑠2

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛1 ∨ 𝑛1 + 𝑠1 ≤ 𝑛𝑥)

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛2 ∨ 𝑛2 + 𝑠2 ≤ 𝑛𝑥)

⋯ 𝑥 ⋯ 𝑜2 ⋯ 𝑜1 ⋯

𝑛𝑥 𝑛1𝑛2

𝑠𝑥 𝑠1𝑠2

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛1 ∨ 𝑛1 + 𝑠1 ≤ 𝑛𝑥)

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛2 ∨ 𝑛2 + 𝑠2 ≤ 𝑛𝑥)

⋯ 𝑜1 ⋯ 𝑥 ⋯ 𝑜2 ⋯

𝑛𝑥𝑛1 𝑛2

𝑠𝑥𝑠1 𝑠2

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛1 ∨ 𝑛1 + 𝑠1 ≤ 𝑛𝑥)

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛2 ∨ 𝑛2 + 𝑠2 ≤ 𝑛𝑥)

⋯ 𝑜2 ⋯ 𝑥 ⋯ 𝑜1 ⋯

𝑛𝑥 𝑛1𝑛2

𝑠𝑥 𝑠1𝑠2

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛1 ∨ 𝑛1 + 𝑠1 ≤ 𝑛𝑥)

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛2 ∨ 𝑛2 + 𝑠2 ≤ 𝑛𝑥)

⋯ 𝑜1 ⋯ 𝑜2 ⋯ 𝑥 ⋯

𝑛𝑥𝑛1 𝑛2

𝑠𝑥𝑠1 𝑠2

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛1 ∨ 𝑛1 + 𝑠1 ≤ 𝑛𝑥)

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛2 ∨ 𝑛2 + 𝑠2 ≤ 𝑛𝑥)

⋯ 𝑜2 ⋯ 𝑜1 ⋯ 𝑥 ⋯

𝑛𝑥𝑛1𝑛2

𝑠𝑥𝑠1𝑠2

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛1 ∨ 𝑛1 + 𝑠1 ≤ 𝑛𝑥)

assume(𝑛𝑥 + 𝑠𝑥 < 𝑛2 ∨ 𝑛2 + 𝑠2 ≤ 𝑛𝑥)

Figure 6.10:An example of constrained allocation of object 𝑥 of size 𝑠𝑥 in the situation when there are already two allocated objects 𝑜1 and
𝑜2, with respective sizes 𝑠1 and 𝑠2. Abstract pointers to these objects are ̂𝜀𝑝(𝑝𝑥) = ⟨𝑑𝑥, 𝑛𝑥⟩, ̂𝜀𝑝(𝑝1) = ⟨𝑑1, 𝑛1⟩ and ̂𝜀𝑝(𝑝2) = ⟨𝑑2, 𝑛2⟩,
where 𝑑𝑖 is a dereference part of a pointer, and 𝑛𝑖 is an abstract description of memory location in domain N̂. In the abstraction, we
describe the relations between allocated objects via generated constraints (assume). For each new allocation, there is always one constraint
per object with an overlapping lifetime. In the case of allocation of object 𝑥 there are two constraints generated from live objects 𝑜1 and
𝑜2. These two constraints describe all six possible orderings of the three objects. The figure depicts these six cases – the parts of the
constraints which describe the depicted case are underlined.

Pointer-to-scalar Operations

This category includes subtraction of two pointers and relational oper-
ations on pointers. The result is always a scalar, while all operands are
always pointers. Like above, 𝛼D̂ ∘ 𝛾N̂ is expected to have an efficient
implementation. First we give the general form of the operations (with
⟦p1⟧𝜎̂ = ⟨𝑑1, 𝑛1⟩ and ⟦p2⟧𝜎̂ = ⟨𝑑2, 𝑛2⟩):

𝜎̂
rs <--- p1- p2
−−−−−−−−→ {( ̂𝜀𝑠[rs ↦ (𝛼D̂ ∘ 𝛾N̂)(𝑛1 − 𝑛2)], ̂𝜀𝑝, ̂𝜇, 𝜆)}

𝜎̂
rs <--- p1⋄ p2
−−−−−−−−→ {( ̂𝜀𝑠[rs ↦ (𝛼D̂ ∘ 𝛾N̂)(𝑛1 ⋄ 𝑛2)], ̂𝜀𝑝, ̂𝜇, 𝜆)}

Additional optimization can be achieved in this situation. If D̂ confirms
that both pointers refer to the same object, the operations can be carried
out in D̂ (which is a concrete domain in our case) as stated by Theo-
rem 6.4.3:

𝜎̂
rs <--- p1- p2
−−−−−−−−→ {( ̂𝜀𝑠[rs ↦ 𝑑1 − 𝑑2], ̂𝜀𝑝, ̂𝜇, 𝜆)}

𝜎̂
rs <--- p1⋄ p2
−−−−−−−−→ {( ̂𝜀𝑠[rs ↦ 𝑑1 ⋄ 𝑑2], ̂𝜀𝑝, ̂𝜇, 𝜆)}
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x <- malloc(1)

y <- malloc(1)

if (x < y)

/* ... */

x <-- malloc(1)

y <-- malloc(1)

assume(.....)

x < y x >>= y

x <- malloc(1)

y <- malloc(1)

len = y - x

if (len > 100)

/* ... */

x <-- malloc(1)

y <-- malloc(1)

assume(.....)

len <-- y - x

len > 100 len <<= 100

x <- malloc(1)

free(x)

y <- malloc(1)

if (x == y)

/ * ... */

x <-- malloc(1)

free(x)

y <-- malloc(1)

x === y x !!= y

Figure 6.11: Examples of execution us-
ing P̂a domain.

Memory Access Operations

These are the load and store instructions, which are not affected by the
ambiguity of the identifier. They are therefore entirely realized in the
domain D̂. Letting ⟦rp⟧𝜎̂ = ⟨𝑑, 𝑛⟩ ∈ P̂a:

𝜎̂
store v -->- rp

−−−−−−−−→ {(𝜀𝑠, 𝜀𝑝, 𝜇[id(𝑑) ↦ storeD̂𝜎̂(⟦𝑑⟧𝜎̂, ⟦v⟧𝜎̂)], 𝜆)}

where store𝜎̂(⟦𝑑⟧𝜎̂, ⟦v⟧𝜎̂) is store defined by D̂, which is in the case of
a concrete domain defined as in Chapter 3 or as an abstract store from
aggregate abstraction defined in Chapter 5.

Likewise, we perform load only on dereference part of the domain. In
this case ⟦r𝑎⟧𝜎̂ = ⟨𝑑, 𝑛⟩ ∈ P̂a:

𝜎̂
rs <--- load r𝑎 of ty

−−−−−−−−−−−→ {( ̂𝜀𝑠[rs ↦ loadD̂𝜎̂⟦𝑑⟧𝜎̂, sizeof (ty))], 𝜀𝑝, 𝜇, 𝜆)}

𝜎̂
rp <--- load r𝑎 of ty

−−−−−−−−−−−→ {( ̂𝜀𝑠, ̂𝜀𝑝[rs ↦ loadD̂𝜎̂(⟦𝑑⟧𝜎̂, sizeof (ty))], 𝜇, 𝜆)}

This produces an efficient abstraction for memory access, as we perform
concrete memory load and store, which minimizes the impact of heap
layout abstraction on the abstract program execution.

Recall the short examples from Figure 6.7, transcribed to our LLVM-
like language in Figure 6.11. These programs abstracted to the P̂a
domain give rise to the depicted execution graphs. For each allocation,
constraints are generated as described in P̂a domain abstact semantics.
Notice that pointer y is not constrained in the third case because x
does not point to a live object – it is not present in 𝜆 at the moment of
allocation. Furthermore, notice that in the case of a concrete execution,
only one path is executed in each case, while the P̂a domain allows us
to explore all possible program paths.

6.5.2 Pointer Arithmetic for Symbolic Execution

In our evaluation, we instantiate the P̂a domain as P̂a(𝒞, 𝒯) (where 𝒞 is
the concrete and 𝒯 is the term domain, as described in Section 4.3.6). Since
the verifier uses an smt solver for bit-vector logic to interpret the terms,
the P̂a(𝒞, 𝒯) domain is functionally equivalent to symbolic execution
with bit-precise reasoning about pointer relations. Unlike most other
symbolic approaches, however, ours does not require the smt solver to
support the theory of bit-vector arrays, since memory access is performed
in the concrete domain.
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Figure 6.12: The execution graph illus-
trates the use of symbolic execution with
the P̂a(𝒞, 𝒯) domain of the following
program:

̂𝜀𝑝 = {𝑥 ↦ ⟨0xE700, 𝑛𝑥⟩}

𝜇̂ = {0xE700 ↦ ⟨1, 𝑣𝑥⟩}

𝜆 = {(0xE700, 𝑛𝑥)}

𝜋 ≡ T

̂𝜀𝑝 = {𝑥 ↦ ⟨0xE700, 𝑛𝑥⟩, 𝑦 ↦ ⟨0xF400, 𝑛𝑦⟩}

𝜇̂ = {0xE700 ↦ ⟨1, 𝑣𝑥⟩, 0xF400 ↦ ⟨2, 𝑣𝑦⟩}

𝜆 = {(0xE700, 𝑛𝑥), (0xF400, 𝑛𝑦)}

𝜋 ≡ 𝑛𝑥 + 1 < 𝑛𝑦 ∨ 𝑛𝑦 + 2 ≤ 𝑛𝑥

̂𝜀𝑝 = {𝑥 ↦ ⟨0xE700, 𝑛𝑥⟩, 𝑦 ↦ ⟨0xF401, 𝑛𝑦 + 1⟩}

𝜇̂ = {0xE700 ↦ ⟨1, 𝑣𝑥⟩, 0xF400 ↦ ⟨2, 𝑣𝑦⟩}

𝜆 = {(0xE700, 𝑛𝑥), (0xF400, 𝑛𝑦)}

𝜋 ≡ 𝑛𝑥 + 1 < 𝑛𝑦 ∨ 𝑛𝑦 + 2 ≤ 𝑛𝑥

̂𝜀𝑝 = {𝑥 ↦ ⟨0xE700, 𝑛𝑥⟩, 𝑦 ↦ ⟨0xF401, 𝑛𝑦 + 1⟩}

𝜇̂ = {0xE700 ↦ ⟨1, 𝑣𝑥⟩, 0xF400 ↦ ⟨2, 𝑣𝑦⟩}

𝜆 = {(0xE700, 𝑛𝑥), (0xF400, 𝑛𝑦)}

𝜋 ≡ (𝑛𝑥 + 1 < 𝑛𝑦 ∨ 𝑛𝑦 + 2 ≤ 𝑛𝑥) ∧ 𝑛𝑥 < 𝑛𝑦

̂𝜀𝑝 = {𝑥 ↦ ⟨0xE700, 𝑛𝑥⟩, 𝑦 ↦ ⟨0xF401, 𝑛𝑦 + 1⟩}

𝜇̂ = {0xE700 ↦ ⟨1, 𝑣𝑥⟩, 0xF400 ↦ ⟨2, 𝑣𝑦⟩}

𝑣𝑦 = {0 ↦ ⊥, 1 ↦ 10}

𝜆 = {(0xE700, 𝑛𝑥), (0xF400, 𝑛𝑦)}

𝜋 ≡ (𝑛𝑥 + 1 < 𝑛𝑦 ∨ 𝑛𝑦 + 2 ≤ 𝑛𝑥) ∧ 𝑛𝑥 < 𝑛𝑦

̂𝜀𝑝 = {𝑥 ↦ ⟨0xE700, 𝑛𝑥⟩, 𝑦 ↦ ⟨0xF401, 𝑛𝑦 + 1⟩}

𝜇̂ = {0xE700 ↦ ⟨1, 𝑣𝑥⟩, 0xF400 ↦ ⟨2, 𝑣𝑦⟩}

𝜆 = {(0xE700, 𝑛𝑥), (0xF400, 𝑛𝑦)}

𝜋 ≡ (𝑛𝑥 + 1 < 𝑛𝑦 ∨ 𝑛𝑦 + 2 ≤ 𝑛𝑥) ∧𝑛𝑥 ≥ 𝑛𝑦

̂𝜀𝑝 = {𝑥 ↦ ⟨0xE700, 𝑛𝑥⟩, 𝑦 ↦ ⟨0xF401, 𝑛𝑦 + 1⟩}

𝜇̂ = {0xE700 ↦ ⊥, 0xF400 ↦ ⟨2, 𝑣𝑦⟩}

𝜆 = {(0xF400, 𝑛𝑦)}

𝜋 ≡ (𝑛𝑥 + 1 < 𝑛𝑦 ∨ 𝑛𝑦 + 2 ≤ 𝑛𝑥) ∧ 𝑛𝑥 ≥ 𝑛𝑦

error

no error

x <-- malloc(1)

y <-- malloc(2)

y <-- y + 1

x < y x >>= y

store 10 ->- y

error

free(x)

x ← malloc(1)

y ← malloc(2)

y ← y + 1

if x < y

store 10 → y

error

else

free(x)

In Figure 6.12, we present an execution graph that demonstrates the use of
symbolic execution with the P̂a(𝒞, 𝒯) domain. We indicate each change
to the state using colored underlined notation. The path condition 𝜋 of
the program is determined by the control flow and assume statements
in the term domain 𝒯. Pointers are depicted as 16-bit numbers for ease
of comprehension. It should be noted that both possible executions are
examined, and both program allocations occur in the P̂a(𝒞, 𝒯) domain.
The execution performs the following operations for each line:

1. x <-- malloc(1): the first allocation of size 1 returns a dereference
object at address 0xE700 and term

2. x <-- malloc(2): the second allocation allocates 2 bytes of memory
with dereference part at address 0xF400 and constraints the term
representation 𝑛𝑦 to not overlap with the live objects stored in 𝜆.
The constraint is added to path condition 𝜋.

3. y <-- y + 1: the addition is performed on both dereference and
term part of the abstract pointer ⟨0xF400, 𝑛𝑦⟩.

4. x < y: a nondeterministic choice is taken on the ambiguous com-
parison.
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5. store 10 ->- y: a memory access operation uses a dereference part
of the pointer – concrete address 0xF401 – to store the constant
10.

6. free(x): deallocation removes the object from 𝜆 and clears the
memory map ̂𝜇.

Given that P̂a is specified as a parametric domain, it is possible to obtain
less precise but more cost-effective analysis from alternative instances.
Some suitable candidates would be the linear equality domain [Kar76]
that captures only information about affine relationships among program
variables, or the octagon domain [Min06c] that reasons about invariants
of the form ±𝑥 ± 𝑦 ≤ 𝑐, where 𝑥 and 𝑦 are program variables and 𝑐 is
a constant, or even a predicate domain, constructed on-demand using
predicate abstraction [BBM97].

As a future line of research, we propose to study the integration of the
pointer arithmetic domain with other symbolic memory models, respec-
tively aggregate domains, which support reasoning about unbounded
memory. In a different direction, the domain can be extended to better
handle pointer fragmentation.

Despite the benefits of the approach, it still requires abstracting all pro-
gram allocations to ensure soundness. However, in many real-world
scenarios, such extensive abstraction may not be necessary. Therefore, in
Chapter 9 on syntactic abstraction, we will introduce a refinement loop
that abstracts memory allocation on demand. For further information
about the pointer arithmetic domain, we refer the reader to our evaluation
in Appendix D, which demonstrates that state-of-the-art tools often un-
derapproximate heap layout analysis. We also showcase the effectiveness
of our approach.

Summary

This chapter introduces the concept of dynamic memory abstraction,
which differs from scalar and aggregate abstraction in that it focuses
on abstracting memory identifiers. We have explored various rel-
evant approaches to this topic, notably the different symbolic and
abstract memory models and their limitations. By combining dynamic
memory abstraction with previously discussed scalar and aggregate
abstractions, we can finally abstract all program state components.

Furthermore, we have discussed the effect of physical dynamic mem-
ory layout on the behavior of programs and identified ambiguous
pointer comparisons as the underlying cause of unsound analyses. To
overcome the challenges this causes in the program verification, we
have proposed a new pointer arithmetic abstract domain. Compared to
other techniques, the pointer arithmetic domain, together with sym-
bolic representation, soundly keeps track of pointer relations during
the course of analysis.
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To perform comprehensive and efficient analysis, different abstractions
are necessary to be employed in the single system under test based on
the specificities of the program data. Previous chapters have discussed
different approaches to various abstraction possibilities, including: a)
scalar abstraction, which focuses on abstracting integer and floating-
point values using numeric abstract domains, b) aggregate abstraction,
which abstracts specific memory blocks, and c) dynamic memory (pointer)
abstraction, which reasons about multiple memory blocks and their rela-
tionships, were also discussed as memory-related abstraction categories.
Each abstraction category requires a slightly different analysis approach.
However, the analyses must be able to work with combinations of do-
mains and facilitate transfers between them. For instance, when accessing
an abstract array, the result might be an abstract scalar. In this chapter,
we will delve into the interaction between these categories and discuss
how various domains can interact in a program while being adapted to
different analysis algorithms. It is worth noting that although this re-
search has not yet been published, it forms an essential part of the overall
approach and is embedded in the implementation of all the discussed
abstractions, including M-String and pointer arithmetic domain.

We propose to resolve domain interaction using a so-called metadomain,
which serves as a domain of domains and handles their interactions.
Essentially, metadomain is a “sum” domain, similar to the product domain,
but instead of representing a value in multiple domains simultaneously,
it represents a value in a single domain chosen from a set of available
domains and resolves their interactions.1 The goal of this approach is
to handle domain interactions in a unified manner, without exposing
the conversion mechanism to all domains. Instead, the responsibility
of managing domain interactions and conversions is delegated to the
metadomain.

Treating values from different sources may be advantageous using dif-
ferent abstract domains. However, when these values interact during
execution, the abstraction needs to resolve the computation in a single
domain. Due to that, another direction worth exploring is how to convert
uniformly between abstract domains of the same category.

In programs that utilize multiple domains, a challenge is applying them
effectively, determining when to use specific domains, and refining them
statically or dynamically during runtime. Common techniques involve
employing counterexample-guided abstraction and refinement (cegar)
to deal with these cases. In summary, our objective is to reduce the
computational demands of abstraction while maintaining its precision.
In cases where the abstraction is found to be insufficiently precise, we
aim to refine it to achieve a higher level of accuracy. For example, in
cases where we need to reason about relations, it may not be necessary to
use a computationally demanding bit-precise term domain that involves
theorem proving. Instead, we can employ more efficient domains, such
as affine or octagon domains, and only resort to employing term domains
when infeasible counterexamples are detected.
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Additionally, refinement techniques from the smt community, such as
program variable bitwidth abstraction [JS18], theory refinement [Hyv+17],
or lazy abstraction approach [Hen+02], can be adapted in conjunction
with cegar further to enhance the effectiveness of domain abstraction in
program analysis.

This chapter will focus on interdomain refinement techniques, in con-
trast to the intradomain refinement techniques discussed in Chapter 4,
specifically backward constraint propagation. In the following sections,
we provide a comprehensive overview of various refinement techniques
that ultimately lead to meta-domain analysis and its refinement. Our
objective is to address the following tasks:

RQ1 How to uniformly perform multi-domain analysis that encom-
passes scalar, aggregate, and pointer domains?

RQ2 How can domain interactions be effectively managed without
the necessity of defining conversions between all domains?

RQ3 What is the relationship between common interdomain refine-
ment techniques and their applicability to our program analysis?

7.1 Refinement Techniques

In verification, it is crucial to preserve the soundness of the analyses.
To achieve this, the abstraction must maintain all possible paths leading
to an error, even if it means introducing additional paths. We call such
abstraction over-approximating, meaning that if an abstract model is
correct, the concrete model also is. Nevertheless, the inclusion of new
paths in the abstraction makes it possible that the error state reachable in
the abstract model may not be reachable in the original concrete model,
resulting in errors known as “spurious”.

7.1.1 Counterexample-guided Abstraction Refinement

A common technique to handle spurious errors (counterexamples) is
counterexample-guided abstraction refinement (cegar), first presented
by Clarke et al. in [Cla+00]. The idea of the cegar approach is to examine
a counterexample and if it is spurious, refine the abstraction in such
a way that the spurious error would become unfeasible. Subsequently,
the analysis is restarted with refined abstraction, which is more precise
and avoids the spurious error (see Figure 7.1).

Figure 7.1: Counterexample guided ab-
straction refinement loop.

program Abstraction
Model
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Abstraction
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Feasibility
Check

Correct

Error
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The key challenge in cegar is how to refine the abstraction effectively.
In predicate-based abstraction techniques, refinement involves the intro-
duction of new predicates. Furthermore, to obtain more precise infor-
mation, refinement predicates are often generalized using interpolation
techniques [JM06] (cf. Section 7.1.3). Predicate abstraction in combination
with cegar has proven to be a highly successful abstraction technique
for software model checking, as its symbolic state representation inte-
grates well with strongest post-condition calculations, and the refinement
process can be efficiently computed using smt solvers [BL13].

As listed in the Figure 1.1, many state-of-the-art tools apply cegar in their
analysis. Other notable applications include the predicate-based model
checker blast [Bey+05; Hen+03], which implements a lazy predicate
abstraction (cf. Section 7.1.2) on control flow automaton of a program;
satabs that extends the previous approachwith a sat solver for bit-precise
predicate abstraction [Cla+05]; and combination with other techniques
like explicit-value analysis in CPAchecker [BF18; BL13].

A unified approach to the above-mentioned techniques was presented
in the recent work of Beyer et al. [BGS18] as a combination of model
checking and dataflow analysis. The unified framework enables an easy
combination of abstract domains, no matter whether they were invented
for dataflow analysis or formodel checking. Alternatively, we can perform
the refinement of abstraction on-the-fly [BHT08].

7.1.2 Lazy abstraction

A bottleneck in cegar loop is the repeated analysis of the program. One
technique that aims to mitigate this problem is lazy abstraction, which
involves refining a single abstract model on-demand, allowing different
parts of the model to exhibit varying levels of abstraction [Hen+02]. This
is achieved by maintaining explicit control-flow graph information, which
describes how the program locations are traversed, and symbolic dataflow
information, which describes what holds at a program location [Alb+12b].
Lazy abstraction can be improved through interpolation [McM06] (cf.
Section 7.1.3). In lazy interpolant-based model checking, the refinement
is guided by refuting program paths instead of predicate refinement.
This avoids the high cost of postcondition evaluation in the predicate
approach.

Lazy abstraction is particularly useful in shape analysis, where it allows
for local refinement of shapes only when necessary [BHT06; Hen+03], as
well as in array abstractions [Alb+12b; Alb+12c].

7.1.3 Interpolation

Another technique commonly used to improve abstraction-based tech-
niques is interpolation. The fundamental idea of interpolation is to take
both feasible and infeasible abstract paths, where the latter subsumes
the former, and refine the feasible path to generate more concrete but
still feasible paths that are subsumed by the infeasible path [McM03].
Interpolation is often employed as a refinement procedure for spurious
counterexamples within the cegar loop. It has a wide range of use cases,
such as generating relevant predicates for predicate abstraction [Cim+16;
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Hen+04], range predicates in array abstraction [JM07], and as a refinement
technique for symbolic [Ibi16] and concolic execution [JMN13].

Interpolation has also been applied in non-symbolic abstractions. For
instance, in the tool DAGGER [Gul+08], interpolation is used to improve
the precision of widening of octagon and polyhedra domains in order to
avoid false alarms. Similarly, in VINTA [AGC12], interpolation is used to
refine the interval domain.

7.1.4 Domain Refinement

There are several techniques that can be employed to address the impre-
cision in abstract domains without the need for repeated analysis. One
approach is to enhance the capabilities of the domains in use through the
use of functor domains.

In abstraction, one major source of imprecision is the approximation
induced by abstract unions, which are used to merge multiple paths of
the program. However, not all abstract domains are closed under the
union operation, which can result in a loss of precision. The disjunctive
completion method is a common solution to this problem [FR99]. This
method introduces to the abstraction all the concrete disjunctions of
elements from the domain that were initially missing, resulting in the
most abstract domain that is exact on disjunctions of abstract properties
in the original domain. Similarly, complementation is another technique
used to supplement missing complements to the abstraction [Cor+95].

On the other hand, fixpoint completion is a program-dependent refine-
ment technique that improves the abstract domain by introducing all
the properties that would make the fixpoint iteration imprecise [GQ01;
GRS00].

Relational abstract domains, however, often suffer from scalability issues.
One general technique to ensure linear cost of abstract domains is to split
variables into independent smaller sets, known as variable packing tech-
nique [Min06c]. Variable packing can be further refined by maintaining
relations between sets of variables [Bou12].

State partitioning techniques, based on decision-tree data structures such
as binary decision diagrams, work similarly to variable packing. They
split program states into smaller parts and enable relational reasoning
about value properties only within those parts [MJ81]. State partitioning
is commonly adopted in state-of-the-art tools [Ber+10; Ber+15]. Some
abstract domains also incorporate decision trees to handle disjunctions
in programs or prove conditional termination [CCM10; UM14].

In the pursuit of increased precision, some techniques deviate from the
lattice-based approach and develop weaker formalisms for abstract do-
mains with the quasi-join operation [Gan+13].

Thus far, we have discussed abstract domains with varying degrees of ex-
pressiveness, cost, and precision. However, in many cases, it is desirable
to commence with the most straightforward domains and dynamically
refine them when encountering spurious counterexamples. One approach
to refinement is based on the observation that abstract domains them-
selves form a lattice, as depicted in Figure 7.2. Within this lattice, two
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℘(ℤ)
concrete domain

intervals and congruences

{𝑎ℤ + 𝑏} ∪ {⊥}
congruences

{[𝑎, 𝑏]} ∪ {⊥}
intervals

ℤ ∪ {⊤, ⊥}
constants

{0, +, −, ⊤, ⊥}
signs {0, ⊤, ⊥}

nullness

{⊤, ⊥}
dead code

{⊤}
no information

Figure 7.2: Lattice of non-relational ab-
stract domains.
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domains can be refined through a meet operation, also referred to as re-
duced product construction, as expounded upon in the works of Toubhans
et al. [TCR13] and Cousot [CCM11]. A more comprehensive examination
of large-scale reduced-products can be found in the study conducted by
Cousot [Cou+07].

7.2 Metadomain

Program semantics can be thought of as a collection of concrete domains,
each corresponding to a specific data type and its associated operations
in the programming language. However, careful consideration must be
given to interactions between different concrete domains to ensure proper
abstraction. For example, boolean and scalar domains may interact in
relational operations, or array dimensions may be specified using scalars
from a specific concrete domain.

Furthermore, it is often desirable to support the use of multiple abstract
domains simultaneously in a program. While the concrete domain is al-
ways available, verifiers may employ various abstract domains to reason
about program inputs from the environment. The challenge lies in inte-
grating these diverse domains, which may belong to different categories,
and resolving any interactions that may arise during program verification.
As mentioned earlier, abstract operations expect all operands to belong
to the same domain.

Dealing with these interactions independently for each domain is imprac-
tical and undesirable. Instead, it is desirable to implement domains as
a homomorphism from the algebra of the concrete domain to the alge-
bra of the abstract domain, with minimal effort to handle interdomain
interactions.

For instance, boolean interaction can be addressed by fixing its domain
to a tristate domain, and all relational interactions must go through
this domain. On the other hand, interactions between other domains
are more complex. To address this, we create a metadomain that is



120 7 Metadomains & Refinement

𝒜�(𝒜�)

𝒜�(𝒯)𝒜�(𝒜𝑖)

𝒜�

𝒯𝒜𝑖

𝒞

Figure 7.3: Example of metadomain lat-
tice consisting of the unit domain 𝒜�,
term domain 𝒯, smashed array domains
with parametric content domains 𝒜�, in-
terval domain 𝒜𝑖 and concrete domain
𝒞.

responsible for interactions between abstract domains, and we implement
the entire abstraction as a homomorphism from the concrete domain to
the metadomain.

The metadomain follows a similar approach as the lattice of domains.
Whenever two domains interact, we find the least upper bound domain
in the lattice, where a conversion between the respective domains is
defined, and perform the operation in that domain. The order of the lattice
is determined by the existence of a conversion between the domains,
denoted as domain 𝒜1 ⪯ 𝒜2 if conversion 𝜒𝒜1→𝒜2

is feasible. It is
necessary for the lattice to be complete, ensuring that there is always a
domain in which the operation can be performed.

Definition 7.2.1 We define a conversion relation 𝑅𝜒 as follows: do-
mains 𝒜1 and 𝒜2 are in 𝑅𝜒 if there exists a conversion 𝜒𝒜1→𝒜2

.

We say that conversion is feasible 𝜒𝒜1→𝒜2
if 𝒜1 is in relation with 𝒜2

in the transitive closure of 𝑅𝜒.

This approach reduces the number of needed conversions, as in many
cases, we do not want to define conversions between all possible domains,
despite the fact that their interactions might occur in the program.

Example 7.2.1 Consider the domain lattice shown in Figure 7.3, which
determines the domain in which the following operations should be
performed:

▶ Addition of [0, 1] and 4 results in the conversion of concrete 4
into the interval domain.

▶ Addition of term � and 4 results in the conversion of 4 through
intermediate domain (either interval or term domain).

▶ Addition of term offset to smashed arrays of interval produces a
smashed array of � values.

Note that this hierarchy implies that aggregate pointers must be able to
be constructed from abstract scalar values. This can often be achieved
by using the abstract scalar as an offset part and setting the identifier
part of the pointer to ⊥ or 0.

We propose that an additional linear order be established for domains to
ensure the selection of a unique conversion path in cases where multiple
paths may be available. However, further investigation is required to
determine the feasibility of this solution and its potential implications.
Alternatively, one can explore the possibility of designing abstractions
that avoid such interactions altogether. In fact, in most of our applications,
such cases do not arise.

Interesting interactions are those between scalars and aggregates, as well
as pointers. Recall admissible pointer statements (cf. Definition 3.2.1),
where only the addition of pointers and scalars is allowed, implementing
pointer arithmetic and resulting in an abstract pointer. For this to be
valid, we require that all scalar domains in the metadomain are ordered
below aggregate and pointer domains in the lattice. This is because if a
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pointer domain 𝒜p was ordered below a scalar domain 𝒜s, i.e., 𝒜p ⪯ 𝒜s,
the pointer arithmetic would result in a value 𝒜s which does not define
memory manipulating operations and can not be used as a pointer value
later in the program. It is important to note that some domains may
cover multiple categories. For example, 𝒜� may define both scalar and
aggregate operations.

The compilation-based abstraction, presented in this thesis, leverages the
concept of representing common analysis techniques as domains. This
holds true for domain interactions as well. We can view the lattice of
domains ℒ as a functor domain that is parametrized by its constituent
domains. Consequently, computations are carried out exclusively within
the lattice domain and the concrete domain 𝒞 × ℒ. When encountering
mixed computations involving both concrete and abstract values, we
employ a “lifting” mechanism to map concrete values to specific lattice
domain elements. This enables us to lift scalars, aggregates, and pointers
to different domains based on their origin. However, it is worth noting
that the concrete domain can be treated as the bottom of the lattice, as
all other domains can be constructed from concrete values using their
abstraction function 𝛼. Though, it is necessary to differentiate between
categories of concrete values in the lattice, as they may need to be lifted
to different abstract domains.

Each metadomain needs to specify what is an “entry” domain into which
we abstract ambiguous values. We define entry domains for each value
category, which effectively dictates in which domain to perform abstract
amb operation and allocation for abstract aggregates. Furthermore, since
the concrete domain is not kept in the lattice of the metadomain, we
define the lowest domain for each value category, into which conversion
from concrete values is performed. This corresponds to the definition of
abstraction operator 𝛼 within the metadomain.

Nevertheless, there are instances wherein it is advantageous to establish
entry domains that are tailored to a specific abstraction. For instance,
defining specialized entry domains for abstract strings or loop indices can
yield more precise abstraction of specific scalars and aggregates. These
entries can be inferred from value types, or alternatively, static analysis
can be utilized to annotate values, such as loop indices, that may not be
readily apparent from the value construction.

Formally, a metadomain ℒ is an 𝑛-ary functor domain that takes a set
of domains 𝒟ℒ = 𝒟1, 𝒟2, … , 𝒟𝑛 and a conversion relation 𝑅𝜒 as input
and constructs a new domain that enables computation in the union
of these domains. The metadomain defines a partial order ⪯ on the
constituent domains, given by their conversion relation 𝑅𝜒. Additionally,
themetadomain defines a function 𝜄 that maps program values to a specific
constituent domain 𝒟 ∈ 𝒟ℒ.

Definition 7.2.2 Let ℒ be a metadomain with a join operator ⊔ on
its domain lattice. For set of values {𝑣1, 𝑣2, … , 𝑣𝑛} we say that their
superdomain, denoted as 𝜍, in the metadomain ℒ is:

𝜍({𝑣1, 𝑣2, … , 𝑣𝑛}) ≜
𝑛

⨆
𝑖=1

𝜄(𝑣𝑖)
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Definition 7.2.3 A metadomain also defines requisite components to be
a value domain:

▶ a set of computer-representable abstract values ℒ = ⋃𝑛
𝑖=1 𝒟𝑖,

▶ an effective partial order of values 𝑎 ⊑ 𝑏 is computed in their
superdomain 𝒮 = 𝜍({𝑎, 𝑏}):

𝜒𝜄(𝑎)→𝒮(𝑎) ⊑𝒮 𝜒𝜄(𝑏)→𝒮(𝑏) ⟹ 𝑎 ⊑ℒ 𝑏

▶ a monotonic concretization function 𝛾ℒ(𝑣) ≜ 𝛾𝜄(𝑣)(𝑣),

▶ a set of monotonic abstraction functions

𝛼ℒs
∶ 𝒞s → 𝒟s

𝛼ℒp
∶ 𝒞p → 𝒟p

where 𝒟s, 𝒟p ∈ 𝒟ℒ are abstraction domains for scalars, pointers
respectively,

▶ a smallest ⊥ℒ ∈ ℒ and a largest element ⊤ℒ ∈ ℒ,

▶ a sound and effective abstraction of program operations performed
in superdomain of their operands,

Note that one needs to be careful with the design of metadomain con-
versions. When interacting between scalar and memory domains, it is
possible that an aggregate may not be capable of storing a given abstract
value. For example, consider a store operation of an interval value to
a smashed array of terms (cf. Figure 7.3). Ideally, we do not want to
convert the interval to a smashed array domain but rather to its content
domain (term). To handle aggregates with scalar content domains, we let
aggregates define their content domain and lift stored values to the super-
domain of the content domain and the domain of the value to be stored.
However, this may result in a superdomain that is not representable in the
content of the aggregate, and we may need to convert the entire abstract
aggregate, which requires the presence of this domain in the lattice. This
is also the case in Figure 7.3, where the superdomain of a content term
domain and to be stored interval value is a unit domain. As a result,
we would need to convert the smashed array to an alternative with unit
content.

Another issue is that in a general setting, we need to be able to store
aggregates of aggregates and their mixed variants of domains. In this
thesis, we mainly employed metadomains to resolve scalar interactions,
but as one can see, ametadomain for all domain categories still raisesmany
questions and needs to be fully formalized. This opens up interesting
avenues for potential research in the future.

Example 7.2.2 Recall pointer arithmetic abstraction from the previous
chapter. We consider programs with three domains: the concrete
domain 𝒞, a numeric domain D̂ and the proposed P̂a(D̂) domain (cf. the
metadomain lattice on the left). In the simplest case, P̂a is instantiated
with the same domain D̂ that is normally used to represent scalars
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in the program. In this case, lifting a value 𝑥 from D̂ into P̂a(D̂) is
simple and does not cause any loss of precision: the abstract object
identifier is simply taken to be the value 𝑥, while the concrete part of
the pointer is assigned the value ⟂𝒞: we do not know what concrete
memory location to assign to an arbitrary value. The invalid concrete
part also prevents the program from accessing memory using such a
pointer (yielding an error instead).

P̂a(D̂)

D̂

𝒞

pointer

object offset

numeric

constant

In general, the P̂a domain is complementary to domains that abstract
pointer offsets – aggregate domains (e.g. those which allow symbolic
indices). The product domain constructed from P̂a and a domain ab-
stracting pointer offsets would allow performing complete abstraction
of memory – a possible hierarchy is depicted on the right.

While all unambiguous allocations are kept in the concrete domain
𝒞, each ambiguous allocation can be tracked at a different level of
granularity, using a suitable instance of P̂a.

For instance, pointers that only occur in equality comparisons can be
abstracted with a weaker instantiation, e.g., P̂a(𝐸𝑄), where 𝐸𝑄 is an
equality domain that only keeps track of equivalence relations between
values and hence leverages simpler smt theory of equalities [KS16] [KS16]: Kroening et al. (2016), “Equality

Logic and Uninterpreted Functions”
.

In contrast, pointers that occur in arithmetic operations need more
expressive domain, e.g., the P̂a domain2 2: In this case, values from P̂a(𝐸𝑄) and

values from P̂a use a different theory in
their respective smt queries.

that utilizes the theory of
bit-vectors. These instantiations then form a chain in the hierarchy,
from the weakest to the most expressive, in a manner similar to theory
refinement [Hyv+17] [Hyv+17]: Hyvarinen et al. (2017), “The-

ory Refinement for ProgramVerification”
. Whenever different pointer representations meet

in the computation, we can lift the weaker domain to the stronger one.

One of the key benefits of the metadomain approach is its ability to enable
domain composability. The elementary metadomain consists of a single
abstract domain, allowing for easy extension by adding new domains
by providing conversions, which define their placement in the domain
lattice, and potentially new abstraction entry domains.

We can extend existing refinement techniques to incorporate metado-
mains. For instance, backward constraint propagation can be applied
without adjustments, as we treat backward operations in the same man-
ner as forward operations, with the only difference being the potential
need to lift domains of values during backward refinement. Another po-
tential application of metadomain analysis is in counterexample-guided
abstraction, where entry domains can be refined during the refinement
loop to achieve more precise abstraction. However, further investigation
is needed to fully explore the potential of these applications.
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Our implementation of abstraction is entirely based on metadomain anal-
ysis. Nevertheless, we acknowledge that there are limitations and loose
ends that require formalization. For example, the interaction between
incompatible aggregate domains and the problem of multiple possible
conversion paths remain open problems for this technique.

Summary

In this chapter, we presented general refinement techniques, with a fo-
cus on interdomain refinement. We defined common counterexample-
guided abstraction refinement and its enhancements using interpo-
lation and lazy abstraction. However, our main objective was to
introduce an analysis approach that spans multiple domains, includ-
ing scalars, aggregates, and pointers. To achieve this, we proposed a
metadomain abstraction that implements program semantics of the
union of multiple abstract domains. The primary advantage of this
approach is that it provides a uniform and extensible mechanism for
domain interaction, eliminating the need to consider mixed operations
in other domains. The core idea is to maintain a lattice of domains
that defines how to convert between domains. This technique allows
us to view abstraction as a single homomorphism from the concrete
domain to a single metadomain, simplifying the overall abstraction
design and enabling integration with other single-domain techniques.
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With the abstraction framework we developed in the preceding chapters,
we can now explore how it can be integrated into common program
analyses. This chapter discusses the various design options that exist for
compilation-based abstraction and compares them to more conventional
methods. We also redefine common techniques like symbolic execution
and explicit state model checking to take advantage of compilation-based
abstraction in the latter part of the chapter.

The content of this chapter is based on the following publication:

▶ Henrich Lauko. Abstractions via Program Transformations. Brno, 2020.
(PhD Thesis Proposal) [Lau20]

▶ Henrich Lauko, Petr Ročkai, and Jiří Barnat. “Symbolic Computation
via Program Transformation.” In: Theoretical Aspects of Computing –
ICTAC 2018. 15th International Colloquium, Stellenbosch, South Africa,
October 16-19, 2018, Proceedings. Ed. by Bernd Fischer and Tarmo
Uustalu. Cham: Springer, 2018. isbn: 978-3-030-02507-6 [LRB18]

▶ Henrich Lauko, Petr Ročkai, Vladimír Štill, and Jiří Barnat. “DIVINE –
Model Checker for C++.” In: Automatic Software Verification. Ed. by
Dirk Beyer. (forthcoming) [Lau+ng]

This chapter will consider various aspects of program analysis design and
their effects on the resulting analysis. For instance, one important aspect
to consider is the level of precision. It ranges from imprecise dataflow
analysis to highly precise but computationally expensive explicit state
model checking. To improve precision even further, we can choose from
various approaches to abstraction, such as eager and lazy abstraction.
In the case of dynamic analysis, we can choose different abstraction
levels, whether we refine the abstraction at each location, per path, or
incrementally refine the state representation instead of restarting the
analysis.

Another aspect to consider is the size of program primitives that are
abstracted at once. At the minimum level of abstraction are individual
values and statements, but it is also possible to perform abstraction of
branch-free, loop-free blocks, or even entire functions [BKW10]. It is
important to note that all of these choices are interconnected, as the
choice of abstraction can impact the efficiency of other aspects of the
analysis, such as refinement and, subsequently, the exploration of the
program state space.

We can also categorize different approaches based on the intended se-
mantics of the analysis, which is what the analysis aims to achieve. In
program verification, we aim to exhaustively cover the program’s state
space, which we refer to as program-proving tools. Such tools typically
overapproximate the program’s state space. As a result, if the abstraction
is error-free, we can infer that the original program is also error-free. On
the other hand, we have underapproximative tools, such as bug hunters,
fuzzers, or test generators. Some of these tools provide guarantees for
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specific program properties, such as the absence of a bug up to a cer-
tain depth in bounded model checking. Whereas other heuristic-based
approaches are more challenging to reason about.

In recent years, the program analysis community has been shifting toward
designing modular approaches that others can build upon. Using the same
backend, representation, or even analysis algorithms makes it easier to
compare research findings, such as the efficiency of different program
domains, summarization techniques, or refinement approaches. This
allows for more effective comparative research.

A new research question arises in this context: How can we integrate
existing verification systems in order to benefit from their respective
strengths maximally? To enable cooperation between verification tools,
we need standardized interfaces that allow passing artifacts with valuable
information from one tool to another. Besides the programs and their
specifications, such verification artifacts include transformed or reduced
programs, error paths, invariants, witnesses, and partial verification re-
sults in general [Bey22a; BP22; BW20].

For instance, multiple production-quality smt solvers are readily available
and even provide a standard interface [BFT16]. While a certain degree
of integration is required to achieve optimal performance, solvers have
attained nearly commodity status.

On the other hand, program analysis tools are falling behind, but a few ex-
ceptions exist. The symbolic execution engine KLEE [CDE08] for LLVM
bitcode [LA04] is used as a backend by other analysis tools [Cha+21;
CKC12]. Undoubtedly, the fact that it is based on the (ubiquitous) LLVM
intermediate language has helped it foster wider adoption. Similarly,
other tools create families of tools with shared backends. For instance,
CPAchecker [BK11] was designed with modularity in mind to allow
configuration of an abstract domain in use, summarization techniques,
and memory representation, and also permits the change of the entire
model checking algorithm. This led to multiple tools based on the frame-
work: CPA-BAM [And+17], CPAlien [MV14], CPALockator [AMK21], and
CPARec [Che+15]. Likewise, we can mention tools like CBMC [CKL04] or
UAutomizer [HHP13] that also led to the development of kindred tools.

In abstract interpretation, the trend is to create a library toolkit for domain
creation [Gur+15; JM09; SPV15], but using the domains in between tools is
relatively rare since the design usually restricts the domain to a particular
representation or algorithm used in the tool.

Since symbolic verification is tightly coupled with smt solving, it is de-
sirable to make the representation in use easy to translate and moreover
easy to reason about. Therefore, in software model checking, numerous
tools build upon constrained horn clauses representation chc that extends
standard smt representation [BMR12]. In fact this technique corresponds
to property-directed reachability [HB12]. Representation of a verification
problem in standard chc allows to utilize traditional verification algo-
rithms, like bounded model checking [Bie+03], k-induction [SSS00], or
interpolation & lazy abstraction [McM06], on a simple representation,
and share it across the tools [Gur+15; KGC14].

As one can observe, a common language for program representation
is at the core of modular techniques. A good choice of program repre-
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sentation and framework extension points are probable reasons for the
success of tool families like KLEE [CDE08], CPAchecker [BK11], UAu-
tomizer [HHP13], or CBMC [CKL04]. Their representation is easy to
interpret but expressive enough to capture interesting program behav-
iors. Using a common language allows combining static and dynamic
analysis, share analysis results, and provide easy-to-learn semantics if it
is a well-known representation.

Program Representation

Regarding program representation used for analysis, we recognize
four main approaches:

1. IR-based analysis: In this approach, we transform the target
program into an intermediate representation (IR), providing a high-
level view of the program’s behavior. Abstraction is performed on
the IR level, where it is also interpreted. This approach is simpler
to implement because IRs are typically easier to work with than
machine code, but it is slower as the IR needs to be interpreted
rather than executed directly. Due to simplicity, many state-of-the-
art tools use this approach.

2. IR-less (native) analysis: This approach involves executing the
unmodified machine code of the target program and instrument-
ing it at runtime to perform abstract (symbolic) execution. This
approach is more efficient because it avoids the overhead of trans-
lating the program to an IR and interpreting it. However, it requires
using a framework like Intel Pin to control the execution of the
target program at runtime.

3. IR-to-native (mixed) analysis: This approach considers IR as the
best representation for abstraction, but after the static abstraction,
it compiles the abstracted program to a native binary and performs
IR-less analysis. It combines the advantages of both IR-based and IR-
less analysis, as it can provide the benefits of a simpler abstraction
on the IR level and the efficiency of native execution.

4. Source-level analysis: In this approach, the program is analyzed
in its original source code form without any intermediate repre-
sentation or compilation. While this approach can offer the most
precise understanding of the program’s intended semantics, it is
usually analyzed only statically due to its complexity, making it
difficult to be interpreted accurately.

Given our objective to perform abstraction on the LLVM IR level, we
will focus on the first and third approaches that operate on an inter-
mediate level or translate the intermediate representation to native
representation.
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8.1 Program Abstraction

Abstraction in program verification is indispensable for the successful
verification of complex systems. It simplifies the reasoning about inter-
actions with the program environment and computation with nondeter-
ministic data in general. In order to simplify abstract computation even
further, many techniques employ further refinements to abstraction, e.g.,
counterexample-guided abstraction refinement [Cla+00] or lazy abstrac-
tion techniques [Hen+02]. Most of these techniques, however, are tightly
embedded in the core of verification tools. Even though the abstraction
techniques share a common foundation, tools usually reimplement the
standard analyses and abstraction domains. Moreover, the integration of
abstraction into a robust verification engine might introduce undesirable
complexity and can be a cause of faulty analysis.

In this thesis, we study the design of self-contained abstraction techniques
independent of an execution engine. This work aims to provide an ab-
straction engine and program runtime that can be used with LLVM IR or
binary-based tools, regardless of their program abstraction capabilities.

The main concept behind this approach is to perform IR-to-native or IR-
to-IR abstraction and then use respective tools to interpret or execute the
abstracted program. The goal is to represent the abstraction in semantics
that the analysis tool can already understand – concrete semantics. That
is to describe abstract semantics in terms of concrete computation. This
approach can generally be viewed as re-casting common techniques as
an abstract domain, which we will describe in concrete semantics. As
a matter of fact, we have seen examples of this approach in previous
chapters where symbolic execution was implemented as a term domain or
abstraction refinement as a backward propagation domain. By abstracting
the program itself, we can enable the interpreter or native execution to
prioritize the efficiency of the concrete semantics without the need to
incorporate complex abstract analysis techniques.

A similar shift of responsibilities is a well-known technique in computer
science [Hsi+97; Wie83]. For example, it can be observed in compiled
and interpreted languages that move various tasks between compilation
time and execution time. This balances the tool’s flexibility, dynamic
extensibility, and performance.

We will now examine how much it is possible to shift abstraction from
the interpreter to the compilation (static) part of the program analysis.
The goal is to make the analyses more performant without losing the
flexibility of interpretation-based analysis. Naturally, there exist many
possible boundaries between abstraction and the execution engine — each
defined by how much of the abstract interpretation is performed by the
program or the executor (cf. Figure 8.1).

Figure 8.1: Possible division of abstrac-
tion responsibilities between program
and interpreter.
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1. The first boundary is a common approach to abstract interpretation
where the interpreter takes care of the entire abstraction (main-
taining abstract data, additional metadata, and optionally using
decision procedure dp).

2. In the second approach, the program maintains abstract data. How-
ever, the interpreter still keeps metadata that keeps track for each
value, whether it is abstract or concrete. This information is used
when the interpreter needs to decide how to interpret program
memory, e.g., whether to perform an explicit or an abstract com-
parison of states.

3. The third approach involves transferring the responsibility for meta-
data to the program itself, which can keep the metadata in the
shadow memory. This method is similar to that used by program
sanitizers [SS15]. Using this method, the interpreter must retrieve
the metadata from the program.

4. The last approach gives full responsibility for abstraction to the
program, and the interpreter executes the program explicitly. The
decision procedure needs to take care of nondeterministic execution
and determine what path to take when a nondeterministic branch
occurs, or the responsibility of the nondeterminism can be left to
the interpreter.

A common approach used by abstract interpreters is to be responsible
for both the maintanence of abstract data and the execution of opera-
tions (abstract semantics). As an alternative, we suggest delegating the
responsibility for abstract data to the program and incorporating abstract
semantics directly into the program representation (realize abstract oper-
ations in a language the interpreter understands — as concrete code).

Irrespective of the type of abstraction used, it is desirable to minimize
its effect on program execution and reduce the imprecision of the anal-
ysis. To achieve this, only ambiguous program data and corresponding
operations need to be abstracted. Hence, the analysis must identify the
operations to be abstracted. Another approach could be to determine
whether to perform an abstract or concrete operation dynamically, and
this decision can be made either by the program under analysis or the
execution engine. In general, we will maintain metadata associated with
the values to determine whether they are concrete or abstract, and this
metadata will assist in making the decision.

Another aspect of abstract execution is the ability to decide the feasibility
of a program path. While it may be possible to refactor this functionality
out of the execution engine, it is impractical to compile entire smt solver
into the program and reinterpret it by further analyses.

Overall, we will recognize two main approaches based on the compo-
nent responsible for program abstraction:

▶ An interpretation-based approach in which the interpreter is entirely
responsible for abstracted data and execution of abstract semantics.
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▶ A compilation-based approach in which the abstract semantics is
“compiled” into a program under analysis, which then concretely
executes the abstraction.

8.1.1 Interpretation-based Abstraction

The most broadly adopted interpretation-based approach is unsurpris-
ingly abstract interpretation (cf. Section 3.6.1) that finds utilization in
static analysis or compilation process. It falls into the first category de-
scribed in Figure 8.1, i.e., the interpreter is responsible for everything
abstraction-related. In general an abstract interpreter computes an induc-
tive invariant — assigns invariants to program locations, and performs
assertion checks. Interpretation-based tools often follow a similar archi-
tecture, which allows for configuring the interpretation algorithms and
the domain choice. The interpretation strategy determines in what order
program statements are evaluated, while the domain provides the value
representation and semantics to the operations (transfer functions). One
example of an interpretation-based static analysis tool is Clam [GN21]
described in Figure 8.2. It operates on Crab IR translated from LLVM IR.

Figure 8.2: Clam has been designed in a
modular fashion so that new components
(abstract domains, fixpoint algorithms,
and inter-procedural or backward anal-
yses) can be easily plugged in. The only
fixed component is its intermediate rep-
resentation, called Crab IR [GN21].
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The advantage of this approach is that we do not have to execute the
program. Instead, we can use a fixpoint iteration algorithm to infer
program invariants. Notably, abstract interpreters analyze the control
flow graph and preserve the entire abstraction throughout the process
internally. The interpreter also holds definitions of abstract transformers
and applies them to internal program abstraction. We do not necessarily
follow the order of execution but only update the values at locations that
have changed. There are many types of iteration strategies with different
accelerations and convergence of fixpoint iteration. For instance, it is
common to iterate in the weak topological order of program control-flow
graph to deal with loops more efficiently [Bra+14].

In practice, static analysis based on abstract interpretation is the most
scalable approach to program analysis. However, we pay for scalability by
imprecision. Moreover, in comparison to model checking, abstract inter-
pretation, in general, does not provide a counterexample and refinement
possibilities since there is no path to be examined.

In contrast, abstract model checking (discussed earlier in Section 3.6.3)
focuses on analyzing the dynamic behavior of a program and properties



8.1 Program Abstraction 131

[Alb+12a]: Albarghouthi et al. (2012),
“Ufo: A Framework for Abstraction- and
Interpolation-Based Software Verifica-
tion”

[Cou+05]: Cousot et al. (2005), “The AS-
TREÉ Analyzer”

of its runs. Effectively, it generates the transition relation from the initial
state and merges equivalent states when reached. This still falls into
the category of interpretation-based approaches since the state space
generation interprets the effect of transition action on a particular state
similarly to the transfer function application in the abstract interpretation.
Moreover, the value abstraction in the model checking is analogous to
the one used in the abstract interpretation.

Finally, we recognize abstract (symbolic) executors (cf. Section 3.6.2) that
also employ an interpretation-based strategy since they usually operate
on an intermediate representation and keep the symbolic state solely in
the interpreter. They are comparable to concrete execution, with the
distinction that they compute with a symbolic representation of data
and execute abstract semantics that lead to branching executions. For
instance, KLEE [CDE08] symbolically interprets LLVM IR.

Symbolic executors, in contrast to model checking, only solve the reacha-
bility problem. They generally do not take any specification, just the input
program, and they iteratively explore all possible execution paths.

Naturally, the categorization is not strict, and various tools utilize tech-
niques from multiple categories. For instance, UFO [Alb+12a] is a tool
that improves the accuracy of abstract interpretation by incorporating
abstraction refinement techniques from model checking. It iteratively em-
ploys Craig interpolants to refine the abstract interpretation and prevent
it from producing false alarms. The algorithm continues its refinement
process until it finds a safe inductive invariant, a counterexample, or
runs out of resources. This allows UFO to regain precision often lost in
multiple steps of abstract interpretation.

Advantages of interpretation-based strategy:

+ Resource efficiency & scalability in the case of static analysis.

+ A full control over the underlying program state representation.

+ A simple design of configurable algorithms and domains.

+ Strong theoretical and practical foundations.

Disadvantages of interpretation-based strategy:

- Less efficient than execution.

- Requires the interpretation of concrete semantics.

- Usually does not employ optimization of abstracted code.

- Difficult to compose or reuse abstraction with other tools.

State-of-the-art Approaches

In the context of static numerical analysis, the traditional (interpretation-
based) approach is represented by tools like Astrée [Cou+05]. Astrée is a
static analyzer designed for real-time embedded software analysis, but is
limited to analyzing C programs without dynamic memory allocation or
recursion. It primarily targets embedded synchronous systems [Ber+15;



132 8 Abstract Analysis

[Ber+15]: Bertrane et al. (2015), “Static
Analysis and Verification of Aerospace
Software by Abstract Interpretation”
[Bou+09]: Bouissou et al. (2009), “Space
Software Validation using Abstract Inter-
pretation”
[DS07]: Delmas et al. (2007), “Astrée:
From Research to Industry”
[SD07]: Souyris et al. (2007), “Experi-
mental Assessment of Astrée on Safety-
Critical Avionics Software”
[Bla+03]: Blanchet et al. (2003), “A Static
Analyzer for Large Safety-critical Soft-
ware”
[MR05]: Mauborgne et al. (2005), “Trace
Partitioning in Abstract Interpretation
Based Static Analyzers”

[Fer04]: Feret (2004), “Static Analysis of
Digital Filters”
[Fer05]: Feret (2005), “The Arithmetic-
Geometric Progression Abstract Do-
main”
[Gur+15]: Gurfinkel et al. (2015), “The
SeaHorn Verification Framework”
[Ger+19]: Gershuni et al. (2019), “Simple
and Precise Static Analysis of Untrusted
Linux Kernel Extensions”
[Bra+14]: Brat et al. (2014), “IKOS: A
Framework for Static Analysis Based on
Abstract Interpretation”

[JM09]: Jeannet et al. (2009), “Apron: A
Library of Numerical Abstract Domains
for Static Analysis”

[SPV15]: Singh et al. (2015), “Making nu-
merical program analysis fast”
[SPV17a]: Singh et al. (2017), “A practical
construction for decomposing numerical
abstract domains”
[SPV17b]: Singh et al. (2017), “Fast poly-
hedra abstract domain”
[BZ20]: Becchi et al. (2020), “PPLite: Zero-
overhead encoding of NNC polyhedra”

[CDE08]: Cadar et al. (2008), “KLEE:
Unassisted and Automatic Generation of
High-Coverage Tests for Complex Sys-
tems Programs”

[Ahr+16]: Ahrendt et al. (2016),Deductive
Software Verification - The KeY Book

[Sho+16]: Shoshitaishvili et al. (2016),
“SOK: (State of) The Art ofWar: Offensive
Techniques in Binary Analysis”

[CKC12]: Chipounov et al. (2012), “The
S2E Platform: Design, Implementation,
and Applications”

[Yun+18]: Yun et al. (2018), “QSYM : A
Practical Concolic Execution Engine Tai-
lored for Hybrid Fuzzing”

[BBH18]: Barsotti et al. (2018), “PEF:
Python Error Finder”

[LRB18]: Lauko et al. (2018), “Symbolic
Computation via Program Transforma-
tion”
[SMA05]: Sen et al. (2005), “CUTE: ACon-
colic Unit Testing Engine for C”

Bou+09; DS07; SD07]. Astrée is based on fixpoint iteration and combines
various trace semantics such as non-relational and weakly relational
abstract domains, along with reduced product refinement and widening/-
narrowing techniques. It achieves high precision through smart handling
of disjunctions [Bla+03; MR05] and the use of domain-specific abstrac-
tions [Fer04; Fer05].

Another tool, SeaHorn [Gur+15], is a software verification framework
based on the interpretation that utilizes LLVM IR. It shares similarities
with our approach to LLVM IR abstraction, as it focuses on the design of
easily extendable abstraction for program verification. The management
of abstraction in SeaHorn is provided by an abstract interpretation module
crab (language-agnostic library for static analysis) which is designed
for the generation of invariants into LLVM IR [Ger+19]. The underlying
abstract interpreter for crab library is ikos [Bra+14]. Likewise, numerical
abstract domain library Apron [JM09], ETH library for numerical analysis
Elina [SPV15; SPV17a; SPV17b], or convex polyhedra library for abstract
interpretation PPLite [BZ20] provide a set of numerical abstract domains
ready for use in other tools. They implement composable abstractions
similar to our proposed abstractions from previous chapters.

In contrast to abstract interpretation, symbolic interpreters are distributed
across a wider spectrum of approaches, encompassing fully interpretation-
based, mixed, to fully compilation-based methods. We mainly distin-
guish two kinds of approaches, symbolic interpretation (IR-based) and
approaches that dynamically execute the program (IR-less). The for-
mer approach is represented by tools like KLEE [CDE08], KeY [Ahr+16],
angr [Sho+16] or S2E [CKC12] that usually perform symbolic interpre-
tation on LLVM IR. Symbolic execution of native programs has various
flavors, e.g., QSYM [Yun+18] performs its analysis using runtime instru-
mentation, PEF [BBH18] extracts symbolic constraints using proxy ob-
jects, while SymCC [LRB18] compiles symbolic path constraints directly
into the analyzed program.

This division is an oversimplification, many of these tools fall in between
these two categories, for instance KLEE interprets LLVM bitcode but also
utilizes dynamic native execution when interacting with external libraries
and Linux kernel.

8.1.2 Compilation-based Abstraction

The goal of compilation-based abstraction is to address the drawbacks of
the interpretation-based method while still retaining some of its benefits.
If we consider the division of responsibilities from Figure 8.1, all except
the first approach describe a compilation-based abstraction. The only
distinction is how much abstract semantics is represented in the terms of
concrete semantics.

The idea of performing the program analysis using program transforma-
tion is not novel. Actually, many of the first symbolic executors, like
CUTE [SMA05], DART [GKS05], or EXE [Cad+08], implemented the
technique by instrumenting the program under test at the source level.
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In comparison to the compilation-based approach these suffered from
two essential problems [PF20]:

▶ Source-level instrumentation ties the tool to a single programming
language. Compilation-based approach, in contrast, works on the
compiler’s intermediate representation and is, therefore, theoretically
independent of the source language.

▶ High-level programming languages supply rich syntax convenient
for programming, but it is often inconvenient for analysis purposes.
Source-level instrumentation might be achievable for simple languages
or only a subset of operations, but implementing comprehensive in-
strumentation for languages such as C+++ is challenging, and perhaps
even impossible, to accomplish. Whereas performing the program
instrumentation on the intermediate level simplifies the problem no-
ticeably. The instrumentation can also leverage the compiler’s tooling
that performs similar analysis during optimization, like alias analysis
or constant propagation.

Similarly, the model checker Spin employed a compilation-like technique
already in 1997 [Hol97]. It generates an executable on-the-fly verifier
from specification and model. Effectively it embeds the model checker
directly into the executable, so it can leverage compiler optimization
targeting the specific model under analysis.

Nowadays, the prevalence of highly optimized and modular compilers has
sparked a broader interest in adopting interpretation-based techniques
as compilation-based methods. Since our work on symbolic computa-
tion [LRB18], multiple tools adopted a similar compilation-based strategy
to symbolic execution. SymCC [PF20] compiles manipulation with sym-
bolic path constraints directly into the analyzed program. On average,
SymCC was able to run 12 times faster than KLEE and 10 times faster
than QSYM. Furthermore, SymQEMU [PF21] adapted the technique to
binary analysis. The most recent result is that of SymSan [Che+22], an ef-
ficient concolic execution engine based on the Clang Data-Flow Sanitizer
(DFSan) framework. It outperforms SymCC and almost reaches the speed
of native concrete execution. In the abstract interpretation, we are only
aware of recent work on Python abstraction [CE20], which instrumented
abstraction in terms of Python IR.

We strive to provide a more all-encompassing solution than compilation-
based symbolic executors. The goal of a generic compilation-based ab-
straction is to enable the usage of an arbitrary abstract domain within
the program. Moreover, we aim to enable multi-domain programs. Fortu-
nately, we have successfully devised a solution for this in the previous
chapters, which are abstract metadomains (cf. Chapter 7). Using a metado-
main in compilation-based abstraction, we can abstract scalars, memory
objects, data structures, and pointers without extra effort. The metado-
main also resolves domain interactions automatically, paving the way
for further analysis extensions such as backward constraint propagation.
This makes it possible to analyze programs that are typically challenging
for symbolic execution, as we can apply memory abstractions to possibly
infinitely large arrays or recursive data structures.
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1: It is challenging to conceive of any
practicality of an instrumented program
for static analysis since it is more effec-
tive to directly interpret the concrete pro-
gram rather than a more intricate instru-
mented version.

Figure 8.3: Comparison of abstract in-
terpretation approach and compilation-
based approach. All manipulations of ab-
stract values are denoted by red color. In
both cases, the interpreter generates tran-
sitions in the state space and passes them
to the analysis component, which per-
forms safety analysis. In the compilation-
based approach, abstract operations are
instrumented into the program, while in
the interpretation-based one, they are the
responsibility of the interpreter. If a do-
main requires a dedicated domain solver
to determine the feasibility or equality of
states, there is usually a dedicated compo-
nent to deal with these kinds of queries.
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Figure 8.3 illustrates the essential differences between interpretation-
based and compilation-based abstraction. In interpretation-based abstrac-
tion, the entire abstraction process is the responsibility of the dynamic
interpreter, whereas, in compilation-based abstraction, the essential com-
ponent is static instrumentation, which injects abstract semantics into
the program. It is worth noting that abstract data definitions and con-
crete implementation of abstract operations are linked to a program
under analysis in compilation-based abstraction. This, in contrast to
the interpretation-based approach, enables the optimization of abstract
operations, which was also not possible in a purely concrete environ-
ment because the compiler could not infer properties about ambiguous
program inputs. However, once we introduce the abstraction into the
program through instrumentation, the program inputs are expressed as
abstract constants, enabling the compiler to conduct constant folding on
the inserted abstractions. It can also inline multiple abstract operations
and infer better-combined abstract transformers. We will demonstrate
this in the subsequent Chapter 9 devoted to syntactic abstraction. In
the remainder of this chapter, we will explore how to adapt common
techniques to compilation-based abstraction.

8.2 Abstract Execution

To further explore the features of compilation-based abstract execution,
we need to understand that executing compiled abstraction is essential
to achieve its goals.1 This can be done through either reinterpretation
or native execution. The simplest method of abstract execution involves
performing generalized symbolic execution in any domain, where the
program is being interpreted step by step and execution is branched based
on ambiguous decisions.

In the abstract execution, we explore the implicit control flow graph given
by the program. In contrast to concrete execution, branching can lead to
multiple potential paths. In the context of compilation-based abstraction,
multiple program paths exist if we branch on an uncertain value (i.e.,
a maybe value M).

As previously established in scalar abstraction, domains specify their
conversion to the tristate domain. This conversion is useful for a uniform
handling of potentially ambiguous path branching. Whenever the pro-
gram includes a branch on an abstract value, we convert the value through
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tristate conversion into a boolean. If the choice was ambiguous (M), we
need to account for both paths. To do so, the running interpreter must
split the execution paths, typically done through nondeterministic choice
in verification tools. Afterward, we restrict the abstraction according
to the selected choice. In the case of native execution, we can fork the
execution or select a single path and re-execute the program later with
a different choice.

In particular, when executing a term domain, we let the program to
run computational statements to construct data definitions. Upon
converting to tristate, we always return M and let the program explore
both paths. Subsequently, the assume operation augments the path
condition and calls the solver for satisfiability, i.e., the feasibility of
the current location. If it is not feasible, we terminate the run.

By adopting this approach, we can centralize all of our smt querying
logic at a single point. Furthermore, if we use an external interpreter,
we can generate a specific notification requesting feasibility validation
and forward the path formula to the interpreter. This is a procedure
that we employ in the DIVINEmodel checker, where we yield the path
condition and allow the interpreter to determine whether to proceed.
However, it is the domain’s responsibility to initiate this request, so
the interpreter need not verify feasibility after every step.

Although the approach is generally straightforward, there are various
ways to optimize and implement abstract execution. Steinhöfel catego-
rizes symbolic execution engines in [Ste22], which can be expanded to
describe abstraction engines too (cf. Table 8.1), and serves as a valuable
reference for comparing different implementations and their adaptation
to a compilation-based approach.

The compilation-based abstraction falls under the category of compilation-
based implementations. Due to the nature of native execution and our
application to model checking, we consider only the abstraction of transi-
tion semantics. As discussed in the previous chapter, this approach does
not align with traditional fixpoint-computed collecting semantics. The
remaining characteristics will vary depending on the chosen domain and
the overall analysis composition.

Most abstractions fall into the category of internal theories, where
the tool is responsible for constraint solving and value representation.
However, abstractions use solvers for symbolic and relational domains to
assess the feasibility or equality of states or generate counter-example
inputs. When using an off-the-shelf solver, the available theories and
customization limit its applicability. Approaches also differ in the way
how they embed an external solver in the tool. In general, we recognize
two forms of embedding, namely shallow and deep embedding [GW14;
SA13].

Shallow embedding directly encodes symbolic values and constraints
using pre-existing solver data structures. This approach is simpler, as
it eliminates the necessity of creating new theories. However, shallow
embedding may restrict the abstract execution engine’s expressiveness
since the current data structures may not accurately reflect the intended
analysis use case.
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Table 8.1: Characteristics of abstract ex-
ecution engines [Ste22]. implementation type abstracted semantics

1. Interpretation-based

2. Execution-based

3. Compilation-based

4. Runtime Instr.-based

5. Using proxy objects

1. Trace/collecting semantics

2. Denotational semantics

3. Weakest precondition semantics

4. Hoare logics

5. Transition semantics

constraint & value repr. constraint solving

1. External domains/theories

1.1. Shallow embedding

1.2. Deep embedding

2. Internal domains/theories

1. Off-the-shelf solver

2. With reduction / Reuse

3. Non-exhaustive techniques

4. Special solver

call treatment loop / recursion treatment

1. Inlining

2. Summaries / Contracts

3. On-demand concretization

4. Compositional analysis

1. Widening & Narrowing

2. Bounded unrolling

3. Invariants

4. Concolic

path explosion countermeasures precision loss countermeasures

1. Summaries / Contracts

2. Subsumption

3. State merging

1. Relational analysis

2. CEGAR

3. Domain refinement

[Ahr+16]: Ahrendt et al. (2016),Deductive
Software Verification - The KeY Book

On the bright side, direct encoding allows the program to perform compu-
tations directly in the solver’s language, which can lead to enhanced per-
formance. This is especially important in the compilation-based approach,
as we strive to minimize the amount of instrumented computation.

Deep embedding, on the other hand, involves the creation of a spe-
cialized abstract syntax tree for abstract values and constraints, and the
formalization of operations on these values in terms of the underlying
solver theories. This approach provides a high degree of customization
and control over the abstract domain, but also requires a significant invest-
ment in the definition of new theories, which can lead to inconsistencies.
One potential drawback of this approach is that encoding the theory
computations into the program may make the abstract program overly
complicated and inefficiently interpretable.

An alternative approach is to develop a custom solver with specialized the-
ories, as seen in the KeY [Ahr+16] tool. This approach offers the highest
level of customization and control but requires a significant investment
in terms of time and resources for its implementation. Moreover, this
approach disconnects the tool from the advancements of general-purpose
solvers.
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Additionally, in the compilation-based approach, it is possible to internal-
ize the solver not into the tool but into the program. However, this option
is only feasible for simple decision procedures. Including more complex
solvers such as Z3 [DB08] in the program would not be reasonable, and
it is more suitable to either externalize the solver as a shared library
or allow the analysis tool (interpreter) to invoke the solver instead of
interpreting it.

We experimented with both shallow and deep embedding representa-
tion for our term domain. The shallow embedding was most suitable
for native abstract execution, as it enabled the program to compute
with the solver’s term representation directly and link the solver as
an external library. In comparison, we employed deep embedding for
IR-based analysis of the model checker DIVINE, in which the program
is interpreted on an LLVM IR level. In this approach, the program was
used to construct an abstract syntax tree of terms, while the model
checker managed the decision procedure. This provided the advantage
of being able to select different solvers without the need to modify
the domain or alter the decision procedure, for example, by using
incremental solving or formula caching directly in the program.

Abstract execution faces similar challenges as symbolic execution, in-
cluding the path explosion problem, complexity of memory analysis, and
increasing complexity in constraint solving as the execution path grows.
Furthermore, with longer execution paths, abstraction tends to lose its
precision. To overcome these challenges, various strategies are employed
by tools.

Summaries. Efficient countermeasures for path explosion problem are
function or loop summaries. These allow us to compute an effect of loops
statically before analysis or incrementally infer program invariants, func-
tion preconditions, or postconditions [BHW09; Ern+07; FMV14; FM10].
Thereafter, instead of interpreting the summarized function, we can as-
sert on precondition and add its postcondition to program constraints.
Formally, a summary of code block 𝐵 forms a Hoare triple {𝑃}𝐵{𝑄},
where 𝑃 is a precondition and 𝑄 is a postcondition. The summarization
technique can be easily adapted to compilation-based abstraction. If a tool
or manually written annotations provide a Hoare triple for code block 𝐵,
we replace it during compilation with assert𝑃 and assume𝑄, requiring
the realizability of conditions in the program syntax, for example, as
described in [HP16]. This can be performed before syntactic abstraction,
allowing us to intrinsically abstract precondition and postcondition as
the rest of the program.

One can also implement dynamic program summaries, as presented
in [AGT08]. In such a case, we need to instrument the program to cache
function effects during the execution and query the cache on function
calls.

Call treatment. A whole program analysis entails a thorough explo-
ration of all reachable function calls, which can result in significant growth
of the state space. Additionally, if the program interacts with external
libraries for which the implementation is unavailable, custom handling
of these calls is necessary to ensure the analysis remains sound. There
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are several ways to address the treatment of function calls. One approach
is to utilize the previously discussed summaries that capture the effects
of functions on the program’s behavior. Another solution is to use a non-
exhaustive technique, such as concretization, and call external functions
with concrete inputs. Moreover, one can employ custom abstraction of
specific system calls or functions from standard libraries as we did in
M-String abstraction (cf. Section 5.3).

The technique of concretization is usually implemented as a concolic
execution, where the program computes with symbolic representation
while preserving a concrete representative for the current model [Cad+08;
GKS05]. This representative can then be used as input for calls to external
functions. In a compilation-based abstraction, this approach can be easily
adapted by computing in a product domain 𝒜 × 𝒞, which holds both
abstract values and concrete representatives.

One can also implement soft concretization used in S2E [CKC12] in the
compilation-based approach, where if the concretized value is used in the
conditional of a branch, we backtrack to concretization and try to pick
different values to explore as many paths as possible. We can implement
concretization as a generator that awaits notification to create a new
value. Moreover, the concretized value will be in the soft concrete domain
which notifies the tool on a branch.

Another approach to handle function calls in interprocedural analysis
is function summarization, which is paired with compositional analy-
sis [God07; RHS95]. In program verification, these summaries are referred
to as contracts, inspired by the design-by-contract concept [Mey92]. Not
only do they improve the scalability of the analysis, but they also define the
expected behavior of functions. In compositional analysis, functions are
annotated by their contracts and then analyzed independently [Bal+18].

To compute function contracts, we can adopt a lazy approach and compute
them as needed. One way to do this is to explore function dependencies
and perform compositional analysis in a dependency-ordered manner. We
explore this approach when paired with slicing domain � in Section 10.1.

Path explosion countermeasures. Besides reducing the number of
possible paths to explore using summarization, the path explosion prob-
lem in program analysis can be mitigated through the use of techniques
that merge multiple executions, such as subsumption and state merg-
ing. These techniques effectively reduce the number of possible paths to
explore.

The literature proposes several merging techniques, including subsump-
tion and state merging, which generally employ a disjunction of merged
paths [BHW09; HSS09; Kuz+12; SHB16; Sen+15; Ste20]. Although this
type of merging can be challenging to achieve in the native abstract execu-
tion, as branching creates multiple forks. It may be possible to instrument
merge points where the program waits for other forks to synchronize,
share data, and continue along a single path. Further investigation is
needed to determine the feasibility and soundness of this approach.

Alternatively, at merge points, we can check if another execution has
already covered the current path. If so, we can eliminate the current path.
This can be done by keeping a shared cache of states at potential merge
points. The challenge is figuring out how to compare the concrete part
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of the program state in a native execution, as it is impossible to store the
entire system’s state. However, in IR-based analysis, it is possible because
the interpreter has complete control over the program state.

Loops & Recursion treatment. In the context of abstraction, it is
common to employ widening and narrowing techniques to deal with
loops and recursion. These techniques are used to overapproximate the
solution in cases where summarization techniques may not be applicable
due to their complexity.

The standard approach involves widening to initially overapproximate
the solution, followed by narrowing to refine the approximation and
regain precision [CZ11; CC92; FG10; GH06]. Within compilation-based
abstraction, this can be achieved by extending the abstract domain to
include both a widening and narrowing operator and instrumenting their
use at relevant points within the program. However, one must be careful
not to discard possible executions, resulting in unsound analysis.

Bug-finding methods usually employ an underapproximation of the prob-
lem in the form of bounded analysis [Bie+03; KT14]. We can re-cast
this approach into a domain to fit compilation-based abstraction. The
bounded-analysis domain, instead of performing computation, would
count the number of steps and terminate the analysis of the current
path once a specific number of steps is reached. Such a domain can be
used in a product with an analysis-focused domain responsible for actual
computation and path guidance.

It is worth noting that the definition of a step may vary, and careful
consideration should be given to what constitutes a step in the context of
the bounded domain. For instance, the step count may be incremented
only upon function calls, or, in the context of loop analysis, the counter
may only be incremented upon the occurrence of branching on an abstract
value, i.e., in case we perform conversion to tristate.

The benefit of using compilation-based widening and bounded analysis
is that the compiler can determine the loop bound, allowing for loop
unrolling and possibly even automatic summarization.

Precision loss countermeasures. Abstract computation, due to its
approximative nature, often leads to loss of information, resulting in
potential false alarms. To address this, abstraction tools use various re-
finement techniques. One approach is to refine the domain, for example,
by adding relational information [Min04] or switching to a better-suited
domain. During execution, we may mitigate the over-approximation by
narrowing as described before. Another option is to use counterexample-
guided abstraction refinement (cegar) [Cla+00], which responds to false
alarms by repeating the refinement process. In compilation-based ab-
straction, we can examine two possible cegar loops, one on the level
of actual program execution, where we can refine the linked domain
library, for instance, by providing new predicates to predicate abstraction,
or we can perform refinement on IR-level, where we instrument addi-
tional information directly into the program. These can be also arbitrarily
interleaved.
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8.2.1 Symbolic Execution

Symbolic execution, within the context of abstraction, is simply the exe-
cution with a term domain. It has seen broader adoption as compilation-
based program analysis in recent years [Chi+09; CKC12; PF20; Sho+16;
Yun+18]. Notably in binary analysis, since it is natural to use compilation-
based techniques to get close to binary representation. Symbolic executors
in this domain mainly focus on fast and flexible analysis on the binary
level. These tools leverage the fact they can analyze large codebases
without the need to understand their build process because they analyze
the final binary.

Interpretation-based approaches to symbolic execution frequently present
a trade-off between flexibility and performance. In contrast, compilation-
based methods offer an optimal balance between performance and flexi-
bility, as well as ease of extensibility. This combination of characteristics
is particularly desirable in the context of security analysis, where auditors
frequently require the ability to steer the tool toward specific objectives.

We shall now examine the process of analysis performed by compilation-
based symbolic executors. Afterward, we will highlight the unique fea-
tures of our compilation-based abstraction and identify the similarities
between various approaches.

QSYM [Yun+18] employs a rather straightforward approach of dynamic
binary instrumentation (see Figure 8.4). During program execution, QSYM
utilizes Intel Pin to insert symbolic computation at the x86 machine-code
level. On one side, this approach is performant but lacks flexibility due
to its tight to a single architecture. Moreover, it requires implementing
symbolic semantics for the whole instruction set of x86 architecture.

Figure 8.4: QSYM architecture.

ANGR [Sho+16] synchronously performs concrete and symbolic analysis
(see Figure 8.5). It dynamically translates binary to VEX IR, the IR of the
Valgrind framework [NS07], to interpret it symbolically. On the other
hand, it utilizes the Unicorn cpu emulator to execute a fast concrete path.
ANGR synchronizes both execution paths during the analysis. Due to
its implementation in python and interpreted symbolic execution the
analysis is not very performant, but it allows to easily extend analysis
through publically exposed customization points of the interpreter.

Figure 8.5: ANGR architecture
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S2E [CKC12] is a platform for writing tools that analyze the properties and
behavior of software systems (see Figure 8.6). It comes as amodular library
that gives virtual machines symbolic execution and program analysis
capabilities.

Figure 8.6: S2E architecture.

S2E runs unmodified x86, x86-64, or ARM software stacks, including
programs, libraries, kernel, and drivers. Similarly to ANGR, S2E combines
concrete and symbolic execution. It utilizes QEMU [Bel05] to emulate
the concrete execution of a binary and KLEE [CDE08] to interpret the
program symbolically.

SymCC [PF20] is a compiler wrapper which embeds symbolic execution
into the program during compilation, and an associated run-time support
library. In essence, the compiler inserts code that computes symbolic ex-
pressions for each value in the program. The actual computation happens
through calls to the support library at run time (see Figure 8.7).

Figure 8.7: SymCC architecture.

This approach is most similar to the one presented in this thesis. The
distinguishing feature of our compilation-based abstraction to SymCC
approach is a broad spectrum of domains and related refinement proce-
dures. This allows the utilization of abstraction on a wider variety of
problems.

SymQEMU [PF21] combines the previous approaches to achieve both
flexibility and performance (see Figure 8.8). Its approach is inspired by
SymCC compilation-based symbolic execution but adapted to binary
analysis. SymQEMU first translates the binary to a single intermediate
representation independent of the target architecture. This gives a flexi-
ble representation that is easy to extend, analyze and maintain. But in
contrast to S2E and ANGR, it does not interpret the intermediate represen-
tation. Instead, SymQEMU instruments the symbolic computation into
binary and executes it directly. Therefore, it also achieves performance
advantage in comparison to interpretation-based approaches.
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Figure 8.8: SymQEMU architecture.

[Kor+20]: Korenčik et al. (2020), “On
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grams”
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LART. While our approach is primarily geared towards source code
analysis, it is also possible to elevate binaries to LLVM and apply our
tool to abstract them. In fact, this technique was utilized to conduct
symbolic execution of binary programs [Kor+20]. The key feature that
distinguishes our approach from prior methods is its modularity – we
are not restricted to a specific domain or backend analysis tool. We can
conduct native analysis, like the previous executors, but the components
can also be used off-the-shelf with other interpretation tools. This is
due to the fact we decouple abstract semantics, runtime library, and
instrumentations into standalone components.

Figure 8.9: LART architecture for native
execution.

We have shown that compilation-based abstraction execution can
be adapted to many standard techniques. These techniques include
bounded analysis instrumentation, widening, and path exploration
guidance, which have the potential to improve performance, reduce
dependence on interpreter design, and optimize abstraction using
compilation. Furthermore, our approach is not limited to abstract
execution, as we will illustrate in the next section where we can
seamlessly apply the technique to abstract model checking.

8.3 Abstract Model Checking

The abstract model-checking presented in this section was inspired by
the control-explicit data-symbolic approach of tool SymDIVINE [Mrá+16].
Compared to the exhaustive enumeration of states in explicit-state model
checker DIVINE, the control-explicit data-symbolic approach tries to group
states into sets when they differ only in data values but not in the control
location. In this way, SymDIVINE is able to represent inputs as sets of
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possible values. These sets, also called multi states, are described by an
explicit control location and symbolic representation of data.

SymDIVINE’s exploration algorithm operates directly on multi-states.
To explore the state space, SymDIVINE must determine whether two
multi-states represent the same set of explicit states, which can be time-
consuming. However, the symbolic approach can result in exponential
memory savings and prevent state space explosion caused by inputs.

We expand the approach to the arbitrary domain and augment the explicit-
state model checkerDIVINE by abstraction capabilities using the compiled
abstraction (for details aboutDIVINE refer to Section 10.1). The fundamen-
tal concept of compilation-based abstraction for model checking remains
consistent with the interpretation or native execution of abstracted pro-
grams presented before. We instrument a desired abstraction into the
program, making it effectively operates within an abstract state-space.
And the model checker proceeds to explore this abstract state-space of
the program. Nevertheless, we need to modify the approach a bit.

The key difference between explicit-state model checking and program
execution is the necessity of model checkers to bookkeep their states and
determine their equality. One way to do this is by directly comparing
in-memory states. However, this approach can lead to false negatives as
it considers semantically irrelevant details, such as numerical addresses
returned from allocations. In such case, the model checker determines the
inequality of states, even though they are equal from the semantic point
of view. A better approach is to represent memory as a graph, which
allows for analysis independent of memory layout [Roč+18]. Alternative
methods suggest overapproximation techniques like memory-hamming
distance or hashing [Gut12; GQC15]. When incorporating compilation-
based abstraction in explicit-state model checking, it is important to
consider the implications on state equality checking, and to design repre-
sentations and techniques that allow for efficient comparison of abstract
states.

The approach we are discussing is commonly referred to as a set-based
model checking, as we are effectively computing with a set of states
represented abstractly. To simplify the graph-based memory-layout
view, we will observe a program state only as an 𝑛-tuple of values.
This can naturally be extended to the graph-based approach used in DI-
VINE [Roč+18].

8.3.1 Equality of Abstract States

In explicit state model checking, the equality check is performed on
a per-value basis. This means that two states, 𝜎 = ⟨𝑣1, … , 𝑣𝑛⟩ and 𝜎′ =
⟨𝑣′

1, … , 𝑣′
𝑛⟩, are equal if and only if all of their values are pairwise equal:

∀𝑛
𝑖=1𝑣𝑖 = 𝑣′

𝑖.

A direct equality check can be used to compare concrete states, but this
approach is not applicable to abstract states. For example, a symbolic
state with a data definition that reverses operands, such as 𝑥+1 and 1+𝑥,
will have different in-memory representations, but they represent the
same set of concrete states. Additionally, abstract states can subsume each
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other. For instance, a state with the path condition 𝑥 > 5 is subsumed by
a state with the path condition 𝑥 > 0.

To ensure a sound analysis of temporal properties, it is necessary to detect
loops in the program state space. Thus, we need to be able to identify
already explored states and avoid re-exploring them. Moreover, in this
way, we minimize the number of explored paths.

Definition 8.3.1 An abstract state 𝜎̂ subsumes state 𝜎̂′ iff 𝛾(𝜎̂) ⊆ 𝛾(𝜎̂′).

As previously mentioned , states of abstracted programs are essentially
the Cartesian product of concrete and abstract values. Therefore, we
can check for subsumption at the level of individual elementary values.
Specifically, 𝜎̂ subsumes 𝜎̂′ iff 𝛾( ̂𝑣𝑖) ⊆ 𝛾( ̂𝑣′

𝑖) holds for all elementary
values ̂𝑣𝑖 and ̂𝑣′

𝑖 of compared states.

However, in practice, we do not want to perform concretization to decide
whether 𝛾( ̂𝑣𝑖) ⊆ 𝛾( ̂𝑣′

𝑖). We can employ domain-specific ordering instead,
which specifies the subsumption order between two values within the
domain. For example, in the interval domain, we can solve subsumption
by comparing the bounds:

[𝑎, 𝑎] ⊆ [𝑏, 𝑏] ⟺ 𝑏 ≤ 𝑎 ∧ 𝑎 ≤ 𝑏.

Definition 8.3.2 (Abstract Subsumption) Consider 𝜎 = ⟨𝑣1, … , 𝑣𝑛⟩
and 𝜎′ = ⟨𝑣′

1, … , 𝑣′
𝑛⟩ and abstract domain 𝒜:

𝜎 ⊆ 𝜎′ ⟺ ∀𝑛
𝑖=1𝛾𝒞(𝑣𝑖) ⊆ 𝛾𝒞(𝑣′

𝑖) ⟺ ∀𝑛
𝑖=1𝛼𝒞(𝑣𝑖) ⊑ 𝛼𝒞(𝑣′

𝑖)

where we resolve mixed comparisons as

𝛾𝒞(𝑣) =
⎧{
⎨{⎩

{𝑣} if 𝑣 is concrete

𝛾𝒜(𝑣) otherwise
𝛼𝒞(𝑣) =

⎧{
⎨{⎩

𝛼𝒜(𝑣) if 𝑣 is concrete

𝑣 otherwise

8.3.2 Symbolic Model Checking

One of the main goals of this thesis was to conduct control-explicit data-
symbolic model checking using compilation-based methods. This means
that control flow is resolved explicitly, while data are represented sym-
bolically in the term domain [Mrá+16]. This approach is different from
traditional symbolic model checking, where the entire program is encoded
as a symbolic formula.

In the abstraction, there are two options for performing symbolic compu-
tations. One is to directly compute in bit-vector theory, which results in a
tight coupling between the term representation and the decision proce-
dure. For example, one can directly operate with the term representation
used in the Z3 SMT solver. This approach benefits from optimized com-
munication between the program and decision procedure, as there is no
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need for translation between program terms and solver terms. However,
it limits the abstraction to a particular theory and the solver’s capabilities.
Furthermore, the actual term representation in memory may not be suit-
able for observing the memory used by the program under test, and the
term representation may need to be optimized for the purposes of analysis.
A compact and lightweight representation is crucial for verification, as
model checkers need to retain millions of states.

Alternatively, with a loose coupling approach, there will be two sepa-
rate representations of terms. Like the subterm domain, the program will
build ground terms using a set of defined function symbols. The anal-
ysis tool will be responsible for extracting the terms from the program
and converting them into the desired theory and representation for the
solver. This approach offers more flexibility and allows for optimizing the
term representation specifically for the needs of the compilation-based
abstraction. However, this comes at the cost of having to perform term
translation. We explore both approaches in our implementation.

The loose coupling opens another question: What is the best term rep-
resentation for compiled programs? One option is to represent terms
as trees within the program. This approach is efficient as the operation
simply creates a new root (application of function symbol) and adds the
arguments as its children. However, it also presents challenges, as values
may suddenly share data definitions across multiple variable representa-
tions that span across function calls, memory, and even thread executions.
Therefore, one needs to be careful about how to make atomic changes
and collect unnecessary values efficiently. Another option is to give term
values a value semantic, in which case each operation will need to make
a copy of its arguments and recreate a whole new term for the return
value. This approachmay lead to larger chunks ofmemory being copied as
terms become bigger, but a higher level of abstraction on top of terms can
minimize their size while still maintaining their soundness [Yao+21].

Regardless of the representation, the term domain presented in Section 4.3
makes it easy to extract the terms from program state and convert them
to a form appropriate for further processing by the analysis tool. Recall
that one of the motivating applications of the proposed approach was
symbolic execution and model checking. In this case, the state space
is explored by an explicit-state interpreter and the extracted terms are
converted into smt queries. To this end, the interpreter must be slightly
extended and coupled to an smt solver, since:

1. transitions of the program must be checked for feasibility,

2. the state equality check must compare terms semantically, not syn-
tactically.

Of course, the hitherto extracted terms must be left out of byte-wise com-
parison that is performed on the remaining (concrete) parts of program
states.

Definition 8.3.3 We say two semi-symbolic states 𝜎 = ⟨𝑣1, … , 𝑣𝑛, 𝜋⟩
and 𝜎′ = ⟨𝑣′

1, … , 𝑣′
𝑛, 𝜋′⟩, where 𝜋 and 𝜋′ are equal if:

𝜎 = 𝜎′ ⟺ 𝜋 ∧ 𝜋′ ∧ ∀𝑛
𝑖=1𝑣𝑖 = 𝑣′

𝑖
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In our implementation, we prove the disequality instead of equality by
querying the formula negation, as the solver finds existential proof more
easily. Additionally, we optimize the query to avoid proving path condi-
tion satisfaction since we already know that all visited states are feasible.
We illustrate term equality check in Example 8.3.1.

Example 8.3.1 Consider two semi-symbolic states 𝜎̂ and 𝜎̂′:

•𝜎̂ ∶

̂𝑣1

7

𝑣2

•
̂𝑣3

5

𝑣4

•
𝜋𝑣

+

𝑥2 1

𝑥1 𝑥2 > 0

•𝜎̂′ ∶

̂𝑣′
1

7

𝑣′
2

•
̂𝑣′
3

5

𝑣′
4

•
𝜋𝑣′

+

𝑥′
21

𝑥′
1 𝑥′

2 > 5

States consist of four variables and a global path condition 𝜋. We split
the subsumption check into concrete and abstract part:

▶ Concrete equality is straightforward, as we perform the explicit
pairwise in-memory comparison: 𝑣2 = 𝑣′

2 ∧ 𝑣4 = 𝑣′
4.

▶ Abstract equality recreates formulae for path condition and
data definitions:

̂𝑣1 = 𝑥1 ∧ ̂𝑣3 = 𝑥2 + 1 ∧
̂𝑣′
1 = 𝑥′

1 ∧ ̂𝑣3 = 1 + 𝑥′
2 ∧

̂𝑣1 = ̂𝑣′
1 ∧ ̂𝑣3 = ̂𝑣′

3 ∧
𝑥2 > 0 ∧ 𝑥′

2 > 5

Furthermore, we optimize the equality check by minimizing the number
of smt queries. We first perform a cheap in-memory comparison of the
concrete parts of the two states. If the concrete memory is not identical,
we can immediately conclude that the states are not equal, and we avoid
performing an expensive smt query. Only if the concrete memory is
identical, we proceed to perform an smt query to check the equality of
the abstract parts of the states.

As a matter of fact, in compiled abstraction, we do not let the program
bookkeep all states, but we let the interpreter orchestrate the whole
state space exploration and bookkeeping. Therefore, we need to inform
the interpreter about which parts of the program state are concrete and
which are abstract since the program appears entirely concrete from the
outside.

Other domains are typically less computationally demanding than the
term domain, which requires an entire smt solver to decide feasibility or
subsumption. Feasibility is often not a concern in these other domains,
as they naturally constrain computed values using instrumented assump-
tions. However, one can use a domain solver to increase the precision
of specific domains. Subsumption, on the other hand, may require a
similar mechanism as in the term domain to extract marked values and
provide a dedicated subsumption procedure, as abstract values are rarely
structurally comparable.
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x ← 0;

y ← amb

while y < 100

x ← x + 1

x ← x % 2

y ← y + 1

1:[⊥, ⊥]

2:[0,⊥]

3:[0,�] 4:[0,�] 5:[1,�] 6:[1,�] 3:[1,�]

4:[1,�]5:[2,�]6:[0,�]

7:[1,�]7:[0,�]

x <-- 0

y <-- amb
y < 100 x <-- x + 1 x <-- x % 2 y <-- y + 1

y >>= 100 y >>= 100

y < 100

x <-- x + 1x <-- x % 2

y <-- y + 1

Figure 8.10: Example of unit abstraction state space for program on the left. Each state is represented as l:[x, y], where l is a control
location and x and y are values of variables. Notice that the unit abstraction reduces state space size, as after two iterations, we observe
the already visited state. In comparison, a primitive abstract execution would branch infinitely.

The unit domain is one of the few domains that can be structurally com-
pared, as it contains only a single value that always subsumes itself.
The only situation it needs to resolve is when one state contains a con-
crete value on a location, whereas the other has a unit value. In such
a case, we need to claim the former state to be subsumed by the latter.
Otherwise, we can conduct a purely explicit-state model checking that
employs just in-memory comparison. We illustrate a unit state space in
Figure 8.10.

Other domains that have a disjunctive description of abstract values can
also use almost purely structural subsumption. For instance, the sign
domain describes values as disjunctive sets such as <0, 0, and >0. The
only exception is for ⊤ values, which subsume other abstract values and
require special treatment.

Summary

The present chapter discussed possible approaches to program ab-
straction, with a primary focus on the compilation-based technique,
which forms the foundation of the analyses presented in this thesis.
This technique involves encoding abstraction into the program itself,
enabling the execution of the program in the provided abstract seman-
tics. We have shown that it is possible to translate abstract semantics
and various refinement techniques into as an abstract domain and
effectively apply them in the context of compilation-based abstraction.

In particular, we discussed how symbolic execution and model check-
ing can be adapted into the compilation-based abstraction framework,
as well as other approaches such as summarization and bounded
analysis. We compared these techniques to their more common in-
terpretation-based definitions and highlighted the advantages and
disadvantages of each.
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This chapter provides a detailed technical overview of syntactic abstrac-
tion for abstract execution. The approach referred to as syntactic ab-
straction involves modifying the program being analyzed entirely at the
syntactic level during program compilation. The abstraction is accom-
plished by inserting abstract operations into the program without their
accompanying semantics, resulting in a semi-abstract program. The se-
mantics of these operations are provided later in the process through the
domain linked to the analyzed program.

In the process of syntactic abstraction we need to consider various aspects
of the interaction between abstraction and the concrete environment and
program execution. Specifically, the syntactic abstraction must address
the interaction with the control flow of the program and the program’s
memory. We will provide intuition into syntactic abstraction in this
section, which will be elaborated on in greater detail later in this chapter
on a per-component basis.

As mentioned in the previous chapter, it is advantageous to divide the
transformation process into two stages using intermediate abstract in-
structions. These instructions work with abstract values and produce
abstract values as output. It is crucial that each abstract instruction can be
translated into a sequence of concrete instructions. This is what makes it
possible to obtain an abstract program without any abstract instructions
and run it using standard concrete methods. One can think of concrete
realization as semantic implementation in the programming language
using the toolset of the concrete domain. In the following, we expect that
the abstract semantic of domains is realizable in the concrete domain.
Nevertheless, the syntactic abstraction is completely realized on the for-
mer semantic-less representation, and the semantics are later provided
through a specific metadomain (cf. Chapter 7).

In order to maintain optimal performance, we aim to selectively abstract
only certain program values. In fact, we strive to minimize the amount
of abstract instrumentation performed. It is safe to keep operations in
the concrete domain (unaffected by instrumentation) as long as they do
not interact with the environment or participate in ambiguous computa-
tions.

It is impractical and potentially uncomputable to detect operations that
involve abstract values precisely. Thus, it is necessary to overapproximate
the set of such operations. To achieve this, we statically identify a set of
potentially abstract operations and only instrument these. By performing
a dataflow analysis (cf. Section 3.7) starting from input values (uniformly
represented as amb operation), we can identify the set of operations, which
may be involved in the abstract computation. Consequently, we can omit
the abstraction of possibly complex concrete computations.

Now, given the set of possibly abstract operations, we perform a syntactic
abstraction — instrumentation that replaces the concrete operations with
abstract alternatives. However, these operations do not compute in any
particular domain. They are technically realized as function calls to a
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1 Concrete program:

x ← amb

y ← 100

if x < 10

y ← call f(y)

x ← x + y

else

y ← call f(x)

x ← x + y

2 Operations abstraction:

x ← amb

y ← 100

if x <̂ 10

y ← call f(y)

x ← x +̂ y

else

y ← call f(x)

x ← x +̂ y

3 Constraints instrumentation:

x ← amb

y ← 100

if x <̂ 10

x ← assume x < 10

y ← call f(y)

x ← x +̂ y

else

x ← assume x >= 10

y ← call f(x)

x ← x +̂ y

Figure 9.1: Example of syntactic abstrac-
tion.

1: Even if the metadomain consists of a
single abstract domain.

library that implements the domain. To give these operations meaning,
we will link a desired abstract domain in the end, just before the program
analysis. This allows us to perform instrumentation only once but ex-
ecute the analysis with various domains. We depict steps of syntactic
abstraction of program 1 in Figure 9.1. Abstract operations are marked
with ̂ symbol in program 2 .

Another characteristic of abstract programs is their control flow. In
concrete computation, a particular input always determines a single
program path. However, in abstract execution, this is not the case. When
branching on abstract values, all possible paths must be taken in order
for the analysis to be sound. For unconstrained input x in 3 , this means
that both conditional paths are viable. Further, it is necessary to constrain
the program’s variables that are dependent on the condition, in order
for them to acknowledge that a particular path has been taken in the
program.

Symbolic execution utilizes a path condition to maintain constraints,
which can also be adopted in abstract execution. However, this would re-
quire each domain to incorporate its own solver to establish the feasibility
of constraints. Instead, we have opted for a strategy in which each domain
implements its own solution for constraining values. This is accomplished
by instrumenting assume operations following each abstract branch and
allowing the domain to provide its own mechanism for constraining val-
ues. For instance, backward constraint propagation (cf. Section 4.4.2) is
achieved through such a custom assume implementation.

It is important to note that the syntactically abstracted operations do not
operate in a single abstract domain, but rather in a union of the concrete
and abstract metadomain (𝒞 ∪ 𝒜).1 This is because there may still be
instances where an operation encounters a combination of arguments,
i.e., both concrete arguments when reached by one path and abstract
arguments in another case.

In LLVM IR, it is not straightforward to perform the mixed-computation
over concrete and abstract values, because it does not provide any mecha-
nism to work with union types. Moreover, abstract values do not typically
fit in the memory reserved for concrete values. To tackle this problem, we
instrument a dual abstract computation side-by-side with concrete com-
putation — see Figure 9.2. To distinguish between concrete and abstract
values, we utilize a third value (flag) that indicates whether to perform
abstract or concrete computation. This flag is akin to the metadata that
interpreters typically retain internally, and we refer to it as taint. A value
marked as tainted is treated as abstract. By employing this method, we
can maintain the original program structure, which simplifies subsequent
analysis and instrumentation.

In order to further enhance efficiency and perform abstract operations
only when necessary, we utilize dynamic dispatch which decides, based
on the taints, whether to perform an abstract operation. If values are not
tainted, we can revert to the original concrete computation. This strategy
is particularly useful in cases where it is uncertain whether an operation
will be abstract or concrete, such as when a function is invoked with
both abstract and concrete parameters or when operands are retrieved
from memory. Syntactic abstraction involves synthesis of operations
that manage these interactions and calling abstraction functions if only a
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x ← amb

y ← x + 1

The abstract operation takes a triplet of
values, representing concrete, abstract,
and taint value for each original argu-
ment. The abstract addition takes care of
abstracting concrete (untainted) values.

x ← amb

x̂ ← ⊤ /* in 𝒜 */

tx ← T /* taint */

y ← x + 1

ŷ ← (a, â, ta) +̂ (1, ⊥, F)

ty ← tx or F

Synthesized implementation of addition:

fn +̂(x, x̂, tx, y, ŷ, ty)

if !tx and !ty

ret ⊥
if !tx

x̂ ← 𝛼(x)
if !ty

ŷ ← 𝛼(y)
ret x̂ +̂𝒜 ŷ

Figure 9.2: Example of value triplets.
Note that we first perform lifting to ab-
stract domain 𝒜 and later call addition
from the domain.

subset of operands is tainted (cf. synthesized addition in Figure 9.2). This
is necessary since we require abstract operations to be contained within
a single (meta)domain (for additional information about metadomains,
please refer to Chapter 7). In syntactic abstraction, we only resolve
interaction between the concrete domain and abstract metadomain. The
interaction between multiple abstract domains is resolved at the meta-
domain level. We will describe the precise dispatch mechanism in the
next section.

Finally, we must address the interaction between abstraction and the
program’s dynamic memory and stack. The challenge at hand is that
abstract representations frequently do not alignwith the concretememory
layout. Since program computation often depends on specific value offsets
of in-memory objects, inserting abstract values into concrete memory
objects is not straightforward andwill change the programmemory layout.
To address this issue, we employ shadow memory, which maintains
abstract memory objects assigned to specific concrete locations. As a
result, we also need to syntactically abstract all operations that store or
load abstract values to/frommemory to access our specific shadow address
space. Similarly, when we invoke functions with abstract parameters, we
do not want to modify the function interface. To address this issue, we
use a shadow stack, which is used to pass abstract parameters and their
taints to and from the function.

It should be noted that, as discussed in the previous chapter, taints and
shadow memory are a form of metadata for the computation, and if the
interpreter provides a more efficient representation, this responsibility
can be shifted from the program to the interpreter. In fact, we explored
both possibilities. For instance, in the case of explicit state model check-
ing, we let the interpreter automatically propagate taints and maintain
shadow memory, whereas, in native abstract execution, we let the pro-
gram maintain all its metadata. The former approach is advantageous for
IR-based approaches since the interpreter does not need to re-interpret
semantically irrelevant metadata-related operations and can omit shadow
memory from the program state representation.

To summarize, the static part of the compilation-based approach in-
volves the following steps:

1 Conduct dataflow (DFA) and alias analysis (AA) to identify the
set of abstract operations.

2 Perform syntactic abstraction on these operations.

3 Instrument constraint propagation.

4 Instrument shadow memory and stack operations.

5 Synthesize domain interactions.

6 Apply generic compiler optimization.

The steps outlined above are not fixed and can be extended for specific
analysis needs. For example, in refinement, we can instrument additional
constraints based on previous analysis executions to further refine our
analysis and improve its accuracy. This allows us to adapt our approach
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to the specific requirements of the program and to achieve more precise
and reliable results.

Depending on the analysis requirements, certain instrumentation can
be omitted and instead rely on the runtime to provide the necessary
implementation. One example of this is the omission of shadow memory
instrumentation 4 in IR-based analysis, if the interpreter is able to handle
its representation.

source code

LLVM IR 1 DFA + AA

LLVM IR static abstraction

Abstract
LLVM IR

Abstract
domain

Abstract
LLVM IR

Interpreted analysis

compile
instrument

2 3 5

link 6

interpret 4

Figure 9.3: IR-based abstraction workflow with denoted steps of syntactic abstraction.

A completely tool-independent abstraction can be implemented as IR-to-
native abstraction, where we instrument all abstract computation and
memory handling into the program and let it perform analysis natively,
as shown in Figure 9.4.

source code

LLVM IR 1 DFA + AA

LLVM IR static abstraction

Abstract
LLVM IR

Abstract
domain

Abstraction
runtime

Abstract
binary

Native analysis

compile
instrument

2 3 4 5

link 6

Figure 9.4: IR-to-native abstraction workflow with denoted steps of syntactic abstraction.

9.1 Data Flow

The applicability of compilation-based abstraction relies heavily on data-
flow analysis to reduce the amount of runtime abstraction required. The
primary objective of dataflow analysis is to identify which operations
should be syntactically abstracted. Reaching abstraction analysis, as de-
scribed in Section 3.7, can be used for this purpose. The result of reaching
abstraction analysis indicates whether a value has an internal origin (it
is produced purely by constant values in all program paths), an external
origin (it originates from amb in all program paths), or a mixed origin (it
can have both internal and external origins). These three categories of
values are denoted as 𝑣 for internal origin, ̂𝑣 for external origin, and 𝑣 for
mixed origin. In this case, we consider all external origins abstract and
internal ones concrete.

We leverage these origin classifications to distinguish which operations
to abstract syntactically. If the operands of an operation have external
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When instrumenting a store v → p

operation, we classify it according to the
abstraction category of the pointer value
of its destination. Observe that we do
not have to take into account the cate-
gory of the value being stored (v), as it is
already included in the pointer category
through the reaching abstraction analy-
sis that propagated the category to the
destination pointer.

pointer p Store Category

P(𝑥) into concrete memory

P(𝑥) into shadow memory

P(𝑥) into shadow memory

P̂(𝑎) into abstract aggregate

P(𝑎) into abstract aggregate

In the table, 𝑥 refers to arbitrary concrete
content, 𝑥 denotes arbitrary abstract con-
tent, and 𝑥 denotes arbitrary mixed con-
tent. Finally, 𝑎 represents entirely ar-
bitrary content, concrete, abstract, or
mixed. In the case of abstract pointers,
we carry out a store operation on the ab-
stract aggregate regardless of the content
category.

Figure 9.5: Store classification.

or mixed origins, it indicates that there might exist a path in which
the operand is abstract. In such cases, we let the syntactic abstraction
instrument an abstract operation in its place.

Furthermore, the reaching abstraction analysis also computes information
about the abstractness of memory content. We define P(𝑣) as a concrete
pointer to must-be-concrete content, ̂P(𝑣) as a must-be-abstract pointer to
concrete content, and P(𝑣) as a pointer with a mixed origin. Additionally,
we retain information about the origin of the content that the pointer
values point to. For instance, P( ̂𝑣) is a pointer with a concrete origin that
points to an abstract value.

This information is used to syntactically abstract operations related to
shadow (abstract) memory. We consider two cases: 1) if the source of
a load operation has abstract content, but the pointer is concrete, we
instrument an operation to retrieve the value from shadow memory, 2)
however, if the source value is abstract, we create an abstract access
operation and let the domain return the content value. For example, the
content of M-String values is not stored in shadow memory but directly
in an abstract aggregate value.

The difference between abstract and shadow memory is that shadow
memory stores abstract values at concrete addresses and can be accessed
in a “usual” way, and it only serves the purpose of not altering the real
memory layout. In contrast, abstract aggregates may define their own
schemas for memory accesses. For instance, M-String allows accessing
values at abstract offsets. In cases where the pointer has mixed origin, we
must consider all three cases of memory access: concrete, shadow, and
abstract.

Regarding writing to memory, we apply a similar distinction as in the
case of reading. Specifically, we consider whether to perform a write into
concrete memory when both operands are concrete and contain concrete
content. We write to shadow memory if the value is abstract and the
pointer is concrete. Lastly, we write to an abstract memory (aggregate) if
the pointer is abstract.

It is worth noting that in the case of writing a concrete value to a location
with potentially abstract content, we still need to access shadow memory
to destroy any potentially stored abstract value.

Finally, we must consider function call abstraction. Whenever the param-
eters of a function call might be abstract, we synthesize a push to the
abstract stack and retrieve them at the function entry point. Similarly,
we must treat return values from functions.

In cases where an abstract domain provides a custom implementation
of entire functions, such as the case with the M-String domain and libc
string functions, it is important to differentiate whether to call the abstract
operation at a given location when the operands satisfy the required
conditions. Each domain specifies the constraints that these functions
need to satisfy, such as whether they require abstract pointers, scalars, etc.
For example, in theM-String abstraction, we want to avoid calling abstract
libc functions for P( ̂𝑣) values, even if the content is abstract. Instead, we
only want to apply the abstract function to abstract aggregates, which
are denoted as P̂(𝑥) or P(𝑥).



154 9 Syntactic Abstraction

Based on dataflow analysis, three categories of interactions with pro-
gram execution can be distinguished, which are addressed in syntactic
abstraction:

1. computation interactions: this category includes computational
statements and interactions with the concrete domain, where con-
crete values need to be lifted to the abstract domain, and interactions
between abstract domains need to be resolved.

2. control flow interactions : this category includes conversion to
tristate values (cf. Section 4.2.2) and concretization to conditional
booleans for program branches, followed by instrumentation of
constraint application on abstract values.

3. memory interactions: this category involves the manipulation of
shadow memory and abstract aggregates, as well as the manipula-
tion of the abstract stack in the case of function calls.

In the following sections, we will discuss various aspects of these
interactions.

9.2 Domain Interaction

In abstract programs, we want to allow simultaneous execution of abstract
and concrete semantics. We achieve that by computing in the union
domain 𝒞 ∪ 𝒜 of concrete and abstract values. However, we require that
operations are performed in a single domain, either concrete or abstract.
Similarly, wewant to be able to have values inmultiple abstract domains at
the same time. From the point of semantics, it is a computation in a union
of multiple abstract domains ⋃𝑛

𝑖=1 𝒜𝑖. However, concerning syntactic
abstraction, we can consider that the union is a single metadomain 𝒜 =
⋃𝑛

𝑖=1 𝒜𝑖 that internally resolves interactions between domains. Hence,
during the instrumentation process, we only need to differentiate between
a single concrete domain and a single abstract metadomain.

It is important to note that using the runtime abstract computation can
introduce overhead as it involves almost always more complex computa-
tion, potentially even an invocation of an smt solver. Just the call to the
library of domain implementation represents overhead compared to the
execution of single instruction. There are two phases in a compilation-
based approach where it is possible to determine if data is concrete: (1)
during compilation and (2) during execution. If data is identified as con-
crete at either of these stages, it is not necessary to involve abstract
computation.

At compile time to distinguish between concrete and abstract execution
we employ dataflow analysis described in the previous section. However,
there are situations where the compiler cannot determine at compile
time whether data will be concrete or abstract at runtime (marked as
mixed in reaching abstraction analysis). For example, data that is read
from memory may be either abstract or concrete, and its concreteness
may change during execution. In these cases, it is only possible to check
dynamically at runtime whether all operands to an operation are concrete
and prevent the invocation of the abstract library if necessary.
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Consider a program:

a ← amb

b ← 10

c ← a + b

There aremultiple possibilities for how to
instrument the abstraction into the pro-
gram. In theory, we want the program to
have semantics similar to the following:

a ← amb

b ← 10

ia ← is_abstract(a)

ib ← is_abstract(b)

if ia or ib

c ← 𝛼(a) +̂ 𝛼(b)
else

c ← a + b

Due to the fact the abstract values may
not fit into concrete registers, we cre-
ate dual values and taints to distinguish
which of the values is alive at a particular
moment:

a ← amb 2

â ← ⊤𝒜 3

ta ← T 1

b ← 10

c ← a + b

ĉ ← (a, â, ta) +̂ (b, ⊥, F)

tc ← ta or tb

It is now the responsibility of abstract ad-
dition to resolve the mixed computation.
And finally, the operation calls addition
in a single domain 𝒜:

fn +̂(x, x̂, tx, y, ŷ, ty) 4

if !tx and !ty

ret ⊥
if !tx

x̂ ← 𝛼(x)
if !ty

ŷ ← 𝛼(y)
ret x̂ +̂𝒜 ŷ

Figure 9.6: Domain interaction instru-
mentation example.

a ← amb

b ← amb

c ← a + b

d ← a + c

e ← c + d

Figure 9.7: Purely abstract computation.

Since low-level language like LLVM does not provide direct support for
union types, we had to develop a mechanism to distinguish between
concrete and abstract domains at runtime with the smallest overhead
possible. Let us consider only register values for now.

We require three pieces of information for each potentially abstract value:
1 a taint flag to denote whether the “union” contains a concrete or ab-
stract value, 2 the concrete value, and 3 the abstract representation.
Therefore, for each register r marked as possibly abstract by the dataflow
analysis, we introduce two new registers tr to store taint and r̂ to store
abstract value. To propagate flags, we will use classic taint propagation
techniques during runtime. When a value is considered concrete, its
assigned taint is F, and the abstract value is represented as ⊥. Likewise,
all abstract values have taint set to true (T), and initially unconstrained
abstract values are represented as top ⊤𝒜. To clarify this, examine Fig-
ure 9.6.

In the IR-to-native analysis, we instrument everything into the IR and
let the program manage the taint propagation. However, in the IR-based
analysis, every interpreted instruction counts. Moreover, branching is
usually expensive, so we want to avoid branching on each instruction.

In DIVINE, we utilized the fact it can assign metadata to values in the
interpreter. We stored a single-bit taint internally for each value and let
it perform taint propagation automatically. Moreover, we introduced a
special kind of instruction that only got executed when at least one of
the parameters was tainted. This effectively means that the interpreter
executes only cheap bit manipulation with taints. The computationally
expensive process of the so-called lifter 4 is only executed if any of
its operands are tainted (abstract). In this case, we can also omit the
first conditional branch in the lifter, as the interpreter guarantees it to
be satisfied, because DIVINE executes specially marked operations only
in case of tainted operands. In the syntactic abstraction, we synthesize
lifters for all operations automatically. They always take care of lifting
parameters to the best-fit domain, using meta-domain abstraction, and
call the specific operation from the domain.

The drawback of this method is that we continue to carry out redundant
checks. As illustrated by the chain of abstract operations in Figure 9.7,
at each operation, we assess whether the operation is abstract and deter-
mine if any of its operands need to be lifted. However, the fact that the
first operation is abstract implies that all subsequent operations are also
abstract, and there is no requirement to lift their operands. This problem
can be addressed by using a compiler that infers transitive properties and
optimizes the abstracted code, effectively eliminating unnecessary checks.
The only issue that may arise is when taints originate from memory, as
the compiler cannot infer their source. In Section 9.6 at the end of this
chapter, we will delve further into this approach and analyze the impact
of compiler optimizations on syntactic abstraction.

It is important to note that the distinction between concrete and abstract
values in programs is only theoretical, as all values are, in fact, real-
ized concretely, e.g., intervals as two integer values, and operations on
them modify both interval bounds (concrete values) in a single abstract
transformation step – see Figure 9.8.
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A concrete program state 𝜎 with two
variables a, b is captured by Cartesian
product 𝜎 ∈ 𝒞 × 𝒞. Whereas an ab-
stract state 𝜎̂ contains elements from the
union of concrete and abstract domain
𝒟 = (𝒞 ∪ 𝒜), where 𝜎̂ ∈ 𝒟 × 𝒟.
We will visualize program states in the
Cartesian form. For example a state
where a = 1 and b = [2, 10] is ab-
stracted in the interval domain:

1

a

[2, 10]

b

The actual state in compilation-based ab-
straction includes both concrete and ab-
stract values, with the latter being real-
ized in a concrete domain. Moreover, it
also encompasses value taints:

1

a

F

ta

⊥ ⊥

â

⊥

b

T

tb

2 10

b̂

Figure 9.8: Program state representa-
tions.

9.3 Abstract Control Flow

In practice, we want to be conservative with over-approximation as much
as possible not to yield false positive results. For that, we want to instru-
ment value constraints into the program during program transformation.
In syntactic abstraction, we instrument constraints to all possibly abstract
branch destinations (that is, if branch condition was marked by dataflow
analysis as possibly abstract). Since LLVM IR models all conditional con-
trol flow by branch instructions, we do not need to distinguish between
loops and if statements. We cover all conditional control flow using simple
branch instrumentation.

In LLVM IR, we can not branch on a non-boolean value. Therefore, it is
not possible to condition the branch using an abstract value. In practice,
we need to convert the abstract condition to a concrete domain, but this
can be suboptimal because it may involve a complex enumeration process,
e.g., condition on unbounded interval [−∞, ∞]. To address this issue,
we introduce an intermediate step in which we translate the condition
to a tristate domain that implements three-value logic, which allows
for more straightforward concretization—in the worst case, concretizing
a maybe value (M) results only in two concrete values. For instance
𝜒𝒜𝑖→Tr([−∞, ∞]) = M, which is finite to concretize.

In the syntactic abstraction, we automatically perform instrumentation of
all abstract conditions as depicted in Figure 9.9. For each such condition,
we instrument conversion to Tr domain (realized as call to domain-specific
to_tristate function), and subsequently, we concretize it 1 to perform
the conditional branch. In contrast to other lifters, the tristate lifter 2

merges the concrete and abstract dataflow. We lift the value to tristate
in both cases. The concrete conversion to tristate 3 is straightforward
since concrete values easily map Tr domain

𝜒𝒞→Tr(𝑣) ≜
⎧{
⎨{⎩

F, if 𝑣 = 0

T, otherwise

Moreover, each domain implements its optimal translation to the Tr

domain 4 .

Subsequently, in the abstract control flow, we instrument constraints
as assumptions 5 so that each domain can then implement its own
constraint mechanism.

Several different approaches can be used to constrain abstract values to
improve an analysis’s precision. In this thesis, we considered two main
approaches: path condition-based constraining, in which assumptions
accumulate constraints in the program path condition and are resolved
using an external solver, like in the symbolic execution, and the refinement
of non-relational domains, such as intervals using backward constraint
propagation.

The mechanism that implements the execution branching is hidden in
concretization of tristate values. Whenever we encounter a maybe value,
we lower it as concrete amb(0, 1), splitting the execution into two. This
effectively exposes a minimalistic interface for the execution runtime,
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c ← x ⋄ y

if c

/* ... */

else

/* ... */

c ← x ⋄ y

ĉ ← (x, x̂, tx) ̂⋄ (y, ŷ, ty)

tc ← T

t ← to_tristate(c, ĉ, tc)

if 𝛾Tr(t) 1

/* ... */

else

/* ... */

fn to_tristate(a, â, ta) 2

if !ta

ret to_tristate𝒞(a) 3

ret to_tristate𝒜(â) 4

c ← x ⋄ y

ĉ ← (x, x̂, tx) ̂⋄ (y, ŷ, ty)

tc ← T

t ← to_tristate(c, ĉ, tc)

if 𝛾Tr(t)
assume x̂ ̂⋄ ŷ 5

/* ... */

else

assume !(x̂ ̂⋄ ŷ) 5

/* ... */

Figure 9.9: Control flow abstraction.

[Rua+21]: Ruaro et al. (2021), “SyML:
Guiding Symbolic Execution Toward Vul-
nerable States Through Pattern Learn-
ing”

[Li+13]: Li et al. (2013), “Steering sym-
bolic execution to less traveled paths”

[Avg+14]: Avgerinos et al. (2014), “Auto-
matic exploit generation”

which only needs to implement concrete a amb operation. In the im-
plementation, we explored two possibilities, a model-checker-provided
state-space branching operation and process forking in the native execu-
tion.

The translation to tristate and subsequent concretization represents an
interesting extension point for guided analyses. For instance, by assigning
the probabilities to particular branches, one can implement guided path
exploration [Rua+21] or heuristic-based exploration [CDE08]. In tristate
concretization, in the case of an ambiguous branch, we can prioritize a
path with a higher weight. This extension point allows us to implement
many successful approaches like subpath-guided search [Li+13], KLEE’s
coverage optimization [CDE08], or AEG’s loop exhaustion [Avg+14].

9.4 Shadow Memory

The last ingredient of syntactic abstraction is shadow memory. It has
two primary responsibilities: 1) to keep track of abstract content in the
concrete memory, and 2) to maintain call frames. This involves both
passing abstract parameters when making function calls and preserving
abstract return values. Moreover, the abstraction needs to deallocate dead
abstract values on exit from scopes.

To perform multi-function analysis, we need to be able to pass abstract ar-
guments to functions and similarly return abstract values from functions.
Since we cannot pass values to and from functions as unions, we need to
extend the function call mechanism similarly to the value computation.
That is, each argument will be accompanied by a dual abstract value and
a taint value. However, we want to keep the function prototype the same
since it might be called from a non-abstract context, and such a change
would break its compatibility.

9.4.1 Abstract Stack

To instrument an abstract call site, we create an alternative abstract
stack to pass abstract values and taints to and from functions. The stack
provides two functions: 1) stash to store value and its taint onto the
stack, and 2) unstash to obtain the pair from the stack. Since we cannot
determine beforehand how many parameters will be abstract, we always
instrument stash and unstash for all possibly-abstract parameters. In the
case of a concrete value, the stack will contain a ⊥ value and a false taint
representing the absence of the abstract parameter (see Figure 9.10).

In the case of indirect calls or virtual functions, the approach leverages
the fact that the call site and function entry/exit are independent. So we
can instrument abstract stack manipulation around the call site without
knowing the precise function called. Due to dataflow analysis, we know
which function entries to instrument so that stash and unstash match up
during runtime.

In this way, we can also abstract multiple compilation units independently
if we share dataflow analysis results or abstract all boundaries between
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Consider the following program that
calls the function first, which always
returns the first parameter.

fn first(x, y, z)

ret x

x ← amb

z ← amb

a ← call first(x, 2, z)

b ← call first(1, 2, z)

 
For each possibly abstract argument, we
synthesize stash before the call site and
unstash at the function’s entry. We
unstash values in a reversed order to
stashed values because we store all val-
ues in an abstract stack. Note that for
parameter y, we do not emit an abstract
stack place, because it is marked as con-
crete by dataflow analysis.

fn first(x, y, z)

ẑ, tz ← unstash

x̂, tx ← unstash

stash x̂, tx

ret x

// x triplet:

x ← amb

x̂ ← ⊤
tx ← T

// z triplet:

z ← amb

ẑ ← ⊤
tz ← T

// the first call:

stash x̂, tx

stash ẑ, tz

a ← call first(x, 2, z)

â, ta ← unstash

// the second call:

stash ⊥, F

stash ẑ, tz

b ← call first(1, 2, z)

b̂, tb ← unstash

Stashing seamlessly also cooperate with
mixed computation. As in the second call,
we forward the untainted bottom value
for the first concrete argument.

Figure 9.10: An abstract stack.

two units. Because, again, stash and unstash operations will resolve the
passing of arguments between the boundaries.

An alternative approach would be to create a copy of function for each
possible combination of its concrete and abstract arguments. Imagine
a function f ∶ 𝑣 × ̂𝑣 × 𝑣 -->- 𝑣, where types denote annotation from
the dataflow analysis, i.e., the first argument might be abstract, the
second is abstract, and the third is concrete. It is ambiguous what
kind of value the function returns. To minimize that amount of ab-
stract computation, we would need to cover two possible scenarios,
one when the first argument is concrete: f ∶ 𝑣 × ̂𝑣 × 𝑣 -->- 𝑣 and the
second when it is abstract f ∶ ̂𝑣 × ̂𝑣 × 𝑣 -->- 𝑣. However, we might not
be able to determine the precise kind of return value since it can be
dependent on the internal function logic — we may need to recompute
reaching abstraction analysis with specialized parameters. Finally,
the call operation would need to dispatch to precise specialization
based on the runtime taint values. However, compared to the previ-
ous approach, we can omit some stashing and abstraction of some
computations in the first case. Due to the fact that it requires more
complex instrumentation and analysis in the case of indirect calls and
complex interprocedural dependencies, we opted for a simpler, more
overapproximative approach that does not create function copies.

We haven’t touched on the implementation of abstract values yet. For
each abstract value, instrumentation allocates type-erased storage. The
storage maintains the domain data, an identifier of the domain, and a
reference counter. We keep reference count to detect when to deallocate
abstract values quickly. We need to perform reference counting since, in
the case of relational analysis, it can be referenced by other values after
the death of its concrete twin, so we cannot easily determine when to
deallocate the value. From the point of instrumentation, abstract values
are just pointers. Therefore, we can efficiently pass them along shadow
stack and memory.

To update the reference count, we instrument each entry and exit of all
scopes that contain abstract computation. For each scope entry, we create
a new abstract scope storage. Whenever an abstract value is created, it is
registered in the current scope storage. Scope storage also form a stack:
on each scope exit, we pop the last scope and decrease the reference
count for each value created in the scope. So if a value is not stored in
the memory, i.e., referenced from outside the scope, it can be deallocated
(see Figure 9.11).

9.4.2 Abstract Dynamic Memory

Regarding memory, we have two substantial tasks to solve: how to deal
with abstract values in concrete memory and how to interact with abstract
memory. This includes allocations of abstract size, pointers to abstract
locations, or abstract offsets to arrays.

Similarly to register abstraction, we want to maintain for each object
in memory a triplet, the concrete value, the abstract value, and a flag
whether the abstract value is present. Since we can access the memory
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Imagine a symbolic computation with
terms:

fn add()

x ← amb

y ← amb

z ← x + y

ret z

If we compute with terms, abstract values
for x and y need to outlive the scope of
the function add because they are refer-
enced from the term z. The term z keeps
its reference count above zero because it
is stashed before the exit from the func-
tion.
Figure 9.11: How to outlive own scope?

2: The address range rng is given by an
address and size.

at various offsets or overwrite only its parts, we need to represent the
abstraction information at a finer granularity. The natural way is to
split the memory into bytes and represent the abstraction of each byte
separately. In this way, one can, for example, write 8 bytes into memory
and read from the same place only 4 bytes (corresponds to storing a long
integer and loading int from the same place). Moreover, we can write a
concrete byte in the middle of an array of abstract bytes without breaking
the abstraction of the rest of the array.

However, we cannot easily squeeze the taint and abstract value between
bytes without breaking the memory layout significantly. In fact, we want
to keep the concrete memory layout the same since, usually, program exe-
cution depends on the precise location of values, their padding, or relative
distance. And trying to preserve these behaviors in the instrumentation
might be too complex or even impossible.

For this reason, we employ shadow memory to keep abstract values. That
is a copy of concrete address space, where each location corresponds to
the respective abstract value. Theoretically, each concrete addressable
byte has a corresponding place in the shadow memory. However, we
can keep the shadow memory sparse for space efficiency, holding only
actually abstracted bytes.

To manipulate abstract memory, we design two interface layers. First,
a high-level memory interface takes care of storing and loading entire
objects from memory using the second low-level interface. The low-level
interface deals with shadow memory management at a byte level. It is
then the responsibility of the high-level interface to reconstruct objects
from a possible mix of concrete and abstract bytes. Recall the memory
operations — the store and load operations correspond to the object-
level (or type-level) interface since we specify the type to be loaded, or
stored to the memory.

Shadow memory is essentially a map shadow ∶ addr -->- meta from
concrete addresses to metadata (abstract value) addresses. We implement
two operations on the byte-level interface: poke to assign metadata to
the shadow memory and peek to retrieve the stored metadata. The poke
operation takes a pointer to an abstract value and assigns it to the shadow
of memory range rng2:

poke ∶ meta × rng × shadow -->- shadow

The peek operation works in a similar way by taking a range of addresses
and returning a sequence of all the metadata that is stored in its corre-
sponding shadow memory. The metadata entries that are returned also
contain information about the subrange of memory they correspond to.

peek ∶ rng × shadow -->- [rng × meta]

This design allows for the possible optimization of interval-based shadow
memory. Moreover, we can store larger abstract objects without the need
to split them into bytes and postpone the bytewise reasoning for cases
where we actually access smaller pieces of memory. We optimize for
a more common pattern in programs to read the exact object that was
stored.
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Consider the following program:

p ← malloc sizeof(i32)

x ← amb

store x → p

y ← load p of i32

Similarly to the abstract stack, shadow
memory is a global entity, so we do not
need to pass it as an operation argument:

p ← malloc sizeof(i32)

x ← amb

x̂ ← ⊤
tx ← T

store x → p

freeze (x̂, tx) as i32 → p

y ← load p of i32

ŷ, ty ← melt i32 from p

Note that we infer the range to freeze
or melt from the provided type.

Figure 9.12: Abstract memory opera-
tions.

At the object level, we need to resolve cases when we read from the middle
of an abstract object, only a part of the object, or when the read overlaps
multiple objects. Again we need to provide two operations. We call them
freeze and melt. They correspond to abstract versions of store and load.
That is, freeze writes an abstract value 𝒜 and its boolean taint ℬ to the
memory range:

freeze ∶ (𝒜 × ℬ) × rng × shadow -->- shadow

And, the melt operation obtains an abstract value and its taint from the
shadow memory range. In contrast to bytewise peek, the melt operation
returns a single value. For that, it needs to internally reconstruct a single
value utilizing abstract operations like trunc and concat:

melt ∶ rng × shadow -->- (𝒜 × ℬ)

Freeze to the shadow memory ℳ either pokes an abstract value to the
given range 𝑟 or erases the content of the memory because the value is
concrete (not tainted).

The melt operation (algorithm 3), on the other hand is more complex, it
needs to recreate a single abstract value and its taint representing the
given region. For that, we need to peek at all chunks in the shadow
memory range and concatenate them in the abstract domain. If a chunk
contains a concrete value, we load it from the concrete memory and
concatenate its abstraction to the result. Over the process, we accumulate
whether some chunk was tainted.

Example 9.4.1 Consider a load of 4 bytes (an integer) from thememory
that spans over four objects – the suffix byte of 𝑐1, whole single-byte
objects 𝑐2 and 𝑐3, and lastly, loading the first byte of 𝑐4. The melt needs
to reconstruct single 4-byte abstract value:

⋯ 𝑐1 𝑐2 𝑐3 𝑐4 ⋯

𝑟1 𝑟2 𝑟3 𝑟4

⋯ ̂𝑎1 ⊥ ̂𝑎3 ̂𝑎4 ⋯

𝑟

In melt, we gather values from shadowmemory ̂𝑎𝑖 if present, or abstract
concrete bytes:

𝑣1 = extract 𝑟 ∩ 𝑟1 from ̂𝑎1

𝑣2 = 𝛼(𝑐2)
𝑣3 = ̂𝑎3

𝑣4 = trunc ̂𝑎4 to 𝑟 ∩ 𝑟4

The resulting melted value 𝑣 is reconstructed as the concatenation of 4
abstracted bytes 𝑣 = concat(𝑣1, 𝑣2, 𝑣3, 𝑣4).

If the memory were not fragmented, and all 4 bytes were abstracted
together as a single value ̂𝑎1, we would not need to reconstruct the
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value. Instead, we could simply return the abstraction ̂𝑎1. This is the
most common case, so we want to be able to perform it with the least
effort.

⋯ 𝑐1 ⋯

𝑟1

⋯ ̂𝑎1 ⋯

𝑟

Algorithm 3: melt memory operation

Input :memory range 𝑟, shadow memory ℳ
Output :abstract pair (𝑎̂, 𝑡𝑎)

1 res𝑣 ← ⊥ /// value to return

2 res𝑡 ← F /// taint to return

//* iterate over chunks in the shadow memory range **/

3 foreach 𝑟𝑎, 𝑎̂, 𝑡𝑎 ← peek(𝑟, ℳ) do
4 res𝑡 ← res𝑡 ∨ 𝑡𝑎

5 if 𝑡𝑎 then
6 if 𝑟𝑎 = 𝑟 then
7 res𝑣 ← 𝑎̂ /// precise load

8 else if 𝑟𝑎 < 𝑟 then
9 𝑣 ← extract 𝑟 from 𝑎̂

10 res𝑣 ← concat(res𝑣, 𝑣)

11 else if 𝑟𝑎 > 𝑟 then
12 𝑣 ← trunc 𝑎̂ to 𝑟
13 res𝑣 ← concat(res𝑣, 𝑣)

14 else
15 res𝑣 ← concat(res𝑣, 𝑎̂)
16 end

17 else
//* load a value from the memory range **/

18 𝑣 ← load 𝑟𝑎 ∩ 𝑟
19 res𝑣 ← concat(res𝑣, 𝛼(𝑣))

20 end

21 end
22 return (res𝑣, res𝑡)

We optimize taint propagation by representing a missing taint as a null
pointer abstract value. So we pass only abstract values to operations.
Moreover, in case the value is concrete, we don’t need to store ⊥ abstract
value in the shadowmemory—we simply do not store anything. Likewise,
we return ⊥ if shadows memory does not have any value assigned to
a particular address.



162 9 Syntactic Abstraction

Table 9.1: Shadow memory runtime in-
terface. Abstract value from domain 𝒜 is
always paired with taint in the boolean
domain ℬ. In the low-level interface, all
shadow information is kept in the meta
shadow metadata structure. We identify
two main abstract memory structures: a
shadow which is generic heap-allocated
shadow memory, and an abstract stack.
When referring to shadow memory, we
always refer to a defined range (rng) of
addresses.

stash ∶ (𝒜 × ℬ) × stack pushes a value and its taint to the abstract stack

unstash ∶ stack -->- (𝒜 × ℬ) pops from the abstract stack

poke ∶ meta × rng × shadow -->- shadow assigns metadata to the shadow memory range

peek ∶ rng × shadow -->- [rng × meta] returns metadata for the give memory range

test_taint ∶ rng × shadow -->- ℬ returns whether the memory range is tainted

freeze ∶ (𝒜 × ℬ) ×rng×shadow-->-shadow stores an abstract value to memory range

melt ∶ rng × shadow -->- (𝒜 × ℬ) obtains an abstract value from the memory
range

enter_scope creates a new scope

exit_scope removes the last scope and collects old values

9.4.3 Aggregate Abstraction

In comparison to scalar abstraction, the syntactic abstraction of aggregates
does not operate directly with aggregate types. In LLVM IR, aggregate
values are usually represented by a pointer to the underlying aggregate
type. Therefore, all the accesses and updates are made through pointers
to aggregates. For instance, strings are represented as a pointer to a
character array. We need to take this fact into account when we perform
syntactic abstraction. During the analysis, we treat pointers to aggregates
as the base types for abstraction. This means that when we are conducting
string abstraction, a value of type char* represents the value that we are
abstracting, along with all the memory content that it points to.

Aggregate domains pose unique challenges as they impact dataflow and
interfere with concrete domains differently from scalar domains. The first
distinction is that we abstract a different set of operations that include
primitive memory operations such as load and store, as well as memory
allocation/deallocation and domain-specific operations. Additionally,
while scalar abstraction involves the use of shadow memory to store
scalar values, we must now ensure that abstract aggregate storage is
compatible with this approach.

If a memory block is abstracted, all accesses to it must be made through
domain operations to maintain the domain’s invariants. Therefore, we
do not rely on shadow memory for abstract aggregates.

In contrast to scalar operations, where all operands are required to belong
to the same domain, we need to differentiate between domains for offsets
and memory content in aggregate operations. To achieve this, lifters will
raise values to domains indicated by domain operations specification.
For that we require that each aggregate domain defines its offset (index)
domain Ôff and its value (content) domain V̂al.

The sources of abstract aggregates for dataflow analysis are the allocation
operations or domain-specific constructors. When the content domain
is abstract, the allocation operation generates an abstract pointer to ab-
stract content: P̂( ̂𝑣) ∈ RA value in the reaching abstraction analysis.
Note that the content domain can also be a concrete domain, in which
case, an abstract pointer to concrete content is created, i.e., P̂(𝑣) ∈ RA.
These values are then propagated through the dataflow algorithm out-
lined in Section 3.7. Ultimately, we classify operations by the dataflow
annotations.
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fn value()

x ← amb

if x

ret x

ret 0

fn mem()

s ← amb

if s

v ← malloc s

else

v ← malloc sizeof(i32)

ret v

fn main()

v ← call value()

m ← call mem()

store v → m

Take the program depicted. It is not fea-
sible to determine statically whether the
store operation is concrete or abstract.

Figure 9.13: Example of statically am-
biguous store operation.

3: This is performed purely syntactically
based on functions defined in the domain
library.

When we encounter a store operation in which either an abstract value
or an abstract aggregate is being stored, we must instrument an abstract
operation into the program. If the operation involves storing an abstract
value, we create a freeze into shadowmemory, as described earlier. On the
other hand, if the operation involves storing into an abstract aggregate, we
need to instrument an abstract store given by aggregate domain into the
program. Note that both the pointer and value might be maybe-abstract,
and it might not be feasible to distinguish this statically. In such cases,
we must dynamically dispatch the correct operation during runtime, for
instance as in case depicted in Figure 9.13.

In the case of potentially abstract stores, we synthesize the following
store lifter. Similar to scalar abstraction, we propagate taints with
pointer values. Specifically, when we allocate a pointer to an abstract
aggregate, we propagate a taint to indicate that the pointer represents
an abstract aggregate. We use taints to dispatch to the correct abstract
operation:

fn store_lifter(v, v̂, tv, p, p̂, tp):

if tp:

⟨â, ô⟩ ← p̂

if not tv:

v̂ ← 𝛼V̂al(v)

call update𝒜 v̂, â, ô // aggregate store

else if tv:

freeze v̂, tv → p // store to shadow memory

else:

store v → p // concrete store

where arguments consist of two triplets – concrete, abstract, and taint
values – for both the stored value and the pointer to the destination.
We recognize three domains: the scalar value domain v̂ ∈ V̂al; the
scalar offset domain ô ∈ Ôff; and the abstract aggregate domain â ∈ 𝒜.
Note that abstract pointers are formed by two abstract values. We
can store this information as a pointer to a pair of these two values
or as metadata in the interpreter. In the example, we unpack the pair
⟨â, ô⟩ ← p̂ into two constituent values.

We also instrument memory accesses in a similar manner. If the pointer
is abstract, we perform the aggregate access. Otherwise, we melt the
abstract value from shadow memory or perform only the concrete load
operation.

The domain-specific operations are similar in nature. We identify a set
of functions that the domain implements, such as standard library string
functions.3 However, we often cannot determine whether the call is
purely abstract or concrete. Therefore, we create a lifter function that
decides what operation to execute and lifts parameters to the desired
domain during runtime. We can specify whether the parameters are
purely concrete, abstract, or abstract offsets or respective pointers to
abstract aggregates. Using these annotations, we synthesize the lifter
method that checks if some of the desired abstract parameters are tainted.
If they are not, we call the fast concrete path. Otherwise, we lift not-yet
abstract values to the desired abstract domains and perform the domain-
specific abstract operation (c.f. Example 9.4.2).
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[Kal+22]: Kalita et al. (2022), “Synthesiz-
ing Abstract Transformers”

At present, the process of instrumentation depends on the domain to
define its own domain-specific operations. However, it might be worth
exploring techniques for the automatic synthesis of abstract transformers
that enable us to determine the most suitable approximations of specific
compound operations. For example, adapting the approach described
in [Kal+22] to compilation-based techniques could enable the compiler to
determine the most appropriate abstraction for the given program.

Example 9.4.2 For example, let’s consider the dispatch function for the
strchr operation. The string abstraction 𝒜 defines its own strchr𝒜
function and specifies that the character should be in the value domain:

fn strchr_lifter(p, p̂, tp, v, v̂, tv):

if tp:

if not tv:

v̂ ← 𝛼V̂al(v)

r̂ ← call strchr𝒜(p̂, v̂)

stash r̂, T

ret ⊥
else

stash v̂, tv

r ← call strchr(p, v)

ret r

We utilize the abstract stack and stash operations to pass abstract
parameters in instrumented original function strchr. There is no
need to unstash after calling strchr since we would immediately stash
the same value back. The caller of the dispatch operation will then call
unstash to retrieve the abstract result.

Example 9.4.3 The decision of whether to perform abstract strchr
when only v is abstract is left to the implementation. If we choose to
call strchr only when the aggregate is originally abstract, then we
need to modify the original strchr function as the parameter v may
still be abstract. Alternatively, we can use the instrumented function
strchr if only the value is abstract or use the purely concrete function
if none of the parameters are tainted:

fn strchr_lifter(p, p̂, tp, v, v̂, tv):

if tp:

if not tv:

v̂ ← 𝛼V̂al(v)

r̂ ← call strchr𝒜(p̂, v̂)

stash r̂, T

ret ⊥
else

if tv:

stash v̂, tv

r ← call strchr(p, v)

else:

r ← call strchr(p, v)

stash ⊥, F

ret r
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4: For instance, all tools in sv-comp sup-
port __VERIFIER_nondet operations
that can be used to implement nondeter-
ministic choice.

9.5 LLVM Abstraction & Refinement Tool

The LART tool, or LLVM Abstraction & Refinement Tool, is presented
in this thesis as a way to provide LLVM-to-LLVM transformations that
implements compilation-based program abstractions. The abstraction
is instrumented in terms of concrete LLVM instructions, which results
in the program being a normal (concrete) LLVM bitcode that can be
executed or analyzed. Extra information about the abstraction(s) in effect
over (a fragment of) a program is inserted using special LLVM intrinsic
functions and LLVM metadata nodes.

The tool provides both a standalone mode that processes on-disk bitcode
files as well as a framework that can be integrated into complex LLVM-
based tools. The main purpose of LART is to serve as a “preprocessor” for
LLVM-based model checkers and other analysis tools, making their job
easier by reducing the problem size without compromising the soundness
of the analyses.

Moreover, LART allows for the refinement of its implemented abstractions
by providing specific instructions or constraints on identifying which
part of the abstraction is too rough. An abstraction that is too rough can
lead to the creation of false alarms that are visible during subsequent
analysis but not present in the original program.

Abstractions for LLVM Bitcode

The goal of LART is to abstract information from LLVM bitcode in order
to make subsequent analyses more efficient, at the cost of some preci-
sion. To achieve this, LART needs to be able to encode nondeterministic
choices in LLVM programs. This can be done through a special-purpose
function, called lart_choose. This function implements the concrete se-
mantics of the amb operator by taking a pair of bounds as arguments and
nondeterministically returning a value that falls between those bounds.

In order for downstream tools to recognize this extension to LLVM seman-
tics, it is necessary for them to support the lart_choose function. This is
the main deviation from the standard LLVM bitcode. Many analysis tools
already have similar mechanisms in place, either internally or through
an external interface. Adapting tools without support for lart_choose
to work with LART is usually straightforward.4

In addition to the lart_choose function, there are other special-purpose
functions provided by LART required for taint and shadow manipulation.
To access shadow memory, the program runtime needs to implement the
peek and poke functions. The test_taint and make_taint functions
are used to determine whether a value is tainted.

In order to perform native abstraction execution, LART also provides a
concrete implementation of a native runtime. This can be partially linked
to the program if a tool does not support a particular feature, such as
shadow memory. Similarly, taint propagation instrumentation can be
enabled or disabled as needed.
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[GN21]: Gurfinkel et al. (2021), “Abstract
interpretation of LLVM with a region-
based memory model”

On Domain Implementation

Bringing a domain into practice can be a challenging task, especially in
the context of compilation-based abstraction. The theoretical description
of domains must be adapted carefully to avoid interfering with program
optimizations. The implementation of operations in domains often gener-
ates a large number of abstract instructions, potentially hundreds instead
of just one, as seen in matrix multiplication in the octagon domain. To
maximize efficiency, it is essential to minimize the number of alloca-
tions and interactions with the global state of the analyzed program, as
these complexities can affect the performance of the underlying analysis.
This section will provide a more in-depth technical overview of domain
implementation.

As previously discussed in the previous chapters, the implementation
consists of two components:

1. LAVA– A Library of Abstract VAlues is a header-only C+++ library
that provides an implementation of abstract (value) domains.

2. LAMP– A Library of Abstract Metadomains Packages is respon-
sible for domain interaction and interfacing with the analyses.

The design of LAVA domains is similar to that of Crab domains [GN21].
Each domain must implement a minimal set of operations for creating
new abstract values, constraining them, and lowering them to the tristate
domain. However, most operations are not mandatory, and if a program
tries to execute one of the unsupported operations, a base implementation
will yield an error. The set of operations is based on the LLVM IR bitcode,
with a few additional mandatory operations to deal with conversions
and control flow interactions. Moreover, LART allows for whole function
instrumentation, and a domain may provide full function implementation.
Otherwise, domains also can provide effective transformers to other
abstract domains. These are used in LAMP to resolve domain interactions.
For example, one can describe how to lift the interval domain to symbolic
term analysis.

A key aspect of our design is the ability to seamlessly use different do-
mains (link to abstracted program) without requiring a recompilation of
the abstract program. To achieve this, we cannot embed domain types
during the instrumentation process. Instead, we utilize type-erased ab-
stract objects in C respectively LLVM IR, which are pure pointers to a
memory fragment. To identify a domain in that fragment, the first byte
of the memory fragment contains an identifier tag and tells the runtime
how to interpret the memory section. This mechanism is abstracted from
the domain implementation and handled by the LAMP package, ensur-
ing that the information about the used domain does not leak into the
instrumented program.

The LAMP domain package manages all employed domains and defines
an ordering on these domains so that when values from multiple domains
are combined in operation, their common ancestor can be easily identi-
fied. This ordering is mainly inferred from transformers defined between
domains, but users also have the option to define their own custom or-
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ders. Moreover, the LAMP package also specifies which domain should
be applied to which values, such as scalar, pointer, or array abstraction.

This section gives a brief overview of implemented and proposed abstrac-
tions and their applications.

Variable Elimination (Unit Domain). Eliminating variables from a
program can be a simple yet effective abstraction technique. This can be
done by mapping variables to a one-element abstract domain.

Concrete Domain. In contrast to a unit domain, the concrete domain
represents values precisely and computes with sets of values. It is handy
for transitioning between more abstract domains and concrete computa-
tion.

Sign Domain. Primarily suites as an example domain to demonstrate
principles in this thesis, but it can be used to refine unit abstraction.

Interval Domain. Amore refined abstract domain chops up the concrete
domain into a set of disjoint intervals. Again, particularly large intervals
may need to be treated specially when used as a dimension.

Modulus Domain. One approach to abstraction is to map variables with
a limited range of values to a particular modulus to the same abstract
value. This can lead to significant performance gains in some instances,
particularly in benchmarks that involve non-deterministic choices with a
small range of possible values.

Termdomain. It is clearly advantageous to represent values symbolically
using formulas. The term domain suits this purpose in the compilation-
based abstraction. It lets the program build an smt representation of
program values at let the runtime interpret it as needed. This allows us
to recreate traditional symbolic execution or analysis of uninterpreted
programs.

Array domains. Particular objects in programs benefit from special care
from abstraction. For instance, a dedicated abstraction of arrays can allow
for symbolically large arrays or abstract indexing. That would not be
possible if we performed a simple per-value abstraction. In contrast to
value domains, object domains are usually parametric, so we can describe
by what abstraction to represent the content or indices to arrays.

String domains. In contrast to ordinary array domains, strings represent
a specific object category. For strings, it is beneficial to leverage the
knowledge of the domain, what operations are commonly used and how
strings are represented. So, in addition to array access operations, we
can abstract standard functions that operate on strings like strlen or
strcmp.

Pointer domains. Memory abstraction requires special care since most
naive abstractions can explode the state space due to insufficient overap-
proximation. Similarly to objects, we can parametrize how we abstract
pointer arithmetic and memory manipulation in pointer abstraction.

There are also a few special-purpose domains, as we already mentioned,
a tristate domain suites to abstract boolean manipulations. Moreover,
we provide a few handy domain adaptors (parametric domains):

Product domain is a parametrizable domain that represents a value in
multiple domains simultaneously. It is implemented as a direct product
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Figure 9.14: To-native LART workflow.

of two domains and allows for the specification of behavior on branching
and concretization.

Relational domain. We want to compute the abstraction as precisely
as possible. For that, we augment domains with relational refinement.
The relational domain comprises multiple subdomains that maintain data
dependencies and perform backward contraint propagation.

Domains can be used to implement various analysis algorithms. For
instance, a concolic execution can be implemented using a concrete and
term domain product. Similarly, for a bounded analysis, one can create a
counting domain that cancels the execution after reaching a certain point.
A guided symbolic execution is achieved by providing hints to branches
on tristate values. Also, counter-example-guided abstraction can leverage
an iterative compilation-based strategy.

LART Infrastructure

LART is primarily used to generate an LLVM bitcode as close as possible
to the regular LLVM semantics. This allows for the use of standard
LLVM tools with the transformed bitcode. With the use of a suitable
implementation of lart_choose, such as random generation or external
test vectors, it is possible to produce native code from the abstracted
program and execute it natively.

For that LART implements IR-based and IR-to-native abstract analysis
using multiple components. This allows for flexibility in usage, as it can
be used both as a stand-alone tool for producing self-analyzable binaries
and test drivers, as well as in conjunction with other LLVM-based tools
at runtime. The components are designed to be decoupled based on their
responsibilities to facilitate easy configuration of the desired analysis:

▶ LART– An LLVM Abstraction & Refinement Tool is instrumentation
framework that handles the process of static abstraction, dataflow
analysis, constraint propagation, and generates code that is com-
patible with the desired runtime environment. It can instrument
intrinsics for IR-based tools or generate their native implementation
to perform binary analysis.

▶ LAVA– A Library of Abstract VAlues is a header-only C+++ library
that provides an implementation of abstract (value) domains. Each
domain is implemented as a class (or class template, for parametric
domains) and provides a number of methods that implement the
individual operations of the domain.

▶ LAMP– A Library of Abstract Metadomains Packages is responsi-
ble for domain interaction. Each C+++ source file (package) imple-
ments a single abstract metadomain, which mediates the interaction
between abstract domains from LAVA (which represent values at
runtime), and the abstract program as generated (transformed) by
LART.

A program abstracted by LART, before it is executed or further
analyzed in some way, needs to be linked to exactly one of the
LAMP packages (in bitcode form). Interface-wise, all modules are
equivalent and LART does not need to know which is going to be
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used. The difference lies in which abstract domains they combine
and how, i.e., different LAMP modules will give different abstract
semantics to the same program (syntactically) abstracted by LART.

▶ Runtime – The final ingredient of the analysis is a runtime that
implements instincts instrument by LART. This can be an interpreter
or native library linked to the instrumented bitcode. The LART
comes with a simple, configurable runtime library that takes care
of shadow memory, tainting, and nondeterministic choices.

9.6 Abstraction Optimization

One of the key motivations for the compilation-based approach in pro-
gram analysis is the ability to use compiler optimizations on the abstracted
code. The advantage of having complete syntactic abstraction prior to pro-
gram analysis is that optimizations can be performed on a syntactic level.
Similar to traditional compilation, it is expected that the compiler will be
able to execute optimizations such as constant folding, code deduplication,
and inlining on the output of syntactic abstraction.

The optimization of code can always be performed prior to syntactic
abstraction. However, we conjecture that syntactic abstraction provides
the compiler with an even greater ability to optimize the code. One of the
fundamental optimizations executed by the compiler is constant folding,
which statically evaluates program expressions using known operands.
This results in a program that only operates with ambiguous values or
performs too complex computations. By replacing ambiguous inputs
with abstract values, they are effectively represented as constants, either
interval, sign, or unit value, allowing for additional summarization.

Additionally, through comprehending the compiler optimizations, we
anticipate that the compiler will be capable of summarizing taint propa-
gation and eliminating redundant checks in operation lifters. This would
involve optimizing the query process, so instead of inquiring about the
execution of an abstract or concrete operation individually, a single query
would suffice, continuing in a block of either abstract or concrete opera-
tions. Therefore, we state the following two hypotheses:

RQ1 Compiler optimizations allow to perform of abstraction summa-
rization on the syntactically abstracted programs.

RQ2 A compiler performs a compile-time taint propagation and in-
ference?

In order to explore these hypotheses, we look more in-depth at the
compiler-produced abstract programs and intermediate results of compi-
lation. In this endeavor, to examine the concrete outputs of the pipeline,
we use standard C and LLVM IR with any unnecessary elements such as
debug information or metadata abbreviated.

A program to be abstracted. It creates an abstract value using lamp func-
tion, which effectively implements abstraction of amb[x, y]. Recall, the
lamp library is part of LART. It provides the interface to the implemented
domain.
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int compute() {

int a = __lamp_any_range_i32(0, 1);

int b = __lamp_any_range_i32(1, 10);

int c = a * b;

int d = a * c;

int e = c * d;

return e;

}

The optimized LLVM bitcode resembles almost precisely the original
source code.

define i32 @compute() {

%1 = call i32 @__lamp_any_range_i32(i32 0, i32 0)

%2 = call i32 @__lamp_any_range_i32(i32 1, i32 10)

%3 = mul i32 %2, %1

%4 = mul i32 %3, %1

%5 = mul i32 %4, %3

ret i32 %5

}

To begin with, we conduct a syntactic abstraction that computes data
dependencies on ambiguous values and instruments abstract operations
and propagation of taints. As the instrumented bitcode becomes unwieldy,
we will showcase only the noteworthy snippets in the following part. The
whole intermediate steps are presented in Chapter E.

First of all, it is important to observe the distinction between the simpli-
fied language examples and real LLVM IR bitcode, for instance, the lamp
functions generate taint internally and stash it to an abstract stack. Con-
sequently, we need to instrument unstash following every any call:

%4 = call i32 @__lamp_any_range_i32(i32 1, i32 10)

%5 = call i1 @__lart_unstash_taint()

%6 = call i8* @__lart_unstash()

For each operation, LART instruments taint propagation (%7), it preserves
the original instruction and creates an abstract @lart.test.taint call,
which decides whether call @lart.lifter. In the lifter, we elevate the
concrete values to the abstract domain and invoke the actual __lamp_mul
operation. To achieve this, @lart.test.taint takes triplets of taint,
concrete, and abstract value. The subsequent code segment is essentially
reiterated thrice (refer to the complete bitcode in Section E).

%7 = or i1 %2, %5 // taints

%c = mul i32 %a, %b

%9 = call i8* @lart.test.taint.mul(

@lart.lifter.mul, i1 %2, i32 %a, i8* %6, i1 %5, i32 %b, i8* %3

)

Subsequently, we can optimize the code in the usual LLVM IR manner.
This entails inlining calls to @lart.test.taint and @lart.lifter,
with code deduplication and constraint propagation taking place. It is
worth noting that if the compiler determines that none of the values is
tainted, it skips all the lifting and abstract computation and solely carries
out concrete multiplication:

%7 = or i1 %2, %5 // taints

%c = mul i32 %a, %b

br i1 %7, label %abstract.path, label %concrete.path.exit

abstract.path:

/* ... */

concrete.path.exit:

%abs = phi i8* [ %18, %lart.lifter ], [ null, %0 ]

%d = mul i32 %a, %c
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%e = mul i32 %c, %d

tail call void @__lart_stash(i1 %7, i8* %abs)

ret i32 %e

Moreover, the compiler could deduce that if the second multiplication is
abstract, the third one must be abstract as well. Consequently, we can
entirely eliminate taint checks and value lifting. The complete LLVM IR
is available in Section E, here we show only a part of the inlined lifter:

lart.lifter.exit:

%15 = phi i8* [ %13, %lift ], [ %11, %merge ]

%16 = phi i8* [ %14, %lift ], [ %3, %merge ]

%17 = tail call i8* @__lamp_mul(i8* %15, i8* %16)

%18 = tail call i8* @__lamp_mul(i8* %17, i8* %15)

br label %concrete.path.exit

In order to optimize the abstract code, it is necessary to link the abstract
domain and perform link-time optimization. In LLVM, link-time opti-
mization essentially merges two LLVM IR modules and applies standard
bitcode optimizations, with particular emphasis on inlining.

Link-time optimization grants the compiler complete visibility into the
program’s abstract operations. For instance, it is able to recognize that
some operations might be side-effect-free, and thus the compiler can
combine redundant computations. In the current instance, we linked the
program with the unit domain, which essentially slices away the com-
putations because its operations can be constant-folded to a single unit.
The only recognizable elements of the resulting code are the allocations
of abstract storage and abstract stack manipulations, which cannot be
eliminated since they have side effects. Nonetheless, this case might be
optimized further if we design a better allocation strategy for abstract do-
mains. Otherwise, the operations are essentially summarized to return 0

and a stash of an abstract unit (see Section E).

// creation of an abstract value

%1 = tail call i8* @new(i64 1)

%2 = bitcast i8* %1 to %lamp::storage*

tail call void @__lart_stash(i1 zeroext true, i8* nonnull %2)

// unstash from the conctructor

%4 = tail call i1 @__lart_unstash_taint()

%5 = tail call i8* @__lart_unstash()

If we link the program with a more intricate domain, such as the interval
domain, the optimizations once again attempt to simplify the code to
the point where it is nearly unrecognizable in comparison to the origi-
nal computation. This is accomplished by the compiler scalarizing the
computation, processing each boundary separately, and eventually recon-
structing the final interval. Here is a fragment of such computation:

// store boundaries as scalars

%l = extractvalue { i64, i64 } %16, 0

%r = extractvalue { i64, i64 } %16, 1

// detect bottom value

%1 = icmp slt i64 %l, %r

As can be observed, the compiler provides a substantial advantage over
dynamic analysis. Interpreters struggle to optimize code and deduce
dependencies during runtime. However, optimizations also have their
limitations and cannot completely summarize computations that extend
beyond function boundaries and affect a global state and memory.
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Without inlining, the compiler has no access to information about
function arguments, and as a result, it must preserve all computations
with them. One possible solution would be to employ just-in-time
compilation, allowing for the utilization of current function parameters
to optimize away concrete or abstract paths.

The implementation can be optimized for better transparency. For
example, if domain values are small enough, a small value optimization
can be made to store them directly in place of a pointer. This way, they
are present on the stack, and unnecessary allocations can be avoided.

Similarly, the initial taint values could be inlined, which would assist
the compiler in summarizing taint propagation. Currently, the com-
piler does not have any knowledge of the initial abstract stack value,
so it has to perform all stash and unstash operations. Eliminating
pairs of stash and unstash operations after the function is inlined
can also further enhance the transparency of taint propagation.

Essentially, taint propagation is the most crucial aspect, as it allows
the complete slicing away of concrete or abstract paths. These are just
suggestions and have not been implemented in our current implemen-
tation of LART.

Summary

In this chapter, we have presented a technical overview of compilation-
based abstraction with a focus on syntactic abstraction. Syntactic ab-
straction is a key component of the proposed approach as it is part of
the compilation step. Its primary purpose is to resolve interaction with
a concrete environment, which involves three key components: direct
computation, control flow, and memory interaction. The proposed
approach was designed to resolve all of these interactions in a domain-
agnostic manner. Additionally, the approach places a strong emphasis
on minimizing the required abstraction, whether it is achieved stati-
cally or dynamically using instrumented taint propagation techniques.

To implement this approach, we have developed LART: LLVM Abstrac-
tion and Refinement Tool, also described in this chapter. Lastly, we
have demonstrated the advantages of using syntactic abstraction and
its ability to work collaboratively with concrete program optimiza-
tions.
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In this chapter, we conclude our discussion of compilation-based ab-
straction by examining its integration into various approaches, including
explicit state model checking with DIVINE and native execution. Addi-
tionally, we delve into techniques that capitalize on compilation-based ab-
straction, such as refinement of pointer relational domain, compositional
program analysis, and syntactic refinement for program decompilation.
We conclude the chapter with possible future research directions.

10.1 Model Checking & Abstract Execution

The main applications presented in this thesis were developed as exten-
sions to the DIVINE tool. Here, we provide a more detailed description
of its architecture, as it offers greater insight into the applicability of
compilation-based abstraction in model checking and modular program
analysis.

DIVINE is an explicit state model checker designed for the verification
of real-world code written in high-level programming languages, partic-
ularly in C/C+++. Its verification process includes common tasks such as
checking for assertion violations, ensuring memory safety, and handling
data nondeterminism. Moreover, since it primarily targets full-featured
C+++ code, the tool also supports exception handling and simulates paral-
lelism under various memory models. It would be impractical to handle
all of these aspects in one monolithic verifier, and hence DIVINE is parti-
tioned into multiple dedicated components (see Figure 10.1). In the core,
DIVINE uses an LLVM IR interpreter combined with a parallel state-space
exploration algorithm. The runtime environment and parallelism are
modeled by a lightweight verification-oriented operating system and its
scheduler, whereas a set of libraries covers C and C+++ runtime.

The verification process of DIVINE is performed in two phases: the static
analysis where preprocessing happens; and the dynamic analysis where
the model checking (MC) based on program interpretation (DiVM) is
performed.

In the preprocessing phase, the LLVM IR input is analyzed by LLVM
abstraction and Refinement Tool (LART). Its main purpose is to instrument
LLVM IR for the verification; this includes stubbing of undefined functions,
generating metadata for the verifier (e.g., annotating atomic blocks and
lifetime markers), instrumenting a verifier-friendly exception handling,
and creating interrupt calls for rescheduling. Moreover, it serves as
instrumentation engine of compilation-based abstraction for DIVINE to
handle data nondeterminism.

The preprocessed bitcode is linked together with DIVINE’s operating sys-
tem (DiOS) and standard C and C+++ libraries. DiOS is a lightweight oper-
ating system that provides a posix environment for verification, including
virtual file system (VFS) and system call emulation (SYS). It manages pro-
cess and thread scheduling, and is responsible for detecting program faults
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Figure 10.1: DIVINE consists of the five main components divcc (verification dedicated compiler), LART (LLVM Abstraction and
Refinement Tool), DiOS (operating system), DiVM (virtual machine) and MC (model-checking algorithms).

[Bar+15]: Barnat et al. (2015), “Fast,
Dynamically-Sized Concurrent Hash Ta-
ble”

such as assertion failures, out-of-bound access, memory leaks, arithmetic
errors, concurrency issues, and user-defined errors.

In the dynamic phase, DIVINE employs two key components, a virtual
machine (DiVM) and a toolset of model checking algorithms (MC). Essen-
tially, DiVM is a state-space generator. It handles LLVM IR interpretation
and memory (heap) representation. During verification, DiVM executes
the whole DiOS with an input program and maintains a hash table of
reached states (memory configurations).

Generated transitions are processed by a selected model-checking algo-
rithm (either explicit or semi-symbolic, which uses an smt solver to deal
with symbolic data). The model checking algorithm performs a concur-
rent exhaustive search of program state-space and stores only hashed
states in the concurrent hash table [Bar+15]. For memory efficiency, the
MC engine only stores hashed states and does not keep the path explicitly
during the verification, therefore when model checking encounters an
error trace, DIVINE needs to recompute the path by the counterexample
generation component (CE).

Past experience has repeatedly shown that a successful explicit-state
model checker needs to combine a fast interpreter (the component
which computes successor states), partial order [Pel98]

[Pel98]: Peled (1998), “Ten Years of Partial
Order Reduction”

and/or sym-
metry reductions [Cla+98]

[Cla+98]: Clarke et al. (1998), “Symmetry
reductions in model checking” and efficient means to store the visited and

open sets [BBR10; Laa14][BBR10]: Barnat et al. (2010), “Scalable
shared memory LTL model checking”
[Laa14]: Laarman (2014), “Scalable multi-
core model checking”

.

To obtain a fast interpreter of LLVM IR in DIVINE, we have reduced
its responsibilities to the bare minimum. In this way, we did not
just accelerate evaluation, but additionally, by keeping the interpreter
simple, we have minimized the potential of errors in divine. This
design aligns with the compilation-based abstraction that leverages
the fast interpreter of abstraction represented in the means of concrete
LLVM IR.



10.1 Model Checking & Abstract Execution 175

With the separation of the system environment (DiOS) and abstrac-
tions (LART) from the interpreter, we have also achieved potential
reusability of components for other verification tools. Since the pre-
processed linked bitcode is an ordinary LLVM bitcode with just a few
operations that need to be supported by a virtual machine (e.g., mem-
ory allocation and nondeterministic choice). In fact, the DiOS was
successfully ported with a small amount of glue to a symbolic executor
KLEE [Roč+21] [Roč+21]: Ročkai et al. (2021), “Repro-

ducible Execution of POSIX Programs
with DiOS”

.

However, such component-wise design is always a trade-off between
efficiency and reusability. The verification would be faster with an
integrated operating system and symbolic evaluator in the virtual
machine, but for the price of complexity and zero reusability. Through
a separation of concerns, we follow the current trend that components
of tools are reusable for other researchers and open source develop-
ers in a similar fashion as smt solvers [DB08; Det+14]

[DB08]: De Moura et al. (2008), “Z3: An
Efficient SMT Solver”
[Det+14]: Deters et al. (2014), “A tour of
CVC4: How it works, and how to use it”

or automata
manipulating libraries [Dur+16; Dur+22] [Dur+16]: Duret-Lutz et al. (2016), “Spot

2.0 — a framework for LTL and 𝜔-auto-
mata manipulation”
[Dur+22]: Duret-Lutz et al. (2022), “From
Spot 2.0 to Spot 2.10: What’s New?”

.

10.1.1 Symbolic Computation

The initial focus of applying compilation-based abstraction was on sym-
bolic computation, specifically the control-explicit data-symbolic ap-
proach, achieved through the use of a term domain. To integrate this
into verification, we developed a procedure for performing feasibility
and equality checks. During execution, the term domain collects path
constraints into a global path condition, which is then checked for satisfia-
bility on program branches. We inform DIVINEwhenever a new conjunct
is appended to the path condition in order to test its satisfiability. To en-
hance efficiency, we maintain a root to the path condition in a designated
location, making it easily accessible for feasibility checks.

The equality check in compilation-based abstraction is more intricate,
as we need to exclude the abstract part of the state representation from
concrete comparison, as abstract values are rarely comparable purely
syntactically. However, in compilation-based abstraction, abstract values
are encoded using concrete representation, so we need a mechanism
to differentiate between abstract and concrete values in the program
states.

In DIVINE, abstract values are always pointers to abstract representation.
These pointers are marked with a special identifier to distinguish them
from concrete values – imagine a special pool allocator for abstract values.
This enables the memory content of abstract values to be excluded from
concrete comparison when performing equality checks. Additionally,
these markings are used to determine which values to extract as symbolic
formulas from the program.

In the context of symbolic execution, we distinguish between three types
of memory blocks: concrete blocks, weak block, and marked blocks, and
similarly, we refer to the pointers that point to them as concrete, weak,
and marked pointers. Concrete memory blocks are considered in the
equality comparison of concrete memory, whereas weak and marked
blocks are omitted (cf. Example 10.1.1).
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[LRB18]: Lauko et al. (2018), “Symbolic
Computation via Program Transforma-
tion”
[Lau+19]: Lauko et al. (2019), “Extending
DIVINEwith Symbolic VerificationUsing
SMT”

Example 10.1.1 Consider semi-symbolic state 𝜎̂ represented as DI-
VINE’s memory graph:
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The presented state consists of a concrete value a, a term tree b̂, a
concrete pointer c to the location of d, which contains an abstract
value d̂, and a path condition 𝜋. In reality, taints and abstract pointers
are stored in a shadow memory (illustrated with white background),
but for brevity, we present them next to their concrete-related place.

We distinguish three types of pointers:

concrete pointers,

weak pointers are unobservable (ignored) by equality
checks.

marked pointers point to the root of abstract values and
are unobservable in the same way as weak pointers.

In the equality check, we compare concrete values in memory directly.
However, if any of the compared places contain a marked value, we
gather the abstract representation stored behind marked pointers for
abstract equality check. In addition, to conduct a feasibility check, we
always have a specific location of the path condition 𝜋 likewise stored
as a marked value.

Marked pointers are used to collect all abstract values, which are passed
to domain-specific equality comparison operations. These pointers only
point to the root of abstract values. However, in cases where abstract
values consist of more complex dynamic structures, such as term trees,
we need to annotate all their memory blocks to be excluded from the
concrete comparison. We do not use marked pointers to annotate internal
blocks, as we do not want to consider them separately in abstract equality
checks. Instead, we use the third category of weak pointers, indicating
that block should not be used in concrete equality comparison.

Notably, this approach is domain-independent, as all metadomains are
configured to be allocated as marked storage by default. This allows
for abstract model checking with any domain, as long as an appropriate
equality procedure is provided. For instance, in the case of the term
domain, the equality procedure builds an smt query and invokes an smt
solver.

We provide an implementation and evaluation of control-explicit data-
symbolic model checking in Appendix A, which was adapted from the
original publication [LRB18]. Furthermore, we have successfully com-
peted with DIVINE, employing the term domain [Lau+19], multiple times
in sv-comp as detailed in Appendix B.
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[Gen+18]: Gennari et al. (2018), “Exe-
cutable Counterexamples in Software
Model Checking”

10.1.2 Native Execution

The goal was not only to enhance interpretation-based tools with ab-
straction capabilities but also to enable the native execution of abstract
programs. To achieve this, we implemented instrumentation for taint
propagation and runtime management of shadow memory, which were
originally handled by the DIVINE virtual machine. Additionally, the run-
time allows for the configuration of nondeterministic choice operations,
giving us the flexibility to specify a specific path for program execution
or fork on ambiguous branch conditions.

Our focus was solely on abstract execution, as performing native equality
checks and capturing the state of the system in a reasonable manner for
model checking is a challenging task, if not impossible. In contrast to
DIVINE, where feasibility checks are invoked from the interpreter, and the
interaction with smt solver does not leak to program interpretation, in
the native execution, we augmented the term domain to compute directly
in the representation of the Z3 solver and invoke satisfiability queries
from the program on branch conditions. If a condition is not satisfied,
we gracefully terminate the program run. This approach serves as a
solid foundation for the future development of native abstraction, as we
have proved by successfully competing with a native configuration of
LART in sv-comp (cf. Appendix B), demonstrating its superiority over the
interpretation-based approach of DIVINE.

Native execution opens up interesting applications, such as recording
choices made during program execution and later loading the abstract
program into a debugger to simulate the abstract execution, allowing
developers to explore program behavior and produced counterexamples.
Moreover, by simply replacing the abstract domain with a concrete do-
main that specifies inputs for a specific execution, we can determine
the feasibility of counterexamples natively without the need to rerun
the static analysis. This approach provides an elegant solution to the
general problem faced by verification tools on how to generate executable
counterexamples, which are essential for understanding the verification
results [Gen+18].

To facilitate a better understanding of abstract execution, we also imple-
mented a tracing functor domain, which logs the computation of each
operation during program execution to a log file. It is worth noting
that this can be achieved purely by introducing a new “tracing” domain
without changing the syntactic abstraction or the actual domain in use.
Similarly, we developed a term domain that generates a graphic represen-
tation of term trees during its execution, providing further insights into
program behavior.

10.1.3 String Abstraction

In Chapter 5, we presented our work on verifying C string manipulating
programs, which was discussed in detail in our papers [Roč+19] and
[Lau+20]. Our proposed abstraction for string manipulation was the
M-String segmentation functor domain, which was parametrized by two
domains: an array of bounds (offsets) and an array of characters.
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In terms of the LAVA domain, the M-String domain is a C+++ library that
defines the abstract semantics of string operations and encoding of string
representations as concrete data. This domain is defined as a C+++ template,
and a specific instantiation is automatically derived by the C+++ compiler
from the template and classes that represent the type parameters for the
domain.

The M-String domain implements all the necessary aggregate operations,
including lift, update, and access. Additionally, it provides an optimized
version of common string operations such as strlen, strcpy, strcat,
strcmp, and strchr. These optimized operations help reduce the loss of
abstraction precision that would occur if only the abstraction of accesses
and updates from strings were used.

Since C strings are stored as shared, mutable character arrays, the im-
plementation of the M-String domain needs to account for the sharing
semantics of such arrays. If multiple pointers exist to the same abstract
string, any modifications made through one pointer should be visible
when the string is accessed through another pointer. Furthermore, the
pointers may not be equal, as they can point to different suffixes of the
same string. Therefore, the representation of pointers to abstract strings
must separately handle the object and offset components, and the repre-
sentation of the offset component must be compatible with the bound
domain.

In practice, the M-String domain is used as part of a larger metadomain,
which also defines the domains for bounds and characters as described in
the previous example. The implementation of theM-String domain, along
with examples and documentation on domain usage, can be accessed
online on the supplementary page at https://divine.fi.muni.cz/
2020/mstring. In addition, we provide a detailed description of multiple
domain instantiations and their evaluation in Appendix C.

Example 10.1.2 This example illustrates a simple metadomain called
symstring, implemented in C+++ using the LAMP framework.

using mstring = lava::mstring< term, term >;

struct symstring {

using doms = domain_list< term, mstring >;

using scalar_lift_dom = term;

using scalar_any_dom = term;

using array_lift_dom = mstring;

using array_any_dom = mstring;

static constexpr int join(int a, int b) noexcept {

auto mstring_idx = doms::idx< mstring >;

if ( a == mstring_idx || b == mstring_idx )

return mstring_idx;

else

return doms::idx< term >;

}

};

using meta_domain = semilattice< symstring >;

https://divine.fi.muni.cz/2020/mstring
https://divine.fi.muni.cz/2020/mstring
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1: This problem does not arise in
interpretation-based approaches, as the
interpreter inherently performs each
transformation atomically.

This metadomain consists of two domains: term and mstring instan-
tiated with term bounds and term characters. Within the symstring
metadomain, we define a list of domains, specify entry domains for
scalar and aggregate abstraction (lifting) when converting concrete
to abstract values, and define domains for abstract constructors (amb
operations) referred to as any in the implementation. Furthermore, we
establish the order of domains using the join function, indicating that
the mstring domain is ordered above the term domain.

10.1.4 Atomicity of Operations

Thewell-defined atomicity of our concrete semantics and LLVM IR bitcode
is advantageous for explicit state model-checking, as each operation
represents a step in the transition system. However, this is not the case
in the compilation-based abstraction, where operations on more complex
domains may involve hundreds of instructions. This poses a problem,
as programs during the execution of an abstract operation are typically
in an invalid state – the values may be in a partially constructed form,
or the path condition may be incomplete.1 Performing state comparison
or subsumption check in these cases may lead to unpredictable state
comparisons, possibly causing the interpreter to crash if it fails to load
the symbolic formulae from program memory.

In addition, when performing concurrency analysis, which is typically the
goal of software model checkers, it is necessary to faithfully explore all
possible thread interleavings. If the operation being abstracted is atomic,
we need to make the interpreter to perform the sequence of instructions
that implements the abstract operation atomically. This also means that
the model checker cannot perform subsumption and feasibility checks
within the atomic section.

Tools that analyze concurrent behavior often provide specific operations
to mark the beginning and end of atomic sections. For example, tools
that compete in the concurrency category of sv-comp must support
__VERIFIER_atomic_begin and __VERIFIER_atomic_end to model
atomic sections. In DIVINE, interrupts can be masked using the __dios_-
mask function, which turns on or off the interrupts of the verification-
dedicated operating system. Suppose we want to mark specific points in
non-atomic operations, such as those that manipulate non-scalar abstract
values like arrays. In that case, we can use the __dios_reschedule

operation to allow the operating system to switch contexts at that specific
point, for example, after each modified field of an abstract array.

We do not need to perform this task manually while implementing the
domains since all elementary domains are accessed through the metado-
main interface. Therefore, we only need to wrap the interfacing functions
into atomic sections. To achieve this, we annotate all scalar metadomain
functions to be atomic and utilize a dedicated pass in LART to add specific
masks automatically at the start and end of the functions. However, im-
plementing more complex (non-atomic) operations requires us to insert
masks manually.
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10.2 Syntactic Refinement

Frequently, when employing syntactic abstraction, the level of granularity
can be too coarse, resulting in a significant portion of programs being
syntactically abstracted. It can also be challenging to statically identify
the right abstract domain on the first attempt.

To address this issue, it can be beneficial to improve syntactic abstrac-
tion through refinement and a counterexample-guided approach. In
counterexample-guided syntactic abstraction, we often underapproxi-
mate the part of the program to be instrumented (leaving it in its concrete
representation) and let the runtime determine whether we have reached
a location that should have been abstracted but was not. Once we have
identified such a location, we can obtain a counterexample and use it to
refine our syntactic abstraction.

Similarly, it is possible to recognize during runtime that we have utilized
an inadequate abstract domain. For example, we may discover that cer-
tain loop indices or memory blocks should be represented abstractly, as
they are currently being used in abstract string manipulations. Armed
with this knowledge, we can adjust the entry domains, designate certain
allocations as abstract, or link different metadomains that align better
with the identified entries.

10.2.1 Heap Layout Abstraction

Let us revisit the pointer arithmetic domain P̂a(D̂, N̂) discussed in Chap-
ter 6. Its purpose was to allow for an analysis to consider all pertinent heap
orderings. To accomplish this, the pointer arithmetic domain separated
the duties of relational pointer reasoning and memory manipulations into
two domains, which were both maintained simultaneously as a product of
the numerical relational domain N̂ and the memory (dereference) domain
D̂. By using these two representations, we were able to conduct sym-
bolic relational reasoning while maintaining a straightforward memory
representation that did not require us to consider its layout ordering.

While we have utilized this analysis in the DIVINEmodel checker, it is not
attainable to abstract all allocations to the P̂a(D̂, N̂) domain. Moreover,
since only a few, if any, are utilized in ambiguous operations, we do not
need to abstract most of the allocations.

Although the P̂a(D̂, N̂) domain is relatively lightweight, the same cannot
be said for the N̂, as keeping track of numeric values can result in sig-
nificant overhead. This is particularly true when using N̂ = 𝒯 (the term
domain). It is advantageous to store as many pointers as possible in the
concrete domain, avoiding the additional cost of P̂a(D̂, N̂) and hence N̂.

Ambiguity and Soundness

Intuitively, if ambiguous operations are absent, we do not need to use
P̂a(D̂, N̂) to keep track of the ambiguity. Let us restate this a little more
formally.
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Lemma 10.2.1 If 𝜎
rp <--- malloc s

−−−−−−−−−→ 𝜎′, then all possible 𝜎′ are equivalent
to each other, in the sense of Definition 6.4.1.

Proof. Follows from the semantics of operations given in Section 3.3 and
from Definition 6.4.1.

Theorem 10.2.2 Consider a reduced state space that is constructed by
selecting a single base address for each malloc. If the program only
executes unambiguous operations, for each state that is reachable in the
full state space, an equivalent state is reachable in the reduced state space.

In other words, the under-approximation of simply selecting a fixed base
address for every allocation is not an under-approximation at all, unless
the program executes an ambiguous operation.

Proof. Follows by induction from Corollary 6.4.1 (unambiguous opera-
tions preserve state equivalence) and Lemma 10.2.1 (successors of malloc
are equivalent to each other).

We have observed that until an ambiguous operation is executed, we can
get away with a very simple approach to modeling pointers, without
compromising soundness. In normal circumstances, this approach is an
under-approximation: errors that are reachable in real execution might
be missed in analysis. However, by means of a simple trick, we can
reverse the situation. If we mark every ambiguous operation on pointers
as an error, the resulting analysis becomes an over-approximation – it is
impossible to miss errors hidden behind ambiguous operations, because
the ambiguous operation itself is an error. Of course, this might cause
spurious errors to appear (this obviously happens, for instance, if the
program executes an ambiguous operation, but is in fact error-free).

A straightforward and well-established approach to handle false pos-
itive errors is through cegar [Cla+00] [Cla+00]: Clarke et al. (2000), “Counterex-

ample-Guided Abstraction Refinement”
(counterexample-guided ab-

straction refinement). To apply this method to the current problem,
we follow these steps:

1. as outlined above, modify 𝒞 so that every ambiguous operation
is an error: this requires 𝒞 to be able to identify ambiguous
operations – fortunately, Theorems 6.4.2 to 6.4.5 give us a guide
on how to do that,

2. when the decision procedure finds a spurious error (these are
easy to identify, since they are exactly the ambiguous opera-
tions), make a note of the offending operation,

3. perform backward dataflow analysis starting from the operands
of the offending operation, to identify the malloc instructions
which created the pointers in question,
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x ← malloc(sizeof(i32)) 2

y ← malloc(sizeof(i32)) 3

if (x < y) 1

/* ... */

free(y)

w ← malloc(sizeof(i32))

z ← malloc(sizeof(i32))

len ← w - z

if (len > 10)

/* ... */

During the initial iteration of the refine-
ment loop, the verifier identifies an am-
biguous operation at position 1 . Subse-
quently, the refinement procedure com-
mences, wherein allocations that partic-
ipated in the ambiguous operation, i.e.,
allocations 2 and 3 , are annotated us-
ing LLVM metadata. Next, a dataflow
analysis is executed by LART from the
annotated allocations. The outcome of
this analysis is the following abstracted
program with abstract operations repre-
sented by underlined symbols, while the
remaining operations are carried out con-
cretely.

x <-- malloc(sizeof(i32))

y <-- malloc(sizeof(i32))

if (x < y)

/* ... */

free(y)

w ← malloc(sizeof(i32)) 5

z ← malloc(sizeof(i32)) 6

len ← w - z 4

if (len > 10)

/* ... */

During the second iteration, the verifier
executes the abstracted operations repre-
sented by underlined symbols in the P̂a
domain and detects the next ambiguous
operation at position 4 . Subsequently,
the refinement process annotates the al-
locations at positions 5 , and 6 . Note
that the abstract comparison of variables
x and y does not produce an ambiguity
error during the second iteration as it has
already been performed in the P̂a domain,
and ambiguity errors are not produced
from this domain. Finally, the third itera-
tion concludes without discovering any
additional ambiguous operations.

Figure 10.2: An example of refinement.

4. replace the malloc (which is from the concrete domain 𝒞) with
its P̂a(D̂, N̂) version and adjust any operations identified by
LART’s reaching abstraction analysis,

5. restart the analysis.

A high-level overview of the process is given in the following picture
and an example of its application to a simple program is shown in Fig-
ure 10.2.

input.c

LLVM bitcode LART

Refine Verify

ok/error

ambiguous

operation

Pointer refinement loop incrementally abstracts ambiguous operations.
LART takes care of program transformation and propagation of abstrac-
tion, while Refine annotates sources of abstract pointers. Annotations are
kept for future runs in the form of LLVM metadata.

Implementation

Of course, to make implementation of the refinement loop possible, the
verifier (or the concrete pointer domain) must perform the ambiguity
check. Errors reported by the verifier must be accompanied by a coun-
terexample trace which can then be used to identify the instruction, which
caused the ambiguous operation and hence to compute the refined ab-
straction. In DIVINE, this has been implemented in the virtual machine,
which can efficiently recover a base address from any valid pointer. Since
the base address is known, Theorems 6.4.2 to 6.4.5 can be directly used to
decide whether an operation is ambiguous or not.

Currently, the pointer arithmetic domain employs a very basic form of
counterexample-guided refinement, which involves beginning with a
fully concrete program and refining pointers one by one. However, there
is potential for future research to improve the efficiency of the refinement
loop by incorporating multiple counterexamples in each iteration or by
utilizing the static analysis to obtain an initial approximation of the set
of ambiguous operations.

We have implemented the P̂a(D̂, N̂) functor domain and evaluated it
against several existing software verification tools on a collection of
pointer-manipulating programs in [LKR22]. In many cases, existing
tools only consider a single fixed heap order, which is a source of
unsoundness. In Appendix D, we demonstrate that using our abstract
domain, this unsoundness can be repaired at only a very modest
performance cost. Additionally, we show that, even though many
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[Kor+20]: Korenčik et al. (2020), “On
Symbolic Execution of Decompiled Pro-
grams”

2: Indirect calls often arise due to late
binding in C+++ programs: object in-
stances which are capable of late bind-
ing carry a pointer to a so-called vtable,
which, for each late-bound method, lists
the address of the subroutine which im-
plements the particular method in the
given object instance.

3: A simple heuristic that can improve
situation in this case is that functions
whose address never appears in the pro-
gram outside of direct call instructions
cannot be invoked using an indirect
jump. However, the heuristic is not com-
pletely reliable and should be avoided
in rigorous verification scenarios (it is
entirely possible to store, for example,
just an offset of the entry point from
another known address, e.g., from an-
other function, and reconstruct the entry
point address at runtime, without the lit-
eral address ever appearing in program
text). Nonetheless, in practice and for
non-obfuscated programs, the heuristic
works very well. Unfortunately, it does
not cover some common patterns, like
C+++ virtual functions, or analogous con-
structs used in C programs.

verifiers ignore it, ambiguous behavior is present in a considerable
fraction of programs from software verification competition (sv-comp).

Both the proposed abstraction and the refinement loop were imple-
mented in the softwaremodel checkerDIVINE [Bar+17], which sources
can be found at the supplementary web page: https://divine.fi.
muni.cz/2021/pointers/.

10.2.2 Programs Decompilation

We employed a similar syntactic refinement approach in a newly proposed
technique of program decompilation presented in [Kor+20]. Specifically,
we focused on the decompilation of x86_64 machine code into LLVM IR,
which entailed translating instructions to recover their operation se-
mantics, extracting control flow, and address identification. Our main
contribution in this paper was refining the indirect control flow by using
data flow analysis, which made the resulting bitcode much more suitable
for formal analysis. This involved utilizing both syntactic abstraction and
symbolic execution techniques to infer program control flow.

One of the major obstacles to understanding program behavior (whether
by humans or algorithmically) is dynamic control flow: the simplest case
are conditional jumps, which are quite well understood and comparatively
easy to reason about. Function-local control flow without indirect jumps
is typically encoded in control flow graphs, which are a simple, static
objects which give a very good picture of the behavior of the given
function.

Subroutine calls and indirect jumps both constitute a slightly different
type of additional inconvenience: in case of indirect jumps, especially in
machine-level programs, the set of their targets is not always clear or even
possible to compute reliably and the ideal of a static control-flow graph
breaks down. Subroutines, on the other hand, pose a similar problem,
but not at the subroutine entry point, since in direct calls, this could be
easily captured with a standard control flow graph. Instead, the problem
arises when control flow returns from the subroutine to the call site: the
return address is, in this case, dynamic, since there are possibly many
call sites which call into the same subroutine (that is, after all, the reason
subroutines exist). As long as the calls themselves are direct (and hence
the target of the call instruction is statically known), it is at least possible
to enumerate the call sites to which a function could return, making
inter-procedural data flow analysis feasible, if not easy.

Unfortunately, when indirect calls are involved,2 the situation becomes
much more problematic: the forward edge (the call itself) is no longer
easily resolved (and again, in machine-level programs, the forward edges
cannot be reliably enumerated for the same reasons as with indirect
intra-procedural jumps). This also means that enumerating call sites for
a given subroutine becomes much harder, since every indirect call site
could possibly call any of the functions in the program.3

Since reconstruction of vtables and similar artefacts from machine code is
error-prone and specific to a combination of platform, operating system
and C+++ compiler (in case of C+++ vtables – with hand-coded function
pointer tables, this becomes even more of a hit-and-miss affair), it is

https://divine.fi.muni.cz/2021/pointers/
https://divine.fi.muni.cz/2021/pointers/


184 10 Applications & Future Work

desirable to resolve indirect calls in a more general and automated fashion.
To this end, we have devised an approach based on dynamic methods
and gradual refinement, which replaces each indirect call with a direct
call to a synthetic helper function, which only uses conditional branches
and direct calls to replicate the effects of the original indirect call. The
resulting structure is much more transparent to further inter-procedural
control-flow and data-flow analyses.

The algorithm proceeds as follows:

1. replace each indirect call with a call to a switch box, that is, a call-
site-specific synthetic function which takes the indirect address as
an argument,

2. synthesize empty switch boxes for each of the call sites replaced in
step 1 – an empty switch box indicates the desired target address it
has been passed, and aborts execution,

3. abstract away all input values and explore the state space of the
program, noting any errors raised by the switch boxes,

4. amend each switch box which appears in a counterexample as
follows:

a) add a conditional branch which checks the argument for equal-
ity with the address indicated in the counter-example,

b) if they match, proceed to directly call this target function,

c) otherwise proceed with the previous version of the switch
box;

5. repeat steps 3 and 4 until no further counter-examples in the switch
boxes appear.

The choice of abstract domain in step 3 then controls the trade-off between
precision and cost: coarser abstractions lead to smaller state spaces and
the algorithm proceeds more quickly. However, they also produce larger
switch boxes, which in turn cause downstream analyses to give coarser
results. The output program after the process no longer contains any
indirect calls.

Similar to the heap layout abstraction approach, where we begin by
underapproximating the pointers that need to be abstracted, in our static
control flow recovery method, we underapproximate the potential call
destinations and only expand the switch box when presented with a
specific counterexample, which yields an error on missing case of a switch
box. To achieve this, we utilized LART for switch box instrumentation and
general program abstraction, which is required to examine all possible
program paths. As a result of this devirtualization, the analysis of reaching
abstraction becomes also more precise, requiring a smaller portion of a
program to be abstracted.
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[Šár22]: Šárník (2022), “Automatická
analýza neúplných programů”

fn foo(a, b)

if a != 0

error

c = b + 1

if c == 0

error

Figure 10.3: An example of program
fragment with error in case a !!= 0 or a
=== 0 and b === -1.

10.2.3 Analysis of Incomplete Program Fragments

Our bachelor student J. Šárnik [Šár22] used a similar refinement technique
to perform an analysis of program fragments. Program fragments are
programs that do not contain the entire system under test. They do
not necessarily contain a main entry point, such as a single function
whose arguments are not defined in the fragment. Program analysis
can be performed on these fragments individually, similar to unit testing.
However, unlike in unit testing, we take into account all ambiguous inputs
and interactions with the rest of the system that are absent in the analyzed
fragment.

It is often advantageous to perform program analysis incrementally by
fragments since partial results work as analysis summaries that can be
reused in later stages of analysis. For example, a function may be invoked
several times, but there is no need to re-interpret it each time; we can
simply utilize its summary.

In work presented by J. Šárnik, we employed LART and its metadomains to
infer such fragment summaries. We leveraged LART to generate “program
drivers” that wrapped functions as self-contained programs. These drivers
use abstract values to provide function arguments and resolve other
program interactions.

Obtaining a summary for the fragment is a straightforward process that
involves interpreting the driver in a term domain and tracking the rela-
tionship between function arguments and results (assuming the fragment
is side-effect free). An illustrative example is provided in Figure 10.3.

In contrast to a complete program, we usually cannot expect to find errors
independent of parameter values in a program fragment. The total amount
of possible parameter combinations is, however, often intractably large.
The goal of the discussed approach is to identify those parameter values
of program fragments that lead to an error in a given fragment. [Šár22]

We utilized a combination of the unit domain (𝒜�) and the slicing do-
main (𝒜�), as discussed in Chapter 4, to identify the parameters in the
fragments that cause errors. The intuition behind the algorithm is the
following. We iteratively test all possible combinations of parameter ab-
stractions using these two domains. For example, if we abstracted a as �

and b as � in the program shown in Figure 10.3, only the first error would
be reachable, since we sliced away the part of the program dependent on
the second parameter. Using a product of term domain and unit domain,
we accumulate the term precondition for an error to be reachable, which
in this case is a !!= 0. This condition can serve as a summary precon-
dition, allowing us to determine whether an error will occur without
reinterpreting the program. By testing various parameter combinations,
we can deduce which errors are dependent on which parameters, as well
as which parameters cannot trigger any errors at all. In such cases, we
could safely ignore those parameters in the summary.

This approach enabled us to reduce the amount of symbolic reasoning
required by extracting only the preconditions necessary for safe analy-
sis. To avoid the need for new infrastructure to handle summaries, we
synthesize summaries as programs that construct and verify computed
preconditions and then substitute the corresponding program fragments
with those preconditions. This approach can be viewed as a form of
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[ŠRB16]: Štill et al. (2016), “Weak Mem-
ory Models as LLVM-to-LLVM Transfor-
mations”

syntactic refinement, where functions are gradually rewritten to their
simplified forms that represent their summaries.

10.3 Future Work

The central concept behind compilation-based abstraction is to reframe
interpretation-based methods as a domain and employ syntactic abstrac-
tion and refinement to reduce abstraction costs. The design through syn-
tactic abstraction might improve dynamic techniques as some program
invariants can be inferred statically, allowing the compiler to summarize
parts of abstract programs. Consequently, the primary areas for further
exploration involve the adaptation of further abstraction-based techniques
as domains. Exploring techniques like lazy abstraction, runtime widening
and narrowing, and policy iteration could prove worthwhile.

Throughout the thesis, we delved into various prospects for future re-
search, particularly in Section 8.2, where we examined potential modifi-
cations to the techniques employed in symbolic execution. We believe
that further promising directions are to adapt concolic execution, as
well as other precision-loss countermeasures, such as state merging, run-
time function summaries, and bounded analysis. These techniques could
complement syntactic abstraction, enabling the compiler to deduce loop
unrolling or employ concrete values gleaned from concolic execution.

One interesting avenue to explore is also guided program exploration,
where we assign weights to branches or enable the domain to guide
uncertain path exploration.

Another area for potential research is adapting abstract domains for
analyzing concurrent programs with weak memory models in a sound
manner. To accomplish this, it is necessary to account for store buffers
and all possible orderings of reads/writes from shared memory in the
program. One approach is to utilize aggregate domains, which will model
the various potential memory manipulations in their implementation of
access and update operations.

Previously, we implemented a similar technique in DIVINE; however,
it lacked the benefit of an abstraction framework and only permitted
analysis with concrete values for different memory models [ŠRB16].

The primary focus of this thesis was on error reachability and safety. How-
ever, it may be advantageous to broaden the scope of compilation-based
abstraction to encompass more expressive property checking, such as
LTLmodel checking. One potential strategy involves recasting LTLmodel
checking as a domain, where the domain represents the specification
automaton. During program execution, the steps of the automaton can be
performed synchronously with program steps, effectively implementing
the product of the automaton and program execution.

One advantage of utilizing compilation-based abstraction for LTL is that
it allows for easy reference from the automaton (abstract domain) to
program variables since both use the same language. Furthermore, em-
ploying syntactic abstraction makes it possible to identify all potential
locations that may modify the atomic propositions of the property being
examined, which allows us not to perform an automaton step after each
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program instruction. Furthermore, we could create a monitor domain to
simply verify local properties after specific operations or modifications
to certain variables.

Finally, DIVINE offers the capability of system abstraction. Since DiOS,
the verification-dedicated operating system, is a component of the sys-
tem under verification – especially it is compiled to bitcode, which is
processed by LART, the abstraction can be extended to and from specific
parts of DiOS. For instance, by utilizing nondeterministic values, it is
feasible to simulate abstractly ambiguous steps of the system clocks, and
LART propagates all nondeterministic information throughout DiOS and
the system’s userspace. Consequently, an intriguing avenue for future
research involves investigating potential system domains that abstract
the environment’s behavior and primitives, such as the filesystem, net-
working, clock, or system calls.

Summary

In conclusion, this chapter described technical aspects of compilation-
based abstraction. We discussed its implementation in various appli-
cations and explored future directions for its development.

Notably, we examined the integration of compilation-based abstraction
into the explicit-state model checker DIVINE and provided a compre-
hensive overview of its architecture. The technical implementation of
runtime for abstractions in DIVINE was also described, along with its
application to symbolic model checking.

We illustrated the importance of syntactic refinement for efficient
program abstraction and showcased its application in the refinement of
heap abstraction using the pointer arithmetic domain, the refinement
of dynamic control flow in decompilation, and the verification of
partial programs.

Finally, we discussed possible future research directions for compilation-
based abstraction. We emphasized the potential for recasting inter-
pretation-based techniques as program domains, such as concolic
execution, backward constraint propagation, LTL model checking, or
system abstraction.





Epilogue 11
In this thesis, we have studied program abstraction techniques in the
context of program verification. A particular focus was given to a novel
technique called compilation-based abstraction, which was introduced in
this research. This technique involves compiling (instrumenting) abstract
semantics directly into the program. The thesis presented both theoretical
and practical advancements related to this subject.

The motivation behind compilation-based abstraction was to create a
self-contained program abstraction solution that simplifies the design of
program analysis tools. By using program transformation during com-
pilation, abstraction is directly integrated into the concrete program,
which releases verification tools from the responsibility of abstraction.
The fundamental concept of this approach is to express abstract seman-
tics using concrete computation, which makes the abstracted program
understandable by any explicit tool. Furthermore, it enabled us to take
advantage of the benefits of compiled (static) program abstraction. By per-
forming the abstraction once, we can analyze the program multiple times
using various tools, different domains, or even running the abstraction
natively.

We have successfully demonstrated the applicability of the technique by
showcasing its integration with the off-the-shelf model checker DIVINE,
as well as its ability to perform abstract execution. Further, we were
able to compile abstraction into native binaries, which binary-analysis
tools and debuggers can examine. This highlights the versatility of the
technique and its potential to be utilized in various practical applications.
Furthermore, we have provided a library for designing custom domains
and a tool called LART– the LLVM Abstraction & Refinement Tool, which
enables automatic program abstraction.

In addition to the aforementioned results, this thesis has also focused
on the general topic of abstraction. We have discussed three main areas
of program abstraction: scalar abstraction, aggregate abstraction, and
dynamic memory abstraction. In scalar abstraction, we have delved into
how to reframe symbolic computation into program semantics. We ex-
plored a novel control-explicit data-abstract approach of software analysis.
In aggregate abstraction, we have focused explicitly on string abstraction
and its extension to abstract semantics of C library functions. We devised
a novel efficient string abstract domain, which considers specificities of C
string manipulating programs. Lastly, we have addressed the challenge
of ambiguous dynamic memory layout and demonstrated how pointers
abstraction could effectively address this problem. The novel abstractions
were also covered in accompanying publications.

The scalability of abstractions to larger problems heavily relies on refine-
ment. Therefore, this thesis has also delved into topics of both interdomain
and intradomain refinement. We have discussed a relational enhance-
ment for non-relational abstract domains that can be directly integrated
into the program. Additionally, we have studied multidomain analysis
and explored ways to effectively resolve interactions between various
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domains. Finally, we have introduced counterexample-guided abstraction
refinement for syntactic abstraction and applied it to multiple scenarios
like dynamic memory analysis, program decompilation, or incremental
program analysis.

Moreover, the approach of compilation-based abstraction can be further
generalized beyond value abstractions. We can view this technique as a
form of semantic translation, allowing us to apply the approach to other
program analysis techniques. If we can describe the relationship between
concrete computation and the desired technique, then we can potentially
apply the compilation-based approach.

In this thesis, we have discussed the possibility of translating various
techniques to this approach, such as concolic execution, domain refine-
ment, or program slicing. These areas open up exciting possibilities for
future research and development and offer the potential for improving
the accuracy and efficiency of program analysis in self-contained and
innovative ways.

In conclusion, this thesis has provided insights into various aspects of
compilation-based abstraction, along with related research in this area.
We have presented theoretical and technical advancements and demon-
strated their applicability with real-world examples and implementa-
tions.
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In the study of compilation-based symbolic computation for model check-
ing, we incorporated the approach into the explicit-state model checker
DIVINE. The results presented here are from the original paper published
in 2018 [LRB18]. However, since then, the domain and tool have been
further developed and improved. The evaluation aimed to address two
research questions:

RQ1 To what extent does the use of compilation-based abstraction
simplify the design and implementation of the model-checking
tool?

RQ2 How does the IR-based analysis with compilation-based sym-
bolic abstraction compare to traditional interpretation-based
techniques in terms of performance?

First of all, we have measured the performance of the transformation
itself. On C programs from the sv-comp suite, the transformation time
was negligible. On more complex C+++ programs, it took at most a few
seconds, which is still fast compared to subsequent analysis.

A.1 Code Complexity

One factor considered in the compilation-based abstraction design was
the reduction of code complexity. While the number of lines of code is not
a precise measure of complexity, it serves as a useful approximation and is
easily obtained. The results of this metric are summarized in Table A.1.

Components DIVINE KLEE SymDIVINE CBMC

Transformation 3.2 0 0 (22)
Virtual machine (10) 15 6 7.5
Exploration (1.5) 1.2 1 2.3
Solver integration 1.2 8 0 14
SAT solver (45) (45) (23) (5.5)
SMT solver (80) (80) (400) 16
Runtime support 1 0 0 0

Total unique 5.4 24.2 7 39.8
Total shared 136.5 125 423 27.5

Table A.1: Summary of component sizes
(thousands of lines of code) in a few sym-
bolic verification and symbolic execu-
tion tools. Numbers in parentheses rep-
resent shared code (i.e. code not specific
to the given approach to symbolic com-
putation).

SV-COMP Benchmarks

We evaluated our compilation-based abstraction approach using a subset
of the svcomp [Bey16] benchmarks, specifically 7 categories, summarised



194 A Evaluation of Symbolic Abstraction in DIVINE

Table A.2: Summary of benchmarks
from sv-comp. The time limit was 10
min and memory limit was 10 GiB. The
oot/oom column is the number of test
cases that did not finish within the limits,
while solved are those that gave the ex-
pected result; states gives the number of
states stored, search gives the state space
exploration time and ce gives the coun-
terexample generation time.

category solved oot/oom states search ce

array 96 94 170.3k 52:00 54:15
bitvector 17 15 3166 3:12 2:33
loops 72 106 14.0k 53:52 11:40
product-lines 336 239 20.2M 4:36:44 43:11
pthread 9 36 609.4k 3:31 0:54
recursion 47 34 3955 16:16 7:41
systemc 14 45 25.0k 3:29 1:34

total 591 569

Table A.3: The number of benchmarks
correctly solved by each of the evaluated
tools. The best result in each category is
rendered in boldface.

category total DIVINE SymDIVINE CBMC

array 190 96 68 93
bitvector 32 17 9 2
loops 178 72 67 9
product-lines 575 336 411 234
pthread 45 9 0 1
recursion 81 47 43 22
systemc 59 14 27 0

total 1160 591 625 361

[CKL04]: Clarke et al. (2004), “A Tool for
Checking ANSI-C Programs”

in Table A.2, along with statistics from our prototype tool. We have
only taken examples with finite state spaces since the prototype could
not handle infinite recursion or infinite accumulation loops. In total,
we have selected 1160 sv-comp inputs. In many cases (especially in the
array category), the benchmarks are parametric: we have included both
the original sv-comp instance and smaller instances to check that the
approach works correctly, even if it takes a long time or exceeds the
memory limit on the instances included in sv-comp. In all cases, the time
limit, for each test case separately, was 10 minutes (wall time) and the
memory limit was 10 GiB. The test machines were equipped with 4 Intel
Xeon 5130 cores clocked at 2 GHz and 16 GiB of RAM. In addition to the
presented approach, we have measured two additional tools: CBMC 5.8
and SymDIVINE, both of which are symbolic model checkers targeting
C code. The overall results of the comparison, in terms of the number of
cases solved, are presented in Table A.3.

Comparison 1: CBMC The results from CBMC 5.8 were obtained using
the tool‘s default configuration. CBMC [CKL04] is a mature bounded
model checker for C programs with a good track record in sv-comp and is
built around a symbolic interpreter for goto programs, its own intermediate
form, not entirely dissimilar to CIL or LLVM in its spirit. Besides KLEE, the
CBMC toolkit is among the best establishedmembers of the interpretation-
based school of symbolic computation.

In addition to analyzing the overall number of benchmarks solved within
the given time limit, we also sought to compare the amount of time
required to solve each case. These findings are presented in Table A.4.
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Table A.4: Speed comparison: the columns models1 and models2 show the number of models which the respective pair of tools finished
in common. In most cases, CBMC is substantially faster than the proposed approach, while SymDIVINE is significantly slower. The time
shown is a sum across all the models in a given category.

category models1 DIVINE CBMC models2 DIVINE SymDIVINE

array 73 34:16 13:58 58 3:18 42:54
bitvector 2 0:37 0:01 9 0:55 2:30
loops 4 0:03 0:02 62 22:25 19:04
product-lines 182 4:08:24 7:25 183 0:30 28:33
pthread 0 0 0 0 0 0
recursion 22 0:01 0:13 43 4:02 13:58
systemc 0 0 0 14 3:29 6:43

[LRB18]: Lauko et al. (2018), “Symbolic
Computation via Program Transforma-
tion”

With regard to its state space exploration strategy, CBMC can be thought
of as the middle ground between the approach taken by KLEE and that of
our proposed tool. On one hand, KLEE, being a symbolic executor, does
not attempt to identify already-visited program states. CBMC is a bounded
model checker, which means it stores a single formula representing the
entire set of reachable states. Our present approach, being based on an
explicit-state model checker, stores sets of program states and compares
them for equality using an smt solver.

Comparison 2: SymDIVINE [Mrá+16] is a pre-existing, interpretation-
based symbolic model checker which also works with LLVM bitcode.
Similar to our approach, SymDIVINE relies on a state equality checker, in
this case based on quantified bit-vector formulae. In theory, this yields
coarser state equivalence and consequently smaller state spaces, but
we could not confirm this in our set of benchmarks: the total number of
states stored across the benchmarks that finished using both tools was 802
thousand for SymDIVINE and 93 thousand with the approach described
in this paper. Additionally, QBV satisfiability queries are typically much
more expensive than those used by our prototype tool, which can help
explain the speed difference between the tools.

A.2 Supplementary Materials

The additional resources for can be found at:

▶ The original paper [LRB18]:
https://divine.fi.muni.cz/2018/sym/

These resources include a binary distribution, benchmarks, additional
graphs, detailed results, tutorials on how to use the symbolic abstraction,
and sources of the extended model-checker DIVINE, which is open source
software distributed under the ISC license.

https://divine.fi.muni.cz/2018/sym/
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We have competed with various instances of compilation-based abstrac-
tion in the software verification competition (sv-comp) over the years.
Specifically with the explicit state model checker DIVINE enhanced by
various domains and a native abstract execution variant. The competition
provides an independent evaluation of tools on different benchmark cate-
gories. While we summarize our results here, a more detailed description
can be found in the competition reports and accompanying papers of the
respective submissions.

B.1 SV-COMP 2019

In 2019, we participated in a software verification competition using only
symbolic abstraction in the form of the term domain. One can observe
the comparison of results of explicit DIVINE and the same tool employing
compilation-based abstraction. The results indicate that our approach did
not impact the tool’s performance, and it improved the tool’s ability to
verify benchmarks that involved data nondeterminism.
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For a more detailed description, readers can refer to the competition
report [Bey19] and accompanying submission papers [Lau+19]. Supple-
mentary materials for the submission can be found at:

▶ https://divine.fi.muni.cz/2019/sv-comp-smt/

B.2 SV-COMP 2020 & 2021

In subsequent years, we expanded our abstraction capabilities to include
support for floating-point values, array abstraction, and memory safety
analysis. Additionally, we utilized a portfolio of domains, specifically the
unit domain and the term domain. However, due tominor implementation
errors and changes in benchmark specifications, comparing the results
with previous ones is difficult.

https://divine.fi.muni.cz/2019/sv-comp-smt/
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For a more detailed description, readers can refer to the competition
reports [Bey20; Bey21]. Supplementary materials for the submission can
be found at:

▶ sv-comp 2020: https://divine.fi.muni.cz/2020/sv-comp/

▶ sv-comp 2021: https://divine.fi.muni.cz/2021/sv-comp/

B.3 SV-COMP 2022

In 2022, we participated in the competition with a native runtime for
program abstraction denoted as LART in the graph. It was performant
on programs that execute smoothly with nearly concrete values, but it
struggled with programs that create difficult instances for �solvers or
contained infinite loops. However, the native execution did not support
floating points and memory safety. Unfortunately, changes in the bench-
mark specification made it difficult to compare the results with DIVINE,
which participated in the competition as hors concours with the same
configuration as the previous year and announced results in a different
format.
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For a more detailed description, readers can refer to the competition
reports [Bey22b] and accompanying submission papers [LR22].

https://divine.fi.muni.cz/2020/sv-comp/
https://divine.fi.muni.cz/2021/sv-comp/
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We conducted an evaluation of the M-String abstraction in several sce-
narios to demonstrate its properties:

1. We showed that abstract versions of standard functions are more
efficient than transforming concrete versions using only abstract
string accesses and updates.

2. We investigated several implementations of standard library func-
tions and transformed them automatically to ensure their results
agreed with those generated by M-String library operations.

3. We evaluated M-String instantiation with symbolic characters on a
set of benchmarks from real software that contained buffer-overflow
errors. In this scenario, we showed that M-String could efficiently
detect real-world bugs and prove that a program did not contain
them after fixing them.

The final benchmark demonstrated the use of abstractions on more com-
plex C programs. Specifically, we analyzed automatically generated
parsers from bison and flex tools on abstract (M-String) inputs. The
resource limits for all scenarios were consistent, with each verification
run limited to 4 processing units (cores), 80 GB of memory, and 1 hour
of CPU time. The processor used to run the benchmarks was an AMD
EPYC 7371 clocked at 2.60GHz.

C.1 M-String Operations

We conducted benchmarks to compare the efficiency of abstract domain
operations with automatically abstracted implementations of standard
library functions from PDCLib, a public-domain libc implementation,
using only essential abstract operations: lift, update, and access.
The benchmarks were divided into two groups, and for each standard
library function and input type, we created an isolated benchmark in
two variants. The first variant used an abstract semantics of M-String
operations, as shown in Table C.1, while the second variant only used
an automatic abstraction of essential aggregate operations, as shown
in Table C.2.

The results, presented in Table C.1, were measured using parametrized
M-String inputs of two types, where 𝑙 represents the input’s parametric
length:

1. Word 𝑤 is a string of the form: 𝑤 = 𝑐𝑖1
1 ⋅ 𝑐𝑖2

2 ⋅ ⋯ ⋅ 𝑐𝑖𝑙
𝑙 where

∑ 𝑘 = 1𝑙𝑖𝑘 ≤ 𝑙 and 𝑐𝑗 for 1 ≤ 𝑗 ≤ 𝑙 is an arbitrary character
from character domain Ĉh.

2. Sequence 𝑤 is a string of the form 𝑤 = 𝑐𝑖, where 0 ≤ 𝑖 ≤ 𝑙 and 𝑐
is an element of a character domain Ĉh.
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Table C.1: The table presents measure-
ments of M-String operations on two in-
put types, Word and Sequence, as de-
scribed in Section C.1. Each benchmark
measures the state space size and verifi-
cation time (in seconds) for M-String in-
puts of a bounded length. The table also
includes the average transformation time
(LART), measured in seconds. It is worth
noting that the state space size does not
vary with the input length, as explained
in more detail in Section C.1.

Word

Verification (s)

States 8 64 1024 4096 LART (s)

strcmp 3562 480.0 498.0 472.0 481.0 1.70

strcpy 368 9.8 9.1 9.3 9.4 1.70

strcat 7398 898.0 873.0 865.0 843.0 1.72

strchr 49 0.3 0.4 0.3 0.3 1.71

strlen 78 1.1 1.2 1.0 1.3 1.71

Sequence

Verification (s)

States 8 64 1024 4096 LART (s)

strcmp 70 0.26 0.24 0.21 0.25 1.76

strcpy 48 0.20 0.20 0.21 0.20 1.71

strcat 105 0.51 0.52 0.53 0.51 1.71

strchr 15 0.04 0.04 0.03 0.04 1.70

strlen 16 0.05 0.04 0.05 0.06 1.81

The first notable difference between automatically abstracted implemen-
tations of library functions and M-String operations is that the analysis
of the former timeouts for input strings longer than 64 characters. The
main cause of the lifted implementation’s inefficiency is that it has to
iterate over all characters, while M-String operations leverage iteration
over larger segments. This difference also causes a blow-up of the model
checker’s state space for the lifted implementations while the state space
size does not change for M-String operations. The reason for this is
the fact that the number of segments does not change with the length
of the input. Therefore, M-String operations always perform the same
computation independently of the M-String length.

Table C.2: The performance evaluation
of standard library functions was per-
formed by abstracting them using only
theM-String definitions of access and up-
date operations. It focused on input Se-
quences of 8, 64, and 1024 characters in
size. Most instances timed out when at-
tempting to conduct benchmarks with
Word strings.

Sequence

8 64 1024

Time(s) States Time(s) States Time(s) States

strcmp 1.24 197 260.00 1597 T –

strcpy 0.70 122 61.50 962 T –

strcat 15.80 1102 T – T –

strchr 0.04 16 0.05 16 0.05 16

strlen 0.19 46 9.57 326 T –

C.2 C Standard Libraries

In the second group of benchmarks (shown in Table C.3 and Table C.4), we
investigate whether the implementation from several standard libraries
matches the expected results of abstract implementation. In other words,
we perform an equivalence check of results obtained fromM-String opera-
tions with the results of the automatically abstracted (originally concrete)
standard library functions. We expect that both give the same results. For
the evaluation, we picked three open-source libraries: PDClib, musl-libc
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and µCLibc. Since results for the libraries are rather similar, we present
here only an evaluation of PDClib functions. The remaining results are
provided in the Supplementary Material. All benchmarks showed that
our implementation matches the standard one.

Word

4 8 16

Time(s) States Time(s) States Time(s) States

strcmp 14.3 1005 105.0 2989 1350.0 9741

strcpy 5.2 515 57.4 1823 912.0 6935

strcat 468.0 5748 T – T –

strchr 0.1 22 0.1 22 0.1 22

strlen 0.7 91 4.1 259 68.8 883

Table C.3: Verification results of func-
tions fromPDCLibwith timeout of 1 hour
with Word input. Measurements show
the size of state space and verification
time for the parametric length of the in-
put.

Sequence

4 8 16

Time(s) States Time(s) States Time(s) States

strcmp 2.2 204 5.1 376 16.5 720

strcpy 0.8 183 2.5 347 9.1 675

strcat 8.6 751 113 2535 1940 9463

strchr 0.3 17 0.3 17 0.4 17

strlen 0.2 34 0.3 54 0.7 94

Table C.4: Verification results of func-
tions from PDCLib with timeout of 1
hour with Sequence input. Measure-
ments show the size of state space
and verification time for the parametric
length of the input.

As in the previous case, the benchmarks presented in this section also suf-
fer from a state space blow-up due to the exponential number of possible
character combinations. Therefore, to mitigate this issue, we decreased
the size of the input strings. Additionally, the concrete implementations
of string accesses and updates result in large smt formulae, causing long
solver times. It is worth noting that the computation analysis with Word
input, which has more segments, results in longer execution times than
the analysis with Sequence. This is because more segments naturally
cause overhead for the analyses. For example, M-String needs to consider
cases where some segments have zero length, which leads to hard smt
queries since, in the worst case, it needs to check all possible strings for
given segment bounds and characters.

C.3 Veriabs Overflow Benchmarks

In this scenario, presented in Table C.5, we demonstrate that the M-String
domain is capable of efficiently detecting overflow bugs. The Veriabs
benchmarks exhibit overflow errors and corrected variants of real-world
software. To ensure the soundness of the analysis, we instantiate the
M-String with a term domain for characters, enabling reasoning about
strings of symbolic length. However, a drawback of this instantiation
is that when the length of the string bounds a loop, we may need to
infinitely unroll the loop in the analysis, resulting in timeouts in the
correct benchmarks.
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Table C.5: The Veriabs overflow bench-
marks consist of several categories of
programs that exhibit overflow errors
and their corresponding corrected vari-
ants. The table presents the number of
successfully solved benchmarks (tests),
along with the total time taken for each
category. For each category, the table
depicts correctly verified benchmarks,
benchmarks where the verifier was able
to find an error and number of timeouts

Correct Error Found

Tests Time(s) Tests Time(s) Timeouts

apache 0 – 26 384.26 24

openser 46 234.13 45 105.93 6

wu-ftpd 8 35.78 14 2461.27 19

libgd 4 9.01 4 1.85 0

madwifi 5 0.51 5 0.55 0

gxine 1 0.53 1 0.25 0

[Roč+19]: Ročkai et al. (2019), “String Ab-
straction for Model Checking of C Pro-
grams”

[Lau+20]: Lauko et al. (2020), “Abstract-
ing Strings for Model Checking of C Pro-
grams”

C.4 Parsers

Lastly, we evaluate our implementation on more complex programs: au-
tomatically generated parsers. For the generation, we use a tool Bison.
It reads a language specification in the form of context-free grammar
and produces a C parser that accepts the language. In the benchmarks,
we generate two such parsers. The first one accepts a language of nu-
merical expressions (mathematical expressions that consist of numbers
and binary operators). The second parser is of a simple programming
language with variables and branching. We present a evaluation for both
parsers in Table C.6. As with the previous benchmark sets, the M-String
inputs with a smaller number of segments outperformed other analyses.
In these benchmarks, we use specifically hand-crafted M-String inputs for
parsers. For parsing of mathematical expressions, it was: addition input
had a form of two arbitrary numbers with a plus sign between them, ones
was a simple input of a single digit sequence, and lastly, alternation was
input that produced complicated M-Strings by alternating digits inside
of expressions. The other parser of simple programming language was
evaluated on: value was in input that created a variable and assigned
a constant to it, loop was a short program with some control flow and
wrong was a program that contained a syntax error.

Table C.6: Measurements of time and
size of state space for analyses of auto-
matically generated parsers.

Numeric Expressions Grammar

10 20 35

Time(s) States Time(s) States Time(s) States

add 40.2 416 319.0 3548 T –

ones 5.5 62 8.1 196 189 2186

alter 708 105 1582.0 11k T –

value 6.6 38 90.4 488 1100 4988

loop 1.5 23 4.9 23 33 23

wrong 7.3 82 67.7 892 311 8992

C.5 Supplementary Materials

The additional resources for can be found at:

▶ The original paper [Roč+19]:
https://divine.fi.muni.cz/2019/mstring/

▶ The extended version [Lau+20]:
https://divine.fi.muni.cz/2020/mstring/

https://divine.fi.muni.cz/2019/mstring/
https://divine.fi.muni.cz/2020/mstring/
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These resources include a binary distribution, benchmarks, tutorials on
how to use the string abstraction, and sources of the extended model-
checker DIVINE, which is open source software distributed under the ISC
license.





1: All comparisons were performed in a
defined way, i.e., pointers are converted
into uintptr_t before ambiguous oper-
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In this section, we examine properties of the proposed domain and of
our refinement approach. First, in Section D.1, we present a qualitative
comparison of the new approach with existing tools on synthetic, layout-
sensitive programs. These programs were inspired by the usage of pointer
comparisons in real-world code, as outlined in Section 6.3. In Section D.2,
we discuss the impact of the abstraction and of the refinement loop
on verification performance. All benchmarks are accessible from the
supplementary page.∗

D.1 Tool Limitations

For the purpose of tool comparison, we split the test programs into mul-
tiple categories described below. Each program included an ambiguous
operation that determined the accessibility of an error location. When a
tool failed to detect an error location in a category or reported an infea-
sible counterexample, we marked it with (8). This often meant that the
tool explored only a subset of possible paths, resulting in a false negative,
although in some cases, tools imprecisely represented possible memory
locations, leading to a false positive. In the following, we describe the
features tested in the benchmark categories.1 The evaluation of tools is
summarized subsequently in Figure D.1.

1. Allocation order benchmarks verify that for two allocations:

void *x = malloc(sizeof(int));

void *y = malloc(sizeof(int));

1. both x < y and x > y are feasible,
2. and x === y is infeasible.

This is when the analysis detects failures of all the following assertions:
assert(x < y), assert(x > y) and, assert(x === y).

2. Memory layout benchmarks verify for all types of pointers, including
heap pointers, stack pointers, and global pointers that:

void *g = &some_global;

void *x = malloc(sizeof(int));

void *y = malloc(sizeof(int));

char a[1] = {0}; // stack pointer

1. all addresses are unique,
2. heap, stack, and global memory locations can be in an arbitrary order,

i.e. we verify all possible relations on values of g, x, y and a as in
allocation order category.

∗ https://divine.fi.muni.cz/2021/pointers/

https://divine.fi.muni.cz/2021/pointers/
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3. Transitive relations benchmarks verify in multiple scenarios with:

void *x = malloc(sizeof(int));

void *y = malloc(sizeof(int));

void *z = malloc(sizeof(int));

whether pointers keep their relations, i.e., if x < y and y < z hold than
x < z is required to hold.

4. Subtraction benchmarks verify that subtraction of pointers:

void *x = malloc(sizeof(int));

void *y = malloc(sizeof(int));

if (x - y > 0)

/* ... */

results in both possibilities, i.e., one where the result of subtraction is
positive and the other when it is negative.

5. Reconstruction benchmarks verify that reconstruction of a pointer
from an array bytes keeps the pointer relations:

void *x = malloc(sizeof(int));

void *y = malloc(sizeof(int));

void *new_x = to_pointer(fragments(x));

void *new_y = to_pointer(fragments(y));

where fragments function stores argument pointer to a returned byte
array and function to_pointer reconstructs a pointer from an array
of bytes. Finally, we check, that a tool finds all feasible orderings on
reconstructed pointers new_x, new_y.

6. Fragmentation benchmarks verify that relational operation on pointer
bytes (fragments) is also treated as ambiguous:

void *x = malloc(sizeof(int));

void *y = malloc(sizeof(int));

char *fx = fragments(x);

char *fy = fragments(y);

if (fx[5] != fy[7])

/* ... */

where fragments function stores argument pointer to a returned byte
array.

7. Lifetime analysis benchmarks verify whether allocations are capable
of reusing addresses:

void *x = malloc(sizeof(int));

uintptr_t xv = uintptr_t(x);

free(x);

void *y = malloc(sizeof(int));

uintptr_t yv = uintptr_t(y);

assert(xv != yv); // fails
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8. Overlapping benchmarks check that pointer locations overlap after
some addition:

void *x = malloc(sizeof(int));

uintptr_t xv = uintptr_t(x);

void *y = malloc(sizeof(int));

uintptr_t yv = uintptr_t(y);

long offset = __VERIFIER_nondet_ulong();

assert(xv != yv + offset); // fails

9. Nondeterministic pointer benchmarks check that allocation can
return an arbitrary pointer:

void *x = malloc(sizeof(char));

void *y = __VERIFIER_nondet_pointer();

assert(x != y); // fails

10. Reallocation benchmarks check that reallocation can use the same
address:

void *x = malloc(100);

void *y = realloc(x, 200);

assert(x != y); // fails
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version 4.2 4.2 2.2 5.12.3 6.2 1.9 7 0.0.3 0.2 0.8.2

allocation order 3 8 8 8 8 3 3 3 8 8

memory layout 3 8 8 8 3 8 3 3 8 8

trans. relations 3 8 8 8 3 8 8 8 8 8

subtraction 3 8 8 8 3 3 3 U 8 8

reconstruction 3 8 8 U 8 8 U 8 8 8

fragmentation 8 8 8 8 8 8 U 8 8 8

lifetime analysis 3 8 3 8 8 3 8 8 8 8

reallocation 3 8 8 8 8 3 8 3 8 8

nondet pointer 3 3 3 3 3 3 3 3 U 8

overlapping 3 3 3 8 8 3 8 3 U 8

Figure D.1: Comparison of sound rea-
soning about programs with errors de-
pendent on ambiguous behavior. The 3
symbol indicates that a tool was able to
detect errors on all possible paths. The 8
mark denotes that at least one error path
was missed or the tool has detected an
unreachable error. The U symbol marks
an unknown result when a tool reported
that it does not know how to proceed.
For evaluation, we have used the listed
version of tools. Links to relevant sources
and used options can be found in the sup-
plementary material: https://divine.
fi.muni.cz/2021/pointers/.

We have evaluated the instantiation P̂a(𝒞, 𝒯) – the dereference part of
pointers was represented concretely, while the numeric part was repre-
sented using the term domain. The verifier made use of an smt solver for
bit-vector logic, as discussed in Section 6.5.2. To the best of our knowl-
edge (and our evaluation supports this conclusion) this setup provides
sound treatment of pointer arithmetic and comparisons.

https://divine.fi.muni.cz/2021/pointers/
https://divine.fi.muni.cz/2021/pointers/
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void insert(node *n, void *v)

{

if (std::less(v, n->value))

{

if (!n->left)

n->left = make_node(v);

else

insert(n->left, v);

} else {

if (!n->right)

n->right = make_node(v)

;

else

insert(n->right, v);

}

}

Data structures that have a data layout
dependent on pointer values pose a chal-
lenging problem for P̂a domain reason-
ing. For instance, while performing ab-
stract execution of insertion into a binary
search tree, as illustrated in the code, the
program explores all possible tree shapes,
resulting in a combinatorial explosion of
𝑓(𝑛) = ∑𝑛

𝑖=1 𝑓(𝑖 − 1)𝑓(𝑛 − 𝑖) possibil-
ities for 𝑛 nodes. One potential solution
to this problem is to enhance the abstract
domain with a shape analysis [Yan+08]
that simultaneously represents multiple
abstract trees.
Figure D.2: An example of hard to rea-
son program.

Unfortunately, in our current implementation, the modifications which
allow the model checker to detect ambiguous operations are somewhat
incomplete. In particular, bitwise operations which decompose a pointer
may go unreported, and hence a refinement step may be incorrectly
skipped – this is what causes the failure of the fragmentation bench-
mark. However, the problem only affects refinement and is not present
when all pointer operations are performed in the P̂a domain uncondition-
ally.

D.2 Abstraction & Refinement Performance

To demonstrate the usability of the domain, we evaluateDIVINE on bench-
marks from the software verification competition sv-comp.† We have also
used DIVINE to count benchmarks which execute ambiguous operations
(using the option -o abort:ptrcmp). The results are summarized in
column tasks in Table D.1. For memory safety, 64 of 303 tasks were clas-
sified to contain an ambiguous operation. For the reachability category,
it was 419 from 2210, and the least amount of ambiguous operations was
in the concurrency category, which contains only a few benchmarks with
dynamic memory allocation.

Overall, the benchmark set consisted of 3587 benchmarks, with 531 con-
taining some behavior dependent on ambiguous pointer operation, which
is 15%. All experiments were performed with an identical set of resource
constraints: 10 minutes of CPU time, 15 GB of RAM and 2 CPU cores.‡

This part of the evaluation consists of two scenarios.

In the first scenario, we demonstrate the effect of refinement on verifica-
tion performance (Table D.1) by comparing DIVINE with the refinement
loop enabled against a version of DIVINE that unconditionally abstracts
all allocations in the program.

The first scenario shows that refinement substantially decreases the num-
ber of memory allocation operations that need to be abstracted (see
Table D.1). For this reason, the refinement approach solves more bench-
marks, especially those that do not contain any ambiguity, since no or
only very little abstraction is necessary in those cases.

In the second scenario, we demonstrate that the proposed abstraction has
only a modest cost in comparison to DIVINE without pointer abstraction
(Figure D.3).

Figure D.3: Comparison: plain DIVINE
vs DIVINE with the pointer arithmetic
domain and refinement.
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† https://github.com/sosy-lab/sv-benchmarks
‡ The processor used to run the benchmarks was AMD EPYC 7371 clocked at 2.60GHz.

https://github.com/sosy-lab/sv-benchmarks


D.3 Supplementary Materials 209

Table D.1: This table compares two configurations of DIVINE: one that leverages refinement loop and another that abstract all heap
pointers unconditionally. For each category, we also separately show results on the subset of benchmarks that contain at least one
ambiguous operation. Results include the number of correctly solved benchmarks, the average number of refinement iterations in those
benchmarks (iter.) and the number of abstract allocations (abs.; 𝜇 – average, 𝑥̃ – median, 𝜎 – standard deviation). Abstraction statistics
only include benchmarks solved by both configurations.

DIVINE-P̂a + Refine DIVINE-P̂a Abstract All

solved iter. abs. 𝜇 𝑥̃ 𝜎 solved abs. 𝜇 𝑥̃ 𝜎 tasks

memsafety 263 0.19 1369 7.4 0 30.0 185 6242 33.7 18 49.4 303

ambiguous 49 1.30 1369 27.9 10 53.5 46 2531 55.0 36 61.1 64

reachability 685 0.27 373 0.9 0 4.1 319 848 2.6 0 7.7 2210

ambiguous 140 1.32 373 3.3 1 7.3 111 584 5.3 1 11.6 419

concurrency 289 0.12 2571 8.9 0 42.0 237 3569 15.1 0 46.2 1074

ambiguous 22 1.63 2571 116.8 68.5 104.7 20 2654 132.7 109.5 98.7 48

[LKR22]: Lauko et al. (2022), “Verification
of Programs Sensitive to Heap Layout”

The performance results from Figure D.3 show that the proposed ab-
straction does slow down DIVINE verification, as expected. Most of the
overhead measured in these benchmarks is due to program transforma-
tion performed by LART. Most of the remainder can be attributed to an
exponential slowdown which appears in benchmarks where pointers are
repeatedly compared in recursive data structures (e.g. in binary search
trees – see Figure D.2). In these cases, pointer abstraction has to consider
all possible configurations of the data structures, causing exponential
blowup of the state space size.

In theory, a similar path explosion problem might occur when a program
contains a loop whose termination condition refers to an ambiguous
value, even though this problem appears to be rare in practice. However,
if this case is a concern for a particular application, existing techniques
compatible with the domain chosen for the numeric parts of pointers may
be applicable, e.g. widening, loop summarization or k-induction.

D.3 Supplementary Materials

The additional resources for can be found at:

▶ The original paper [LKR22]:
https://divine.fi.muni.cz/2021/pointers/

These resources include a binary distribution, benchmarks, detailed re-
sults, tutorials on how to use the pointer refinement loop, and sources
of the extended model-checker DIVINE, which is open source software
distributed under the ISC license.

https://divine.fi.muni.cz/2021/pointers/
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Optimized original LLVM bitcode:

define i32 @compute() {

%1 = call i32 @__lamp_any_range_i32(i32 0, i32 0)

%2 = call i32 @__lamp_any_range_i32(i32 1, i32 10)

%3 = mul i32 %2, %1

%4 = mul i32 %3, %1

%5 = mul i32 %4, %3

ret i32 %5

}

Unoptimized instrumented LLVM bitcode:

define i32 @compute() {

%1 = call i32 @__lamp_any_range_i32(i32 0, i32 0)

%2 = call i1 @__lart_unstash_taint()

%3 = call i8* @__lart_unstash()

%4 = call i32 @__lamp_any_range_i32(i32 1, i32 10)

%5 = call i1 @__lart_unstash_taint()

%6 = call i8* @__lart_unstash()

%7 = or i1 %5, %2

%8 = mul i32 %4, %1

%9 = call i8* @lart.test.taint.mul.i32.i32(

i8* (i1, i32, i8*, i1, i32, i8*)* @lart.lifter.mul.i32.i32,

i1 %5, i32 %4, i8* %6, i1 %2, i32 %1, i8* %3

)

%10 = or i1 %7, %2

%11 = mul i32 %8, %1

%12 = call i8* @lart.test.taint.mul.i32.i32(

i8* (i1, i32, i8*, i1, i32, i8*)* @lart.lifter.mul.i32.i32,

i1 %7, i32 %8, i8* %9, i1 %2, i32 %1, i8* %3

)

%13 = or i1 %10, %7

%14 = mul i32 %11, %8

%15 = call i8* @lart.test.taint.mul.i32.i32(

i8* (i1, i32, i8*, i1, i32, i8*)* @lart.lifter.mul.i32.i32,

i1 %10, i32 %11, i8* %12, i1 %7, i32 %8, i8* %9

)

call void @__lart_stash(i1 %13, i8* %15)

ret i32 %14

}

Optimized instrumented LLVM bitcode:

define i32 @compute() {

%1 = call i32 @__lamp_any_range_i32(i32 0, i32 0)

%2 = call i1 @__lart_unstash_taint()

%3 = call i8* @__lart_unstash()

%4 = call i32 @__lamp_any_range_i32(i32 1, i32 10)

%5 = call i1 @__lart_unstash_taint()

%6 = call i8* @__lart_unstash()

%7 = or i1 %2, %5

%8 = mul i32 %4, %1

br i1 %7, label %abstract.path, label %lart.test.taint.mul.i32.i32

abstract.path:

br i1 %5, label %merge.arg.1, label %lift.arg.1
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lift.arg.1:

%9 = call i8* @__lamp_wrap_i32(i32 %4)

br label %merge.arg.1

merge.arg.1:

%10 = phi i8* [%6, %abstract.path], [%9, %lift.arg.1]

br i1 %2, label %merge.arg.1.mul, label %lift.arg.2

merge.arg.1.mul:

%11 = call i8* @__lamp_mul(i8* %10, i8* %3)

br label %lart.lifter.mul.exit

lift.arg.2:

%12 = call i8* @__lamp_wrap_i32(i32 %1)

%13 = call i8* @__lamp_mul(i8* %10, i8* %12)

%14 = call i8* @__lamp_wrap_i32(i32 %1)

br label %lart.lifter.mul.exit

lart.lifter.mul.exit:

%15 = phi i8* [%13, %lift.arg.2], [%11, %merge.arg.1.mul]

%16 = phi i8* [%14, %lift.arg.2], [%3, %merge.arg.1.mul]

%17 = call i8* @__lamp_mul(i8* %15, i8* %16)

%18 = call i8* @__lamp_mul(i8* %17, i8* %15)

br label %lart.test.taint.mul.i32.i32

lart.test.taint.mul.i32.i32:

%ret.op.i4 = phi i8* [%18, %lart.lifter.mul.exit], [null, %0]

%.pn = mul i32 %8, %1

%19 = mul i32 %.pn, %8

call void @__lart_stash(i1 %7, i8* %ret.op.i4)

ret i32 %19, !dbg !26

}

Optimized LLVM bitcode linked with unit domain:

define i32 @compute() {

%1 = call i8* @new(i64 1)

%2 = bitcast i8* %1 to %lamp::storage*

%3 = getelementptr %lamp::storage, %lamp::storage* %2,

i64 0, i32 0, i32 0, i32 0

call void @__lart_stash(i1 zeroext true, i8* nonnull %3)

%4 = call i1 @__lart_unstash_taint()

%5 = call i8* @__lart_unstash()

%6 = call i8* @new(i64 1)

%7 = bitcast i8* %6 to %lamp::storage*

%8 = getelementptr %lamp::storage, %lamp::storage* %7,

i64 0, i32 0, i32 0, i32 0

call void @__lart_stash(i1 zeroext true, i8* nonnull %8)

%9 = call i1 @__lart_unstash_taint()

%10 = call i8* @__lart_unstash()

%11 = or i1 %4, %9

br i1 %11, label %abstract.path, label %lart.test.taint.mul.i32.i32

abstract.path:

%12 = call i8* @new(i64 1)

%13 = bitcast i8* %12 to %lamp::storage*

%14 = getelementptr %lamp::storage, %lamp::storage* %13,

i64 0, i32 0, i32 0, i32 0

br label %lart.test.taint.mul.i32.i32

lart.test.taint.mul.i32.i32:

%ret.op.i4 = phi i8* [%14, %abstract.path], [null, %0]

call void @__lart_stash(i1 %11, i8* %ret.op.i4)

ret i32 0

}
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