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Abstract

Due to an evolution of the Czech open data cataloging standard DCAT-
AP-CZ built on top of the European DCAT-AP 2.0.1, support for the
popular data cataloging application CKAN in the National Open Data
Catalog (NKOD) is deprecated. Municipalities and organizations
using CKAN to publish open data are consequently required to move
to a different local open data catalog (LKOD). One such municipality
is Hradec Krédlové, which has selected the Local Open Data Catalog
(LKOD) by Operator ICT as the new solution, but is lacking resources
to implement it. Therefore, the aim of this thesis is to carry out the
implementation of LKOD in Hradec Krélové.

The first part of the thesis explores the need for open data cata-
loging and the underlying standards, introduces the local and national
open data catalog, compares the possible solutions, and discusses why
the problem was selected.

In the second part, analysis and implementation is performed. To
make the LKOD solution suitable, a necessary development is carried
out to add missing, but crucial functionality of user and organization
management. Then, maintenance is performed in CLM, an application
implemented in prior work offering migration of datasets from CKAN
to LKOD. LKOD is customized according to the needs of Hradec
Krélové, an implementation strategy is selected, and LKOD is deployed
into production. To conclude the implementation, the deployed LKOD
is registered in the National Open Data Catalog (NKOD).

Changes beneficial for other municipalities and organizations in-
terested in using LKOD are submitted to the upstream repositories,
and the deployment process is documented, making the outputs of
this thesis a useful resource for other municipalities or organizations
interested in using LKOD.

Keywords

Open data, OFN, DCAT, DCAT-AP, DCAT-AP-CZ, Open Data Cata-
log, LKOD, NKOD, CLM, Operétor ICT, OICT, Open Source, Hradec
Krélové, Deployment, SeSLab
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Introduction

The aim of this thesis is to familiarize with the current state of open
data in the Czech Republic, identify a problem in the open data do-
main, and subsequently design and implement a solution. The entire
process is to be carried out with the guidance from Operétor ICT, a
company responsible for the development of an open data cataloguing
solution in Prague, called the Local Open Data Catalog (LKOD).

During analysis, a primary problem is identified, being the deploy-
ment of LKOD for the municipality of Hradec Krédlové. Two prerequi-
sites are also identified; a necessary development in the LKOD project,
and maintenance in a related application implemented in prior work,
the CKAN to LKOD Migrator (CLM), which allows migrations from
a no longer supported cataloging solution CKAN.

An extensive development is carried out to address the shortcom-
ings of LKOD and CLM, which is then reviewed and verified by Op-
erator ICT. Next, customization and deployment details are communi-
cated with the Hradec Kralové IT team, and the LKOD project is forked
and modified in accordance with the agreed upon description. For
evaluation before deployment into production, the project is deployed
onto the infrastructure of the Laboratory of Service Systems (SeSLab),
where it is verified by the Hradec Kralové IT team. After confirmation,
the project is deployed into production in Hradec Krélové, tested, and
finally registered in the National Open Data Catalog (NKOD).

The thesis is divided into eight chapters. The first chapter dis-
cusses the concepts and relevant legislature concerning open data in
the Czech Republic. The second chapter analyzes the existing tech-
nical solutions maintained by Operator ICT. In the third chapter, the
process of identifying and choosing a problem to solve is discussed,
and justification is given for why the problems were deemed the most
important and addressed. The fourth chapter performs analysis of the
work that needed to be carried out to address the identified problems,
sets proper expectations, and lists methods of verifying the produced
results. In the fifth chapter, the implementation is executed, and the
technical aspects of the changes are discussed. The sixth chapter dis-
cusses unforeseen challenges that have arisen during implementation.
Then follows the seventh chapter, where a number of tasks are listed
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as a part of future work. Finally, the work is concluded in the eight
chapter, summarizing the result of the efforts.



1 Open data in the Czech Republic

Open data has become a crucial part of the modern information en-
vironment, especially in the public sector. This trend is captured in
legislative measures on Free Access to Information, which defines
open data as information published in an open and machine-readable
format enabling remote access. [1, 2, 3] This data is an important
source for the creation of new services and applications that enhance
the efficiency of public administration and increase transparency. [4]

Open data in the Czech Republic is not just a theoretical concept; it
creates tangible benefits for citizens and organizations. It is important
to realize that open data is not limited to the area of transparency in
public administration. [5] It is relevant to a wide range of fields and
can provide a foundation for innovative solutions and services across
various sectors, both in non-commercial and commercial applications.
[2] Projects such as Government Watchdog !, Maps without Barriers?,
Where to take it? 3, or the expansion of Seznam.cz’s map of Prague
with public transport route search are examples that illustrate the
practical use of open data to improve citizens’ lives. [4]

Other applications utilizing open data solve problems ranging
from improving public transportation in other cities, discovering sci-
ence and technology, making an informed decision when selecting
secondary education, to entertaining ones like building a realistic copy
of the city Brno in the video game Minecraft. [6]

1.1 Open data requirements

Successful utilization of open data requires meeting certain conditions.
Open data must not only be accessible in a machine-readable format
but also be accompanied by usage conditions, recorded in the National
Open Data Catalog (NKOD), and supported by documentation. Ad-
ditionally, it should be easily accessible without technical barriers for
example the need to create an account on a website. [4, 7] The primary

Tracks whether politicians and officials are not misusing funds.
2Helps people with reduced mobility to better plan trips.
3Search for places where you can legally dispose unwanted things.
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https://www.kamsnim.cz/
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specification capturing the relevant technical details is Open Formal
Norms (OFN)*, which is the basis for successful cataloging of open
data in the Czech Republic.

While the legislation mandates the publication of open data in
specific scenarios, entities are not restricted to only these situations;
they have the option to voluntarily release additional open data. This
approach is supported within the mentioned law, which allows the
publication of information without a legal obligation, provided it does
not violate the law. Importantly, such information should be provided
in accordance with open formats and technical specifications to ensure
easy use of the data. [1, 4]

1.2 Cataloging of open data

A fundamental characteristic of open data is its easy accessibility to the
public. This necessitates the use of a catalog, which captures metadata
about published data in a well-defined, mandated, and documented
form. [8] An important fact about open data catalogs is that a catalog
primarily stores metadata about the published data, while the actual
data described by the entries in an open data catalog are stored and
provided by each data provider according to their preference. [9]
It is crucial and mandatory for all data providers to have their data
cataloged in at least one data catalog, the National Open Data Catalog
(NKOD). 8]

1.2.1 DCAT-AP, OFN and DCAT-AP-CZ

The DCAT Application Profile for data portals in Europe (DCAT-AP)
is a specification aimed at improving the accessibility and interoper-
ability of public sector datasets® across Europe. [10]

Open Formal Norms (OFN) refers to a Czech standard defining
the ways of organizing and sharing of open data. These norms provide
technical recommendations focused on selected datasets to ensure

“https://data.gov.cz/ofn/
5A dataset is a set of related data made available through one or more distribu-
tions.
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interoperability, enabling easier utilization of such data regardless of
the provider. [11]

DCAT-AP-CZ refers to a specific OFN which defines the ways in
which data should be exposed in order to be harvestable by a National
Open Data Catalog (NKOD). It starts with defining the data model
for cataloging records and then outlines two ways to harvest data,
based on the DCAT Application Profile (DCAT-AP) 2.0.1 standard -
using a SPARQL endpoint or using data files. Both approaches are dis-
cussed in detail in the sections 1.2.2 and 1.2.3. DCAT-AP-CZ ensures
consistency in describing datasets and their distributions, regardless
of how the data is represented. It distinguishes between datasets, their
distributions, and data services. Distributions can either be download-
able files or accessed through data services, with the aim of being
equivalent in content. [12]

Ultimately, DCAT-AP, OFN, and DCAT-AP-CZ aim to achieve the
same goal: enhance data accessibility and ensure machine readability.
These frameworks and standards are designed to facilitate the sharing
and utilization of public sector datasets by providing guidelines for
organizing, describing, and sharing data in a standardized manner. By
adhering to these specifications, data publishers can ensure that their
datasets are easily discoverable, understandable, and interoperable
across different platforms and systems.

1.2.2 The National Open Data Catalog

It is mandatory for every Data Provider to catalogize the published
data in the National Open Data Catalog (NKOD), operated by the
Digital and Information Agency (DIA). NKOD is a publicly available
platform, where data from all data providers is aggregated and dis-
played in an organized manner in a web interface. For consumption
by applications, the aggregated data is exposed in numerous machine-
readable formats, including RDF TriG, HDT, JSON, CSV, and exposed
using SPARQL, GraphQL, and Linked Data Fragments endpoints. [13,
14]

NKOD offers two distinctive ways in which data providers can
utilize to publish their data.

Firstly, a data provider can populate NKOD manually, which is
a convenient way for organizations that have limited technical capa-

5
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bilities or staffing, and are planning to publish only a small num-
ber of datasets. [15] This solution is officially recommended by the
open data portal for organizations that are planning to share less than
ten datasets. The user manually fills in a dataset creation form, and
submits a generated document manually to a designated Data Box®
(datova schranka). [8]

Secondly, a data provider may maintain their own local open
data catalog, in which they catalog their datasets. If the local catalog
meets the technical parameters described in the relevant standards,
the provider is not required to manually transfer records to NKOD,
but it is possible to ensure automatic synchronization of the content of
the local catalog with NKOD. [8] This approach is discussed further
in the following chapter.

The focus in this thesis is placed onto the second solution, where
NKOD is populated by data from a local catalog automatically.

1.2.3 The local open data catalog

A local open data catalog (LKOD) is an application, which can op-
tionally be hosted by an obliged entity using their own means. LKOD
plays a similar role to NKOD, meaning it too stores and aggregates
metadata about datasets and their distributions, but on a local scale.

The term local open data catalog does not refer to a single imple-
mentation of an application, rather to a set of rules and an interface
which need to be followed in order for an application to act as a local
catalog. Most importantly, the mandatory data of the catalog needs to
be accessible in a well-defined standard format. At the time of writing,
NKOD supports three ways in which data can be published for NKOD
harvestation - the CKAN API (legacy), DCAT-AP Documents, and
DCAT-AP SPARQL Endpoint. Each of these solutions is discussed in
the following chapter.

The main benefit of hosting a local open data catalog is simplifica-
tion and automatization of dataset publishing into NKOD, at the cost
of a higher technical complexity. When an LKOD is in use, additions,
updates, and removals of datasets are no longer submitted manually
into NKOD using a Data Box one at a time. Instead, they are entered

®An electronic repository for the delivery of documents to public authorities.
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locally into LKOD, from where they are harvested automatically by
NKOD, without the need to notify any government entity about any
updates. [8]



2 Existing solutions

2.1 LKOD applications

A local open data catalog is an abstract term, and it has been materi-
alized in many different forms, with various levels of complexity. A
referential implementation is also provided, which will be discussed
first, then followed by two, more complex solutions.

2.1.1 LKOD referential implementation using GitHub

The first way of maintaining a local catalog is demonstrated in a sim-
plistic reference implementation, which uses a GitHub repository for
the storage of the dataset data, and GitHub actions for automatic gen-
eration of a catalog file, which is then consumed by NKOD. The entry
of dataset information is performed using an official dataset form!
provided by data.gov.cz, and the resulting data is then downloaded
in the JSON-LD format, to be committed into the git repository.

This approach is free, and requires no custom infrastructure; it is
also fully supported, meaning all available attributes can be provided,
making the resulting data exported to NKOD equivalent to what
could be provided if a more complex LKOD solution was used. On the
other hand, the dataset files are managed manually, which means the
process is potentially error-prone, and it requires nontrivial technical
knowledge, primarily regarding the usage of git and GitHub. Another
disadvantage is that no public facing catalog user interface is provided
with this approach, and the data is displayed in a presentable way for
public consumption only in NKOD.

A minimalistic repository that has been prepared to be forked is
availableathttps://github.com/datagov-cz/lkod-min, with a readme
file offering concise instructions. Out of the available ways of NKOD
connection, this implementation uses DCAT-AP Documents.

Ihttps://data.gov.cz/formula¥/registrace-datové-sady
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2.1.2 CKAN

The Comprehensive Knowledge Archive Network (CKAN) is an open
source data management system, which is seeing wide use by var-
ious organizations throughout the world, both governmental and
non-governmental. It operates with three entity types, Dataset, Or-
ganization and User. CKAN includes the option to store the actual
dataset files withing itself, where they are referred to as resources. [16]
The datasets and the related information can be edited in an intuitive
user interface, and accessed via a HTTP API, which uses a structure
that has been designed and is specific to CKAN. [17]

The stored metadata in a base installation of CKAN is rather lim-
ited, consisting of only base attributes like the title, publisher, date, file
formats, and license. CKAN offers the possibility to add any number
of custom fields from within the base user interface in a key-value man-
ner; however, such functionality does not offer any kind of validation,
and these attributes are only displayed at the bottom of the Additional
Info section. [18] The process of a dataset creation in CKAN can be
found in Figure 2.1.

In addition to the default limited way of additional metadata entry,
CKAN can also be enriched using extensions. Extensions allow the
base set of fields to be expanded, with the possibility of implement-
ing proper validation and first-class rendering by extending the user
interface templates. [19]

Since the OFN mandated for the Czech Republic are based on
DCAT-AP, an officially provided DCAT extension? for CKAN could, in
theory, be a way of adding the necessary support to CKAN. However,
it was determined by DIA (Digitalni a informacni agentura) that due
to the extensive additions of DCAT-AP and OFN on top of DCAT,
support even using such plugins is not viable. [20, 21]

The usage of CKAN along with NKOD is currently possible using
the CKAN API publishing option, and still in use by some munici-
palities; however it has been marked as deprecated, and its usage is
discouraged?, as data provided by CKAN is severely lacking.

’https://extensions.ckan.org/extension/dcat/
Shttps://ofn.gov.cz/rozhrani-katalogi-otevienjch-dat/2021-01-11/
#ckan-api
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Version:
1.0
Title:
Author:
eg. A descriptive title
Joe Bloggs
URL:
Author Email:

/dataset’: = eg. my-dataset |
Joe@example.com

Description:
Maintainer:

eg. Some useful notes about the data
& Joe Bloggs
You can use Markdown formatting here

Maintainer Email:

Tags:
eg. economy, mental health, government joe@example.com
License: Custom Field:
Please select the license v Key
ions and additional information can be found at

@ Licer
pende!

Value:

Organization:
Cusiom Field:

Test Organization v
Key
Visibility: Value:
Privaie
Cusiom Field:
Source: Key
http://example.com/dataset.json
Value:

Figure 2.1: Create Dataset form in CKAN 2.10. Source: Author.

2.1.3 LKOD by Operator ICT

LKOD by Operétor ICT is a complete LKOD solution offering an ad-
ministration user interface, and fully separate a public-facing catalog.
Being similar to CKAN, it offers functionality allowing the users intu-
itive management of datasets and their distributions, and it also offers
integration with an FTP server in order for users to have the ability to
upload files from the administration user interface. LKOD has been
developed as a response of Prague to CKAN no longer being a suffi-
cient storage of the relevant information, the reasons for which being
discussed in the previous chapter. The user interface of the public
catalog is depicted in Figure 2.2.

10
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Oteviena data -
hlavniho mésta Prahy

22 366 14

VYHLEDAT

Jakou hledéate datovou sadu?

Zobrazit véechny datové sady >

Témata

Hospodarstvia Regiony a mésta Pfedbézné daje Zivotni prostiedi
finance

96 datovych sad 83 datovych sad 67 datovych sad 60 datovych sad

Figure 2.2: LKOD Catalog at opendata.praha.eu. Source: Author.

Unlike CKAN, LKOD by Operétor ICT does not handle the entry
of dataset and distribution metadata on its own, but it delegates the
task to the official web interface provided by data.gov.cz. The data
entered in the official form is then returned back to LKOD, which stores
it both in a PostgreSQL database and a SPARQL server, and exposes it
both using a JSON-LD endpoint and a SPARQL endpoint. Therefore
the NKOD publishing method can be either DCAT-AP Documents or
DCAT-AP SPARQL Endpoint.

Due to the generality of such approach, meaning the dataset meta-
data is provided by data.gov. cz directly, this solution is future-proof.
Any potential updates to OFN can be easily incorporated into the so-
lution without the need for major architectural changes or customiza-
tions, as opposed to e.g. CKAN.

LKOD is built using open-source components, and it is itself, open
sourced under the MIT License, allowing anyone to freely re-use the
source code. From a technical perspective, LKOD is divided into seven

11
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distinct components, which interact with each other to form the com-
plete LKOD solution.

As the rest of the thesis is focusing specifically on the LKOD imple-
mentation from Operétor ICT, from now on, LKOD is going to refer to
this specific implementation, rather than being used as a generic term.

Now follows discussion of each component of the LKOD solution.

Database

The database of choice for the LKOD project is PostgreSQL. At the
time of writing, the used distribution and version is from Docker Hub,
specifically bitnami/postgresql:13.9.0.

Database migrations are performed using the db-migrate library.
The details of migrations are discussed in the Backend section, as the
migrations themselves are a part of the backend project.

The database consists of 9 tables, 3 of which are used for secondary
uses like password resets, activity logging, and migration tracking.

Backend

The LKOD backend (internally named 1kod-backend) is responsible
for the management of datasets, storage of the entered information
in a SPARQL database, and since recently, also automatic dataset
synchronization from ArcGIS. Data for the two frontends is exposed
using a combination of REST endpoints and a SPARQL endpoint. Data
for NKOD is exposed in the JSON-LD format. The REST endpoints are
authenticated using JWT, and documented in the OpenAPI 3 format.
The backend project includes database migrations utilizing the db-
migrate NodeJS DB migration framework, where the migrations are
checked and possibly executed when the backend Docker container
starts.

The backend is written in TypeScript with the use of the Express.js
Node.js application framework. Testing is performed with the help of
the mocha, sinon, supertest and chai libraries.

12
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Frontend: Catalog

The LKOD catalog (internally named 1kod-catalog), being the public-
facing part of the solution, displays all data and metadata about or-
ganizations, datasets, and topics to the general public. The datasets
and organizations are searchable using simple text search. The data
is fetched from the backend using SPARQL, and the majority of the
content is rendered on the server using Next]S server-side rendering
(SSR).

The catalog is written in TypeScript in the Next]S 14 framework,
and it is not automatically tested.

Frontend: Administration

The second frontend, LKOD administration (internally named lkod-
admin), is separate from the public-facing LKOD catalog.

The administration interface is used only by the parties responsible
for the published data, so it is separate from the public-facing catalog
frontend. The original functionality only includes the creation, update,
and deletion of datasets and their distributions. There is no organiza-
tion or user management, meaning such data has to be inserted into
the database manually. This frontend interacts with the backend using
REST with JWT, and the majority of the pages are rendered using
Next]S server-side rendering (SSR).

The administration frontend utilizes the exact same tech stack as
the LKOD catalog, being TypeScript & Next]S 14. This frontend is also
not tested.

Redis

Redis is present, at the time of writing, the used distribution being
bitnami/redis:6.2 from Docker Hub.

The only use of Redis is for a blacklist of JWT tokens for the backend,
where each JWT token is blacklisted during logout.
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SPARQL storage

For the SPARQL database, Apache Jena Fuseki 2 is used. A custom
fork? is used, forked around December 03, 2022, but the only change
is the addition of a Dockerfile and a GitLab CI build.

Besides PostgreSQL, the catalog data is also kept inside the SPARQL
database; however, as previously mentioned, only the LKOD catalog
makes use of the SPARQL endpoints. NKOD is populated using JSON-
LD instead.

Optional FTP storage

The FTP storage part of the stack is optional because the LKOD is
merely a catalog, and hosting of the distribution files themselves are
not strictly a feature of the catalog. However, due to the familiarity
of users with CKAN, where the storage is integrated into the catalog,
LKOD also offers integration with an FIP and NGINX server, where
the files can be uploaded from the LKOD administration user interface
itself.

After the file is uploaded using FTP from the LKOD backend, it
is made public using an NGINX instance configured to expose files
from the mounted directory. The generated public link can then be
copied from the LKOD administration user interface, and included
into the dataset as a distribution.

For the FTP storage part of the stack, a combination of Pure-FTPd
and NGINX are used, the versions being crazymax/pure-FTPd:1.0.49
and bitnami/nginx:1.22 at the time of writing.

22 CLM

Before the evolution of OFN started demanding a more elaborate
LKOD solution, CKAN has been the platform of choice for a number
of municipalities and organizations. After the evolution of OFN, there
arose a need for a way to efficiently migrate datasets from CKAN to
LKOD. This need lead to the development of the the CKAN LKOD
Migrator (CLM) by Mgr. Dominik Skéla, which allowed such migra-

“nttps://gitlab.com/operator-ict/golemio/extras/fuseki2
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tion in an intuitive user interface without the need to transfer datasets
between platforms manually. [22]

The CLM project has been adopted by Operator ICT, and the appli-
cation is currently publicly accessible at migrace.opendata.praha.eu,
allowing any municipality or organization to use it without the need
to deploy it on their own infrastructure.

This migration performed by CLM is achieved by accessing the
CKAN datasets with the help of a CKAN API key, and inserting them
into LKOD using its REST interface, after authenticating using a user-
name and a password. [22]

Additional features of the application are the possibility of pre-
filling selected properties for each imported dataset, namely the pub-
lishing frequency, the Register of territorial identification, addresses
and real estate (RUTAN) code, and the license of the distribution. [22]

CLM is implemented in Python, with the help of the Flask frame-
work, and additional libraries flask_bootstrap, flask_wtf, wtforms

and jsonschema. Small parts of the user interface are managed by
jQuery 3.5.1.
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3 Selecting a problem to solve

After delving into the open data field, the next step was to learn
about current pain points, learn about the priorities from the relevant
sources, and then identify & address selected issues. The main sources
of information were Operétor ICT, the company responsible for open
data in Prague, and prior work from Mgr. Dominik Skala, a former
member of the Laboratory of Service Systems, who has been solving
such problems in the past. Communication was initially carried out via
e-mail, and later via a Slack channel belonging to Operator ICT. Now
follows discussion of the identified issues, and the selection process.

3.1 From Operator ICT

The primary source of possible improvements in the field of open data,
and their respective relevancy, is Operator ICT themselves. In mutual
discussions with Operator ICT, a number of tasks were proposed and
discussed.

3.1.1 Populate LKOD Catalog using JSON-LD

Currently, the code driving the LKOD Catalog user interface performs
SPARQL queries and renders the fetched data on the server side,
later passing it to the frontend side in a pre-rendered manner. Due to
the identified high cost of SPARQL operation!, this process could be
optimized by populating the user interface using existing JSON-LD
endpoints instead. The replacement of SPARQL with JSON would
also fully remove the dependency on the SPARQL server, which could
then be disabled completely, making it an optional component of the
LKOD solution.

As the immediate benefits are questionable for municipalities other
than Prague, it was decided to let this issue be handled by the devel-
opers of Operétor ICT.

Ihttps://gitlab.com/operator-ict/golemio/lkod/1kod-general/-/
issues/106
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3. SELECTING A PROBLEM TO SOLVE

3.1.2 Features for Datové centrum Usteckého kraje

Datové centrum Usteckého kraje (Data center of the Usti Region) have
expressed interest in having the possibility to manage organizations
within the LKOD administration user interface.

Due to an equal request also coming from another party, discussed
in the next section, the addition of organization management is one of
the improvements implemented as a part of this thesis.

3.1.3 Implementation of LKOD Hradec Kralové

Hradec Krélové has contacted Operator ICT with the interest of having
LKOD implemented in their municipality, asking for technical cooper-
ation. Due to the lack of resources on the side of Operator ICT, this
task was not going to be put in planning in the foreseeable future. As
a result, implementation of LKOD in Hradec Krélové has been chosen
to be performed as a part of this thesis.

The implementation of LKOD in Hradec Kralové not only necessi-
tates the deployment of LKOD itself, but also customization of the user
interface according to the Hradec Krédlové visual style, and also the
implementation of user and organization management in the LKOD
administration user interface.

Due to the presence of CKAN in Hradec Kralové, the use of CLM
is assumed, therefore evaluation and possible maintenance of CLM is
to be performed.

3.2 From prior work

In the future work part of his thesis, Mgr. Dominik Skala has identified
a set of potentially beneficial improvements both for his application
CLM, and for LKOD itself. [22] The individual improvements are
discussed below.
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3.2.1 For CLM
Transformation of distributions of datasets into datasets

In prior work, it was identified that in some instances, municipalities
tend to add multiple unrelated, distributions into a single dataset. [22]
The idea is to implement a feature where these cases could be handled
intuitively in the migration application itself.

Although a potentially useful feature, such improvement was not
selected for this thesis due to the lack of interest of the questioned
parties.

Default settings for individual datasets

In the current state of CLM, it is possible to pre-fill various properties
like periodicity, license, and the RUIAN value during the migration
for each imported dataset. The idea here is to offer an extension of
the user interface where such information could be pre-filled for each
dataset in the CLM user interface. [22]

This potential improvement has not been implemented due to
the fact that it will likely be necessary to go through each dataset
anyway, and correcting such properties is fairly straight forward due
to the intuitiveness of the dataset modification user interface. The
majority of datasets of Hradec Kralové only contain a small number of
distributions, hence the limited usefulness of such feature. Also due
to the lack of interest, focus is better spent elsewhere.

Migration from applications other than CKAN

The core of this feature is the possibility to migrate from other appli-
cations, for example DKANZ. [22]

Identifying or contacting any specific municipality showing inter-
est in such feature has not been successful. Due to the lack of interest,
the decision is to not implement support for additional applications
in CLM as a part of this thesis.

2DKAN is an open-source open-data platform inspired by CKAN built on top of
the Drupal CMS (Content Management System). [23]
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3.2.2 For LKOD
The possibility of adding individual organizations via the GUI

The goal, being identical to aforementioned request from Datové cen-
trum Usteckého kraje presented in the section 3.1.2, is to extend the
LKOD administration with the possibility of managing organizations
from within the web user interface, removing the need to perform raw
SQL queries when carrying out such a task. [22]

Due to this feature being in demand, after a consultation with
Hradec Kralové, who have also expressed interest, it was identified as
one of the priorities and consequentially implemented. The analysis
and implementation are discussed in subsequent chapters.

Installation process via web application

Currently, the installation of LKOD requires a person with nontrivial
technical abilities. The idea for this improvement would be to create
an install wizard, offering to enter the initial user and organization
information in a web interface. [22]

LKOD is a fully custom web application consisting of multiple
technical components, and its deployment will always require a high
amount of technical knowledge. When a technician is able to perform
the advanced tasks needed for the deployment of LKOD, they will
likely also be able to execute a single SQL command needed to insert
an initial user into the database. After the implementation of user &
organization management from within the web user interface, this
initial user is all that is needed to have full control over all data needed
for LKOD operation, including adding more users and organizations.
The conclusion is that the effort is best spent at optimizing the day-
to-day operation by eliminating the need to ever perform raw SQL
queries after the installation process.

3.3 Conclusion

Due to the lack of resources on the side of Hradec Krédlové and Op-
erdtor ICT, and due to the general usefulness of the solution for the
Hradec Kralové region, implementing LKOD in Hradec Kralové has
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been selected as the main objective of this thesis. Due to the supposed
use of CLM in Hradec Kralové, maintenance of the CLM application is
to be performed. Lastly, to eliminate the need to perform SQL queries
when operating the deployed solution, a user & organization manage-
ment interface will be implemented.

The scope of the aforementioned modifications is discussed in the
following chapter, including acceptance criteria and a testing strategy.
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4 Analysis

In the previous chapter, a set of the most beneficial objectives was
identified, along with the justification for each of them. Now follows
discussion of the objectives and their acceptance criteria.

4.1 LKOD administration user interface

4.1.1 User management

Currently, it is impossible to perform basic Create, Read, Update,
Delete (CRUD) operations on rows of the users database table from
within the LKOD administration user interface. Consequentially, every
request to update the users table has to be handled by a skilled sysad-
min. Such a need removes from the intuitiveness of the application,
and it might discourage municipalities from giving access to more
users, for example from other organizations. This can, in turn, lead to
the loss of potentially publishable data due to high barrier to entry.

Therefore, user management should be possible from the LKOD
administration user interface. User management needs to be accessible
only to a special subsets of users, designated using the later discussed
superadmin role.

Now follows a list of acceptance criteria; a logged in user with the
new superadmin role is assumed.

Acceptance criteria
UML1: Itis possible to create, read, update, and delete users.

UM2: Before a user is deleted, a confirmation prompt requiring the
name of the user to be typed in is displayed.

UMB3: Deleting a user cascade-deletes all datasets that they are the
owner of.

UM4: The current user can not delete nor modify their own account.
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4.1.2 Organization management

Currently, it is impossible to perform CRUD operations on rows of the
organizations database table from within the LKOD administration
user interface. Similarly to the management of users, such an operation
is not intuitive, and it might discourage the owners of LKOD from
adding other organizations, potentially losing valuable publishable
data.

It needs to be possible to manage organizations from the LKOD
administration user interface. Organization management needs to be
accessible only to a special subsets of users, designated using the later
discussed superadmin role.

Now follows a list of acceptance criteria; a logged in user with the
new superadmin role is assumed.

Acceptance criteria
OM1: Itis possible to create, read, update, and delete organizations.

OM2: Before an organization is deleted, a confirmation prompt requir-
ing the name of the organization to be typed in is displayed.

OMB3: Deleting an organization cascade-deletes all datasets that be-
long to it.

OM4: It is possible to read, add, and remove members of an organi-
zation.

4.1.3 Superadmin role

Currently, a user in the LKOD system can have one of two roles, user
or admin. The role admin, having a misleading name, does not offer any
real “administrative” capabilities. Users carrying the role admin have
the ability to modify all datasets from their organization, in contrast
to the role user, the carriers of which can only modify datasets that
they have created.

This brings the need for a third role, which would enable its carrier
to have even higher privileges than admin. The elevated privileges
would be to perform user and organization management, and have
edit access for datasets belonging to every organization in the system.
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After a discussion with Operator ICT, the newly added role would be
named superadmin.

Acceptance criteria

SA1:

SA2:
SA3:

SA4:

SA5:

SA6:

SA7:

SAS:

SA9:

SA10:

4.2

The column role in the database table users accepts a third
enumeration constant named superadmin.

A migration modifying the database column is added.

A user with the role superadmin can log into the LKOD admin-
istration user interface.

Alogged in user with the role superadmin sees the Organizations
and Users bookmarks in at top of the LKOD administration user
interface.

A logged in user with the role superadmin can create, read, up-
date, and delete all organizations.

A logged in user with the role superadmin can create, read, up-
date, and delete all users.

A logged in user with the role superadmin can create, read, up-
date, and delete datasets of all organizations.

A logged in user with the role superadmin can re-assign the
owner of each dataset.

A logged in user with the role superadmin can perform all ac-
tions admin already can.

The existing roles user and admin stay unchanged, not having
any more permissions than described in the docs/user_roles.md
document.

CLM application maintenance

Since its initial deployment, the CLM application has had only routine
maintenance done on it, for example minor updates for compatibil-
ity with update data schemas. After testing the application, a set of
necessary modifications and updates was identified; discussed below.
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4.2.1 CKAN access token is too long

As a part of ongoing development of CKAN, the length of the gener-
ated access token required for CLM to function has increased in length.
The access token no longer fits into the designated field in CLM, ren-
dering the application unusable with recent versions of CKAN.

Acceptance criteria

CLM-TK1: The CLM application should accept CKAN access token
at least 256 characters long.

4.2.2 Internal Server Error when loading datasets

When built from source, the application crashes with an Internal Server
Error when loading datasets from CKAN. The issue does not manifest
on the currently deployed version.

Acceptance criteria
CLM-CR1: The CLM application should not fail with an Internal
Server Error when loading data to migrate.

4.2.3 Data leak in the CLM user interface

The CLM application manifests confusing behavior where revealing
the dataset error dialog in the user interface leads to duplication of
errors from the previous times the dialog was opened.

Acceptance criteria

CLM-CF1: When opening the dialog with dataset conversion errors
multiple times, the errors should no longer duplicate each
time the dialog is opened.

4.2.4 Migrate HTTP distribution links to HTTPS

During migration, the CLM application uses the original HTTP links
for dataset distributions hosted outside of CKAN. However, in some
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cases, example being Hradec Kralové, such links could be automati-
cally upgrade to HTTPS, which is required by the best practices for
open data. [24]

Acceptance criteria

CLM-HTTPS1: When converting a distribution, an external distribu-
tion file HTTP link should be migrated to HTTPS au-

tomatically as long as the file succeeds to be accessed
with HTTPS.

4.3 LKOD implementation in Hradec Kralové

A successful deployment of LKOD in Hradec Krédlové necessitated
thorough planning, which was performed in conjunction with the
Hradec Krélové IT team. It was identified that in order for the de-
ployment to be suitable for production, LKOD needs to be modified
with the relevant visual style of the municipality, deployed into the
infrastructure according to the best practices, tested, and the relevant
staff will need to be trained to allow unguided LKOD operation in
the future. The aforementioned best practices have been discussed
both with the technician responsible for the infrastructure, and with
a contractor providing and maintaining technical equipment for the
municipality. The acceptance criteria for all of the requirements are
discussed below.

4.3.1 Modification
Acceptance criteria

HK-M1: The default Prague branding of LKOD is fully replaced by
branding of Hradec Kralové, according to the Hradec Kralové
visual style.

HK-M2: The "DATA PRAHA” bookmark in the LKOD Catalog is
replaced by "THRADEC V DATECH”, leading to the URL
https://hradecvdatech.cz/ instead.
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HK-M3: Text on all pages of the LKOD Catalog are replaced by texts
prepared by the Hradec Kralové IT team.

HK-M4: The social network links on the bottom of the site are replaced
with relevant Hradec Kralové social links.

4.3.2 Deployment

A decision was made by the Hradec Kralové IT team that existing on-
premise infrastructure would be used for the deployment of LKOD.
With this decision in mind, the following strategy and deployment
parameters were selected.

System requirements

An informed decision is supported by data, where it was reported by
Operator ICT that LKOD is visited by around 1,000 people, translating
to around 4,000 pageviews per month. With this information in mind,
in a subsequent discussion a developer from Operator ICT, it was
identified that the optimal system requirements with a substantial
headroom for the deployment of LKOD in Hradec Kralové are as
follows:

e 4 CPU cores

e 8 GB of RAM

e A Debian-based OS

o Atleast 32GB of disk storage

The CPU, RAM, and disk space can be grown on demand by ad-
justing the parameters of the virtual machine, also known as vertical
scaling.

Domain selection

The Fully qualified domain name (FQDN) to be used for LKOD was
decided to be opendata.mmhk.cz. The LKOD application uses a main
domain for the catalog, and then the following subdomains for the
respective parts of the LKOD application:
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e api: The LKOD backend
e admin: The LKOD administration frontend
e sparql: The SPARQL endpoint

e ftp: Public files uploaded onto the FTP

HTTPS configuration

HTTPS in Hradec Kralové for all web solutions is handled in a central
place, the Web Application Firewall (WAF), which is maintained by an
external contractor. The LKOD solution therefore only needs to expose
HTTP traffic, which is then secured by the WAF on a higher level.
Requests to make the relevant changes in the WAF are submitted and
executed by the contractor, so the configuration of HTTPS is outside
of this work.

Platform selection

The first decision is to select between a bare metal deployment onto
dedicated hardware, or a virtual machine.

Bare metal Deployment onto bare metal would necessitate a pur-
chase of a dedicated machine and installing LKOD directly onto it.
Due to existing infrastructure in Hradec Kralové being already set
up to handle virtual machines, and numerous advantages of virtual
machines like the ease of virtual scaling, backups, resiliency, and many
more, it was decided against bare metal.

Virtual Machine Deployment onto a virtual machine is the better
option due to the many advantages discussed previously. The Hradec
Kralové IT team were considering the use of a virtual machine as the
only viable option, therefore it was ultimately chosen to deploy LKOD
into a virtual machine running on Hradec Kralové infrastructure.
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Containerization solution selection

After selecting the appropriate deployment platform, the next step
in the deployment strategy is to select to what degree the application
will be containerized'.

None The first option was to use no containerization at all, and in-
stall LKOD by copying the application files to the virtual machine,
and then installing all dependencies. This process would have to be
repeated on every update, introducing space for potential mistakes
and inconsistencies. The described problem has been solved by con-
tainerization.

Due to best practices from recent years, the presence of a Dockerfile
in each project, and also a working Dockerized example, not using
Docker? would have been a lost opportunity. Containerization guaran-
tees portability and flexibility across different different environments,
no matter if development, testing, or production. [26]

The decision to use Docker was supported by a developer from
Operator ICT, who specifically warned against deployment without
Docker, due to unnecessary complexity and straying away from the
best practice of LKOD deployment itself, which could be hurtful in
the long run, for example during future LKOD upgrades.

Docker It is possible to start Docker containers manually using the
Docker command line interface. However, all parameters of containers
like networking and volumes need to be specified on the command
line, making restarts and future upgrades challenging. For this rea-
son, it was decided against a standalone Docker approach, since the
next option, Docker Compose, allows all of such configuration to be
captured in a standardized format.

Docker Compose The first viable containerization option was using
Docker Compose. Compared to the previous option, all configuration

!Containerization is a software deployment process that bundles an application’s
code with all the files and libraries it needs to run on any infrastructure. [25]

2Docker: A popular industry standard application containerization solution
https://www.docker.com/
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specific to the machine can be captured in a docker-compose. ynl file,
for example static environment variables, networking mode, mutual
dependencies of containers, volumes, and internal networks. [27]
Any potentially changing variables can be imported as environment
variables from a .env file, which can be, for example, generated by
CI/CD. [28]

Docker Compose does not offer any scaling and resilience features
besides container auto-restart on crash and after virtual machine re-
boot, and it offers only vertical scaling by increasing the amount of
resources allocated to the virtual machine it is running on.

Docker Swarm Docker Swarm, being a middle ground between
Docker Compose and Kubernetes, could be the solution to potential
scaling needs as it is one of the simpler orchestrating solutions. It
carries the possibility to scale containers across multiple nodes with
a relatively low complexity compared to Kubernetes. It also includes
load balancing. However, it lacks auto-scaling features, so the contain-
ers still need to be spun up and down by hand. [29]

If scaling, high fault-tolerance and resilience of the application
turn out to be necessary in the future for LKOD in Hradec Kralové,
Docker Swarm could act as a stop-gap solution before implementing
Kubernetes.

Kubernetes Kubernetes® , being a fully-featured container orches-
tration platform, would handle virtually all challenges that would
arise if the application required horizontal scaling, high availability,
self-healing, service discovery, load balancing, rolling updates, and
more. [29]

However, as distributed systems usually do, these features come
at a cost of high complexity. The deployment and maintenance of
a Kubernetes cluster requires a high amount of experience, usually
requiring an employee specifically dedicated to maintenance of such
solution with a job title such as Cloud Infrastructure Engineer. [29]

One advantage of using Kubernetes for LKOD deployment would
be the fact that Operator ICT use Kubernetes for LKOD deployment

3Kubernetes: A popular container orchestration system https://kubernetes.
io/
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in Prague themselves. However, after a discussion with a developer
from Operator ICT, it was discovered that the reason for LKOD in
Prague using Kubernetes was that they already had a Kubernetes
cluster set up running many more applications, and it was simply
easier to re-use their existing scripts and CI configurations for the
deployment of LKOD. The developer from Operétor ICT stated that
for deployment of LKOD on its own, Kubernetes would likely provide
little value in the case of Hradec Krédlové, and Docker Compose would
be the optimal solution due to the lack of need for scaling, and the
simple nature of the application.

Conclusion Due to the low expected page visit counts for Hradec
Kralové, there is no predicted need for horizontal scaling, making
teatures like automatic scaling, load balancing, and high availabil-
ity of no use. The presence of these features offered by each of the
containerization solutions are compared in the table 4.1.

With the support from Operator ICT, it was ultimately decided
that the Docker Compose approach would be ideal due to its low
complexity, compared to more advanced solutions like Kubernetes.
Even though Docker Compose is usually used only for development
and testing, for simple single node deployments, it is a perfectly valid
and officially supported option [30]. Therefore, Docker Compose was
chosen as the optimal solution and used.

Table 4.1: Containerization solution feature comparison [31, 32]

Automatic Scaling | Load balancing | High availability
Standalone Docker | No No No
Docker Compose No No No
Docker Swarm No Yes Yes
Kubernetes Yes Yes Yes

Deployment strategy selection

As a major part of this thesis was deployment in Hradec Krélové, a
suitable deployment strategy had to be selected.
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Manual Manual deployment consists of a developer or a system
administration logging into the virtual machine over SSH, updating
the deployment parameters and/or application versions, and manually
invoking the docker compose up command. Due to the use of Docker
Compose, the room for error with this approach is limited, as there are
no modifications performed to the underlying system. On the other
hand, the configuration is not versioned, so there is no way to keep
history of the modifications, for example to allow rollbacks in case of
failures.

Automated CI/CD As opposed to manual invocation of commands
on the production machine, the process can be automated with the
use of CI/CD to further minimize the room for error, and make the
deployment process more streamlined, and also auditable. A CI/CD
pipeline can be configured to automatically deploy the code when
a commit is pushed to a predefined branch on GitLab. With such
automated approach, the configuration of the deployment is stored
within a git repository, and all secrets are stored in the form of variables
in GitLab. [33]

In GitLab, the automated approach can be used to deploy to multi-
ple parallel deployments of the same project, used for different pur-
poses, with the help of the Environments feature. [33] The feature
allows different variables to be used depending on the Environment,
allowing clear separation between various deployments. [33]

Conclusion The automated approach was selected due to its use-
ful features and advantages. Firstly, the deployment was intended to
happen iteratively, allowing Hradec Kralové to verify the changes in
a non-production deployment before confirming their validity. De-
ploying such changes frequently would be potentially error-prone and
tedious. Secondly, when deploying to production, the use of GitLab
environments allows to use the same procedure as for development,
while only using different variables. This further reduces the room for
error.
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Acceptance criteria

HK-D1: LKOD is deployed on the infrastructure of Hradec Kralové
in a virtual machine.

HK-D2: All relevant parts of LKOD, namely Catalog, Administration,
API, SPARQL and FTP are exposed to the public internet.

HK-D3: Internal parts of LKOD like the PostgreSQL database and
Redis are NOT exposed to the public internet.

HK-D4: The LKOD domain and its subdomains are using correctly
configured HTTPS handled by the existing WAF at a higher
level.

HK-D5: The optional FTP feature for storage of distribution files is
enabled and usable.

HK-Dé6: The deployed LKOD instance has all improvements imple-
mented in 4.1 LKOD administration user interface included.

HK-D7: LKOD is configured with a valid SMTP server of Hradec
Kréalové in order to be able to send password reset emails.

HK-D8: The deployment contains a single user with the role superadmin,
correctly configured with the email address of a responsible
person from the Hradec Krédlové IT team.

HK-D9: All functionality of the deployed LKOD instance is tested
using a manual testing approach.

For the manual testing defined in HK-D9, a number of test cases
verifying the successful configuration and deployment of LKOD was
designed. Note that the below test cases only test the deployment
of LKOD, not its functionality. The actual functionality of the LKOD
feature set is tested during development, and is therefore already
covered, making it outside of the scope of the deployment task.

Test cases: LKOD Catalog

TC-CAT-1: The catalog is accessible on the designated public URL.
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TC-CAT-2:

TC-CAT-3:

TC-CAT-4:

TC-CAT-5:

Given an organization and a dataset was added via LKOD
Admin, then they are displayed in the catalog user inter-
face.

Given a file was uploaded in LKOD Admin, when the
relevant distribution download link is pressed, then the
file is downloaded.

Given a file was uploaded to an external location and
registered in LKOD Admin, when the relevant distribution
download link is pressed, then the file is downloaded.

When the ”Pfihlésit se” button in the bottom of the page
is pressed, then the user is navigated to the LKOD Admin
website.

Test cases: LKOD Administration

TC-ADM-1:

TC-ADM-2:

The administration is accessible on the designated public
URL.

Given a user is logged in and an organization they be-
long to exists, when they fill in the dataset creation form
and hit save, then they are navigated back to the list of
datasets and the new dataset is present.

TC-ADM-3: Given a user is logged in and a dataset they are the owner

of exists, when they upload a distribution file to the
dataset, then the file appears in the list of distributions
for that dataset with a working link.

4.3.3 Training

Acceptance criteria

HK-T1: A responsible person from Hradec Kralové IT team was lead
through the process of adding a user, organization, dataset,
and a distribution in the LKOD administrator user interface.

HK-T2: A responsible person from Hradec Kralové IT team was lead
through the process of registering the LKOD instance in NKOD.
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5 Implementation

5.1 Organization & user management in LKOD

5.1.1 Superadmin role

As discovered during analysis, the addition of user and organization
management into LKOD administration necessitates a new user role,
superadmin. The addition of the superadmin role requires modifica-
tions in three places: the database, the LKOD backend, and the LKOD
administration frontend. Each of those changes are discussed below.

Database

As for the database, the following database UP migration was added,

to extend the pre-existing enum_user_role enumeration.

ALTER TYPE "enum_user_role" ADD VALUE 'superadmin' AFTER '
admin';

Every UP migration needs to be matched with a DOWN migration,
which has turned out to be non-trivial due to the fact that PostgreSQL
does not support removal of enumeration constants!, only addition.
The removal needed to be performed in a round-about way, with the
use of a temporary enumeration, and migration via a string inter-
pretation of the enumeration value. The DOWN migration SQL is as
follows:

UPDATE "user"

SET "role" = 'admin'
WHERE "role" = 'superadmin';

-- The only way to remove an enum value is via a temporary

enum
CREATE TYPE "enum_user_role_tmp"
AS ENUM ('user', 'admin');

ALTER TABLE "user"
ALTER COLUMN "role" DROP DEFAULT;

Ihttps://www.postgresql.org/message-id/21012.1459434338%40sss . pgh.
pa.us
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ALTER TABLE "user"
ALTER COLUMN "role" TYPE "enum_user_role_tmp"
USING ("role"::text::"enum_user_role_tmp");

DROP TYPE "enum_user_role";

ALTER TYPE "enum_user_role_tmp"
RENAME TO "enum_user_role";
ALTER TABLE "user"
ALTER COLUMN "role" SET DEFAULT 'user'::"enum_user_role"

>

Backend

On the backend side, existing code needed to be adjusted in nearly all
Controller classes to allow a superadmin to manage all resources in
the system. Additionally, the response of the POST /login endpoint
was adjusted to include the role field so that the user interface can
later display additional user interface elements if the current user is
superadmin.

The OpenAP], the docs/user_roles.md documentation, and test
cases were updated accordingly. In the OpenAPI documentation,
the LoginOutput data was extended in the following way:
role:

type: string
enum: [superadmin, admin, user]

Administration frontend

On the frontend side, the NextAuthOptions object was updated to
populate the role field, which was added to the Session, User, and
LoginOutput interfaces, later to be used by code which adds user
and organization management. No changes visible to the user were
performed.

5.1.2 User management

The first feature with a visible impact in the user interface is the ad-
dition of user management. This feature necessitated modifications
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in both the backend and the administration frontend; no changes
were needed in the database. The user interface has been designed
to precisely match the style of the existing user interface, and to be
fully responsive, including mobile screen sizes. The implemented user
management user interface is depicted in Appendix B.

Backend

To support user management, five new endpoints have been imple-
mented in the LKOD Backend project. Authentication enforces the
superadmin role for each of the endpoints, otherwise a HTTP code
403 Forbidden is returned. The newly added endpoints are listed and
described in Table 5.1.

Table 5.1: User Management REST API Endpoints

Method | Path Endpoint Description

GET /users Retrieves the list of users

POST /users Adds a new user

GET /users/me Returns the current user’s information

PATCH /users/{userId} | Update a user

DELETE /users/{userId} | Deletes a user

5.1.3 Organization management

Similarly to the user management endpoints, to support organization
management, five new endpoints have been implemented in the LKOD
Backend project. Authentication enforces the superadmin role for each
of the endpoints, otherwise a HTTP code 403 Forbidden is returned.
The newly added endpoints are described in Table 5.2.

In addition to the implementation of the new endpoints, the ex-
isting endpoint PATCH /organizations/{organizationId} has been
modified so that the field arcGisFeed is returned as long as the calling
user possesses the role superadmin. The presence of the arcGisFeed
signifies that the datasets of the organization are fetched automati-
cally from ArcGIS instead of being manually created and managed
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in LKOD. The arcGisFeed is needed in the frontend side so that the
organization modification user interface field can be pre-filled with
the current value, which was not necessary until now, explaining the
current non-presence of the arcGisFeed field.

Table 5.2: Organization Management REST API Endpoints

Method | Path Endpoint Description

POST /organizations Adds a new organization

PATCH /organizations/{organizationId} | Updates an organization

DELETE | /organizations/{organizationId} | Deletes an organization

POST /organizations/{organizationId}/ | Adds a user into an organization
members/{userId}

DELETE | /organizations/{organizationId}/ | Removes a user from an organization
members/{userId}

5.1.4 Dataset ownership transfer

After implementation of the user management feature, it was now
possible to delete users. However, upon deletion of a user who was the
owner of one or more datasets (signified by the foreign key userId in
the datasets table), all of those datasets would be cascade-deleted?
as well. The described shortcoming necessitated the implementation
of an additional feature where the owner of each dataset could be
changed, so that the datasets can be migrated to a different user before
the deletion of their former owner.

Backend

In order to support the described feature in the backend part of the
solution, the endpoint PATCH /datasets/{datasetId} was modified
to accept a userId field in its request body. The userId field is only
accepted as long as the current user possesses the superadmin role,
otherwise the request is rejected with a 403 Forbidden response. This

2SQL cascade delete automatically deletes dependent records in child tables
when a record in the parent table is deleted.
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additional condition is needed because normally, the endpoint is ac-
cessible also to users carrying the user and admin role, where user
can update datasets they own, and admin can update datasets that
belong to the same organization as they do.

The OpenAPI documentation, and test cases were updated accord-
ingly. In the OpenAPI documentation, the UpdateDatasetInput was
extended in the following way:

UpdateDatasetInput:
# ...omitted for brevity
userlId:

type: number
# ...omitted for brevity

Administration frontend

On the frontend side, in the datasets view, each item has been extended
with a “Vlastnik” ("Owner”) label, displaying the name of the current
owner of a dataset. Additionally, if the current user is a superadmin,
a "Vlastnictvi” ("Ownership”) button is displayed for each dataset.
Pressing the button displays a modal dialog allowing the owner to be
changed to any user in the system. The implemented user management
user interface is depicted in Appendix D.

5.2 CLM maintenance

CLM is currently deployed at migrace.opendata.praha.eu, allowing
any organization to migrate their datasets from CKAN to LKOD with-
out the need to install CLM on their own infrastructure. The existing
deployment of the application works well, as long as the version of
CKAN that it is being used with generates API tokens that are less or
equal 50 characters long.

In order to improve the user experience of CLM usage, modifica-
tions were performed and submitted into the source code repository
in the form of merge requests®*, reviewed, and merged. The modified

Shttps://gitlab.com/operator-ict/golemio/lkod/CLM/-/merge_
requests/4

“nttps://gitlab.com/operator-ict/golemio/lkod/CLM/-/merge_
requests/5
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version of CLM can also be found in Appendix G. Now follows dis-
cussion about every performed modification, solving shortcomings
identified in the section 4.2.

5.2.1 CKAN access token is too long

At the time when CLM was built, CKAN has been using the same
authentication mechanism for external API requests as it does now.
However, since the time when CLM was built and deployed, the length
of the CKAN API key has increased substantially. At the time of writ-
ing, the generated token was 175 characters in length, which does not
tit into the designated field capped at 50 characters.

The issue was addressed by increasing the CKAN_api_key field
length limit to 256 characters in the app/src/models/LoginForm.py
tile.

CKAN_api_key = StringField ('API klic_ CKAN', validators=[

Length (0, 256)1)

5.2.2 Internal Server Error when loading datasets

When running the CLM application locally, a crash occurred when
attempting to load a dataset from CKAN. The stack trace lead to inside
the jsonschema library, which was being invoked in the
app/src/components/clm/JSONValidator. py file.

The fact that the crash did not occur in production, which was
using code from the same commit, narrowed down the cause to few
possible variables like the environment, or the packages that were
being used. The latter turned out to be the case. The version of the
jsonschema Python library was not specified in requirements.txt,
which means the latest version was pulled during each invocation of
pip install.

The issue was remedied by identifying and locking the last working
version of the library in the requirements. txt file. The last working
version of the jsonschema library was identified to be be 4.17.3. In
the GitLab CI/CD job history of the CLM project °, it can be verified

Shttps://gitlab.com/operator-ict/golemio/lkod/CLM/-/jobs/
3032888085
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that the last production image was built with a not yet affected version
4.16.0, confirming the validity of the fix.

5.2.3 Data leak in the CLM user interface

In the CLM code, Python class variables are used incorrectly, leading
to a number of variables being shared among class instances where not
appropriate, and possibly not intended. This manifests in confusing
behavior where revealing the dataset error dialog in the user interface
leads to duplication of errors from the previous times the dialog was
opened.

The issue was fixed by turning all class variables into instance
variables in the files app/src/models/JSONValidator.py and
app/src/components/clm/JSONValidator. py.

The problematic code was changed from

class JSONValidator:

schema = None
resolver = None
api_url = ""
errors = []

def __init__(self, api_url):
self.api_url = api_url
self .schema = requests.get (ommited). json()

to

class JSONValidator:

def __init__(self, api_url):
self.api_url = api_url
requests.get (ommited) . json ()

(]

self.schema

self.errors

5.2.4 Migrate HTTP distribution links to HTTPS

During automatic dataset distribution migration, CLM copies the
distribution files from the CKAN storage to the LKOD FTP storage.
However, if the distribution file is hosted externally outside of the
CKAN instance, the link to the distribution file is simply copied instead.
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It was observed that municipalities like Hradec Kralové sometimes use
HTTP links to file even though the file is also accessible over HTTPS.

Since HTTPS is required in the dataset creation form® according to
the best practices, a dataset which uses a HTTP link is not considered
valid, and displays a warning [24].

The improvement is implemented in the form of a modification of
CLM, which intelligently replaces HTTP with HTTPS as long as the
files are also accessible using HTTP.

The following Python function was introduced and applied to each
external file URL during migration:
def use_https_if_ok(resource):

if "http://" not in resource:
return resource

https_resource = resource.replace("http://", "https://")
try:

response = requests.get(https_resource)
except requests.ConnectionError:

return resource

return https_resource if response.status_code == 200
else resource

5.2.5 User interface improvement

A minor improvement was done to the user interface, making it easier
for the user to orient themselves within the list of displayed errors
during a dataset migration. When displaying the modal with a list
of errors, instead of a long string spanning over multiple lines, each
error is now displayed as a separate list item in a list of errors.

®https://data.gov.cz/formulaf/registrace-datové-sady
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5.3 LKOD deployment in Hradec Kralové

5.3.1 Modification

Before deploying LKOD in Hradec Krélové, customization of the page
needed to be carried out. This customization was performed according
to a new Hradec Kralové visual style, to which the municipality is
in the process of migrating. [34] A style guide, the custom “Hradec”
font, a logo, and background images to use were provided as the basis
for the customization.

During the implementation of the Hradec Krélové visual style,
changes were initially communicated with the Hradec Kralové IT
team using emails and a shared Word document. However, due to its
disorganized nature, discussions were soon moved to GitLab in the
form of issues, which allowed efficient tracking of additional modifi-
cation requests and reporting of bugs.

The modified version of LKOD for Hradec Kralové is available in
a public GitLab group 7, and can also be found in Appendix G.

Administration

The LKOD Administration user interface was modified according to
the Hradec Krélové visual style guide, the footer has been updated
with a logo of the Laboratory of Service Systems, and the social links
were updated to point to the social networks of Hradec Kralové. No
other modifications were performed. The resulting user interface is
depicted in Appendix E.

Catalog

Similarly to the aforementioned changes, LKOD Catalog’s user interface
was also modified according to the Hradec Kralové visual style guide,
the laboratory logo was added, and the social links update. However,
apart from these changes, the content on the pages was also modified.
Specifically, all pages under "O otevienych datech” ("About open
data”) and O katalogu” (”About the catalog”) were updated with
paragraphs provided by Hradec Kralové. The first three examples on

"https://gitlab.com/mmhk-opendata/lkod
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the ”Vyuziti a pfinos otevienych dat” (“Use and benefit of open data”)
were replaced by applications specific to the Hradec Kralové region.
The ”O katalogu” ("About the catalog”) page has had a contact form
inserted, and a link to the contact section was added to the footer of
all pages. The “Data Praha” link has been replaced with “"Hradec v
datech”, which is a website with an identical purpose, but specific
to Hradec Kralové. Lastly, a popup asking for feedback leading to a
Prague-specific form has been removed. The resulting user interface
is depicted in Appendix F.

5.3.2 Deployment

Deployments is performed using SSH with public key authentication,
executed by a GitLab CI/CD pipeline. The necessary files are copied
over SSH, after which the necessary Docker Compose commands are
executed.

The persistent state of LKOD consisting of the PostgreSQL database,
the SPARQL database, and the uploaded files, is stored in Docker Vol-
umes®. To facilitate backups, a backup and a restore command were
prepared in the LKOD Deployment repository”.

Two deployment environments were created: a development envi-
ronment used during implementation, and a production environment
activated after the modifications have been approved. The majority of
the pipeline configuration was shared, and the remaining difference
between the environments has been captured in the form of two Git-
Lab environments'’. Deployment parameters of non-sensitive nature
were captured using separate docker-compose.yml override files!!,
where the correct override is selected during deployment depending
on the environment.

A deployment guide has been created in the form of a README
tile in the LKOD Deployment repository, allowing easy re-creation of

8Docker Volumes are the preferred mechanism for persisting data generated by
and used by Docker containers. [35]
‘https://gitlab.com/mmhk-opendata/lkod/lkod-deployment
19GitLab environments offer tracking of the deployment state, and a clear separa-
tion of variables between different environments. [33]
1A Docker Compose override file allows for extension of an existing Compose
file, with the possibility to override selected parameters. [36]
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the deployment in the future. It can therefore lead as a base for other
municipality interested in the deployment of LKOD, thanks to the
isolated nature of the deployment parameters.

Development deployment

For continuous evaluation of implemented changes, a development de-
ployment was set up on the virtual machines of Laboratory of Service
Systems (SeSLab), which was continually updated with incorporated
teedback from Hradec Kralové. The deployment resides on the do-
main lkod.duckdns.org, and it set up with a testing account, with the
email set to superadmin@lkod.cz, password “pass”. Although originally
a DNS record in the Faculty of Informatics (FI) was supposed to be
used, due to difficulties during communication with the FI system
administrators, a free DNS service was used as a fallback. This fallback
domain proved to be no issue, and it has shown to be sufficient for
testing purposes.

For password reset testing purposes, a fake SMTP server is avail-
able at emails.lkod.duckdns.org, where is is possible to temporarily
view any emails sent by LKOD, without the need for a full SMTP
server.

The development deployment is automatically updated with the
latest changes from the development branch in each of the LKOD
repositories using a GitLab CI/CD pipeline, allowing rapid iteration
without the need for manual re-deployment. A deployment strategy
closely matching production was selected to minimize the potential
differences issues specific to production.

Production deployment

After all changes were approved by the Hradec Krédlové IT team in the
development environment, a production deployment followed. The
deployment was performed in the Hradec Krélové infrastructure, and
the public domain opendata.mmhk.cz has been allocated and used.
The deployment to production was a matter of performing the doc-
umented initial steps, configuring the deployment GitLab CI/CD vari-
ables according to the documentation, and then launching a pipeline.
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Automatic deployment is then performed from the master branches
of each LKOD project.

User accounts carrying the superadmin role were created for the
members of the Hradec Kralové IT team, and the initial organization
"Statutarni mésto Hradec Kralové” was inserted. With this organiza-
tion in place, the first dataset “Utedni deska Hradec Kralové” was
created.

5.3.3 Testing

After successful deployment in the production environment, manual
testing was performed using the manual testing strategy designed as
a part of the section 4.3.2. All tests passed successfully, confirming
that the deployment was stable and ready for use.

5.3.4 Training

A meeting has been set up with the members of the Hradec Kralové IT
team, where they were lead through every available feature in the sys-
tem. They were introduced to the GitLab group containing all forked
projects, and given the Owner role. They were specifically notified of
the README file containing instructions for the deployment, and the
backup/restore procedure of all LKOD data.

5.3.5 Registration in NKOD

Upon successful verification that the deployment matches expecta-
tions, the final step is to register the Hradec Kralové LKOD in NKOD.
The registration was achieved by following the official documented
procedure, specifically by filling out a registration form'?, download-
ing the generated file, and submitting it to the relevant Data Box. The
registration was processed within a day, as the initially created dataset
appeared in NKOD the next day, confirming the success of both the
deployment and registration.

2https://data.gov.cz/formul¥C3%A1%C5%99/registrace-10k%C3%A11nY%C3Y%
ADho-katalogu
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5.3.6 Challenges

During the deployment of LKOD in Hradec Krédlové, a number of
challenges arose.

Low quality of existing data in CKAN

It was ultimately decided by the Hradec Kralové IT team that the
existing data in CKAN will not be migrated to LKOD using CLM,
due to the reportedly disorganized nature of the existing catalog, and
non-compliance with OFN. The result of the analysis by the Hradec
Krélové IT team was that it would take more time and effort to migrate
the data than to properly enter the data again. Therefore, CLM was
not used for migration from CKAN, and the migration of the data
becomes out of scope of this thesis.

Domain usage issues

The initial idea of the Hradec Kralové IT team was to place the LKOD
subdomains under the domain hradeckralove.org, leading to an eas-
ily recognizable URL, such ashttps://opendata.hradeckralove.org/.
However, during analysis, it was discovered that accessing the do-
main hradeckralove.org from the Hradec Kralové infrastructure is
problematic due to undisclosed technical reasons, pointing towards
hradeckralove.org being outside of the Hradec Kralové infrastruc-
ture.

As a result, it was decided that the LKOD subdomains should
be placed under mmhk.cz, which is a domain belonging to the Mu-
nicipality of Hradec Krédlové. This lead to another issue, where the
subdomain of choice, opendata.mmhk. cz, was already taken up by the
existing CKAN deployment. It was ultimately decided that the CKAN
instance will be moved to ckan.mmhk.cz, and the opendata.mmhk.cz
domain will be occupied by LKOD.

WAPF interference

During production deployment, without an apparent reason, the com-
ponents of LKOD failed to communicated with each other via their
configured public URL, although such configuration worked well in
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the development deployment. It turned out that internal requests from
the LKOD Catalog to the SPARQL server were routed through the WAF
(Web Application Firewall) of Hradec Krélové. The WAF has observed
that the requests from the SPARQL server contain URL parameters
resembling SQL queries, and banned the host from communicating
with itself under suspicion of an SQL injection attack. This problem
was solved by configuring LKOD Catalog and LKOD Administration
Backend to perform internal SPARQL requests via the internal Docker
Compose network, rather than via the public URL. The remaining
URLs linking the LKOD components together had to stay in their pub-
lic form, because apart from being used for internal communication,
they are also rendered in multiple parts of the user interface.

Invalid HTTPS configuration

During in-development testing of CLM with links from the CKAN
deployment of Hradec Krélové, it was discovered that the HTTPS
configuration of Hradec Krélové on the domain mmhk . cz was incorrect.
The server has been sending a broken certificate chain, which included
a wrong intermediary certificate and a wrong root certificate.

This situation is handled gracefully by modern web browsers using
a technique called AIA chasing (or AIA fetching). In this technique,
the web browsers look up and automatically download the rest of the
certificate chain up to the trusted root certificate in order to verify the
validity of the chain. [37]

However, some networking libraries, for example requests in
Python, do not have this functionality built in, although it is cur-
rently being discussed 3. As a result, when a request with such invalid
certificate chain is performed using a network library without this
support, it fails, often with an unclear error message. This relates to
our solution in two ways.

Firstly, the automatic HTTP to HTTPS conversion mechanism im-
plemented in the section 4.2.4 labels such links as not working, even
though they technically could be used with modern web browsers.

Secondly, NKOD performs automatic checking of all provided
distribution links once per day, displaying a red warning next to all

Bnttps://github.com/python/cpython/issues/62817
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links that do not work. Since NKOD internally uses a library without
ATA chasing, it fails the same way as the requests Python library, and
labels the link as not working, even though modern web browsers
do open it without a warning. This would later manifest in the same
behavior with actual LKOD distribution links, but it was fortunately
caught early.

Upon comparison of the incorrect and the correct certificate chain,
it was discovered that the non-matching certificates differed by name
only slightly, “Thawte RSA CA 2018” vs. “"Thawte TLSRSA CA G1” and
"DigiCert Global Root CA” vs. “DigiCert Global Root G2”, which might
point towards this misconfiguration being a human error. Therefore,
this issue was reported to the Hradec Krélové IT team, and promptly
tixed by replacing the broken certificate chain with a suggested correct
one. The fix was verified to be correct by manual inspection of the
mmhk . cz certificate chain, and also of the affected dataset'* in NKOD.

l4nttps://data.gov.cz/dataset?iri=https%3AY%2F%2Fdata. gov. cz
2Fzdroj%2Fdatov/C3%A9-sady’%2F00268810%2F998562490
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6 Future work

After the successful deployment of LKOD in Hradec Kralové, a num-
ber of improvements for the future of LKOD were identified during
discussions with the Hradec Kralové IT team. The list of improvements
can be used as a basis for potential future work in the field of open
data.

6.1 A "Recent additions” section in the LKOD catalog

To facilitate citizens’ easy access to recently published data about their
municipality, it would be beneficial for the LKOD catalog to offer
a "Recent additions” (”Novinky”) section on the home page. This
section would contain a small number of datasets, ordered by the date
of creation or update.

The data necessary for this functionality is already tracked in
the LKOD Backend SQL database in the createdAt and updatedAt
columns of the datasets table. However, the SPARQL endpoint that
the LKOD Catalog uses to populate its user interface does not expose
these columns since they are not a part of the actual dataset metadata.

Operator ICT has confirmed that the optimal solution to this prob-
lem would be to enrich the dataset metadata with the necessary
tield(s), like the creation and modification date, which are already
tracked in the database. As such fields are already a part of DCAT-
AP 2.0.1 as optional fields of a dataset, specifically dct:issued and
dct :modified, they could be implemented in a standard manner. [38]

6.2 Deeper integration with hradecvdatech.cz

Hradec Krélové is in the process of developing a data portal similar
to data.praha.eu, available in a work-in-progress state at the time of
writing at hradecvdatech.cz. During the implementation of this thesis,
multiple links to the portal were added to LKOD.

However, in order for the users of the portals to be able to find
relevant data easier, it was suggested that deeper integration could
be introduced between these two sites. The primary idea was to in-
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clude datasets and organizations from LKOD in the results of the
hradecvdatech.cz search field.

Since hradecvdatech.cz is currently implemented in Framer', the
ways in which the site can be made interactive are limited. Framer
does offer support for custom components that are written in React,
however, it is unclear whether this feature is flexible enough to support
this use case. [39]

6.3 English language in the catalog

In both DCAT-AP-CZ and the dataset creation form itself, in addition
to Czech, all textual fields can be filled in in English. It would, therefore,
make sense for the catalog user interface to have the possibility to be
switched to English. Hradec Krélové has shown interest in this feature,
primarily to increase the accessibility of the platform, for example for
citizens who are interested in data, but have not yet been able to learn
the Czech language, or completely foreign users.

6.4 Safer deletion of users and organizations

Currently, deleting a user or an organization deletes all datasets that
belong to them. This is potentially dangerous, and can lead to data loss.
Due to the danger of this operation, a confirmation dialog asking to
type in the name of the user/organization was implemented. However,
it would still be safer to implement deletion of users and organizations
in a soft-delete? manner.

A similarly safe solution would be to allow deletion of users and
organizations, but only after all datasets have been transferred from
them or deleted. As one of the features implemented was the possi-
bility to transfer the ownership of a dataset to a different user, it is
now possible to manually move all datasets away from a user before
deleting them. However, checking if they have any remaining datasets

!Framer: A design tool used for creating both interactive prototypes, and simple
production-ready interfaces. https://www.framer.com/

2Soft-delete is a technique where data is marked as deleted by updating a flag
or status, rather than being permanently removed from the database, allowing for
potential recovery or auditing.
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assigned still requires to check each dataset in the system visually. The
solution would be for the delete confirmation dialog to display a list of
datasets that still belong to the user or organization, allowing deletion
of the user or organization only after they have been transferred or
deleted.
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7 Conclusion

The outlined goals of this thesis were successfully achieved, providing
significant insights into the field of open data and, most importantly,
producing tangible results.

Firstly, user and organization management was successfully im-
plemented in the Local Open Data Catalog (LKOD), reviewed, and
accepted by its maintainer Operétor ICT. This crucial feature is in-
cluded in the upstream repository of LKOD, greatly improving user
experience of LKOD in any future deployments by removing the need
to ever perform SQL queries in LKOD after the initial deployment.
This change alone has a major impact by significantly lowering the
barrier of entry for new organizations into an existing LKOD instance,
encouraging publication of open data.

Secondly, maintenance in the CLM codebase was performed, solv-
ing all issues that would prevent future deployment and usage of
the application. Although CLM was ultimately not used in Hradec
Krélové, the maintenance performed is still relevant, and is planned
to be reviewed and accepted by Operator ICT.

Lastly, the LKOD user interface has been heavily customized ac-
cording to the requirements of Hradec Kralové. A thorough deploy-
ment and testing plan was designed and successfully executed, deploy-
ing LKOD into production at opendata.mmhk.cz. After deployment,
members of the Hradec Krdlové IT team have been trained, and the de-
ployed LKOD has been registered in the National Open Data Catalog
NKOD, concluding the success of the aforementioned efforts.

During deployment, a number of both common and unusual is-
sues were encountered and subsequently solved. The solutions are
discussed in the final parts of this thesis, which can prove to be helpful
during future production deployments of LKOD.

In collaboration with the Hradec Kralové IT team, multiple future
improvements of LKOD were identified, which would further increase
the usability and accessibility of LKOD. The improvements can be
implemented in future work.

Additionally, an intangible yet invaluable outcome was the strength-
ened collaboration between Operétor ICT and the Laboratory of Ser-
vice Systems (SeSLab), which has the potential to further contribute
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7. CONCLUSION

to the evolution of open data in the Czech Republic. Last but not least,
another valuable result is the establishment of a communication chan-
nel between the municipality of Hradec Kralové and SeSLab, paving
the ground for future opportunities, not only in the field of open data.
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A Dataset creation form by data.gov.cz

1) Datova sada

. Distribuce . Shrnuti

I Nedélejte stejné chyby jako fada poskytovatel(i pfed vami. Pfed registraci datové sady se ujistété, ze nedéldte néjaké z o

Nazev datové sady Cesky

Popis datové sady cesky

Klicova slova Cesky

Téma datové sady

Specifikace (volitelné)

Periodicita aktualizace
mésicni

Dotcené casové obdobi od (volitelné)

Vyberte zacatek obdobi. Pro zménu roku kliknéte na rok v kalendafi.

Casové rozliseni (volitelné)

Jméno kuratora dat (volitelné)

0dkaz na dokumentaci datové sady (volitelné)

@ Nazev datové sady anglicky (volitelné)

B Popis datové sady anglicky (volitelné)

= Klicova slova anglicky

= Téma datové sady (volitelné)

+

Q Souvisejici tizemi

(%) Dotéené gasové obdobi do (volitelné)

Vyberte konec obdobi. Pro zménu roku kliknéte na rok v kalendari.

¢ 2 Prostorové rozlieni v metrech (volitelné)

@ E-mail kurétora dat (volitelné)

EuroVoc témata (volitelné)

Figure A.1: Dataset creation form: Dataset information




A. DATASET CREATION FORM BY DATA.GOV.CZ

Podminky uziti distribuce

L|I| Neobsahuje autorska dila

@ Neni autorskopravné chranéno...

i pr e
@ Neni chranéna zvlastnim prave...

udaje
|8 Neobsahuje osobni Gdaje

Pristup k distribuci

Ty Juce
— Soubor ke stazeni

€@ 0dkaz na soubor ke

uboru ke stazeni

Media type komprese (volitelné)

Odkaz na schéma distribuce (volitelné)

& DATOVA SADA

2 Distribuce

kaz na vlastni licenci tyl

+ (® [B Mediatype souboru ke stazeni

~ (® [B Mediatype baligku (volitelné)

Figure A.2: Dataset creation form: Distribution information
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B User Management

OPEN DATA
i HLAVNIHO ~ DATOVE SADY ~ ORGANIZACE  UZIVATELE

ZMENA HESLA

SUPERADMIN@GOLEMIO.CZ ODHLASIT SE

MESTA PRAHY

Uzivatelé

Nalezeni 3 uZivatelé

Vyhledavani
Zadejte jméno nebo email

Jan Novdk  jan.novak@demo.cz
# UPRAVIT

Uzivatel | Spravuje pouze jim vytvofené datové sady

Marie N

Uzivatel | Spravuje véechny datové sady svych organizaci

in@golemio.cz

Test St in

Administrator | Spravuje viechna data v systému

marie.novak itest.cz
# UPRAVIT

Figure B.1: List of users

Pridat uzivatele

V Odkaz na vytvoreni hesla bude zaslan na zadanou emailovou adresu.
Vi
Jméno*
Email *
3uz ‘ ‘
Role *
ovak

‘ UZivatel | Spravuje pouze jim vytvoiené datové sady

VYTVORIT
Novd

SUPSI GUI WY WIS e

peraunmn

Figure B.2: Add user dialog
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B. User M ANAGEMENT

DATOVE

SADY ORGANIZACE UZIVATELE ZMENA HESLA

x
Vo
U 71\ Upravit uzivatele — Jan Novék | jan.novak@demo.cz
Vyhledavi Jméno*
Jan Novak
Email *
Nalezeni 3 uz ‘ jan.novak@demo.cz ‘
Role *
Jan Novak ‘ Uzivatel | Spravuje pouze jim vytvofené datové sady v
Marie Noval
Test Superadmin  superadmin@golemio.cz
yst
Figure B.3: Edit user dialog
DATOVE SADY ORGANIZACE UZIVATELE ZMENA HESLA
1
x

Uziv

Vyhledavi
Nalezeni 3 uz
Jan Novak
Marie Novéd

Test Superadmin

Opravdu chcete smazat uzivatele? — Jim vytvorené
datové sady budou nenavratné smazany!

Akci nelze vratit zpét!

Jan Novak

Pro potvrzeni vepiste nazev.

Jan Novak ‘

i SMAZAT UZIVATELE

D VRATIT SE ZPET

superadmin(@golemio.cz

Figure B.4: Delete user confirmation

62



C Organization Management

[T OPEN DATA
WV HLAVNIHO  DATOVE SADY  ORGANIZACE  UZIVATELE ~ ZMENA HESLA  SUPERADMIN@GOLEMIO.CZ  ODHLASIT Sf
I E MESTA PRAHY

O rg a n i Za Ce 3 PRIDAT ORGANIZACI

Vyhledavani

Jakou hledate organizaci? VYHLEDAT

Nalezena 1 organizace

logo

Testovci Organizace

Figure C.1: List of organizations

Pridat organizaci

Nazev *

‘ Testovci Organizace ‘

€0 *

‘ 12345 s ‘

URL slug *

‘ testovaci-organizace ‘

Logo URL

‘ https://img.logoipsum.com/332.svg ‘

Popis

Toto g testovaci popis

ArcGIS feed URL

VYTVORIT

Figure C.2: Add organization dialog



C. ORGANIZATION M ANAGEMENT

ITOETN OPEN DATA
HLAVNIHO MESTA PRAHY DATOVE SADY ~ ORGANIZACE ~ UZIVATELE ~ ZMENAHESLA  SUPERADMIN@GOLEMIO.CZ ~ ODHLASIT SE (+
pralc

Testovci Organizace

Informace Clenové

Organizace

A Nizeu Test Superadmin  superadmin@golemio.cz 5
Administrétor | Spravuje viechna data v systému
Testovci Organizace
160 * _ .
+ PRIDAT CLENA
‘ 12345 & ‘

Testovci Organizace URL slug *
Toto je testovaci popis.

Logo URL

Akce

https://img.logoipsum.com/332.svg ‘

_ Popis
@ SMAZAT ‘

Toto je testovaci popis.

ArcGIS feed URL

ZMENIT

Figure C.3: Organization details

Opravdu chcete smazat organizaci? — Jeji datovée
sady budou nenavratné smazany!

Akci nelze vratit zpét!

Testovei Organizace

Pro potvrzeni vepiste nazev.

D VRATIT SE ZPET

Figure C.4: Delete organization confirmation
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D Dataset Ownership Transfer

PRA[HA
PRA|GUE
PRA|GA
PRA|G

OPEN DATA
HLAVNIHO MESTA PRAHY DATOVE SADY ORGANIZACE UZIVATELE ZMENA HESLA SUPERADMIN@LKOD.CZ ODHLASIT SE [+

MOje datOVé Sady E3 PRIDAT DATOVOU SADU

Vyhledavani
Jakou hledate datovou sadu? VYHLEDAT
Filtry Nalezena 1 datova sada &, STAHNOUT SEZNAM DATOVYCH SAD
Stav Test - Testovaci Organizace
D Zvefejnéno 1 Test CS

Stav Zvefejnéno Cas upravy: 18.5.2024 21:32:13 Cas wytvoreni: 18. 5. 2024 14:51:22 Vlastnik: Jan Novak

Organizace 1

D Testovaci Organizace 1 ‘ SOUBORY , UPRAVIT by SKRYT 2 VLASTNICTVI

Téma 1

Figure D.1: Updated organization list view

Prevést vlastnictvi datové sady — Test CS

Zadejte jméno nebo email

Jan Novak  jan@novak.cz
VYBRAT >

Uzivatel | Spravuje pouze jim viastnéné datové sady

LKOD Superadmin  superadmin@lkod.cz
VYBRAT >

Administrator | Spravuje véechna data v systému

Regular User  lkod@test.cz
VYBRAT >

Uzivatel | Spravuje pouze jim vlastnéné datové sady

[ SOUBORY # UPRAVIT ® SKRYT av

Figure D.2: Transfer organization ownership dialog
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E Hradec Krdlové customization - Administration

(11}
Open data DATOVE SADY ORGANIZACE UZIVATELE ZMENA HESLA SUPERADMIN@LKOD.CZ ODHLASIT SE (»

G Hradec Krdlové

MOje dthVé Sa dy B3 PRIDAT DATOVOU SADU

Vyhledavani
Jakou hleddte datovou sadu? VYHLEDAT
Fi |t|'y Nalezena 1 datovd sada & STAHNOUT SEZNAM DATOVYCH SAD
Stav Test - Testovaci Organizace
[] zeismeno 1 Test CS

stav Zveiejnéno Cas Upravy: 18. 5. 2024 21:32:13 Cas vytvoleni: 18. 5. 2024 14:51:22 Viastnik: Jan Novéak

Organizace 1

D Testovaci Organizace 1 . SOUBORY ’- UPRAVIT ‘@ SKRYT : VLASTNICTVI

Téma 1
D Doprava 1

Kligova slova 1

D test 1
Formaty 1

Dcsv;

Zyosit filtry X
Spolupracujici subjekty Sledujte ndas
o Do katalogu
—
G Open data
Hradec Kralové Zména hesla

Odhlasit se [+

Figure E.1: Administration - Hradec Kralové style



F Hradec Kralové customization - Catalog

G

=7

Open data Domd  Datové sady 6r§un|mee O otevienych datech A O katalogu  Hradec v datech
Hradec Kralové ——

Otevi‘end data
meésta Hradec Kralové

i 1 14

Jakou hledate datovou sadu?

Zobrazit vSechny datové sady >

Témata

Doprava Energie Hospodéfstvi a
finance

1 datové sada 0 datovych sad © datovych sad

Populace a Predb&zné udaje Regiony a mésta

spole&nost

0 datovych sad 0 datovych sad 0 datovych sad

Zobrazit viechna témata v

Organizace

logo

Testovaci Organizace

1 datové sada

O otevi‘enych datech

Katalog otevienych dat statutamiho mésta Hradec Kidlové slousi ke
2vefejiiovani datovych sad magistrdty, piispévkovych organizaci a
dalsich subjekto.

Zobrazit vice >

Spolupracujici subjekty

=~ Open data
G P

Hradec Kralové

Mezindrodhni otdzky

0 datovych sad

Spravedinost,
prévni systém a
vefejnd bezpeénost

0 datovych sad

Zobrazit vie >

Sledujte nas

Kontakt

Cookies

Prohlaseni o pristupnosti

Piihlcsit se #)

Figure F.1: Catalog - Hradec Kralové style - Home
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F. HrRaDpEC KRALOVE cUSTOMIZATION - CATALOG

open data Domo Datové sady Organizace © otevienych datech ~ O katalogu Hradec v datech
Hradec Krdalové

— © otevienych datech — VyuZiti a pinos otevienych dat

4 V4 s - U4
Vyuziti a piinos otevi‘enych dat
Oteviend data jsou data, kterd jsou volné dostupnd, snadno pouZitelnd pro kaidého. Oteviend data maji mnoho piinosd pro spole¢nost, napfiklad:
Zvy3uji kvalitu, efektivitu a transparentnost vefejnych sluzeb. Oteviend data umeZziuji ob&anim a organizacim kontrelovat a hodnotit innost statu,

podporovat participaci a spolupraci, zlepsovat rozhodovdni a inovace.

PFind3eji Usporu nakladd a hospoddrsky rost. Oteviend data umoziuji shizovat duplicity a zvySovat efektivitu ve vefejné spravé, stejné jako vytvaret nové
piilezitosti pro podnikdni, zaméstnanost a konkurenceschopnost. Oteviena data také podporuji rozvoj novych produktd a sluzeb zalozenych na datech,

které pfinaseji hodnotu pro zakazniky a spoleénost.

Prispivaiji k fe$eni spole¢enskych problémd a vyzev. Oteviend data umoZiji sdilet a kombinovat rizné zdroje dat pro leps pochopeni a analyzu sloZitych

témat, jako jsou zdravi, Zivotni prostiedi, socidini spravedinost nebo bezpeénost.

Pfriklady aplikaci a sluzeb vyuzivajicich otevifend data

e r——

KAM NA STREDNi $KOLU

[
OO

e
o rracec g,
L s BiStoricE G o

Mapa hibitovd

Digitalni mapa Technickych sluzeb
Hradec Krdlové pro vétdinu hradeckych
hibitovl, kterd umoziuje lidem snadno
najit informace o hrobovych mistech a
platnosti ndjemni smilouvy.

Zobrazit vice >

Hlidac statu

Hlida& statu

Hiida¢ statu je webova platforma, kde na
jednom misté probiha kentrola, analyza a
propojovani dat z registru smiuy,
veiejnych zakdzek, dotaci, sponzord
politickych stran i jednani politik
sametnych.

Zobrazit vice >

Mapa odpadového hospoddistvi

Mapa zobrazuje jednotliva stanovists
kontejnerd na smésny i tiidény odpad,
které mozete vyhledévat i podle zadané
adresy.

Zobrazit vice >

Brnénské brownfieldy

Mapova aplikace vytvoiend z oteviené
datové sady Brownfields.

Zobrazit vice >

Kam na stifedni Skolu

Aplikace Kralovehradeckého kraje
napomdahd budoucim studentom

stiednich kol pii vybéru jejich dalsiho

Zivotniho sméfovani. Najdete zde i mmj
pocet nabizenych mist a poéet nové
piijatych studentd na stiedni skoly.

Zobrazit vice >

R— |

Jak se zménil pocet obyvatel
vasi obce?

Oteviend data vyuZiva také datova
Zurndlistika. Seznam Zpravy na zékladé
dat zmapovaly, jak se v poslednich 150
letech vyvijely podty obyvatel v
Jjednotlivych obcich

Zobrazit vice >

Figure F.2: Catalog - Hradec Kralové style - Use and benefit of open data
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F. HrRaDpEC KRALOVE cUSTOMIZATION - CATALOG

(1 1)
=~ Open data
G Hradec Krdlové

— O katalogu

O katalogu

Lokdlni katalog otevi'enych dat (LKOD)

Katalog otevienych dat statutdrniho mésta Hradec Krdlové byl postaven na fedeni LKOD, za jehoz vyvojem stoji tym datové platformy Golemio ze spoleénosti

Operdtor ICT. Na jeho dal$im vyvoji, spravach a implementaci spolupracujeme s Laboratof servisnich systémi Fakulty informatiky Masarykovy univerzity.

Seni LKODu nahrazuje diivéj

v Ndrodnim katalogu otevienych dat.

©

Piistupnost

LKOD je pIné v souladu se zdkonem &. 99/2019 Sb., o pristupnosti

atalog postaveny na systému CKAN, ktery uZ nevyhovoval sougasnym datovym standarddm. Novy LKOD je moduldr

<>

Open source

LKOD je vyvijen jako souédst

telny a je vyvijen jako open source. V zdkladu mize byt pouzit jinym méstem, kicjem nebo organizaci pro administraci datovych sad a jejich publikovéni

-
=

OFN

LKOD splfivje Otevienou

internetovych stranek a mobilnich aplikaci a o zméné zdkona &.

open source datové

365/2000 Sb., o informaénich systémech veiejné spravy a o zméné

platformy Golemio, a proto

nékterych daldich zékonU, ve znéni pozdéjsich predpisl. Internetové

jei_mohou né vyuzit

stiénky a aplikace subjektl vefejné spravy musi byt pro své

vzivatele vnimatelné, oviadatelné, srozumitelné a stabilni.

Hradec v datech

Pokud nejste pr

jing m&sta, obce, okrdje &

organizace.

f ormu (OFN)

Jol

Rozhrani katalogd otevienych

dat.

nivci tabulek a holych dat, tak nékterd zpracovana data a daléi zajimave informace z pohledu dat o Hradci Krdlové naleznete na datovém

portdle mésta Hradec v datech. Portdl nabizi moznost prozkoumat rizné zajimavé fakta a statistiky, které jsou jiz prehledné zpracované pomoci grafd &

dalsich vizualizaci (napi. dashboeardy, mapy, ...).

Kontakt

Pokud narczite na potize s portélem nebo méte zdjem o vytvofeni U&tu, obratte se prosim na opendata@mmhk.cz. Pro jakékoliv daléi dotazy nebo

pipominky nas mizete kontaktovat na stejné adrese. Informace k obsahu jednotlivych datowych sad Vém poskytne prislusnd organizace.

Kontaktni formular

* Required

1. Mate napad na zvefejnéni dalsi datové sady? Podélte se prosim o né&j s nami.

Enter your answer

2. Mame uvedenou néjakou nepfesnost nebo chybu? Oznamte nam ji prosim.

Enter your answer

3. Mate zajem o zaloZeni Uétu v nasem katalogu pro Vasi oerganizaci?

®
() ne

4. Dalsi komentafe nebo pfipominky

Enter your answer

5. Vas email

Enter your answer

Never give out your password. Report abuse

B® Microsoft 365

This content is created by the owner of the form. The data you submit will be sent 1o the form owner. Microsoft is

not respansible for the privacy or security practices of its customers, including those of this form owner. Never give.

out your password.

Microsoft Forms | Al-Powered surveys, quizzes and polls Greate my own form

The owner of this form has tatement as to how they respanse data. Do not

provide personal or sensitive information. | Terms of use

Figure F.3: Catalog - Hradec Krédlové style - About the catalog

69



F. HrRaDpEC KRALOVE cUSTOMIZATION - CATALOG

L1}
open data Domo Datové sady Organizace © otevienych datech ~ O katalogu Hradec v datech

Hradec Kralové

— © otevienych datech

O otevi'enych datech

Katalog otevienych dat statut@rniho mésta Hradec Kidlové slouzi ke zvefejiiovani datovych sad magistratu, prispévkovych organizaci a dalich subjektd.

Nejednd se o nic slozitého. B&Zné je zvefejiiovat napl: vyro&ni zpravy. Ale z téch se jit &tendi’ nedozvi na zdklads jakych dat se dospélo k zavérom. V

otevienych datech se zveiejni samotnd sesbirand data (napf. dopravni statistika, pocet piijatych zadosti) a kazdy je mize vyuzit.

i} e &

Co jsou oteviend Vyuziti a piinos Jak publikovat
data otevienych dat oteviend data

Pokud vés neoslovuji surova data a tabulky, pak navtivte datovy portdl mésta Hradec v datech. Nabizi bohaty vybér informaci a zajimavosti o Hradci
Krdlové, které jsou zaloZzeny na &iselnych hodnotdch. Tento portal vém umozni objevit rizné statistiky a fakta, které jsou jiz zpracované do piehlednych grafd

a daldich vizualizaci, jako jsou napfiklad dashboardy a mapy. Pokud mate zdjem o Hradec Krélové z pohledu zpracovanych dat, budete na spravném misté

Spolupracujici subjekty Sledujte nas
L 1] Kontakt
=~ Open data o
G Hradec Krdlové Gookies

Prohlageni o piistupnosti

Piihlgsit se +)

Figure F.4: Catalog - Hradec Kralové style - About open data
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F. HrRaDpEC KRALOVE cUSTOMIZATION - CATALOG

open data Domo Datové sady Organizace © otevienych datech ~ O katalogu Hradec v datech
Hradec Krdalové

— © otevienych datech — Co Jsou oteviend data

Co jsou otevi‘enda data

« Oteviend data jsou

data velné dostupnd na internetu ve formé datovych souborl, které Ize stahnout a které jsou ve strojové &itelném a otevieném formatu - CSV, XML,

JSON, RDF a daldi formaty s otevienou specifikaci. To umoziivje kazdému, kdo ma zdjem, data snadno ziskat a zpracovat poditadem.

data poskytovéna pod licenci, kterd neklade 2adnd omezeni na jejich Ziti, viz néved na stanoveni podminek uZiti. To znamend, Ze ufivatelé maji pravo

data libovoln& 3ifit, upravovat a vyuzivat pro jakykoli uéel, véetn& komeréniho. Podminky uZiti by mély byt jasné& uvedeny a snadno dostupné.

data zaregistiovana v Nérodnim katalogu otevienych dat (NKOD) jako datové sady opatiené piimymi odkazy na datové soubory, které je tvoii. To

usnadiuje jejich vyhledavani a objevovani v centrdlnim katalogu. Kazda datova sada by méla mit svij unikatni identifikator a odkaz na misto, kde jsou

data vloZzena.

data poskytovana v co nejvy3si Urovni detailu a granularité, kterd je mozna bez porudeni ochrany esobnich Udajl nebo jinych pravnich omezeni. To
znamend, Ze data obsahuji Upiny obsah databdze nebo agregovanou statistiku. Data by neméla byt zbyteéné filtrovana, anenymizovéana nebo

agregovéana.

data doprovazena popisem jejich obsahu, struktury, zdroje, aktualizace a kvality. To znamend, Ze data jsou opatiend dokumentaci, kterd je

srozumitelnd pro Sirokou vefejnost a obsahuje metadata podle standardd DCAT-AP-CZ nebo DCAT-AP.

data prezentovdana v takovém formditu a kédovdni, které umoziuje jejich snadné naéteni a analyzu poéitaéem. To znamend, Ze data jsou piipravena s

cilem co nejsnazsiho strojového zpracovéni programdtory apod. Data by méla byt konzistentni, validni a bez chyb.

data poskytovana s informaci o tom, kdo je za né zodpovédny a jak se s nim spojit v piipadé dotazd nebo piipominek. To znamend, Zze data jsou
opatiend kontaktem na kuratora pro zp&tnou vazbu (chyby, Zadost o rozéifeni, apod.). Kurétor by mél byt schopen reagovat na pozadavky uzivateld a

zajistit pravidelnou aktualizaci dat.

data publikovany dle otevienych formdlnich norem ve smyslu § 4b odst. 1 zdkona &. 106/1999 Sb. o svobedném pfistupu k informacim.

Zdroj: opendata.gov

Spolupracujici subjekty Sledujte nas
LL 1] Kontakt
=~ Open data o
G Hradec Krdlové Gookies

Prohladeni o piistupnosti

Prihlasit se )

Figure F.5: Catalog - Hradec Kralové style - What is open data
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G Source code

The source code of LKOD and CLM is attached to this thesis in the
form of an electronic archive. Both projects include the modifications
implemented as a part of this thesis, with descriptions of the changes
included in the changelogs of the corresponding LKOD components.

The LKOD project is attached twice, first with the Hradec Kralové
customizations, and the second with the default Prague visual style
with no customization.

The directory structure is as follows:

e lkod-hk: LKOD with the Hradec Kralové visual style
o lkod-prague: LKOD with the default Prague visual style
e CLM: The CLM application
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