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Abstract

Persistence is a critical feature of modern Android malware, enabling
long-term control over infected devices and resilience against user-
initiated removal, reboots, and even factory resets. This thesis presents
a structured categorization of persistence techniques employed by An-
droid malware, grouped according to the system components they
compromise, from firmware-level image tampering and system library
injection to user-space mechanisms like receivers, services, schedulers,
and UI/UX manipulation. Each category is examined with techni-
cal detail, real-world malware examples, and a focus on operational
implications. The analysis is complemented by a practical demonstra-
tion: a persistent application that survives a factory reset and runs
automatically at boot. This prototype, deployed on a rooted physical
device, simulates malware-like behavior and highlights key challenges
of real-world persistence implementation.
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Introduction

The Android operating system has become the dominant platform in
the mobile computing landscape, powering billions of smartphones,
tablets, and embedded devices worldwide. Its open-source nature,
extensive device compatibility, and customizable architecture have
made ita popular target not only for developers and manufacturers but
also for malicious actors seeking to exploit its flexibility for nefarious
purposes.

Among the objectives of modern Android malware is the ability
to maintain a persistent presence on the infected device. Persistence
ensures that the malware survives user-initiated countermeasures
such as application removal, system reboots, or even factory resets.
Without a persistent foothold, malware risks losing its influence over
a device and being rendered ineffective in achieving its goals, whether
those involve surveillance, data theft, financial exploitation, or long-
term espionage.

Persistence on Android can be achieved through a wide variety of
techniques, each leveraging different components of the Android soft-
ware stack — from user-space application abuse, to system-level ma-
nipulations, and even low-level firmware compromises. These meth-
ods vary significantly in complexity, stealth, privilege requirements,
and resilience against detection and mitigation strategies.

The goal of this thesis is to explore the techniques used by Android
malware to achieve persistence. First, relevant background on Android
architecture and malware evolution is presented. The core of the thesis
offers a structured categorization of persistence techniques based
on the technical layer of the system that they affect. Each method is
described in terms of its prerequisites, technical implementation, and
historical or contemporary use by real-world malware.

Finally, the thesis includes a practical implementation of one se-
lected persistence technique, showcasing how an application can be
installed as a system app and triggered at boot to simulate persistent
behavior. The implementation highlights the technical steps involved,
tools used, and challenges encountered, reinforcing the broader theo-
retical discussion with an applied example.



1 Android OS and Android malware

The Android operating system, developed by Android Inc. and later ac-
quired by Google in 2005, quickly attracted a large community of devel-
opers and hardware manufacturers, due to its open-source ecosystem
and flexible licensing model. Its first commercial version, Android 1.0,
was released in September 2008. The system already came preloaded
with several key Google services, including Google Maps, YouTube,
and an HTML browser. Additionally, Android 1.0 introduced the first
version of the Android Market, the predecessor of Google Play Store,
that allowed developers to quickly distribute their apps with almost
no setbacks[1].

By the end of 2012, Android had surpassed iOS in global smart-
phone sales, establishing itself as the dominant mobile operating sys-
tem. As of early 2025, Android holds approximately 70% of the global
mobile OS market share|[2]. Its widespread adoption, open develop-
ment environment, and broad support for applications created outside
of Google’s official development teams have made it not only the most
popular but also one of the most targeted platforms by malicious
actors.

Malware targeting Android devices emerged almost in parallel
with the platform’s growing popularity. The first known Android tro-
jan, DroidSMS, appeared in 2010. Disguised as a simple media player,
it secretly sent premium-rate SMS messages, leading to significant
financial losses for unsuspecting users. To this day, nearly all known
Android malware aims to generate revenue through illicit methods.
While the evolution of Android malware mirrors trends observed in
desktop environments, it has progressed at a significantly accelerated
pace. In contrast, desktop malware underwent decades of technical
innovation before financial motives became dominant; Android mal-
ware focused on profit or user data from the beginning. As Han et al.
observe, this makes Android malware particularly notable for its ongo-
ing exploration of the diverse ways smartphones can be exploited for
large-scale monetization, which are often unavailable or impractical
on traditional desktop platforms[3, p. 63].

With users increasingly relying on their phones for sensitive activ-
ities such as online banking, communication, health monitoring, and
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secure authentication, mobile devices began to store vast amounts of
valuable personal and financial data. The Android malware landscape
evolved rapidly to exploit these opportunities. Early threats focused
on SMS fraud and adware, but as mobile capabilities expanded, mal-
ware authors introduced more sophisticated threats such as banking
trojans (e.g., Anubis, Cerberus) and advanced spyware like FlexiSpy
and SpyNote. Malware campaigns increasingly targeted financially ac-
tive users, business professionals, and government employees, whose
devices contained high-value data. Over time, the strategic importance
of smartphones also attracted the attention of state-sponsored devices
and advanced persistent threat (APT) groups. High-profile espionage
tools such as Pegasus demonstrated how mobile devices could be
silently compromised to conduct surveillance on journalists, political
figures, and activists. In this evolving landscape, Android malware
transitioned from simple scams to sophisticated espionage tools, data
exploitation, and geopolitical influence.

Regardless of the specific type of malware or motivation behind
it, all adversaries ultimately share the same objective: to maintain a
foothold on compromised devices for as long as possible while remain-
ing undetected. Over the years, this goal has driven the continuous
development and refinement of sophisticated persistence techniques,
allowing malware to evade removal efforts, survive device reboots,
and persist even through factory resets and system updates.

In order to understand how infections operate within the Android
ecosystem, it is essential to first explore the architecture and Boot
Process of the Android OS.

1.1 Android Partitioning

An Android device’s firmware is composed of multiple vendor-supplied
system images, each responsible for a specific role in the system’s boot
and runtime functionality. These images are flashed to designated stor-
age partitions and serve distinct roles in the boot process and system
operation.

The Bootloader, stored in the aboot or hboot partition, depending
on the manufacturer, contains the initial bootstrap code responsible

3



1. ANDROID OS AND ANDROID MALWARE

for initializing hardware components, loading the boot image, and
facilitating firmware updates.

The Boot Image, located in the boot partition, is a critical An-
droid image that consists of the Linux kernel and a compressed RAM
disk. During a normal boot, the RAM disk serves as the initial root
tilesystem, and its init.rc scripts define how the remaining system
components and services are loaded.

The Recovery Image is stored in the recovery partition. This is a
specialized minimal functioning Android image that also contains a
kernel and RAM disk, but is used to boot the device into recovery mode
for maintenance tasks such as firmware updates or system repairs
when normal booting fails.

The System Image resides in the system partition. This image
holds the core Android operating system, including system libraries,
frameworks, and pre-installed applications provided by Google, the
device manufacturer, and network carriers.

The Data Partition contains user data and system configuration
files. It also defines the device’s factory default state, which is restored
during a factory reset operation.[4, p. 62]

The Vendor Partition contains device-specific drivers and hard-
ware abstraction layer (HAL) components provided by the device
manufacturer.

There are also other partitions like misc, cache, and others used
for miscellaneous configuration data, cached files, etc.[5]
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Table 1.1: Overview of Android firmware partitions

Name Mount Point | Root / Permis-| Short Description
sions
boot /aboot or | Yes / Read-only | Contains the Linux kernel and RAM disk.
/hboot Used to boot the main operating system.

recovery /recovery Yes / Read-only | Minimal recovery OS and kernel used for
firmware updates and factory resets.

system /system Yes / Read-only | Holds the Android OS core: libraries,
frameworks, and pre-installed system
apps.

vendor /vendor Yes / Read-only | Contains device-specific drivers and
HALSs provided by the OEM.

data /data No / Read-write | Stores user data, installed apps, and set-
tings. Wiped during factory reset.

cache /cache No / Read-write | Temporary system data, used for tasks
like OTA updates and logs.

misc Varies Yes / Varies Holds low-level system settings such as
boot mode flags or carrier configurations.

1.2 Android Boot Process

The Android boot process is a multi-stage sequence that initializes
device hardware, verifies system integrity, and launches the operating
system. The key stages are as follows:

1.

Boot ROM: Embedded in the device’s hardware, this immutable
code initializes the hardware and loads the next stage—the
bootloader.

Bootloader: A vendor-specific program responsible for verify-
ing and loading the Android boot image. If security features
such as Verified Boot are enabled, the bootloader performs
cryptographic integrity checks before proceeding.

Boot Image (‘boot.img’): Contains the Linux kernel and a com-
pressed ramdisk. The ramdisk includes the “init’ process and
associated initialization scripts (‘init.rc’), which are critical for
mounting partitions and starting essential system services.

. init Process and Zygote: The “init’ process is the first user-space

process executed by the kernel. It initializes system properties

5
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and services, including the launch of the Zygote process. Zygote
is responsible for spawning all Android application processes.

. System Initialization: The Android runtime environment (ART),
system services, and application frameworks are loaded, com-
pleting the transition to a fully operational state.



2 Techniques of Malware Persistence on An-
droid

Persistence is a critical feature of advanced Android malware, allow-
ing malicious actors to maintain long-term access to compromised
devices despite user attempts at removal. Adversaries may implement
this feature in multiple ways. These techniques vary significantly in
their implementation complexity, stealth, and resistance to mitigation.
Usually, many of these techniques are used simultaneously in malware
to prolong its presence and runtime on the compromised device for
as long as possible.

The persistence techniques presented in this thesis are categorized
based on the technical layer of the Android system that the malware
modifies or exploits in order to survive reboot, removal, or factory
reset. This classification approach reflects the depth of system pene-
tration and the associated resistance to detection and remediation. It
should be noted, however, that the effectiveness of detection also de-
pends on additional factors such as the sophistication of the malware’s
obfuscation techniques and the presence of security mechanisms on
the device. Each main category in this chapter corresponds to a dis-
tinct technical vector, and the subsections within each category detail
the various sub-techniques used, their prerequisites, and real-world
malware examples.

It’s essential to recognize that there are different methodologies
for categorizing persistence techniques. One of the most well-known
frameworks is the MITRE ATT&CK® for Mobile!, which classifies
adversarial behaviors according to their tactical objectives. The per-
sistence tactic approach focuses on when and how malicious code
re-executes over time, rather than on which specific system layer
(firmware, system, user-space) is modified. This allows the frame-
work to stay focused on observable adversary behaviors and tech-
niques. While this model is highly valuable for threat intelligence and
incident response, the approach adopted in this thesis is specifically
designed to emphasize the technical infection vectors and affected
system components. This perspective is particularly relevant for un-

1. Seehttps://attack.mitre.org/tactics/mobile/
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derstanding the practical implementation of persistence methods and
their implications for system security and forensic analysis.

2.1 Android Image Tampering/Compromise

One of the most potent and resilient methods of achieving malware
persistence on Android devices involves tampering with critical sys-
tem images. This approach typically targets low-level components
such as the boot, recovery, or system partitions. By compromising these
elements, attackers can inject malicious code that persists through de-
vice reboots and factory resets, and gain the ability to execute code
during privileged stages of the boot process.

The origins of image tampering as a persistence strategy can be
traced back to the early years of Android malware development. Be-
tween 2010 and 2014, the technique of installing malware into system
directories gained popularity due to the relative ease of obtaining root
access and the absence of robust integrity verification mechanisms.
Malware authors frequently leveraged public rooting toolkits such as
Framaroot? to gain superuser privileges and place their payloads into
protected system directories. According to Kaspersky, this marked
the beginning of a dangerous trend: many malware families began
exploiting root access automatically, without user interaction, granting
them virtually unrestricted control over the device while bypassing
Android’s application sandboxing model[6].

However, beginning around late 2016, this trend began to decline.
The introduction of Verified Boot® in Android 7.0 enforced crypto-
graphic integrity checks during the boot process, significantly compli-
cating unauthorized modifications to system images. Additionally, the
reduced availability of public root exploits and the growing diversity
of hardware configurations made the development of reliable, uni-
versal rooting payloads increasingly impractical. Consequently, many
malware developers began shifting their focus to user-space persis-

2. Seehttps://www.framaroot.net/

3. Inearlier Android versions, Verified Boot warned users about detected image
corruption but still allowed the device to boot. For more information, see https:
//source.android.com/docs/security/features/verifiedboot
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tence techniques, such as abusing Accessibility Services or foreground
service mechanisms.

As discussed, image tampering requires privileged access to the
device’s firmware partitions. This level of access can typically only be
achieved through:

e Exploiting vulnerabilities that provide root or bootloader-level
privileges.

e Gaining physical access to the device and using specialized
tools (e.g., flashing via Fastboot* or JTAG interfaces).

e Conducting insider supply chain attacks, in which system im-
ages are modified during manufacturing or by third-party ven-
dors before the device reaches the end user.

Despite modern advancements in Android security, firmware-level
persistence remains relevant in specific high-stakes threat scenarios,
particularly those involving espionage, targeted surveillance, or nation-
state operations. In such contexts, adversaries may still possess the
necessary capabilities, including access to leaked OEM signing keys,
zero-day vulnerabilities, or physical manipulation of devices, to tam-
per with firmware images without detection. While mechanisms like
Verified Boot have substantially improved resilience, they are not ab-
solute barriers against determined and well-resourced attackers.

Recovery install script patching

The Android recovery environment is a separate runtime partition,
typically loaded through the recovery. img image, designed for sys-
tem maintenance tasks, such as factory resets, firmware updates, and
system repairs. It operates independently of the main Android OS,
providing a minimalistic interface with elevated privileges.
Recovery may update /boot or /system, but it never overwrites
itself. The /system/etc/install-recovery.sh script is automatically
executed during boot to perform two primary functions: it verifies the
integrity of the recovery partition, ensuring that the recovery environ-
ment matches the expected official version, and if any unauthorized

4. Seehttps://source.android.com/docs/setup/test/running
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modifications are detected, such as the installation of custom recover-
ies like Team Win Recovery Project (TWRP)?, it restores or updates
the recovery partition by reflashing the official stock recovery image.
It also typically reflashes the recovery at the first boot after a factory
reset. This mechanism was designed to maintain the device’s security
posture by preventing users from installing custom firmware or gain-
ing privileged system access through modified recovery environments.
However, a compromise of this script means that malware can exe-
cute arbitrary code during every boot or recovery event, ensuring its
persistence even after factory resets and system recovery operations.

SnapPea Downloader: One of the malware that used this method
was SnapPea Downloader in 2015, which affected Android versions
4 and 5. It is a part of the GhostPush malware family from which
a famous variant named Gooligan later emerged. The infection pro-
cess was initiated when a user installed a malicious version of the
SnapPea Windows backup application on their PC. Upon connecting
an Android device to the infected PC, the compromised SnapPea ap-
plication installed its Android component onto the device with the
user’s approval. This component then deployed repackaged versions
of seemingly legitimate apps containing embedded malicious pay-
loads. These apps used a suite of twelve known vulnerabilities to gain
root access (two of which have assigned CVEs, VROOT — CVE-2013-
6282 and Towelroot — CVE-2014-3153), thereby granting the malware
complete control over the system[7].

In case of successful privilege escalation, the application runs an
installation shell script. Below in the Figure 2.1. excerpt from the script
focusing on the install-recovery.sh file modification.

5. Seehttps://twrp.me/about/

10
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# first remounts /system as read-write and copies malware
files to /system/zbin/.ext.base and to /system/zbin/.b.

# remove immutable and append-only attributes from the
recovery script if set
chmod -i -a /system/etc/install-recovery.sh;

# append to the recovery script to execute malware binary on

recovery/startup
echo -e ‘#!/system/bin/sh\n /system/xbin/.ext.base & \n ¢ >

/system/etc/install-recovery.sh;

# set exzecutable permisstons on the recovery script
chmod 755 /system/etc/install-recovery.sh;

# make the recovery script immutable and append-only again
chattr +i +a /system/etc/install-recovery.sh;

Figure 2.1: Overwriting of the install-recovery.sh by SnapPea
Downloader.

Other examples: During the upcoming years, there have been a
few malware samples that used this mechanism to maintain persis-
tence. The Rootnik malware family, first seen in 2015, modifies the
install-recovery.sh in multiple variants over the years[8, 9]. An-
other example is an app named Cloud Module, discovered in 2018,
whose main function was stealing data[10]. Perhaps the most famous
one using this technique became known as the unkillable xHelper in
2019[11].

Modifying init.rc

The init.rc script is part of Android’s init process, which is the first
user-space process executed by the Linux kernel after boot. This script
is responsible for initializing system properties, mounting essential
tilesystems, starting core system daemons, and setting up critical ser-
vices. Any modifications to this script directly affect the behavior of
the system during boot, making it an attractive target for attackers
seeking to establish early and persistent execution of their payloads.
By introducing additional service definitions or command executions

11
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into init.rc, attackers can ensure that their malicious binaries are
executed automatically upon every device boot.

OldBoot: A classic example of this technique is the first Android
bootkit discovered in the wild, OldBoot. This malware was also one of
the first instances of pre-installed malware on Android devices[3, p.
81]. The 2014 variant Android.0ldBoot . 1 modified the script to insert
a new malicious service and associated socket configuration. It creates
a service that runs /sbin/imei_chk, which acts as an installer for the
malware[12].

# create service which executes the playload
service imei_chk /sbin/imei_chk

# start service during the early core boot phase
class core

# create socket that allows other processes to communicate
with the service
socket imei_chk stream 666

Figure 2.2: Service definition injected into init.rc by the OldBoot
malware.

Update supression

Update suppression is a sophisticated persistence technique employed
by advanced Android malware to prevent the operating system from
receiving critical security patches and updates. By obstructing system
updates, malware ensures that vulnerabilities remain unpatched, al-
lowing the malicious software to maintain its foothold on the device
and continue its operations without interruption.

Malware can suppress system updates through various methods:

e Malware can disable or corrupt Android system services re-
sponsible for managing Over-The-Air (OTA) updates, such as
update_engine6.

6. See https://android.googlesource.com/platform/system/update_
engine/

12
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e Automatic updates also play an important role. Malware can
turn off the Android system’s automatic update functionality
by modifying the system settings, reducing the likelihood that
the user or device would apply the updates.

Pegasus: A high-end surveillance platform developed by the NSO
Group, used by many governments, showcases the use of update
suppression as part of its sophisticated persistence strategy. Pegasus,
or rather the Android variant named Chrysaor, is a notable example
of malware that employs update suppression as part of its persistence
strategy.

The variant, which was described closely by Lookout, disabled the
automatic software updates by setting SOFTWARE_UPDATE_AUTO_UPDATE
to 0. This setting is not part of the official Android SDK or documented
in the Android Open Source Project (AOSP)”. It is probably a system
setting utilized by certain manufacturers, such as Samsung, to control
automatic system updates. There was also a component tied to specif-
ically targeting Samsung devices; the com.sec.android.fotaclient
Samsung’s system updater, which Pegasus managed to remove[13,
14].

# the turning off uptades could have been done using the
/system/bin/settings
settings put system SOFTWARE_UPDATE_AUTO_UPDATE O

# removing the system updater
mount -o remount,rw,execsuid /system
rm /system/app/FotaClient.apk
rm /system/app/FotaClient.odex
pm disable com.sec.andoid.fotaclient

Figure 2.3: Command used by Pegasus to disable automatic system
updates via settings CLI.

7. Seehttps://developer.android.com/reference/
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System Library and Binary Injection/Hijacking

Android applications and services rely heavily on shared libraries,
typically written in C or C++ and packaged as .so (Shared Object)
tiles. These libraries are loaded by system processes and applications
at runtime to provide core functionality such as cryptographic opera-
tions, network communication, and media handling. These libraries
are loaded by system processes and applications at runtime to provide
core functionality such as cryptographic operations, network commu-
nication, and media handling. They are placed in /system/1ib/ or
/system/1ib64/[4, p.42].

System binaries, on the other hand, are executable files that imple-
ment essential system commands and services (e.g.,netd, servicemanager,
or custom OEM binaries). These binaries often run with elevated
privileges and are critical to system stability. These are located in
/system/bin/, /system/xbin/[4, p.12,13].

There are multiple ways in which this technique can be achieved
and implemented:

1. Creating or replacing: Attackers can create new libraries or bina-
ries in /system directory with malicious code or replace legitimate
tiles with modified versions that include malicious code. This is espe-
cially viable for supply-chain attacks where the malicious library is
replaced or added by the vendor or supplier during the manufacturing
process.

A prime example is the Triada malware, later described more
closely as a case study in Chapter 3, which modified the system
library libandroid_runtime.so. Next, the already mentioned Old-
Boot bootkit, among other installed a library 1ibgooglekernel.so
into /system/1ib[12]. The SnapPea Downloader also implemented
this technique, and the installation script also copied two files into
/system/xbin[7]. xHelper places files /system/xbin and runs them
from install-recovery.sh, thus effectively combining the two tech-
niques[11].

2. Patching: After the malware is installed, attackers can patch sys-
tem binaries and libraries to inject malicious shell commands or code

that is executed when critical services start, like modifying init or

14
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servicemanager binaries to automatically launch malware compo-
nents during system initialization or injecting into 1ibandroid_runtime.so
malware ensures that its payload is loaded automatically by system
processes or user apps during normal operation.

The first documented malware to use this technique was Dvmap
in 2017. It managed to inject code into system libraries 1ibdmv.so and
libandroid_runtime.so during runtime[15].

3. Function Hooking and API Hijacking: Instead of replacing entire
libraries or injecting right into them, attackers can hook into specific
exported functions by modifying the library’s symbol table or replac-
ing frameworks. This allows malware to intercept and manipulate
system API calls without requiring full library replacement.

This method can be seen with the Zen malware in 2019, which
can replace framework. jar, which allows it to modify the Android
API[16].

4. Process Injection: Some malware employs runtime-only code in-
jection by manipulating already-running privileged processes using
debugging interfaces like ptrace. This allows the injection of ma-
licious libraries into memory, bypassing static filesystem modifica-
tions entirely. This means, however, that the library will not be loaded
across reboots or turn-offs and the malware would need to employ an-
other technique to ensure the library’s loading at boot. Nevertheless, it
demonstrates a highly stealthy form of in-memory persistence, usually
targeting a highly privileged process, which is not possible to kill as a
user, that avoids on-disk modifications.

A notable example is Loki, which targets the system_server pro-
cess, a core Android component forked directly from Zygote. Loki
attaches to the process using ptrace (), locates writable memory via
/proc/self/maps, and dynamically injects its payload (1iblokih.so)
into the process’s address space. This is functionally equivalent to
LD_PRELOAD abuse on Linux, but adapted for Android’s runtime con-
straints[17, 18]. Other notable malware using this technique is Hum-
mingBad[19, 20].

15
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Installing as a System Application

Another highly effective and widely used persistence technique in all
types of Android malware is the installation of malicious applications
directly into protected system directories, such as /system/app/ and
/system/priv-app/. By placing malware in these locations, attackers
ensure their applications are loaded during system startup and persist
across reboots.

e /system/app/: This directory is used for standard system appli-
cations installed by device manufacturers or during the initial
firmware setup. Applications placed here are treated as trusted
system apps but still adhere to certain permission limitations.
These include the prebundled apps from Google, as well as any
vendor or carrier-installed apps (though these should techni-
cally reside in /vendor/app, instead).

e /system/priv-app/: Applications in this directory have signif-
icantly more privileges. They can request and be automatically
granted permissions not available to regular apps (e.g., access
to SMS, call logs, device identifiers), and their activities are less
scrutinized by Android’s permission system. This is why many
core system services and critical apps reside in this directory.

BusyGasper: Discovered in 2018, BusyGasper was a sophisticated
spyware platform with espionage capabilities typically associated
with advanced persistent threat (APT) actors. The malware targeted a
limited number of Android devices, likely in a highly targeted surveil-
lance campaign, with fewer than 10 victims discovered. The malware
consisted of multiple components, where the first one had installed
other modules into the /system/priv-app[21].

Other examples: From the already mentioned malware, Oldboot
leveraged this technique as well. Then in 2015, a new malware called
BrainTest emerged, which used this technique, and installed a ma-
licious application as a system app[22]. There is also SpyDealer al-
though it was discovered in 2017, it still used the exploits for rooting
targeted at devices with an Android version of 4.4 and lower[23].
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Another sample leveraging this technique is DoubleAgent, discov-
ered in 2020 but active since 2013, as a part of a highly sophisticated
surveillance campaign[24].

Below is an example of how most of the mentioned malware installs
the application into the protected partition.

# remount the /system partition with read-write permissions
mount -o remount,rw /system

# copy the malicious APK into the system app directory
cp malicious.apk /system/app/malicious/

# set the file ownership to the 'system' user and group
chown system.system /system/app/malicious/malicious.apk

# set appropriate file permissions (readable by system)
chmod 644 /system/app/malicious/malicious.apk

# enable the malictious application (registers it with the
system)
pm enable com.android.malicious

Figure 2.4: Generally used shell commands for installing a malicious
APK as a system application.

2.2 Abusing services

Services® are a fundamental Android component designed to perform

background operations independently of a user interface. While they
serve legitimate functions — such as media playback, data synchro-
nization, and sensor monitoring — their flexible and persistent nature
also makes them an attractive target for abuse by malware authors.
In early Android versions (prior to 8.0), services, especially back-
ground services, were largely unrestricted. Malware frequently ex-
ploited this by registering services that launched at boot and remained
active indefinitely, enabling constant monitoring, logging, or remote
control. However, in response to widespread abuse and battery drain

8. See https://developer.android.com/develop/background-work/services
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concerns, Google introduced Background Execution Limits starting
with Android 8.0 (API level 26). These restrictions prevent back-
ground services from running freely when the app is not in the fore-
ground, unless they are promoted to foreground services.

As a result, modern malware has adapted by either:

e Using foreground services to bypass background restrictions,
often with deceptive or invisible notifications;

e Using companion components, such as boot receivers and sched-
ulers, to restart services on demand.

Despite these limitations, services remain a widely used and flexi-
ble vector for maintaining persistence.

Background Services

Background services are typically started through startService()
and continue running in the background until manually terminated
by the system or user. Malware can exploit background services to per-
form activities such as logging, data exfiltration, or state monitoring;
activities that require constant execution but minimal visibility.
However, since the introduction of Doze Mode and App Standby
in Android 6.0%, and the stricter execution limits in Android 8.0+,
background services face increasing system-imposed termination if
the app is not actively in use. Malware authors can circumvent this
by using the START_STICKY return flag in onStartCommand (), which
instructs the system to automatically restart the service after it is killed.

BOULDSPY: A highly sophisticated surveillance platform, identi-
tied in 2023, demonstrates the abuse of Android services for persistent
espionage operations. It launched background services that remained
running across reboots and allowed for real-time microphone access,
SMS surveillance, and remote file exfiltration.

The code below, found in BouldSpy’s service implementation, over-
rides the onDestroy () method to prevent service termination. When

9. See https://developer.android.com/training/
monitoring-device-state/doze-standby
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the system or user attempts to stop the service, it broadcasts a custom
intent and immediately restarts the core surveillance component. This
ensures continued execution even under aggressive service manage-
ment policies[25].

@0verride

public void onDestroy() {
super.onDestroy() ;
this.wl.release(); // Release wakelock
// Log destruction for debugging
Log.d("BouldSpy", "onDestroy: Service being destroyed");
// Create intent with custom action to broadcast restart
Intent restartIntent = new Intent("YouWillNeverKillMe");
this.getApplicationContext () .sendBroadcast(restartIntent);
// Ezxplicitly restart the main surveillance service
this.startService(new Intent(this, MainService.class));

Figure 2.5: BouldSpy’s overriding of the onDestroy () method.

Foreground Services

To circumvent background restrictions on newer Android versions,
malware increasingly uses foreground services, which are granted
higher execution priority by the operating system. Foreground services
must display a persistent notification to the user, but malware often
disguises this notification using benign labels or transparent overlays
to avoid detection.

The transition from background to foreground service abuse illus-
trates how Android’s security hardening has shifted malware strate-
gies from stealth to deception. Foreground services not only survive
memory cleanup routines but also retain access to sensitive system
APIs — such as the microphone, camera, and location services —even
when the app is not active.

Mandrake: This spyware campaign has been active since 2016 and
was first discovered in 2020; distributed via Google Play and third-
party stores under the guise of utilities or lifestyle apps. It uses fore-
ground services to maintain persistence while performing continuous
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surveillance on infected devices. By displaying a transparent or mis-
leading notification, the malware was able to stay active without alert-
ing the user, leveraging Android’s own APIs to justify its prolonged
execution[26, 27].

2.3 UI/UX manipulation

User Interface (UI) and User Experience (UX) manipulation repre-
sents a class of malware techniques primarily aimed at defense evasion
and, in some cases, achieving persistent execution through deception.
While many of these techniques focus on hiding malicious applica-
tions from user awareness, thereby preventing manual termination or
uninstallation, certain strategies actively simulate legitimate system
behavior to mislead users and retain control over the device.

Predator: This is a mobile surveillance platform attributed to the
commercial spyware vendor Cytrox and linked to highly targeted
cyberespionage operations. One of its key techniques involves Ul
manipulation to simulate a device shutdown, allowing surveillance
to continue even while the user believes the phone is powered off,
Predator remains active in the background. This can ensure that the
spyware components won't be killed by the system’s shutdown or
reboot[28].

Accessibility Services

Although technically implemented as a subclass of Android’s Service
component, Accessibility Services!'? represent a distinct and powerful
attack vector due to their elevated privileges and direct interaction
with the user interface. Originally introduced in Android 1.6 (Donut)
to assist users with visual or motor impairments, Accessibility Services
gained significantly more functionality beginning with Android 4.0
and especially 4.1 (Ice Cream Sandwich and Jelly Bean). These later
improvements provided developers with the tools to create advanced
assistive technologies, but also opened the door to abuse.

10. See  https://developer.android.com/guide/topics/ui/accessibility/
service
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An app can register an Accessibility Service by extending the
AccessibilityService class and declaring appropriate metadata
in the AndroidManifest.xml and an XML configuration file. Once
activated by the user, often through deceptive prompts or social en-
gineering, the service is granted extensive access to system-wide Ul
events and interaction capabilities. These include:

e Monitoring Ul events: Apps receive system-wide accessibility
events, such as TYPE_VIEW CLICKED, TYPE_VIEW TEXT CHANGED
and TYPE_WINDOW_STATE_CHANGED, enabling observation of all
user interactions..

e Interacting with UI Elements: Via the AccessibilityNodeInfo
API, services can traverse the view hierarchy, click buttons,
input text, and trigger other actions

e Performing Global Actions: Services can invoke performGlobalAction()
to simulate pressing system buttons like Home, Back, or Recent

Apps.

e Reading on screen content: Accessibility Services can extract
text and labels from UI elements, potentially exposing pass-
words, SMS codes, and other sensitive information.

Once the user enables these services, malware can bypass per-
mission dialogs, manipulate other apps’ Uls, and grant itself new
capabilities, all without direct user awareness. While all these actions
are mainly useful for data exfiltration, they can be helpful in achieving
persistence due. This technique is best described by showcasing it with
an example below.

Mandrake: This malware offers a particularly instructive example
of Accessibility-based persistence. Beyond surveillance and remote
control, Mandrake employed a layered defense model using both the
Device Administrator and Accessibility privileges to resist removal.
Mandrake gains Device Administrator access by using deceptive
prompts styled as legitimate system requests (e.g., “enable battery
optimization” or “activate advanced features”), manipulating the Ul
via Accessibility services. Once the user accepts, UI detection and
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manipulation are once again used to intercept any attempts to disable
either Device Administrator or Accessibility privileges, effectively
blocking the user from accessing the appropriate settings screens or
confirming removal dialogs, forming a closed loop of protection[26].
For typical users, the only reliable removal method is to boot into safe
mode, manually revoke administrative privileges, and then uninstall
the app.

24 Abusing receivers
Broadcast receivers!! are a core Android component designed to re-
spond to system-wide or application-specific broadcast messages,
known as intents. These intents are emitted by the system in response
to key lifecycle events such as device boot, app installation or removal,
network changes, or user actions. By registering a BroadcastReceiver,
either statically in the manifest or dynamically at runtime, an applica-
tion can execute code in reaction to these events, without any direct
user interaction.

Applications can register to receive broadcast intents at runtime,
which are system-wide intents delivered to each app when certain
events happen on the device, such as network changes or the user
unlocking the screen. Developers typically register to receive specific
broadcasts in the AndroidManifest.xml file or dynamically at runtime
through code. Then, a broadcast is sent, and the system automatically
routes broadcasts to apps that have subscribed to receive that partic-
ular type of broadcast. In Android 8 (API level 26), broadcast intent
behavior was changed, limiting the implicit intents that applications
can register for in the manifest. In most cases, applications that register
through the manifest will no longer receive the broadcasts. Now, ap-
plications must register context-specific broadcast receivers while the
user is actively using the app. Below are examples of relevant system
broadcasts that an app can register to achieve or can help achieve
persistence

11. See https://developer.android.com/develop/background-work/
background-tasks/broadcasts
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BOOT_COMPLETED: Perhaps the most common and straightfor-
ward system event leveraged for persistence is the BOOT_COMPLETED
broadcast. It is sent by the Android system once the device has finished
booting and all critical services have been initialized. Any application
with the RECEIVE_BOOT_COMPLETED permission and a manifest-
declared receiver can intercept this broadcast and start a service or
activity immediately after every device restart.

<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED" />

<receiver android:name=".BootReceiver">
<intent-filter>
<action android:name="android.intent.action.BOOT_COMPLETED" />
</intent-filter>
</receiver>

Figure 2.6: Manifest declaration for a BroadcastReceiver that listens
for the BOOT _COMPLETED event.

PACKAGE_REMOVED: BrainTest malware employed a very inter-
esting tactic that tried to gain persistence by creating some sort of a
watchdog. It installs two applications - mcpef . apk and brother.apk -
with the same functionality, and these two applications monitor the
removal of each other. If one of the applications is deleted, the sec-
ond application downloads and re-installs the removed one. The alert
of uninstallation was done by listening for PACKAGE_REMOVED
events[22].

2.5 Abusing system schedulers

Android provides multiple APIs that allow applications to schedule
deferred or periodic tasks. These schedulers, originally intended for
background processing, efficiency, and battery conservation, are also
commonly leveraged by malware to persist over time without con-
tinuous execution, often in combination with other components like
services and receivers.

Prior to Android 5.0 (Lollipop), most apps used AlarmManager,
a basic scheduler that could trigger tasks at specific times or inter-
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vals—even if the app was not running. However, this led to excessive
background wakeups and battery drain, so Android 5.0 introduced
the JobScheduler API to perform tasks based on system state and
constraints (e.g., “only when charging and on Wi-Fi”).

Later, WorkManager'? abstracted over both AlarmManager and JobScheduler
to provide a unified scheduling interface that is backward-compatible
and survives app restarts.

Malware can exploit these APIs to reactivate itself after being idle,
schedule data exfiltration at off-peak times, or trigger payloads after
reboot or user inactivity. While these mechanisms do not survive
a factory reset or device wipe, they provide a lightweight and low-
visibility method of persistence in user space.

AlarmManager

AlarmManager allows apps to trigger code at exact or repeating time
intervals, regardless of the app’s running state. Although Android 6.0
introduced Doze mode and battery optimizations that delay alarms,
malicious apps still use AlarmManager to trigger commands that wake
up the app and execute background tasks.

TikTok Pro: This malicious app was discovered in 2020; it imper-
sonated the legitimate TikTok video-sharing platform. According to
Zscaler, the app was distributed via phishing SMS and prompted
users to install an APK that appeared to offer TikTok functionality but
instead delivered a surveillance payload.

TikTok Pro implements AlarmReceiver and starts its MainService
every time the event occurs. In this case, the alarm was triggered every
three minutes. This helped to ensure that the malware would not be
terminated by the Android operating system[29].

Timers

In addition to official Android APIs, malware often uses Java-level
constructs such as TimerTask, Handler, or even native loops to create

12. See https://developer.android.com/develop /background-work/background-
tasks/persistent/getting-started
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custom scheduling logic!®. These methods are not like Android’s sys-
tem schedulers, which are not subjected to battery constraints and
may be harder to detect via static analysis.

TikTok Pro: On top of using the alarms, TikTok Pro used custom
Java-level timers, specifically the java.util.Timer and TimerTask
classes, to execute malicious routines like taking care of connection and
disconnection to the Command-and-Control (C&C) server at fixed
intervals. By pairing this with a BOOT_COMPLETED receiver, TikTok Pro
ensures that these tasks are rescheduled after every reboot, achieving
persistence through a lightweight, user-space mechanism[29].

TimerTask task = new TimerTask() {
public void run() {
// code to run every second
}
e

// Schedule the tasks to run every 1 second
this.myTimer.scheduleAtFixedRate(task, 1000L, 1000L) ;

Figure 2.7: Example of scheduling by using the TimerTask

Other examples: Another example of malware using timers to sched-
ule communication with C&C server is a trojan named GPlayed[30].
2.6 Summary

On the next page is a table showcasing a brief summary of all the
methods and their subtechniques discussed in this chapter.

13. See https://developer.android.com/reference/java/util/Timer
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Table 2.1: Summary of Android malware persistence techniques

Technique Subtechniques Root | Reboot / Fac- | Activation | Example Mal-
tory Reset Phase ware
Image Tamper- | init.rc, Yes Yes / Yes Boot time OldBoot,
ing install-recovery.sh, xHelper, Snap-
full image replace Pea
System App | APKs in | Yes Yes / Yes Boot time BusyGasper,
Installation /system/app, BrainTest, Spy-
/system/priv-app Dealer
Binary / Li-| Library hijack, bi-| Yes Yes / Partial | Boot / Run- | Triada, Dvmap,
brary Injection | nary patch, process time Loki
injection
Update Sup-| OTA block, updater | Yes Yes / No Runtime Pegasus
pression removal, auto-
update disabled
Accessibility UI event monitor, in- | No Yes / No Runtime SharkBot, Anu-
Services put spoofing, overlay bis, Cerberus
inject
Broadcast Re-| BOOT_COMPLETED, No Yes / No Boot / Run- | BrainTest, She-
ceivers PACK- time dun, Gooligan
AGE_REMOVED,
CONNECTIV-
ITY_CHANGE
System Sched- | AlarmManager, No Yes / No Runtime Joker, GPlayed,
ulers JobScheduler, TikTok Pro
TimerTask
Service Abuse | Foreground/backgrourto Yes / No Runtime Mandrake,
with restart logic BOULDSPY
UI/UX Manip- | Fake shutdown, icon | No No / No Runtime Predator, Alien
ulation hiding, spoofed di-

alogs
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3 Case Study of a Persistent Malware: Triada

Triada is one of the most technically advanced Android malware
tamilies ever identified. First reported in 2016, Triada evolved from
an app-layer rooting Trojan into a modular, firmware-resident back-
door capable of deep system integration and long-term persistence.
It is particularly notable for being the first publicly documented An-
droid malware to inject malicious code into 1ibandroid_runtime.so,
thereby hooking the Zygote process, a fundamental system component
that spawns all app processes[31].

Over time, Triada adopted a multi-layered persistence strategy
combining system app installation, shared library injection, and re-
mote module loading. By 2017, Triada had been integrated into the
firmware images of commercial Android devices, reflecting a shift
toward supply chain-level persistence[32, 33].

3.1 Initial Infection and Delivery

Triada’s initial variants were distributed via repackaged apps in third-
party marketplaces. These apps downloaded a native library and used
known exploits (e.g., CVE-2013-6282, CVE-2014-3153) to gain root
access. Once privileged, the malware modified system directories and
installed components with elevated permissions.

In 2017, Google confirmed that Triada had transitioned to a sup-
ply chain threat, appearing pre-installed in low-cost Android smart-
phones during the firmware assembly process[32]. The malware was
embedded by third-party firmware providers and injected into system
partitions as part of custom ROM builds. Often disguised as innocuous
apps like com.android.camera.update, these components operated
with system-level privileges from first boot.

3.2 Persistence Techniques

Triada’s architecture showcases layered persistence, combining system-
level installation with user-space injection and runtime control.
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System Application Installation 2.1 Triada placed one or more of
its APKs in /system/priv-app/, granting them default access to priv-
ileged permissions. These apps were automatically launched at boot,
often invisible to the user. As system apps, they could bypass runtime
permission prompts and avoid uninstallation via the standard UL

Library Injection via libandroid_runtime.so 2.1 In its most so-
phisticated phase, Triada modified libandroid_runtime.so, a core
system library loaded by Zygote, Android’s process initiator[31]. This
allowed Triada to inject its logic into every new application process,
giving it global runtime visibility and control. Unlike typical process
injection, this method enabled persistent code execution across all
apps on the device without touching their binaries directly.

Zygote Process Hooking Because of its library injection, Triada ef-
tectively hooks into the Zygote process itself. Since Zygote spawns all
user apps, hooking it allowed Triada to ensure that every new app pro-
cess inherited its malicious logic. This model is functionally similar to
system-wide runtime instrumentation and made Triada exceptionally
difficult to detect using per-app analysis.

Modular Loader Architecture Triada operated as a plugin loader: its
system component connected to a command-and-control (C2) server,
received instructions, and downloaded plugin modules to execute
various payloads. These included ad fraud engines, SMS interceptors,
spyware tools, and proxy modules. This modularity made Triada
highly adaptable and updatable in the field [34].

3.3 Capabilities and Behavior

Triada’s primary objectives included monetization and surveillance,
achieved through its core capabilities:

e Perform ad fraud by displaying and clicking hidden ads.
e Subscribe users to premium SMS services.

e Intercept user SMS messages and exfiltrate contact data.
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e Download and install additional APKs without consent.

e Proxy network traffic through the device for anonymity or fur-
ther abuse.

In later variants, Triada’s modular framework evolved into a firmware-
level “malware platform,” effectively embedding a persistent loader
within legitimate-looking system apps shipped with the device[34].

3.4 Attribution and Motivation

According to Google’s Android security team, Triada’s firmware-level
integration was not performed by device manufacturers directly, but
rather by third-party firmware integrators or vendors who incorpo-
rated a malicious SDK into legitimate system apps[32]. The SDK in-
cluded Triada’s plugin loader, granting attackers full post-deployment
access to the device.

Krebs on Security independently confirmed that the firmware sup-
ply chain had been compromised, with some vendors unknowingly
shipping infected devices to global markets[33].

This evolution highlights how persistence can migrate from app-
based attacks to pre-installed malware with privileged access from

first boot.

Table 3.1: Timeline of Triada’s Evolution

Year

Milestone

2016

First variant discovered; used root exploits and injected into
libandroid_runtime.so, enabling control over Zygote and all
spawned app processes.

2017

Triada began appearing pre-installed on commercial Android
devices. This marked the beginning of its shift to supply chain
compromise.

2019

Google and independent researchers confirmed that Triada
was injected into firmware by third-party SDK vendors during
production.

2023-2025

New variants observed in counterfeit or budget smartphones.
Triada evolves into a firmware-resident plugin loader and mod-
ular malware platform.
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4 Implementation

While the primary focus of this thesis is the theoretical and techni-
cal classification of persistence mechanisms in Android malware, a
practical implementation was developed to demonstrate how selected
techniques can be applied in a controlled, real-world environment.
The goal was to simulate a malware-like Android application on a
physical device, capable of maintaining persistence across device re-
boots and factory resets by combining user-space and system-level
techniques. This chapter outlines the selected technique, the tools
and environment used for implementation, the steps taken during
development, and the limitations encountered during testing.

41 Implemented Techniques

The implementation focused on two complementary persistence tech-
niques:

e System application installation into /system/priv-app/, as de-
scribed in chapter 2.1: Installing as System Application.

e Use of a BOOT_COMPLETED BroadcastReceiver, as described in
chapter 2.4: Abusing receivers.

These methods were chosen for their prevalence in real-world Android
malware families and their ability to demonstrate layered persistence.

4.2 Tools and Device Setup

The implementation was tailored to a physical Redmi Note 8T device.
It may or may not work for other rooted devices.
The setup included:

e Bootloader unlock: Using Xiaomi's official tool[35], following
community instructions on XDA Developers[36].

e Custom recovery: OrangeFox Recovery[37].

e Custom ROM: crDroid 10.7 (Android 14) for ginkgo[38].
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e Root access: Magisk with libsu for root shell execution[39].

e Development tools: Android Studio[40], and Android plat-
form tools on Arch Linux[41].

Unlocking the bootloader: The Redmi Note 8T device was chosen
for implementation since it had been unlocked previously, which
eliminated delays associated with Xiaomi’s unlock waiting period.
However, the unlocking took multiple attempts because the official
app failed multiple times, highlighting the practical challenges of
tampering with protected partitions, even in a legitimate research
context.

Flashing Custom Recovery and ROM: After the bootloader was
unlocked, it was time to try and flash custom recovery. At first, the
TWRP was chosen and reflashed multiple times, however, always
resulting in issues and failures. This was the reason for flashing a less
popular and less known recovery named OrangeFox. Thankfully, no
issues were present. With a functional recovery, the rest was pretty
simple. The crDroid ROM was chosen since it had an available build
based on Android 14 for the Redmi Note 8T device.

Gaining root access: Gaining root access via Magisk was accom-
plished by following the instructions via patching the boot . img.

4.3 Development

SDK Configuration

The application was built with the following Android SDK parameters:

e Minimum SDK version (minSdk): 24
Corresponding to Android 7.0 (Nougat), this was selected
because it supports key components such as BOOT_COMPLETED
broadcast receivers and modern root access frameworks (e.g.,
Magisk and 1ibsu). It represents the baseline version for many
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malware techniques that rely on background services and broad-
cast triggers without the constraints introduced in later Android
versions.

e Target SDK version (targetSdk): 35
Corresponding to Android 14, this setting ensures compatibil-
ity with the most recent API behavior and security restrictions.
It allows the application to demonstrate how persistence mech-
anisms function under current platform constraints, such as
background execution limits and stricter broadcast registration
policies introduced in Android 8.0+.

This configuration reflects a practical balance between backward
compatibility—allowing implementation of persistence techniques
still relevant to many Android variants in circulation—and forward
compatibility with modern Android security architecture.

Core mechanism

LoggingActivity.java This serves as the launcher activity. It initial-
izes the root shell using 1ibsu and starts the LoggingService. It en-
sures that the application has root privileges before attempting any
system-level operations.

LoggingService.java This background service performs two func-
tions:

e Installs the APK into the /system/priv-app/ directory if root
access is available.

e Starts a logging thread that simulates background activity.

It uses START_STICKY to persist across kills and attempts to remount
the system partition, copy the APK, set permissions, and then reboot.

BootReceiver.java This component listens for the BOOT_COMPLETED
broadcast and starts the service after reboot. This simulates malware
using boot-time activation for reinitialization.
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44 Results

After installation, the application :
o Checks if the current path is in /system

- If not, it copies itself into the /system partition and ini-
tializes reboot to register it and run it as a system app
immediately. In a usual setting, this would be triggered by
turning off or rebooting by the user. In this application, the
rebooting was hardcoded to showcase the functionality.

— In case it already runs as a system app, it starts a log-
ging service in the background, simulating malicious be-
haviour.

e Since it gains privileges as a system application, the user will
not be able to uninstall it.

e Manages to survive reboots.
e Manages to survive factory resets with minor issues described
in the next section 4.5.
4.5 Issues and limitations
This proof-of-concept is intentionally limited:
e It does not implement malicious behavior.

e [t does not contain any obfuscation or any other method trying
to hide the application and its function.

e It assumes an already rooted device via exploit or other tech-
nique available to an attacker.

e Even as a system application, the app can be killed by a user
and will be stopped after a few minutes of inactivity by the sys-
tem to prevent battery draining. This results in the background
service being killed. This behavior can be easily subverted by
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implementing other additional methods mentioned in this the-
sis. The main goal of this PoC is, however, the installation on a
protected partition and automatic startup on boot.

During the testing phase, we encountered persistent issues that
we could not resolve:

e Performing a factory reset resulted in corruption of the /data
partition, leading the device to boot into OrangeFox recovery.

e After initializing factory reset and formatting the data parti-
tion in recovery, the ROM booted normally. After rebooting,
it started an initial setup of the device, and the app remained
installed and functioning with root access preserved.

e This behavior is likely due to Magisk preserving its modules or
patched boot images, even after a reset.

Nonetheless, it effectively demonstrates how basic Android malware
can layer multiple persistence techniques to maintain control over a
device.
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Conclusion

Persistence remains one of the most strategically important objectives
for Android malware. As this thesis has demonstrated, persistence
can be achieved through a diverse set of techniques that target differ-
ent layers of the Android operating system—from low-level firmware
modifications and system partition tampering, to user-space abuses of
services, receivers, and Ul deception. These techniques are not mutu-
ally exclusive; in fact, modern malware frequently combines multiple
mechanisms to increase resilience, delay detection, and outlast user
countermeasures such as reboots or factory resets.

Through the structured analysis of persistence strategies and their
classification by system component, this work contributes to a clearer
technical understanding of how Android malware maintains its pres-
ence. Furthermore, the in-depth case study on Triada illustrates how
these techniques evolve in practice. Triada’s use of system app instal-
lation, runtime hooking, and supply chain compromise exemplifies
how malware can exploit both software design and the economics of
device manufacturing to establish a long-term foothold.

The practical implementation developed for this thesis simulates a
simplified version of real-world malware behavior. It demonstrates
how, on a rooted device with an unlocked bootloader, an application
can install itself into the system partition and use broadcast receivers
to persist across reboots. While such capabilities may seem extreme,
they remain relevant for researchers, forensic analysts, and security
professionals who often operate in environments where devices are
already compromised or where malware authors control parts of the
tirmware deployment chain.

Importantly, this work also highlights the limitations of existing
defense mechanisms. As seen in the discussion of Verified Boot and
Android Verified Boot 2.0 (AVB), even strong integrity enforcement
systems can be bypassed when the bootloader is unlocked or when
malicious components are injected at the supply chain level. Although
these protections raise the bar for adversaries, they do not eliminate
the possibility of deeply embedded persistence without user consent.

Finally, it is important to note that persistence techniques cannot
be examined in isolation. Their value to adversaries lies in their ability
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to support broader malware objectives, such as surveillance, data
theft, and monetization. Therefore, this thesis naturally leads to the
next major topic in Android security research: malware detection and
protection. Effective defense strategies must not only block known
persistence techniques but must also anticipate their evolution and
integration with other malicious functionalities.

By understanding how persistence works, defenders can better
detect the conditions that make it possible—and ultimately disrupt
the long-term strategies of Android malware operators.
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A An appendix

A complete archive of the implementation project is included as sup-
plementary material in the form of a compressed . zip file. This archive
contains:

e Full Android Studio project with source code and Gradle build
scripts.

e Configuration files, including 1ibs.versions.toml, build.gradle.kts,
and AndroidManifest.xml.

e A README.nd file describing the project structure, dependencies,
and installation procedure.
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