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Abstract

The aim of this thesis was to design and develop a unified interface for accessing ran-
domness testing software and use it to perform a large scale randomness evaluation and
comparison of used software. The software tools supported by the interface are NIST Sta-
tistical Testing Suite, Dieharder, and TestUO1. Results of each tool are presented and in-
terpreted in a consistent way. Using the developed interface, called Randomness Testing
Toolkit, the randomness of outputs of 15 distinct cryptographic primitives was evaluated.
The set of tested primitives contains well-known algorithms such as AES and finalists
of competitions eSTREAM and SHA-3. Based on the evaluation, the security margins of
the algorithms with respect to statistical analysis were defined. In further research, the
validity of outputs of Dieharder was assessed by analysing a significant amount of truly
random data.
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1 Introduction

In modern cryptography, one of the required properties of cryptographic primitives like
block ciphers or hash functions is the pseudo-randomness of their output. The algorithms
lacking this attribute can leak information about the secret key or the plaintext, which is
not desirable; thus the need for the randomness testing arose.

Since the advent of cryptography, multiple tools addressing this problem were devel-
oped; most of them evaluate statistical properties of the tested data. In this thesis, we
closely work with three statistical tools: NIST Statistical Testing Suite [1], Dieharder [2]
and TestUO1 [3]. Other notable tools are Crypt-X [4] and Diehard [5], which pioneered
the statistical randomness evaluation, and EACirc [6] that employs alternative, adaptive
approach.

The aim of this thesis is to design and develop a unifying interface for the statistical
tools. The interface would allow its users to test the randomness of arbitrary binary data
in an easy and user-friendly manner. The interface would also present and interpret the
results of the randomness assessment in a consistent way.

We named the interface Randomness Testing Toolkit (RTT) [7] and described its func-
tionality and implementation details in Chapter 3. The overview of the software used in
RTT is in Chapter 2.

In Chapter 4, we outline the experiments done with the RTT interface. In our first
experiment we analysed large quantities of random data to establish a baseline, based
on which we would interpret our further analyses. For the next experiment, we analysed
the randomness of outputs of 15 well-known cryptographic algorithms! such as AES or
Keccak. We compared the results of the experiment to the results previously obtained
with EACirc and compared viability of the different approaches. Based on the outcomes,
we derived the security margins of the tested algorithms with respect to the statistical
analysis.

Chapter 5 contains details about our inspection of the validity of the Dieharder battery.
To evaluate the validity, we processed a big amount of random data with the battery and
analysed the outputs of the processing. We conclude the thesis with the summary in Chap-
ter 6. In the chapter, we briefly list the achieved results and propose possible directions
for future research and development.

In the thesis text, the plural is used, despite the fact that the presented work was done
mostly by myself. Randomness Testing Toolkit was developed as a part of a greater effort
at Centre for Research on Cryptography and Security?, Masaryk University; related prob-
lems, ideas, and solutions were oftentimes discussed with other researchers®. Research
done by others is properly attributed when presented.

1. We refer to both ciphers and hashing functions simply as to cryptographic algorithms or primitives.

2. Simply referred to as CRoCS.

3. Notable people involved in randomness research and development are Radka Cieslarov4, Michal Hajas,
Dusan Klinec, Karel Kubi¢ek, Matas Nemec, Jiti Novotny, Marek Sys, Petr Svenda, Martin Ukrop and others.



2 Used third-party statistical software

In this chapter, we will explain terminology specific to Randomness Testing Toolkit, present
a quick overview of the statistical software used in the toolkit and describe the observed
and unexpected behavior of the statistical software in edge cases. We also list undertaken
measures to mitigate the undocumented behaviour in our further experiments.

21 Terminology

Throughout the thesis, we are using certain expressions in the context of Randomness
Testing Toolkit and the tools and theory it uses. We list these terms along with their expla-
nations here.

(Statistical) Battery

A program developed by a third party serving as a tool for evaluation of randomness
of arbitrary binary data. A statistical battery usually contains one or more statistical tests.
The final result of the assessment is based on the results of the tests. Examples of statistical
batteries are NIST Statistical Test Suite, Dieharder or TestUO1.

(Statistical) Test

A single unit in statistical battery that measures some property of the tested binary stream
(e.g. number of zeroes). The test can have multiple variants and subtests, and the result
of the test is one or multiple statistics.

Null hypothesis - Hy

The hypothesis Hy denotes the hypothesis that the tested data stream is random. Based
on the results of the test, we can either reject Hy and say that the data are not random or
not reject it. In the latter case, we assume that the tested data are indeed random.

P-value

In our hypothesis testing, a p-value is a probability of obtaining equal or more extreme
test result while Hyp holds true. In our situation, a p-value denotes the probability that we
would get same or more extreme test results when testing truly random data. Therefore,
the closer the p-value is to 0 the less is the probability the tested data is random and vice
versa.

Alpha - «

Significance level based on which we either reject or not reject Hy. We can specify some
interval (e.g. (0, a]) and if the result of the test (p-value) falls into this interval, we will
reject the hypothesis that the tested data is random. Alternatively, we can also reject p-
values that are too extreme on both sides of the interval (outside of [%, 1-— %] ).

Type I and type II errors

A type I error (false positive) is the rejection of a true null hypothesis Hy [8]. On the op-
posite, a type II error (false negative) is incorrectly holding to the null hypothesis, even
when it should have been rejected.
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Statistic

The value obtained by certain calculation from first level p-values. Multiple statistics can
be obtained from one set of p-values e.g. when testing the set for uniformity we can use
Kolmogorov-Smirnov test or Chi-Square test. Based on values of statistics of a test we can
decide rejection of Hy.

Test sample

A single execution of a statistical test. The result of single test execution is one first level
p-value. By repeating execution of the test, we obtain multiple p-values. By using a certain
statistic (e.g. Kolmogorov-Smirnov test), we can calculate a single second level p-value.

Variant of a test

Many tests can be parametrized in some ways, possibly giving different results with the
same input data. We do not treat multiple executions of a single test with different settings
as separate units but rather as variants of that test.

Subtest

Some tests, even when executed only once, may measure multiple properties of the data
thus providing multiple results. For example, Serial Test from Dieharder battery measures
frequencies of all 1, 2, .., 16-bit patterns in the data. We treat these measurements sepa-
rately - as subtests of the test. The subtests can have multiple separate statistics.

Job

A single execution of Randomness Testing Toolkit that analyses single binary data file
with single statistical battery.

Experiment

A batch of jobs that analyse single data file with various statistical batteries and settings.

2.2 Batteries supported by RTT

In this section, we provide a brief overview of the supported statistical batteries' included
in Randomness Testing Toolkit.

2.2.1 NIST Statistical Test Suite

The battery of statistical tests was developed by National Institute of Standards and Tech-
nology [1]. The battery implements 15 statistical tests for evaluating randomness of input
data. The tests are listed in Appendix B.

The reference implementation described in [9] is not used in RTT because it is con-
siderably slower than its optimized counterparts. The faster implementation used in RTT,
called NIST STS optimised v5.0.2, was developed by Marek Sys and Zdenék Riha [10].

2.2.2 Dieharder

Dieharder is a battery designed by Robert G. Brown at the Duke University [2]. The bat-
tery features user-friendly console interface with the possibility of fine-grain modification

1. The source code of the tools compatible with RIT is publicly available at https://github.com/
crocs—muni/rtt-statistical-batteries.
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of the test parameters. The fact that Dieharder is included in repositories of some Linux
distributions [11] adds to its popularity and ease of use. Dieharder includes all tests from
the older statistical battery Diehard [5], three tests from NIST STS and several other tests
implemented by the author. The tests, along with their default settings, are listed in Ap-
pendix C.

Since the original Dieharder implementation does not output all of the information we
needed for interpretation and evaluation of the results, we had to modify the source code
of the battery. RTT uses this modified Dieharder. We modified Dieharder v3.31.1 which
is the last stable and maintained release on the project page.

2.2.3 TestU01

This library of statistical batteries was developed at Université de Montréal by Pierre
L’Ecuyer et al. [3]. It contains a wide range of tests from NIST STS, Dieharder, and litera-
ture. It also implements various pseudo-random number generators. The statistical tests
are grouped into multiple categories, each intended for different use-case scenario. We
treat these categories of tests as separate batteries. TestU01 includes following ten batter-
ies. The tests included in specific batteries are listed in TestU01 documentation [12].

Small Crush, Crush, Big Crush

Small Crush battery is very fast and needs a relatively small amount of data to run -
around 250 megabytes. Small Crush is also the only battery that can be natively used for
analysis of data in a binary file, for the use of Crush and Big Crush, the user has to imple-
ment PRNG with the TestU01 interface. Crush and Big Crush batteries are more stringent
and need gigabytes of data and a few hours to finish while Big Crush is more time and
data demanding.

Rabbit, Alphabit, Block Alphabit

Tests in these batteries are suited for testing hardware bit generators and can be applied
to an arbitrary amount of data. Data can be provided either as a binary file or PRNG
implementing the TestU01 interface.

PseudoDIEHARD, FIPS_140_2

Tests in PseudoDIEHARD imitate DIEHARD battery; FIPS_140_2 battery implements a
small suite of tests defined in NIST FIPS 140-2 standard [13] (the definition of tests was
removed from the standard in Change Notice 2). Randomness Testing Toolkit does not
support these two batteries since they are subsets of other batteries.

Since TestUO1 v1.2.3 is available only as an ANSI C library, we developed a console
interface for it. The interface implements a dummy number generator that provides data

from a supplied binary file to the battery. Our interface allows us to apply batteries to arbi-
trary binary data even when the batteries themselves do not support this feature natively.

2.3 Unexpected behavior and errors of the batteries

To examine the boundary behavior of the above-listed tools, we used them to process
extremely non-random data streams. The data streams that we used as the input to the

4
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batteries were two binary data files consisting of only zeroes and ones respectively. The
settings of the batteries remained set to default.

Below we list observed undocumented behavior that differs from the execution of the
batteries with non-extreme input.

NIST Statistical Test Suite

Each testin the battery processed 1000 separate data streams. Each data stream was 1000000
bits long.

Tests Random Excursions and Random Excursions Variant are not applicable to all
possible data streams. In a regular run with reasonably random data, this does not matter
much, as the tests are repeated multiple times, and the final result will simply be calcu-
lated from a lesser number of p-values.

Neither of the tests can be applied to a stream full of zeroes or ones; the results are
absent when analysing such data. The user can find out the fact that the tests are not
applicable to provided stream after he inspects logs of the program; otherwise, the inter-
pretation of the missing results is left to him.

Dieharder

When processing extremely non-random data with Dieharder, we observed various erro-
neous events. The events are summarized in Table 2.1.

Test name Stream of zeroes Stream of ones
STS Runs No result No result
DAB Monobit 2 Invalid result Invalid result

Diehard Minimum Distance (2D Circle) Stuck execution -
Diehard 3D Sphere (Minimum Distance)  Stuck execution -

Marsaglia and Tsang GCD Stuck execution -
RGB Generalized Minimum Distance Stuck execution -
RGB Kolmogorov-Smirnov Stuck execution -
Diehard Craps - Stuck execution
RGB Bit Distribution - Stuck execution

Table 2.1: Undocumented behavior of tests in Dieharder battery

Observed errors

e No result Test did not provide any p-values that would be used to calculate the final
result of the test. The user is not notified of this, and the final result of the test statistic
is based on default value (1.0).

e Invalid result Test provided resulting statistic and there was no indication of error
other than that the result was again default value of the statistic (1.0). Following the
definition of p-value, the interpretation of such result is that the analyzed stream was
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almost certainly random. This is obviously not true, as both streams are just repeating
ones or zeroes respectively.

e Stuck execution Tests froze at a certain point in execution, did not produce any re-
sults and we were forced to kill the processes manually.

TestUO01

Batteries Small Crush, Crush, Big Crush, Rabbit, Alphabit and Block Alphabit were exe-
cuted. Tests that are part of multiple batteries acted in the same way across the batteries.
The behavior is summarized in Table 2.2.

Test name Stream of zeroes Stream of ones
sstring_Run No result No result
sknuth_Gap No result -

All results invalid
All results invalid
All results invalid
All results invalid
All results invalid

All results invalid
All results invalid

svaria_SampleProd
svaria_AppearenceSpacings
scomp_LinearComp All results invalid
scomp_LempelZiv All results invalid
svaria_SampleCorr -

sknuth_MaxOft
svaria_SampleMean
sspectral_Fourier3

sstring_ HammingWeight2
sstring_AutoCor
smultin_MultinomialBitsOver
sstring_LongestHeadRun

Some results invalid
Some results invalid
Some results invalid
Some results invalid
Some results invalid
Some results invalid

Some results invalid
Some results invalid
Some results invalid
Some results invalid
Some results invalid
Some results invalid
Some results invalid

Stuck execution
Stuck execution
Stuck execution
Stuck execution

snpair_ClosePairs Stuck execution
snpair_ClosePairsBitMatch -
svaria_SumCollector -
smarsa_GCD -

Table 2.2: Undocumented behavior of tests in TestU01 library

Observed errors

e No results Tests reported warning and ended without any result. This is probably
caused by the tests not being applicable to the provided data.

o All results invalid All statistics of the test reported p-value very close to 1.0. This
could lead the user to the interpretation that the test reports the data as an almost
perfect random stream.

e Some results invalid Similar situation to the previous one, but not all statistics of the
test are close to 1.0. Results of the statistics of the test are close either to 0.0 or 1.0.

o Stuck execution Tests froze at a certain point of execution. In some cases, this is
preceded by an issued warning. Tests did not produce any results and had to be
killed manually.
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2.3.1 Preventive measures in RTT

Since we need to use the batteries in RTT with arbitrary binary data, we implemented
following measures that mitigate errors mentioned above in our experiments.

e Tests that don’t produce any results are ignored and treated as if never executed.

e Because some tests give 1.0 as a result of their statistics when the data are clearly
not random, we reject the hypothesis of randomness either when the p-value is too
close to 0 or is equal to 1. More specifically, Hy is rejected for all p-values that fall
outside of the interval [, 1).

e Each test is executed with the timeout. If the test does not finish within the defined
time limit, we automatically terminate it and then treat it as if it did not produce any
results.



3 Randomness Testing Toolkit

One of our goals during working on this project was to create a tool that would provide
fast and user-friendly analysis of randomness even for users not experienced in the field of
statistical randomness testing. In general, the process of statistical testing includes finding
a suitable tool, installation of said tool, and execution and interpretation of the analysis
results.

Another motivation was that the developed tool would unite the process of random-
ness analysis that is often done by researchers in CRoCS. Before the start of the project,
each researcher used his own set of scripts and tools, which is difficult to manage and also
complicates the comparison of the experiments done by different people.

Therefore we developed Randomness Testing Toolkit [7], a tool that serves as a unified
interface of the three statistical batteries presented in Chapter 2. The toolkit consists of
several connected parts that are intended for various purposes. Apart from interfaces and
data storage format, the parts are independent and can be exchanged or modified freely.

In the following sections of this chapter, we provide the detailed description of the
implemented parts of the toolkit.

3.1 Local unified interface

The local unified interface is at the lowest level of the developed parts of RTT. The interface
is a binary executable that accepts settings and outputs the results in common format for
all batteries. The executable handles the transformation of general settings into the battery
specific ones, running the battery executable and then transforming gathered output into
a general format. The process is visualized in Figure 3.1.

The toolkit accepts settings needed for its run from following three sources:

¢ Command-line arguments — Basic settings that can change in every run; e.g. path
to input file with binary data or to file with battery configuration.

¢ Toolkit settings file — General settings for the toolkit related to the system environ-
ment e.g. paths to executables of the statistical batteries. In most of the cases, the
settings stay the same for all executions of the toolkit regardless of the battery or
data used. Changes in this configuration are needed only when the environment
changes.

e Battery configuration file — Configuration file that fully configures input settings
for single or multiple batteries. The configuration of the batteries can vary among
the executions of the toolkit.
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Battery configuration

Toolkit setings

. User executes the binary, basic configuration

m 17 is set through command-line arguments.
< i RTT Interface 2. RTT reads advanced settings in common format
execuboR 3. The common settings are translated into
7y bgttery-speqific settings. . .
User 3. 6. 4. Blnary data is read_from file supplied to battery.
v ! 5. The binary stream is analysed.
6. The battery-specific results are gathered and
a. et translated into unified format by RTT.
Binary data < Stag)s(‘ggﬂltalet(:etery 7. The results are stored for user to inspect.

"/

5.

Figure 3.1: Local RTT workflow

3.1.1 Command-line arguments

The basic options of the RTT execution are set through command-line arguments. The
executable recognizes following options.

-h Usage of the toolkit will be printed.

-b <battery> Sets the battery that will be executed during the run. Values accepted
as <battery>: dieharder, nist_sts, tu0l_smallcrush, tu01_crush, tu0l_bigcrush,
tu01_rabbit, tu01_alphabit and tu01_blockalphabit.

-t <test-id> Optional argument. If set, only a single test with id <test-id> will
be executed in the chosen battery.

-c <config-path> A path to the file with the configuration of the battery. Details
about battery configuration are in Section 3.1.3.

-f <data-path> A path to the file with the binary data that will be analyzed by the
chosen battery.

-r <result-storage> Sets the type of the result storage that will be used. Accepted
values are file_report or db_mysql. The option doesn’t have to be set; file_report
is then used as default option. More information about result storages is in Sec-
tion 3.2.

--eid <experiment-id> The option is mandatory only when db_mysql is set as
a result storage; the option is ignored otherwise. Sets ID of the experiment in the
database that will be assigned the results of the toolkit execution.
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3.1.2 Toolkit settings

The general settings of the toolkit are kept in separate file rtt-settings. json. The set-
tings are related to the environment in which the toolkit will be executed — locations of
the log files and executables, result storage options and toolkit execution options

The file is created by the user after the toolkit installation and stays the same for all of
the subsequent executions of the program unless the environment changes (as opposed to
input file with the configuration of the batteries that can be different for each data analysis).
The file rtt-settings. json must be located in the working directory of the executable.
Basic structure of the file is in Figure 3.2.

{
"toolkit-settings": {
"logger": {
"comment": "Program logger settings",
"option": "value",
3,
"result-storage": {
"file": {
"comment": "File result storage settings",
"option": "value",
3,
"mysql-db": {
"comment": "MySQL Database storage settings",
"option": "value",
X
3,
"binaries": {
"comment": "Executable binaries locations",
"option": "value",
3,
"miscellaneous": {
"nist-sts": {
"comment": "Miscellaneous NIST STS settings",
"option": "value",
b
3,
"execution": {
"comment": "Battery execution settings",
"option": "value",
b
3
X

Figure 3.2: Basic structure of rtt-settings. json

10



3. RanDOMNESs TESTING TooLKIT

The individual tags and their descriptions are listed here. For detailed overview of the
options that can be set within individual tags see Appendix D; for a complete example
see Appendix E.

toolkit-settings/logger
Tag containing settings related to the location of log files produced during runtime.
Settings: dir-prefix, run-log-dir, <battery>-dir

toolkit-settings/result-storage/file

Section with settings needed for file result storage. For details about the storage see Sec-
tion 3.2.1.

Settings: main-file, dir-prefix, <battery>-dir

toolkit-settings/result-storage/mysql-db Optional

Section with settings needed for MySQL database storage. For details about the storage
see Section 3.2.2.

Settings: address, port, name, credentials-file

toolkit-settings/binaries
Section with the locations of the executables of the batteries.
Settings: <battery>

toolkit-settings/miscellaneous/nist-sts
Miscellaneous constant settings related to NIST STS battery.
Settings: main-result-dir

toolkit-settings/execution
Settings related to the execution of the statistical batteries.
Settings: max-parallel-tests, test-timeout-seconds

3.1.3 Battery configuration

The file with battery configuration defines all settings for the battery and the tests that
will be executed during the program run. Each execution of RTT can have different bat-
tery configuration; the path to file with the configuration is set through command-line
argument -c. The basic structure of the configuration file is outlined in Figure 3.3.

A single configuration file can contain settings for multiple batteries. This allows the
user to have only one configuration for all of his experiments. In each battery-specific
section, the user can set the default values of settings for all the tests in the battery. Addi-
tionally, settings specific only to certain tests or test variants can also be defined.

The complete guide to all common and battery specific settings is in Appendix F; for
example of possible battery configuration see Appendix G.

3.2 Storage for the analysis results

The result storages are modules in RTT interface that handle saving of the execution re-
sults for later inspection by the user. Based on the user’s settings, the results can be saved
in one of the two following ways.

11
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1 {

»  "randomness-testing-toolkit": {

3 "<battery>-settings": {

4 "comment": "Section with <battery> settings",
5 "defaults": {

6 "comment": "Default settings in <battery>",
7 "option": "value",

8 1,

9 "test-specific-settings": [

10 {

11 "test-id": "<id>",

12 "comment": "Settings specific to single test <id>",
13 "option": "value",

14 "variants": [

15 {

16 "comment": "Settings of the first "
17 "variant of test <id>",

18 "option": "value",

19 },

20 {

21 "comment": "Settings of the second "
2 "variant of test <id>",

3 "option": "value",

24 }

25 ]

26 }

2 ]

28 }

29 }

30 }

Figure 3.3: Basic structure of battery configuration file

The file storage is intended to be used when RTT is executed locally and manually by
the user. After the execution, the user can inspect the human-readable reports that were
generated by the module.

The MySQL database storage is used when RTT is deployed as a service on a remote
server. The results are stored in the database and can be viewed through the web interface.
It is also possible for the user to install MySQL server on his local machine and setup the
module so that it will use this database. The user then can work with the stored results as
he sees fit.

The user can also implement his own version of the result storage module that will
output the results in an arbitrary format.

12
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3.2.1 File storage

rtt-results
ttable.txt
reports
| dieharder
k<datetime>—<input—filename>—report.txt

| nist-sts
o~

|  testull
smallcrush

o

crush

bigcrush
rabbit
alphabit
blockalphabit
smallcrush
smallcrush

Figure 3.4: Generated files following settings from Appendix E

The file storage will store results into human-readable reports. Each execution of the RTT
interface will generate a single battery-specific report as shown in Figure 3.4. The newly
generated files will have names based on the time of the execution and the filename of the
binary data that was analysed. Possible instance of a report file is shown in Appendix H.

The main result file (in this case table. txt) contains a summary of the result of all pre-
vious RTT executions since the last deletion of the file. Therefore, if the file does not exist
at the time of the execution it will be generated; the file will be only modified otherwise.

In the file, there is a simple ASCII table that contains a single row for each input data
file with a distinct name that was analyzed. The rows contain the name of the input file,
time of the last modification of the row and a proportion of the passed and total number
of tests for each battery. In case that a single file is analysed multiple times by a single
battery, the results are overwritten.

3.2.2 MySQL database storage

When using the database storage, RTT writes the results of the run directly into MySQL
database. The layout of the database is shown in Figure 3.5. The tables experiments and
jobs are not strictly required by the toolkit as the results are written only into table batte-
ries and its sub-tables. The additional tables were added because we anticipated deploy-
ment of RTT on multiple servers and the tables store needed metadata about the execution
and scheduling.
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batteries

id : BIGINT

name : BIGINT
passed_tests : BIGINT
total_tests : BIGINT
alpha : DOUBLE
|experiment_id : BIGINT

tests

id : BIGINT
name : VARCHAR(255)

experiments

partial_alpha : DOUBLE

result : ENUM('passed’, 'failed")
test index : INT

| battery_id : BIGINT

variants

R

battery_errors

L

id : BIGINT
message : VARCHAR(1000)
battery_id : BIGINT

L

battery_warnings ]

id : BIGINT
message : VARCHAR(1000)
battery_id : BIGINT

id : BIGINT
variant_index : INT
test id : BIGINT

id : BIGINT

name : VARCHAR(255)

author_email : VARCHAR(255)

status : ENUM('pending', 'running’, 'finished')
created : TIMESTAMP

run_started : DATETIME

run_finished : DATETIME

config_file : VARCHAR(255)

data_file : VARCHAR(255)

data_file_sha256 : VARCHAR(64)

jobs

|experiment_id : BIGINT

id : BIGINT

battery : VARCHAR(100)

status : ENUM('pending’, 'running’, 'finished')
run_started : DATETIME

run_finished : DATETIME

p

user_settings

id : BIGINT

name : VARCHAR(100)
value : VARCHAR(50)
variant_id : BIGINT

p

variant_errors

id : BIGINT
message : VARCHAR(1000)
variant_id : BIGINT

J

p

variant_stderr

~

id : BIGINT
message : VARCHAR(1000)
variant_id : BIGINT

J

p

variant_warnings

~

id : BIGINT
message : VARCHAR(1000)
variant_id : BIGINT

—

subtests
~—id : BIGINT

subtest_index : INT
variant_id : BIGINT

test_parameters

id : BIGINT
NO< name : VARCHAR(100)
value : VARCHAR(50)
subtest id : BIGINT

statistics

id : BIGINT

NO< name : VARCHAR(255)
value : DOUBLE

result : ENUM('passed’, 'failed")
|subtest_id : BIGINT

s N

p_values
\—Odid : BIGINT

value : DOUBLE
subtest_id : BIGINT

J

Figure 3.5: ERD Model of the database
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Overview of the tables

experiments

We treat multiple analyses of a single data stream by various batteries as a single experi-
ment. The table stores metadata about the experiment such as the name of the analysed
file or used configuration file.

jobs

The table is used for scheduling execution of RTT on a remote server. It holds information
about the batteries that will be executed and experiment to which they belong. A single
job represents a single execution of RTT.

batteries

Each row represents results of a single execution of RTT. The analysis results are written to
this table and its sub-tables by the database storage. The results of multiple RTT executions
can be assigned to a single experiment.

battery_errors, battery_warnings
Stores information about errors or warnings that happened during RTT runtime.

tests
Contains information about the tests that were executed.

variants
Information about the variants of the tests that were executed.

variant_errors, variant_warnings, variant_stderr
The errors, warnings and standard error output that were extracted from the outputs of
the test variants are stored in the tables.

user_settings
Settings that were set by the user in the battery configuration file.

subtests
Table with the subtests that were executed.

test_parameters
Options and parameters that were extracted from the outputs of the subtests.

statistics
List of all extracted statistics and their results.

p_values
List of all extracted p-values.

3.3 Remote service

Randomness Testing Toolkit can be deployed on a single or multiple servers as a service,
allowing the users to perform the binary data analysis without the need for the installation
of the toolkit and execution of the tool on their local machine. The statistical testing is, in
certain configurations, demanding on computational time and resources. Having the RTT
installed on remote machines allows us to scale the resources available for the toolkit and
further speed-up the analysis. The user only needs to provide the data for the toolkit and
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choose (or provide his own) configuration for the batteries. After the testing, the user is
notified and can inspect the results.

In the deployment part of the project, we developed a utility project' that handles the
setup and installation of the local interface on single or multiple machines. The deploy-
ment project also handles the setup of auxiliary scripts and tools that are required for
result database and data storage, and that will be used by the machines used for statisti-
cal testing computation. The database and storage can be deployed on separate machines
or on a single server that will handle all of the tasks along with the computation of the
analysis.

The interaction of the user with the infrastructure is visualized in Figure 3.6. In the
following section, we outline the different purposes of the servers.

Frontend server

1. Experiment and data are submitted.
ﬁ 1., 9. 2N 2. Data is uploaded.
—>?“'i'5)“ 3. Experiment and related jobs are created.
“ St 4. Single pending job is selected.
User 2. 3., 8. 5. Data is downloaded.
6. The data is analyzed.
j 1 7. The results of the analysis are stored.
X .,. S 8. The results in the database are presented.
> > ;I 9. Analysis of the data is inspected.
- -
Storage server Database server

4., 7.

o

Backend servers

Figure 3.6: Interaction between the user and servers

3.3.1 Database server

The machine hosting MySQL server with created database for RTT as shown in Figure 3.5.
The database is used for storing the results of the analyses as well as the information used
for scheduling and distribution of jobs to backend servers.

1. The source code of the project is publicly available athttps://github. com/crocs-muni/rtt-deployment.
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3.3.2 Storage server

The server hosts a storage space that acts as a temporary deposit for the data that is not
yet distributed and analysed on the backend servers. After the distribution and analysis,
the data is removed from the machine.

Scripts on the server

e clean_cache.py — A script that handles removal of the data files that were already
analysed. The script is executed periodically.

3.3.3 Backend server

Single or multiple machines that host the installed toolkit and statistical batteries. The
analysis of the data is executed on these machines. If there are multiple backend servers,
the computations are scheduled based on the information stored in the database. Prior to
the analysis, the data is downloaded from the storage and stored in local cache. After the
computation, the results are stored on the database server, and the data is deleted.

Both jobs and experiments can be in one of the three states — pending, running and
finished; the descriptions of the states are in Table 3.7. Scheduling of the computation is
based on the state of the experiments and jobs.

Status Job Experiment

pending  The job is waiting for execution. All of the jobs related to the experi-
ment are waiting for execution.
running  The job is being executed on a back- Some or all related jobs are being ex-

end server. ecuted.
finished The execution of the job ended. The execution of all related jobs
ended.

Table 3.7: States of jobs and experiments

Scripts on the server

e clean_cache.py — A script that handles removal of the locally cached data files that
were already analysed. The script is executed periodically.

e run_jobs.py — Script responsible for choosing the correct computational job, down-
loading the data from the storage server and the execution of the analysis. Th script
is executed periodically. The jobs are picked from the database table jobs with the
following priority:

1. Jobs of those experiments whose data was downloaded earlier and the data is
present in the local cache of the server.

2. Any jobs of the pending experiments.
3. Any jobs that are in pending state.
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The rules are designed in such a way that a minimal amount of data is transferred
over the network. If there are enough distinct pending experiments for all servers,
then each server will pick single experiment and execute all its jobs, and the data of
the experiment is transferred only once.

3.3.4 Frontend server

The user interacts only with the frontend server. The machine accepts data and requests
for creating an experiment. After the request, the server creates the experiment and the
related jobs in the database and uploads the data into the storage. The server also presents
the results from the database to the users.

The server can be directly accessed through SSH. The direct access is meant for ex-
perienced users that need to analyse big volumes of data. Additionally, an optional web
interface can be deployed on the frontend server. The web interface can be used for inter-
active browsing of the analysis results as well as for submitting a undemanding amount
of data and experiments by the users.

The direct access to the server is granted to the user by the system administrator. The
RTT users can only access part of the system that is separated from the main system using
chroot jail [14]. The isolated environment contains only the tools and software that is
necessary for submitting and processing the experiments. The data for the testing can
be uploaded to the server from user’s local machine, downloaded from other network
location using sftp or generated directly on the server. The data generation is realized
with the help of the generator tool [15] that was developed at CRoCS and is capable of
producing outputs of numerous round-reduced cryptographic primitives.

Experiment submission utility

The user has to use utility submit_experiment that is installed on the server to create a
new experiment. The utility will transfer the user’s data into the storage and will insert
new computational jobs into the database. The program accepts following command-line
arguments.

e -h, --help Prints the usage of the utility.

e -n, -—-—name <name> Sets the name of the experiment.

e -e, ——email <address> Optional argument. When set, an email with brief results
of the analysis will be sent to <address> after the end of the computation.

e -c, ——cfg <config-path> Path to file with configuration of the batteries that will
be included in the experiment. Details about configuring the batteries are in Sec-
tion 3.1.3.

e -f, ——file <data-path> Path to file with binary data that will be analysed by the
statistical batteries included in the experiment.

e -a, —-all_batteries Flag argument that will include all of the defined batteries
except TestUO1 Big Crush in the experiment.

e —-nist_sts Switch for NIST Statistical Test Suite

e --dieharder Switch for Dieharder
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--tu01_smallcrush Switch for TestU01 Small Crush
--tu01_crush Switch for TestU01 Crush

--tu01_bigcrush Switch for TestU01 Big Crush
--tu01_rabbit Switch for TestU01 Rabbit
--tu01_alphabit Switch for TestUO1 Alphabit
--tu01_blockalphabit Switch for TestUO1 Block Alphabit

The flags for the batteries switch their inclusion in the experiment. For example, if we
use arguments "--all_batteries --dieharder", then the batteries included in the ex-
periment will be the batteries added by the "--all_batteries" flag except the Dieharder
battery. However, if we would use only argument "--dieharder", then Dieharder will be
the only battery used is the experiment.

3.3.5 Web Interface for RTT

The web interface? is aiming to be useful in the basic use-case, where the user has some
binary data in a single file that he wants to analyse. The user will upload the data to
the website and will wait for the end of the analysis; the results will be shown on the
website after the computation. The web interface is not dependent on or required by the
underlying server infrastructure that executes analysis of the data. It was developed only
to serve as a user-friendly access point to Randomness Testing Toolkit. For development,
we used Django framework [16].

In most of the cases, one does not have to create a new configuration for the batteries
that will be executed during the analysis; a suitable configuration will be chosen for him
automatically. Alternatively, one can also manually choose the desired configuration or
create his own configuration from scratch according to his preferences.

The limitation of the interface is that the manual creation of a large number of exper-
iments would be too time-consuming and error-prone for the user, as the process cannot
be trivially automated. However, the web interface is not intended to be used in such sit-
uations; creating the experiments through direct access to the frontend server would be
much more viable.

User roles

We separate users into three categories in the context of the web interface application. It
is worth noting that the user accounts existing in the web interface are independent of
the accounts existing on the frontend server. In the following list, we summarize the roles
and their privileges.

e Anonymous user privileges

— Browse results of all previous experiments.
- Create an experiment if an unique access link was shared with the user.

2. The source code is publicly available at https://github.com/crocs-muni/RTTWebInterface.
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e Authenticated user privileges

— Create experiments.
— Change details and password of the account.

e Administrator privileges

Creating new and modifying existing users.

Adding or modifying administrator privileges on user accounts.

Adding or modifying predefined battery configurations.

Adding or modifying unique access links to the experiment submission. Each
access link has its own expiration date and is unusable after this date.

Experiment submission

To create new experiment the user will have to fill-out following settings in the online
form. The screenshot of the form is included in the Appendix I.

¢ Experiment name — Name identifying the experiment, doesn’t have to be unique.

e E-Mail - Required only when the user is not logged in. After the computation, e-
mail will be sent to the address, notifying the user about the results.

¢ Binary data file — Data that will be analysed; uploaded from the user’s machine.

e Configuration — User can use default battery configuration, choose one of the prede-
fined configurations or upload his own configuration file. The battery configuration
tiles are described in Section 3.1.3.

e Battery application — Set of switches that defines which batteries will be included
in the experiment.

Result presentation

The web interface also presents and assesses the results of the past experiments of all users.
Each experiment is listed along with the batteries that were included in it. Battery results
are assessed separately; the assessment is based on the proportion of the passed and total
number of tests included in the battery. We denote this proportion as x. Then the probabil-
ity P(x) of achieving such proportion when testing truly random data is calculated. The
calculation process is described in Section 4.2. The example of an experiment evaluation
is shown in Figure 3.8. Based on the probability, the possible assessments are as follows.

e FAIL (0 < P(x) < 0.001) — The result is deemed as a failure, and the source of the
data should not be considered as a quality randomness generator.

e Suspect (0.001 < P(x) < 0.01) — The result is considered suspicious. The user
should generate more data from the source and test it again. This result is possible
to happen by chance even when the tested data are produced by a good source.

e OK (0.01 < P(x) < 1) — The result is evaluated as a good result, and the data is
considered random.
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Analysis done on data by statistical batteries

Name Assessment Passed tests Total tests

Dieharder OK 25 27
NIST Statistical Test Suite Suspect 13 15
TestU01 Alphabit FAIL 2 4
TestUO1 Block Alphabit oK 3 4
TestUO1 Crush FAIL 28 32
TestUO1 Rabbit FAIL 13 16
TestUo1 Small Crush OK 10 10

Figure 3.8: Experiment evaluation
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4 Analysing arbitrary binary data with RTT

In the chapter, we present the results of two distinct experiments and describe the methods
and battery configurations used for obtaining the results.

In the first experiment, we analysed large quantities of random data with the statistical
batteries implemented in RTT. The primary motivation for the experiment was to establish
a baseline for further experiments — how many tests and how frequently are expected to
fail with truly random sequences. Our subsequent experiments would differ from the
baseline analysis only in the input data but will keep the configuration settings of the
tests in the batteries the same.

In the second experiment, we analysed outputs of 15 distinct cryptographic algorithms.
The specific algorithms were chosen based either on their real-world popularity and util-
ity or their success in cryptographic competitions eSTREAM [17] and SHA-3 [18]. The
chosen algorithms were AES, BLAKE, Grain, Grostl, JH, Keccak, MD6, Rabbit, Salsa20,
DES, 3-DES, Skein, SOSEMANUK, TEA, and RC4. We compared the results of the exper-
iment with the results of the analysis in the EACirc framework. The EACirc framework
developed at CRoCS implements an alternative approach to the randomness testing [6].

In our experiments, all statistical tests have significance level a set to 0.01. The tests
will reject the null hypothesis Hy based on this significance level.

4.1 Battery configurations in the experiments

In this section, we will present the configurations of the individual batteries that we used
in the experiments mentioned above. To enable direct comparison with batteries executed
as stand-alone tools instead of a part of RTT, we kept the settings as close as possible to
the default settings of the individual batteries. The used RTT battery configuration file is
in Appendix G.

4.1.1 Common settings

All batteries were provided with 8000 MiB! large data files for the analysis in each execu-
tion. The batteries were not required to process the entirety of the data; however rewind-
ing the file and reading more bytes was not allowed. We chose the file size as a compro-
mise between the amount of data needed by the separate tests in the batteries and our
capabilities to process and store such quantities of data.

NIST Statistical Testing Suite

The settings of the tests in NIST STS was the same as the execution of the battery with
default settings. The tests along with their default settings are listed in Appendix B. In a
single run, each test processed 1000 data streams of size 1000000 bits each; in total, each
test analysed 125 MB of data per execution.

1. The exact length of a single file was 8000 - 10242 = 8388608000 bytes.
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Dieharder

The test settings of the Dieharder battery follow default settings as outlined in Appendix C
with the single exception of the RGB Lagged Sums test. In default settings, the test would
require too much data” for the analysis.

The RGB Lagged Sum test is executed in 33 variants with variable parameter n={0. . 32}.
The number of bytes processed by the test variant scales with the parameter n of the vari-
ant and the number of times the variant will be repeated during the battery execution
(p-samples option). To lower the amount of the necessary bytes, we reduced the number
of repetitions for each variant based on its n. The number of repetitions was calculated
using the following function.

. 8000 - 1024
Rep(n) = min <100, \‘(7[—1—1)4106J>

TestU01

We executed the batteries Small Crush and Crush in their default settings. The default
settings of the tests in their respective batteries can be found in TestU01 documentation
[12, p. 143].

The battery Big Crush is omitted from our analysis because the tests in the battery
would need at least 60 GB of data; the amount of data would be infeasible both to generate
and store.

The tests in Rabbit, Alphabit and Block Alphabit batteries were executed in their de-
fault settings. We limited the tests to 8000 MiB of data by the parameter nb.

The tests in the batteries Alphabit and Block Alphabit have settings that would set
them to process only certain parts of each 32-bit block in the data. We did not use these
settings; the tests analysed all bits in 32-bit blocks. Additionally, all tests from Block Al-
phabit are executed in 6 different variants; each test variant analyses differently reordered
blocks of 32 bits [12, p. 155].

4.2 Baseline experiment

The aim of this experiment was to observe behaviour and results of the batteries in RTT
when analysing truly random data. We use the results of this analysis to interpret the
results of our further analyses.

We evaluate the battery analysis based on the number of failed tests in the battery.
Under the assumption that we have single second-level p-value per single test, the test
is considered failed when its p-value is outside of the interval [«, 1); null hypothesis Hy
of the test is rejected. The reason why we excluded one from the non-rejecting interval is
explained in Section 2.3.1.

2. RGB Lagged Sum test with parameter n=32 will analyse 13.2 GB of data.
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One of the properties of the p-values is that for an arbitrary statistical test they will be
uniformly distributed over the interval (0, 1] as long as the null hypothesis is satisfied [19].
Our null hypothesis is that the tested data were the product of TRNG. Since the p-values
are uniformly distributed, they will fall outside of the interval [«, 1) with probability equal
to a; Hp of the test will be rejected with probability «. When the null hypothesis of a test
is rejected, we assess the test as failed.

When we are evaluating a battery analysis based on a count of failed tests, we must
know how many tests we expect to fail when Hy holds true. Let’s have a battery with 40
independent tests and the significance level 0.01. If we don’t know the expected number of
failures, we must reject Hy if we observe any number of failures. However, in this case, the
probability that at least one test fails is approximately 33 % (the probability is calculated as
a complement of the probability of failing exactly zero tests, see Equation 4.1); we would
incorrectly reject Hy in one-third of all battery executions.

We can calculate the expected count of failed tests like so. Let 7 be the number of tests in
abattery. Then we have n independent experiments that will result in either yes (failure of
the test) with probability « or no (success of the test) with probability 1 — «. This situation
can be modeled by using binomial distribution Bin(n, a) [20, p. 245]. Let Fg, be a random
discrete variable expressing the count of failed tests in a battery with expected distribution
Bin(n, «). From the definition of the binomial distribution, the expected value of a random
variable is E(Fgy,) = na. Therefore, should a battery finish with na failed tests we still
can’t reject Hy for the whole battery; we will treat the analysed data as random.

However, the expected number of failures is not necessarily exact, as the calculation
described above treats tests as independent trials. Separate tests in a battery are neither
required nor proved to be independent, which can lead to differing distributions of empiri-
cal and theoretical random variables representing the counts of failed tests in the batteries.

To observe the empirical distribution of the number of failed tests Fps, we inspected
the number of failures of the individual batteries during the analysis of truly random data.
In total, approximately eight terabytes of random data were downloaded from quantum
random number generator service provided by the Humboldt University of Berlin [21].
The data were split into 1000 blocks each of size 8000 GiB. All seven batteries included in
this experiment analysed each block of data once. The sample size of 1000 trials is enough
for us to compare the distributions of the two random variables Fgy, and Fops.

We inspected the counts of failures of individual batteries in following two scenarios.

Original second-level p-values failures

In this scenario, we assumed that all second-level p-values produced by a specific battery
are independent. Therefore, we treated all statistics calculated by the battery as separate
tests. For example, if we execute some test in two variants, each of those variants has two
subtests®, and each subtest will calculate two statistics, in total we will get 23 = 8 second-
level p-values; we consider these eight p-values as the results of eight independent tests
each of whose calculated a single p-value.

3. For the difference between variant and subtest, see Section 2.1.
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Corrected p-values failures

With this second scenario, we tried to mitigate the effect of dependent p-values in our set
by grouping them together. We grouped the p-values that are most likely dependent; we
assumed that the p-values that are most likely inter-connected are those that are produced
by a single statistical test. Therefore, all p-values belonging to a single test were reduced
to only one p-value, leaving us with a single result per distinct test in a statistical battery.
For example, should a single test produce eight p-values, for this test we will only have
information whether the test was a failure or not. For the grouping of the p-values, we
used Sidak’s correction [22], and we show the process in Method 4.2.1.

Method 4.2.1. For a multiset of n grouped p-values P = {ps, .., p» } with significance level
a and null hypothesis Hy we will calculate the corrected significance level g =1 — (1 —
zx)%. Ifdp € P: (p <ag)V(p=1),then Hy is rejected for Vp € P and the whole group
result is treated as a failure. We reject p = 1 because of the reason in Section 2.3.1.

To compare the viability of the two scenarios, we needed to compare both of the ob-
served distributions to their respective expected distributions and see how they perform.
We consider the approach more viable when it is less differing from its expected distri-
bution; if the observed distribution is behaving as expected, we can easily calculate the
expected number of test failures in a battery run. In the rest of the section, we describe
the comparison process. The comparison is illustrated in Example 4.2.1.

Definition 4.2.1. Let X = {x1, .., x,, } be amultiset of n elements. Then we define frequency
variable fX as the frequency of element ¢ in multiset X.

During this experiment each battery was executed 1000 times; for each battery, we had
s = 1000 samples of a discrete random variable Fpp, expressing the count of failed tests in
that battery. Random variable Fr,, expresses the theoretical expected count of failures in a
battery with 7 test and the significance level a. Variable F,, follows binomial distribution
Bin(n, «). The probability of observing x test failures (written as Fr,, = x) is defined with
probability mass function of binomial distribution (Equation 4.1).

P(Feyp = x) = (Z) o (1 — a)"> (4.1)

Let X = {x3,.., x5} be a multiset of the samples of Fpops and D = {dj, .., dy} set of all
k distinct values in X. Then fX,d € D (see Definition 4.2.1) represents a random variable
expressing the frequency of a failure count within a multiset X. The random variable f
is expected to follow binomial distribution Bin(s, p) where s is the number of samples
and p is the probability of observing d failures (P (FExp = d), Equation 4.1). The expected
value of the random variable fX is defined using expected value of binomial distribution
(Equation 4.2).

E ( fjf) = sP(Fryp = d) 4.2)

Now that we have both the observed frequency fX and its expected value E (f) for
d € D, we can assess their closeness. For this assessment, we used Pearson’s chi-squared
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test (x2) that evaluates whether two tested datasets belong to the same distribution [20,
p- 219]. We calculated Pearson’s cumulative test statistic x> for each pair of expected and
observed frequencies as shown in Equation 4.3.

2
k —_
s ()
xz—; E(jf) (4.3)

Due to the limitation of Pearson’s x? test stating that the expected value must be at
least five [20, p. 220], the frequencies that didn’t satisfy this condition were summed to-
gether and treated as a single frequency. We then calculated p-value using x? distribution
[20, p. 116]; the p-value is calculated as 1 — CDF(df, x?), where CDF is the cumulative
distribution function of the x? distribution, df are the degrees of freedom (equal to k — 1)
and x? is the value of the x? test statistic.

The resulting p-value expresses the probability that the measured sets belong to the
same distribution. Therefore, when we are comparing the viability of the two failure count-
ing scenarios (original versus corrected results) the more viable one will have greater p-
value than the other; our point was to find out which one of our approaches followed our
theoretical expectations more closely.

Dieharder (original), 110 tests Dieharder (corrected), 27 tests
x? statistic p-value = 5.32e-17 X? statistic p-value = 0.382
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Figure 4.1: Test failure frequency distributions in Dieharder battery

Example 4.2.1. Let’s have a multiset X = {1, 3,4, 3, ..,0}, in which are stored the counts of
failed tests in 1000 executions of Dieharder battery (in the first execution failed one test, in
the second execution three tests, etc.); therefore we have s = 1000. There are n = 110 un-
corrected tests in the Dieharder battery. In Figure 4.1 we can see the observed and expected
frequencies of the failure counts for both corrected and uncorrected tests. We calculate the
expected frequency for each failure count as follows (Equation 4.1, Equation 4.2); we use
zero failure count as an example.

11
E(ff) =sP(F=0) = 1000( 00> 0.01°(1 —0.01)197° ~ 331.03
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Based on the expected and observed frequencies in the Figure 4.1 we calculate the x>
statistic (Equation 4.3);

2
o UE-E())
xX=)
i=1 E (fjf)
(460 — 331.03)% (331 — 367.81)2 . (7 —5.12)2
331.03 367.81 5.12
~ 85.71

Note, that the frequencies for five, six and seven failures are summed together; this
is caused by the limitation of Pearson’s x test that is mentioned above. We calculate the
final p-value of the x? statistic as 1 — CDF(df,x*) = 1 — CDF(5,85.71) = 53210,
The resulting p-value is the probability that the observed and expected frequency of the
failure counts originate from the same distribution.

We can compare the x* p-values shown in Figure 4.1. As the p-values suggest, in the
corrected version of failure counting, the observed failure frequency is much closer to the
expected distribution than in the original version.

Original Fop, Corrected Foyp
Name x> max(Fops) x> max(Fops) Acc. bound
Dieharder 5321071 7/110 0.38 3/27 3/27
NIST STS 2.17-1072 7/188 4.44-1077 3/15 2/15
Small Crush 0.71 3/15 0.95 2/10 2/10
Crush 3.36-101 8/186 3.31-1073 3/32 3/32
Rabbit 2.02-107° 6/58 1.45-1072 2/16 2/16
Alphabit 2.14-1078 8/33 281077 2/4 1/4
Block Alphabit 1.87-107%  14/198 515104 3/4 1/4

Table 4.2: Summary of test failure distributions and acceptance bound of the batteries

In Table 4.2 we present comparison of the x? statistic p-values between the original and
the corrected results. We can see, that in general, the corrected results are closer to their
expected distributions. Only in two cases (NIST STS and Rabbit), the corrected results
perform worse while in the remaining batteries they offer a significant improvement. We
also present the acceptance bounds for the batteries. The acceptance bound represents
the maximum number of failed tests in a battery, while not rejecting the null hypothesis.
Should the number of failures exceed the acceptance bound, we will reject Hy; the tested
data failed to pass the battery.

However, even with the improved result interpretation, some test failure counts are
still too different from their expected values. This is probably caused by currently un-
known dependencies existing between the groups of tests; the accurate detection of the
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4. ANALYSING ARBITRARY BINARY DATA WITH RTT

dependencies is a part of our future research. To correct the inaccuracies, we decided
to increase the acceptance bounds. We set the acceptance bounds in such a way that the
probability of Type I error is not higher than 0.001. Therefore, we are evaluating the whole
battery with the significance level « = 0.001 and the individual tests with « = 0.01.

The presented bounds are used for result interpretation of the subsequent experiments.
If the number of failed tests will be higher than the bound, the data did not pass the battery
analysis.

4.3 Analysis of well-known cryptographic algorithms

In this experiment, we focused on the analysis of well-known and used cryptographic
primitives. Our motivation for this experiment was to find out how big are the security
margins of conventional algorithms. Most of the tested algorithms could be reduced in
the number of their rounds. We investigated how much could we reduce the rounds until
we would start detecting the biases in the data.

The outputs of the functions were generated using the generator developed in CRoCS
[15]. The plaintext of the functions was a binary counter; the key was randomly generated,
and initialization vector was set to zeroes. Not all functions needed the key and IV.

For each particular round and function combination, we generated a data file with the
size of 8000 MiB. In total, we analysed 83 distinct combinations of functions and rounds.
The configurations of the batteries were the same as described in Section 4.1.

The results of this experiment were also compared to the results produced by the
EACirc framework [6]. The results of the analysis of the data with EACirc are part of Karel
Kubicek’s diploma thesis [23].

4.3.1 Results of the analysis

The results of the analysis are shown in Table 4.3. We included only the combinations of
algorithms and rounds in which the data failed to pass either EACirc or any battery in
RTT. The marked cells in the table indicate failure of the tool.

The values in the battery columns express the number of failed tests in a specific bat-
tery. Each battery has defined the total number of tests in the header. In some cases, not all
tests in the battery could be executed; in these cases, we specify the number of performed
tests in the cell.

For each tested data file, EACirc was executed multiple times, and in each execution,
the null hypothesis was either rejected or retained; for this experiment, EACirc was ex-
ecuted 1000 times for each file. The values in EACirc column display the proportion of
EACirc executions that rejected the null hypothesis. When analysing random data, we ex-
pect that EACirc will reject the hypothesis in 1 % of the runs. If the proportion is greater
than 0.02, we can confidently consider the data as non-random.

We also provide security margins of the analysed algorithms. The security margins
are based on the highest round in which the algorithm failed to pass at least one of the
batteries and on the default total number of rounds in the algorithm.
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Some algorithms in the table are marked with an asterisk. In highest shown rounds,
some of these algorithms passed all of the batteries (e.g. RC4 and Grain); however, after
closer inspection, we discovered some notable patterns in the results. These findings are
summarized in Section 4.3.2.

The discovered patterns in the results were consistent failures of certain tests when
analysing algorithm with fixed number of rounds (e.g. Rabbit with 4 round will not pass
the sstring_HammingIndep test). We consider a test as consistently failing when we create
multiple datasets of the same algorithm and round and the test will fail in all analyses of
the datasets. The generation of the datasets can vary in the used keys or plaintexts.

For each suspicious algorithm with fixed number of rounds, we generated additional
16000 MiB of data. The additional data showed the same patterns in the results as in the
original analysis, hinting the presence of a particular bias produced by an algorithm.

= g 8
E © 5 Z - & z & &2
- 2 @ Y = B j gi B &
— ~ ~ == ~ _ = = =
5 % ZZ E8 S £8 22 is 3s 92 ZE B
Algorithm 8 B ZZ2 B2 2 U2 &2 42 B2 WE #E S8
AES 3 10 8 15 5 20 5 2 4 0182 7 070
BLAKE 1 16 1 11 5 8 5 2 3 0107 15 093N
Grain* 2 13 14 27 9/9 31/31 15 4 4 1000 7 053
6 1 0 0 31 0 0 0017
Grostl 2 14 12 23 9 279 3 3 1000 12 [NOBEN
JH 6 42 12/13 27 10 30/31 15 4 4 1000 36 [NOBEN
Keccak 2 24 14 27 10 31 15 4 4 1000 21 087
3 0 1 1 11 4 0 3 0017
MD6* 8 104 9 19 5 16 8 2 3 0748 94 [N0S0N
10 0o 0 0 2.8 0 0 0010
Rabbit* 0 4 1 1 0 478 1 1 0017 0 0
! 0o 0 0 3.8 1 1 0.009
Salsa20 220 12 2 8 28 11 3 3 1000 18 [NOS0N
Single DES 4 16 7 2 7 26 11 4 4 0193 11 068
5 1.6 1 18 5 2 3 0010
Skein 3 72 12 27 10 30 13 3 4 1000 638 094
4 o 0 0 10 4 1. 3 0014
SOSEMANUK 4 25 13/13 27 10 31/31 16 4 4 1000 21 [NOBE
TEA 4 32 8 19 6 15 2 3 0444 27 OBE
5 o 3 2 4 1 0] 3 0012
Triple DES 2 16 12 26 9 31 15 3 4 1000 13 [NOBH
3 1. 4 1 4 o0 1 1 0017
RC4* (roundless) - - 0 0 0 3 0 0 0 0.009 - 0

Table 4.3: Analysis of the cryptographic algorithms with RTT and EACirc
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4.3.2 Notable observations

In this section, we list our observations based on the above-presented results, according
to their importance.

Biased output of the Rabbit cipher

Rabbit [24] cipher is one of the winners in the eSTREAM competition in the software
section. The algorithm has a total of 4 rounds. In all of its configurations, Rabbit will con-
sistently fail tests sstring_HammingIndep and sstring_PeriodsInStrings in batteries

Crush, Rabbit, Alphabit and Block Alphabit.

The tests are aiming to discover dependencies between separate bits in the data stream.
One interesting detail is that the tests in Block Alphabit will fail if and only the bits in the
stream are not previously re-ordered by the battery. This fact led us to believe that there
indeed is some dependency between bits in the output.

Biases in the output of the Rabbit cipher were previously published in papers On a bias of
Rabbit [25] and Cryptanalysis of Rabbit [26]. The authors of the latter paper claimed to be
able to construct distinguisher for the cipher that would need 28 bits of output. With the
help of RTT, we are able to distinguish the Rabbit cipher in just 8 GB of data; however, we
make a strong assumption about zero initialization vector, while the authors of the paper
do not assume anything.

Biased output of the RC4 cipher

RC4 [27] is a popular stream cipher widely used in WEP and TLS up until the version
1.3 when it was discontinued. Various attacks on RC4 were published, and in 2015 it was
prohibited for use in TLS by RFC 7465 [28]. In its full version (no reduction of rounds or
algorithm), the RC4 cipher will consistently fail tests sknuth_SimpPoker and sknuth_Gap
in the Crush battery from TestUO01.

There are multiple known biases and distinguishing attacks on RC4; notable publications
are A Practical Attack on Broadcast RC4 [29], Analysis of Non-fortuitous Predictive States of the
RC4 Keystream Generator [30] and Statistical Analysis of the Alleged RC4 Keystream Generator
[31]. Any of these biases can be causing the failure of the statistical tests.

Security margins with respect to the statistical analysis

The majority of the analysed algorithms has the security margin higher than 0.8. This
means that even if we would drastically increase our computational capability and perfor-
mance of the state-of-the-art statistical tools, biases in full versions of algorithms (without
reduction of rounds) will not be detected.

The margins are significantly lower only for functions with particular biases detected,
namely Rabbit, RC4, and Grain.

Strength of the batteries in comparison to EACirc

All of the batteries implemented in RTT perform better or equally well than EACirc. The
shortcomings of EACirc can be caused by the fact that the framework analyses only 4.6
MB of data per run. EACirc is executed multiple times during the analysis, but the mul-
tiple executions only affect the precision of the obtained results, not the strength of the
tool. Although in this experiment, EACirc needed 4,6 GB of data for the analysis, we can

configure it to consume only 460 MB, at the cost of some precision®.

4. This is a very simplified view. For the details about EACirc see [23].
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In many situations we aren’t able to retrieve 8000 MiB (e.g. slow hardware generators in
smartcards); in these cases, it might be viable to extract just 460 MB and analyse the data
with EACirc. Therefore we have a trade-off between the needed time and resources and
strength of the tool.

The batteries themselves have differing strength. While batteries NIST STS and Small
Crush have more or less same bias detection capabilities as EACirc, the remaining batter-
ies perform better and can detect subtler biases. The remaining batteries are listed here,
along with the number of times they detected a bias when other batteries failed to do so:
Alphabit (2 times), Dieharder (3 times), Block Alphabit (5 times), Rabbit (6 times), Crush
(8 times).

Biased output of round reduced Grain function

The Grain cipher [32] is one of the winners of the eSSTREAM competition in the hardware
section. In 3,4, 5 and 6 rounds (out of 13), the test will consistently fail tests smarsa_Matrix-
Rank and scomp_LinearComp in batteries Crush and Rabbit. Bias in 6 rounds does not
break the security of the cipher, but due to its existence, the security margin is signifi-
cantly lower (around 0.5) than in other well-known functions.

Biased output of round reduced MD6 hash function

The MD6 hash function [33] was a competitor in the SHA-3 competition but did not ad-
vance to the second round of the competition. In 9 and 10 rounds out of 94, the algo-
rithm will consistently fail tests smarsa_MartixRank and sspectral_Fourier3 in batter-
ies Crush and Rabbit. While this hints us with the presence of a specific bias in the function
output it does not break the security of the function; in further rounds, we can no longer
detect any bias, and the output appears as truly random.
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5 Validation of outputs of Dieharder

The goal of the research presented in this chapter was to analyse the validity of the results
of the Dieharder battery'. To obtain the results for later analysis, we processed eight ter-
abytes of truly random data with each test included in the Dieharder battery. We used the
same set of data as in the experiment described in Section 4.2.

5.1 Goals of the research

As stated in Section 4.2, the p-values produced by an arbitrary statistical test are uni-
formly distributed over the interval (0, 1] if the null hypothesis holds true. This assump-
tion should also hold for the first-level p-values of the individual tests in the battery.

Dieharder uses this assumption to process the results further. In the standard settings,
the user of the battery will not be presented the first-level p-values of the tests as a result.
Each test in Dieharder will be repeated multiple times resulting in multiple first-level p-
values; these p-values will be then tested for uniformity by the Kolmogorov-Smirnov (K-S)
test [20, p. 473]. Should the K-S test fail, the assumption of the uniformity is rejected, and
the test is deemed failed; the user should consider the tested data non-random.

The aim of this research was to verify the assumption mentioned above; that the anal-
ysis of data produced by TRNG yields uniform results.

5.2 Settings of the experiment

We analysed outputs of the tests executed with their default settings; the used parameters
can be found in Appendix C. The tests marked as not used were omitted from our analysis.

We inspected the uniformity of first-level p-values of all subtests and test variants
present in default Dieharder run. For example, if a single test is executed in two variants
and both variants have two subtests” then the test will produce four sets of first-level p-
values; we treat these sets independently as if four separate tests produced them. In this
chapter, we are referring to these low-level tests as to atomic tests.

During the default run, the battery executes 110 atomic tests, resulting in 110 indi-
vidual p-value sets. Each atomic test processes the eight terabytes of data from start to
finish to extract the maximum possible amount of p-values. The final size of the p-value
set varies, as each atomic test processed a different amount of data in a single execution.
Each p-value in the set represents a single execution of an atomic test.

1. The research is an extended version of the project for the course PA018 Advanced Topics in Information
Technology Security, Autumn 2016.
2. For the difference between variant and subtest, see Section 2.1.
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5.3 Testing the uniformity of p-values

We inspected the uniformity of the p-value sets using the proportion statistic and Pear-
son’s chi-squared (x?) goodness-of-fit test [20, p. 219].

5.3.1 Proportion test

The proportion statistic is evaluated based on the number of observed test failures within
the p-value sets. We consider a test failed if its p-value is lesser than the significance level
« = 0.001. Let F be a discrete random variable expressing the count of failed tests within a
p-value set with n elements; the p-values in the set are samples of F. According to our pre-
vious assumption, the p-values should be uniformly distributed on the interval (0, 1], and
therefore the probability of a single test failure is a. Then the random variable F should
follow binomial distribution Bin(n, «) [20, p. 245]; the expected value of the variable is
E(F) = na. The probability of observing x failures within the p-value set is calculated
using the probability mass function of binomial distribution shown in Equation 5.1.

P(F=x) = <x> (1 — )" (5.1)

n

If we observe x failures, we can calculate the probability of observing equal or more
extreme count of failures under the assumption that F follows the distribution Bin(#n, a).
The more extreme result is a result more distant from the expected value. The probability
is calculated as shown in Equation 5.3.

D = |E(F) — x| (5.2)
[E(F)+D]-1

P(|E(F) — F| > D) :1—( ) P(Pzi)) (5.3)
i=|E(F)—D]+1

The p-value of the proportion statistic is the probability described above. If the p-
value is lesser than 0.001, we reject the hypothesis that F follows the binomial distribution
Bin(n, «) and consider the inspected p-value set non-uniform.

5.3.2 Pearson’s chi-squared test

The Pearson’s chi-squared (x?) test evaluates the distribution of the p-values on the entire
interval (0, 1]. First, the set of p-values P is split into several bins; in this testing we used
k = 1000 bins. The individual bins in the set B = {by, .., by} have values as follows; the
bin b; € B has value equal to the count of p-values p € P such that (52 < p < {). For
example, the value of the bin b; will be equal to the count of p-values greater or equal to
zero and lesser than 0.001. The expected value of b; is calculated as . The Pearson’s chi-
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squared test statistic x? is calculated based on the values of the bins and their expected
values as shown in Equation 5.4.

k (p: — )2

X2 — Z ( ! k) (54)
=1

h
k

-

The p-value of the x? test statistic is calculated as 1 — CDF(df, x?); the calculation is
described in Section 4.2. If the calculated statistic p-value is lesser than 0.001, we reject the
hypothesis that the p-values from the set P are uniformly distributed.

5.4 Results of the testing

The resulting p-values of the uniformity testing are presented in Table 5.2. We included
only the atomic tests that failed one or both uniformity tests presented in Section 5.3. For
each atomic test, we show the total count of extracted p-values, the expected and observed
count of failures within the set and p-values of both uniformity statistics we calculated.
The cells that contain p-values lesser than 0.001 are marked.

In Figure 5.1 we visualise distributions of p-value sets of four chosen atomic tests. The
Diehard Minimum Distance (2d Circe) test was included because its p-values are uni-
formly distributed, and the graph can be used as a baseline for comparison with other
visualised sets. The histograms also contain the p-values of the calculated x? statistics.

From the presented results we can see that out of 110 atomic tests, 39 produced non-
uniform p-values. This result is surprising since prior to the experiment, we presumed
that all tests produce uniform results. The discovery is important in the context of fur-
ther processing of p-values by the Dieharder battery. The battery assumes that if the null
hypothesis holds, the first-level p-values are uniformly distributed; the uniformity of the
set is tested by the K-S test. However, the fact that some p-value sets are significantly and
consistently non-uniform breaks this assumption.

This significant non-uniformity of results might not be apparent in basic usage of
Dieharder for two reasons. The first potential reason is that, during normal usage, only
small sets of p-values (usually 100) are tested for the uniformity; in a limited number of
p-values, the non-uniform patterns are harder to detect.

The second possible reason is that, in default Dieharder, a test is considered failed only
if its second-level p-value is lesser than 10~°. If we assume that everything is functioning
properly, we should see a failure of a test once in a million of executions. Due to the non-
uniformity of the underlying p-values, the actual number of failures can be higher (10 or
even 100 failures) but still too small to notice in the common use-case. Additionally, the
small significance level introduces high type II error; the tests in Dieharder have lowered
sensitivity and might not reject the null hypothesis for non-random data.

During the experiment, we made several observations. The most obvious one is that
the Pearson’s x? test is much more viable for testing the uniformity than the proportion
test. The x? test evaluates the entire interval between 0 and 1, while the proportion test
inspects only the beginning of the interval. The superiority of the x? test is supported by
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the fact, that only in a single case, the proportion test detected non-uniformity when the
x? test did not.
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Figure 5.1: Histograms of p-values of chosen atomic tests. Only the Min Distance (2d Cir-
cle) test produces uniform p-values.

Our further observation was that even within a single test, its variants and subtests
could produce both uniform and non-uniform results. Specifically, some subtests of the
STS Serial test produced non-uniform p-values while the remaining subtests produced
valid results. Similarly, the uniformity of results of the RGB Bit Distribution test depends
on its parameter n. This behaviour can be noticed in multiple various tests.

The results of this experiment inspired our further research that aims to inspect the
non-uniformity of the atomic tests more deeply. Another goal of the further work is to
find out the exact impact of the non-uniformity on the second-level p-values.
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Failure counts P-values
Test name P-value count Expected Observed Fail prop. X* unif.
Diehard tests
Birthday 54613333 546133 60109 | <1108 <1-10°=
32x32 Binary Rank 1638399 1638.4 1634 0.931 2.107%
6x8 Binary Rank 3495253 3495.3 4911 [ <1-108 <1-103%
Bitstream 7999938 8000 7951 0.587 ' <1-1073%
Count the 1s (stream) 32767487  32767.5 44779 1 19-100% <1.10%%
Count the 1s (byte) 1638399 1638.4 2249 <1-107%  3.1-107¢
Parking Lot 87381333  87381.3 93227 | <1:10% <1-10 %%
Min Distance (3d sphere) 174762666  174762.7 176065 0.002  47-10 %8
Runs - subtest 1 20971519  20971.5 35308 | <1-108 <1-.1073%
Runs - subtest 2 20971519 209715 35246 <1-100% <1.10%%
Craps - subtest 1 838860 838.9 825 0641 ' <1-10°%
NIST STS tests
Monobit 20971519  20971.5 20742 0.113 | <1-10 3%
Runs 20971519  20971.5 21256 0.050 <1103
Serial - Subtest 1 20970519  20970.5 20740 0.111 ' <1-1073%
Serial - Subtest 2 20970519  20970.5 21131 0270 = 3.7-1072%8
Serial - Subtest 4 20970519  20970.5 21125 0.289 = 8.7-10 %2
Serial - Subtest 23 20970519  20970.5 20971 1.000 9.8-10~°
Serial - Subtest 24 20970519  20970.5 20930 0.780 0.0002
Serial - Subtest 25 20970519  20970.5 21125 0289  47-10°15
Serial - Subtest 26 20970519  20970.5 20968 0.986 1-1077
Serial - Subtest 27 20970519  20970.5 21124 0292 = 6.6-10 8
Serial - Subtest 28 20970519  20970.5 21005 0817 = 28-101°
Serial - Subtest 29 20970519  20970.5 20990 0.898 = 3.1-10 2%
Serial - Subtest 30 20970519  20970.5 21029 0.691 1-10-¢7
RGB tests
Bit Distribution (n=2) 5242866 5242.9 5516 | 1.7-10"* 0.3641
Bit Distribution (n=8) 1310719 1310.7 1286 0.498 [32-10° 1"
Bit Distribution (n=9) 1165083 1165.1 1301 | 74-10° <1-103%%
Bit Distribution (n=10) 1048575 1048.6 1050 0988 | <1-10 %%
Bit Distribution (n=11) 953250 953.3 1041 0.005 < 11032
Bit Distribution (n=12) 873812 873.8 895 0.488 | <1.1073%
Generalized Min Distance (n=4) 52428799 524288 51953 0.038  <1-1073%
Generalized Min Distance (n=5) 41943039 41943 41561 0.062  <1-103%
Permutations (n=2) 10485759  10485.8 10341 0.158 ' <1-1073%
Permutations (n=3) 6990506 6990.5 6974 0.843 1.8-107°
Permutations (n=4) 5242879 5242.9 5247 0961 @ 27-10 %
Permutations (n=>5) 4194303 4194.3 4241 0473 | 9.1-10 14
Kolmogorov-Smirnov Test 209715199  209715.2 202696 | 3.8-10°8 <1-10 3%
DAB tests
DCT 163839 163.8 162 0907 | 29-10 %
Monobit 2 32263 32.3 28 0.537 | 1.2-10 132

Table 5.2: Atomic tests with significantly non-uniform p-value sets
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6 Summary

The aim of this work was to explore and assess current state-of-the-art approaches to the
statistical testing of randomness. Our further goal was to design and implement an inter-
face to these statistical tools and to unify them into a single toolkit.

We presented an overview of the statistical tools used for randomness testing; to ob-
serve the unexpected behaviour of the tools, we executed them with border-case inputs.
When we run the batteries with extremely non-random data (e.g. stream of zeroes), we
observed various undocumented situations such as frozen battery execution or invalid
test results. Based on the findings, we made adjustments in our toolkit design.

With respect to the design and the initial requirements of the project, we developed
Randomness Testing Toolkit [7], or RTT for short. RTT implements an interface for the
three presented tools: NIST Statistical Testing Suite [1], Dieharder [2] and TestUO01 [3]. It
is possible to extend the framework to include additional statistical tools in the future.

The RTT framework consists of multiple parts intended for various purposes. Cur-
rently, the framework can be used on user’s local machine, but it can also be deployed
on multiple servers and accessed through the web or console interface. The web interface
also eases the result interpretation for the user.

To establish a baseline for the interpretation of the results of the statistical tools, we
used RTT to analyse eight terabytes of binary data; the data were generated using quan-
tum random number generator [21]. All batteries analysed the data in their default set-
tings. We used the established baseline to interpret our subsequent experiments.

In further experiments, we analysed 15 distinct popular and well-known cryptographic
algorithms such as AES, Keccak or RC4. The results of the analysis were compared to the
results produced by the EACirc framework; EACirc, a tool developed at CRoCS, imple-
ments an alternative approach to the statistical testing [6]. From the comparison of the
results, we concluded that RTT could detect subtler biases present in the data better that
EACirc. However, there is a trade-off between the two approaches as the EACirc frame-
work needs a much lesser amount of data and resources for the analysis.

The notable result of the experiment was that RTT is able to distinguish the keystreams
of the Rabbit [24] and RC4 [27] stream ciphers from the random data. The Rabbit cipher is
one of the winners of eSTREAM [17] cryptographic competition and RC4 is an algorithm
commonly used in TLS before the version 1.3. The only restriction on the ciphers is that we
need at least 8 GB of keystream generated with a single arbitrary key and the initialization
vector must be set to zero.

We also inspected the validity of the results produced by the Dieharder battery tests.
The validity evaluation was based on the assumption that the test results should be uni-
formly distributed over the interval (0, 1] when random data were analysed. We processed
eight terabytes of random data with each test in the Dieharder battery; this way we ob-
tained 110 sets of results while each set was assumed to be uniformly distributed. We
found that 39 (out of 110) sets broke this assumption and were non-uniform. This result
is surprising since each test should follow the uniformity assumption as the Dieharder
battery relies on the uniformity during post-processing of the results.
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6.1 Future work

The future development and research can follow up on this thesis in multiple different
directions.

Further development of RTT

The one possibility of extending RTT is to add more statistical batteries into the interface.
Viable candidates for addition are the PractRand battery [34] and the EACirc framework.
The other possible extension of RTT is the implementation of the result visualisation di-
rectly in the web interface; the visualisation would make the interpretation of the data
analysis even easier for the user.

Study of the dependencies between the statistical tests

As stated in Section 4.2, we lack a deep understanding of dependency between the indi-
vidual tests in the statistical batteries. For NIST STS, the research was done in [35]; how-
ever, no such research exists for Dieharder or TestU0O1. The advanced knowledge of the
dependencies would allow us to further improve the accuracy of the battery results inter-
pretation.

Impact of Dieharder non-uniformity on overall battery results

In Chapter 5 we discovered that a large number of tests in Dieharder produce non-uniform
results. Further research on this topic is necessary as we know neither what is causing the
non-uniformity nor the exact impact of the broken assumptions on the overall results of
Dieharder.
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A Data attachment

The thesis repository! contains following items.

e randomness-testing-toolkit
The source code of Randomness Testing Toolkit v1.0 (copy of the project repository,
the latest commit 3474674 is from 2017-05-20).

e randomness-testing-toolkit-wiki
The copy of wiki pages with RTT user documentation (copy of the wiki repository,
the latest commit 30436be is from 2017-05-20).

e crypto-algs-analysis-results
Results of the experiment presented in Section 4.3. The directory contains the copy of
HTML files as displayed in the RTT web interface. Each subdirectory of the directory
ViewResults/Experiment contains the results of analysis of a single data file.

e thesis-src
The source code of this thesis along with used figures and bibliography (copy of the
thesis repository, the latest commit is ab42db7 from 2017-05-21).

1. Accessible at https://is.muni.cz/th/410282/fi_m/
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B NIST STS Tests

Common parameters of all tests

e Stream size — 1000000
e Stream count — 1000

ID Test name Block size Subtests
1 Frequency (Monobit) - 1
2 Frequency within a Block 128 1
3 Cumulative Sums (Cusums) - 2
4 Runs - 1
5 Longest Run of Ones in a Block - 1
6 Random Binary Matrix Rank - 1
7 Discrete Fourier Transform (Spectral) - 1
8 Non-overlapping (Aperiodic) Template Matching 9 148
9 Overlapping (Periodic) Template Matching 9 1

10 Maurer’s “Universal Statistical” - 1

11 Approximate Entropy 10 1

12 Random Excursions - 8

13 Random Excursions Variant - 18

14 Serial 16 2

15 Linear Complexity 500 1
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C Dieharder Tests

Note: Tests labeled as not used are excluded from our experiments; they are flagged as
suspicious or not working in Dieharder documentation. Tests with plus sign next to the
stream size will process a variable amount of data on each run. The value is only orienta-
tional.

ID Test name Stream size (byte) P-samples Arguments
Diehard tests
0 Birthdays 153 600 100 -
1 OPERM5 4000 020 100 -
2 32x32 Binary Rank 5120 000 100 -
3 6x8 Binary Rank 2 400 000 100 -
4 Bitstream 1048 584 100 -
5 OPSO (Not used) - - -
6 OQSO (Not used) - - -
7 DNA (Not used) - - -
8 Count the 1s (stream) 256 004 100 -
9 Count the 1s (byte) 5120 000 100 -
10 Parking Lot 96 000 100 -
11  Minimum Distance (2D Circle) 64 000 100 -
12 Minimum Distance (3D Sphere) 48 000 100 -
13 Squeeze 10 000 000+ 100 -
14 Sums (Not used) - - -
15 Runs 400 000 100 -
16 Craps 10 000 000+ 100 -
Marsaglia and Tsang tests
17 GCD 80 000 000 100 -
STS tests
100 Monobit 400 000 100 -
101 Runs 400 000 100 -
102 Serial (Generalized) 400 000 100 -
RGB tests
200 Bit Distribution nx800 000 + 4 100 -n {1..12}
201 Generalized Minimum Distance nx40 000 100 -t 10000 -n {2..5}
202 Permutations nx400 000 100 -n {2..5%}
203 Lagged Sum (n+1) x4 000 000 100 -n {0..32}
204 Kolmogorov-Smirnov 40 000 1000 -
DAB tests
205 Byte Distribution 614 400 000 1 -
206 DCT 51 200 000 1 -
207 Fill Tree 500 000 000+ 1 -
208  Fill Tree 2 200 000 000+ 1 -
209 Monobit 2 260 000 000 1 -
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D Overview of options in toolkit settings

The tags that are listed in the top-level description must contain JSON object with key-
value pairs with options and their values. For complete example of the JSON see Ap-
pendix E.

toolkit-settings/logger

o dir-prefix Optional —If set, value of this tag will become prefix of all log files locations.
Can be used when all logger directories should have the same parent directories.

e run-log-dir — Sets location of the main log file.

e <battery>-dir — Value <battery> is replaced by values dieharder, nist-sts, tu01-small-
crush, tu0l-crush, tu01-bigcrush, tu0l-rabbit, tu0l-alphabit and tuOl-blockalphabit.
All of these tags are mandatory and their values set locations of files that will contain
raw outputs of the respective executed batteries.

toolkit-settings/result-storage/file Optional
For details about the file storage see Section 3.2.1.

e main-file —Sets path of the file with final results of the program run. If the file already
exists, results will be added to it, if not, new result file will be created.

o dir-prefix — If set, all directory values will have this prefix.

e <battery>-dir — Value <battery> can be replaced by values dieharder, nist-sts, tu01-
smallcrush, tu0Ol-crush, tu0l-bigcrush, tuOl-rabbit, tu0l-alphabit and tu01-block-
alphabit. The tags set locations of files with detailed results of the respective battery.

toolkit-settings/result-storage/mysql-db Optional
For details about the MySQL database storage see Section 3.2.2.

address Address of the MySQL server with created RTT database.

port Port on which the MySQL server is accessible.

name Name of the database scheme with RTT tables.

credentials-file Path to the file that contains login information for the database. The
example credentials file is shown in Figure D.1.

toolkit-settings/binaries

e <battery> — Value <battery> is replaced by nist-sts, dieharder and testu01. All of the
tags are mandatory. The values of the tags sets the locations of the executables of the
respective batteries.
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D. OVERVIEW OF OPTIONS IN TOOLKIT SETTINGS

toolkit-settings/miscelaneous/nist-sts

¢ main-result-dir — Sets the directory where NIST STS stores its result files.

toolkit-settings/execution

e max-parallel-tests Sets maximum number of concurrently running test processes.
The higher value may cause the analysis to finish faster but will cause higher strain
on the system.

o test-timeout-seconds Sets time period after which the running tests will be consid-
ered stuck and will be killed.

1 {

»  "credentials": {

3 "username": "jane_doe",
4 "password": "password"
5}

6 F

Figure D.1: Example of MySQL database credentials file
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E Sample file with RTT settings
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"toolkit-settings": {

"logger": {
"dir-prefix": "rtt-results/logs",
"run-log-dir": "run-logs",
"dieharder-dir": "dieharder",
"nist-sts-dir": "niststs",

"tu0l-smallcrush-dir": "testu0O1l/smallcrush",
"tu0l-crush-dir": "testuO1/crush",
"tuOl-bigcrush-dir": "testuOl/bigcrush",
"tu0l-rabbit-dir": "testuOl/rabbit",
"tuOl-alphabit-dir": "testuOl/alphabit",
"tuOl-blockalphabit-dir": "testuOl/blockalphabit"

},
"result-storage": {
"file": {
"main-file": "rtt-results/table.txt",
"dir-prefix": "rtt-results/reports",
"dieharder-dir": "dieharder",
"nist-sts-dir": "niststs",
"tuOl-smallcrush-dir": "testuO1/smallcrush",
"tu0l-crush-dir": "testuOl1/crush",
"tu0l-bigcrush-dir": "testuOl/bigcrush",
"tuOl-rabbit-dir": "testuO1/rabbit",
"tuOl-alphabit-dir": "testuOl/alphabit",
"tuOl-blockalphabit-dir": "testuOl/blockalphabit"
},
"mysql-db": {
"address": "127.0.0.1",
"port": "3306",
"name": "rtt",
"credentials-file": "credentials.json"
}
}’
"binaries": {
"nist-sts": "/home/rtt-statistical-batteries/nist-sts",
"dieharder": "/home/rtt-statistical-batteries/dieharder",
"testuO1": "/home/rtt-statistical-batteries/testul01"
1,

"miscellaneous": {
"nist-sts": {
"main-result-dir": "experiments/AlgorithmTesting/"
}
},
"execution": {
"max-parallel-tests": 8,
"test-timeout-seconds": 3600
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F Guide to the settings in the battery configuration

In the following list, we describe common as well as battery specific tags that can be
present in battery configuration file. Each tag is listed with its description and list of its
allowed parent tags. For example of complete configuration see Appendix G.

Common settings

randomness-testing-toolkit
Root tag of the configuration file.

<battery>-settings

Possible parent tags: randomness-testing-toolkit

<battery> can be dieharder, nist-sts, tu01-smallcrush, tu01-crush, tu01-bigcrush, tu01-rabbit,
tu01-alphabit and tu01-blockalphabit. These tags contain settings for respective batteries.

defaults

Possible parent tags: <battery>-settings

Options inside this tag are considered as the default options for the battery specified by
the parent tag.

If certain test is executed in the battery and needs to have some option defined but it does
not, the option falls back to the value defined in the defaults tag.

test-ids

Possible parent tags: defaults

The option defines which tests will be executed in the specific battery by default. The
default tests are executed only if no test was specified through command-line arguments.

Value of this tag must be array of strings. Each string can contain either a single number
or range of numbers. For example, should the value of the tag be ["3", "10-13", "15"],
then the default IDs of the tests in the battery will be 3, 10, 11, 12, 13, 15.

test-specific-settings

Possible parent tags: <battery>-settings

This tag can contain list of single or several JSON objects. Each object defines options that
are specific to a single test and the test’s variants in the battery specified by the parent tag.
Each of the objects must contain tag test-id for assigning the options to the test.

If the execution of a test requires a certain option that is not defined in the test object, the
value of the option is taken from the tag defaults.

test-id

Possible parent tags: test-specific-settings

The tag must be present in each object that is in test-specific-settings object list. The
value of the tag is used for assigning the options in the test object to actual test from the
battery.

variants
Possible parent tags: test-specific-settings
The tag can be present in the test object in test-specific-settings. The tag can contain
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F. GUIDE TO THE SETTINGS IN THE BATTERY CONFIGURATION

a list of single or multiple JSON objects. Each of the variant objects can have defined ad-
ditional options for test variants. The options that will be undefined by the variant object
will be taken from the test object or the defaults tag. The variants are tied to the test
which is specified by the test-id tag in the test object. For example, should the test ob-
ject contain variant tag with a list of three objects, then three variants of the test will be
executed.

NIST STS settings

stream-size
Possible parent tags: defaults, test-specific-settings, variants
Sets bit size of single stream of data that will be used for testing.

stream-count

Possible parent tags: defaults, test-specific-settings, variants

Sets number of streams of data that will be used for testing. E.g. if this value will be 100,
then the test will be repeated 100 times, each time with different input data of length
stream-size.

block-length

Possible parent tags: defaults, test-specific-settings, variants

Some tests in NIST STS analyse the data streams in blocks. This option sets the bit size of
the blocks. For details on which tests accept this parameter, see Appendix B.

Dieharder settings

psamples
Possible parent tags: defaults, test-specific-settings, variants
Sets how many times will be the test repeated before final statistic is calculated.

arguments

Possible parent tags: defaults, test-specific-settings, variants

Allows you to pass additional arguments to the Dieharder binary. Format is expected as
single string of argument-value pairs separated by spaces (e.g. "-x 2048 -y 30"). For
summary of arguments accepted by Dieharder, see its documentation at [11].

TestUO1 settings

repetitions

Possible parent tags: defaults, test-specific-settings, variants

Sets how many times will be a test repeated. Setting this option to more that 1 will produce
several multiple of the test.

bit-nb
Possible parent tags: defaults, test-specific-settings, variants

This option is valid only for rabbit, alphabit and block alphabit batteries. Sets how many
bytes can be processed by a test. The test will not process more bytes.
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F. GUIDE TO THE SETTINGS IN THE BATTERY CONFIGURATION

bit-r

Possible parent tags: defaults, test-specific-settings, variants

This option is valid only for alphabit and block alphabit batteries. Sets the offset in each
group of 32 bits. For example, if set to r then first r bits from each 32 bits will be ignored.
Only the rest of the bits in each 32-bit block will be processed.

bit-s

Possible parent tags: defaults, test-specific-settings, variants

This option is valid only for alphabit and block alphabit batteries. Sets how many bits from
each 32-bit block will be processed, starting from bit-r. For example, if we setr = 5,5 =
10, then only 10 bits will be processed in each 32-bit block, starting from the sixth bit.
bit-w

Possible parent tags: defaults, test-specific-settings, variants

This option is valid only for block alphabit battery. The value must be lesser or equal to
bit-s, otherwise the option will be ignored. The option sets the reordering of the bits that
will happen before processing. For details about the reordering see TestU01 documenta-
tion [12, p. 155].

parameters

Possible parent tags: defaults, test-specific-settings, variants

This option is valid only for small crush, crush and big crush batteries. The value of the
tag must be JSON object that will contain key-value pairs that will represent test’s pa-
rameters and their values. All parameters of the test must be specified. Each test has
different settable parameters, the parameters for each test in respective batteries can be
found in TestUO1 documentation [12, p. 143]. Example of the parameters tag for test
smars_BirthdaySpacings is shown in Figure F.1.

1 {

> "parameters": {

3 "N'oo"1Y,

4 "a": "10000",

5 "r": "O",

6 "d": "1000000",
7 "o "2,

8 "ph: "1t

9}

10

Figure F.1: Parameters setting for smarsa_BirthdaySpacings test
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G Example of battery configuration

Following battery configuration was used in both experiments described in Chapter 4.

-~

"randomness-testing-toolkit":{
"dieharder-settings":{
"defaults":{
"test-ids":["0-4", "8-13", "15-17", "100-102", "200-209"1,

}’

"test-specific-settings": [
{
"test-id":200,
"variants": [
{"arguments":"-n 1"},{"arguments":"-n 2"},{"arguments":"-n 3"},
{"arguments":"-n 4"},{"arguments":"-n 5"},{"arguments":"-n 6"},
{"arguments":"-n 7"},{"arguments":"-n 8"},{"arguments":"-n 9"},
{"arguments":"-n 10"},{"arguments":"-n 11"},{"arguments":"-n 12"}
]
},
{
"test-id":201,
"psamples":1000,
"variants": [
{"arguments":"-n 2 -t 10000"},{"arguments":"-n 3 -t 10000"},
{"arguments":"-n 4 -t 10000"},{"arguments":"-n 5 -t 10000"}
]
}’
{
"test-id":202,
"variants": [
{"arguments":"-n 2"},{"arguments":"-n 3"},
{"arguments":"-n 4"},{"arguments":"-n 5"}
]
}’
{
"test-id":203,
"variants": [
{"arguments":"-n 0"},{"arguments":"-n 1"},{"arguments":"-n 2"},
{"arguments":"-n 3"},{"arguments":"-n 4"},{"arguments":"-n 5"},
{"arguments":"-n 6"},{"arguments":"-n 7"},{"arguments":"-n 8"},
{"arguments":"-n 9"},{"arguments":"-n 10"},{"arguments":"-n 11"},
{"arguments":"-n 12"},{"arguments":"-n 13"},{"arguments":"-n 14"},
{"arguments":"-n 15"},{"arguments":"-n 16"},{"arguments":"-n 17"},
{"arguments":"-n 18"},{"arguments":"-n 19"},
{"arguments":"-n 20", "psamples":99},{"arguments":"-n 21", "psamples":
{"arguments":"-n 22", "psamples":91},{"arguments":"-n 23", "psamples":
{"arguments":"-n 24", "psamples":83},{"arguments":"-n 25", "psamples":
{"arguments":"-n 26", "psamples":77},{"arguments":"-n 27", "psamples":
{"arguments":"-n 28", "psamples":72},{"arguments":"-n 29", "psamples"
{"arguments":"-n 30", "psamples":67},{"arguments":"-n 31", "psamples":
{"arguments":"-n 32", "psamples":63}
]
},
{
"test-id":204, "psamples" :1000
},
{
"test-id":205, "psamples":1
},
{

"psamples":100

"test-id":206, "psamples":1

1},
{
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G. EXAMPLE OF BATTERY CONFIGURATION

"test-id":207,"psamples":1

1,
{
"test-id":208, "psamples":1
1,
{
"test-id":209, "psamples":1
}
]
1,

"nist-sts-settings":{
"defaults":{
"test-ids":["1-15"],
"stream-size":"1000000",
"stream-count":"1000"
}
},

"tu0l-smallcrush-settings":{
"defaults":{
"test-ids":["1-10"],
"repetitions":1
}
1,

"tu0l-crush-settings":{
"defaults":{
"test-ids":["1-96"],
"repetitions":1
}
1,

"tu0l-rabbit-settings":{
"defaults":{
"test-ids":["1-26"],
"repetitions":1,
"bit-nb":"8388608000"
}
})

"tuOl-alphabit-settings":{
"defaults":{
"test-ids":["1-9"],
"repetitions":1,
"bit-nb":"8388608000",
Ilbit_rll . ||Oll s
"bit-s":"32"
}
1,

"tuOl-blockalphabit-settings":{
"defaults":{
"test-ids": [
ny-gn
]’
"repetitions":1,
"bit-nb":"8388608000",

"bit-r":"0",
"bit-g":"32"
}9
"test-specific-settings": [
{
"test-id":1,
"variants": [
{"bit-w":"1"}, {"bit-w":"2"}, {"bit-w":"4"},
{"bit-w" B "8"} s {"bit—W" o 16"} s {Ilbit_wll B 113211}
]
1,
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131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190 }

{

"test-id":2,

"variants": [
{"bit-w":"1"}, {"bit-u":
{"bit-w":"8"}, {"bit_W":

]

1,
{

"test-id":3,

"variants": [
{"bit-w":"1"}, {"bit-u":
{nbit_wn:nsu}’ {"bit‘W":

]

1,
{

"test-id":4,

"variants": [
{"bit-w":"1"}, {"bit-u":
{“bit—w":”S"}, {"bit‘W":

]

1,
{

"test-id":5,
"variants": [

{"bit‘W":"l"}, {"bit-W":

{Ilbit_w" . "8"} ’{"bit_wll :
1
},
{
"test-id":6,
"variants": [

{"bit-w":"l"}, {"bit-w":
{"bit‘W"!nsn}, {"bit—W"Z

]
1,
{

"test-id":7,
"variants": [

{"bit-w":”l"}, {"bit-w":
{"bit‘W":nsn}, {"bit‘W"!

]
1,
{

"test-id":8,
"variants": [

{"bit‘W":"l"}, {"bit'W":
{"bit‘W":"gu}, {"bit‘W"!

1

3},

{
"test-id":9,
"variants": [

{"bit-w":"1"}, {"bit-w":
{Ilbit_wll: ll8ll}’ {"bit_W":

u2u}, {"bit—w":"4"},
"16"}, {"bit-w":"32"}

ll2|l}, {"bit_W" : ll4||},
"16"}, {nbit_wn:nazn}

u2u}, {ubit_wu:u4n},
"16"}, {"bit‘W":"S?"}

non}, {"bit-w":"4"},
||16|l}’ {llbit_wll:||32ll}

non}, {"bit-w":"4"},
ll16ll}, {Ilbit_wll: ll32ll}

non}, {"bit-w":"4"},
ll16ll}, {Ilbit_wll:ll32ll}

u2u}, {"bit—W"Z"4"},
"16"}, {"bit-w":"32"}

u2u}, {"bit—W"I"4"},
"16"}, {"bit-w":"32"}
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H Example of file storage report file

*xxx*x Randomness Testing Toolkit data stream analysis report ik
Date: 05-04-2017

File: data.bin

Battery: Dieharder

Alpha: 0.01
Epsilon: 1e-08

Passed/Total tests: 1/1
Battery errors:
Battery warnings:

Diehard Runs Test test results:
Result: Passed
Test partial alpha: 0.00250943
Variant 1:
User settings:
P-sample count: 10
seokskok kokok ok ok sk ok o
Subtest 1:
Kolmogorov-Smirnov statistic p-value: 0.78507772 Passed
p-values:
0.05899849 0.14303914 0.25813353 0.26205674 0.29277325
0.35258302 0.56733382 0.65239775 0.72661662 0.97024989

A
Subtest 2:
Kolmogorov-Smirnov statistic p-value: 0.98126677 Passed
p-values:
0.06708958 0.13845018 0.24143043 0.30884227 0.34883845
0.45856887 0.50099963 0.72226328 0.79368168 0.94420838

Variant 2:
User settings:
P-sample count: 20
sk sk ok sk sk ok ok ok ok
Subtest 1:
Kolmogorov-Smirnov statistic p-value: 0.94522158 Passed
p-values:
0.02636030 0.05899849 0.07020394 0.11462969 0.14303914
0.25813353 0.26205674 0.29277325 0.35258302 0.42201984
0.49409172 0.50249791 0.50852031 0.56733382 0.65239775
0.72661662 0.87379533 0.94805962 0.95109797 0.97024989

R
Subtest 2:
Kolmogorov-Smirnov statistic p-value: 0.97098651 Passed
p-values:
0.05940416 0.06708958 0.10176118 0.13845018 0.18591525
0.20171335 0.24143043 0.30884227 0.34883845 0.45856887
0.47711566 0.50099963 0.51679868 0.57821548 0.72226328
0.73270941 0.79368168 0.91155189 0.94420838 0.99216956




I Experiment submission online form

General

Experiment name
E-Mail

Binary data that will be analysed
Choose File | Mo file chosen
The data is deleted after the analysis.

Configuration

Use default configuration (recommended)

Choose configuration

Configuration file (advanced usar)
Choose File | Mo file chosen

For configuration file description resd our wiki.
Battery application

Switch all

MIST Statistical Testing Suite

Disharder

Testuol Small Crush

TestUnl Crush

TestU01 Rabbit

TestLID1 Alphabit

Testol Block Alphabit

TestU01 Big Crush (requires at least 20GE of data, GOGE for full man)

vou will be notified by email when the experiment finishes.
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